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Abstract. Law- and policy-makers face two pressing, and inter-related
challenges. The first is understanding the interaction of new laws, and their
interpretations according to different legal doctrines, within different legal
systems operating at global, national or regional levels. The second is
understanding the impact of new policies on the behaviour of the population
affected by them, with respect to pre-existing social networks regulated by
social, cultural and (il)legal sets of norms. We propose the ideas of modular
argumentation and multi-agent micro-population simulation as the basis for
evidence-based regulation, to support the processes of governance, law-making
and policy-making with respect to security issues posed by transnational
organized crime and terrorist networks.
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1 Introduction: Importance to ICT for Governance

Issues pertaining to EU legislation have reached such a level of complexity that
specific tools are required to support informed and argument-based (dialectic)
discussion and decision-making.

When introducing new legislation, EU lawmakers need to consider the behaviour
and objectives of the different communities affected by the legislation. Such
behaviour and objectives are governed by a diverse set of social and cultural norms,
and a diverse set of legal norms, not only EU laws but also international, national and
regional laws. Moreover, these laws interact, and are interpreted and applied, in



different ways and according to different legal doctrines, which often co-exist within
the same legal system.

In the European context, it is necessary to model this diversity: not only the multi-
level and multi-lingual complexity of European laws needs to be taken into account,
but it is also necessary to anticipate what particular conclusions may follow from it
with regard to specific cases, and to what extent different laws and doctrines may lead
the concerned agents (and in particular different officers or judges) to different legal
solutions. This effort is required in particular (but not only) when a new EU
regulation or directive is issued or is implemented through national laws: to achieve
“unity in diversity” it is necessary to be able to cope with this complexity, to
anticipate the interaction between the new regulation and the existing laws, the
doctrinal approaches and practices, and consequently to devise and test solutions
which will effectively achieve the regulatory goals.

However, evaluating the achievement of regulatory goals, as a macro-level
function of the legal system, is dependent on the prevailing sets of different social and
cultural norms extant in different social networks, which may operate at a regional or
an international level. These norms underpin and regulate not only legal but also
illegal systems, including transnational organised crime and terrorist networks. Nor
can we remain at the level of norms alone: we need to consider how these norms,
together with people’s interests and attitudes, account for people’s behaviour, after the
introduction of new norms. For new laws and policies to have their intended effects,
and for compliance to the new sets of norms to be pervasive, we have to model
concurrent and conflicting sets of norms in different social networks.

We therefore believe that a novel approach is required, namely, a representation of
legal contents and social networks which is computable, modular, and agent-centred.

The representation needs to be computable, since only computer-support enables
us to deal effectively with so many norms, in the multifarious circumstances of their
application.

The representation needs to be modular, since the different components of
European law cannot be merged in a single repository: we cannot indiscriminately
apply to a legal issue rules and concepts from the different legal systems and
doctrines. We rather need to reason on the basis of the legal system (or the section of
it) which is applicable to the problem at hand, and of the other legal systems to which
it refers (e.g. EU law may refer to national law, which may refer to regional law, etc.),
considering what alternative solutions follow from the applicable doctrines. Each
legal system or doctrine must be viewed as a module which is invoked in the process
of legal reasoning, when the appropriate conditions are met.

Finally, the representation must be agent-centred, since laws and doctrines become
socially effective only when they are used by the concerned agents (officers, lawyers
and citizens,) guiding their behaviour, in connection with the other beliefs possessed
by such agents. Thus an agent-based animation is required for modelling the social
impact of a legal norm or doctrine. In such cases, a simulation approach based purely
on statistical models is unlikely to prove sufficient: the application of new laws and
policies is inherently unpredictable on the sole grounds of previous events. Agent-
based models, with appropriate mechanisms for acquiring new beliefs, goals and
norms, are needed to analyse the effects of legal innovation. A structured approach to
micro-population social network simulation and the modeling of the legal system is



required to anticipate the macro-level function of the system as a whole: this is the
basis of evidence-based regulation.

In the rest of this paper, we will examine (in section 2) the state of the art in each
of these three areas, highlighting important new research questions and related
activities. In section 3 we will consider the multi-disciplinary dimensions of this
research and the potential for new applications, before concluding in section 4.

2 State of the Art and Research Activities

2.1 Evidence-Based Law

For a legal norm or doctrine to be able to achieve its objectives, namely, to change
social behaviour in the desired way, or remedying the problem it aims to address, it
must be based on the one hand upon a broad and open debate, and on the other hand
upon solid legal and social evidence.

The first aspect is usually emphasised by philosophical and legal theorists (such as
[Hab99] and [Ale78]), but the second is equally important: without a broad debate (in
particular within professional circles) the law could be captured by special interests,
or could miss important information concerning facts, needs, and ideas; but without
evidence, the debate, however broad, is likely to be confused, more emotional
(intuitive) rather than objective, and prone to mistakes or manipulation. This aspect is
indeed at the center of the Better Regulation initiative of the European Union, which
aims at creating a regulatory environment which is simple, understandable, effective
and enforceable.

Recent research on evidence-based legislation [SS09] indeed focuses precisely on
the integration of arguments and evidence, as necessary components for regulating
social progress though the law. This is particular important in the last few years,
where the need of regulation has become apparent in various fields (such as finance),
so that the law regains recognition as an effective instrument to address social
problems.

To achieve this, two advances are required. Firstly, this evidence must concern in
information about the existing situation, namely, the legal and social context on which
the law is going to impact. Since the law at the European level consists of the EU law
coupled with different national laws and doctrine, one needs to put all of this together
and consider what the existing laws and doctrines entail for the problems to be
addressed.

Secondly one has to consider in what ways these laws and doctrines guide people’s
behaviour, i.e., to explain people’s behaviour as depending (also) from their
adaptation to/adoption of these laws and doctrines (or their failure to adapt to or adopt
them). Then one needs to take into consideration possible new norms and doctrines, to
evaluate whether their adoption would constitute an improvement or rather a
worsening of the current situation. For this purpose again, having evidence, means
knowing what difference the new law or doctrine would make in the existing law, and
what changes it will subsequently produce in social behaviour, by providing



individual with new incentives, constraints, opportunities, and consequently guiding
their decision and interactions.

The technological question then to be addressed is how advances to these research
questions can be leveraged to provide automated support for, for example, an
evidence-based legislative drafting process advocated in [SS09].

2.2 Modular Argumentation

Intensive research has been done in the literature to study computational models
for different aspects of law and legal argument [Ash91, AB06, BS03, Gar87, KS90,
KT96, Pra05]. The application of formal argumentation developed in Al to legal
reasoning has also received considerable attention. Works done in [AB06, BS03] have
extended the abstract argumentation framework in [Dun95] with values and
demonstrated that value-based argumentation frameworks provide a natural basis for
modeling legal case-based reasoning.

Legal doctrines specify the principles, guidelines and rules for constructing legally
admissible arguments. For example, legal doctrines in contract laws provide rules
and guidelines for determining risk allocation on which the court will base its
decision. To represent and reason with legal doctrines, a number of distinct
knowledge bases about the beliefs of the contract parties and their expertise as well as
about common market, social and legal knowledge at the time of contract making
need to be established. Modules representing legal doctrines combine these
knowledge bases to determine the outcome of the case.

Modular argumentation has been introduced in [DT98, DT09, DTH10] recently to
provide an environment in which autonomous agents could be built to reason with and
about legal doctrines in contract laws. A distinctive feature of modular argumentation
is its capability to reason with several distinct (like skeptical and credulous) semantics
at the same time in the same theory. It has been shown that this feature is of
fundamental importance for the application of modular argumentation in modelling
the legal doctrines for performance relief like force majeure, frustration of purpose
and mutual mistake in contract law. Modular argumentation is also being used to
model private international law, namely, the way in which different legal systems
determine what national judge should decide a case and what national law he or she
should apply [DS10].

2.3 Agent-Based Animation in Evidence-Based Reasoning

An agent-based model (ABM) is a computational model for simulating (recreating)
the actions and interactions of autonomous individuals in a group (e.g. a network),
with a view to assessing their effects on the system as a whole. It combines elements
from different scientific fields as game theory, complex systems, emergence,
computational sociology, multi agent systems, and evolutionary programming;
usually, Monte Carlo Methods are used to introduce randomness.

Agent-based modelling has turned out to be one of the central approaches to
modeling social systems and social processes in the past decade (e.g. from, inter alia,



e.g. [MBLA96] or [BMST97] via [VRSESWO04] and [LCPSBO05] to e.g. [Tro08] and
[NPO9], and many others).

In particular, the architecture and simulator developed in the context of the EMIL
project [ACCCO08, CACCO08, CACP07, LMOS8, Tro08], provides rich agent models
which can influence each other by direct communication and norm invocation. In
addition, the agent society animation environment PreSage [NP09] developed in the
context of the ALIS project has been used to study simulate regulatory compliance
and alternative dispute resolution in virtual organizations [PKRNOS8] and compliance
pervasion in intellectual property scenarios.

Specific research issues which need to be addressed in future programmes include:

* The requirement to model two different agent types, i.e. legal systems, and
subjects of legal systems (people, organizations, etc.), the former requiring a
modular architecture, the latter a normative architecture;

®* The requirement to reason at multiple levels with multiple semantics at the
same time, and to model the interaction between individual (micro) level and
at the collective (macro) level, i.e. the effective use of modular
argumentation on legal systems;

® The requirement to animate (through visualization, as opposed to
explanation) the interactions between modules, as the basis for the (human)
interpretation of evidence-based reasoning, in order to understand i) the
effects of legal innovation, ii) the social impact of legal innovation, iii) the
outcomes of compliance pervasion and many other aspects related to
individuals’ and communities’ behaviour.

3 Multidisciplinary Aspects and New Applications

In summary, this research programme needs to bring together practitioners in law,
computer science, cognitive science, social networks, game theory and the social
sciences, to converge advances in modular argumentation, social network analysis,
and agent-based animation, to produce novel evidence-based reasoning applications
for proposing law and policies for addressing issues in organised crime (e.g. extortion
rackets or trafficking) and terrorist networks. These applications can be targeted at
specific legal domains and (through a user-centred design process) to members of the
legal profession and their specific tasks in legislative drafting and/or policy-making.
A generic service-oriented architecture needs to be developed to facilitate the

integration process inherent in the heterogeneous development of system components,
and the incremental development and deployment of software in a research &
development context. Taking of advantage of the loose-coupling, semantics oriented
interaction, and the modularity of the knowledge and reasoning components, it should
then be possible to identify end-user “processes” and build “applications” from
combinations of (modularised) services, for example:

* to analyse, critique and prioritise policy options,

* to observe interactions between different legal doctrines and their different

interpretations,



* to expose secondary or unintended consequences,
* to take into account adaptation of behaviour in response to new laws, and

* to track the use of knowledge as part of an evidence base, in any of the
above processes.

Thus the primary technological objective of the overall research programme should
be to build a generic, modular, extensible, and scalable eGovernance platform, to
which specific services can be connected, from which (in turn) evidence-based legal
reasoning applications can be built.

For example, when introducing new policy or legal amendments, law- or policy-
makers must take into account the behaviour and desires of different populations
affected by the proposal, and their communication and interaction [Tro10]. To model
the law’s impact on people’s behaviour (and thus its ability to achieve people’s
desires) we may consider that this behaviour is governed by varied set of social and
cultural norms, and in the case of legal systems, international laws and regulations
(global treaties such as WIPO or on climate change (Kyoto)), and EU laws, and a
varied layer of national and regional laws. Moreover, these laws interact at different
level, and are interpreted and applied by lawyers and judges, in different ways and in
the light of alternative legal doctrines which can apply, and which can sometimes co-
exist within the same legal system.

Furthermore, We may assume that a legal system tries to realize a single macro-
level function, of which legal theorists have given different characterisations (for
instance, according to Gustav Radbruch, it is a synthesis of justice, certainty and
efficacy; according to Ronald Dworkin, a synthesis of justice, fitness and fairness).
Existing social attitudes and norms play different roles with regard to this function:
they may contribute to its very characterisation (in a democratic society citizens'
reasoned opinions should determine legal policies); they may provide constraints for
the law to operate (unless the law respects beneficial social norms and coordinates
with them, it cannot be effective and enjoy social acceptance); they may support anti-
social practices to be contrasted with all means (as for norms governing criminal
communities). Ultimately, one might expect law-makers to want to control or
optimize this function, but it is not predictable from past behaviour of the system, and
it not for certain what effect specific new laws and doctrines will have on the form of
this function.

However, a legal system or layered set of legal systems, as above, does have a user
population, who are formed into social networks with a discrete dynamics. The
interactions in the social networks and with the legal system are a prime factor in the
pervasion of compliance. This is a micro-level function, and in-between there are
many intermediary levels comprising the different legal systems, whose interaction
needs to be understood before one can determine the how the micro-level interactions
impacts the form of the macro-level function (see Figure 1).
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Figure 1: Macro-Level Functions from Social Networks & Modular Argumentation

Whether new legislation meets the purposes for which it was designed depends on
the reaction of the user population including both the subjects of the legislation and
the administration which has to apply it. More often than not it soon turns out that in a
complex legal text some omissions lead to the effect that the application of the
legislation misses its goals and opens the subjects possibilities of evading its
purposes. Simulations of tax and transfer systems have often only calculated the
savings or extra expenses, given the behaviour of tax payers and transfer recipients
does not change as a consequence of the new law but have not considered behavioural
changes which result from the perception of the legal change. Agent-based simulation
can open a way to take these behavioural changes into account and give hints at why
legislation might fail to achieve its goals.

Thus agent-based simulation will lead to an enhanced and more evidence-based
estimation of the consequences of legislation and contribute to the further
development of Regulatory Impact Analysis (RIA)'.

4 Summary and Conclusions

To address complex social issues like organised crime and terrorism, it is required to
develop a theory and technology support evidence-based law and policy-making,
analagous to evidence-based medicine, but for the domains of legal drafting and

Uhttp://www.oecd.org/dataoecd/22/9/35258430.pdf



policy formulation. In these domains, we cannot run a double-blind, randomised,
controlled trial, not least because of the principle of “equality before the law”.
Moreover, drafters are not necessarily ideal persons to be proposing the ‘hypotheses’
for the trial.

Therefore a multi-disciplinary community needs to develop a common, generic,
platform, which leverages the opinions of relevant constituencies and interested
stakeholders, to generate a public knowledge resource. Legal drafters access this
resource, and using innovative methods of modular argumentation and agent-based
animation, can use evidence and reasoning to analyse, critique and prioritise policy
options, to observe interactions between different legal doctrines and interpretations,
expose secondary or unintended consequences, account for adaptation of behaviour in
response to new laws, and so on.

This platform will therefore provide evidence-based support for executive
decisions, and so may create an entire new e-Governance paradigm for law- and
policy-making.
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