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The eSTREAM portfolio was published in April 2008 [2] with the opinion that

[ . . . ] we view the portfolio as being a snap-shot of a fast-moving field.
All the designs in the eSTREAM portfolio are relatively immature and it
is possible that more analysis will change the picture dramatically. With
this in mind, we intend to maintain the eSTREAM web-pages for the
foreseeable future and to update the portfolio as circumstances dictate.

Following the publication of cryptanalytic results [3] against F-FCSR-H v2 [1],
we have decided to make our first revision to the portfolio. While F-FCSR-H v2
embodied a simple design with interesting cipher characteristics, refined analysis
has found this particular design to be flawed. We have therefore decided to revise
the portfolio which now contains the following algorithms (in alphabetical order).

Profile 1 Profile 2

HC-128 Grain v1
Rabbit MICKEY v2

Salsa20/12 Trivium
Sosemanuk

The stream ciphers in the revised portfolio (to be denoted by rev. 1) are still
very new and we leave it to others to decide when analysis is sufficiently mature
for an algorithm to be considered in standards or in a deployment.
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