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Overview

Administrators of iOS devices must generate and upload an Apple Push Notification service (APNs) certificate in order to
manage iOS devices. AirWatch helps iOS administrators quickly and easily complete this process by breaking it down into a few
simple steps.

What is an APNs Certificate?

The Apple Push Notification service (APNs) is used to allow AirWatch to securely communicate to the smart device fleet over-
the-air (OTA).

AirWatch uses the APNs certificate to send notifications to devices when the Administrator requests information or during a defined
monitoring schedule. No data is sent through the APNs server, only the notification.

AirWatch

Generating an APNs Certificate for MDM

This document guides you through the process of generating your APNs certificate from Apple. There are two sets of
instructions; one for creating an APNs certificate request from a Mac computer and one from a Windows server. You ONLY
need to execute one or the other. They both follow the same general steps:

e Creating a Certificate Signing Request (CSR) from a Mac or Windows Server

e Signing the CSR using the AirWatch Certificate Portal

e Uploading the AirWatch-Signed CSR to the Apple Push Certificate Portal
e Completing the CSR and Exporting the APNs Certificate

e Uploading the APNs Certificate into AirWatch

Before you begin please ensure the following IT prerequisites:
(¥ Mac 0S X workstation or Windows Server with Administrator permissions

() Safari or Firefox Web browser
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Generating an APNs Certificate from a Mac

The following instructions are for generating an APNs certificate using a Mac OS X workstation. For Windows Server
instructions, skip this section and proceed to Generating an APNs Certificate from a Windows Server.

Create a Certificate Signing Request
First, you need to generate a certificate signing request. From your Mac, go to Applications->Utilities->Keychain
Access
Select the login Keychain from the left sidebar and Certificates for the category. From the top menu, select
Keychain Access->Certificate Assistant->Request a Certificate From a Certificate Authority

o NGNS File  Edit View  Window  Help
About Keychain Access | App IDs - i0S Provisioning Portal - Apple Developer

Preferences. @ r.apple.com/iphone/manage/bundles/configure.action?displayld=HZ7PZTP2GC &] (Q' Google

Maps YouTube Wikipedia News (1199)v Populary

Keychain First Aid EA
Open...
Ticket Viewer %K | Createa Certificate...
Create a Certificate Authority...
Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access  %2H Request a Certificate From a Certificate Authority...
Hide Others ey Set the default Certificate Authority...
Show All Evaluate a Certificate...

Services »>

Quit Keychain Access ®Q

& Micr._ertificates
& System
[E) System Roots .

: Kind Expires

Category
A Allltems
4. Passwords
Secure Notes
EJ1 My Certificates

I ? Keys

The certificate wizard launches.
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Fill out the Email Address and Common Name. Select Saved to disk and select Continue

Certificate Information

Enter information for the certificate you are requesting.
Click Continue to request a certificate from the CA.

User Email Address: |blak:brannun@air—walch_cum B

Common Name: | Blake Brannon

CA Email Address: l| I

Request is: () Emailed to the CA
® saved to disk

[l Let me specify key pair information

Save the file to your desktop or somewhere convenient on your computer.

Save As: | CertificateSigningRequest.certSigningR| () L—

Where: | () Desktop 2] Ing.

|

CA Email Address:
Request is; () Emailed to the CA

® saved to disk
(] Let me specify key pair information 1E

e Note: For a Mac, this is saved as a .certsigningrequest file. On a Windows Server, this is saved as a .txt file.

You have now created a CSR request and are ready to upload it to the AirWatch Certificate Portal.
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Sign the CSR using the AirWatch Certificate Portal

Navigate to the AirWatch Certificate Portal at https://awcp.air-watch.com/provisioningportal.

airwatch

Login

ead AirWatch Certificate Portal

Log in with your AirWatch Certificate Portal Credentials that have been provided to you in your Activation Email or
through your AirWatch Representative.

For any questions regarding the AirWatch Certificate Portal Credentials, please contact Support@Air-
Watch.com

Once logged in, select to open the APNs Signing Request form.

APNs Signing Request

x
APNs Request Process

Certificate Signing Request [CSRT* Upload

Save | | Reset

Choose |-&'| then Shoose Rl and select your previously generated .CSR file.

Click s twice to complete the APNs Signing Request.

A new APNs Signing Request will be shown with the appropriate location group, user, and upload date of the CSR.

Logged inas : kyled | Logout
aw
) APNs Signing Request

Active Location Group Upload User Name

™ ocumantaiion o

Upload Date

1082011 82200 AM 7

AiWaTh™ Copytight® 2011

powerea by @irwatch”

Select the download button liil to download your AirWatch-signed CSR.

You are now ready to upload your AirWatch-signed CSR to the Apple Push Certificate Portal.
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Upload the AirWatch-Signed CSR to the Apple Push Certificates Portal
Go to the Apple Push Certificates Portal website at https://identity.apple.com/pushcert/.

LB OO Tinesie Push orstcares P x

= C | % mps | /daw.apple.com/cgi-bin/WebObjects (DSAuthWeh wos /wa/loginTappldXey= 3fbfc9adédfedeb 78be 10371645 8e 7 2adc3 160d 1adSb123a0e Sc5eh2fBe 7e3 . 1Y |

Apple Push Certificates Portal

Sign in.

Forgot your Apple 107

Forgot your password?

Sign in using your Apple ID and password.

e This does not have to be an Apple Developer Account. It can be any ApplelD.

o Important Note: For production systems, it is strongly discouraged to use a personal apple id account. For
long term maintainability, please create a new separate apple id to be used as a separate corporate apple ID
for MDM, and tie it to an email account that will remain with the company even if the person who creates the
account leaves the company.

O O O FYagple - iPhone in business - =, [TAaple Push Certificates port.

L G nhups/identity.apple.com/pusheert) o A

Apple Push Certificates Portal sz o (TR

Get Started

Create a push certificate that enables your third-party server to wark with the Apple Push
Matification Service and your Apple devices.

VTS
FAQ

Learn more about Mobile Device Management
What about 05 X Server?

Shi the Appe Orfing Stoee (1-BO0-MY-APPLE, wsit s Aggle RitailStare, o ind 3 resellr Moplelets | SteMap | HotNews | NSSFeeds | Cosucris

Copyright © 2011 Apple Inc. All ights reserved.  Terms of Use Privaey Peliey
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https://identity.apple.com/pushcert/

Accept the EULA and proceed.

B OO Cirowte - #rose imbasiness %/ [TAvple Push Certicaes Por:

€ €| 8 hups//identity.apple.com pushcert|

IPhane

Apple Push Certificates Portal i o (TR

Terms of Use

PLEASE READ THE FOLLOWING LICENSE AGREEMENT TERMS AND CONDITIONS CAREFULLY ‘
BEFORE DOWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERMS AND CONDITIONS
CONSTITUTE A LEGAL AGREEMENT BETWEEN YOUR COMPANY/ORGANIZATION AND APPLE.

MDM Certificate Agreement
(tor products)

Purpose

Your company, organizason or sducatonal msitution would Ik o usa the MOM Certicalns (as dofined
Delow) 1o enable You 10 either depioy 8 ININS-party COMMErTal, emerprise server solware product for mobile
device managemant of I0S products, or depioy Your own internal mobde device management for 105

DrodUCts wilhin Your company, organization o educations! instiuton. Apple is willing to grant Yau 8 limied
Acanse 1o use the MOM Ceridcales as permitiod herein on the serms and candions set Sorth in

Agresment

1. Accepting this Agresment; Definitions

1.1 Acceptance

11 order 1o use the MOM Cersficales and retated services, You must 4rst agree to this License Agroement. &

You d0 not or cannot agree 1 this License Agreement, You are not perminied 1 use he MDM Cantificates or
related services. Do not downioad or use the MOM Certifcales or any relatnd services in that case ~

i

You nccept and agree 1o the sorms of this License Agreement on Your company's, organization's, educational
21 have read and agree to these terms and conditions,

Printable Varsion >

Once logged in, choose Create a Certificate

Click Browse and upload the AirWatch-signed CSR downloaded from the AirWatch Certificate Portal.

Store Aac i iPhone i iTunes Support

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

Browse_

i -

Shop the Apple Online Store {1-800-MY-APPLE). visit an Apple Retail Store. o find a reseller. Apple Info Site Map Hot News R3S Feeds Contact Us é

Copyright ® 2012 Apple Inc. All rights reserved.  Terms of Use Privacy Policy
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After uploading your CSR, a new Certificate for AirwWatch MDM will appear.

i
i

-
[ Apple Push Cestificates Por = | - )
[Apple Push Certificates Portal - Google Chrome| Y

€« C' ) hitpsy/identity.apple.conypusncer

iTunes

Apple Push Certificates Portal

Certificates for Third-Party Servers

Service Vendor Expiration Date*

Mobile Device Management  AwWatch Mar 14,2013

*Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with 2 new push certificate

About Apple Push Certificates Portal

Create and manage push certificates that enable your third-party server 1o work with the
Apple Push Notification Service and your Apple devices.
Learn more about Mobile Device Management

[] Apple Push Certificates Por |

( €« C | @ https;//identity.apple.com/pushcert/

Apple Push Certificates Portal

Confirmation

You have successfully created a new push certificate with the following information

Service  Mobile Device Management
Vendor  AirWatch
Expiration Date  Mar 14, 2013

Sha the Apple Onfine Store (1-500-MY-APFLEL wisit an Appie Retad Store. of fiad 3 reselles Aopleinfo | SeaMasp | HotNews | RSSFeeds  Comacrts

e of Ute Privacy Pelicy

You are now ready to complete the CSR and export the APNs Certificate.
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Completing the CSR and Exporting the APNs Certificate
Double-click the file to upload it to Keychain Access and complete the signing request.

Download & Install Your Apple Push Notification service S5L
Certificate

Step 1: Download
Blake Brannon's Cert...

Duwnload yoer APNS SEL Cs v
Notification Server. Your private key should also [ Download |

b instatied o= this server.

= e N

Verify that you can see your Apple Production Push Services certificate and it has an associate private key indented

beneath it when you expand the left arrow.

ano Keychain Access

= Apple F Push Services: 23ZK39QJAC:BLICIINQVE
& Micr...ertificates i | Is5ued by Apple Relations Certifi i
& System ~iu| Expires: Wednesday, September 7, 2011 10:01:31 AM ET
& This certificate is valid |

] System Roots

¥ & Apple Production Push Se
§ Blake Brannen
it

- Category
A Al ltems
4. Passwords

Secure Nates "
Bl My Certificates

T Keys

*If you do not see your APNs certificate or the private key is not showing, verify you have the login keychain selected,
the Certificates category selected and your certificate key has been expanded as show above. If you still do not see your

certificate, repeat the generation process.
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»  Now you will need to export the APNs certificate so it can be uploaded to AirWatch. Right-click on the private key and
select Export

login = Blake B
(0) ake Brannon
f o ~ \ Kind: private key, RSA, 2048-bit
= svi:l“.ertl cates Usage: Any
tem
) System Roots
L _
¥ (5] Appie Production Push Services: 232K39QJAC-BLOCIINQVE certificate Sep 7, 2011 10:01:31 AY|
[ ®ake®  Copy “Blake Brannon®
Delete “Blake Brannon™
= {
A Allinms !
4. Passwords Get Info
Secure Notes Create a Certificate With “Blake Brannon”...
E) My Certificates Request a Certificate From a Certificate Authority With “Blake Brannon”...
T Keys Create a Certificate Authority With “Blake Brannon"...
L Cenificates

»  Save the file to your Desktop in the .p12 format.

> *If you only have the option to save as a .cer file rather than a .p12 you are not correctly exporting the certificate.
Ensure you screen looks exactly as pictured above and you are selecting the private key to export.

Save As: [AirWatchAPNs ] B

& Micr...ertificates

& System Where: ' (5] Desktop @
) System Roots

0 - - - iOpires
File Format: | (p12) & Sep 7, 2011 10.01:31 AN

| =
Giegory \ (Cancel ) (CSave )

A Al ltems
L. Passwords
Secure Notes

»  When exporting the certificate you are required to set a password. Please take note of this as you will need it when
uploading the certificate to AirWatch.

n Enter the password for exporting:
A
(2]
Verlfy: |sssssasseansacnss ]
[—
Pasmard sirengih, ecellent
@ (aancel) 0K

> You now have an APNs certificate. Upon completing this step you should have the following

e APNs certificate (.p12 format not .cer)
e The password you set when exporting the certificate

You are now ready to upload your certificate to AirWatch.
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Generating an APNs Certificate from a Windows Server

The following instructions are for generating an APNs certificate from a Windows Server. This can be ANY Windows server and
does not have to be done on the AirWatch server. If you have already generated your certificate from a Mac you can skip this

section and upload your certificate

to AirWatch.

Create a Certificate Signing Request

Select Start->Administrative Tools—> Internet Information Services (11S) Manager.

Select the server name.

From the center menu, double-click the Server Certificates button in the Security section.

"E Internet Information Services (IIS) Manager

I[=] B3

0 (%

»

FEEICE

File:

Wiew  Help

C"ﬂ ATLO1DEVAPP40 Home

Filker: - %Go - %Show Al | Group by: Area

Open Feature

Manage Server

-
P N ;I w Pestart
0= @ -«u b Start
ASP Authentication  Compression Default Directaory Error Pages B stop
Drocument EBrowsing
Wiew Application Pools
u’%‘! =y, ?L Yiew Sites
4'55 - ﬁo &,
Failed Request  Handler HTTP Redirect HTTP ISAPI and CGI  ISAPI Filkers @ Help
Tracing Rules Mappings Respo... Restrickions Online Help
N [
oA pE e
% f & =
Logging MIME Tvpes Modules Oukput Request
Caching Filtering ]
ety
Warker
Processes
Management
= ‘ =
L 3 of-
8 & o =
Configuration Feature IIS Manager  IIS Manager Management Shared
Editor Delegation Permissions Users Service Configuration

-

| |

Ready

Features Wiew .-_:; Content View

&

N

airwatch”
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Next, from the Actions menu on the right, select Create Certificate Request. This will open the Request Certificate

wizard.
NE Internet Information Services (I1S) Manager [_[of
G0 (% ' & = 5@ -
File  Wiew Help
@0 Server Certificates
“3 H | |& Import...
ﬁa Start Page
E| é P || Usethisfeature to request and manage certificates that the Weh server can uss with Web sites Create Certificats Reguest...
b S Appllcatmn Fools configured for 551, Complete Certificate Request. ..

...E Sites Name = | Issued To | Issued B

Create Domain Certificate, ..

Create Self-Signed Certificate, .,

@ Help

nline Help

In the Distinguished Name Properties window, enter the following

e« Common Name - The name associated with the developer.

o Organization - The legally registered name of your organization/company

e Organizational unit - The name of your department within the organization
e City/locality - The city in which your organization is located

o State/province - The state in which your organization is located

e Country/region — The country in which your organization is located

Request Certificate

njl Distinguished Name Properties

Specfy the required information For the certificate, Statefprovince and Cityflocality must be specfied

a5 official names and they cannot contain abbrevistions.

O R IDcchmﬁ Mame

Drganization: Irwt‘.mpmr,ht.

Crganizational uni: |it

Chyflocalty [prianta

Statefprovince: |.;¢,|

Country/pegion: fus =]

Fresiods I [t I Eneshy I Cance] I

Select Next
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In the Cryptographic Service Provider Properties window, select the following:

e Cryptographic service provider: Microsoft RSA SChannel
e Bitlength: 2048

Request Certificate K E

! Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length, The bit length of the encryption key
determines the certificate's encrvption strength. The greater the bit length, the stronger the security,
However, a greater bit length may decrease performance,

Cryptographic service provider:

Bit length:

045 |

Previous | Mext I Fimish Cancel

Save the CSR to your desktop or another convenient location.

Request Certificate EH

| File Name

Specify the file name for the certificate request, This information can be sent ko a certification
autharity For signing.

Specify a file name For the certificate request:

|c:ﬁ,npp|eMDM_c5R.txt| |

Previous | [Esxt | Einish I Cancel |

« Note: On a Windows Server, this is saved as a .txt file. For a Mac, this is saved as a .certsigningrequest file.

You have now created a CSR request and are ready to upload it to the AirWatch Certificate Portal.
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Sign the CSR using the AirWatch Certificate Portal

Navigate to the AirWatch Certificate Portal at https://awcp.air-watch.com/provisioningportal

airwatch’
Login

fad AirWatch Certificate Portal

Log in with your AirWatch Certificate Portal Credentials that have been provided to you in your Activation Email or
through your AirWatch Representative.

e For any questions regarding the AirWatch Certificate Portal Credentials, please contact Support@Air-
Watch.com

Once logged in, select to open the APNs Signing Request form.

APNs Signing Request x

APNs Request Process

Certificate Signing Request [CSR]* Upload

Save ‘ ‘ Reset

Choose |-&'| then Choose File and select your previously generated .CSR file.

Click w322 J twice to complete the APNs Signing Request.

A new APNs Signing Request will be shown with the appropriate location group, user, and upload date of the CSR.

Logged inas : kyled | Logout

aw
€ APMNs Signing Request

Active Location Group Upload User Name Upload Date

[ ] Jocumentation KyleD 10182011 82208 AM Fi &

ArWaich™ CopyrightD 2011 wereo by @irwatch”

+
Select the download button k= to download your AirWatch-signed CSR.

You are now ready to upload your AirWatch-signed CSR to the Apple Push Certificate Portal.
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Upload the AirWatch-Signed CSR to the Apple Push Certificates Portal
Go to the Apple Push Certificates Portal website at https://identity.apple.com/pushcert/.

Apple Push Certificates Portal

Sign in.

Sign in using your Apple ID and password.

e This does not have to be an Apple Developer Account. It can be any ApplelD.

o Important Note: For production systems, it is strongly discouraged to use a personal apple id account. For
long term maintainability, please create a new separate apple id to be used as a separate corporate apple ID
for MDM, and tie it to an email account that will remain with the company even if the person who creates the
account leaves the company.

iPhone Support

Apple Push Certificates Portal

Get Started

Create a push certificate that enables your third-party server to work with the Apple Push
Notification Service and your Apple devices.

.
FAQ

Learn more about Mobile Device Management
What about OS X Server?

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retall Store, of find 3 reseller Apple Info Hot News RSS Feads Contact Us

Copyright © 2011 Apple Inc. All rights reserved.  Terms of Use Privacy Policy
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https://identity.apple.com/pushcert/

Accept the EULA and proceed.

(D00 Clrovie- omone imsiness %/ [Jaopie Push Certivcates P =
< > C (& htps | /identity.apple.com, pushcert/|

Apple Push Certificates Portal s (T

Terms of Use

PLEASE READ M FO(.LMO LICENSE AGREEMENT 'ERIIS AND counmous CAREFULLY 0
BEFORE DOWN USING THE APPLE CERTIFICATES. RMS AND CONDITIONS
CONSTITUTE A t.EQAL Amlﬂ BETWEEN YOUR CMFM\‘MMIZA“ON AND APPLE.

MDM Certificate Agreement
(tor

products|

Purpose

Your company, organizason or sducational msitution would 1ke o usa the MOM Certicalns (as dofined
Delow) 1o enable You 10 either depioy 8 Third-party COMMErGal, enerprise server sofware product for mobile
davice managemant of I0S products, or depioy Your own internal mobie device management for 105

roducts wilhin Your Company, Organization of educational Instaton. Apple is wiling to grant You @ limied
icanse o use the MOM Ceridcains as permitind herein on the %ems and condlons setSorth In this
Agresment.

1 uemm- Agreemant; Definitions.

11 Ace

1 orcer o usa e MOM Cerificaies and resied servies, You must it agree o this License Agroement. &
You 00 not or cannot agree 1o this License Agreement. You are not perminied 1 use the MDM Cenificates or

reiated services. Do not downioad or use the MOM Certifcales or any relatad services in that case e

You nccept and agree 1 the terms of his License Agreement an Your company's, organizaton's, educational | ¥
1 have read and agree to these terms and conditons

Printable Version

Once logged in, choose Create a Certificate

Click Browse and upload the AirWatch-signed CSR downloaded from the AirWatch Certificate Portal.

Store fAac i iPhone i iTunes Support

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

Browse_

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Info Site Map Hot News RSS Feeds Contact Us é

Copyright ® 2012 Apple Inc. All rights reserved.  Terms of Use Privacy Policy
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After uploading your CSR, a new Certificate for AirwWatch MDM will appear.

Select to download the Apple signed certificate (must be in the format of a .pem file).

/[ Apple Push Cerificates Por |

€« C | @ https;//identity.apple.com/pushcert/

Apple Push Certificates Portal

Confirmation

You have successfully created a new push certificate with the following information
Service  Mobile Device Management

Vendor  AirWatch
Expiration Date  Mar 14, 2013

EL wait an Apple Retad Store. of fiad 2 reseller Appleinfo | SkeMap | HotNews R3S Feeds comacrus

wrma of Use Privacy Pelicy

You are now ready to complete the CSR and export the APNs Certificate.
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Completing the CSR and Exporting the APNs Certificate
After you have copied the file to the Windows Server, go back to the Internet Information Services (1IS) Manager-
>Server Certificates and select Complete Certificate Request from the Actions menu on the right. This will open
the Complete Certificate Request wizard.

:‘E Internet Information Services (IIS) Manager =] E3

1 e
0C© (% : |- @ -
Fil=  Wiew Help
@ Server Certificates
e‘:‘ H | |& 4 Iraport...
&5 Start Page i
E‘ﬂ L yp— Use this Feature to request and manage certificates that the Web server can use with \Web sites Create Certificate Requast...
e Q application Poals configured For 551, Complete Certificate Reguest...
-] Sites e | tssued To [ tssued & Create Domain Certificate. .,

Create Self-Signed Certificate. ..

@ Help

Online Help

Note: If you get an error downloading your certificate or completing the certificate request as described next, make
sure to have an Apple Root Certificate Authority set on your server as a certificate chain needs to be built to a
trusted root authority. Please ensure that the certificates given in the link below are present on your server:
http://www.apple.com/certificateauthority/

Browse to the .pem file that was provided to you from the Apple Push Certificates Portal and enter a friendly
name.

*The friendly name is not part of the certificate itself, but is used by the server administrator to easily distinguish
the certificate. Call it AirWatch MDM APNs.

Complete Certificate Request I

Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response,

File name containing the certification authority's response:

|,'Z: UsersiDeskiop\MOM_ airtatch_Certificate. pem e |

Friendly name:

Jairitiatch MDM APHS

OK I Cancel

Selecting OK will install the certificate to the server. You should now see the server listed in the Server Certificates
section.
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http://www.apple.com/certificateauthority/

Now you will need to export the APNs certificate so it can be uploaded to AirWatch. Right-click on the certificate
that you just imported and select Export.

1
:‘E Internet Information Services (IIS) Manager [_ O}

@—@ (% D & -

File  View Help

EEETN @3 Server Cortfcaes adions

Irmpart...
@j Start Page ) N ] ] G
P pp—— Use this feature to request and manage certificates that the Web server can use with Web sites Create Certificate Request. ..
Application Pools configured For 55L. Complete Certificate Request. ..
| Sites Name = | Issued To | 1ssued B

Create Domain Cerkificate. ..

Impor Create Self-Signed Certificate. ..
Create Certificabe Request... Wiew. .
Complete Certificate Request... Export...
Renew. ..
Create Domain Certificate. .. x R
Create Self-Signed Certificate. .. ® Hep
Wi, .., Cnline Help
| Expart... |
Renew...
XK Remove
@ Help
Online Help

Save the file to your Desktop in the .pfx format. When exporting the certificate you are required to set a password.
Please take note of this as you will need it when uploading the certificate to AirWatch.

*If you only have the option to save as a .cer file rather than a .pfx you are not correctly exporting the certificate. Ensure
you screen looks exactly as pictured above and you are selecting the correct certificate to export.

Export Certificate
Expork kot
|C:ﬁ,cnm.yourcompany.mdm.pfx |
Passwaord:
I.........

Confirm password:

ok I Cancel

You now have an APNs certificate. Upon completing this step you should have the following
e  APNs certificate (.pfx format not .cer)

e« The password you set when exporting the certificate

You are now ready to upload your certificate to AirWatch.
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Uploading an APNs Certificate to AirWatch

You should now have your APNs certificate and are ready for uploading to AirWatch. This section will explain how to upload
you APNs certificate to AirWatch so you can start managing your iOS devices.

Before you begin please ensure you have the following
@ APNs certificate file (.pfx or .p12 format not .cer)
@ The password you set when exporting the certificate
(¥ AirWatch web console URL, username and password

If you do not have any Web Console credentials, please contact support@air-watch.com

Using your browser, navigate to your AirWatch environment. Login with your assigned username and password.

e *Your URL and login information was provided to you via activation email or from your AirWatch
representative.

aw
Login

Select Language
Engish

I~

e AirWatch Supports iOS 5

2+ S

Povndby airwatch
Copyigted 2911 Aceimch

From the top navigation select Menu—>Configure-> System Settings

Dashboards

Reports & Alerts

Apps & Profiles

Users

Dashhoard
Divice Dashboard

Pokils Email Gateway

Devices

Reports
Search Alerts
oy Alerts
Alert Setup

Configuration

A pplications
Profiles
Contert
Crders

‘inhdo Provisioning

Advanced

Search Devices

Bulk Management

Compliance
Locations & Groups
System Settings
Winhdo Settings

Language Management
Cases
Search Locations

Mare

User &ccounts

Admin Accounts

Generating an APNs Certificate for AirWatch MDM | v.2012.03 | March 2012

Copyright © 2012 AirWatch, LLC. All rights reserved. Proprietary & Confidential.
Page 20



mailto:support@air-watch.com

Select your top Location Group (may only be one)

Location Group
Woarld-Wide Enterprizes Settl HQS

Search || | L3

+ Expand All = Collapse All

- World-Wide Enterprises
» Asig f Pacific
» EMEL,
» Morth &merica
=, America

Select Device>iOS—>APNS For MDM from the left menu

System

Device
* General
* A nroic
¥ BlackBerry
DS
APHs For MDIM
Agent Settings
Profiles
SCEF
Scheduler
SDK Security
Secure Browvwser
Secure Content Locker
= Symbian
FIndowes Mobile

Email

From the APNS settings page, check the Enabled combo box and select Override if not already selected

Enabled® B

Current Setting 0 phent @ Overide
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Click the Upload button and select your new certificate file

Enstles* ©

Curtent Semng

Tyoe

Cortficats Passmorg

Chid Permussion®

Now Cortficate Fite [ Browse_ | ‘!-.I

Type in the Certificate Password you previously set for your APNs certificate when exporting it

New Cortficate File gmm“%m_l

CotestaPrevwrd [Sozsases

Load

Crbg P ermussion® miow only € et o Ovemos

Save Heset

Select Load. You will now see the Topic (Bundle ID) listed in the box below.

Enabled*

Current Setting

Topic

Type

Device /i0S / APNS |

=

© Inherit © Override

Select Save.

Congratulations! You have successfully generated an APNs certificate and uploaded it to AirWatch. You can now continue
proceed with managing your iOS devices.
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FAQ

What are the allowed sources of the APNs certificate request?

The APNs certificate request can come from any server. The certificate request doesn’t need to come only from the server that has
AirWatch installed on it.

| cannot export a .p12 or .pfx file.

If you are trying to export your APNs certificate from your computer and it will only let you save as a .cer file you are not exporting
the right file type. A .p12 or .pfx contains both the public and private key pair which is required by AirWatch to communicate with
the APNs server. Is you are using a Mac, verify you have selected Certificates from the Categories list in the key chain. If you still
have the problem repeat the process from scratch deleting all existing files and certificates.

AirWatch is failing to upload my APNs certificate.

If you are getting an error trying to upload your APNs certificate to AirWatch, please verify it is in the .p12 or .pfx format and you are
typing the correct password set when exporting the certificate. If you still are having problems, verify the certificate is not corrupt by
trying to install it on a Windows or Mac workstation by double-clicking the file. If the problem persists, contact AirWatch technical
support at support@air-watch.com.

Why does AirWatch say my APNs Topic is invalid?

As of i0S 4.X Apple requires MDM providers to use topics in the notation “com.apple.mgmt.*” where the is a wildcard that can
be anything. This allows Apple to isolate APNs traffic from MDM messages and those to traditional iOS Apps. To prevent you from
uploading a certificate with a non-compliant topic, AirWatch checks the certificate you upload and displays the “invalid” error if it
doesn’t match the Apple standards.

“uxn

Why do you need an Apple APNs certificate?

Apple requires that each organization maintain their own certificate to ensure a secure mechanism for their corporate devices to
communicate across Apple’s push notification messaging network.

What if | want to use AirWatch’s Software as a Service infrastructure?

The requirement is the same. Regardless of whether your organization deploys in AirWatch’s SaaS environment, an appliance or in
premise, your AirwWatch MDM environment and all communication with your organization’s devices will be validated based upon
your organization’s APNs certificate.

Do we need a certificate for a trial?

Yes. In order to manage any of your organization’s devices, AirWatch is required to use your organization’s specific APNs certificate.
AirWatch does not have the ability to provide a “demo” or temporary certificate for testing.
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