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Introduce New Branch Tracer 

‘perf branch’ 



Introduce myself 

• I‟m working at Linux Technology Center of 

Yokohama Research Lab in Hitachi Ltd., 

 

• I‟m interested in 

– Automated software testing 

– Performance analysis 

– Debugging tools ...etc 
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Branch Tracer 

• „perf branch‟ is a branch tracer 

• Branch tracer can record the execution path 
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program program 

? 

Normally, we can‟t see 

the execution path in the 

program. 

Useful for 

 - Testing 

 - Debugging 

 - and more ! 

Branch 

Tracer 

I can see the 

execution path  



Motivation 

• Modern processors have HW-based branch 

tracer 

• It‟s very useful and interesting function 

– It can be applied in development tools. 

• For example, testing and debugging tools. 
 

• However, there is no way to use it easily in 

Linux 
 

perf branch provides the interface 

to use HW-based branch tracer 
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perf 

• „perf branch‟ is implemented as a part of perf  

 

• „perf‟ is a subsystem of Linux 

– Processors‟ performance monitoring facilities 

• HW-based branch tracer is one of them 

– Trace points 
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‘perf branch’ 

• Provide the easy way to use HW-based 

branch tracer 

• Record and show the execution path of 

executed programs 
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Overview of perf branch 

• perf branch consists of two parts 

– perf branch record: recording branches 

– perf branch trace: analyzing recorded log 
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branch 
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Output sample of perf branch 
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# perf branch record ls 

# perf branch –as trace 

specify to display address and symbol (function+offset) 

branch_from: address symbol branch_to: address symbol 



Analyzing Branches: 
 # perf branch [options] trace 
  analyze and show the recorded branch log 

  options to show these items 

• address 

• command name 

• pid 

• filepath to executed binary 

• function+offset 

  Default output is human-friendly. 

  It can output TSV: script-friendly format for external programs. 

Recording Branches: 
  # perf branch record <command> 

  record branch-log while specified command executing 

Usage 

There are two steps to use perf branch 
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BTS (Branch Trace Store) 

predicted flag 

• HW-based branch tracer „perf branch‟ uses 

• Record every branch/interrupt 

– Record as BTS record that includes addresses 

branch from/to and flag whether branch 

prediction succeed. 

• Intel x86 processors‟ facility 

– Available on Pentium4 or later processors 
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branch from addr 

branch to addr 

perf branch use 

these addresses 
8bytes 

BTS record format 
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Recording Phase 
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record 0 

record 1 

 

record n 

base 

index 

absolute max 

threshold 

BTS 
field 

PEBS 
field 

branch from addr 

branch to addr 

predicted flag 

handler 

BTS 

log 

interrupt 

BTS records are written by processor 

on every branch/interrupt 

BTS record BTS 

perf 

DS Area BTS Buffer 
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When BTS records go over the 

threshold, the processor 

generates interrupt. 

parse & 

   copy 

write to disk 

perf.data 

perf 

buffer 

MSR_DEBUGCTLA_MSR 
BTS ON/OFF 

Linux Kernel 

mmap 

information 



Analysis Phase 

mmap 

path:/bin/ls 

addr: 0xAAAA:0xBBBB 

mmap 

path:/lib64/ld-2.13.so 

addr: 0xCCCC:0xDDDD 

mmap record BTS record 

perf_sample: 

branch from: 0xCCxx 

branch to:      0xCCyy 

perf_sample: 

branch from: 0xCCzz 

branch to:      0xAAxx 

recorded by 

„perf branch record‟ 

refer 

perf branch trace 

resolve 

symbols 

mmaped 

files 

sym 
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What & Why Btrax? 

• Branch Tracer for Linux 

• Previous project of „perf branch‟ 

– Btrax supports old kernel 2.6.9 – 2.6.30 
 

• Btrax is an example of BTS application 

– Show execution path 

– Analyze code coverage 

• Code coverage means how many executed/unexecuted codes are in the 

program. It is sometimes used as test progress. 

• Next perf branch‟s enhancement point is Btrax‟s functionality 
 

So, this chapter shows where „perf branch‟ aims and, what 

BTS can do with concrete example Btrax. 

Copyright (c) 2011 Hitachi Ltd., Systems Development Lab. All right reserved 
18 



Functions of Btrax 

• Btrax has following functions 

– Showing execution path 

– Drawing call graph 

– Visualizing executed/unexecuted code 

– Analyzing code coverage 
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Exec path / Call graph 

Visualizing executed codes / 

Analyzing coverage 



ScreenShot of Btrax 

• Execution path and call graph 
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Btrax has disassembler 

 

• To get nest depth, Btrax 

disassembles branched 

insn, and pickup “call” 

and “ret” insn. 

• To distinguish branch 

type, Btrax 

disassembles branched 

insn, call/jump/others. 

C: Call 

J: Jump 

I: Interrupt 

 



ScreenShot of Btrax 

• Visualizing executed/unexecuted codes 

• Analyzing code coverage 
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Merge into perf branch 

• Btrax has many useful functions 

– execution path / call graph 

– analyze code coverage / visualize executed 

codes 

 

I want to merge into perf branch! 
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Old Btrax Structure 

24 

Linux 

Btrax 

Kernel-Mod 

Coverage 

Analysis 

Binary 

Analysis 

Handling 

BTS 

BTS 

log 

Btrax 

User Application 

Generating 

HTML Report 

HTML 

Report 

Btrax consists of two parts: 

 kernel module and user application. 
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Old Btrax Structure 
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Linux 

Btrax 

Kernel-Mod 

Coverage 

Analysis 

Binary 

Analysis 

Handling 

BTS 

BTS 

log 

Btrax 

User Application 

Generating 

HTML Report 

HTML 

Report 

kernel module to use BTS conflicts with 

perf‟s function in recent kernel (2.6.33-) 

Handling 

BTS 

perf 

conflict 

Copyright (c) 2011 Hitachi Ltd., Yokohama Research Lab. All right reserved 



Next Btrax Structure 
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Linux 

Coverage 

Analysis 

Binary 

Analysis 

BTS 

log 

Btrax 

Generating 

HTML Report 

HTML 

Report 

perf 

perf.data 

Next Btrax uses „perf branch record‟ instead 

of kernel-module. 

This makes Btrax works on newer kernel. 

 

I‟m going to release this version soon. 

perf branch 

record 

Handling 

BTS 
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Future plan of Btrax 
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Linux 

Btrax 

Generating 

HTML Report 

HTML 

Report 

perf 

Handling 

BTS 

perf branch 

record/trace 

Binary 

Analysis 
Coverage 

Analysis 

In the future, add the functions derivered  

from Btrax to perf branch. 

 

Add “Automated coverage testing” function 

to Btrax. 

Automated 

coverage test 

Add & Enhance functions 

 - Binary analysis 

 - Coverage analysis 

Finally, implement 

automated coverage 

testing 
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Current upstream status 

• I‟ve sent „perf branch‟ patches to LKML 

– Latest patchset is version 4 

– I got some requests to implement functions 

• Drawing call graph 

• Visualize executed codes 

– David Ahern & Frederic Weisbecker suggested 

me that „perf branch‟ implements on „perf script‟ 

• „perf script‟ is subcommand of perf to use perf‟s 

output with script languages: perl or python. 

 

I‟ll continue to work with upstream developers 
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Future Plan 

• Implement functions like Btrax 

– Make perf branch more informative 

• Source file path, line number, disassembler 

• Support kernel and driver test 

– Currently, perf branch can trace only user-space 

– Enable branch-tracing in kernel-space 

• Cooperate with other perf functions 

– Processor‟s performance monitoring facilities 

– Trace point to get variable information 

• Reduce BTS log size 

– Test-range filtering by probe-point ...etc 
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Conclusion 

• Introduce new branch tracer „perf branch‟ 

• perf branch provides the interface to use 

BTS easily for application developers. 

• perf branch has a potential to make useful 

development tools like Btrax 
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Reference 

• Btrax WebPage 

– http://sourceforge.net/projects/btrax/ 

• perf Wiki 

– https://perf.wiki.kernel.org/ 
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Thank you 
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Appendix 
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Finding bugs 

• Compare the execution path of succeed 

pattern and failed pattern 

• Extract buggy execution path 
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program program program 

success fail 

diff 

buggy 

path 
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