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1 Introduction

1.1 Overview

This document presents test vectors for the cryptographic schemes specified in SEC 1 [1]. For each
scheme in SEC 1, an example using elliptic curve domain parameters overF p is described, and an ex-
ample using elliptic curve domain parameters overF2m is described. For ECAES and ECDH, examples
using both the standard and the cofactor Diffie-Hellman primitive are described.

1.2 Aim

The test vectors presented in this document are meant to assist implementors of SEC 1 in checking that
they have implemented the standard correctly.

The test vectors show intermediate steps as well as the result of the operation of each scheme to further
enable implementors to locate errors in the event of their implementation not agreeing with the test
vectors.

1.3 Organization

This document is organized as follows.

Each section of the document gives test vectors for a different protocol. Section 2 gives the test vectors
for ECDSA. Section 3 gives the test vectors for ECAES. Section 4 gives the test vectors for ECDH.
Section 5 gives the test vectors for ECMQV. Finally Section 6 lists the references cited in the document.

Within each section, the first subsection shows the test vectors overF p, while the second subsection
shows the test vectors overF2m. In the case of ECAES and ECDH there is a third subsection which
shows test vectors overF2m using the cofactor Diffie-Hellman primitive.
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2 Test Vectors for ECDSA

This section provides test vectors for ECDSA as specified in Section 4.1 of SEC 1 [1]. Section 2.1 pro-
vides test vectors for ECDSA using elliptic curve domain parameters overF p, and Section 2.2 provides
test vectors for ECDSA using elliptic curve domain parameters overF2m.

2.1 Example Using Elliptic Curve Domain Parameters overF p

This section provides test vectors for ECDSA using elliptic curve domain parameters overF p. U andV
use ECDSA as follows.

2.1.1 Scheme Setup

U decides to use ECDSA with the hash function SHA-1 and the elliptic curve domain parameters
secp160r1 specified in GEC 1 [2].U conveys this information toV.

2.1.2 Key Deployment forU

U selects a key pair (dU , QU ) as follows using the key generation primitive specified in Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters secp160r1 as specified in GEC 1 [2].

Actions: U selects a key pair.

1. Generate an integerdU .

1.1. Randomly or pseudorandomly select an integerdU in the interval[1;n�1].

dU = 971761939728640320549601132085879836204587084162

1.2. ConvertdU to the octet stringdU .

dU = AA374FFC 3CE144E6 B0733079 72CB6D57 B2A4E982

2. CalculateQU = (xU ;yU) = dU �G.

xU = 466448783855397898016055842232266600516272889280

yU = 1110706324081757720403272427311003102474457754220
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As an octet string with point compression, we have:

QU = 02 51B4496F ECC406ED 0E75A24A 3C032062 51419DC0

Output: The elliptic curve key pair(dU ;QU) with:

dU = 971761939728640320549601132085879836204587084162

QU = (466448783855397898016055842232266600516272889280;

1110706324081757720403272427311003102474457754220)

U sharesQU with V in an authentic manner.V should check thatQU is valid.

2.1.3 Signing Operation forU

SupposeU wants to convey the messageM = “abc” toV. U signsM as follows.

Input: The octet stringM = 616263 which represents the message “abc”.

Actions: U signsM.

1. Select an ephemeral key pair(k;R) as follows using the key pair generation primitive specified in
Section 3.2.1 of SEC 1 [1].

1.1. Randomly or pseudorandomly select an integerk in the interval[1;n�1].

k = 702232148019446860144825009548118511996283736794

1.2. ComputeR= (xR;yR) = k�G.

xR = 1176954224688105769566774212902092897866168635793

yR = 1130322298812061698910820170565981471918861336822

2. Convert the field elementxR to an integer using the conversion routine specified in Section 2.3.9 of
SEC 1 [1].

xR = 1176954224688105769566774212902092897866168635793
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3. Derive an integerr from xR.

3.1. Setr � xR (modn).

r = 1176954224688105769566774212902092897866168635793

3.2. r 6= 0, OK.

3.3. r is represented as the octet stringr.

r = CE2873E5 BE449563 391FEB47 DDCBA2DC 16379191

4. SHA-1 is applied toM to getH = SHA-1(M).

H = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

5. Derive an integere from H.

5.1. Convert the octet stringH to a bit stringH using the conversion routine specified in Section
2.3.2 of SEC 1 [1].

H = 10101001 10011001 00111110 00110110 01000111 00000110

10000001 01101010 10111010 00111110 00100101 01110001

01111000 01010000 11000010 01101100 10011100 11010000

11011000 10011101

5.2. SetE = H since log2n� 8hashlen.

E = 10101001 10011001 00111110 00110110 01000111 00000110

10000001 01101010 10111010 00111110 00100101 01110001

01111000 01010000 11000010 01101100 10011100 11010000

11011000 10011101

5.3. ConvertE to an octet stringE using the conversion routine specified in Section 2.3.1 of SEC
1 [1].

E = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D
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5.4. ConvertE to an integere using the conversion routine specified in Section 2.3.8 of SEC 1
[1].

e = 968236873715988614170569073515315707566766479517

6. Compute the integers.

6.1. Computes� k�1(e+dU � r) (modn).

s = 299742580584132926933316745664091704165278518100

6.2. s 6= 0, OK.

6.3. s is represented as the octet string,s, where:

s = 3480EC13 71A091A4 64B31CE4 7DF0CB8A A2D98B54

Output: The signatureS= (r;s).

r = 1176954224688105769566774212902092897866168635793

s = 299742580584132926933316745664091704165278518100

or as octet strings:

r = CE2873E5 BE449563 391FEB47 DDCBA2DC 16379191

s = 3480EC13 71A091A4 64B31CE4 7DF0CB8A A2D98B54

U conveys the signed message consisting ofM and(r;s) to V.

2.1.4 Verifying Operation for V

V verifies the signed message fromU as follows.

Input: The verifying operations takes the following input.

1. The octet stringM = 616263 which represents the message “abc”.
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2. U ’s purported signatureS= (r;s) on M.

r = 1176954224688105769566774212902092897866168635793

s = 299742580584132926933316745664091704165278518100

Actions: V verifies the signature on the messageM.

1. r ands are both integers in the interval[1;n�1], OK.

2. SHA-1 is applied toM to getH = SHA-1(M).

H = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

3. Derive an integere from H.

3.1. Convert the octet stringH to a bit stringH using the conversion routine specified in Section
2.3.2 of SEC 1 [1].

H = 10101001 10011001 00111110 00110110 01000111 00000110

10000001 01101010 10111010 00111110 00100101 01110001

01111000 01010000 11000010 01101100 10011100 11010000

11011000 10011101

3.2. SetE = H since log2n� 8hashlen.

E = 10101001 10011001 00111110 00110110 01000111 00000110

10000001 01101010 10111010 00111110 00100101 01110001

01111000 01010000 11000010 01101100 10011100 11010000

11011000 10011101

3.3. ConvertE to an octet stringE using the conversion routine specified in Section 2.3.1 of SEC
1 [1].

E = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D
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3.4. ConvertE to an integere using the conversion routine specified in Section 2.3.8 of SEC 1
[1].

e = 968236873715988614170569073515315707566766479517

4. Computeu1 � es�1 (modn) andu2 � rs�1 (modn).

u1 = 126492345237556041805390442445971246551226394866

u2 = 642136937233451268764953375477669732399252982122

5. ComputeR= (xR;yR) = u1G+u2QU .

5.1. Computeu1G= (xU1;yU1).

xU1 = 559637225459801172484164154368876326912482639549

yU1 = 1427364757892877133166464896740210315153233662312

5.2. Computeu2QU = (xU2;yU2).

xU2 = 1096326382299378890940501642113021093797486469420

yU2 = 1361206527591198621565826173236094337930170472426

5.3. ComputeR= (xR;yR) = u1G+u2QU .

xR = 1176954224688105769566774212902092897866168635793

yR = 1130322298812061698910820170565981471918861336822

5.4. R 6= O , OK.

6. Convert the field elementxR to an integer using the conversion routine specified in Section 2.3.9 of
SEC 1 [1].

xR = 1176954224688105769566774212902092897866168635793

7. Setv� xR (modn).

v= 1176954224688105769566774212902092897866168635793
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8. v= r, OK.

Output: ‘Valid’ to indicate that the signed message is valid.

2.2 Example Using Elliptic Curve Domain Parameters overF2163

This section provides test vectors for ECDSA using elliptic curve domain parameters overF2163. U and
V use ECDSA as follows.

2.2.1 Scheme Setup

U decides to use ECDSA with the hash function SHA-1 and the elliptic curve domain parameters sec-
t163k1 specified in GEC 1 [2].U conveys this information toV.

2.2.2 Key Deployment forU

U selects a key pair(dU ;QU) as follows using the key generation primitive specified Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters sect163k1 as specified in GEC 1 [2].

Actions: U selects a key pair.

1. Generate the integerdU .

1.1. Randomly or pseudorandomly select an integerdU in the interval[1;n�1].

dU = 5321230001203043918714616464614664646674949479949

1.2. ConvertdU to the octet stringdU .

dU = 03 A41434AA 99C2EF40 C8495B2E D9739CB2 155A1E0D

2. CalculateQU = (xU ;yU) = dU �G.

xU = 03 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC

yU = 04 47026EEE 8B34157F 3EB51BE5 185D2BE0 249ED776

As an octet string with point compression we have:
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QU = 0303 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC

Output: The elliptic curve key pair(dU ;QU) with:

dU = 5321230001203043918714616464614664646674949479949

QU = ( 03 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC;

04 47026EEE 8B34157F 3EB51BE5 185D2BE0 249ED776)

U sharesQU with V in an authentic manner.V should check thatQU is valid.

2.2.3 Signing Operation forU

SupposeU wants to convey the messageM = “abc” toV. U signsM as follows.

Input: The octet stringM = 616263 which represents the message “abc”.

Actions: U signsM.

1. Select an ephemeral key pair(k;R) as follows using the key pair generation primitive specified in
Section 3.2.1 of SEC 1 [1].

1.1. Randomly or pseudorandomly select an integerk in the interval[1;n�1].

k = 936523985789236956265265265235675811949404040044

1.2. ComputeR= (xR;yR) = k�G.

xR = 04 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

yR = 03 1FC936D7 3163B858 BBC5326D 77C19839 46405264

2. Convert the field elementxR to an integer using the conversion routine specified in Section 2.3.9 of
SEC 1 [1].

xR = 6721203149925103462794551781766000547003321473691

3. Derive an integerr from xR.
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3.1. Setr � xR (modn).

r = 875196600601491789979810028167552198674202899628

3.2. r 6= 0, OK.

3.3. r is represented as the octet stringr.

r = 994D2C41 AA30E529 52AEA846 2370471B 2B0A34AC

4. SHA-1 is applied toM to getH = SHA-1(M).

H = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

5. Derive an integere from H.

5.1. Convert the octet stringH to a bit stringH using the conversion routine specified in Section
2.3.2 of SEC 1 [1].

H = 10101001 10011001 00111110 00110110 01000111 00000110

10000001 01101010 10111010 00111110 00100101 01110001

01111000 01010000 11000010 01101100 10011100 11010000

11011000 10011101

5.2. SetE = H since log2n� 8hashlen.

E = 10101001 10011001 00111110 00110110 01000111 00000110

10000001 01101010 10111010 00111110 00100101 01110001

01111000 01010000 11000010 01101100 10011100 11010000

11011000 10011101

5.3. ConvertE to an octet stringE using the conversion routine specified in Section 2.3.1 of SEC
1 [1].

E = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D
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5.4. ConvertE to an integere using the conversion routine specified in Section 2.3.8 of SEC 1
[1].

e = 968236873715988614170569073515315707566766479517

6. Compute the integers.

6.1. Computes� k�1(e+dUr) (modn).

s = 1935199835333115956886966454901154618180070051199

6.2. s 6= 0, OK.

6.3. s is represented as the octet string,s, where:

s = 01 52F95CA1 5DA1997A 8C449E00 CD2AA2AC CB988D7F

Output: The signatureS= (r;s).

r = 875196600601491789979810028167552198674202899628

s = 1935199835333115956886966454901154618180070051199

or as octet strings:

r = 994D2C41 AA30E529 52AEA846 2370471B 2B0A34AC

s = 01 52F95CA1 5DA1997A 8C449E00 CD2AA2AC CB988D7F

U conveys the signed message consisting ofM and(r;s) to V.

2.2.4 Verifying Operation for V

V verifies the message fromU as follows.

Input: The verifying operation takes the following input.

1. The octet stringM = 616263 which represents the message “abc”.
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2. U ’s purported signatureS= (r;s) on M.

r = 875196600601491789979810028167552198674202899628

s = 1935199835333115956886966454901154618180070051199

Actions: V verifies the signature on the messageM.

1. r ands are both integers in the interval[1;n�1], OK.

2. SHA-1 is applied toM to getH = SHA-1(M).

H = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D

3. Derive an integere from H.

3.1. Convert the octet stringH to a bit stringH using the conversion routine specified in Section
2.3.2 of SEC 1 [1].

H = 10101001 10011001 00111110 00110110 01000111 00000110

10000001 01101010 10111010 00111110 00100101 01110001

01111000 01010000 11000010 01101100 10011100 11010000

11011000 10011101

3.2. SetE = H since log2n� 8hashlen.

E = 10101001 10011001 00111110 00110110 01000111 00000110

10000001 01101010 10111010 00111110 00100101 01110001

01111000 01010000 11000010 01101100 10011100 11010000

11011000 10011101

3.3. ConvertE to an octet stringE using the conversion routine specified in Section 2.3.1 of SEC
1 [1].

E = A9993E36 4706816A BA3E2571 7850C26C 9CD0D89D



2 Test Vectors for ECDSA Page 13

3.4. ConvertE to an integere using the conversion routine specified in Section 2.3.8 of SEC 1
[1].

e= 968236873715988614170569073515315707566766479517

4. Computeu1 � es�1 (modn) andu2 � rs�1 (modn).

u1 = 5658067548292182333034494350975093404971930311298

u2 = 2390570840421010673757367220187439778211658217319

5. ComputeR= (xR;yR) = u1G+u2QU .

5.1. Computeu1G= (xU1;yU1).

xU1 = 05 1B4B9235 90399545 34D77469 AC7434D7 45BE784D

yU1 = 01 C657D070 935987CA 79976B31 6ED2F533 41058956

5.2. Computeu2QU = (xU2;yU2).

xU2 = 07FD04AF 05DCAF73 39F6F89C 52EF27FE 94699AED

yU2 = AA84BE48 C0F1256F A31AAADD F4ADDDD5 AD1F0E14

5.3. ComputeR= (xR;yR) = u1G+u2QU .

xR = 04 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

yR = 03 1FC936D7 3163B858 BBC5326D 77C19839 46405264

5.4. R 6= O, OK.

6. Convert the field elementxR to an integer using the conversion routine specified in Section 2.3.9 of
SEC 1 [1].

xR = 6721203149925103462794551781766000547003321473691

7. Setv� xR (modn).

v = 875196600601491789979810028167552198674202899628
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8. v= r, OK.

Output: ‘Valid’ to indicate that the signed message is valid.
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3 Test Vectors for ECAES

This section provides test vectors for ECAES as specified in Section 5.1 of SEC 1 [1]. Section 3.1
provides test vectors for ECAES using elliptic curve domain parameters overF p, Section 3.2 provides
test vectors for ECAES using elliptic curve domain parameters overF2m and the standard Diffie-Hellman
primitive, and Section 3.3 provides test vectors for ECAES using elliptic curve domain parameters over
F2m and the cofactor Diffie-Hellman primitive.

3.1 Example Using Elliptic Curve Domain Parameters overF p

This section provides text vectors for ECAES using elliptic curve domain parameters overF p. U andV
use ECAES as follows.

3.1.1 Scheme Setup

V decides to use ECAES with the key derivation function ANSI-X9.63-KDF with SHA-1 specified in
Section 3.6 of SEC 1 [1], the MAC scheme HMAC-SHA-1-160 with 20 octet keys, the XOR symmetric
encryption scheme and the elliptic curve domain parameters secp160r1 specified in GEC 1 [2].V conveys
these decisions toU . U decides to represent elliptic curve points in compressed form.

Note that in this case, the cofactor ish = 1, so the choice between the standard and cofactor Diffie-
Hellman primitives is unnecessary.

3.1.2 Key Deployment forV

V selects a key pair(dV ;QV) as follows using the key generation primitive specified in Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters secp160r1 as specified in GEC 1 [2].

Actions: V selects a key pair.

1. Generate an integerdV .

1.1. Randomly or pseudorandomly select an integerdV in the interval[1;n�1].

dV = 399525573676508631577122671218044116107572676710

1.2. ConvertdV to the octet stringdV .

dV = 45FB58A9 2A17AD4B 15101C66 E74F277E 2B460866
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2. CalculateQV = (xV ;yV) = dV �G.

xV = 420773078745784176406965940076771545932416607676

yV = 221937774842090227911893783570676792435918278531

As an octet string with point compression we have:

QV = 03 49B41E0E 9C0369C2 328739D9 0F63D567 07C6E5BC

Output: The elliptic curve key pair(dV ;QV) with:

dV = 399525573676508631577122671218044116107572676710

QV = (420773078745784176406965940076771545932416607676;

221937774842090227911893783570676792435918278531)

V sharesQV with U in an authentic manner.U should check thatQV is valid.

3.1.3 Encryption Operation for U

SupposeU wants to convey the messageM “abcdefghijklmnopqrst” confidentially toV.

Input: The encryption operation takes the following input.

1. The octet stringM = 61626364 65666768 696A6B6C 6D6E6F70 71727374 which represents the
message “abcdefghijklmnopqrst”.

2. The optional stringsSharedIn f o1 andSharedIn f o2 are absent.

Actions: U encrypts the messageM.

1. Select an ephemeral key pair(k;R) as follows using the key pair generation primitive specified in
Section 3.2.1 of SEC 1 [1].

1.1. Randomly or pseudorandomly select an integerk in the interval[1;n�1].

k = 702232148019446860144825009548118511996283736794
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1.2. ComputeR= (xR;yR) = k�G.

xR = 1176954224688105769566774212902092897866168635793

yR = 1130322298812061698910820170565981471918861336822

2. Convert the pointR to an octet stringR with point compression using the conversion routine spec-
ified in Section 2.3.3 of SEC 1 [1].

2.1. ConvertxR to an octet string using the conversion routine specified in Section 2.3.5 of SEC 1
[1].

xR = CE2873E5 BE449563 391FEB47 DDCBA2DC 16379191

2.2. GetR.

R = 02 CE2873E5 BE449563 391FEB47 DDCBA2DC 16379191

3. Compute the shared secret field elementzusing the standard elliptic curve Diffie Hellman primitive
specified in Section 3.3.1 of SEC 1 [1].

3.1. ComputeP= (xP;yP) = k�QV .

xP = 171537086520105273255189335256955712560931509051

yP = 848085177066589686397671271789061798084202394410

3.2. P 6= O, OK.

3.3. Setz= xP.

z = 171537086520105273255189335256955712560931509051

4. Convertz to an octet string using the conversion routine specified in Section 2.3.5 of SEC 1 [1].

Z = 1E0BFD2E 66F97B3B E0343A6C D517DA9B A213933B

5. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
enckeylen+mackeylen= 40 octets fromZ.
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5.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 1E0BFD2E 66F97B3B E0343A6C D517DA9B A213933B 00000001

5.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 1041AB14 C67CE682 1CE94261 76CF14B8 04E64699

5.3. AppendCounter2 = 00000002 to the right ofZ.

Z2 = 1E0BFD2E 66F97B3B E0343A6C D517DA9B A213933B 00000002

5.4. ComputeHash2 = SHA-1(Z2).

Hash2 = 93CBCEBC A419FD5D 582E0394 7E21D879 6770AFFD

5.5. GetK = Hash1jjHash2.

K = 1041AB14 C67CE682 1CE94261 76CF14B8 04E64699

93CBCEBC A419FD5D 582E0394 7E21D879 6770AFFD

6. GetEK andMK.

6.1. GetEK from K.

EK = 1041AB14 C67CE682 1CE94261 76CF14B8 04E64699

6.2. GetMK from K.

MK = 93CBCEBC A419FD5D 582E0394 7E21D879 6770AFFD

7. Encrypt the octet stringM underEK to produce the ciphertextEM using the XOR encryption
scheme as specified in Section 3.8.3 of SEC 1 [1].
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7.1. ConvertM to a bit stringM0M1M2 : : :M159.

M = 01100001 01100010 01100011 01100100 01100101 01100110

01100111 01101000 01101001 01101010 01101011 01101100

01101101 01101110 01101111 01110000 01110001 01110010

01110011 01110100

7.2. ConvertEK to a bit stringEK0EK1EK2 : : :EK159.

EK = 00010000 01000001 10101011 00010100 11000110 01111100

11100110 10000010 00011100 11101001 01000010 01100001

01110110 11001111 00010100 10111000 00000100 11100110

01000110 10011001

7.3. Use XOR to encrypt theM by M�EK.

EM = 01110001 00100011 11001000 01110000 10100011 00011010

10000001 11101010 01110101 10000011 00101001 00001101

00011011 10100001 01111011 11001000 01110101 10010100

00110101 11101101

7.4. ConvertEM to an octet stringEM using the conversion routine specified in Section 2.3.1 of
SEC 1 [1].

EM = 7123C870 A31A81EA 7583290D 1BA17BC8 759435ED

8. Compute the tagD on EM underMK using the MAC sceme HMAC-SHA-1-160 with 20 octet
keys as specified in Section 3.7.3 of SEC 1 [1].

8.1. ConvertEM to a bit string.

EM = 01110001 00100011 11001000 01110000 10100011 00011010

10000001 11101010 01110101 10000011 00101001 00001101

00011011 10100001 01111011 11001000 01110101 10010100

00110101 11101101
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8.2. ConvertMK to a bit string.

MK = 10010011 11001011 11001110 10111100 10100100 00011001

11111101 01011101 01011000 00101110 00000011 10010100

01111110 00100001 11011000 01111001 01100111 01110000

10101111 11111101

8.3. Calculate the tagD = MACMK(EM) using the MAC sceme HMAC-SHA-1-160 with 20 octet
keys.

D = 1CCDA9EB 4ED27360 BE896729 AD185493 622591E5

Output: The ciphertextC = RjjEMjjD.

C = 02 CE2873E5 BE449563 391FEB47 DDCBA2DC 16379191

7123C870 A31A81EA 7583290D 1BA17BC8 759435ED 1CCDA9EB

4ED27360 BE896729 AD185493 622591E5

U conveys the encrypted messageC to V.

3.1.4 Decryption Operation forV

V decrypts the ciphertextC as follows.

Input: The decryption operation takes the following input.

1. The octet stringC which is the ciphertext.

C = 02 CE2873E5 BE449563 391FEB47 DDCBA2DC 16379191

7123C870 A31A81EA 7583290D 1BA17BC8 759435ED 1CCDA9EB

4ED27360 BE896729 AD185493 622591E5

2. The optional inputsSharedIn f o1 andSharedIn f o2 are absent.

Actions: V decrypts the message.
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1. ParseC to getR;EM; andD.

R = 02 CE2873E5 BE449563 391FEB47 DDCBA2DC 16379191

EM = 7123C870 A31A81EA 7583290D 1BA17BC8 759435ED

D = 13B59208 75D7AA0D BF569543 A80CCE46 A4A4074D

2. ConvertR to an elliptic curve pointR= (xR;yR).

xR = 1176954224688105769566774212902092897866168635793

yR = 1130322298812061698910820170565981471918861336822

3. ValidateRusing the primitive specified in Section 3.2.2.1 of SEC 1 [1].

3.1. Verify thatR 6= O, OK.

3.2. Verify thatR is a point on the curve, OK.

3.3. Verify thatnR= O, OK.

4. Derive the shared secret field elementz using the standard elliptic curve Diffie Hellman primitive
specified in Section 3.3.1 of SEC 1 [1].

4.1. ComputeP= (xP;yP) = dV �R.

xP = 171537086520105273255189335256955712560931509051

yP = 848085177066589686397671271789061798084202394410

4.2. P 6= O, OK.

4.3. Setz= xP.

z = 171537086520105273255189335256955712560931509051

5. Convertz to an octet string using the conversion routine specified in Section 2.3.5 of SEC 1 [1].

Z = 1E0BFD2E 66F97B3B E0343A6C D517DA9B A213933B

6. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
enckeylen+mackeylen= 40 octets fromZ.
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6.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 1E0BFD2E 66F97B3B E0343A6C D517DA9B A213933B 00000001

6.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 1041AB14 C67CE682 1CE94261 76CF14B8 04E64699

6.3. AppendCounter2 = 00000002 to the right ofZ.

Z2 = 1E0BFD2E 66F97B3B E0343A6C D517DA9B A213933B 00000002

6.4. ComputeHash2 = SHA-1(Z2).

Hash2 = 93CBCEBC A419FD5D 582E0394 7E21D879 6770AFFD

6.5. GetK = Hash1jjHash2.

K = 1041AB14 C67CE682 1CE94261 76CF14B8 04E64699

93CBCEBC A419FD5D 582E0394 7E21D879 6770AFFD

7. GetEK andMK.

7.1. GetEK from K.

EK = 1041AB14 C67CE682 1CE94261 76CF14B8 04E64699

7.2. GetMK from K.

MK = 93CBCEBC A419FD5D 582E0394 7E21D879 6770AFFD

8. Check the tagD on EM underMK using the MAC sceme HMAC-SHA-1-160 with 20 octet keys
as specified in Section 3.7.4 of SEC 1 [1].
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8.1. ConvertEM to a bit string.

EM = 01110001 00100011 11001000 01110000 10100011 00011010

10000001 11101010 01110101 10000011 00101001 00001101

00011011 10100001 01111011 11001000 01110101 10010100

00110101 11101101

8.2. ConvertMK to a bit string.

MK = 10010011 11001011 11001110 10111100 10100100 00011001

11111101 01011101 01011000 00101110 00000011 10010100

01111110 00100001 11011000 01111001 01100111 01110000

10101111 11111101

8.3. Calculate the tagD0 = MACMK(EM) using the MAC sceme HMAC-SHA-1-160 with 20 octet
keys.

D0 = 1CCDA9EB 4ED27360 BE896729 AD185493 622591E5

8.4. D0 = D, OK.

9. Decrypt the octet stringEM underEK to produceM using the XOR encryption scheme as specified
in Section 3.8.4 of SEC 1 [1].

9.1. ConvertEM to a bit stringEM0EM1EM2 : : :EM159.

EM = 01110001 00100011 11001000 01110000 10100011 00011010

10000001 11101010 01110101 10000011 00101001 00001101

00011011 10100001 01111011 11001000 01110101 10010100

00110101 11101101

9.2. ConvertEK to a bit stringEK0EK1EK2 : : :EK159.

EK = 00010000 01000001 10101011 00010100 11000110 01111100

11100110 10000010 00011100 11101001 01000010 01100001

01110110 11001111 00010100 10111000 00000100 11100110

01000110 10011001
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9.3. Use XOR to decryptEM by EM�EK.

M = 01100001 01100010 01100011 01100100 01100101 01100110

01100111 01101000 01101001 01101010 01101011 01101100

01101101 01101110 01101111 01110000 01110001 01110010

01110011 01110100

9.4. ConvertM to an octet stringM using the conversion routine specified in Section 2.3.1 of SEC
1 [1].

M = 61626364 65666768 696A6B6C 6D6E6F70 71727374

Output: The messageM.

M = 61626364 65666768 696A6B6C 6D6E6F70 71727374

M represents the text string “abcdefghijklmnopqrst”.

3.2 Example Using Elliptic Curve Domain Parameters overF2163 and the Stan-
dard Diffie-Hellman Primitive

This section provides test vectors for ECAES using elliptic curve domain parameters overF2163 and the
standard Diffie-Hellman primitive.U andV use ECAES as follows.

3.2.1 Scheme Setup

V decides to use ECAES with the key derivation function ANSI-X9.63-KDF with SHA-1 specified in
Section 3.6 of SEC 1 [1], the MAC scheme HMAC-SHA-1-160 with 20 octet keys, the XOR symmet-
ric encryption scheme, the standard Diffie-Hellman primitive, and the elliptic curve domain parameters
sect163k1 specified in GEC 1 [2].V conveys these decisions toU . U decides to represent elliptic curve
points in compressed form.

3.2.2 Key Deployment forV

V selects a key pair(dV ;QV) as follows using the key generation primitive specified in Section 3.2.1 of
SEC 1 [1].
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Input: The elliptic curve domain parameters sect163k1 as specified in GEC 1 [2].

Actions: V selects a key pair.

1. Generate an integerdV .

1.1. Randomly or pseudorandomly select an integerdV in the interval[1;n�1].

dV = 501870566195266176721440888203272826969530834326

1.2. ConvertdV to an octet stringdV .

dV = 57E8A78E 842BF4AC D5C315AA 0569DB17 03541D96

2. CalculateQV = (xV ;yV) = dV �G.

xV = 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C

yV = 05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7

As an octet string with point compression we have:

QV = 0307 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C

Output: The elliptic curve key pair(dV ;QV) with:

dV = 501870566195266176721440888203272826969530834326

QV = ( 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C;

05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7)

V sharesQV with U in an authentic manner.U should check thatQV is valid.

3.2.3 Encryption Operation for U

SupposeU wants to convey the messageM = “abcdefghijklmnopqrst” confidentially toV.

Input: The encryption operation takes the following input.
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1. The octet stringM = 61626364 65666768 696A6B6C 6D6E6F70 71727374 which represents the
message “abcdefghijklmnopqrst”.

2. The optional stringsSharedIn f o1 andSharedIn f o2 are absent.

Actions: U encrypts the messageM.

1. Select an ephemeral key pair(k;R) using the key pair generation primitive specified in Section
3.2.1 of SEC 1 [1].

1.1. Randomly or pseudorandomly select an integerk in the interval[1;n�1].

k = 936523985789236956265265265235675811949404040044

1.2. ComputeR= (xR;yR) = k�G.

xR = 04 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

yR = 03 1FC936D7 3163B858 BBC5326D 77C19839 46405264

2. Convert the pointR to an octet stringR with point compression using the conversion routine spec-
ified in Section 2.3.3 of SEC 1 [1].

R = 0304 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

3. Compute the shared secret field elementzusing the standard elliptic curve Diffie Hellman primitive
specified in Section 3.3.1 of SEC 1 [1].

3.1. ComputeP= (xP;yP) = k�QV .

xP = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881

yP = 07 7A8B0052 E8C622CC 3DCC0613 50500262 173EB44E

3.2. P 6= O, OK.

3.3. Setz= xP.

z = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881
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4. Convertz to an octet string using the conversion routine specified in Section 2.3.5 of SEC 1 [1].

Z = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881

5. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
enckeylen+mackeylen= 40 octets fromZ.

5.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881 00000001

5.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 03C62280 C894E103 C680B13C D4B4AE74 0A5EF0C7

5.3. AppendCounter2 = 00000002 to the right ofZ.

Z2 = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881 00000002

5.4. ComputeHash2 = SHA-1(Z2).

Hash2 = 2547292F 82DC6B17 77F47D63 BA9D1EA7 32DBF386

5.5. GetK = Hash1jjHash2.

K = 03C62280 C894E103 C680B13C D4B4AE74 0A5EF0C7

2547292F 82DC6B17 77F47D63 BA9D1EA7 32DBF386

6. GetEK andMK.

6.1. GetEK from K.

EK = 03C62280 C894E103 C680B13C D4B4AE74 0A5EF0C7
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6.2. GetMK from K.

MK = 2547292F 82DC6B17 77F47D63 BA9D1EA7 32DBF386

7. Encrypt the octet stringM underEK to produce the ciphertextEM using the XOR encryption
scheme as specified in Section 3.8.3 of SEC 1 [1].

7.1. ConvertM to a bit stringM0M1M2 : : :M159.

M = 01100001 01100010 01100011 01100100 01100101 01100110

01100111 01101000 01101001 01101010 01101011 01101100

01101101 01101110 01101111 01110000 01110001 01110010

01110011 01110100

7.2. ConvertEK to a bit stringEK0EK1EK2 : : :EM159.

EK = 00000011 11000110 00100010 10000000 11001000 10010100

11100001 00000011 11000110 10000000 10110001 00111100

11010100 10110100 10101110 01110100 00001010 01011110

11110000 11000111

7.3. Use XOR to encryptM by M�EK.

EM = 01100010 10100100 01000001 11100100 10101101 11110010

10000110 01101011 10101111 11101010 11011010 01010000

10111001 11011010 11000001 00000100 01111011 00101100

10000011 10110011

7.4. ConvertEM to an octet stringEM using the conversion routine specified in Section 2.3.1 of
SEC 1 [1].

EM = 62A441E4 ADF2866B AFEADA50 B9DAC104 7B2C83B3

8. Compute the tagD on EM underMK using the MAC scheme HMAC-SHA-1-160 with 20 octet
keys as specified in Section 3.7.3 of SEC 1 [1].
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8.1. ConvertEM to a bit string.

EM = 01100010 10100100 01000001 11100100 10101101 11110010

10000110 01101011 10101111 11101010 11011010 01010000

10111001 11011010 11000001 00000100 01111011 00101100

10000011 10110011

8.2. ConvertMK to a bit string.

MK = 00100101 01000111 00101001 00101111 10000010 11011100

01101011 00010111 01110111 11110100 01111101 01100011

10111010 10011101 00011110 10100111 00110010 11011011

11110011 10000110

8.3. Calculate the tagD = MACMK(EM) using the MAC scheme HMAC-SHA-1-160 with 20
octet keys.

D = 183301B4 14C82DFA 91A58311 369DF0E2 A6F9642C

Output: The ciphertextC = RjjEMjjD.

C = 0304 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

62A441E4 ADF2866B AFEADA50 B9DAC104 7B2C83B3 183301B4

14C82DFA 91A58311 369DF0E2 A6F9642C

U conveys the encrypted messageC to V.

3.2.4 Decryption Operation forV

V decrypts the ciphertextC as follows.

Input: The decryption operation takes the following input.

1. The octet stringC which is the ciphertext.
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C = 0304 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

62A441E4 ADF2866B AFEADA50 B9DAC104 7B2C83B3 183301B4

14C82DFA 91A58311 369DF0E2 A6F9642C

2. The optional stringsSharedIn f o1 andSharedIn f o2 are absent.

Actions: V decrypts the message.

1. ParseC to getR;EM; andD.

R = 0304 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

EM = 62A441E4 ADF2866B AFEADA50 B9DAC104 7B2C83B3

D = E5904578 55B8521B 6098F35E 8EB5F0A0 B078E4AD

2. ConvertR to an elliptic curve pointR= (xR;yR).

xR = 04 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

yR = 03 1FC936D7 3163B858 BBC5326D 77C19839 46405264

3. ValidateRusing the primitive specified in Section 3.2.2.1 of SEC 1 [1].

3.1. Verify thatR 6= O, OK.

3.2. Verify thatR is a point on the curve, OK.

3.3. Verify thatnR= O, OK.

4. Derive the shared secret field elementz using the standard elliptic curve Diffie Hellman primitive
specified in Section 3.3.1 of SEC 1 [1].

4.1. ComputeP= (xP;yP) = dV �R.

xP = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881

yP = 07 7A8B0052 E8C622CC 3DCC0613 50500262 173EB44E

4.2. P 6= O, OK.
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4.3. Setz= xP.

z = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881

5. Convertz to an octet string.

Z = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881

6. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
enckeylen+mackeylen= 40 octets fromZ.

6.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881 00000001

6.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 03C62280 C894E103 C680B13C D4B4AE74 0A5EF0C7

6.3. AppendCounter2 = 00000002 to the right ofZ.

Z2 = 04 99B502FC 8B5BAFB0 F4047E73 1D1F9FD8 CD0D8881 00000002

6.4. ComputeHash2 = SHA-1(Z2).

Hash2 = 2547292F 82DC6B17 77F47D63 BA9D1EA7 32DBF386

6.5. GetK = Hash1jjHash2.

K = 03C62280 C894E103 C680B13C D4B4AE74 0A5EF0C7

2547292F 82DC6B17 77F47D63 BA9D1EA7 32DBF386

7. GetEK andMK.
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7.1. GetEK from K.

EK = 03C62280 C894E103 C680B13C D4B4AE74 0A5EF0C7

7.2. GetMK from K.

MK = 2547292F 82DC6B17 77F47D63 BA9D1EA7 32DBF386

8. Check the tagD onEM underMK using the MAC scheme HMAC-SHA-1-160 with 20 octet keys
as specified in Section 3.7.4 of SEC 1 [1].

8.1. ConvertEM to a bit string.

EM = 01100010 10100100 01000001 11100100 10101101 11110010

10000110 01101011 10101111 11101010 11011010 01010000

10111001 11011010 11000001 00000100 01111011 00101100

10000011 10110011

8.2. ConvertMK to a bit string.

MK = 00100101 01000111 00101001 00101111 10000010 11011100

01101011 00010111 01110111 11110100 01111101 01100011

10111010 10011101 00011110 10100111 00110010 11011011

11110011 10000110

8.3. Calculate the tagD0 = MACMK(EM) using the MAC scheme HMAC-SHA-1-160 with 20
octet keys.

D0 = 183301B4 14C82DFA 91A58311 369DF0E2 A6F9642C

8.4. D0 = D, OK.

9. Decrypt the octet stringEM underEK to produceM using the XOR encryption scheme as specified
in Section 3.8.4 of SEC 1 [1].
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9.1. ConvertEM to a bit stringEM0EM1EM2 : : :EM159.

EM = 01100010 10100100 01000001 11100100 10101101 11110010

10000110 01101011 10101111 11101010 11011010 01010000

10111001 11011010 11000001 00000100 01111011 00101100

10000011 10110011

9.2. ConvertEK to a bit stringEK0EK1EK2 : : :EM159.

EK = 00000011 11000110 00100010 10000000 11001000 10010100

11100001 00000011 11000110 10000000 10110001 00111100

11010100 10110100 10101110 01110100 00001010 01011110

11110000 11000111

9.3. Use XOR to decryptEM by EM�EK.

M = 01100001 01100010 01100011 01100100 01100101 01100110

01100111 01101000 01101001 01101010 01101011 01101100

01101101 01101110 01101111 01110000 01110001 01110010

01110011 01110100

9.4. ConvertM to an octet stringM using the conversion routine specified in Section 2.3.1 of SEC
1 [1].

M = 61626364 65666768 696A6B6C 6D6E6F70 71727374

Output: The messageM.

M = 61626364 65666768 696A6B6C 6D6E6F70 71727374

M represents the text string “abcdefghijklmnopqrst”.
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3.3 Example Using Elliptic Curve Domain Parameters overF2163 and the Cofac-
tor Diffie-Hellman Primitive

This section provides test vectors for ECAES using elliptic curve domain parameters overF2163 and the
cofactor Diffie-Hellman primitive.U andV use ECAES as follows.

3.3.1 Scheme Setup

V decides to use ECAES with the key derivation function ANSI-X9.63-KDF with SHA-1 specified in
Section 3.6 of SEC 1 [1], the MAC scheme HMAC-SHA-1-160 with 20 octet keys, the XOR symmet-
ric encryption scheme, the cofactor Diffie-Hellman primitive, and the elliptic curve domain parameters
sect163k1 specified in GEC 1 [2].V conveys thest decisions toU . U decides to represent elliptic curve
points in compressed form.

3.3.2 Key Deployment forV

V selects a key pair(dV ;QV) as follows using the key generation primitive specified in Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters sect163k1 as specified in GEC 1 [2].

Actions: V selects a key pair.

1. Generate an integerdV .

1.1. Randomly or pseudorandomly select an integerdV in the interval[1;n�1].

dV = 501870566195266176721440888203272826969530834326

1.2. dV is represented as the octet stringdV with:

dV = 57E8A78E 842BF4AC D5C315AA 0569DB17 03541D96

2. CalculateQV = (xV ;yV) = dV �G.

xV = 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C

yV = 05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7

As an octet string with point compression we have:
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QV = 0307 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C

Output: The elliptic curve key pair(dV ;QV) with:

dV = 501870566195266176721440888203272826969530834326

QV = ( 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C;

05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7)

V sharesQV with U in an authentic manner.U should check thatQV is at least partially valid.

3.3.3 Encryption Operation for U

SupposeU wants to convey the messageM = “abcdefghijklmnopqrst” confidentially toV.

Input: The encryption operation takes the following input.

1. The octet stringM = 61626364 65666768 696A6B6C 6D6E6F70 71727374 which represents the
message “abcdefghijklmnopqrst”.

2. The optional stringsSharedIn f o1 andSharedIn f o2 are absent.

Actions: U encrypts the messageM.

1. Select an ephemeral key pair(k;R) using the key pair generation primitive specified in Section
3.2.1 of SEC 1 [1].

1.1. Randomly or pseudorandomly select an integerk in the interval[1;n�1].

k = 936523985789236956265265265235675811949404040044

1.2. ComputeR= (xR;yR) = k�G.

xR = 04 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

yR = 03 1FC936D7 3163B858 BBC5326D 77C19839 46405264
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2. Convert the pointR to an octet stringR with point compression using the conversion routine spec-
ified in Section 2.3.3 of SEC 1 [1].

R = 0304 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

3. Compute the shared secret field elementzusing the cofactor elliptic curve Diffie Hellman primitive
specified in Section 3.3.2 of SEC 1 [1].

3.1. ComputeP= (xP;yP) = h�k�QV .

xP = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0

yP = 05 4F7BD9DA 2D38F636 B3A74297 88EC21A6 BB61DD31

3.2. P 6= O, OK.

3.3. Setz= xP.

z = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0

4. Convertz to an octet string using the conversion routine specified in Section 2.3.5 of SEC 1 [1].

Z = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0

5. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
enckeylen+mackeylen= 40 octets fromZ.

5.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0 00000001

5.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 928986A1 BB1A585A 9FB39525 B39D11E1 08B5891D

5.3. AppendCounter2 = 00000002 to the right ofZ.

Z2 = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0 00000002
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5.4. ComputeHash2 = SHA-1(Z2).

Hash2 = D2BB1D1B 518D1172 C9D1BCA3 9BBB0393 7F6FC540

5.5. GetK = Hash1jjHash2.

K = 928986A1 BB1A585A 9FB39525 B39D11E1 08B5891D

D2BB1D1B 518D1172 C9D1BCA3 9BBB0393 7F6FC540

6. GetEK andMK.

6.1. GetEK from K.

EK = 928986A1 BB1A585A 9FB39525 B39D11E1 08B5891D

6.2. GetMK from K.

MK = D2BB1D1B 518D1172 C9D1BCA3 9BBB0393 7F6FC540

7. Encrypt the octet stringM underEK to produce the ciphertextEM using the XOR encryption
scheme specified in Section 3.8.3 of SEC 1 [1].

7.1. ConvertM to a bit stringM0M1M2 : : :M159.

M = 01100001 01100010 01100011 01100100 01100101 01100110

01100111 01101000 01101001 01101010 01101011 01101100

01101101 01101110 01101111 01110000 01110001 01110010

01110011 01110100

7.2. ConvertEK to a bit stringEK0EK1EK2 : : :EK159.

EK = 10010010 10001001 10000110 10100001 10111011 00011010

01011000 01011010 10011111 10110011 10010101 00100101

10110011 10011101 00010001 11100001 00001000 10110101

10001001 00011101
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7.3. Use XOR to encryptM by M�EK.

EM = 11110011 11101011 11100101 11000101 11011110 01111100

00111111 00110010 11110110 11011001 11111110 01001001

11011110 11110011 01111110 10010001 01111001 11000111

11111010 01101001

7.4. ConvertEM to an octet stringEM using the conversion routine specified in Section 2.3.1 of
SEC 1 [1].

EM = F3EBE5C5 DE7C3F32 F6D9FE49 DEF37E91 79C7FA69

8. Compute the tagD on EM underMK using the MAC scheme HMAC-SHA-1-160 with 20 octet
keys as specified in Section 3.7.3 of SEC 1 [1].

8.1. ConvertEM to a bit string.

EM = 11110011 11101011 11100101 11000101 11011110 01111100

00111111 00110010 11110110 11011001 11111110 01001001

11011110 11110011 01111110 10010001 01111001 11000111

11111010 01101001

8.2. ConvertMK to a bit string.

MK = 11010010 10111011 00011101 00011011 01010001 10001101

00010001 01110010 11001001 11010001 10111100 10100011

10011011 10111011 00000011 10010011 01111111 01101111

11000101 01000000

8.3. Calculate the tagD = MACMK(EM) using the MAC scheme HMAC-SHA-1-160 with 20
octet keys.

D = AE2DF284 F6E61970 62C9679A 1F6D7C81 79C12EF1
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Output: The ciphertextC = RjjEMjjD.

C = 0304 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

F3EBE5C5 DE7C3F32 F6D9FE49 DEF37E91 79C7FA69 AE2DF284

F6E61970 62C9679A 1F6D7C81 79C12EF1

U conveys the encrypted messageC to V.

3.3.4 Decryption Operation forV

V decrypts the ciphertextC as follows.

Input: The decryption operation takes the following input.

1. The octet stringC which is the ciphertext.

C = 0304 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

F3EBE5C5 DE7C3F32 F6D9FE49 DEF37E91 79C7FA69 AE2DF284

F6E61970 62C9679A 1F6D7C81 79C12EF1

2. The optional stringsSharedIn f o1 andSharedIn f o2 are absent.

Actions: V decrypts the message.

1. ParseC to getR;EM; andD.

R = 0304 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

EM = F3EBE5C5 DE7C3F32 F6D9FE49 DEF37E91 79C7FA69

D = AE2DF284 F6E61970 62C9679A 1F6D7C81 79C12EF1

2. ConvertR to an elliptic curve pointR= (xR;yR).

xR = 04 994D2C41 AA30E529 52B0A94E C6511328 C502DA9B

yR = 03 1FC936D7 3163B858 BBC5326D 77C19839 46405264

3. ValidateRusing the primitive specified in Section 3.2.2.2 of SEC 1 [1].
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3.1. Verify thatR 6= O, OK.

3.2. Verify thatR is a point on the curve, OK.

4. Derive the shared secret field elementz using the cofactor elliptic curve Diffie Hellman primitive
specified in Section 3.3.2 of SEC 1 [1].

4.1. ComputeP= (xP;yP) = h�dV �R.

xP = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0

yP = 05 4F7BD9DA 2D38F636 B3A74297 88EC21A6 BB61DD31

4.2. P 6= O, OK.

4.3. Setz= xP.

z = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0

5. Convertz to an octet string using the conversion routine specified in Section 2.3.5 of SEC 1 [1].

Z = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0

6. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
enckeylen+mackeylen= 40 octets fromZ.

6.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0 00000001

6.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 928986A1 BB1A585A 9FB39525 B39D11E1 08B5891D

6.3. AppendCounter2 = 00000002 to the right ofZ.

Z2 = 01 7F645842 C0289769 06DB086B 4C7C455C B3BF53A0 00000002



3 Test Vectors for ECAES Page 41

6.4. ComputeHash2 = SHA-1(Z2).

Hash2 = D2BB1D1B 518D1172 C9D1BCA3 9BBB0393 7F6FC540

6.5. GetK = Hash1jjHash2.

K = 928986A1 BB1A585A 9FB39525 B39D11E1 08B5891D

D2BB1D1B 518D1172 C9D1BCA3 9BBB0393 7F6FC540

7. GetEK andMK.

7.1. GetEK from K.

EK = 928986A1 BB1A585A 9FB39525 B39D11E1 08B5891D

7.2. GetMK from K.

MK = D2BB1D1B 518D1172 C9D1BCA3 9BBB0393 7F6FC540

8. Check the tagD onEM underMK using the MAC scheme HMAC-SHA-1-160 with 20 octet keys
as specified in Section 3.7.4 of SEC 1 [1].

8.1. ConvertEM to a bit string.

EM = 11110011 1110101111100101 11000101 11011110 01111100

00111111 00110010 11110110 11011001 11111110 01001001

11011110 11110011 01111110 10010001 01111001 11000111

11111010 01101001

8.2. ConvertMK to a bit string.

MK = 11010010 10111011 00011101 00011011 01010001 10001101

00010001 01110010 11001001 11010001 10111100 10100011

10011011 10111011 00000011 10010011 01111111 01101111

11000101 01000000
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8.3. Calculate the tagD0 = MACMK(EM) using the MAC scheme HMAC-SHA-1-160 with 20
octet keys.

D0 = AE2DF284 F6E61970 62C9679A 1F6D7C81 79C12EF1

8.4. D0 = D, OK.

9. Decrypt the octet stringEM underEK to produceM using the XOR encryption scheme as specified
in Section 3.8.4 of SEC 1 [1].

9.1. ConvertEM to a bit stringEM0EM1EM2 : : :EM159.

EM = 11110011 11101011 11100101 11000101 11011110 01111100

00111111 00110010 11110110 11011001 11111110 01001001

11011110 11110011 01111110 10010001 01111001 11000111

11111010 01101001

9.2. ConvertEK to a bit stringEK0EK1EK2 : : :EM159.

EK = 10010010 10001001 10000110 10100001 10111011 00011010

01011000 01011010 10011111 10110011 10010101 00100101

10110011 10011101 00010001 11100001 00001000 10110101

10001001 00011101

9.3. Use XOR to decryptEM by EM�EK.

M = 01100001 01100010 01100011 01100100 01100101 01100110

01100111 01101000 01101001 01101010 01101011 01101100

01101101 01101110 01101111 01110000 01110001 01110010

01110011 01110100

9.4. ConvertM to an octet stringM using the conversion routine specified in Section 2.3.1 of SEC
1 [1].

M = 61626364 65666768 696A6B6C 6D6E6F70 71727374
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Output: The messageM.

M = 61626364 65666768 696A6B6C 6D6E6F70 71727374

M represents the text string “abcdefghijklmnopqrst”.
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4 Test Vectors for ECDH

This section provides test vectors for ECDH as specified in section 6.1 of SEC 1 [1]. Section 4.1 provides
test vectors for ECDH using elliptic curve domain parameters overF p, Section 4.2 provides test vectors
for ECDH using elliptic curve domain parameters overF2m and the standard Diffie-Hellman primitive,
and Section 4.3 provides test vectors for ECDH using elliptic curve domain parameters overF2m and the
cofactor Diffie-Hellman primitive.

4.1 Example Using Elliptic Curve Domain Parameters overF p

This section provides test vectors for ECDH using elliptic curve domain parameters overF p. U andV
use ECDH as follows.

4.1.1 Scheme Setup

U andV decide to use the key derivation function ANSI-X9.63-KDF with SHA-1 and the elliptic curve
domain parameters secp160r1 as specified in GEC 1 [2].

Note that in this case the cofactor ish= 1 so the choice between the standard and cofactor Diffie-Hellman
primitives is unnecessary.

4.1.2 Key Deployment forU

U selects a key pair (dU , QU ) as follows using the key generation primitive specified in Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters secp160r1 as specified in GEC 1 [2].

Actions: U selects a key pair.

1. Generate an integerdU .

1.1. Randomly or pseudorandomly select an integerdU in the interval[1;n�1].

dU = 971761939728640320549601132085879836204587084162

1.2. ConvertdU to the octet stringdU .

dU = AA374FFC 3CE144E6 B0733079 72CB6D57 B2A4E982
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2. CalculateQU = (xU ;yU) = dU �G.

xU = 466448783855397898016055842232266600516272889280

yU = 1110706324081757720403272427311003102474457754220

As an octet string with point compression, we have:

QU = 02 51B4496F ECC406ED 0E75A24A 3C032062 51419DC0

Output: The elliptic curve key pair(dU ;QU) with:

dU = 971761939728640320549601132085879836204587084162

QU = (466448783855397898016055842232266600516272889280;

1110706324081757720403272427311003102474457754220)

U conveysQU to V. V should check thatQU is valid.

4.1.3 Key Deployment forV

V selects a key pair(dV ;QV) as follows using the key generation primitive specified in Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters secp160r1 as specified in GEC 1 [2].

Actions: V selects a key pair.

1. Generate an integerdV .

1.1. Randomly or pseudorandomly select an integerdV in the interval[1;n�1].

dV = 399525573676508631577122671218044116107572676710

1.2. ConvertdV to the octet stringdV .

dV = 45FB58A9 2A17AD4B 15101C66 E74F277E 2B460866
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2. CalculateQV = (xV ;yV) = dV �G.

xV = 420773078745784176406965940076771545932416607676

yV = 221937774842090227911893783570676792435918278531

As an octet string with point compression we have:

QV = 03 49B41E0E 9C0369C2 328739D9 0F63D567 07C6E5BC

Output: The key pair(dV ;QV).

dV = 399525573676508631577122671218044116107572676710

QV = (420773078745784176406965940076771545932416607676;

221937774842090227911893783570676792435918278531)

V conveysQV toU . U should check thatQV is valid.

4.1.4 Key Agreement Operation forU

To agree on keying data,U andV simultaneously perform the key agreement operation.U establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.

2. The optional stringSharedIn f ois absent.

Actions: U establishes keying data.

1. Compute the shared secret field elementz.

1.1. ComputeP= (xP;yP) = dU �QV .

xP = 1155982782519895915997745984453282631351432623114

yP = 450433377308022757780566139350756069889901357499

1.2. Verify thatP 6= O, OK.
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1.3. Setz= xP.

z = 1155982782519895915997745984453282631351432623114

1.4. Convertz to an octet string.

Z = CA7C0F8C 3FFA87A9 6E1B74AC 8E6AF594 347BB40A

2. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.

2.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = CA7C0F8C 3FFA87A9 6E1B74AC 8E6AF594 347BB40A 00000001

2.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 744AB703 F5BC082E 59185F6D 049D2D36 7DB245C2

2.3. GetK = Hash1.

K = 744AB703 F5BC082E 59185F6D 049D2D36 7DB245C2

Output: The keying dataK.

K = 744AB703 F5BC082E 59185F6D 049D2D36 7DB245C2

4.1.5 Key Agreement Operation forV

To agree on keying data,U andV simultaneously perform the key agreement operation.V establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.

2. The optional stringSharedIn f ois absent.



Page 48 GEC 2: Test Vectors for SEC 1 Ver. 0.3

Actions: V establishes keying data.

1. Compute the shared secret field elementz.

1.1. ComputeP= (xP;yP) = dV �QU .

xP = 1155982782519895915997745984453282631351432623114

yP = 450433377308022757780566139350756069889901357499

1.2. P 6= O, OK.

1.3. Setz= xP.

z = 1155982782519895915997745984453282631351432623114

1.4. Convertz to an octet string.

Z = CA7C0F8C 3FFA87A9 6E1B74AC 8E6AF594 347BB40A

2. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.

2.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = CA7C0F8C 3FFA87A9 6E1B74AC 8E6AF594 347BB40A 00000001

2.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 744AB703 F5BC082E 59185F6D 049D2D36 7DB245C2

2.3. GetK = Hash1.

K = 744AB703 F5BC082E 59185F6D 049D2D36 7DB245C2

Output: The keying dataK.

K = 744AB703 F5BC082E 59185F6D 049D2D36 7DB245C2
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4.2 Example Using Elliptic Curve Domain Parameters overF2163 and the Stan-
dard Diffie-Hellman Primitive

This section provides test vectors for ECDH using elliptic curve domain parameters overF2163 and the
standard Diffie-Hellman primitive.U andV use ECDH as follows.

4.2.1 Scheme Setup

U andV decide to use the key derivation function ANSI-X9.63-KDF with SHA-1, the standard elliptic
curve Diffie-Hellman primitive, and the elliptic curve domain parameters sect163k1 as specified in GEC
1 [2].

4.2.2 Key Deployment forU

U selects a key pair(dU ;QU) as follows using the key generation primitive specified Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters sect163k1 as specified in GEC 1 [2].

Actions: U selects a key pair.

1. Generate an integerdU .

1.1. Randomly or pseudorandomly select an integerdU in the interval[1;n�1].

dU = 5321230001203043918714616464614664646674949479949

1.2. ConvertdU to the octet stringdU .

dU = 03 A41434AA 99C2EF40 C8495B2E D9739CB2 155A1E0D

2. CalculateQU = (xU ;yU) = dU �G.

xU = 03 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC

yU = 04 47026EEE 8B34157F 3EB51BE5 185D2BE0 249ED776

As an octet string with point compression we have:

QU = 0303 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC
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Output: The elliptic curve key pair(dU ;QU) with:

dU = 5321230001203043918714616464614664646674949479949

QU = ( 03 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC;

04 47026EEE 8B34157F 3EB51BE5 185D2BE0 249ED776)

U conveysQU to V. V should check thatQU is valid.

4.2.3 Key Deployment forV

V selects a key pair(dV ;QV) as follows using the key generation primitive specified in Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters sect163k1 as specified in GEC 1 [2].

Actions: V selects a key pair.

1. Generate an integerdV .

1.1. Randomly or pseudorandomly select an integerdV in the interval[1;n�1].

dV = 501870566195266176721440888203272826969530834326

1.2. ConvertdV to an octet stringdV .

dV = 57E8A78E 842BF4AC D5C315AA 0569DB17 03541D96

2. CalculateQV = (xV ;yV) = dV �G.

xV = 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C

yV = 05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7

As an octet string with point compression we have:

QV = 0307 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C
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Output: The key pair(dV ;QV).

dV = 501870566195266176721440888203272826969530834326

QV = ( 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C;

05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7)

V conveysQV toU . U should check thatQV is valid.

4.2.4 Key Agreement Operation forU

To agree on keying data,U andV simultaneously perform the key agreement operation.U establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.

2. The optional stringSharedIn f ois absent.

Actions: U establishes keying data.

1. Compute the shared secret field elementz.

1.1. ComputeP= (xP;yP) = dU �QV .

xP = 03 57C3DCD1 DF3E27BD 8885170E E4975B50 81DA7FA7

yP = 01 9A2DC185 889E0FBA 4D81DE92 CED18878 DDCC5AC2

1.2. P 6= O, OK.

1.3. Setz= xP.

z = 03 57C3DCD1 DF3E27BD 8885170E E4975B50 81DA7FA7

1.4. Convertz to an octet string.

Z = 03 57C3DCD1 DF3E27BD 8885170E E4975B50 81DA7FA7

2. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.
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2.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 03 57C3DCD1 DF3E27BD 8885170E E4975B50 81DA7FA7 00000001

2.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 6655A9C8 F9E59314 9DB24C91 CE621641 035C9282

2.3. GetK = Hash1.

K = 6655A9C8 F9E59314 9DB24C91 CE621641 035C9282

Output: The keying dataK.

K = 6655A9C8 F9E59314 9DB24C91 CE621641 035C9282

4.2.5 Key Agreement Operation forV

To agree on keying data,U andV simultaneously perform the key agreement operation.V establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.

2. The optional stringSharedIn f ois absent.

Actions: U establishes keying data.

1. Compute the shared secret field elementz.

1.1. ComputeP= (xP;yP) = dV �QU .

xP = 03 57C3DCD1 DF3E27BD 8885170E E4975B50 81DA7FA7

yP = 01 9A2DC185 889E0FBA 4D81DE92 CED18878 DDCC5AC2

1.2. P 6= O, OK.
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1.3. Setz= xP.

z = 03 57C3DCD1 DF3E27BD 8885170E E4975B50 81DA7FA7

1.4. Convertz to an octet string.

Z = 03 57C3DCD1 DF3E27BD 8885170E E4975B50 81DA7FA7

2. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.

2.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 03 57C3DCD1 DF3E27BD 8885170E E4975B50 81DA7FA7 00000001

2.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 6655A9C8 F9E59314 9DB24C91 CE621641 035C9282

2.3. GetK = Hash1.

K = 6655A9C8 F9E59314 9DB24C91 CE621641 035C9282

Output: The keying dataK.

K = 6655A9C8 F9E59314 9DB24C91 CE621641 035C9282

4.3 Example Using Elliptic Curve Domain Parameters overF2163 and the Cofac-
tor Diffie-Hellman Primitive

This section provides test vectors for ECDH using elliptic curve domain parameters overF2163 and the
cofactor Diffie-Hellman primitive.U andV use ECDH as follows.
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4.3.1 Scheme Setup

U andV decide to use the key derivation function ANSI-X9.63-KDF with SHA-1, the cofactor elliptic
curve Diffie-Hellman primitive, and the elliptic curve domain parameters sect163k1 as specified in GEC
1 [2].

4.3.2 Key Deployment forU

U selects a key pair(dU ;QU) as follows using the key generation primitive specified Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters sect163k1 as specified in GEC 1 [2].

Actions: U selects a key pair.

1. Generate an integerdU .

1.1. Randomly or pseudorandomly select an integerdU in the interval[1;n�1].

dU = 5321230001203043918714616464614664646674949479949

1.2. ConvertdU to the octet stringdU .

dU = 03 A41434AA 99C2EF40 C8495B2E D9739CB2 155A1E0D

2. CalculateQU = (xU ;yU) = dU �G.

xU = 03 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC

yU = 04 47026EEE 8B34157F 3EB51BE5 185D2BE0 249ED776

As an octet string with point compression we have:

QU = 0303 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC

Output: The elliptic curve key pair(dU ;QU) with:

dU = 5321230001203043918714616464614664646674949479949

QU = ( 03 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC;

04 47026EEE 8B34157F 3EB51BE5 185D2BE0 249ED776)
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U conveysQU to V. V should check thatQU is at least partially valid.

4.3.3 Key Deployment forV

V selects a key pair(dV ;QV) as follows using the key generation primitive specified in Section 3.2.1 of
SEC 1 [1].

Input: The elliptic curve domain parameters sect163k1 as specified in GEC 1 [2].

Actions: V selects a key pair.

1. Generate an integerdV .

1.1. Randomly or pseudorandomly select an integerdV in the interval[1;n�1].

dV = 501870566195266176721440888203272826969530834326

1.2. ConvertdV to an octet stringdV .

dV = 57E8A78E 842BF4AC D5C315AA 0569DB17 03541D96

2. CalculateQV = (xV ;yV) = dV �G.

xV = 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C

yV = 05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7

As an octet string with point compression we have:

QV = 0307 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C

Output: The key pair(dV ;QV).

dV = 501870566195266176721440888203272826969530834326

QV = ( 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C;

05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7)

V conveysQV toU . U should check thatQV is at least partially valid.
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4.3.4 Key Agreement Operation forU

To agree on keying data,U andV simultaneously perform the key agreement operation.U establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.

2. The optional stringSharedIn f ois absent.

Actions: U establishes keying data.

1. Compute the shared secret field elementz.

1.1. ComputeP= (xP;yP) = h�dU �QV .

xP = 04 CB89474B 33A518E1 C3CD11BE B6E2B0CF 48BEE64D

yP = 00 6C1EBD49 57115DE5 F033D926 7F35875A 44AF87E9

1.2. P 6= O, OK.

1.3. Setz= xP.

z = 04 CB89474B 33A518E1 C3CD11BE B6E2B0CF 48BEE64D

1.4. Convertz to an octet string.

Z = 04 CB89474B 33A518E1 C3CD11BE B6E2B0CF 48BEE64D

2. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.

2.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 04 CB89474B 33A518E1 C3CD11BE B6E2B0CF 48BEE64D 00000001



4 Test Vectors for ECDH Page 57

2.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 59798528 083F50B0 7528353C DA99D0E4 60A7229D

2.3. GetK = Hash1.

K = 59798528 083F50B0 7528353C DA99D0E4 60A7229D

Output: The keying dataK.

K = 59798528 083F50B0 7528353C DA99D0E4 60A7229D

4.3.5 Key Agreement Operation forV

To agree on keying data,U andV simultaneously perform the key agreement operation.V establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.

2. The optional stringSharedIn f ois absent.

Actions: V establishes keying data.

1. Compute the shared secret field elementz.

1.1. ComputeP= (xP;yP) = h�dV �QU .

xP = 04 CB89474B 33A518E1 C3CD11BE B6E2B0CF 48BEE64D

yP = 00 6C1EBD49 57115DE5 F033D926 7F35875A 44AF87E9

1.2. P 6= O, OK.

1.3. Setz= xP.

z = 04 CB89474B 33A518E1 C3CD11BE B6E2B0CF 48BEE64D
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1.4. Convertz to an octet string.

Z = 04 CB89474B 33A518E1 C3CD11BE B6E2B0CF 48BEE64D

2. Use the key derivation function ANSI-X9.53-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.

2.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 04 CB89474B 33A518E1 C3CD11BE B6E2B0CF 48BEE64D 00000001

2.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 59798528 083F50B0 7528353C DA99D0E4 60A7229D

2.3. GetK = Hash1.

K = 59798528 083F50B0 7528353C DA99D0E4 60A7229D

Output: The keying dataK.

K = 59798528 083F50B0 7528353C DA99D0E4 60A7229D
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5 Test Vectors for ECMQV

This section provides test vectors for ECMQV as specified in Section 6.2 of SEC 1 [1]. Section 5.1 pro-
vides test vectors for ECMQV using elliptic curve domain parameters overF p, and Section 5.2 provides
test vectors for ECMQV using elliptic curve domain parameters overF2m.

5.1 Example Using Elliptic Curve Domain Parameters overF p

This section provides test vectors for ECMQV using elliptic curve domain parameters overF p. U andV
use ECMQV as follows.

5.1.1 Scheme Setup

U andV decide to use the key derivation function ANSI-X9.63-KDF with SHA-1 and the elliptic curve
domain parameters secp160r1 specified in GEC 1 [2].

5.1.2 Key Deployment forU

U selects two key pairs(d1;U ;Q1;U) and(d2;U ;Q2;U) as follows using the key generation primitive spec-
ified in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters secp160r1 as specified in GEC 1 [2].

Actions: U selects two key pairs.

1. Generate an integerd1;U .

1.1. Randomly or pseudorandomly select an integerd1;U in the interval[1;n�1].

d1;U = 971761939728640320549601132085879836204587084162

1.2. Convertd1;U to the octet stringd1;U .

d1;U = AA374FFC 3CE144E6 B0733079 72CB6D57 B2A4E982

2. CalculateQ1;U = (x1;U ;y1;U) = d1;U �G.

x1;U = 466448783855397898016055842232266600516272889280

y1;U = 1110706324081757720403272427311003102474457754220
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As an octet string with point compression we have:

Q1;U = 02 51B4496F ECC406ED 0E75A24A 3C032062 51419DC0

3. Generate an integerd2;U .

3.1. Randomly or pseudorandomly select an integerd2;U in the interval[1;n�1].

d2;U = 117720748206090884214100397070943062470184499100

3.2. Convertd2;U to the octet stringd2;U .

d2;U = 149EC7EA 3A220A88 7619B3F9 E5B4CA51 C7D1779C

4. CalculateQ2;U = (x2;U ;y2;U) = d2;U �G.

x2;U = 1242349848876241038961169594145217616154763512351

y2;U = 1228723083615049968259530566733073401525145323751

As an octet string with point compression we have:

Q2;U = 03 D99CE4D8 BF52FA20 BD21A962 C6556B0F 71F4CA1F

Output: The two elliptic curve key pairs(d1;U ;Q1;U) and(d2;U ;Q2;U) with:

d1;U = 971761939728640320549601132085879836204587084162

Q1;U = (466448783855397898016055842232266600516272889280;

1110706324081757720403272427311003102474457754220)

d2;U = 117720748206090884214100397070943062470184499100

Q2;U = (1242349848876241038961169594145217616154763512351;

1228723083615049968259530566733073401525145323751)

U sharesQ1;U with V in an authentic manner.V should check thatQ1;U is valid. In addition,U shares
Q2;U with V. V should check thatQ2;U is at least partially valid.
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5.1.3 Key Deployment forV

V selects two key pairs(d1;V ;Q1;V) and(d2;V ;Q2;V) as follows using the key generation primitive speci-
fied in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters secp160r1 as specified in GEC 1 [2].

Actions: V selects two key pairs.

1. Generate an integerd1;V .

1.1. Randomly or pseudorandomly select an integerd1;V in the interval[1;n�1].

d1;V = 399525573676508631577122671218044116107572676710

1.2. Convertd1;V to the octet stringd1;V .

d1;V = 45FB58A9 2A17AD4B 15101C66 E74F277E 2B460866

2. CalculateQ1;V = (x1;V ;y1;V) = d1;V �G.

x1;V = 420773078745784176406965940076771545932416607676

y1;V = 221937774842090227911893783570676792435918278531

As an octet string with point compression we have:

Q1;V = 03 49B41E0E 9C0369C2 328739D9 0F63D567 07C6E5BC

3. Generate an integerd2;V .

3.1. Randomly or pseudorandomly select an integerd2;V in the interval[1;n�1].

d2;V = 141325380784931851783969312377642205317371311134

3.2. Convertd2;V to an octet stringd2;V .

d2;V = 18C13FCE D9EADF88 4F7C595C 8CB565DE FD0CB41E
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4. CalculateQ2;V = (x2;V ;y2;V) = d2;V �G.

x2;V = 641868187219485959973483930084949222543277290421

y2;V = 560813476551307469487939594456722559518188737232

As an octet string with point compression we have:

Q2;V = 02 706E5D6E 1F640C6E 9C804E75 DBC14521 B1E5F3B5

Output: The two elliptic curve key pairs(d1;V ;Q1;V) and(d2;V ;Q2;V) with:

d1;V = 399525573676508631577122671218044116107572676710

Q1;V = (420773078745784176406965940076771545932416607676;

221937774842090227911893783570676792435918278531)

d2;V = 141325380784931851783969312377642205317371311134

Q2;V = (641868187219485959973483930084949222543277290421;

560813476551307469487939594456722559518188737232)

V sharesQ1;V with U in an authentic manner.U should check thatQ1;V is valid. In addition,V shares
Q2;V with U . U should check thatQ2;V is at least partially valid.

5.1.4 Key Agreement Operation forU

To agree on keying data,U andV simultaneously perform the key agreement operation.U establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.

2. The optional stringSharedIn f ois absent.

Actions: U establishes keying data as follows:

1. Sett = d(log2n)=2e= 81.
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2. ComputeQ2;U usingQ2;U .

2.1. ParseQ2;U to getx2;U .

x2;U = 1242349848876241038961169594145217616154763512351

2.2. Convertx2;U to an integerx using the conversion routine specified in Section 2.3.9 of SEC 1
[1].

x = 1242349848876241038961169594145217616154763512351

2.3. Calculatex� x (mod 2t).

x = 2008827827585529362565663

2.4. CalculateQ2;U = x+2t .

Q2;U = 4426679466814787711978015

3. Compute the integers� d2;U +Q2;U �d1;U (modn).

s = 485618833388543414307688891484692588265966479853

4. ComputeQ2;V usingQ2;V .

4.1. ParseQ2;V to getx2;V .

x2;V = 641868187219485959973483930084949222543277290421

4.2. Convertx2;V to an integerx0 using the conversion routine specified in section 2.3.9 of SEC 1
[1].

x0 = 641868187219485959973483930084949222543277290421
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4.3. Calculatex� x0 (mod 2t).

x0 = 370518689734232176456629

4.4. CalculateQ2;V = x0+2t .

Q2;V = 2788370328963490525868981

5. Compute the elliptic curve pointP= (xP;yP) = hs� (Q2;V +Q2;VQ1;V).

5.1. ComputeQ2;VQ1;V = (xVT1
;yVT1

).

xVT1
= 532555412884347875733476721172806592225322828515

yVT1
= 95548759270819513669884780465202928710540490475

5.2. ComputeQ2;V +Q2;VQ1;V = (xVT2
;yVT2

).

xVT2
= 38660965116362868332680693663875151234337078882

yVT2
= 319411627991715381394474594531429197436509874524

5.3. ComputeP= (xP;yP) = hs� (Q2;V +Q2;VQ1;V).

xP = 516158222599696982690660648801682584432269985196

yP = 411888352454445365883441353327454164185545084440

6. Verify thatP 6= O, OK.

7. Setz= xP.

z = 516158222599696982690660648801682584432269985196

8. Convertz to an octet string.

Z = 5A6955CE FDB4E432 55FB7FCF 718611E4 DF8E05AC
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9. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.

9.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 5A6955CE FDB4E432 55FB7FCF 718611E4 DF8E05AC 00000001

9.2. ComputeHash1 = SHA-1(Z1).

Hash1 = C06763F8 C3D2452C 1CC5D29B D61918FB 485063F6

9.3. GetK = Hash1.

K = C06763F8 C3D2452C 1CC5D29B D61918FB 485063F6

Output: The keying dataK.

K = C06763F8 C3D2452C 1CC5D29B D61918FB 485063F6

5.1.5 Key Agreement Operation forV

To agree on keying data,U andV simultaneously perform the key agreement operation.V establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.

2. The optional stringSharedIn f ois absent.

Actions: V establishes keying data as follows:

1. Sett = d(log2n)=2e= 81.

2. ComputeQ2;V usingQ2;V .

2.1. ParseQ2;V to getx2;V .

x2;V = 641868187219485959973483930084949222543277290421
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2.2. Convertx2;V to an integerx using the conversion routine sepcified in Section 2.3.9 of SEC 1
[1].

x = 641868187219485959973483930084949222543277290421

2.3. Calculatex� x (mod 2t).

x = 370518689734232176456629

2.4. CalculateQ2;V = x+2t .

Q2;V = 2788370328963490525868981

3. Compute the integers� d2;V +Q2;V �d1;V (modn).

s = 933423399729221564875924570036034619821359046776

4. ComputeQ2;U usingQ2;U .

4.1. ParseQ2;U to getx2;U .

x2;U = 1242349848876241038961169594145217616154763512351

4.2. Convertx2;U to an integerx0 using the conversion routine as specified in Section 2.3.9 of SEC
1 [1].

x0 = 1242349848876241038961169594145217616154763512351

4.3. Calculatex0 � x0 (mod 2t).

x0 = 2008827827585529362565663

4.4. CalculateQ2;U = x0+2t .

Q2;U = 4426679466814787711978015
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5. Compute the elliptic curve pointP= (xP;yP) = hs� (Q2;U +Q2;UQ1;U).

5.1. ComputeQ2;UQ1;U = (xUT1
;yUT1

).

xUT1
= 227394331760458987097876269596587075226076651077

yUT1
= 1327622488808903866689109299167870822826627972702

5.2. ComputeQ2;U +Q2;UQ1;U = (xUT2
;yUT2

).

xUT2
= 790217483310858520035869091200113478733837067585

yUT2
= 1069201588477192429889197466620996739557658436282

5.3. ComputeP= (xP;yP) = hs� (Q2;U +Q2;UQ1;U ).

xP = 516158222599696982690660648801682584432269985196

yP = 411888352454445365883441353327454164185545084440

6. Verify thatP 6= O, OK.

7. Setz= xP.

z = 516158222599696982690660648801682584432269985196

8. Convertz to an octet string.

Z = 5A6955CE FDB4E432 55FB7FCF 718611E4 DF8E05AC

9. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.

9.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 5A6955CE FDB4E432 55FB7FCF 718611E4 DF8E05AC 00000001
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9.2. ComputeHash1 = SHA-1(Z1).

Hash1 = C06763F8 C3D2452C 1CC5D29B D61918FB 485063F6

9.3. GetK = Hash1.

K = C06763F8 C3D2452C 1CC5D29B D61918FB 485063F6

Output: The keying dataK.

K = C06763F8 C3D2452C 1CC5D29B D61918FB 485063F6

5.2 Example Using Elliptic Curve Domain Parameters overF2163

This section provides test vectors for ECMQV using elliptic curve domain parameters overF2163. U and
V use ECMQV as follows.

5.2.1 Scheme Setup

U andV decide to use the key derivation function ANSI-X9.63-KDF with SHA-1 and the elliptic curve
domain parameters sect163r1 specified in GEC 1 [2].

5.2.2 Key Deployment forU

U selects two key pairs(d1;U ;Q1;U) and(d2;U ;Q2;U) as follows using the key generation primitive spec-
ified in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters sect163k1 as specified in GEC 1 [2].

Actions: U selects two key pairs.

1. Generate an integerd1;U .

1.1. Randomly or pseudorandomly select an integerd1;U in the interval[1;n�1].

d1;U = 5321230001203043918714616464614664646674949479949
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1.2. Convertd1;U to the octet stringd1;U .

d1;U = 03 A41434AA 99C2EF40 C8495B2E D9739CB2 155A1E0D

2. CalculateQ1;U = (x1;U ;y1;U) = d1;U �G.

x1;U = 03 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC

y1;U = 04 47026EEE 8B34157F 3EB51BE5 185D2BE0 249ED776

As an octet string with point compression we have:

Q1;U = 0303 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC

3. Generate an integerd2;U .

3.1. Randomly or pseudorandomly select an integerd2;U in the interval[1;n�1].

d2;U = 4657215681533189829603817817038616871919531441490

3.2. Convertd2;U to an octet stringd2;U .

d2;U = 03 2FC4C61A 8211E6A7 C4B8B0C0 3CF35F7C F20DBD52

4. CalculateQ2;U = (x2;U ;y2;U) = d2;U �G.

x2;U = 01 5198E74B C2F1E5C9 A62B8024 8DF0D62B 9ADF8429

y2;U = 04 6B206B42 77356574 9F123911 C50992F4 1E5CB048

As an octet string with point compression we have:

Q2;U = 0201 5198E74B C2F1E5C9 A62B8024 8DF0D62B 9ADF8429
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Output: The two elliptic curve key pairs(d1;U ;Q1;U) and(d2;U ;Q2;U) with.

d1;U = 5321230001203043918714616464614664646674949479949

Q1;U = ( 03 7D529FA3 7E42195F 10111127 FFB2BB38 644806BC;

04 47026EEE 8B34157F 3EB51BE5 185D2BE0 249ED776)

d2;U = 4657215681533189829603817817038616871919531441490

Q2;U = ( 01 5198E74B C2F1E5C9 A62B8024 8DF0D62B 9ADF8429;

04 6B206B42 77356574 9F123911 C50992F4 1E5CB048)

U sharesQ1;U with V in an authentic manner.V should check thatQ1;U is valid. In addition,U shares
Q2;U with V. V should check thatQ2;U is at least partially valid.

5.2.3 Key Deployment forV

V selects two key pairs(d1;V ;Q1;V) and(d2;V ;Q2;V) as follows using the key generation primitive speci-
fied in Section 3.2.1 of SEC 1 [1].

Input: The elliptic curve domain parameters sect163k1 as specified in GEC 1 [2].

Actions: V selects two key pairs.

1. Generate an integerd1;V .

1.1. Randomly or pseudorandomly select an integerd1;V in the interval[1;n�1].

d1;V = 501870566195266176721440888203272826969530834326

1.2. Convertd1;V to an octet stringd1;V .

d1;V = 57E8A78E 842BF4AC D5C315AA 0569DB17 03541D96

2. CalculateQ1;V = (x1;V ;y1;V) = d1;V �G.

x1;V = 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C

y1;V = 05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7
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As an octet string with point compression we have:

Q1;V = 0307 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C

3. Generate an integerd2;V .

3.1. Randomly or pseudorandomly select an integerd2;V in the interval[1;n�1].

d2;V = 4002572202383399431900003559390459361505597843791

3.2. Convertd2;V to an octet stringd2;V .

d2;V = 02 BD198B83 A667A8D9 08EA1E6F 90FD5C6D 695DE94F

4. CalculateQ2;V = (x2;V ;y2;V) = d2;V �G.

x2;V = 06 7E3AEA35 10D69E8E DD19CB2A 703DDC6C F5E56E32

y2;V = 06 76C1358A 4EEA8050 564C6E82 8385DCE1 427152EB

As an octet string with point compression we have:

Q2;V = 0306 7E3AEA35 10D69E8E DD19CB2A 703DDC6C F5E56E32

Output: The two elliptic curve key pairs(d1;V ;Q1;V) and(d2;V ;Q2;V) with:

d1;V = 501870566195266176721440888203272826969530834326

Q1;V = ( 07 2783FAAB 9549002B 4F13140B 88132D1C 75B3886C;

05 A976794E A79A4DE2 6E2E1941 8F097942 C08641C7)

d2;V = 4002572202383399431900003559390459361505597843791

Q2;V = ( 06 7E3AEA35 10D69E8E DD19CB2A 703DDC6C F5E56E32;

06 76C1358A 4EEA8050 564C6E82 8385DCE1 427152EB)

V sharesQ1;V with U in an authentic manner.U should check thatQ1;V is valid. In addition,V shares
Q2;V with U . U should check thatQ2;V is at least partially valid.
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5.2.4 Key Agreement Operation forU

To agree on keying data,U andV simultaneously perform the key agreement operation.U establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.

2. The optional stringSharedIn f ois absent.

Actions: U establishes keying data as follows:

1. Sett = d(log2n)=2e= 82.

2. ComputeQ2;U usingQ2;U .

2.1. ParseQ2;U to getx2;U .

x2;U = 01 5198E74B C2F1E5C9 A62B8024 8DF0D62B 9ADF8429

2.2. Convertx2;U to an integerx using the conversion routing specified in Section 2.3.9 of SEC 1
[1].

x = 1927339751756164565444710620848523211420513305641

2.3. Calculatex� x (mod 2t).

x = 4231914679348092184003625

2.4. CalculateQ2;U = x+2t .

Q2;U = 9067617957806608882828329

3. Compute the integer:s� d2;U +Q2;U �d1;U (modn).

s = 5558461394684286933414284105086780726014791562704
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4. ComputeQ2;V usingQ2;V .

4.1. ParseQ2;V to getx2;V .

x2;V = 06 7E3AEA35 10D69E8E DD19CB2A 703DDC6C F5E56E32

4.2. Convertx2;V to an integerx0 using the conversion routine specified in Section 2.3.9 of SEC 1
[1].

x0 = 9489656506662991559524977000919079181712074567218

4.3. Calculatex0 � x0 (mod 2t).

x0 = 2168349066751129321565746

4.4. CalculateQ2;V = x0+2t .

Q2;V = 7004052345209646020390450

5. Compute the elliptic curve pointP= (xP;yP) = hs� (Q2;V +Q2;VQ1;V).

5.1. ComputeQ2;VQ1;V = (xVT1
;yVT1

).

xVT1
= 05 12570FF3 BF8D099C 2E1DD7CC 18B7F046 68111D51

yVT1
= 05 707BAF0C B9DF3A89 C3BF5CB6 2670A91A 05B0277D

5.2. ComputeQ2;V +Q2;VQ1;V = (xVT2
;yVT2

).

xVT2
= 07 4B9CB7E5 57683220 3E410F19 D34D0A34 044ADEFD

yVT2
= 06 8D82B90C 77031F42 CE575B5D 9DE8CBA5 799DB3DD

5.3. ComputeP= (xP;yP) = hs� (Q2;V +Q2;VQ1;V).

xP = 03 8359FFD3 0C0D5FC1 E6154F48 3B73D43E 5CF2B503

yP = 03 3D2E58C1 B3A46B6C EC8CE8BB 1415D368 D8F47C6E

6. Verify thatP 6= O, OK.
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7. Setz= xP.

z = 03 8359FFD3 0C0D5FC1 E6154F48 3B73D43E 5CF2B503

8. Convertz to an octet string.

Z = 03 8359FFD3 0C0D5FC1 E6154F48 3B73D43E 5CF2B503

9. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.

9.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 03 8359FFD3 0C0D5FC1 E6154F48 3B73D43E 5CF2B503 00000001

9.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 49111524 921C9033 3A317C3D 04A5FCD3 D45B2880

9.3. GetK = Hash1.

K = 49111524 921C9033 3A317C3D 04A5FCD3 D45B2880

Output: The keying dataK.

K = 49111524 921C9033 3A317C3D 04A5FCD3 D45B2880

5.2.5 Key Agreement Operation forV

To agree on keying data,U andV simultaneously perform the key agreement operation.V establishes
keying data as follows.

Input: The key agreement operation takes the following input.

1. The integerkeydatalen= 20 which is the number of octets of keying data to be produced.
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2. The optional stringSharedIn f ois absent.

Actions: V establishes keying data as follows:

1. Sett = d(log2n)=2e= 82.

2. ComputeQ2;V usingQ2;V .

2.1. ParseQ2;V to getx2;V .

x2;V = 06 7E3AEA35 10D69E8E DD19CB2A 703DDC6C F5E56E32

2.2. Convertx2;V to an integerx using the conversion routine specified in Section 2.3.9 of SEC 1
[1].

x = 9489656506662991559524977000919079181712074567218

2.3. Calculatex� x (mod 2t).

x = 2168349066751129321565746

2.4. CalculateQ2;V = x+2t .

Q2;V = 7004052345209646020390450

3. Compute the integer:s� d2;V +Q2;V �d1;V (modn).

s = 1166731198425621115285501679703432142518562048585

4. ComputeQ2;U usingQ2;U .

4.1. ParseQ2;U to getx2;U .

x2;U = 01 5198E74B C2F1E5C9 A62B8024 8DF0D62B 9ADF8429
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4.2. Convertx2;U to an integerx0 using the conversion routine specified in Section 2.3.9 of SEC 1
[1].

x0 = 1927339751756164565444710620848523211420513305641

4.3. Calculatex0 � x0 (mod 2t).

x0 = 4231914679348092184003625

4.4. CalculateQ2;U = x0+2t .

Q2;U = 9067617957806608882828329

5. Compute the elliptic curve pointP= (xP;yP) = hs� (Q2;U +Q2;UQ1;U).

5.1. ComputeQ2;UQ1;U = (xUT1
;yUT1

).

xUT1
= 04 20A11505 4CAC5002 08EB97FD FE5108E3 A3583472

yUT1
= 02 0A5C1285 A25C9A0C 998FFAD3 43B2D4AB EFC22DFA

5.2. ComputeQ2;U +Q2;UQ1;U = (xUT2
;yUT2

).

xUT2
= 07 B798B831 2F361739 12601591 C88162E7 39934166

yUT2
= 00 E19C2CA0 CF7EB554 2E98C197 F8AAACA5 275553A5

5.3. ComputeP= (xP;yP) = hs� (Q2;U +Q2;UQ1;U ).

xP = 03 8359FFD3 0C0D5FC1 E6154F48 3B73D43E 5CF2B503

yP = 03 3D2E58C1 B3A46B6C EC8CE8BB 1415D368 D8F47C6E

6. Verify thatP 6= O, OK.

7. Setz= xP.

z = 03 8359FFD3 0C0D5FC1 E6154F48 3B73D43E 5CF2B503
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8. Convertz to an octet string.

Z = 03 8359FFD3 0C0D5FC1 E6154F48 3B73D43E 5CF2B503

9. Use the key derivation function ANSI-X9.63-KDF with SHA-1 to generate keying dataK of length
20 octets fromZ.

9.1. AppendCounter1 = 00000001 to the right ofZ.

Z1 = 03 8359FFD3 0C0D5FC1 E6154F48 3B73D43E 5CF2B503 00000001

9.2. ComputeHash1 = SHA-1(Z1).

Hash1 = 49111524 921C9033 3A317C3D 04A5FCD3 D45B2880

9.3. GetK = Hash1.

K = 49111524 921C9033 3A317C3D 04A5FCD3 D45B2880

Output: The keying dataK.

K = 49111524 921C9033 3A317C3D 04A5FCD3 D45B2880
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