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mi,sed and that an attacker was able to generate and sign certificates_ .  .  •

This document documents the result of the security analysis that has been
perforitied.,FUrtli:e#3.:06,4he a4istinS that have been taken to preventther sectinty incidents
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_ d o e l i b i e l
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Cause of the s o o t t i l
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- T h e  altaeker compromised a webserver of Diginotar due to a security
vuhieribility that is Present within the DotNetNuke software.

DotNetNake version 4.8.2.0 is installed on host winsrv119. This version
is affected by a file upload -
v u l n e r a b i l i t y .  
F o r  
d e t a i l s ,  
s e e :

htt ://www.dotnetuuke.comiNews/Securi / S e c u r i  -Bulletin-no 16 as ix
Evidence found

The attacker compromised the host winsrv119. Tools have been found on
this host that are used to obtain the password hashes of local system us-
ers, such as the administrator user. A file containing these hashes has
been found. Due to the weak security of Windows paSswords, it must be
assumed that the attacker Was able to compromise the passwords (for ex-
ample with rainbow tables) of the accounts found on the system. On the
system, the Administrator account and the domain administrator account
of one of the system administrators is present.
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According to One of the biStieM adnainistrators, the local_adul4stratorthis.account password iS used
'On most other systems. Spot checks Confirm

" The attacker Was able to tr,avetS e--infrasfruCtute-_-a.V_obtAna access to at
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as been found that iiiili6ateS 'Oorhiitcbkittatipii.

It has been verified that 'CAs could congkimicate through fiTTP(S) with
syStenas present Withinihe external 0/‘12, such as the compromised
hosts. in turn, the coMptOniised hosts could communicate with other
hosts on the internet tial-oUgh HTTP(S)._
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Firewall log analysis showed that the attacker was using the systems upto 22 July 2011.

Known compromised Systems
w m i § T v - l o 4 --ebgeivet)

Actions taken
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- Winsrv118 (Docproof)
Winsrv119 (Docproof)

- Winsrv10 8 (TIM)
- Winsrv055 (Relaties CA)
- Winsrv056 (Public CA)

Confidential

1. The docproof servers have been taken offline to prevent further ac-cess.

2. Docproof servers are no longer accessible from the Internet but are
active to keep some production processes online

3. Extra firewall rules have been enabled to restrict access to the 'se-
cure' network containing the CAs. Also, outgoing traffic is restricted.
Please note that some hosts in the secure network can connect to
DMZ systems for production purposes (http(s)).
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4. A  disk image has been created from the following systems:
Winsrv119 (Docproof)
Winsw055 (Relaties CA)
Winsfv056 thrb]ic CA.

These images can be used for further analysis.

5_ A  script has been created to scan all sewer systems and workstations, _  _ •  _
PrimarYfor knoWn inalicions files_ Piles 'Created by the attacker has been the

6. A l l  cOmpromised systems have been virus Scanned and ant i-root
software has1;10
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Event
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Rc_igile.0.6it.i_fi4t.e,0are.generated on two CAs
Last onthotind traffic to attacker lP address ac-
cording to the fire*all log
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