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“Clear understanding of 
Chinese intelligence 

serves more than the CI 

”
mission.

Introduction

Scholars of intelligence and com-
parative politics have tended to 
overlook intelligence services as 
bureaucratic organizations and as 
components of government informa-
tion-processing systems. As a conse-
quence, conventionally trained 
analysts and most journalists tend to 
overlook the role of intelligence and 
security services in extending and 
maintaining state power and interna-
tional policy goals.

In the case of China, the intense 
focus of writers on the ups and 
downs of US-Chinese relations sel-
dom leads to efforts to more deeply 
understand China and the sources of 
its government’s behavior, and, in 
particular, the effects that Chinese 
intelligence services might have on 
that behavior. Even when journal-
ists and other commentators address 
the seemingly monthly appearance 
of new details of Chinese human 
and technical espionage, analysts 
tend to focus on each incident as a 
bellwether of the US-Chinese rela-
tionship or as a straightforward 
counterintelligence (CI) issue.

Protecting the integrity of US 
intelligence and policy processes is 

an important task for the US Intelli-
gence Community, but clear under-
standing of Chinese intelligence 
serves more than the CI mission. At 
the core, analysis of Beijing’s intelli-
gence institutions is about trying to 
understand systematically how the 
Chinese government uses informa-
tion to inform its policy formula-
tion, guidance to diplomats and 
security officials, and the execution 
of its policies.

Just as importantly, China’s civil-
ian intelligence and security agen-
cies are empowered to arrest and to 
operate inside and outside China. 
The distinction between intelligence 
and internal security policy is mini-
mal, institutionally speaking. This 
makes these services not just part of 
a policy staff process but an integral 
tool for the preservation of the 
power of the Chinese Communist 
Party (CCP).a 1 Yet, very little is 
known about the organizations 
themselves and their importance to 
China and its future.2 

The Analytical Questions

The Chinese intelligence services 
(CIS) present three distinct analytic 
challenges critical to understanding 

a Beijing has consistently identified this goal as a “core interest” of China, indicating a willingness to 
use force if necessary.
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the future of China and US-Chinese 
relations.

The CIS and Domestic Political 
Activists

First, insights into China’s politi-
cal future require analysis of the 
competition between domestic polit-
ical activists and the security ser-
vices. A decade ago, China’s 
security state appeared to be erod-
ing as modern communications tech-
nology swept across the country. 
Today, domestic intelligence agen-
cies have adapted to the Internet and 
mobile communications and are 
capable of following electronic 
breadcrumbs left behind as people 
move through China’s “informa-
tized” (xinxihua) society. Whether 
the current regime stays in power or 
a political movement generates 
enough momentum for political 
reform will depend on how effec-
tively China’s internal security 
forces perform their work.

Evolution of Chinese Intelligence
The second issue to be watched is 

the evolution of the Chinese intelli-
gence community, particularly on 
the civilian side. Internally oriented 
security services tend to reinforce 
the leadership’s worst fears about 
potential adversaries, the United 
States in particular,3 and China’s 
civilian intelligence organizations 
both focus on internal security.

The degree to which Beijing 
resolves the issues of overlapping 
jurisdictions—or, at least, insulates 
the foreign intelligence function 
from internal security—will help 
determine the tone and relative 
objectivity of foreign intelligence 
products reaching the leadership. As 

Chinese foreign interests widen, Bei-
jing increasingly will call upon the 
intelligence services to provide 
inputs to assessments of the inten-
tions of states capable of harming 
China’s interests abroad.

Information Processing Systems
The final challenge is evaluation of 

the Chinese intelligence commu-
nity’s information processing sys-
tems. The civilian ministries include 
national, provincial, and local ele-
ments, which operate under compet-
ing horizontal and vertical lines of 
authority. The military intelligence 
services under the General Staff 
Department compose China’s only 
all-source intelligence capability, but 
the mechanics of intelligence fusion 
in the People’s Liberation Army 
(PLA) are opaque.

How these agencies collect, pro-
cess, and disseminate intelligence 
affects Chinese behavior, and, with 
the rise of cyberspace issues, the 
volumes of information are poten-
tially staggering and difficult to 
manage. Knowing how this system 
works is a prerequisite to ensuring 
US leaders can be certain US state-
ments and acts are interpreted as 
they were intended.

In this essay I will outline a 
research agenda on the Chinese 
intelligence services built around 
these three challenges, and I will 
suggest some of the factors that 
should underpin future analysis.

❖ ❖ ❖

Fundamentals of Chinese 
Approaches

Before addressing the analytic 
questions, I will briefly address some 
misunderstandings of the nature of 
Chinese intelligence operations. 
Many, perhaps most, US observers of 
Chinese intelligence have argued that 
the Chinese think about and collect 
intelligence in ways fundamentally 
different from Western or even Rus-
sian intelligence.

In large measure this perception 
stems from Chinese attempts to 
acquire, legally and otherwise, West-
ern technology information to sup-
port Chinese modernization and 
economic priorities. These efforts 
have been equated with Chinese 
intelligence collection and have been 
labeled the “mosaic” or “grains of 
sand” approach. Chinese intelli-
gence, it has been argued in this con-
text, has four basic tenets: 

• Chinese intelligence focuses 
on ethnic Chinese as sources; 

• It relies on amateur collectors 
rather than professional intel-
ligence officers; 

• It does not use intelligence 
tradecraft familiar to West-
ern services; 

• It pursues high volumes of 
low-grade (if not entirely 
unclassified) information.4

This view falls down on both con-
ceptual and empirical grounds. Con-
ceptually, both US and Chinese 
analysts describe intelligence in sim-
ilar terms—a specialized form of 
knowledge for reducing uncertainty 
during decision making. Empiri-
cally, the cases linked to the Chi-
nese intelligence services—not 

As Chinese foreign interests widen, Beijing increasingly will call
upon the intelligence services.
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simply the illegal activities of Chi-
nese nationals or companies—dem-
onstrate that professional Chinese 
intelligence officers use familiar 
tradecraft in formalized intelligence 
relationships with their sources. 
Additionally, cases are not limited to 
ethnic-Chinese whatever their 
nationality.a 5

Chinese Doctrine
Chinese writings on intelligence 

bear remarkable similarity to famil-
iar US definitions of intelligence 
functions and goals. Sun Tzu taught 
that “foreknowledge” (xianzhi) 
allowed commanders to outmaneu-
ver opponents. More modern defini-
tions range from “activating 
[catalytic] knowledge” (jihuo zhi-
shi) to information to protect 
national security, domestic stability, 
or corporate interests in a competi-
tive environment.6

Chinese military scholars today 
frame intelligence as a distinct sub-
set of knowledge, defined by its rele-
vance to decision makers and a 
competitive environment. Specifi-
cally, intelligence is transmittable 
(chuandi xing) and is knowledge that 
satisfactorily (manzu xing) resolves 
a specific decision-making 
problem.7

Empirically, Chinese intelligence 
officers consistently have demon-
strated the use of widely practiced 
professional tradecraft, having suc-
cessfully exploited for political and 
military intelligence purposes agents 

with vulnerabilities familiar to any-
one who follows the subject. The use 
of such tradecraft goes back to the 
most famous early known cases, 
Larry Wu-Tai Chin and Bernard 
Boursicot (M. Butterfly). The for-
mer began in the 1940s and latter in 
the 1960s.

Similar techniques have been 
applied in more recent cases—Gregg 
Bergersen, Chi Mak, James Fon-
dren, and Tai-Shen Kuo. These 
revolved around a single Chinese 
intelligence officer, and possibly a 
second.8 Each of these sources was 
paid for sensitive information and all 
were aware of an intelligence rela-
tionship.

Consequences of the Conventional 
View

Misapprehension of Chinese intel-
ligence practices has consequences. 
Most basically, the “mosaic” or 
“grains of sand” concepts fail to 
guide the organization, prioritiza-
tion, and execution of CI efforts 
against Chinese national and corpo-
rate intelligence threats because the 
concepts do not differentiate 
between the varied Chinese collec-
tors and their motivations as well as 
their varied signatures and risks to 
the United States:

• The “mosaic” concept does not 
help clarify what aspects of 
Chinese information and tech-

nology collection are impor-
tant, whether the collection is 
linked to Chinese intelligence 
services or not. If “Chinese 
intelligence” includes every-
thing from the intelligence 
services to a corporation to a 
criminal entrepreneur, then 
the term becomes almost 
meaningless.b

• A belief that the Chinese rely on 
amateur operatives risks leading 
CI professionals to dismiss or be 
inattentive to the threat posed by 
China’s professional services.9

• When economic espionage 
with no connection to the Chi-
nese intelligence services is 
interpreted as “Chinese intel-
ligence,” less attention will be 
paid to what those organiza-
tions actually do. The Chinese 
intelligence services and the 
Chinese defense industries are 
distinct entities, although they 
may sometimes work for 
mutual benefit.

• The “grains of sand” concept 
focuses analytic attention on 
the CI risk individuals pose 
rather than on government 
intelligence services.

Still, it should be borne in mind 
that while the evidence shows that 
Chinese and US intelligence con-

a  The Chinese intelligence services have balanced finding targets with access and sources able to travel back-and-forth to China. That many of these individ-
uals were ethnically Chinese is a function more of opportunity than intent, because China-based case officers have run most known Chinese operations. More-
over, many of Beijing’s intelligence targets are, in fact, ethnically Chinese, such as Taiwan and overseas dissident groups—where foreigners are targeted, the 
results are cases like Boursicot’s and Glenn Shriver’s. 
b After the Congressional investigation into the Chinese espionage scandals of the 1990s, the committee tried to warn future analysts to be clear in their dis-
tinctions. The Cox Committee’s final report admonished that “those unfamiliar with Chinese intelligence practices often conclude that, because intelligence 
services conduct clandestine operations, all clandestine operations are directed by intelligence agencies. In the case of [China], this is not always the rule.”

Chinese writings on intelligence bear remarkable similarity to
familiar US definitions of intelligence functions and goals.
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cepts and methods may not be too 
far apart, intelligence organizations 
operate in the service of national 
policy. The needs and priorities of 
decision makers guide the activities 
of intelligence services and their 
operations.

Beijing and Washington are 
engaged in dramatically different 
competitions that need active intelli-
gence support. For example, coun-
terterrorism in both countries 
focuses on noticeably different prob-
lems. US intelligence agencies pri-
marily are concerned with terrorists 
abroad and their efforts to go opera-
tional within the United States.

China, by contrast, confronts 
domestic terrorists that apparently 
have relatively fewer foreign links. 
The operational challenges related to 
collecting intelligence on these 
essentially different terrorist threats 
produce different kinds of intelli-
gence activity. Observers should be 
careful not to go too far in describ-
ing the similarities between the two 
systems, especially given the differ-
ing cultures and ways of thinking.10

The Challenges

Thinking of China’s intelligence 
services as bureaucratic organiza-
tions raises questions of what func-
tions they serve as part of the state’s 
administrative apparatus and how 
well they perform those functions. 
Below, I will outline what I believe 
are the three principal analytic chal-
lenges to understanding the Chinese 
intelligence services and their rela-
tionship to the future of China and 
US-Chinese relations.

1. Assessing China’s Internal 
Security Apparatus

Informed assessments of the capa-
bilities and performance of China’s 
internal security system may not 
have direct payoffs in terms of imme-
diate US policy goals, but they are 
key elements in evaluations of 
China’s stability—in turn a key fac-
tor in a number of US strategic 
interests in Asia. Analysis of China’s 
internal security forces is the first 
step toward a net assessment of the 
competition between China’s politi-
cal reformers and its governing 
apparatus. While the United States 
may not wish to influence this con-
test directly, US policymakers should 
be aware of its progress and the via-
bility of Chinese opposition.

For at least the past 15 years, 
China has appeared precariously 
unstable; various sources have noted 
mounting unrest—now well over 
100,000 “mass incidents” per year.11 
Reports and photographs of violent 
demonstrations in various places 
have given rise to analysis that “Bei-
jing’s control over the coercive sys-
tem, as well as that system’s 
capacity to maintain social control, 
appears to be slipping.”12

Since that assertion was published 
in 2001, Beijing has reinvigorated its 
coercive apparatus. As the Chinese 
citizenry gained access to the Inter-
net and mobile communications, the 
authorities have increased their 
investment in internal security. 
According to press reports, State 
Council budget figures for 2010 and 
2011—even if not broken out by 
agency—show that the expenditures 
on internal security systems have 

outpaced the cost of China’s dra-
matic military modernization, com-
ing in at $95 billion compared to 
$92 billion in 2010 and up to $111 
billion for 2012.13

Following several years of local-
level experimentation with intelli-
gence-led policing, State Councillor 
and Minister of Public Security 
(MPS) Meng Jianzhu announced the 
nation-wide adoption of “public 
security informatization” (gong’an 
xinxihua) at an MPS conference in 
2008. “Public security informatiza-
tion” refers to the process of inte-
grating information more closely 
into police operations, including 
both domestic intelligence gathering 
and information management com-
ponents.

On the former, the MPS directs its 
officers to focus on collecting infor-
mation about potential social distur-
bances. The most well-known 
example of the latter is the Golden 
Shield project, which is primarily 
about linking a variety of national- 
and local-level databases with per-
sonal information collected from 
hotels, phone companies, and other 
businesses that require true-name 
registration. This data then can be 
aggregated and used to generate 
tasking for police stations automati-
cally when a person-of-interest turns 
up in that jurisdiction.14

What Beijing really appears to be 
aiming for is creation of the capac-
ity to create a panoptic state, a 
capacity that goes beyond what nor-
mally is thought of as domestic 
intelligence. In the CCP’s leading 
journal, China’s senior leader 
responsible for security and stabil-
ity, Zhou Yongkang, laid out the 
desired “social management sys-
tem” (shehui guanli tixi), which he 
said would include integrating MPS 

What Beijing really appears to be aiming for is creation of the
capacity to create a panoptic state.
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intelligence with public opinion 
monitoring and propaganda to shape 
people’s decision making about 
appropriate actions in the public 
sphere.15

Since the publication of Zhou’s 
article, the MPS has launched two 
new efforts to change the level of its 
public engagement. On 27 Septem-
ber 2011, the MPS formally 
approved a nationwide policy for 
public security elements’ use of 
microblogs to spread a ministry per-
spective and inform Chinese citi-
zens about safety concerns.16 In 
December 2011, the MPS also 
pushed police officers out of their 
stations as part of a campaign to win 
over the hearts and minds of the Chi-
nese people—and to monitor public 
opinion.17

The idea of information control 
has deep roots in Chinese strategic 
thought and may provide insight into 
how Beijing is acting on its domes-
tic ambitions. Beginning with Sun 
Tzu, Chinese strategists have envi-
sioned a seamless web of counteres-
pionage, information collection, 
agent provocateurs, and propagan-
dists—what Sun Tzu called the 
“divine skein.”18

Intelligence as information to sup-
port decision making is only one 
part of the overarching idea of 
achieving information superiority. 
For example, modern PLA strate-
gists divided strategic information 
operations into multiple categories 
including manipulation of adversary 
decision making, intelligence and 
offensive counterintelligence, and 
efforts to erode or destroy an oppo-
nent’s sensors, both human and 
technical.19

The question is whether these 
ideas permeate internal security and 

how far the MPS and MSS go in 
attempting to draw out potential dis-
sidents—not just identifying already 
active subversive elements.20

The MPS rejuvenation fits within a 
broader strategy of localizing griev-
ances while preserving the legiti-
macy of the central government in 
Beijing.21 The visible signs that this 
strategy is working include exam-
ples of protestors in Guangdong 
Province, who, despite their prob-
lem with corrupt local officials, still 
appealed to Beijing.22

The potential ability to track mil-
lions of people and register their 
communications would support this 
strategy by making it easier to fol-
low activists and malcontents wher-
ever they go, physically and 
virtually. People like the lawyers 
Chen Guangcheng and Gao Zhish-
eng, artist Ai Weiwei, and authors 
Chen Wei, Yu Jie, and Liu Xiaobo 
are dangerous because they draw 
attention to systemwide grievances 
and directly challenge the CCP’s 
role in perpetuating official abuse.23

The final question about the MPS 
and related security offices is what is 
their degree of political influence. 
Do the internal security forces 
merely execute policy or are they 
intimately involved in its cre-
ation—and, consequently, in CCP 
policymaking and strategy formula-
tion? Little open-source mate-
rial—other than published career 
information and public leadership 
functions—help in analyzing this 
question.

The largely unchronicled rise of the 
MPS during the past decade sug-

gests Meng and his predecessor Zhou 
Yongkang are largely responsible for 
reforming the MPS and raising the 
profile of “social management” and 
“preserving stability.”

Yet despite the growing impor-
tance of the CCP’s efforts to moni-
tor and shape an increasingly 
contentious Chinese society,24 
nowhere can be a found a public 
profile of either of these two men 
that analyzes their impact on policy 
or the organizations they oversee.

2. Evolution of the Chinese 
Intelligence Community

While analysts of Chinese intelli-
gence activities often invoke China’s 
long history of espionage, the Chi-
nese intelligence community as cur-
rently constituted is less than 30 
years old. While culture matters, 
institutions are affected by much 
more—including incentives, leader-
ship attention, and measurements of 
performance. Assessments of devel-
oping bureaucratic and political 
relationships may be difficult, even 
impossible, using only open-source 
material, but clearer understanding 
of them will help US intelligence and 
policymakers understand the con-
flicting interests that will shape the 
Chinese intelligence apparatus and 
its contribution to Chinese policy-
making, especially as Beijing’s inter-
ests abroad grow and create new 
bureaucratic space and possibly 
greater influence for the intelli-
gence service most able to respond 
to leadership needs.

Since its creation in 1983, the Min-
istry of State Security (MSS) has 

The idea of information control has deep roots in Chinese stra-
tegic thought.
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fought to carve out its operational 
and policy space from the Ministry 
of Public Security. When Beijing 
created the MSS, it fused the rem-
nants of the CCP’s Investigation 
Department with the intelligence- 
and counterintelligence-related com-
ponents of the MPS.

The first minister of state security 
had been a senior vice minister of 
public security. Thus, the MSS 
lacked a distinct identity, drawing as 
it did from several organizations that 
were still in the process of reconsti-

tuting from the chaos of the Cultural 
Revolution (1966–76).25

Recent developments suggest Bei-
jing may be placing more emphasis 
on the MSS and other intelligence 
services to develop stronger foreign 
intelligence capabilities. The first 
sign was the selection of Geng 
Huichang as the new MSS chief in a 
ministerial shakeup in August 2007. 
Geng became the first minister with 
a foreign affairs, rather than internal 
security, background. He reportedly 
served as a professor at the MSS-
affiliated Beijing International Rela-
tions Institute and as a scholar, and 
later director, at the MSS think tank, 
the China Institutes of Contempo-
rary International Relations.26

A second sign is the emergence 
since 2008 of PRC intelligence oper-
ations conducted entirely outside of 
China. Until then, no exposed Chi-
nese espionage case occurred with-
out operational activity inside China 
—that is, no operation occurred 
without a physical connection to 
China. The Swedish first identified 
the new approach in 2008, when 
they uncovered Chinese intelligence 
officers in the Chinese embassy in 
Stockholm who had recruited a 
Uyghur émigré to spy on fellow 
émigrés in Europe and beyond. The 
Germans may have identified the 
second, alleging the existence of a 
spy ring run by a Chinese intelli-
gence officer out of the Chinese con-
sulate in Munich in 2009. Last year 
a case involved the Taiwan Army’s 
director of telecommunications and 
electronic information, who was 
recruited in Bangkok.27

Understanding is also needed of 
the role of military intelligence 
(especially 2PLA) in any competi-
tion for shares of the state budget 
and for influence within the central 
leadership. Chinese military mod-
ernization, especially the PLA’s 
development of precision-guided 
weaponry, has created a new need 
for timely tactical intelligence—tar-
geting and data guidance, as well as 
information to guide bomb damage 
assessments, for example.28 While 
2PLA has been known as “China’s 
CIA,”29 the military’s need for more 
intelligence support would have cre-
ated pressure for 2PLA to focus 
more on military requirements rather 
than national policymakers.30

Chinese policymakers—with the 
exception of two civilian members 
of the Central Military Commission 
—can exercise little direct influence 
over the PLA. Thus the PLA’s intel-
ligence needs could lead it to 
monopolize intelligence resources or 
underinvest in capabilities that might 
otherwise go to meet the require-
ments of the central leadership. If 
PLA intelligence resources become 
more internally directed, as sug-
gested by senior personnel 
appointments,31 then Beijing may 
lose an alternative to the internally 
oriented civilian security and intelli-
gence apparatus.

A second factor to be understood is 
the degree to which bureaucratic 
inertia and the influence of the inter-
nal security elements of the Chinese 
intelligence and security apparatus 
affect developments. The civilian 
organizations, the MPS and MSS, 
report to the political-legal system 
(zhengfa xitong) overseen by Zhou 
Yongkang, who also sits on Polit-
buro Standing Committee. His port-
folio emphasizes preserving internal 
stability (weihu wending gongzuo) 

Recent developments suggest Beijing may be placing more
emphasis on the MSS and other intelligence services to devel-
op more capable foreign intelligence capabilities. 

Chinese Intelligence and 
Security Services a

Civilian 

Ministry of State Security (MSS)
Counterespionage and Counterin-
telligence; Foreign Intelligence; 
Domestic Intelligence

Ministry of Public Security (MPS)
National Police; Domestic Intelli-
gence; 

Military 

Second Department of the People's 
Liberation Army (PLA) General 
Staff Department (2PLA)
Foreign Intelligence; Defense Atta-
ché System; Imagery Intelligence; 
Tactical Reconnaissance

Third Department of the PLA Gen-
eral Staff Department (3PLA)

Signals Intelligence

a Other major intelligence and security 
departments not specifically discussed in this 
essay include the Fourth Department of the 
PLA General Staff Department (4PLA); the 
Liaison Office of the PLA General Political 
Department; the intelligence departments of 
the PLA Navy, PLA Air Force, and Second 
Artillery; and the State Secrecy Bureau.
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It is highly likely that whatever reaches the top will have been
influenced by local procedures and biases.and, according to the Hong Kong 

press, Zhou does not sit on any of 
the foreign policymaking bodies, 
such as the Foreign Affairs Leading 
Small Group (FALSG).32 The minis-
ter of state security only gained an 
FALSG seat in 1998. 33

Both civilian ministries also have 
substantial portions—probably the 
majority—of their personnel in pro-
vincial departments or local bureaus, 
which report to the provincial and 
local party committees in addition to 
their home ministries. Foreign affairs 
however are not handled at the subna-
tional level, encouraging these local 
MPS and MSS units to focus on pro-
vincial, rather than national, con-
cerns like internal stability.

3. Understanding the Chinese 
Intelligence Processing System

If US policymakers hope to shape 
the way China exercises its growing 
influence in the world,34 they will 
require clear understanding of how 
Chinese intelligence interprets offi-
cial US statements and intelligence 
about the United States its services 
collect and evaluate. Will informa-
tion the United States purposefully 
transmits reach China’s senior civil-
ian and military decision makers? 
How it is interpreted will depend on 
the biases and underlying assump-
tions about the United States that 
each of the services have, subjects 
we know little about. Without 
answers to such questions the risk 
will be high that US statements and 
actions will be misinterpreted.

In part the answers to such ques-
tions lie in understanding the ideo-

logical and political prisms through 
which Chinese officials at multiple 
levels view the United States. In part 
the answers lie in the institutional 
frameworks through which intelli-
gence about the United States flows 
and the ways in which the Chinese 
manage intelligence derived from 
the new digital world of large data.

Institutional Frameworks
China, like the United States, has 

separate civilian and military organi-
zations, but it also has components 
of national security and intelligence 
distributed throughout provincial 
and, in some cases, lower levels. 
This is true both for civilian minis-
tries, which have provincial and 
lower level bureaus, and for PLA 
intelligence organizations. An excel-
lent military example is the Third 
Department of the PLA’s General 
Staff Department (3PLA). The 
3PLA—responsible for signals intel-
ligence, computer network recon-
naissance (cyber), and technical 
countermeasures—has offices and 
technical reconnaissance bureaus in 
each of China’s seven military 
regions and several major cities,35 
and it is likely that the Chinese ser-
vices have their own training and 
procurement units in these areas. If 
so, it follows that regional differ-
ences in performance and equip-
ment will exist throughout the PLA’s 
intelligence organizations.36

With multiple levels between the 
sources of intelligence and China’s 
leadership, it is highly likely that 
whatever reaches the top will have 

been influenced by local procedures 
and biases.37 Understanding how 
each of China’s intelligence organi-
zations processes reports, identifies 
important issues, and validates infor-
mation will be key to understanding 
how Chinese perceptions are 
shaped.a 38 Even if understanding 
these processes does not provide the 
insights British signals intelligence 
did into German intentions, it forms 
the beginnings of serious assess-
ment and awareness.

A related question is to what extent 
are institutional and procedural 
biases reflected in the public writ-
ings of Chinese intelligence-affili-
ated analysts. Examples are the 
works of analysts at the military 
intelligence–run China Institute of 
International and Strategic Studies 
and the MSS-run China Institutes of 
Contemporary International 
Relations.39 Are their writings use-
ful in understanding how PLA and 
MSS intelligence analysts filter and 
interpret world events and foreign 
intentions?

Large Data Processing
The reported scale of China’s 

hacking activities suggests terabytes 
of data may be finding their way to 
Chinese intelligence organizations.40 
What happens to the data there 
remains unknown. The intricacy of 
China’s civilian and military secu-
rity and intelligence organizations 
and the variety of services they are 
presumed to provide to a multitude 
of government organizations make it 

a  Students of deception basically come to the same conclusions about what makes deception—influencing an adversary to make disadvantageous decisions by 
denying or supplying information—function well. Would-be deceivers need time, control over their own information, channels through which pass informa-
tion, and the ability to monitor the adversary’s thinking and behavior. 
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 Ferreting out of internal, generally secret, processes may
seem irrelevant to national policy or the daily diplomatic and
commercial relations, but it is no less important for analysts
and policymakers to understand.

difficult, if not impossible, to exam-
ine solely through open sources.

Key questions include how will the 
Chinese take on the challenge of 
processing vast amounts of data that 
human beings, even in the large 
numbers Chinese intelligence pre-
sumably could recruit, are unable to 
process. The challenge goes well 
beyond simple translation problems 
or conversion of data into search-
able formats by organizations with 
different bureaucratic practices and 
jargon. How exploitation of such 
data adds value to Chinese leaders 
and policymakers is yet another 
question—one which Western ser-
vices have probably not even begun 
to address, let alone resolve.

Conclusion

China’s intelligence services have 
long been underanalyzed as major 
bureaucratic organizations and com-
ponents of state power. This may 
have mattered relatively little during 
China’s inward-looking and under-
developed years. Today, its leaders 
are significant players on the world 
stage, and understanding how and 
what they learn about the world and 
how they formulate their policy 
choices is more important than ever. 

Given the complex choices the Chi-
nese face, it is likely that their intel-
ligence services will play an even 
greater role than they have in the 
past.41

The intelligence and intelligence 
analysis challenges the Chinese face 
will look familiar to many US ana-
lysts:

• Determining sources of energy 
and maintaining the security 
of delivery routes. 

• Protecting Chinese officials 
and citizens working abroad.

• Preserving markets for Chi-
nese goods and defense of key 
supply chains, among many 
others.

All of these interests will put pres-
sure on the intelligence services to 
be more active abroad against a wide 
variety of targets, both official and 
not. How intelligence performs mis-
sions in support of these and other 
goals will also serve as indicators of 
Chinese national policy, and possi-
bly in some cases as indicators of 
independent policymaking in the 
services.

At the same time, understanding 
Chinese intelligence remains crucial 
to understanding the state of China’s 
internal stability, although this topic 
cannot be watched solely from an 
intelligence perspective—the pace of 
economic development, indications 
of the PLA’s loyalty to the CCP, and 
signs of the party’s cohesion are 
other keys.

Recent Western misconceptions 
about Chinese intelligence opera-
tions and insufficient scholarly 
attention to intelligence organiza-
tions have limited awareness of how 
these institutions actually function, 
but, as China’s influence grows and 
domestic unrest continues, failure to 
remedy these deficiencies will be to 
the detriment of the United States 
and others with similar policy per-
spectives.

Finally, open-source researchers 
are likely only to be able to estab-
lish the broad contours and systemic 
pressures under which Chinese intel-
ligence operates. They may also be 
able to offer the questions in need of 
research. But much of that research 
involves the ferreting out of inter-
nal, generally secret, processes. That 
work may seem irrelevant to broad 
national policy or the daily blow-by-
blow of diplomatic and commercial 
relations, but it is no less important 
for analysts and policymakers to 
understand.

❖ ❖ ❖
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