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Abstract

Convex hulls are fundamental problems in computational geometry. Secure multi-party geometric
computation is a type of specific secure multi-party computation problems, and has found various
applications in many areas as military, computer graphics, etc. In this paper we give some more efficient
secure protocols on planar convex hulls, including the point inclusion problem, the intersection and the
union of two convex hulls. In addition, we give some basic protocols in secure computational geometry,
including angle of elevation, intersection of two line segments, and secure binary search protocol. We
envisage these basic protocols will be useful in further study to secure computational geometry.
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1 Introduction

Secure Multi-party Computation (SMC) problems deal with the following situation: Two (or
many) parties want to jointly perform a computation. Each needs to contribute its private input
to this computation, but neither should disclose its private inputs to the others, or any third party.
According to the theoretical SMC studies, all of the SMC problems can be solved in theory by
using the circuit evaluation protocol [1]. But using this general solution for special cases of multi-
party computation can be impractical; special solutions must be developed for special cases for
efficiency reasons. Motivated by this observation, researchers have started to look for special
solutions for each specific SMC problem. Secure multi-party geometric computation is a type of
specific secure multi-party computation problems, and has found various applications in many
areas as military, computer graphics, etc., its study was initiated by Atallah et al. [2] with their
work on secure point inclusion problem and polygonal intersection problem. Their protocol for
the point inclusion problem is applicable to simple polygonal domain and has round complexity
O(n) where n is the number of edges of the polygon. Later, in [3], the point inclusion problem for

*This work is supported by the National Natural Science Foundation of China under Grant 60973134, 61173164,
61003232, and the Natural Science Foundation of Guangdong Province under Grant 10351806001000000.
*Corresponding author.
Email address: byang@snnu.edu.cn (Bo Yang).

1548-7741 / Copyright (C) 2012 Binary Information Press
April 2012



916 B. Yang et al. / Journal of Information & Computational Science 9: 4 (2012) 915-929

circular domain was studied. However, their solution is not secure in the sense that each party
obtains additional information regarding the location of the other party’s object. Moreover, their
solution is highly inefficient. In [4], a more efficient protocol for the point inclusion problem in a
circular domain was proposed, but the protocol is applicable only to integer points in a plane. In
[5], the point inclusion problem in a star-shaped domain and a more general polygonal domain
were considered. Two protocols for the star shaped domain have round complexities O(n) and
O(logn) respectively, and a protocol for more general polygonal domain has round complexity
O(n), where n is the number of vertices. However, in each round, two secure scalar product
protocols and two millionaire protocols are needed in the first protocol, two secure scalar product
protocols are needed in the second protocol and the third protocol, the complexities of three
protocols are O(2n) times the addition of the one of a secure scalar product protocol and the one
of the millionaire protocol, O(2logn) times the one of a secure scalar product protocol, O(2n)
times the one of a secure scalar product protocol, respectively.

In this paper we give some more efficient secure protocols on convex hulls, including the point
inclusion problem, the intersection and the union of two convex hulls.

In the following, we will use some fundamental concepts and existing protocols, including the
semi-honest model, millionaire protocol, secure scalar product protocol, homomorphic encryption
schemes, commutative encryption schemes, the relative location of a point to a directed line
segment, secure location of a point to a directed line segment protocol, secure computation of
two points distance. For these fundamental concepts and protocols, the reader is referred to [6].

2 Some Fundamental Protocols in Computational Geom-
etry

In this section, we will further give two basic protocols in secure computational geometry, secure
computation of angle of elevation and secure intersection of two line segments protocol.
2.1 Secure Computation of Angle of Elevation

We assume that Alice has a private point FPy(x, 7o) and Bob has a private line segment with
two endpoints P;(z1,¥1), Po(72,y2). The angle of elevation that Py(z,yo) makes with P, P, as

the reference edge is which between the vectors P, P, and P, F,, denoted as the scalar product
0 = arccos E@r.
|PLP:|-| PLF|

The protocol is as follows
Protocol 1 (Secure angle of elevation protocol)
Inputs: Alice has a private point Py(xo, 7o) and Bob has a private line segment with two endpoints
Pi(x1,91), Pa(w2, y0).

Outputs: Alice gets the angle of elevation 6.

(1) Alice takes a vector X = (¢, yo, 1), Bob takes a vector

—_ _ - — - - . .
Y = (fgn - 21 (z2 le n2=v1)) “and a random number v, in which d = | P, P|.

(2) Alice engages in a secure scalar product protocol with Bob, and gets u = X - Y + v.
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(3) Bob sends v to Alice.
(4) Alice engages in a secure two points distance protocol with Bob, and gets dy = | P, Fy|.

(4) Alice computes the angle as § = arccos ‘;_j’)—;;r‘.
1170

Theorem 1 The Protocol 1 is correct, secure, and the complexity is twofold the one of a secure
scalar product protocol.

Proof. Correctness: Because u—v = XY = L[zo(xo—21)+yo(y2—y1) —21 (22—21)—y1 (y2—11)] =

—_—
1 P1P>-P1 Py

(@2 — @) (w0 — 1) + (Y2 — Y1) (vo — 1)] = é[(@ — 1Yz — 1) - (To — 21,50 — y1)] = Pip|

—_—
D P — arecos 2=

Therefore 6 = arccos =210
| P P2|-| P Pl | P1Pol

Security:

In definition of simulation paradigm(Definition 1 section 2.1 of [6]), * = {Fo(xo,y0)}, vy =

Pz, ), Po(22,92)}, f(2,y)
= 0,view(z,y) = {Po(xo,%0),0,dy, u,v} satisfying cosf = L a(ny) = outputy (z,y). We
construct a simulator S; as follows:

Sy receives { Po(xo, yo), 0} as its inputs, and proceeds by

—
(1) S; selects randomly and uniformly a point Pj(z),]), and computes dy = |PyP]|.

(2) S; constructs a vector Y/ = (cos a, sin «r, —x cos e — ¥} sin ) with « as unknown variable.

Xy’
. o
cos a, sin «, therefore, gets the vector Y.

(3) S establishes an equation cos ) = , in which X = (¢, yo, 1), solves this equation to get

(4) S selects randomly and uniformly a number v" and computes v’ = X - Y’ + /.

(5) Sl OUtPUtS Sl(xa f(x>y)) = {P()(an y(])? 97 ,

dy,u',v'}, in which 0, dy, ', v satisfy cos€ = “ﬁ

It is obvious {Si(z, fi(z,y))} =¢ {view!(z,y)}.
For Bob, he does not obtain any output, and will learn nothing about Fj.

Complexity: In step (2) and step (4), secure scalar product protocol is performed twice,
therefore the complexity of the protocol is twofold the one of secure scalar product protocol.

2.2 Secure Computation of Intersection of Two Line Segments

We assume that two users Alice and Bob respectively hold a private line segment Lq, L, with
endpoints Py (z1,y1), Pa(x2,y2) and Py (2, v}), Ps(xh, y5). Both of them want to determine whether
Ly and L, intersect, to determine the intersection point if they intersect.

The protocol is as follows.

Protocol 2 (Secure intersection of two line segments protocol)
Inputs: Alice has a private line segment L; with endpoints P;(z1,y1), P2(x2,y2), and Bob has a
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private line segment Lo with endpoints Pj(z,y}), Ps(xh, yb).
Outputs: Whether or not L; and Ly intersect, and the intersection point if they intersect.

We divide the protocol as two subprotocols.
Subprotocol 2.1

(1) Alice takes vectors X1 = ((yl —y2)2, ($2 —xl)(yl —yg), (IQ—Il)Q, (yl —yQ)(IlyQ —Z'le), (.1’2 —
r1)(T1y2 — T2y1), (T132 — x2y1)2), Xy = (2122, T1Y2 + Y172, Y1¥2, T1 + T2, Y1 + Y2, 1), and Bob
takes vectors Y1 = (22, 21y5 + 1 2h, Yiyh, 1 +2h, Y1+, 1), Yo = ((v) —v5)?, (2 —27) (y) —
ys), (25 —24)%, (Y1 — o) (@) yh — by} ), (2 — ) (295 — 2591, (2h 95 — why1)?), and two random
numbers vy, vs.

(2) Alice engages in a secure scalar product protocol with Bob twice, and gets u; = X3 - Y] +v;
and us = X5 - Yo + vs.

(3) Alice engages in a millionaire protocol with Bob twice to determine which is larger between
u; and vy, us and vy, respectively. If u; < vy and uy < we, Ly and Lo intersect, Alice
communicates the result to Bob, and goes to the Subprotocol 2.2 with Bob; else, Alice
communicates the result to Bob, and returns.

Subprotocol 2.2

(4) Alice takes vectors A; = (x9 — x1,y2 — 11), A2 = (—x1,y1,1), Bob takes vectors By =

(vy — 1, —(25 — 21)), Ba = (yp — w1, 25 — 21, 24 (Y5 — y1) — wu(2h — 7)), and two random
numbers v}, v). Alice engages in a secure scalar product protocol with Bob twice, gets
uy = Ay - By +v] and u)y = Ay - By + 0.

(5) Bob sends vy, v} to Alice.

(6) Alice computes t; = Zé:zé, and obtains the intersection point as (x; + t1(x2 — x1), 11 +
1 1

ti(y2 — 1))

(7) Alice communicates the result to Bob.

Theorem 2 The Protocol 2 is correct, secure, and the complexity is the addition of four times
the one of a secure scalar product protocol with two times the one of a millionaire protocol.

Proof. Correctness: If L; and L, intersect, P;, P», the endpoints of L;, lie on opposite sides
of Ly. As the same time, P], Pj, the endpoints of Lo, lie on opposite sides of L;. Therefore
D(P],P;, P,) - D(P|, Py, P,) <0 and D(Py, P, P{) - D(Py, P, P}) < 0. It is easy to verify that
in step(1)~(3), X1 - Y1 = D(Py, P2, P)) - D(Py, Py, Py) and Xo - Yy = D(P], Py, Py) - D(P], P, P,).
Therefore, in step (3), Alice can correctly judge whether Ly and Ly intersect.

The intersection point can be computed by a parametric equation securely. The parametric

, P I

equations of Ly and Lg are s1(t1) = OP+t; PPy = (1 +t1(za—x1),y1 +t1(y2 —y1)) and sa(ts) =
O—PZ +to P{ Py = (x)+ta(xh—2)), v +ta(yh—11)), respectively. Solve the simultaneous equations, we

—z1(yy—y)+u (zp =)+ (v~ —yy (wy =) _
(z2—z1)(yy—y7) —(zh—2)) (y2—y1)

. Therefore Alice gets the intersection point as (z1 + t1(z2 — 1), y1 + t1(y2 — 1))

can obtain the parameter of the intersection point as t; =

/ /
Az-By __ Up—U9

! !
A1-B1 uj —v)
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correctly.
Security: The security of Subprotocol 2.1 is obvious from the security of secure scalar product
protocol and millionaire protocol. We prove the security of Subprotocol 2.2 as follows.

In definition of simulation paradigm, z = {P(z1,v1), Pa(z2,y2)},
y = {Pi(2",91), Po(x3, 45) },
f(I‘ y) = {(x07y0)} Uiew{[(x y) = {Pl(xla yl)’ PQ(:E%yQ)v (1’0, y0)7t17u/17 Uiv ué?”éh SatiSfying b =
32722 fa(x,y) = outputi(x,y).
We construct a simulator S; as follows:
Sy receives {Pi(x1,y1), Pa(x2,y2), (To,Yo)} as its inputs, and proceeds by

(1) S; selects randomly and uniformly a point P/'(z7,y]) ¢ P1P2
(2) S; establishes a system of equations

11 11
Y=Y1 _ Yo~ Yy
z—af zo—t

xo = t1(x2 — 21) + 21 (1)
tl(Al . Bi) = AQ . Bé

in which B = (y — 9/, —(z — 7)), By = (y — 9}, v — 21,2 (y — y{) — y{ (v — 2T)).

It is easy to prove that the system of equations is equivalent to 2= yll = 8- y},, thus, step (2)
can be substituted by

(2) S establishes an equation of line

y—v _ ywo—yl 5
o A ( )

selects randomly and uniformly a point Py (z5,y5) in this line, satisfying D(P, Py, P/') -
D(Py, P, PJ) <0.

(3) Sy constructs two vectors Bj, By from P/ and Py, as the same way that Bob constructs

By, By. Sy computes Ay - By, Ay - B, t) = fﬁw

(4) S; selects randomly and uniformly two numbers v, v4, and computes u} = A;- B} +v{,u =
A2 B, -+ Ug

(5) Sy outputs { Py (z1,y1), Po(x2, y2), (z0, o),

tl,ul,vl,u2,v2} in Wthh ty, uf v] uf,

vl satisfy t; = i . because of the equivalence of equation (1) and equation (2).

It is obvious {Si (=, fi(z,y))} =¢ {view!(z,y)}.
The simulator S; can be constructed analogously.

This protocol can not be performed twice, else Alice will get four equations with variables
T, Yy, Ty, Yy, solves these equations, and obtains Pj (2], y}), Py(zh, y5).

In fact, from the geometry signification of this problem, if Alice gets two intersection points of
Ly with Lo, she will get the equation of line on which Ly lies.
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Complexity: In the protocol, four secure scalar product protocols and two millionaire pro-
tocols are performed, therefore the complexity is the addition of four times the one of a secure
scalar product protocol with two times one of a millionaire protocol.

2.3 Secure Binary Search Protocol

Given a sequence S = {xy, -+ ,z,} of n non-decreasing datum items, to determine the position
of an item x in S, the binary search process is performed as follows.

low = 1; hign = n;
while low < high do

mid = Llowghighj;

case
T > g - low = mid + 1;
T = Tpmiq : Teturn;

T < Tpiq : high = mad — 1,

end.

The secure binary search protocol is needed if we are concerned with privacy. Let x be a private
item held by Alice, S is a private non-decreasing sequence held by Bob. Alice wants to determine
the position of x in S, but does not want reveal her private item to Bob, nor does Bob to Alice.
We design a protocol based on the method of [25].

Let E be Alice’s semantically secure public-key encryption scheme with additional homomor-
phic property, D is the decryption scheme correspondingly. For a cryptosystem to be semantically
secure, it must be infeasible for a computationally-bounded adversary to derive significant infor-
mation about a message (plaintext) when given only its ciphertext and the corresponding public
encryption key.

The protocol is as follows.
Protocol 3 (Secure binary search protocol)
Inputs: Alice has a private item x and Bob has a private non-decreasing sequence S = {xy, - - -,

Outputs: Alice gets the position of z in S or the range of x between two items of S.

(1) Alice computes ¢ = FE(z) and sends it to Bob.

(2) Bob selects n tri-tuple integers (u;, v;, w;), satisfying |v; — w;| < u; and u; > 0, for i =
1,--- ,n. If Paillier’s public-key cryptosystem is used, n tri-tuple integers (u;, v;, w;) must
further satisfy u; N +v; < N2, u; N +w; < N2, in which N is modulus, such that x < N and
r; < N(i=1,---,n). Bob computes (X;,Y;) = (¢ E(v;), E(u;x; + w;)) and sends them to
Alice.

(3) Alice computes

low = 1; hign = n;
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while low < high do
mid = Llouﬂ;hz’ghj;
D(szd) = UmidT + Umid;
D(szd) = UmidTmid + Wmid;
case
low = mid + 1;
D(Xmid) < D(szd) :
high = mid — 1;
end;

return mid.
Theorem 3 The Protocol 3 is correct, secure, and the round complexity is O(logn).

Proof. Correctness: The correctness follows from [25]. From D(X,,4) < N2, D(Y4) < N2,
and D(XMiiZf(Ymid) =T — Tpid + W, -1< W < 1, Umig > 0, we get that D(X,nq) —
D(Y,iq) has the same sign as  — Zyq. S0, if D(Xpnia) > D(Yiia), then z > x4, * must be in
right half of S, and low = mid+ 1, else x < x,,;4, * must be in left half of .S, and high = mid — 1.
Therefore, the correctness immediately follows from the correctness of binary search without
privacy.

Security: In the protocol, Bob gets ¢ = E(z), from the security of encryption scheme E, Bob
can not get any information of x, including which side z is in S.

For Alice, from (X;,Y;) = (¢ E(v;), E(u;x; + w;)), she can not get x;, for t = 1,---  n, this is
because D(X;) = w;x + v;, D(Y;) = ux; + w;, in which wu;, v;, w; are randomly selected by Bob, x;
is masked by wu; and w;.

Complexity: From the round complexity of binary search, the round complexity of Protocol 5
is O(logn).

3 Some Secure Protocols on Planar Convex Hulls

3.1 Secure Point Inclusion Protocol

We assume that Alice has a private point (), Bob has a private convex hull P with vertices
Py, --- | P, in counterclockwise order. They want to determine whether () is included in P coop-
eratively, but neither wants to reveal its private data to the other.

Bob can do precomputation on his convex hull P as following:

—
Takes the first edge P, P; as the reference edge, computes all angles of vertices with respect to the
PP, PP,

reference edge and gets a non-decreasing sequence of (63, - - ,6,), in which 6; = arccos BEPE
1072|4147

If the privacy is not concerned with, the protocol can be performed as follows.
Protocol 4 (The point inclusion protocol without privacy) [26, 27]

T
(1) Calculate the angle of elevation that () makes with P, P as reference edge, which denoted
as 0Og.
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(2) If g < 0 or Oy > m, then report that @ is outside the convex hull; else, go to next step.
(3) If 0 < 6y < , perform a binary search for largest 6; < 6, with two possibilities

e g > 0, Q is outside the convex hull.

o 0; < 0y < 0,41 for some i: the point lies in the sector bounded by the half-infinite
rays from P; to P; and P, 4 !mclude on boundary P; 13; . To further determine @)

is in the left or right of P;P; 1, judge the sign of the determinant D(FP;, Piy1,Q). If
D(P;, P1,Q) < 0, @ is outside the convex hull; else, () is inside the convex hull(include

on boundary P; P,y ).

If the privacy is concerned with, the protocol can be performed as follows. In which, (E4, Dj),
(E'g, Dp) with homomorphic property and commutative property are semantically secure en-
cryption and decryption pairs of Alice and Bob. For a vector Z = (z1,---,2,), we define
B(Z) = (E(21),+ , E(za)), D(Z) = (D(z1), -+ D(za).

Protocol 5 (Secure point inclusion protocol)
Inputs: Alice has a private point Q(zo,40), Bob has a private convex hull P with vertices
Pi(z1,y1), -+, Pu(zp, yn) in counterclockwise order and a non-decreasing sequence of (s, - -+ ,6,),

in which 6; is the angle of vertex P; with respect to the reference edge P, P;.
Output: Whether or not @ is included in P.

(1) Alice engages in a secure angle of elevation protocol with Bob, and gets the angle of elevation
that () makes with P, P, as reference edge, which denoted as 6.

(2) Alice checks whether or not g < 0 or g > m, if it is yes, () is outside P, Alice communicates
the result to Bob; else, go to next step.

(3) Alice engages in a secure binary search protocol for j, such that 6; < 0y < 6,4, with Bob.
(4) Alice takes A = (z0, 9o, 1), computes E4(A) and sends it to Bob.

(5) Bob takes Bz = (yz —Yit1, Lir1 — Ljy TiYia1 — xiJrlyi), fori = 2, e, N, in which n+1 is taken
as 1, the same below, computes Eg(FE4(A)), Eg(B;)(i = 2,--- ,n) and sends them to Alice.

(6) Ep(A).

(7) Alice computes Ep(A) x Eg(B;) = Ep(AB;), and sends Bob E4(Eg(AB))).

(8) Bob computes and sends Alice Dg(E4s(Ep(AB;))) = Ea(AB;).

(9) Alice computes D4(E4(AB;)) = AB;, and checks its sign. If the sign is negative, @ is
outside P; else, @ is inside P(include on boundary P]Tﬁi)

6) Alice computes Da(Eg(E4(A))) =

(10) Alice communicates the result to Bob.

Theorem 4 The Protocol 5 is correct, secure, the communication cost and the computational
cost are O(nd) and O(nlog N) modular multiplications respectively, where d is the number of
bits needed to represent any number in the input, and N is modulus in Paillier’s homomorphic
encryption scheme.
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Proof. Correctness: In step (1), from the correctness of secure angle of elevation protocol,
Alice gets the angle of elevation that () makes with ﬁ as reference edge. In steps (2)~(3), if
0 < 0p < , then from the correctness of the secure binary search protocol, Alice gets j which
satisfies 0; < 0 < 0,41, that is, @) lies in the sector bounded by half-infinite rays from P, to P;

—
and Pj; (include on boundary P F;).

In step (4)~(9), Alice and Bob determine in which side of P;P;; @ lies cooperatively. In step
(4), by her point @, Alice takes a vector A = (xg,90,1). In step (5), since he does not know
which sector @ lies in, Bob takes n — 1 vectors B; = (y; — Yit1, Tir1 — i, Tilfit1 — Tir1Y;), for
i =2,---,n, by his vertices Py(x2,42), , Po(Zn,yn), and sends Alice Eg(B;)(i = 2,--- ,n). It
is easily verified that AB; is equal to the determinant D(P;, Piyq, Q). Alice knows which B; is
the one that she needs, so she chooses and gets Eg(B;) in step (7). From the property of the
homomorphic encryption scheme, through steps (4) ~ (9), Alice gets AB;, i.e. D(P;, Pj4+1,Q). If
D(Pj, Pi11,Q) < 0, then @ lies in the right of directed line segment P;P;.;, i.e. @ is outside P.
Therefore, Alice can get correct result.

Security: From the security of secure angle of elevation protocol and the security of secure binary

search protocol, the protocol in step (1)~(3) is secure. We construct two simulators from step
(4) on.

Sy receives {Q(xo,y0), A - B;} as its inputs, that is, S; knows {Q(z¢,y0)} lies in which wedge,
and proceeds by

(1) Si selects randomly and uniformly a number 2’ ,, and a series of points Pj(x,v;),- -+,
P],(l‘;, y;)a PJ{—&—Q(‘Q:;'—&-Q? y;’+2)7 T P/z(x;w yg)

(2) Si establishes an equation xo(y; — ¥j,1) +yo(@) 1 — 7)) + 2%y — 2%,,y; = A- By, in which
Y;,1 is as unknown variable, solve this equation, and get yj,, and point P (2}, ¥}, 1)

(3) S constructs a series of vectors B = (y; — i1, Tipy — T, Xhyi . — vi ;) fori=1,--- n,
computes Eg(B;)(i =2,---,n) and Eg(A- B}).

(4) Sy outputs {Si(x, f1(z,y))} = {Q(x0, %), A+ Bj, Ep(By),- -+, Ep(B,)}

Because {viewl'(x,y)} = {Q(x0, ), A- Bj, Eg(B1),- -+ , Eg(B,)}, from the semantically secu-
rity of Ep, {Ep(B}),--,Eg(B!)} = {Ep(By),- -+, Ep(B,)}, and from the construction of Si,
A - Bj = A- B, therefore we have {Sy(z, fi(x,y))} = {viewi'(z,y)}.

The construction of Sy is as follows.

Sy receives Py (z1,y1), - , Po(Zn, yn) and a symbol A as its inputs, in which A is used to indicate
whether or not @ is included in P. Let A = 1, if Q is included in P; else A = 0. {viewl(z,y)} =
{Pi(@1,y1)s s Pa(@ns Yn), A, Ea(A), Ea(A - Bj)}. Sa proceeds by

(1) Sy selects randomly and uniformly two neighbor points Py (xy, yir), Pyy1(Ti+1, Yir+1), con-
structs a vector B, = (Yy — Yir41, Tirg1 — Tiry TorYire1 — Tirs1Yir )-

(2) Sy selects randomly and uniformly a point Q'(xy, () satisfying A" - Bl, > 0 if A = 1, else
A"+ B!, <0, in which A" = (z{, y;, 1).

(3) Sa computes E4(A’), E4(A"-Bj,) and outputs {S2(y, fa(x,y))} = {Pi(x1,y1), -+, Pu(Tn, Yn),
AN Ex(A)), Ex(A"- B})}
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From the semantically security of E4, E4(A) and E4(A’), Ea(A- B;j)} and E4(A"- Bl)} are
indistinguishable, respectively. We have {Sy(y, f2(z,9))} =¢ {viewi(z, y)}

Complexity:

Communication cost: The communication cost constitutes the one of a secure angle of elevation
protocol (which is equivalent to the one of two secure scalar product protocols from theorem 2)

and exchange of n + 4 data, thus the communication cost is 8und + (n + 4)d = O(nd), where d
is the number of bits needed to represent any number in the input.

Computational cost: The computational cost constitutes the one of a secure angle of elevation
protocol, 2n encryptions and 2logn decryptions in a secure binary search protocol in Step (3),
and n+6 encryption or decryptions in Step (4) ~ (9). Thus the computational cost is 8un log N +
2(3n + 2logn + 6)log N = O(nlog N) modular multiplications, where N is modulus in Paillier’s
homomorphic encryption scheme if Paillier’s homomorphic encryption scheme is used.

Compared with the protocol in [5]: In [5], the second protocol in which binary search was used
has round complexity O(logn), but in each round, a secure scalar product protocols is needed.
Thus, the communication cost and computational cost are 4nd + (logn)(2 + 4und) = O(ndlogn)
and 8nlog N + (3 + 4unlog N)logn = O(nlognlog N) modular multiplications, respectively.

So, the communication cost and computational cost in Protocol 7 is % of the one in [5],

logn
respectively.

3.2 Secure Intersection of Two Convex Hulls

We assume that Alice has a private convex hull P with vertices Py, --- , P, in counterclockwise
order, Bob has a private convex hull () with vertices ()1, -- , @, in counterclockwise order. Both
want to determine the intersection of two convex hulls; however neither of them wants to disclose
private information to the other.

The vertices of intersection of two convex hulls P and () consist of three types of vertices:
e The vertices in P which are included in Q).
e The vertices in ) which are included in P.
e The intersections of P’s boundaries and ()’s boundaries.

The first two types of vertices can be determined by calling a secure point inclusion protocol.
To determine third type of vertices, we need design a new secure protocol, our protocol is based
on the idea of [28]. The idea is to have the edges “chase” each other in such a way that the
intersection points will all be found. This means that neither edge will get too far ahead of the
other.

) — —
Let PPy and Q;Q;41 be two edges which are being checked, if Q;Q;41 “aims toward” PP,
but does not cross it, then we have j to advance in order to “close in” on a possible intersection
with P. Similarly, ¢ to advance.
Let H(e) be the open\halfplane to the left of edge e, (PZPHi X ;Qj+1). be the z coordinate of
the cross product PP, X Qij+{. The advance rules is given in the Table 1.

— —
in which, Q41 € H(P,P;41) if and only if ;41 lies in the left of directed line segment P, P,
ie. D(P;, Piy1,Qj41) > 0. Similarly, to judge other three halfplane conditions.
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Table 1: The advance rules of edge

(PiPiy1 X QjQj41)= Halfplane Advance Rule
>0 Q]+1€H(PZPH_1) t=14+1
>0 Qg+1¢H(Psz+1) Jj=Jj+1
<0 Piy1 € HQ;Qj41) Jj=J+1
<0 P ¢ H(Q;Qj41) i=i+1

The secure advance rules protocol for two users A and B is given as follows.
Protocol 6 Adv(A, B, (P, Pit1), (Q},Qj+1))
Inputs: A has an edge (P, P41) on a private convex P, B has an edge (Q);, Q;+1) on another
private convex ().

T e
Outputs: The result of advancing along PP, or along Q;Q ;1.

A engages in a secure cross product with B to determine the sign of (P, Phq X QjQj+1)s-
It “(PzPH-l X Q]Qj+1)z 07,

e A engages in a secure scalar product with B to determine the sign of D(P;, Piy1,Qj+1).
If “D(P;, Pia1, Qja1) > 07
1 =1+ 1, return;

Else
j=7+1, return;

Else;

e B engages in a secure scalar product with A to determine the sign of D(Q;, Q;+1, Pit1),
If “D(Qj, Qjs1, Piy1) > 07,
j =7+ 1, return;
Else

1 =1+ 1, return;

Theorem 5 The Protocol 6 is correct, secure, and the complexity is twofold the one of a secure
scalar product protocol.

Proof. The correctness and security are obvious.

Complexity: In the protocol, a secure cross product, which is equivalent to a secure scalar
product protocol, and a secure scalar product protocol are performed, therefore the complexity
is twofold the one of a secure scalar product protocol.

To apply to the secure intersection of two convex hulls protocol after a secure point inclusion
protocol being performed for two convex hulls P and ), we can add two steps in the secure
intersection of two line segments protocol (Protocol 2), from the property of convex hull, as
follows.

(1) If both P, and P; are included in convex hull @, Alice reports the result of “no intersect”.
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(2) If both P{ and P} are included in convex hull P, Bob reports the result of “no intersect”.

Protocol 7 (Secure intersection of two convex hulls protocol)

Inputs: Alice has a private convex hull P with vertices P, --- , P,, in counterclockwise order,
Bob has a private convex hull () with vertices Q1,--- , @, in counterclockwise order.

Outputs: The intersection points of P and ().

i=Lj=1
while (i <m)||(j < n)&&(i < 2m)&&(j < 2n) do
Alice engages in a secure line segment intersection protocol with Bob to determine whether or
not PPy, intersects with Q;Q;+1.
If it is yes, then

(1.1) return the intersection point;
(1.2) i=1i+1;
(1.3) Bob engages in a secure line segment intersection protocol with Alice to determine whether
or not ;@41 intersects with P P;4.
If it is yes, then
(1.3.1) return the intersection point;
(1.32) j=j5+1,
Else
(1.3.3) call Adv(Bob, Alice, (Qj, Qj+1),
(Fi, Piv1));
(1.3.4) goto (1.3);

Else
(1.4) call Adv(Alice, Bob, (P, Pit1), (Q},Qj+1));
end{while}.

Theorem 6 The Protocol 7 is correct, secure, and the complexity is 4(m + n) times the one of
a secure scalar product protocol.

Proof. Correctness: In each loop, firstly Alice judges whether or not P;P,,; intersects with
Q;Qj+1, if it is yes, from the correctness of a secure line segment intersection protocol, Alice
gets the intersection point, has ¢ to advance, and gets next edge. Then Bob judges whether or
not (;Q);+1 intersects with PPy in Step (1.3), if it is yes, from the correctness of a secure line
segment intersection protocol, Bob gets the intersection point, has j to advance, and gets next
edge. If Q;Q;+1 does not intersect with P,P,;, Bob performs the protocol Adv (Bob, Alice,
(Qj, Qj+1), (P, Pr+1)) with Alice to determine which ¢ or j to advance.

T PR
In loop, if P, P41 does not intersect with ();Q;4+1, Alice performs the protocol Adv (Alice, Bob,
(P, Pit1), (Qj,Qj+1)) with Bob to determine which ¢ or j to advance.

Therefore, the edges in two convex hulls are checked alternately, and all intersection points are
obtained.
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Security: In each loop, for edge P, P,y held by Alice and edge @);@;+1 held by Bob, from the
security of a secure line segment intersection protocol and security of a secure advance rules
protocol, Bob will learn nothing about P; and Py, Alice will learn nothing about @); and Q1.
Complexity: The while loop is performed at most m + n times. In each loop, at most two
secure line segment intersection protocols and one secure advance rules protocol are performed,
from Theorems 3 and 6, the complexity of each loop is four times the one of the secure scalar
product protocol. Therefore, the complexity of Protocol 9 is 4(m + n) times the one of a secure
scalar product protocol.

3.3 Secure Union of Two Convex Hulls

Two users, Alice and Bob, have a private convex hull P and @ respectively. They want to
determine the union of two convex hulls; however neither wants to disclose private information
to the other.

The vertices of union of two convex hulls P and @) consist of three types of vertex:

e The vertices in P which are not included in Q).
e The vertices in ) which are not included in P.

e The intersections of P’s boundaries and ()’s boundaries.

The first two types of vertices can be determined by calling a secure point inclusion protocol,
the third type of vertices can be determined by calling protocol 9.

4 Conclusion

We have given protocols for secure computation of angle of elevation, intersection of two line
segments, secure binary search protocol, and the point inclusion problem on convex hull, the
intersection and the union of two convex hulls, analysized their correctness, security and com-
plexities. Except secure binary search protocol, other protocols’ complexities depend on the one
of a secure scalar product protocol used. A secure scalar product protocol has served as one of
the basic building blocks for many other secure protocols, the need for more efficient and more
practical solutions for this problem still remains.
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