Independent Report on Alledged “Hidden Backdoor” in

Qihoo 360 Secure Browser

g T -

INTELLIGENCE
DEFENSE
FRIENDS
LABORATORY

IDF Laboratory
Release Date: November 25, 2012

INTELL 1GENCE DEFENSE FRIENDS LABORATORY http://www.idf.cn



INTELLIGENCE DEFENSE FRIENDS LABORATORY

IDF Laboratory Version: <1.4>

Independent Report on Alledged “Hidden Backdoor” in Qihoo 360

Date: <24/11/2012>
Secure Browser

Document Sign:IDF-REPDOC-20121124

Copyright Statement

This research report is complied by IDF laboratory, unless it is published and
agreed, its copyright belongs to IDF laboratory. While the quoted parts in the
report belong to the original writer or corresponding units. Without the permission
of IDF laboratory and the writer, any unit and individual are not allowed to
transfer the contents of this report or use for other purpose, and this report is only
for the reference of the industry research without commercial purposes. Welcome
your criticism and correction.

IDF Laboratory (Intelligence Defense Friends Laboratory) is a technical civil club
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1.Executive Summary

We performed through testing on an alleged “hidden backdoor” in 360 secure
browser. Our testing results are as follows: 1) 360 secure browser indeed has an
undeclared mechanism (i.e., via ExtSmartWiz.dll) which connects to the server on a
regular basis (e.g., every 5 minutes), and allows it to download files of any type
(including executables) from the server. 2) In our testing, the downloaded file is a
non-harmful resource file containing configuration data related to baidu. According to
360, this resource file is used to mitigate a cross site scripting (XSS) vulnerability in a
script from Baidu that redirects users to baidu.com who click upon a baidu search
result from within so.com. 3) Users are not given any notice when a file is
downloaded from the server, and this mechanism is not declared in <360 Users
Privacy Protection White Paper>. According to 360, this mechanism does not upload
any user data thus it is not declared in the white paper. While this statement seems
reasonable, we believe users should be made aware of this mechanism since it is
capable of downloading executable files that could have impact on both user privacy
and system security. Further, we strongly encourage 360 to review the necessity of
mechanism and replace it, if it is not absolutely required, with a more transparent and
less powerful approach that could both serve its business need, and address user
concerns.

2. Background

On October 29, 2012, Sina weibo user @137 %5 51 published a message titled
of  “Public Letter to MIIT and the Ministry of Public Security for Public
whistle-blowing of Oihoo 360”(Hereinafter referred to as: public letter). The letter
alledged, with the support of technical analysis that “360 Secure Browser of Qihoo
360 has ‘Hidden Backdoor’, which threatens both end users system security and its
competitor’s product and service experience.” This public letter is widely circulated
and discussed on Sina weibo.

@TEER W AFERAFE60LAT—HTIEH . A%HATHE - hito:ft ciziB2Sin
(M NEET L SRR —EE? HE? )

10520000:28 SRt B (2079)  AEE(517)

On October 30, 2012, Tao Weihua, the Product Director of 360 Secure Browser
responded to this letter in Sina weibo by saying “Whoever has a mind to beat a dog
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will always be able to find a stick”. He criticized that @37/ 7% 72 is here to
“Smear 360 on behalf of Baidu”. @371 7 71 replied to Tao Weihua on November
3 by saying that Tao's response is the worst professional response in the history. He
emphasized that the key point here is that 360 Secure Browser has a hidden backdoor,
namely ExtSmartWiz.dll, which allows 360 to take control of all users’ computers
within five minutes, and do whatever it likes to do.

@360I5E V: HATHESEN (ATSRTRI0AT —HIIEH . ASBAT
B9 (FEE—ER i HHN T RER . FATH (AFE SRREY, EPES
B FATECHENER. o (ATHED REMTH, RN——RE0T, i
7E- BRI EERTER.

10830820:27 360 22 8 R (283)  iFE(34T)

On November 5, 2012, @437/ 7% 72 published a video showing the evidence of
“360 Secure Browser Set up Hidden Backdoor”.
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3. Objective

The objective of this report is responded to the disputed hot topics regarding the
rights and interests of number Internet users and the reputation of Internet security
industry objectively and scientifically from the perspective of the civil independent
third party.

The detection of this report based on the contents and test methods described in
“Public Letter to MIIT and the Ministry of Public Security for public whistle-blowing
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of Oihoo 360° published in the Sina weibo by @7# 371 £% i1 . The purpose is to test
whether the evidence contents, detection phenomenon, detection methods for 360
Secure Browser’s “hidden backdoor” described in the public letter are correct, true,
non-repudiation or not, so as to assess whether the issue of 360 Secure Browser has
hidden backdoor deduced in the public letter is real or not, as well as the credibility of
the conclusion that this issue threatens information security system and system
security of the ordinary users, thus providing reference for the judgment of relevant
competent department of the government, authorized detection department, Internet
security industry and enthusiast.
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4. Testing Environment
360 Secure Browser:
Version: v5.0.8.7
MD5: C9F83C447966502B8B937F534F59ESDD
Download Address: http://down.360safe.com/se/360se 5.0 20121025.exe

Virtual Machine Environment

VMware Workstation v8.0.4 build-744019

Operation System Windows XP Professional SP3
Detection Tools

Document Monitoring Tool Filemon

Process Monitoring Tool procexp

Network Monitoring Tool SocketSniff

Decompilation Tool OllyICE

PE View Tool LoadPE

Resource View Tool Restorator 2007

5. Testing Procedures

According to the description in the public letter of @ Jh 37 I & 7 ,
ExtSmartWiz.dll in the installation path of 360 Secure Browser is the backdoor
program, so we will confirm whether ExtSmartWiz.dll is doubtful or not via the
detection and monitoring of this program, and the monitoring of the operation and
network communication data of 360 Secure Browser v5.0.8.7 file.

5.1. System Environment Preparation

In order to avoid interference of other software or program in detection, the
software not to be detected will be closed or unloaded, the program execution
condition in the system environment is as shown by figure 1:
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http://down.360safe.com/se/360se_5.0_20121025.exe
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Figure 1

5.2. Detection of the function of ExtSmartWiz.dll

Finish the initial installation of 360 Secure Browser v5.0.8.7 and operate it, and
we can see the expansion use of 360 default installation (Figure 2) in “360 Expansion
Center” and “My Expansion”. According to the description of public letter of @737,
7T 71, the expansion applications installed in %AppData%\360se\Apps of Windows
XP System, backup AppsLocal.ver file under this path, in accordance with the file
name and contents, we can infer that the type of the expansion, version and the
download address of the corresponding server for this file is the browser of the local
users,

Delete all the extended application in “My Expansion”, reopen the AppsLocal.ver
file, there is only configuration information about ExtSmartWiz.dll (Figure 3),
compare with the backup of AppsLocal.ver, we find that ExtSmartWiz.dll is not the
expansion application of 360 Secure Browser.
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Figure 3

5.3. Monitoring File Operation of 360 Secure Browser

Operate file monitoring software filemon and then operate 360 Secure Browser
v5.0.8.7. In order to reduce the intervention of file monitoring not belongs to 360
Secure Browser progress, set file monitoring filtering condition in filemon containing
operation record of “360” file(Figure 4).
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Figure 4
This monitoring took 22:00 on the detection day as the start time, under the
condition without user operation; the file operation record of the file monitoring
program 1is as the following figure:

B File Nonitor - Sysinternals: www.sysinternals.con

File Edit Options Yolwes Help

HE | RBE @ 27| &

#  Time Process Request Path Result Other &
4 220236 ) explorer.. QUERY INFORMATION  C\Pragram Filest360\360safe\lT8N.dll NOTFOUND  Atirbutes: Enar
5 220236 ] eslorer.. QUERY INFORMATION — CAPragrarm Filesh 36003605 afe\lT8N.dl NOTFOUND  Atirbutes: Enar
6 220238 (@ JB0SE.e.. QUERYINFORMATION - CiDacuments and SettingstDF-Tesf|Application Data\3605E extensionsiSafeCentralif ol NOTFOUND  Atirbutes: Enar
67 220303 (= J60SE.e.. QUERY INFORMATION  CiDocuments and Settings\DF-TestiApnlication Datal3605E\extensionshSafeCentralhf.dll NOTFOUND  Attrbutes: Emar
68 22031 = 1603E.e.. OFEN CA\Dacuments and Settings!| DF-Test\Application Data\360se\extensianst LaginEnrofpushinfolsetingini - SUCCESS Options: Open Access: Read
£ 2203 = JB05Ee.. LOCK C\Documents and Sefiings)|DF-Tesf\Application Datal360setextensions\LoginEnrofipushinfolsetingini - SUCCESS Excl: No Offzet 0 Length: -1
woo2nii (= JB0SEe.. QUERYINFORMATION - CiDocuments and Settings|DF-Tesf|Application Datal360se\extensions\LoginEnrofipushinfolsetingini - SUCCESS Length: 20
oo & J60SEe.. READ CADocuments and Settings\|DF-TesfApplication Datal360setextensions\LoginEnrofpushinfolsedtingini - SUCCESS Offset: 0 Length: 20
7o & J605Ee.. UNLOCK CADocuments and Setfings\|DF-TesfApplication Datal360selextensionsiLoginEnrofpushinfolsettingini - RANGENCT L. Offset 0 Length:-1
73 a2mn = JB0SEe.. CLOSE CADocuments and Settings! OF-TesfApplication Datal360se\extensions|\LoginEnrafpushinfolseting - SUCCESS
Moo = 1603E.e.. OFEN CA\Dacuments and Settings!| DF-Test\Application Data\360se\extensianst LaginEnrofpushinfolsetingini - SUCCESS Options: Open Access: Read
7oznin = JB0SEe.. LOCK C\Documents and Sefiings)|DF-Tesf\Application Datal360setextensions\LoginEnrofipushinfolsetingini - SUCCESS Excl: No Offzet 0 Length: -1
o22nii (= JB0SE.e.. QUERYINFORMATION  CiDocuments and Seftings|DF-Tesf|Application Datal360se\extensions\LoginEnrofipushinfolsetingini - SUCCESS Length: 20
7ooanin = JB05Ee. READ CA\Documents and Setiings)|DF-Tesf\Application Datal360setextensions\LoginEnrofipushinfolsettingini - SUCCESS Offset 0 Length: 20
e & J60SEe.. UNLOCK CADocuments and Setfings\|DF-TestApplication Datal360selextensions\LoginEnrofpushinfolsettingini - RANGENCT L. Offset 0 Length:-1
722N & J605Ee.. CLOSE CADocuments and Settings\|DF-TesfApplication Datal360setextensions\LoginEnrofpushinfolsettingini - SUCCESS
a0 220n (= J60SEe.. OPEN C\Documents and Settings!| OF-TesfApplication Datal360se\extensions\LoginEnrafpushinfolpici26 SUCCESS Options: Open Access: Read
g aznin = JB0SEe. READ C\Documents and Setfings)|DF-Test\Application Datal360setextensions\LoginEnrofpushinfalpici2h SUCCESS Offzet (0 Length: 4096
g2 znin = 3605Ee.. READ CADocuments and Settings)|DF-Tesf\Application Datal360setextensions\LoginEnrofpushinfalpici26 SUCCESS Offset 4096 Length: 4096
g3 22nin = JB05Ee. READ CA\Documents and Setiings)|DF-TesfApplication Datal360setextensions\LoginEnrolpushinfolpici26 SUCCESS Offset 8192 Length: 4096
84 22N & J60SEe.. READ CADocuments and Settings\|DF-TesfApplication Datal360setextensions\LoginEnrofpushinfolpic26 SUCCESS Offset: 12288 Length: 4096
85 220 & J60SEe.. READ CADocuments and Settings\|DF-TesfApplication Datal360setextensions\LoginEnrofpushinfolpic26 SUCCESS Offset: 15384 Length: 4096
8 220mn (= J60SEe.. READ C\Documents and Settings!| OF-TesfApplication Datal360se\extensions\LoginEnrafpushinfolpici26 SUCCESS Offset: 20480 Length: 4036
g7 aznin = JB0SEe. READ C\Documents and Setfings)|DF-Test\Application Datal360setextensions\LoginEnrofpushinfalpici2h SUCCESS Offeet 24576 Length: 4036
8 2z0in = 3605Ee.. READ CADocuments and Settings)|DF-Tesf\Application Datal360setextensions\LoginEnrofpushinfalpici26 SUCCESS Offset 28672 Lengih: 4096
8 22nii = JB05Ee. READ CA\Documents and Setiings)|DF-TesfApplication Datal360setextensions\LoginEnrolpushinfolpici26 SUCCESS Offset 32768 Lengih: 4036
90 2z = J60SEe.. READ CADocuments and Settings\|DF-TesfApplication Datal360setextensions\LoginEnrofpushinfolpic26 SUCCESS Offset: 36864 Length: 4096
g1 220 = JB05Ee.. READ CADocuments and Settings\|DF-TesfApplication Datal360setextensions\LoginEnrofpushinfolpic26 EMDOFFILE  Offset 39622 Length: 4096
92 2mmn (= J60SEe.. READ C\Documents and Settings!| OF-TesfApplication Datal360se\extensions\LoginEnrafpushinfolpici26 ENDOFFILE  Offset 39622 Length: 4096
9320 - J605E.e.. CLOSE CA\Documents and Setings\DF-TestApplication Datal 360se\extensions\LoginEnrofpushinfolpici26 SUCCESS 5

Figure 5

Seen from figure 5, we know 360 Secure Browser will first read
360se\extensions\LoginEnrol\pushInfo\setting.ini under the path of %AppData%
under the condition without user operation, and then read
360se\extensions\LoginEnrol\pushInfo\pic\26 file.

Within the monitoring time (22:00 to 22:10), 360 Secure Browser v5.0.8.7 read
setting.ini file every minute as well as read the behavior record of the file named 26.
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Bile Edit Options Folwnes Help

Be | aBE @ <F | #y

#  Time Process Request Path Result Other

136 220417 & 360SE.exe:280 OFEN CADOCUME™1YDF-TestLOCALS™ 1\ Temp SUCCESS Options: Open Access: Read-Atiibutes
136 220417 2 3605Eexe280 QUERYINFORMATION  CADOCUME™1YDF-TestLOCALS™1\Temp SUCCESS FileFs¥olmelnformation

137 220417 2 3605Eexe280  QUERYINFORMATION  CADOCUME™1YDF-TestLOCALS™1\Tetmp SUCCESS Filelnternalinformation

138 220417 & 360SEexe:280 CREATE CADOCUME™1YDF-TestLOCALS ™1\ Temp\STES mp SUCCESS Options: Create Access: Read

139 220417 £ 3605E.ewe280 OPEN C SUCCESS Options: Open Directory Access: 00100001
40220417 2 3805Eexe:280  DIRECTORY C SUCCESS FileBothDirectoryInformation: DOCUME™1
141 220417 & 3605Eexe28) OFEN CADOCUME ™1\DF-Test, SUCCESS Options: Open Directory Access: 00100001
142220417 2 3605Eexe:280 DIRECTORY CADOCUME “1JDF-Test, SUCCESS FileBothDiractoryinformation: LOCALS™
143 220417 2 3605Eexe:200  QUERYINFORMATION  CADOCUME™1YDF-TestLOCALS ™1\ Temph3TBA fmp SUCCESS FileFsYolmelnformation

144 220417 [ 3605Eexe:200  QUERYINFORMATION  CADOCUME™1YDF-TestLOCALS ™1\ Temph3TBY fmp SUCCESS Filelnternalinformation

145 220417 [ 3605Eexe:200  QUERYINFORMATION  CADOCUME™TYDF-TestLOCALS ™1\ Temph3TBY fmp SUCCESS Length: 0

46 220417 & 3605Eexe:200 CLOSE CADOCUME “TIDF-Test L OCALS™ N\ Temp\STES4mp SUCCESS

147 220417 & 3605Eexe280 OFEN CADOCUME™1YDF-TestLOCALS™1\Temp SUCCESS Options: Open Access: Read-Atributes
145 220417 £ 3605Eexe280 QUERYINFORMATION CADOCUME™1YDF-TesfLOCALS™1\Temp SUCCESS FileFs¥alumelnformation

143 220417 £ 3605Eexe280 QUERYINFORMATION CADOCUME™1YDF-TesiLOCALS™1\Temp SUCCESS Filelnternalinformation

150 220417 & 3B0SEexe:2B0  OPEN CADOCUME™1YDF-Test OCALS ™1\ TempiS TBImp SUCCESS Options: Open Access: Read-Atributes
181 220417 & 3605Eexe280 QUERYINFORMATION  CADOCUME™1YDF-TestLOGALS™1\TemphSTBS tmp SUCCESS FileFs¥olumelnformation

162 220417 & 3605Eexe:280 QUERYINFORMATION  CADOCUME™1YDF-TestLOCALS™1\TemphSTBY tmp SUCCESS Filelnternalinformation

183 220417 £ 3605Eexe280 QUERYINFORMATION  CADOCUME™1YDF-TestLOCALS™1\TemphSTBY tmp SUCCESS Length: 0

184 220417 = 3605Eexe:80 CREATE CADOCUME “TDF-Test_OCALS"™ 1\ Temp\STB34mp SUCCESS Options: Overwritelf Access: 00120196
186 220417 & 3B05Eexe:2B0 OPEN CA SUCCESS Options: Open Directary Access: 00100001
186 220417 2 3605Eexe:280 DIRECTORY Cy SUCCESS FileBothDirectorynformation: DOCUME™1
157 220417 & 360SE.exe:280 OFEN CADOCUME™T\DF-Test, SUCCESS Options: Open Directary Access: 00100001
198 220417 2 3605Eexe:280 DIRECTORY CADOCUME ™ 1\DF-Test, SUCCESS FileBothDirectoryinformation: LOCALS™
189 220417 2 3605Eexe280 WRITE CADOCUME “TYDF-TestLOCALS™ 1\ Temp\S TES4mp SUCCESS Offget 0 Length: 9080

160 220417 2 3605Eexe280 CLOSE CADOCUME “1JDF-Test L OCALS" 1\ Temp\STES4mp SUCCESS

161 220417 & 3605Eexe28) OFEN CADOCUME™1YDF-TestLOCALS ™1\ TempSTE  tmp SUCCESS Optiong: Open Access: Read

162 220417 2 3605Eexe:280 QUERYINFORMATION  CADOCUME™1YDF-TestLOCALS™1\TemphSTBY fmp SUCCESS Length: 9080

183 220417 2 3605Eexe:280 READ CADOCUME “1JDF-TestLOCALS" 1\ Temp\STEStmp SUCCESS Oftget 0 Lencth: 9080

164 220417 2 3605E.exe:280 READ CADOCUME “1JDF-TestLOCALS™ 1\ Temp\STE3 4 SUCCESS Offget 3584 Length: & &

Figure 6

& File Nonitor — Sysinternals:

ww¥. sysinternals.

File Edit Options Yolmes Help
HE | ABE @ %% AQ

#  Time Process Request Path Fesult Other A
174 220417 £ 3605E.exe280 QUERY INFORMATION  CADOCUME™1YDF-TestLOCALS™1\TempSTBI tmp SUCCESS FileNamelnformation
175 220417 £ 3605Eexe280 OPEN [} SUCCESS Options: Open Directory Access: 00100001
176 220417 £ 3605E.exe280 DIRECTORY [} SUCCESS FileBothDirsctoryinformation: DOCUME™1
177 220417 = 3605Eexe?80 OPEN CADOCUME ~1\DF-Test, SUCCESS Options: Open Directary Access: 00100001
178 220417 & 3B0SE.exe:280 DIRECTORY CADOCUME™T\DF-Test, SUCCESS FileBothDirectoryInfarmation: LOCALS™1
179 220417 & 360SE.exe280 QUERY INFORMATION  CADOCUME™1YDF-TestiLOCALS ™1\ TemphSTES tmp SUCCESS Length: 3080
180 220417 & 3605E.exe:280 CLOSE CADOCUME™T\DF-Test L OCALS™ 1\ TemphSTBS tmp SUCCESS
181 220417 & 360SE.exe:280 QUERY INFORMATION  CADOCUME™1YDF-TestLOCALS ™1\ TemphSTES tip SUCCESS Atributes: A
182 220417 © 3B0SE.exe:280 QUERY INFORMATION  CADOCUME™1YDF-TestLOCALS ™1\ TemphSTES trip SUCCESS Atributes: A
183 220417 £ 360SEexe:200 OPEN CADOCUME™1YDF-TestLOCALS™ 1\ TemmSTE  tmp SUCCESS Optiong: Open Access: 00100020
184 220417 £ 360SEexe80  QUERY INFORMATION  CADOCUME™1YDF-TestLOCALS™1\TemmSTE tmp SUCCESS FileMamelnformation
185 220417 & 360SE.exe:280 OFEN Ci SUCCESS Options: Open Directory Access: 00100001
186 220417 & 3605E.exe:280 DIRECTORY Ch SUCCESS FileBothDirectoryInformation: DOCUME™1
187 220417 & 3603E.exe:280 OFEN CADOCUME™T\DF-Test, SUCCESS Options: Open Directory Access: 00100001
188 220417 £ 360SEexe:260 DIRECTORY CADOCUME™1YDF-Test, SUCCESS FileBothDirectoryinformation: LOCALS™1
189 220417 £ 3605Eexe60  QUERY INFORMATION  CADOCUME™1YDF-TestLOCALS™1\TemmSTE tmp SUCCESS Length: 9060
190 220417 £ 360SEexe2dl  CLOSE CADOCUME™1YDF-TestLOCALS ™ 1\TemmSTES tmp SUCCESS
191 220417 £ 3603Eexe280 READ CADOCUME™1YDF-TestLOCALS™ 1\ TempmSTES mp SUCCESS Oftset: 3072 Length: 512
192 220417 & 3605E.exe280 READ CADOCUME™1YDF-TestLOCALS™ 1\ TempSTES mp SUCCESS Offset 1024 Length: 2048
193 220417 £ 3605E.exe280 OPEN CADOCUME™1YDF-TestLOCALS™ 1\ TempSTES mp SUCCESS Optiong: Open Access: 00010080
194 220417 & 360SE.exe:280 OFEN Ch SUCCESS Options: Open Directory Access: 00100001
195 220417 £ 3605E.exe280 DIRECTORY [} SUCCESS FileBothDirsctoryinformation: DOCUME™1
196 220417 £ 3605Eexe280 OPEN CADOCUME™1YDF-Test, SUCCESS Options: Open Directory Access: 00100001
197 220417 £ 3605E.exe280 DIRECTORY CADOCUME™1YDF-Test, SUCCESS FileBothDirsctoryInformation: LOCALS™1
198 220417 £ 3605Eexe280 QUERY INFORMATION  CADOCUME™1YDF-TestLOCALS™1\TempSTEI tmp SUCCESS FileFsYolumelnformation
199 220417 £ 3605Eexe280 QUERY INFORMATION  CADOCUME™1YDF-TestLOCALS™1\TempSTEI tmp SUCCESS Filelntemalinformation
200 220417 & 3B0SE.exe280 QUERY INFORMATION  CADOCUME™1YDF-TestiLOCALS ™1\ TemphSTES tmp SUCCESS FileStandardInformation
201220417 [© 3605E.exe280 QUERYINFORMATION _CADOCUME “TWDF-Test OCALS™1\TemphSTBI tmp SUCCESS FileAttribute TagInformation
202220417 (& 360SE.exe280 DELETE CADOCUME ™ THDF-TestLOCALS™ 1\ TempSTBI trpn SUCCESS |
203 220417 (= 3605SE.exe280  CLOSE CADOCUME ™ T\DF-TestLOCALS ™1\ TemphS TS trny SUCCESS &

Figure 7

In this monitoring of the behavior of file operation, 360 Secure Browser v5.0.8.7
will create and write the temporary file of STB9.tmp under the path of %Temp%
under the condition that no user is operating, with size of 9,080 bytes, and then delete
this file after read it (Figure 6 and Figure 7).

During the monitoring time (22:00 to 22:10), 360 Secure Browser creates, writes
and reads the temporary file and then delete this temporary file at 22:04 and 22:09
respectively. Temporary file created at 22:04 named STB9.tmp, while the one created
at 22:09 named STBA.tmp.

Now we can verify @J# 3717 [71's description in the public letter: in every five
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g el

minutes, 360 Secure Brower will generate the temporary file with “STB” as the
prefix.

5.4. Monitoring Network Communication of 360 Secure Browser

In order to avoid the network communication of 360 Cloud Security Plan
interfere with this monitoring of net socket, set up that 360 Secure Browser v5.0.8.7
canceled the participation of “Improvement Plan of User Experience”, and close the
security function in the security center (Figure 8). As to the “Download Cloud
Security” and “Online Bank Cloud Security” that can not be closed, the security
functions both effective when downloading and using Online Bank will be introduced
at 360 Secure Browser security function experience page. During network monitoring
process, the page of 360 Secure Browser is always the common Website of se:blank,
therefore, there is no download and Online Bank unfold.

v IEE EEW WEE TAD BB ¥ - & X
vir @ Q. 8
g A3 ioker Dotio % G4 Security Conter | WIRED
4 FiE=%$ URL Security #FB Off 7B On !

| FEMESf 80 Set Ad blocker On

[() T&Z%4 Download Security E7E|0n

il

b L1

(4 METHE Ad blocker % Optig

(=]

|U’ FRE524: Net bank Security EﬁElﬂn

() $EHERRE Anti feign death:FE 0ff F5 On

i \ © ERSURE BEUERE  KFEOH FB O

High risk plug-in isolation

=) g Thk Eﬂ‘f

Figure 8

Operate network of SocketSniff, and set the network monitoring process of this
tool as the process of 360 Secure Browser 360SE.exe.

The start time for this network monitoring is 22:28, and the finish time is 22:43,
the duration is 15 minutes. The record for the network monitoring is as the following
figure:
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Figure 9
Seen from figure 9, every five minutes during the 15 minutes, 360 Secure
Browserv5.0.8.7 will request the data packet from IP: 202.185.251.120, and receive
the data packet.

The following are some of the data grasped from SocketSniff, and analyse the
grabbed communication data we can find:

(DThe demand file is cset18.ini file under the cloud path on the target IP server,
and the domain name of the host computer corresponding to target IP is se.360.cn.
Therefore, in accordance with the domain name of the target server and the path of the
file, we even can download the file requested by 360 Secure Browser v5.0.8.7 through
browsing http://se.360.cn/cloud/cset18.ini.

2 Acquire the file with size of 9,080 bytes, and the last revision time is October
18,2012, and we can preliminary determine the obtained file type is PE file according
to the content of the grasped data, but it’s not a ini file type in the record of file
request. So we can verify the description of the download file type of @ JH 717 i
‘s public letter: “the new instruction disguised that INI (Plain Text File Type) was sent
out, but in fact it is DIl file (executable program library or resource library) .
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e i¥ "-—..h .

Ki%(Send): &5 AL (Result code):0x00000000

GET /cloud/cset18.ini HTTP/1.1

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)

7dc9b950967ee8

Content-Type: multipart/form-data; boundary=
Host: se.360.cn
Cache-Control: no-cache

FU(Receive): &5 R (Result code):0x00000000
HTTP/1.0 200 OK

Server: nginx/1.0.9

Date: Sun, 04 Nov 2012 14:41:08 GMT
Content-Type: application/octet-stream
Content-Length: 9080

Last-Modified: Thu, 18 Oct 2012 06:19:51 GMT
Expires: Sun, 04 Nov 2012 14:46:08 GMT
Cache-Control: max-age=300

Accept-Ranges: bytes

Age: 100

Powered-By-ChinaCache: HIT from 060010D3B7

Connection: close

Bl (Receive): 45 ARG (Result code):0x00000000

00000000 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00
00000010 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .
00000030 00 00 00 00 00 00 00 00 00 00 00 00 CO 00 00 00
00000040 OE 1F BAOE 00 B4 09 CD 21 B8 01 4C CD 21 54 68
00000050 6973207072 6F 677261 6D 2063 61 6E 6E 6F
00000060 74 20 62 652072 75 6E 20 69 6E 20 44 4F 53 20
00000070 6D 6F 64 65 2E 0D 0D 0A 24 00 00 00 00 00 00 00
00000080 SFEF 1FDB 1B S8E 71 88 1B 8E 71 88 1B 8E 71 88
00000090 2D A8 7TA 88 1A 8E 71 88 DC 88 77 88 1A 8E 71 88
000000A0 5269 63 68 1B 8E 71 88 00 00 00 00 00 00 00 00
000000BO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000000C0O 5045 00004C010200C86D 415000000000
000000D0O 00 00 00 00 EO 00 OE 21 0B 01 06 00 00 00 00 00
000000E0 00 OA 00 00 00 00 00 00 00 00 00 00 00 10 00 00

000000F0 00 1000 00 00 00 00 10 00 10 00 0000020000  ...............

00000100 04 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 .
00000110 00 30 00 00 00 04 00 00 D1 7A 00 00 02 00 00 00
00000120 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 .

..].L.!Th
is program canno
t be run in DOS
mode....$.......

[« s N
-Z..q... W...q.
Rich..q.........
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5.5. Comparing the Netwok Communications of 360 Secure Browser with

According to the introduction of the Official Website (http://se.360.cn/) of Qihoo

360 Secure Browser, 360 Secure Browser use IE 8 core, in order to verify whether the
automatic request and data receive of IE core Browser is caused by IE core or not, this
monitoring use IE browser (8.0.6001.18702 version ) to implement network
monitoring. The start time for the monitoring is 22:55, and the finish time is 23:10,
and the monitoring duration is 15 minutes.
) SucketSniff 333
T $80 BF0) 590 Y

I 1
TEs N T I e

Figure 10
As shown by the above figure, during the monitoring time period, IE browser
does not request or receive any data packet, thus we conclude that it is 360 Secure
Browser v5.0.8.7, not the IE8 core, that, automatically requests and receives data
packet.

5.6. Validating the caller of ExtSmartWiz.dll

In order to verify whether or not ExtSmartWiz.dll is really called by 360 Secure
Browser, operate process monitoring tool procexp, search ExtSmartWiz.dll. And the
research results are as the figure below:

—
- explorer. exe

1620 44, 540 K T, 376 K Rindows Ezplorer Microsoft Corporation
rmtoolsd exe 1868 T, 348 K 12, 324 K "Mwere Tools Core Ser... "WMware, Inc.
E ctimon. exe 188 1,048 k 3, 520 K CTF Loader Microsoft Corporation

mESWIE0SE. aze
o=

1%, 784 K 3
E, 120 K 360

urlproc, exe 2,976 K

it LE1E 28

c_20127.nls
clbeatq. dll Microsoft Corporation  2001.1% 4414, ..
cometl3z. dll User Experience Controls L... Microsoft Corporation 6. 0. 29006023
comdlg32. 411 Common Dialogs DLL Microzoft Corporation 6.0, 2900, 5512
comres, 411 Microsoft Corporation 200112 4414, ..
crrpt2l. dll Crrpto APIZ2 Microsoft Corporation 5,131 2800 8237
crrptdll. dll Crrptography Manager Microsoft Corporation 3.1, 26003512
ctype. nls
deiman32. dl11 OCI Manager Microzoft Corporation 5.1, 2600, 5512
ddraw dll Hicrosoft DirectDraw Hicrosoft Corporation 3. 3. 2600, 5312
ddrawez. d11 Direct Draw Ez Microsoft Corporation 3. 3. 2B00. 5512
dnzapi. 411 DHZ Client AFI DILL Microsoft Corporation 3.1, 2600 8029
Doetor. d11 oL AEE AEEEE 360, en 5.0.0. 1008
dsound. d11 DirectSound Microsoft Corporation 5. 3. 2600, 5512

A 1 =TT 1 0.0 1006
ztimartWiz, dil 360% & A9 8 Extonartfiz 360. o 1.0.0.1020 | Thread of 3B0SE.exe process

CPU fBFE: 7.25% IARTFRE: 20088% 3% 26 YIBRFMER: 41 168
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Figure 11

In the public letter of @57 1# 2% 71, we know about the internal process of the
file via thedecompilation of ExtSmartWiz.dll under the path of 360 Secure Browser.
So we decompile ExtSmartWiz.dll with OllyICE tool, and compare the result with the
decompilation contents described in the public letter, so as to detect whether the
description of the decompilation of this file described by @371 7 [ is true or

not.

a. Confirming the Timer Setting

it

180B451F
100B4522
100B4525
100B4S27
18084520
186B6452C
108B452F
10864534
18884536
18664539
18664538
108B453E
10864541
10064543
10064545
10064546

it |hex
106BB99C | ..,
106BB99E
106BB9A1
100BB9AL | .
100BB9A7
106BB9AR
166BBIAC
160BBIAF
106BB960 | .
106BB9B3
106BB9BY | .
100BRIBY
106BB9RY | .
106BBIBA
1086BBOCH
160BBIC2
166BB9C3

|||||

. BB55 F4
. BB42 3C

. BOLS F8
. Of BB

. BBA4D 6C
Y (]
mov edx,[arg.1]
. 52 edz
mov eax,[local.?]
. fBn8 mov ecx,

HEX 374
. 8BA45 F8
8B4 B4

8812
8B42 08
FFDB
8945 EC
68 E8930400
6A 64
8B4D EC
8611
8B4D EC
RR4Z AR
FFD®
oBES

5D

C3

g [ 3[4 Reverse assembler

mov eax,[local.2]
mov ecx,
mov edy,
mov eax,
call eax
mov [local.5].eax

mov ecx,[local.5]
mov edx,
mov ecx,[local.5]
mnu pAY _
call eax
mou Esp ,Enp

ehp

Figure 12

7 22 short ExtSmart.100BBICA

mov eax,

83ce a4 add eax,

8B55 68
8B45 F8

G pry

. |FF15 84441211 call

il e nov esp,eop

. 5 ebp
. £2 6800

mov edx,[local.d]

mov [local.2],eax

mov ecx,[arg.2]

,ﬁ;‘[‘iﬁ Reverse assembler

JEHE Notes

Timerproc = NULL

Timeout

TimerID

hilnd

LsetTiner

INTELL IGENCE DEFENSE FRIENDS LABORATORY

http://www.idf.cn



=od R -
Figure 13

As shown by figure 12, ExtSmartWiz.dll call the function of the file address
100BB970 after setting the timer as 493E0 (30000 milliseconds), and the content of
this function is as the figure, and call the SetTimer from it to set the timer.

b. Confirming the Request and Instruction Code of the Server

Hrht HEX 31 234K Reverse assembler YHEE Notes
106C2F16 ., 75 14 EEE chort Ext$mart.188C2F2C

106C2F18 . C785 9CFBFFFImov dword ptr ss:[ebp-b64],

106C2F22 ., E9 ECBCABED ExtSmart.108C3C13

186C2F27 ., EY E70C0008 ExtSmart.108C3C13

106C2F2C 6A B8

106C2F2E . 6A B0

106C2F36 . 6A B8

106C2F32 . ©6A B9

186C2F34 . 68 ACH91218 ExtSmart.181249AC

180C2F39 . [ FF15 64451211 call wininet.InternetOpent!
106C2F3F . Y85 ESFUFFFIMOV OWOFO PUF SSI|80p-Z18],0a%

1086C2F45 . 83BD EBFDFFFIcmp dword ptr ss:[ebp-218],

10BC2F4C ., 75 14 EEE short ExtSmart.188C2F62

108C2F4E . G785 OCFBFFFImov dword ptr ss:[ebp-464],

108C2F58 .. E9 BoBCAOOA ﬁ Extimart.108C3C13

1086C2F5D .. E9 B18CA668 ExtSmart.1868C3C13
108C2F62 > 6A 60

Figure 14
As shown by figure 14, ExtSmartWiz.dll call InternetOpenW function to send
domain name request from the function at the file address of 100C2D90.

¢. Confirming the Instruction Code of the Executive Program

f@iﬂ: HEX %H;E Jﬁ‘t{[‘%ﬁ Reverse assembler &ﬁ Notes

108B8BOBE | . A ecy [FileName

100B89BF | . FF15 08431211 call LoadLibraryi
100BB9CS | . 8945 FO mov [local.4],eax

160B89C8 | . 837D FB B8 cmp [local.d],

106BBYICC | ., OF84 COOBAAOI|fY ExtSmart.180BBAYE

160B89D2 | . 837D 6C B8 cmp [arg.2],

10088906 | ., OF84 BSBBBBBI ExtSmart.100B8A91

106B89DC | . 68 3EABOOOO ResourceType = 83E
10GBB9E1 | . 8B5S 6C mov edx,[arg.2]

108B89EY | . 52 edx ResourceName

10GBBOES | . 8BAS FO mov eax,[local.h]

100BBYES | . 5@ eax hHodule
106B8B2E? | . FF15 1C431211call FindResourcell
10GBBOEF | . 8945 CC mov [local.13],eax

160B89F2 | . 837D CC B8 cmp [local.d3],

100B89FG | ., OF84 95008001 jf7 ExtSmart.100B8A91

100BBYFC | . 8BA4D CC mov ecx,[local.q13]

Figure 15
As shown by figure 15, ExtSmartWiz.dll call LoadLibraryW function from the
function at file address of 100B8970 to load the file, and search and lock the resource
in DLL file after loading, namely, reach the resources in DLL file.
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According to the above code detectlon as descrlbed in the public letter of @ZQ_L
A 4, there are indeed timer setting, file for application of serve and the file code of
the sever after loading or downloading existing in ExtSmartWiz.dll File.

5.7. Detection of the File of “Backdoor Program”

a. Analyzing STB*.tmp File Resources

In order to confirm that the remote server request and the function of download
DLL File is provided by ExtSmartWiz.dll, we backuped this file and then deleted it,
via file monitoring and network monitoring, we did not find any record about
temporary file creation or reception of the request file. So we verify the function of
this file contain the request and reception of data packet from the Server.

As ExtSmartWiz.dll will delete the downloaded file after obtaining the Server
File, therefore, set the user permission of content Temp as refuse deletion (Figure 16).

Tenp PRS2 RE @@
T @ | EE | AR
EHEEERX "R BEER (LB THRTE , AREE “RE" .

HEEIME (1) Permission Items:
’“i‘: ﬁﬁ" iy % FAT

IIIF Test (IIIF B. .

SYSTEM .
‘- ﬁu:lmiﬁstratur [.. Refuse A 1E M, =

fiF IDF-Test (IIF-B... %% CREEERRN (BRI, O

I SYSTEM EEE CRESERRN  {RICHEIE, O

(Fmo.. ) [(&Re.. ][ #iKe |

L] ATt A ERLERT L LRSI F A R R » S EHRLETE L O S AT A ().
(] A ErraT L AR P R B B A T HRAMERTA &)

Cwme | wE

Figure 16
Wait for about 5 minutes when 360 secure Browser is operating, we obtain the
download file of STB7C.tmp from the Server, for the convenience of detection, copy
this file to the desktop. Unfold this file with LoadPE tool, and check up eigenvalue
(Figure 17), and we can see the type of this file is .dll. Check up the File Directory
Table we find this file has no input list nor output list.But this file contains RCDATA
type resource and self-defined 2110 type INI resource (Figure 18).
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(L] m
4 -E- .lu.‘- caisal
[ EEEAE S o e
= E
AR i | foooz |
Ryl A il B
%%ﬁq%ﬁﬁ* 0oz
| e e
H E8e 8k B ] —a—
n .11 foson 7| +
B2 o ij T
E R iA=L i :
O IEBRED @EEEE) — L
L] MarmbzeT (PEE) ' L e
malm S ot
B L foota |+ - |
eSS 2108 L]
Figure 17
E“ B Ty e e R e
-AEEE
RVA Fop
§ith3 Output| 00000000 | oooooOOD || L | b H
§ir3% Input | 00000000 | o0o00000O | .| L H Gk BiEE 0oao
Bk 00001000 | ooooogan || L[ H| xﬁzslrgg I 48 0003
il | oooooooo | oooooood | L K| | ETETTD T
o | onoooEoo | oonoisTa K “IHL" :
B [ oooozooo | ooooooos || L | K| Eﬁr@ﬁ =
1Rl : | onoooaod | 0000000 | L | K| m &A: 2N
HEEAR: | oooooooo | oooooooo | | L H| AT
£ Riekt: | ooooooon | 0o00doo0 ot T
s & [ oooooooo | ooogoooo | L | B e
FAE: | oooooood | 0oo00o0d (L k| L T
gajaE: | oooooooo | ooooooao || L k| '
TAT: | oooooooo | oooodoon (1] | |
#ER&A: | oooooooo | oooooooo | L K| -
Com: [ oooooooo | oooooooo || L K|
Re: | oooooooo | ooooooon H]
Figure 18

To understand the actual file type of STB7C.tmp file, we changed the name of
this file to STB7C.dII, and checked its attributes , we saw that the description of the
file is “360 Secure Browser Secure Online Bank™, with product name of DataDII

(Figure 19).
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STETC. d11 Bt

B | ME BFES w2 | #E

Version

TkEE: 10,0, 1001 Deseription:
: J60 Safe Browser
- BOREURR FEFR] o o mank

REER (C) 360. cn 411 Right=s Rezerwed.

HibhE+ER
I B &3 {H:
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I [Daram ]

= g

BT Op—
OIS ol

Figure 19
Operate Restorator 2007, unfold STBC?7.dll file, and check up INI resource
contents under 2110 resource type, and the content of it is encoded by the method of

BASE64 (Figure 20).
B Resource Tres HHEEES | il
= [&] STETC. 411 WANOXROETZ9 1 br9M z0EN SHOMVORC ] kF TERCTY wh T o dHEw0 i Bvd3d3LmThat Rl LmFvbS0zZHF 312 zvemVz c2Fm
=) BCData T350dG1 =K 0K HOMLOHC L LFTTRCRYvhD 1 odHEwD i BvdmVyaNZ5LmThafR1 Ln Fvb 992 Y201 TS gD pb dHThei 2
[ =64 T10HC BT X Ep T3Rp Z00ZME0ET 291 b S AxTp ] cnvesrPHEO AHAR L33 4% cu¥n FpZ HI 204 LINL X T § aCOyEXNz
SR THZ1LmhObHw qDGpbbYFpblOHCmber cm¥ zM 5 0xDGp  YmMSMQOEN2H: ¥ 1 0H o b dWSOPTERC Y b DES <HRO cD o
Ot L3d3dy51 TH1kdSS j b20we2VhemNoL3TL e 3HhEmlhn MR bC oNCmHi T2 He NS 0F T THOmMxEUTESURYSUGHC mityEUTE
=) 2110 VVNT
B
Resource View
2110VINT YO (P ) IrE et 1 S "

Figure 20
Unfold online BASE64 decoding page http://www.mxcz.net/, conduct BASE64
decoding of the code of INI resource in STBC7.dll file (Figure 21).
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| Base64

WINOEQOETZ22 1 b SMz OEWINOMYONCm1kF TENCbD ] o dHRw01 8vd3d3LnT haWR 1 Lndfwb 2 0z IWF v T2 gvemVz c2FmIS6odG 1 =K g DRWINOM10
NCm1kPTINCrWybD 1 odHRw) 1 &vdn ¥y aWZELmThaWR 1 Lodlvb 392720k ITEqlpbdHTheWl 21 1 (NCnHOTEREp Y 3NpZD 0zMQOET20 1 bnQz P 5 axDQ
plemxPWh0dHAGL w9 3d3cuTmFp ZHIMY 291 L 3N1YAT § aC v ZENz YWZ1Lnh0bWwaDQpbbWFpb 1 0NCmhe cmVzM3 0xDAp j TmMENQOEWZNL T 1 ONC
nWybG Ny dWE 0P TENCnWyEDES aHR 0 cDovL 343 dy51TW1lkd55 jb 2 0ve 2VhemN ol 37 Lo SHhImlaHEt bCoNCmM 1Y 2NwdWa 0P T INCmMx PUTE SURY

SUGNCmMyPUTEVVIT

Mutr-s ClEikasr(682312) D ekdriBIics) [C/E(EUC-IP) [l &REE(EUC-KR)

base64 {RID | | baseS4 D | | HEDD | | LD | | D4 | | B

UTF-8

[=t]

count=2

[st1]

id=1
furl=http://www. baidu. con/search/ressafe. himl*|
let<l

id=2
Jurl=http://verify. baidu. com/veode?+ |
[traymse]

staticsid=31

count = 1

burll=http: /v, baidu, con/ searchfressafe, html* I

[ |

|| B | R ) || [ |simsi000%

Figure 21

HEUFHE

m

[st]

count=2

[stl]

id=1
url=http://www.baidu.com/search/ressafe.html*
[st2]

id=2

url=http://verify.baidu.com/vcode?*

[traymsg]

staticsid=31

count =1
url1=http://www.baidu.com/search/ressafe.html*
[main]

hkres2=1

cbe=1

[cbc]

urlcount=1
url1=http://www.baidu.com/search/ressafe.html*
cbccount=2

c¢1=BAIDUID

c2=BDUSS
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Seen from here, DLL file requested and obtained by ExtSmartWiz.dll from 360
Server (domain name: se.360.cn) exists no function of itself to threaten the system
security and user’s information security, but it exists configure file resources, with
Baidu—Search Engine as relevant configuration information, moreover, it is not
consistent with file description of DLL file. Known from the former decompilation
content of ExtSmartWiz.dll, ExtSmartWiz.dIl’ s operation after loading this file is to
read its resources, by the read resource file, 360 Secure Browser can execute
corresponding operation based on the configuration information.

b. Analysis of the Input Table of ExtSmartWiz.dll File

Continue to use LoadPE to load ExtSmartWiz.dll file, check up the call list of
API Interface in the input table (Figure 22 to Figure 25), via checking up API function
of the input table, we know the functions of the program include: intercept/conceal of
the behavior of the application, thread creation, deletion of file and progress and
retrieval of the progress module, operation registry, hook creation and so on.

eA ] ®

DILLEFR OriginalFir... | BEEAIEES ForwarderChain | 5#R FirstThunk -
EERWEL3Z. d11 00156020 00000000 00000000 O015TE1C ooiz4100
USERSZ. 411 00156F44 00000000 00000000 O015TCED O0izd4415
GIT3Z. d11 00158ES0 Q0000000 00000000 O015TFO0 o01z4054
ATVAFTSE. d11 00158E2C Q0000000 00000000 O015TFDO 00124000
SHELL3Z. d11 00156F04 Q0000000 00000000 00158005 00124305 -
ThoundEVA Thunle {REE | Thunk {8 b AT R -

001z4154 00122754 0015ToAG 0z3c GetPrivatelrofilelnt
00124133 00122735 00157555 0525 firitePrivateProfileStringlf
001z41aC 001z22Tac 0015TaT0 0155 FlushInstructionCache
00124140 aoo01zz2Tan 00157564 03co ReadFile
00124194 00122734 001580902 0ZEF GlobalMemoryStatus
00124193 00122793 001535F4 02AZ Get¥ersion
0012419C 00122730 00153504 0346 LocalFileTimeToFileTime
001Z22TA0 00715 0opnn Dewvicelal =

GEETERY] A T A [aER-E] FalS - T T R -

Thunk #1: adh / 1644 (FirstThunk chain) | EREE FirstThunk (V)
Figure 22

WmAZE] 53]
DLL:E#R OriginalFir. .. BHERR B #FL ForwarderChain | BEE Fir=1Thunl: -
KERNELZZ. d11 O0156CEC 00000000 00000000 O015T&E1C 00124100

USER3Z. d11 O0156F44 00000000 00000000 O015TCED 00124418

GIT32. d11 00158E80 00000000 00000000 0015TFOD 00174054

ADIVAPTIZ. d11 00158E2C 00000000 00000000 O015TFIO 00124000

SHELL3Z. d11 00158F04 00000000 00000000 00153003 00124308 -
ThunlEYA Thunk {RfE | Thunk {8 12T | AFIETR &

00122/105 0015TEFG Setlindow sHoolExl

0o01z2441c 00122410 0015TE24A O0AF DizpatchMezzagel
00124420 00122420 0015733E 0ZFC TranslateMessage
00124424 0012Z2A24 00157352 0233 FeclMessagal
00124425 O01ZZ2A25 00157TC0A 0300 Unhooktindow=HookEzx
0012442C 00122520 00157Cz0 01FA LoadStringhf
00124430 00122430 0015TEE4 ooic CallHNextHookE:x:

00124434 00122A34  O0ISTEDD 0123 GetDesktopHindow =

e Sd Al [ala R rlry Rrl=] nod BTN [ahelrh ] Woe 3T a = T™

Thunk #7: 48h / T3d (FirstThunk chain) | EREFE FirstThunk(¥)
Figure 23
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mAZE]

DLLE 3R OriginalFir... | HERRTERE ForwarderChain | 2530 FirstThunk -
EEENEL:Z. 411 Q015ecze Ooooo0on0 Q0000000 Qn1sTeic Q0124100

USER3Z. 411 00156F44 00000000 Q0000000 Q015TCED 00124418

GII32. d11 00156ES0 Qo000 Q0000000 Q015TFOO 00124054

ADVAPT3Z. 411 O0156E2C 00000000 00000000 Q015TFDO 00124000

SHELL3Z, 411 00156F04 Qo000 Q0000000 00155005 00124305 =
ThunkRYA Thork {H | $RT | API&EFE -

00124000 0015TFS6 0230 RegllozeKey

00124004 00122604 0015TF46 0261 BeglperKeyExl
00124008 00122605 0015TF34 0245 BegleleteWaluel
0012400 Q0122e0c 0015TFLE 0154 GetTokenInformation
Oo124010 Q01z2ein O015TFOA 01FT OpenfrocessToken
0124014 Q01z2614 0015593E Q0DE DeregizterEventSource
Oo12401a 0122618 00158976 0283 BegisterEventSour cef

0012401C  00122B1C 00158962 0260 ReglueryYalueExA =
[n R Ery Inirin] noinocan NMACTEDC [mirl=h- | R PR, | iy JR - T 1)
Thurde #7: Fh / 154 (FirstThunk chain) | BAEE FirstThunk ()
Figure 24
[RAZE] &
ILLEF OriginalFir... HBARHE#RE | ForwarderChain | EF0 FirstThunk .

WINIFWET. d11 0o15707C 0000a00a 00000000 00124550

PSAFT. ILL N0156EF4 Q0000000 i 00 0012430
gdiplus. d11 001570C4 0000a0oa 0aa0aa00 00124585
W32_32. d11 0015T0BS 00000000 0000000 00158452 0012456C

Thunb®VA Thunk {FE | Thunk {§ =T APLEFR

001243C3 00122303 00158364 0o04 EnumFrocessModules
001243CC N01229CC 00155350 0006 EnunProcesszes
00124300 00122300 00158352 oain FetModnl eFileNameExl

Thunk #1: 3h / 3d (FirstThunk chain) | E—EE FirstThuk(¥)

Figure 25

6. Testing Results

In accordance with the above detection result, the attribute, behavior and
recompilation content of ExtSmartWiz.dll File of 360 Secure Browser v5.0.8.7 is
consistent with the public letter of @ 3715 2% 7. Though the call of 360 Secure
Browser, this file download DLL file load it from 360 Server without noticing the
users, and there is not definite statements or instructions for the use and functions of
ExtSmartWiz.dll file.

In accordance with “360 User Privacy White Book” issued by Qihoo 360
company, (http://www.360.cn/privacy/v2/360anquanliulangi.html) The description of
"Instruction for 360 Secure Browser on Protection of Users Privacy" (as the following

figure):
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S fEA360% £ KEH 360 2 HBIMEE

When you are using 360 Safe Browser, 360 will receive information:

BT EERET T TREHMAHEINGE, 3e0Ealneism 3e0nie L ERE TIRENES:
Rt =224 Cloud Security of URL

36052 e A ET 2 TR TAIS TEHRS 360 MRS =HITIER, LAE T HFEMEEIEREINEE
B PRAISRR R R, LRIESe0UTAAIEMRAMaE B, IREREgR TR SR
FFRM, 360R N NES R RR 360MRSE, MRFREEFTEEMIEHTHN , FRITERER
i< - s DR A T

T#=%4 Cloud Security of Download

HiEEAze0E 2l EMBRTE S T #igd P HCHET, se0m el et T HillE Rz 360 AR
e, MR mEERTEE T SR EHTIR, —BRiliog, szt TH, FILE=kE
.

Heehlts Smart address bar

S A P R IART, INRAEAMAEIER . s LR RS AR P e (LA
FHER, 360 e Nas =R AN FRIAS 360. X, "Bl rEMEEsREEF TR ER
BRIt -

L1t Cloud Backup

IR EEPEH R [ 360R 2 M NS EINEE, AR T B SARE AR RIER T, 360
T Nk B EREFP RTINS SHEED RTINS . ISR R
TFRMES . o PEEFRFREAS . WERESFRP MEHLE SIS NE 360 RFEL, A5
ERIe0MFHRAEE . B TEREMELES, BT EERER EE R A0 S EERTH
B 3e0aREMF AR AERIER SR RS TR A BSRe, ERZeMEFREFHEIIES,
F360RAMERAIRIN -

BzhHEE Avtomatic Update

360F 2 iR o TERIS360 FIRF=HITIRRS , EEEEARMALHRINE, RIFF=RTE
i, L ALAE (B 360 e Bk R ST AR AR -

seitigh Install or Uninstall

HipFiEse0E eI, FEERE60Z N beE, 360R el N e RN R R E AT W
RRFS25360, TSI EhRFaESE, BRI IERE; Mt ESHg/RE, mRE
BE [, HEEENSERe00RSeE, RTINS,
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BB Crash Report

HEE Az T L R T E HMSE, 60 NS RERmEAG, HiRRES
RIRER360. FERIREG AL ERE IR TS piegRr A pTed . 360 el RERREEAFTA
HiriRAlES, BERFRSSESXTHERLIEE=ITAXM. RAEFIRENGES.

HP{ES P&l Customer Experience Improvement Plan

ERTEsc0T 2R, RileBRESmAPERrIEE, EALLAESM. MRESMN X
ittt BmiEWEEI RECREREE, (CvENNEMN, i EMEHNs SR, Rk
WHEBIETE, BTSSRI SRS . cookiel B BSR4 A FEHR . WERIFRER, Hi
RELCE SRR, LEsnH 5.

In this network monitoring, close the functions that can be closed by 360 Security
Center, including Cloud Security of the Website, Interception of Advertisement,
Second Generation of Anti Feign Death, Protection of Snadbox, under the condition
that there is not any operation of the Browser, we ca still grasp the record of
ExtSmartWiz.dll’s request of the Server file as well as download the Server file
(Figure 26). This shows that ExtSmartWiz.dIl’s data request and receive is not
contained in “Instruction for 360 Secure Browser's Protection of Privacy” in “360's
User Privacy Protection White Book”.

u a)
EET Fs ozl i * frita iEiEmO | EIEERE EbERE ClEiE [whizlid s
@ 000000263 1 TCE 172,100, 20. 7 2040 125.39.187.25 a0 1 3 242 9,430 2
3R EPEEE 5 0 EZXAE > IfE) EEW EEE) TAM e v - O X
& - v @ - =
saMin - BAEE £ Fitbes st ewasuﬁﬂﬂ ﬁ%EFJD
o FltEZE E o] Fa
. L . FEIM&E={=#E | Ad blocker is off & Te=me S

Bk ¢ 0T - ex 00000000 _ e
GET[/cloud/cset18.ini [HTTP/1.1 : B PEAwRETAE S | @ rezes wm
Accept: /= | - B
User-Agent: Mozilla/4.@ (compatible; w/h S g i O e axa
Content-Type: multipart/form-data; bo : o ) =
Host: se.368.cn ) == 2
tache—Control: no-cache A SEHERT T B R ER o - tinken i i

0 EEEtHEE EEEEE FHB 8

SRl (0) ik |
el ERNTY : axe0080808 | ERIERER
HTTP/1.8 2808 0K
Gontent-Type: applicationfoctet-strea
Content-Length: 9680 gpiEBeEs - (VNEBE: @SR St - O @ §
Figure 26

The “Privacy Protection” (as the following figure) in Article 4.9 of “360 Browser
Installation Permission Agreemen?” (http://www.360.cn/xukexieyi.html) is included
in the “Instruction for 360 Secure Browser’s Protection of Users Privacy” of “560's
Protection of Users Privacy White Book”, therefore the ExtSmartWiz.dll file of 360
Secure Browser also fails to observe “760 Browser Installation Permission
Agreement”’.
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4.9 [ERARY RIP

4.9.0R 7 BITHIPIHIHAORS , SRPRRESE ST, Tt RR AP S Esa v
WiAS4EE R 300/ RS s, AT AT rEnstse, MATRITRIERT; e rhreit APE
SHnhIEE . MRAPEREES, HNESNMSER 360 RS, AT~ 5.

4.9.2 IS : APFEFERMTEN LM MIEES . tBHEES. SRS, EREFESERTAE
=, AR, AES256. REEEEFTENERR, DEFEEREZEWST M.

4.93MtEE e . FHRIE2 AR TINRISTEHRSE R 360 FIRSH TR, LB T HAFEREERiE
PIE TSR P RIS B S B A AR R 3o0ITAAIE P IS 25 . IRAFHERIFTETER
BEBFIFER, FHte£iRa TR 300/ RESNR SR BTSSP EHTHIL , FRIIEREL=#—
B S A P

494THERE: JAPERTHARRE 2 THEE T 8T, USRS THiEERREE K360
FIRS S R i EEITER [ ShE MR EHTTH R, —BRiisl, S7FREIFT &, RITAPTRREE
o

4.9.5 "FTRNEEE, RHEIAERHE AP BN _ HRFER . ARSI T ST N A
PICE, HrSERE =T FRR, BihxArirE RSO (RS =P eT 1l
Rl HRAPREFRA G, FEe AP R PR R SIeT R A0FT Cookie, LLE iR EIFRARTES
TR AR TR MR TS THE THATIHER, AR SR R Een DS WmT

4.9.6[FEL s TRE : IR AP ERHEA T A AP WG, AR RAT SEE AL R e
VR R IR TR R BT R 360 IRSEE L, S APRIScOFERE. STR360FHIEES, h T AEAME
S SR TAR A PR S A 60 N T RS EL T B L - AP B60t PIRIFMEIEESE So0BRAFIEER
HIFA

4.9.7 Z&: WERAPHBET =&AL, APE3c0hkS T HrHRTFERMH SN IR SE = Mk Fk
SEEHSHINEENREIE0RMESE, HESAPRSe0RSIEXE . aEEREFETHIR = PHEA
PEFFES. SRR RE P AIRTE AP EIER . ST PRI SIES . SR sERIFA
MERSIRED . FNWSES, TLABRAFHIAERRER BAFNAMEMTEN L, APELIERE
g EN LB E R 360 SRERTLEWSHITER . TR3602 R AR I E Bk IR R
ABRREE. E3c0ESMIFHANE S iR REER IR

4.9 8FE AP EN HERERAEPRICRAAEE . ZEERERE: MEHRiZR. AF
REE A FEAFIRESE (EREEA) . CookieghMESTFMENR (AP FHGRIRIFEETERTE AP
HWEHL) « eSS T AT 2, MOt T AR RIFFEHFRES R, RSO RS S
F. BANERe THSENTHIER. APTAET TR RRREF AR SEICTE", FRITEL, ERRIERE
2 EHERERER B MR -

4.9 992 FRIEIREE LR SRPEEAEH TR RSERMER, FHtE{RIRPREAG,
FERIR S RIRES 360. ERIRE AL ESENERA TS SRR MElE . AR RERE R ERAP A SRHE
SEE., BERRIRSSaSXTHEEERIFEETETI .. AR FNRSHIES .

4.9. 10 FepHTE . APERERRAN, fileEERPSnAREpHTh, AFALUEET
0. MRAPZM 7R, BlsRE—SRAPEHNEERIEREEE (i st &
W HR B ANAINE) B 360 , BEETSRIEAPRNIEHER . cookeiaiARHE . WS MEIE, FRT=HIT
ICES, L EHIETR =S,
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4.5.115 [F360FITE [ R LEE S AMEMNFTE ¢ RIEEERFE R NE e RS ASE
2, BRAPLEEENZe, BRAPLERSTIELA. RLF AR EEiEERRIEs . §5360
AEERAS=ARMEAF LEXHRESR.

4.9.128 R 360ITE 1L T WIRRRAAR RIFRM, $5SFh I ANkt =g T3 AP REARIIASES
BRI -

(1) FIBHIENE S APERE BN SIIRS -

(2) AL SRR AR AR I~ 5.

(3) B ARRFMIEEERRL, HOMEE=HE.

(4) BEAMSENFIRITERNESR .-

AR A R 3602 L P EE I 1T X RRARIPIIE A . By -
http: /v, 360.cn/privacy/index.html

Special:

The detection of report bases on Qihoo 360 Safe Guard v7.3.0.20031.Welcome
enthusiasts and friends detect 360 Safe Guard of this version according to this
report by self, including 360 Safe Guard of other version. We hope Qihoo could
give an satisfactory reply to every net friends with an open attitude. Welcome your
criticism and correction.We sincerely welcome friends from relevant fields,
including Qihoo to work together to carry out transparent, professional exchanges
and dialogue, and work together to promote the Internet security industry for
creating a healthy and good, reliable Internet environment of China.

7. Appendix I

7.1.Comparing with the Technical Analysis by @i 371 75 ;3

According to the detection items of ExtSmartWiz.dll file under the installation
path of 360 Secure Browser in the public letter leased by @4 37,7/ %% 7%, and the
detection items for this file by IDF laboratory, the correlation is as follows:

Detection Item Defeetlon Side @RISR @IDF Laboratory
Monitoring of the Function of the File
Monitoring of File Operation
Monitoring of WinSock Expert

IE Browser Correlation Monitoring
Detection of Decompilation of the File

Detection of the Content of STB*.tmp

X |2 | X | X | X |22
2L |2 |2 |2 |<|<
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File

Detection of the Input List of the File X
Detection and Demonstration of the X X
File ‘s Threat

Detection Correlation Table (V: Yes; x: No)

7.2.“Public Letter to MIIT and the Ministry of Public Security for Public
whistle-blowing of Qihoo 360

The original text came from @377 51 in Sina blog (
http://blog.sina.com.cn/s/blog_ad048dc101017amd.html) .The comments in the
original text do not represent the view of IDF Laboratory.
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B oeoLEIR] “acotel el iR R . ERPRGR2NER RN EAERL, EEERNTS
ISR S Fn fI AR . “soReilvieE” igE BT RSB, BEEAE T .
T GERT . REMSOG. FRidx.

ERr TiRal L IEEE Reeod], IHEMSIE T RcoLaEM “RINEFE" « BRI THS, HFLAEHE
) iR 187 (R ISR EE, HFRA SRR EERFEE, SOFHIEIEEET T REIE, BE
MUSHRAET A0 EE, TRENESHEBITHE “F£7 Rk, SNRREERY [ ——FFRI1TEM
WEEHT-

FARUATE A, ETEESEE.

METLER. LIPLHERIREMBFIESHITE — —akwons], HEHESRIHE.

R FARES, (RAEILRE-

TE:EOEEIEEEKE, mAR, BRETMBEER. &, £E “#E” afwoka), £EARTEREEHTE
TiEap. LsainE#H—raniHesines, SETRImLzRRA A, Hit AR,

FERAEMT

—. “ae0Er-e e oA SRR R RERE PN, RSEEBEE s 560, on (ZERF, IPHIDEED - IS
SR HRIRERESEERER “ET" , MANETEMIn T r Al &Y, o HEDLLIF
(Windows AT TR FREEET B ) -

—. “ssoEeillmEes’ BT R E%ippDataki 360SE W App st ExtSnar tWiz \ ExtSnar tWiz. d1l. H
M%ipplata%iE WindowsHF [ 520: "Documents and Settings\FAFP:& \ipplication Data', TEWindowsT ['im
CiiUzerst AP \AppData\Roaning' » 1310 &S fa i f R it .

= ExtSmartViz. dIIFTANEREE “ 3605228 FAe ke T Hipluginbar. 411, FIEE, BiEOTH
E%AppDatak3605E\Appstippslocal. inie
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M. “¥BALT WFRREES, APTAMEERAFE. FMEER R sHEE fE . IR RERRE: 55
HASIHEEETIRE PRSI, B A BT S s R ST Bt Smar tWie. 411, ShMHPEELE ST
Appslocal, ini PEIERT PIE " [ExtSmartWiz]AppIten=1, 0, ExtSnartWiz, ExtSnartWiz, 9,1, 8,07, ik
pluginbar, dI1IERFTEY BINEE. ETEER “ssoellizs" PRE{1SpRE LA atZER-

. ExtSmartWiz. d11FE5FE (BER; sub_CooCool g E PSS S AR A Ot
1. hnEERisiL TR B eSS
public Ext_Init
call zub_ 100B44E0
push 493E0h  // 167HF] 0xd493E0 = sooo00ZEdE = BAEh

call eax // =zub_100BESTO

call d=:SetTimer // iBDENTzs ., A EFREESTH
2. ERIRSESERIHITTRE FE S S /SR R MR
zub_100E4A90
call sub_100B4DED

call sub_100B4EFD

push edxz; int

puzh offzet zub_100B4F20; int

push eax; wchar_t *

call sub 10002300/ TR EAMBEREN (=sub_100B4FD0) , FH{REEHE
call sub_100C2800
call sub 10002000  /F MABZEES=e. 380, on [ Ei{A%E A Ini AR AIDLLST
call da:InternetOpenW
£ T EiEE
call d=:InternetClozeHandle
5. HITIEFE S S/ AELE SR, HEEhiHE
sub_100R4F20
call sub_100E8500 /7 “ERfCL STE HEIEEEINERTIT RS : SThxex. tnp
call ds:CreateFileW // IEBTTEMED11301E
call da:WriteFile
call dz:ClozeHandle
call sub_100B4DDO
call sub_100BS0T0
call dsiLoadlibrary¥ // JIEED1LHFARE A OB 1EntryPaint (AP RS 7 ARSHR ——
REEN]
call ds:LoadResource // fIERFHSDIIAREEELAE, SrediBiTHil mesin b m T RfETh
call da:FreeResource

call dz:Freelibrarsi

call ds:DeleteFileW // WFgEeTonth, $ESRITR

75+ ExtSmartWiz. dIIPJERFFERIEEENE: “aeoBEE, BHET! 7 “athl! 7 B mtRliiT=Ee HE
FHERTEEEL 7 (BERAR S gy - - “ag05ER, EfET 7 CBrthl! 7 4| BHRHITRER D IR
EEl 2 (AR S S g -ee oee “3poEED, EfE! T Copr il P CUIRN ot BITREE! IHEIETR

L=/ (BB S S e e

+. EESiFRhAEs. 0. 8.4, ExtSmartWiz. d115{ReSE0 B8E 2012810 HsH 21:28:80" .

. BEER, F AR “HeTY . HRoMEnRE ELREHR . THAEFSERMFMNEIT) . 1M,
iTiEREE . EACHEEMS T, FEFER— T R EE B A CD 11 EntryPoint, THEFIERE
EOGPD, {RPBEEdeoc0, HEENRFE WAMHE (RER, EAERMHFED, METHEER. %ML,
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A

NGy

IR EESE, RREHER
0N Bl EEERS S, 2B 0RAHAIRRMESNT . (FIIFTEERE SRR AR BIRFE TR
%, GNELEXE, SHeEZHRT S.

T\ BRERNEE SR MFER LA R0A SRR “HNIBHE” @, aFETRTEREER BT
EAED . TEEEEER (SRR ) . TR (B R EE M .

8. Appendix I1
8.1. Revision History
Version Revised Contents Revision Record Notes
Date
1.0 Create Document 2012/11/4 | Create "Public
Document whistle-blowing of
Oihoo 360---Public
Letter to MIIT and
the Ministry of
Public Security "
1.1 Re-typesetting, and 2012/11/8 | Revise the
add the detection Document
result
1.2 Add 360 White Book, | 2012/11/20 | Revise the Refer to
the Correlation of Document “Investigation
Permission Agreement Process of Privacy
and Detection Result Invasion”
1.3 Revise the wording 2012/11/21 | Revise the
and sentence of the Document
detection result
1.4 Add the analysis on 2012/11/23 | Revise the | Refer to “Zec/inical
STB*.tmp File Document | Research Report on
Resource the Risk of
Disclosure of
Individual Privacy”
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