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Introduction 
 
The Federal interagency community has developed 15 all-hazards planning scenarios (the 
National Planning Scenarios or Scenarios) for use in national, Federa l, S tate, and lo cal 
homeland s ecurity p reparedness activities.   Th e Scenarios  are plann ing tools  an d are 
representative of the range of potentia l terro rist a ttacks and natural disa sters an d the 
related impacts that face our nation.  The objectiv e was to develop a minimum number of 
credible scenarios in o rder to estab lish the range of response requirements to f acilitate 
preparedness planning.  
 
Since these Scenarios w ere compiled to be the m inimum number necessary to dev elop 
the range of response capabilities an d resources, other hazards were inevitab ly omitted. 
Examples of other potentially high-impact even ts include nuclear pow er plant incidents1, 
industrial and transportation accidents, and frequently occurring natural disasters. Entities 
at all levels of government can use the National Planning Scenarios as a reference to help 
them identify the po tential scope, magnitude, and complexity of potential m ajor events.  
Entities are not precluded from  developing their own scenarios  to supplem ent the 
National Planning Scenarios.   
 
These Scenarios reflect a rigorous analytical effort by Federal homeland security experts, 
with review s by State and local hom eland s ecurity repre sentatives. However, it is  
recognized that refinem ent and revision ove r tim e will be necessary to ensure the 
Scenarios remain accurate, represent the evolvi ng all-hazards threat picture, and embody  
the capabilities necessary to respond to domestic incidents.  
 
How to Use the National Planning Scenarios: 
Capabilities-Based Planning – 
 
In seeking  to prepar e the Natio n f or terro rist attacks,  m ajor disasters, and  other 
emergencies, it is im possible to m aintain the highest level of preparedness for all 
possibilities all of  the tim e.  Given lim ited resources, managing the risk posed by m ajor 
events is imperative.  In an atmosphere of changing and evolving threat, it is vital to build 
flexible capabilities that will enab le the Na tion, as a whole,  to preven t, respond to, and 
recover from  a range of m ajor ev ents. To  ad dress this ch allenge, the Departm ent of 
Homeland Security (DHS) em ploys a capabili ties-based planning process that occurs 
under uncertainty to identify capabilities suitable for a wi de range of challenges and 
circumstances, while working within an econom ic fram ework that necessitates  
prioritization and choice.  As a first step in  the capabilities-based planning process, the 
Scenarios, while not ex haustive, provide an illustration of th e potential threats for which 

                                                 
1 A severe incident at a nuclear power plant, whether or not it is terrorist-initiated, could result in a release of 
radioactive materials to the environment with adverse consequences to public health. Scenarios for such severe 
incidents have not been included in this scenario set because: (1) current Federal regulations from the Nuclear 
Regulatory Commission and the DHS Federal Emergency Management Agency (FEMA) mandate robust emergency 
planning and preparedness for each nuclear plant to include the full range of response organizations; and (2) scenarios 
for nuclear plants cannot be generically extrapolated to other types of facilities (e.g., chemical plants). 
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we m ust be prepared.  The Scenarios were  designed to be broa dly applic able; the y 
generally do not specify a geographic location, and the impacts are meant to be scalable 
for a variety of population and geographic considerations.  
 
HSPD-8 Implementation – 
 
The Scenarios will be u sed in the implem entation of the Homeland Security Presidentia l 
Directive (HSPD)-8, “National Preparedness,” including the development of the National 
Preparedness Goal and the National Exercise Program. In helping to develop the National 
Preparedness Goal, the Scenarios provide th e foundation for identifying the capabilities 
across all m ission areas  and the target lev els o f those capabilities need ed for effective 
prevention, response, and recovery to m ajor events, such as t hose outlined in the 
Scenarios. Examination of the Scenarios lead s to certain common functions that must be 
accomplished. The need for response organizatio ns to move quickly and in a coordin ated 
manner and the requirem ents to quickly trea t m ass casualties and to assist disp laced 
residents are exam ples. This commonality im plies flexible, adap tive, and robust 
capabilities to cope with diverse events and hazards.  
 
In addition, the Scenario s will be us ed as th e design basis for exercises  in the National 
Exercise Program . As a common foundation fo r exercise developm ent, the Scenarios 
reduce the possibility that agencies exercising the same basic type of event will ex ercise 
greatly different consequences which may lead to vastly different capability requirements 
and preparedness expectations. While not meant to be all-inclusive, the Scenarios provide 
a basic set of comm on homeland security even ts and th eir rela ted im pacts th at c an be 
employed at the national level or by States  and localities.  Although certain areas have 
special concerns—for exam ple, continuity of Government in W ashington, DC; viability 
of f inancial markets in New York; and trade a nd commerce in other m ajor cities—the 
Scenarios h ave been  d eveloped in  a way th at allows th em to be adapted to local 
conditions. Agencies will not be limited to this set of Scenarios, and they will continue to 
be able to exercise scenarios that are not specifically inc luded in  the planning set.  
However, when exercising the basic events in cluded in the Scenario s et, the Scenarios  
provide a mutual starting point.    
 
General Considerations for the Scenarios: 
Future Development of Prequels – 
 
The goal of the Part I of the Scenarios is to flesh out response capabilities and needs, not 
threat-based prevention activities. For the terrorist attack Scenarios, DHS, in coordination 
with the  Federa l in teragency co mmunity, has developed detaile d prequels  to  the  
scenarios, including inform ation on t he perpetrator, the “Universal Adversary” (UA), to 
help further prevention related planning and preparedness efforts. The UA prequels are 
published as Part II and Part III of the Scenario set. 
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Scenario Outline – 
Each scenario in the National Planning Scenarios follows the same general outline, which 
is as follows: 

• Scenario Overview 
− General Description 
− Detailed Attack Scenario (or Detailed Scenario when a UA is not present) 

• Planning Considerations 
− Geographical Considerations/Description 
− Timeline/Event Dynamics 
− Meteorological Conditions (where applicable) 
− Assumptions 
− Mission Areas Activated 

• Implications 
− Secondary Hazards/Events 
− Fatalities/Injuries 
− Property Damage 
− Service Disruption 
− Economic Impact 
− Long-Term Health Issues 

 
Intelligence Disclaimer – 
While the scenarios developed generally refl ect possible terrorist capabilities and known 
tradecraft, n either the I ntelligence Commun ity nor the la w enf orcement comm unity is  
aware of any credib le s pecific in telligence th at indicates that such an  attack is being  
planned, or that the agents or devices in question are in possession of any known terrorist 
group.  
 
Relative Grouping of Scenarios – 
Depending on the ultim ate use, various schem es have been used in the past to rank 
scenarios based on probability, num ber of casualties, extent of property damage, 
economic impact, and social disruption. Because the s cenarios represent a range in ca sualty 
numbers and property  damage, the scenarios do not  include all events that would produce high 
morbidity and mortality.  
 
Multiple Events – 
As there is a  possibility that multiple incidents will occur simultaneously or sequentially, 
organizations should  always consid er the need  to respond  to m ultiple incidents  o f the 
same type and multiple incidents of different types, at either the same or other geographic 
locations, in  preparedness plann ing ef forts.  These inc idents will invar iably requ ire the  
coordination and cooperation of hom eland security res ponse organizations across 
multiple regional, State, and local jurisdictions. 
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Economic Impacts – 
Any decision in response to one of the disaster /terrorist scenarios to close the U.S. border 
with Canada or Mexico would have potential ly enormous economic consequences.  Thus 
any key decision to close a border m ust ta ke into accou nt those co sts in as sessing 
economic loss associated with the incident.  Such a calculation m ight determine that the 
costs of closing the border would outstrip whatever would be gained by closing the 
border, especially in tho se cases (pandem ic influenza, plague) where closing the b order 
would not effectively stop the spread of disease but perhaps only impede its advance for a 
limited period of time.  
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Mission Areas: 
The following Mission Areas were used to assi st in scoping the response requirem ents 
generated by the scenarios. 
  
Prevention/Deterrence – The ab ility to  d etect, prev ent, preem pt, an d deter terro rist attack s 

and other manmade emergencies  

Infrastructure Protection – The ab ility to  p rotect critical in frastructure fro m all th reats and  
hazards 

Preparedness – The ab ility to  p lan, org anize, eq uip, train, an d ex ercise h omeland 
security pe rsonnel to pe rform their assigned missions t o nat ionally 
accepted standards—this mission area includes public education and 
awareness 

Emergency Assessment/Diagnosis – The ab ility to  ach ieve and  maintain a commo n o perating picture, 
including th e ability to  d etect an  in cident, d etermine it s i mpact, 
determine i ts likely evolution and c ourse, classify the incident, and 
make government notifications 

Emergency Management/Response – The ab ility to  d irect, co ntrol, and  coo rdinate a respo nse; m anage 
resources; an d provide e mergency public i nformation—this 
outcome i ncludes di rection a nd c ontrol t hrough t he Inci dent 
Command Syste m (ICS), M ultiagency C oordination Systems, an d 
Public Information Systems 

Hazard Mitigation – The ab ility to  co ntrol, co llect, an d con tain a h azard; lesson  its 
effects; and conduct en vironmental m onitoring—mitigation effo rts 
may be implemented before, during, or after an incident 

Evacuation/Shelter – The ability to provide initial warnings to the population at large and 
at ri sk; notify peo ple t o shelter-in-place or  evac uate; pr ovide 
evacuation and shelter support; and manage traffic flow and ingress 
and egress to and from the affected area 

Victim Care – The ab ility to  treat v ictims at th e scen e; tran sport p atients; treat 
patients at a med ical treatment facility; track  patients; handle, track, 
and secu re hu man r emains; p rovide tr acking and  secu rity of 
patients’ possessions and evidence; and manage the worried well 

Investigation/Apprehension – The ab ility to  investigate th e cau se an d sou rce of th e in cident and  
identify, appr ehend, and  pr osecute tho se r esponsible fo r terro rist 
attacks and other manmade emergencies 

Recovery/Remediation – The ability to restore essen tial services, businesses, and commerce; 
cleanup the envi ronment and re nder the affected area safe;  
compensate vi ctims; provi de l ong-term mental heal th a nd ot her 
services to victims and the public; and restore a sense of well-being 
in the community 
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Scenario 1:  Nuclear Detonation –  
10-kiloton Improvised Nuclear Device 

 
Casualties Hundreds of thousands 
Infrastructure Damage Total within radius of 0.5 to 3 miles 
Evacuations/Displaced Persons 100,000 in affected area seek shelter in safe areas 

(decontamination required for all before entering 
shelters) 

250,000 instructed to shelter in place as plume moves 
across region(s) 

1 million+ self-evacuate from major urban areas 
Contamination Various levels up to approximately 3,000 square miles 
Economic Impact Hundreds of billions of dollars 
Potential for Multiple Events No 
Recovery Timeline Years 

 
Scenario Overview: 
General Description – 
In this scenario, terrorist members of the Universal Adversary (UA) group—represented 
by two radical Sunni groups: the core group El-Zahir (EZ) a nd the affiliated group Al 
Munsha’a Al Islamia (AMAI)—plan to assemble a gun-type nuclear device using Highly 
Enriched Uranium (HEU) stolen from  a nuclear facility located in Pakistan. The nu clear 
device components will be sm uggled into the United S tates. The device will be 
assembled near a m ajor m etropolitan center. Using a delivery van, terrorists plan to 
transport the device to the business district of a large city and detonate it. 
 
Detailed Attack Scenario – 
Current intelligence su ggests th at EZ m ay be working with AMAI to develop an 
Improvised Nuclear Device (IND). It is suspec ted tha t sp ecial tra ining cam ps in the 
Middle East have been established f or IND training. Some IND manuals have also been 
confiscated from suspected EZ operatives. The volume of c ommunications between EZ 
and AMAI operatives has increased significantly in past two weeks. 
 
EZ operatives have spent 10 years acquiring sm all amounts of HEU. Operatives acquired 
the m aterial by posing as legitim ate busines smen and by using ties  to ideolog ically 
sympathetic Pakistani nuclear scientists. EZ pl ans to construct a sim ple gun-type nuclear 
device and detonate the weapon at a symbolic American location. 
 
EZ Central Command initiates the operation. To preserve operational effectiveness at all 
levels, com partmentalization and s ecrecy are re quired. Due to fears of penetration, EZ 
has becom e increasing ly discreet in its  d ecision-making process, with few operatives 
informed of the next targ et. Target selection, preparation, and acquisition are confined to 
a small number of terrorist operatives.  



National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3 

Scenario 1: Nuclear Detonation – 10-kiloton Improvised Nuclear Device  1-2 

                                                

 
Planning Considerations: 
Geographical Considerations/Description –  
This scenario postulates a 10-kiloton nuclear detonation in a large metropolitan area. The 
effects of the dam age from  the blast, th ermal radiation, prom pt radiation, and the 
subsequent radioactive fallout have been  calculated (based on a detonation in 
Washington, DC), and the details are presented in Appendix 1-A. However, the  
calculation is general enough th at m ost m ajor cities in the United States can be 
substituted in a relatively straightforward manner. Enough information is presented in the 
appendix to allow for this  kind of extrapolation 1. The radioactive plum e track depends  
strongly on the local wind patterns and other we ather conditions. In a situation where the 
wind direction cycles o n a re gular basis or other wind an omalies are present,  cau tion 
should be exercised in directly using the fallout contours presented in the appendix. 
 
If the incident happened near the U.S. bor der, there would be a need for cooperation 
between the two border governm ents. Additio nally, th e IND attack may warrant th e 
closure of U.S. borders for some period of time. If the detonation occurs in a coastal city, 
the fallout plum e may be carried out over th e water, causing a subsequent reduction in 
casualties. On the other hand, the surrounding wate r will likely restrict  the zones that are 
suitable for evacuation. Bridges and  tunnels th at generally accompany coastal cities will 
restrict th e evacuation , causing  d elay and  an increase in the rad ioactive dos e that  
evacuees receive. This delay m ay be substan tial, and the resulting dose increase ma y 
drive a decision to s helter-in-place or ev acuate-in-stages. This assum es that the 
authorities have an effective communication channel with the public.  
 
Timeline/Event Dynamics – 
The respon se tim eline will begin  the instan t the detona tion occur s. Initially, only 
survivors in the imm ediate area w ill conduct rescue a nd lifesaving activities. Later 
(minutes to hours), rescue teams will begin to arrive and provide assistance. These initial 
efforts are likely to be uncoordinated. W ith the current state of education, training, and 
equipment, it is likely that many of these responders will subject themselves to very large 
(perhaps incapacitating or fatal) doses of ra diation. As various command posts are set up 
(which m ay take hours to days), the res ponse will becom e m ore coordinated. The 
productivity of rescue and direct lifesavi ng activities will decr ease significantly as a 
function of time and will be very low within a couple of days.  
 
For a nuclear deton ation, the actu al occu rrence of injuries does not stop when the 
immediate blast effects have subsided. Th e most critical com ponents of the post-
detonation response m ay not be the lifesaving efforts that assist the victim s directly 
injured by the detonation. Instead, it is likely that the most effective lifesaving activities 
will be thos e that addre ss the ev acuation o r she lter-in-place decis ions f or the po tential 
victims in the imm ediate fallout path, the effective communication of instructions to the 
affected population, and the efficient decont amination of the evacu ated population. As  
soon as possible following the explosion, screen ing and decontam ination efforts need to 

 
1 Consequence Report for a 10-kiloton Nuclear Detonation in Washington, DC, February 10, 2004. 
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be established. Timely decontamination of highly contaminated individuals is expected to 
drastically reduce casualties. Startin g alm ost imm ediately, and continuing for the first 
few days, self -directed evacuation will occu r and is lik ely to be the  m ost prevalen t 
protective action taken. Decontam ination of pe ople will be m ost i mportant early in the 
incident but will continue throughout the entire proce ss, including site cleanup and 
remediation. Long-term activities associat ed with environm ental decontam ination, 
monitoring, and sampling will last many years. Decontamination will be by far the m ost 
expensive economic impact of the IND attack. 
 
Within the f irst f ew ho urs to  days,  m onitoring m ust be perform ed to delineate fallout 
boundaries, norm alize and verif y predictive models, and provide assurances that 
populated areas are safe. After public contam ination and initial evacuation issues have 
been addressed, incident management resources will shift to  supporting ground surv eys, 
conducting sampling efforts, and managing the disposition of human remains. 
 
Medical follow-up activities will  need to be conduc ted on those people exposed to the 
radiation or fallout and on thos e that may receive drugs  to  reduce exp osure to  in ternal 
contamination. (These drugs are in extrem ely short supply and are not effective on most 
radioactive isotopes.) D ocumentation of  these cases will pr ovide signif icant cha llenges 
but will be required for long-term health reasons and to address legal issues.  
 
The exposure to large doses of radiation w ill produce an increased long-term  risk of 
cancer for the exposed people (s ee Appendix 1-A and Appe ndix 1-B). These cases  will 
need to be monitored and treated for many years. 
 
Assumptions –  

• The explosion produces a nuclear yield of 10 kilotons from a device that uses 
HEU as the fissile material.  

• The prom pt effects of the detonation c over an approxim ately circular area of 
devastation and the degree of destruction tapers off with  increasing distance from 
ground zero. 

• The device is detonated at ground level. 
• The com puter code used for calculating casu alty projectio ns assum es that the 

population exposed to the fallout radiation is not evacuated or sheltered for the  
first 96 hours. This is because the co de is not able to track th e complexities that 
would otherwise arise. This is certainly not a recommended protective action.  

• Immediate protective actions will greatly re duce fatalities and inju ries from the 
exposure to the radiation. 

• The weather is clear—there is a lig ht haze and a light breeze, with no snow or 
cloud cover. 

• Casualties are calculated without consider ing the sheltering/s hielding effects of 
buildings. This is true for both the blast and radiation effects. 

• Casualties are calculated without consid ering the hazards of secondary effects,  
such as building collapses or secondary fires. 
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• Panic and  the lack  of traffic contro l signals m ay contribute to traffic 
fatalities/injuries in either a directed or self-directed evacuation. 

• Workers may be reluctant to perform  thei r jobs due to fears of radiation or 
contamination. 

• Electricity and other servi ces are d isrupted across m uch of the affected area. 
Service will be restor ed to all but the immediate detonation area within 10 to 20 
days following the explosion. Services in the immediate area of the explosion will 
not be available for a significantly longer time due to radioactive contamination of 
the area and the extent of the damage. 

• There will be disruption of communications, making it dif ficult to prov ide safety 
information to the public in a timely manner. 

• The large st radia tion co ncerns f ollowing an IND incident will be the “prom pt” 
radiation (gamma and neut ron) and the gamma dose received from  the “ground 
shine” (radioactive particles deposited on the ground) as people are evacuated 
from the fallout areas.  

 
Mission Areas Activated –  
Prevention/Deterrence: 
Law enforcement will attem pt to p revent the importation of nuclear d evice components 
as well as the assem bly, delivery, and det onation of the device. After the detonation, 
officers will provide reconna issance, protection, and dete rrence measures at the 
boundaries of the s ite. Perim eters will n eed to  be estab lished to  prev ent en try in to the 
contaminated zone. Th is will req uire tr ained personnel and spec ialized equ ipment. 
Officers will respond to reports  of potential threats, provi de increased surveillance at 
vulnerable sites/events, inve stigate threats, enforce cu rfews and exclusion boundaries, 
and manage other law enforcem ent issues (e.g.,  looting, theft of private property). It is 
likely that the National Guard and perhaps the military will be involved directly in these 
areas. A declaration of martial law may be considered.  
 
Emergency Assessment/Diagnosis: 
The detonation will be instantly recognized as a nuclear blast by both local observers and 
National As sets. Th is will initiate severa l res ponse and contingen cy plans  and bring  
Federal assistance. Due to its location, it is likel y that the local Em ergency Operations 
Center (EOC) will be significantly affected by the detonation. Should it survive intact and 
operational, it will b e stres sed to  its lim its. Actions of incident command and EOC 
personnel should include dispatching respons e units; m aking incident scene reports; 
detecting an d iden tifying the  sourc e; es tablishing a pe rimeter; co llecting inf ormation; 
making haz ard assessments and predictions ; coordinating hospita l and urgent care 
facilities; coordinating county and State response requests ; and coordinating m onitoring, 
surveying, and sampling operations. Demand for these assets will be great. It is likely that 
State and other local E OCs in surrounding ar eas will be needed  to support response 
efforts. 



National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3 

Scenario 1: Nuclear Detonation – 10-kiloton Improvised Nuclear Device  1-5 

Emergency Management/Response: 
One of the m ost critic al f actors that m ay reduce subse quent f atalities and injurie s 
following a detonation will be the speed and appropriateness of the evacuation/shelter-in-
place decisions that are m ade and the eff ectiveness of the dissem ination of this  
information. This is a large-scale incident with many casualties and radiation exposures 
in the downwind hazard  area.  Actions of in cident-site. EOC, and JIC personnel should  
include alerting, activating and notifying, prov iding traffic and access co ntrol, protecting 
at-risk and special populations, supporting  requests for assistance, directing and 
controlling critical infrastructure assets, and directing public information activities. 
 
There will be radiological em ergency response teams from Federal and various State and 
local governments that will converge on the area to prov ide general as sistance, support 
rescue and recovery efforts, help delineate and survey the areas for contam ination, assist 
in decontam ination activities, and provide radiological infor mation to local decision 
makers. The location an d rem oval of  injured and disabled p eople will b e a signif icant 
undertaking that will be greatly complicated by the need to keep the radiation dose of the 
individual workers As Low as R easonably Achievable (A LARA). Certainly, rescue 
operations will quickly  reach th e point of dim inishing returns. Victims will con tinue to 
absorb rad iation dos es while waiting on res cue, and this  will r esult in an inc reased 
likelihood o f fatality. In  a lim ited m anpower s ituation, wh ere th e to tal integ rated dose 
that can be absorbed by the finite num ber of trained and equipped response workers is 
fixed—as it is likely to be during the first few hours after the incident—the value of these 
rescue ac tivities will ne ed to  be w eighed against the v alue of prev enting o r redu cing 
future exposure of people in the high-dose fallout regions downwind. 
 
It is essential that emergency response workers be educated, trained, and equipped to deal 
with this situation. Emergency workers entering high-radiation areas in the first few days 
after the detonation are likely to receive le thal doses of radiation. Personal Protective 
Equipment (PPE) is used to control contam ination but does not protect workers from 
external radiation doses. If work ers are exposed to contam inated particles in the air (i.e., 
re-suspension), then a device to p rotect th em f rom breathing th is c ontamination is  
required (e.g., a respirator or a Self-Contai ned Breathing Apparatus). Personal electronic 
dosimetery and turn-back levels (i.e., dose leve ls that have been calculated to account for 
the time it takes the worker to ev acuate the rad iation zone while still n ot exposing  the 
worker to d oses that exceed a saf e value) are essential for all workers enterin g the 
contaminated area.  
 
Hazard Mitigation: 
The extent of radioactive fallout contamination will present a major challenge. One of the 
biggest factors that may reduce the subsequent fatalities and injuries will be the speed and 
appropriateness of evacuation /shelter-in-place protective action decisions  that are m ade 
and the effectiveness of the dissemination of this inform ation. Close to the site of  
detonation, there will be little tim e to institute any protection for the population from the 
fallout radiation. As the distan ce in creases, there will be more tim e to get ins tructions 
disseminated on evacuation or shelter-in-p lace guidelines. However, information 
distribution will be greatly hampered by power outages and dam aged elec tronic 
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equipment. Since inf ormation dissem ination will be dif ficult, it is like ly that self -
evacuation will be  the  dominant protective action taken in th e sho rt ter m (~ 24 hours)  
after detonation. Authorities m ay resort to loudspeakers mount ed on vehicles to help 
disseminate information. As the distance from the detonation increases, the tim e to react  
increases, the total possible dose from  the fallout decreases, the population density 
decreases, and the likelihood of the infrastruc ture rem aining intact  increases. All these 
factors imply that pro tective actions will have a  greater effect in reducing injuries as the 
distance from the detonation increases. However, by far, the greatest factor impa cting 
the reduction of the ef fects of the detona tion on the general population w ill remain 
the speed a nd appropriateness of the decisi ons that are made and the effectiveness 
of the dissemination of this information.  
 
Another critical mitigation activity will be the prompt decontamination of people being  
evacuated. Local fire departm ents may be best equipped to deal with personnel 
decontamination, which will consist of the re moval of contaminated clothes and washing 
in water; however, the water supply m ay be limited. Unfortunately, fire departments will 
be taxed dealing with essent ial firefighting and rescue du ties. Clean clothes and/or 
blankets will be needed for modesty and, in  cold weather, exposure reasons. It sh ould 
also be noted that the pub lic will strongly resist leavi ng personal item s (e.g., wallets, 
keys, purses, pictures, jewelry) behind in the contaminated zone. 
 
Actions of incident-site personnel should in clude isolating the incident scene and 
defining the hazard areas, establishing incident command, pres erving the scene, 
providing mitigation efforts, fightin g fires, decontam inating responders and equip ment, 
and conducting site remediation and monitoring. 
 
Evacuation/Shelter: 
Evacuation and/or sheltering of  downwind populations will be required. Actions of the 
incident-site, local-area, and E OC pers onnel should includ e monitoring and 
decontaminating evacuees, protecting school s and day care facili ties, and providing 
shelter/reception facilities.  
 
Victim Care: 
Tens of thousands will require decontam ination and both short-term  and long-term  
treatment. In addition, the evacu ated popula tion will req uire shelter and food for the 
indefinite future. Health care facilities and emergency workers in the affected area will be 
overwhelmed. To adequately address the care and treatment of victim s, trained m edical 
health care workers fro m outside the affected  area will be needed . Actions of incident-
site, EOC, and local-area hospital personnel should include the following: 

• Making and communicating protective action decisions 
• Providing Emergency Medical Services (EMS) 
• Implementing medical triage, treatment, and stabilization of casualties 
• Performing search and rescue (fire, police, and EMS) 
• Performing patient screening and decontamination 
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• Implementing decisions to administer prophylaxis to the affected populations 
• Transporting injured patients 
• Reporting patient status 
• Treating walk-in radiation victims 
• Collecting and identif ying hum an rem ains (coroner and m orgue functions, 

including the potential for remains to be residually radioactive) 
• Providing next-of-kin notifications 

 
The level of care that can be expected may be significantly lower than would normally be 
expected. T his m ay well contribute to a larger-than-expected num ber of casualties. 
Officials and care providers s hould discuss these issues bef ore any such incident takes 
place. 
 
Triage will be a m ajor issue for care provide rs. Among other things, this will require the 
determination of which victim s may benef it from  medical attention and which have 
received radiation doses that make it unlikely that they will survive. While there are post-
exposure methods to m easure dose levels, these m ethods ar e unlikely to be widely 
available during an incident of this nature. This is due to the extrem ely limited national 
capability for these tests and to the com plexity of the labor atory procedures required. In 
this situation, it is lik ely that the best that can be done is to note the delay between the 
exposure an d the onset of visible s ymptoms (e.g., vom iting). As a rule of thum b, the 
sooner the onset of the sym ptoms, the highe r the dose received and the less likely the  
victim is to survive. 
 
Investigation/Apprehension: 
There will be nationa l political p ressure on Government off icials to expedite the 
attribution process and for th e subsequent response. For a nuclear detonation, attribution 
activities at the detona tion site will rely la rgely on scientific forensic techniques and will 
be provided by specialized national team s. In addition, the inte lligence community will 
be pressured for infor mation relating to the incident. Actions of incident-site personnel 
will include site contro l and crim inal inves tigation. Federal authorities, including  the 
military, will probably conduct “apprehension” activities. 
 
Recovery/Remediation: 

Decontamination/Cleanup: Approximately 8,000 square kilometers (~ 3,000 square 
miles) m ay be contam inated to som e level, including urban, suburban, rural, 
recreational, industrial, and agricultural areas. Expected radiation levels will limit the 
total tim e workers can s pend in the affected  area, quickly leading to a shortage of 
willing, qualified, and trained workers. When a worker reaches this limit, he/she must 
be rotated to a job w here no dose is received, or sent hom e. The volum e o f 
contaminated material that will be rem oved will ove rwhelm the natio nal hazardous 
waste disposal facilities and will se verely challenge the Nation’s ability to transport 
the m aterial. This ef fort will b e th e m ost expensive and tim e-consuming part of 
recovery and will likely cost many billions of dollars and take many years.  
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Site Restoration: A large area centered on ground zero will be destroyed. There will 
be varying degrees of dam age in an approximately 100-square-kilom eter (~ 40-
square-mile) area. Som e degree of  decontamination will be requir ed in a very la rge 
area that will have to be  determined by the auth orities. They will have to weigh the  
costs of the cleanup against the political realities of the situation.  
 

Implications: 
It is extremely difficult to estim ate the true  implications of terrorist use of a nuclear 
device on a U.S. city. The personal loss of loved ones would be imm easurable. The 
health consequences to the population direct ly impacted would be severe. The physical 
damage to the community would b e extrem e. The costs o f the decontam ination and 
rebuilding would be staggering. But these losses do not begin to address the true 
implications of  this  type  of  an inc ident The detonation of an IND in a  U.S. city w ould 
forever change the American psyche, as we ll as its po litics a nd worldview. The real 
implications may only be addressable by historians many years after the incident.  
 
Secondary Hazards/Events –  
The detonation will cause m any secondary ha zards. The intens e heat of the nuclear 
explosion and other subseque nt causes will produce num erous fires located throughout 
the immediate blast zone. Da maged buildings, downed power and phone lines, leaking 
gas lines, broken water m ains, and weakened bridges and tunnels are just som e of the 
hazardous conditions th at will n eed to be a ssessed. Depending on the type of industries  
present (such as chem ical or petroleum  production, industrial stor age facilities, and 
manufacturing operations), there could be significant releases of hazardous materials.  
 
Another secondary effect of a nuclear explosion is the Electro-Magnetic Pulse (EMP) that 
will be prod uced by the ioniza tion and subsequent acceleration of electrons from  the air 
and other materials by the intense radiation of  the detonation. This EMP is a sharp, high-
voltage spike that radiates out from the detonation site. It ha s the potential to disrupt the 
communication network, other electronic equi pment, and  associated  system s within  
approximately a 5-kilom eter (~ 3-m ile) ra nge from  the 10-kilo ton ground blast. The 
range of these effects is highly dependent on th e details of the detonation and the type of 
electronics involved. However, the duration of the EMP is ve ry short, and there are no 
residual effects. Standalone equipment that is undamaged from the pulse will continue to 
function afterward. However, m ost electronic devices depend on exte rnal infrastructures 
(e.g., the electrical power grid, cell towers, broadcasting stations, com puter networks, 
switching stations) in order to  function. These infrastructure s are far m ore vulnerable to 
EMP than most stand alone electro nic dev ices. It is  possible th at the se inf rastructure 
systems will be dam aged at sig nificantly larger d istances than is olated e lectrical 
equipment. 
 
There likely will be sig nificant damage to the general public support in frastructure with 
potentially cascading effects. These system s include transportation lines and nodes (e.g., 
air, wa ter, rail, h ighway), power generation and distribu tion system s, communications 
systems, food distribution, and fuel storage and distribution. There will be concerns about 
the safety and reliability of  m any structures (e.g., dam s, le vees, nuclear power plants, 
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hazardous material storage facilities). Structures may be damaged that are used to provide 
essential services (e.g., hospitals, schools). 
 
In addition to the direct physical health effects caused by the nuclear detonation, the 
subsequent trauma may have a significant ps ychological impact on survivors. This m ay 
impede the ability of local officials to mount an initial response to the incident. There will 
certainly b e econom ic, political,  law en forcement, civil liberty,  and m ilitary 
consequences that will likely change the very nature of the Country.  
 
Fatalities/Injuries –  
A f ull descr iption of  th e f atalities a nd injur ies f or a nucle ar detonation is dif ficult a nd 
complicated. There will be casualtie s directly associated with the blast, which will c ause 
“translation/tumbling” (the human body being thrown) and subsequent impacts of people 
and other objects. A nuclear detonation will also produce a great deal of therm al (heat) 
energy th at will c ause b urns to exp osed skin  (a nd eyes). U nder ce rtain circum stances, 
these burns may occur over large distances. There are two general “categories” of nuclear 
radiation produced in a detonation. First is  the so-called “prom pt” nuclear radiation, 
arbitrarily defined as being emitted within the first minute—it is actually produced as the 
device detonates or shortly thereafter. For a 10-kiloton blast, this radiation m ay expose 
unprotected people within a distance of a few kilometers (a couple of miles) to extremely 
large gamma ray and/or neutron doses. In addi tion, a detonation of a nuclear device near 
the surface of the ground will result in a great deal of fallout (in the form of dirt particles) 
that is rad ioactively con taminated. This f allout will se ttle out of  the r adioactive c loud 
over a period of time, mostly in the first weeks. By far, the most dangerously radioactive 
fallout will be deposited  near the de tonation site and will ha ppen within the f irst couple 
of hours after detonatio n. Fa llout will exponentia lly d ecay with tim e, but m ay expose  
many people to large doses and will certainly contaminate large areas  of land for y ears. 
Many fatalities and injuries will result from a combination of these various effects.  
 
Historically, early emergency response efforts have been focused on the lifesaving needs 
close to the em ergency site. However, for a nuclear detonation, other actions need to be  
taken downwind where the plum e will deposit radioac tive f allout. Perhaps the gre atest 
potential impact on saving lives will be ac tivities immediately following the de tonation 
that add ress the redu ction of  the f uture radiation dose tha t will b e re ceived by the 
population in the fallout zone imme diately downwind of gr ound zero. Decision makers 
may have to weigh the benefits of focusing on  this problem  versus that of the direct 
lifesaving a ctivities in the bla st a rea. It m ust be noted that all people, including the 
emergency response workers, entering the high radiation areas near th e blast site have a 
significant probability of receiving large (likely fatal) radiation doses. Authorities will be 
faced with m aking these real-tim e decis ions, as well as m any other decision s, with 
insufficient and often contradictory information.  
 
The largest radiation concerns following an I ND incident will be the “ prompt” radiation 
(gamma ra y and neutron) and the gamma dose received from  the “ground shine” 
(radioactive particles deposited on the ground) as people are evacuated from  the fallout 
areas. These effects are likely to have significantly larger impacts on the population than 
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internal doses. Internal doses tend to expos e the body to relatively small radiation doses 
over a long period of tim e, which produces di fferent ef fects than large  radia tion doses 
received during a short period of tim e (s ee Appendix 1-A). The fi gures used for 
casualties in the appendix are based on ac ute external radiation doses, but are 
conservative (i.e., high). The conservative n ature of  th e ca lculation will tend  to 
compensate for not explicitly including the internal radiation dose effects. 
 
As the distance from  ground zero increases past  20 kilom eters (~ 12 m iles), the injuries 
due to acute radiation exposure (i.e., from  prompt radiation and th e subsequent fallout) 
will decreas e, and lower-level con tamination, evacuation,  and sheltering issu es will 
become the m ajor concern. In general, at di stances greater than 250 kilometers (~ 150 
miles) from ground zero of a 10-kiloton nuclear  detonation, acute health concerns will 
not be a significant issue. However, contam ination of people and the environm ent will  
still be a concern.  
 
Years later, there will still b e health consequences in the f orm of increased probabilities 
of cancers in the exposed population. The number of these cancers will likely run into the 
thousands and will extract a large human, social, and financial cost.  
 
For more information, see Appendix 1-A and Appendix 1-B. 
 
Property Damage – 
It is like ly that the b last and subsequent fires will destroy all buildings in the imm ediate 
area of the detonation. Histori cally, decontamination of site s involves the rem oval of all  
affected m aterial. Often, this in cludes th e su rface of th e ground to  a d epth of sev eral 
inches over the entire area that  has been contam inated. Therefore, m ost buildings in the 
immediate downwind fallout path will likely have to be destroyed in the decontamination 
effort. As the distance from  the detonation si te incr eases, the contam ination leve l will 
decrease. At some distance, the buildings will  not have to be dest royed and removed but 
will still require decontamination of all aff ected surfaces. Th is decontamination process 
will take years and will be extrem ely expensive. The decontamination will produce a far 
greater challenge and cost m uch more th an the actua l r ebuilding of the destroyed 
structures. Approxim ately 8,000 s quare k ilometers (~ 3,0 00 square miles) of land will 
have to undergo varying degrees of decontamination. This effort will las t for many years 
and will cost many billions of dollars to complete.  
 
For more information, see Appendix 1-A and Appendix 1-B. 
 
Service Disruption – 
Service disruption will be extensive in the area near ground zero and in the fallout path 
for several miles downwind. Services in these areas will not be restored for years because 
the land affected will not be returned to use until the decontamination is complete and the 
structures r ebuilt. Serv ice disruption  will be m uch less dra matic in areas that are less 
severely contaminated or not contaminated at all.  
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The electrical power grid is likely to be dam aged by transients produced by the 
destruction of substations, as well as other power production and distribution 
installations, and perhaps by the EMP of the de tonation. It is likely th at the grid dam age 
may cause power outages over wide areas, perh aps over several States, but these outages  
should be repaired within several days to a couple of weeks. The communication systems 
in the a rea will suf fer sim ilar da mage and will likely  be repa ired within s imilar 
timeframes.  
 
City water m ains will likely su rvive without  m ajor da mage. This is because they are 
largely underground and, therefore, som ewhat pr otected. It is possible that som e l ines 
will be broken directly by the detonation and also some damage sus tained in subsequent 
building collapse. However, this dam age should be relatively m inor and localized. The  
city water supply is unlikely to becom e subs tantially contam inated with radiation via 
water m ain breaks, but it is possible that some sm all a mount of radioactive and non-
radioactive contam ination m ay enter the lines. Contam ination of the water supply by 
radioactive impurities in the water (neutron activation) will not be a significant issue. It is 
possible that radioactive fall out m ay be deposited into the watershed used by the city. 
This will have to be measured before the water can be used.  
 
All government services will be impacted over som e geographical area. These services  
may include (but are not limited to) education, mail, law enforcement, justice system, fire 
departments, social welfare, and trash collection.  
 
For more information, see Appendix 1-A and Appendix 1-B. 
 
Economic Impact –  
Locally there will be econom ic impacts fr om many fa ctors, in cluding business and 
personal bankruptcies, banking service disr uptions, loss of jobs , destruction of 
employment locations, collapse of insurance co mpanies, as well as the drastic in creases 
in Government spending and debt and th e effects on the stock m arket. The national 
economy will be significantly impacted. Decontamination, disposal, and replacem ent of 
lost infrastructure will cost many billions of dollars. Replacement of lost priva te property 
and goods could add billions more to the cost. Additionally, an overall national economic 
downturn, if not recession, is probable in the wake of the attack. 
 
Long-Term Health Issues – 
There will be f atalities and inju ries resu lting f rom the ef fects of  the  detonation  and 
resulting radiation for many years after the attack. The fatalities re sulting from physical 
trauma and acute r adiation injuries will tend to taper off over a per iod of several months 
to a year or so. The most si gnificant long-term health im pact will likely be due to the  
increase in the num ber of cancers that result from radiation exposures from  the incident 
and subsequent activities. 
 
For more information, see Appendix 1-A and Appendix 1-B. 
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Appendix 1-A: Exemplar – Consequence Report for a 10-kiloton 
Nuclear Detonation in Washington, DC 

 
Prepared by the Department of Energy (DOE)/National Nuclear Security Administration 

(NNSA) Office of Emergency Response and Sandia National Laboratory 
 
Summary: 
This appendix describes a set of possible consequences calculated for a 10-kiloton 
nuclear blast including its prompt effects (occurring within the first minute) and fallout. It 
should be emphasized that the results of this calculation are strongly dependent on the 
initial assu mptions. T his repo rt is intend ed to assist in  prepar ing to addres s the  
consequences of  a te rrorist attack,  so the  ass umptions u sed in this  calcu lation ar e 
conservative and produce an upper lim it on the number of fatalities  and casualties that  
might be expected.  
 
The res ults of t he calc ulation report ed in this  a ppendix are  from t he detonation i n the 
central business district of  Washington, DC, of a  10 -kiloton u ranium-235, g un-type 
nuclear devi ce. Table 1- 1 summariz es selected  i nput para meters for the calculation. The 
actual meteorological data used in the calculation consisted of wind spee d, direction, and 
temperature as a function of  altitude. These data were deter mined as typical by examining 
both surface wind and upper air measurements recorded at the city’s airport over the course 
of a year. The detonation is assumed to take  place during working hours (10:00 a.m.) on a  
weekday. The population distribu tion is based on U.S. Cens us (nighttime) data, with two 
additional population de nsities adde d in order to represe nt the workday influx into the  
center of the  city. Speci fically, 481,000 people we re added inside a 5-kilometer (~ 3- mile) 
radius of the detonation site, and 220,000 addit ional people  were adde d inside an 11-
kilometer (~ 7-mile) annulus with an inner radius of 5-kilometers (~ 3 miles). 
 

Summary of Calculation Parameters 
Release location (latitude, longitude) North 38.90, West 77.0392 
Nuclear yield 10-kilotons 
Height of burst 0 
Height of cloud top above ground 8,110 meters (26,607 feet) 
Mean wind direction From the west-southwest 
Wind speed at cloud top 33.3 meters per second (~74.5 miles per 

hour) 
Population Census data plus estimate of daytime 

influx 
 
Table 1-1. Summary of calculation input parameters for a set of possible consequences 
for a 10-kiloton nuclear blast  
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The effects  of a nuclear detonatio n can b roadly be categorized into casua lties and 
property damage. The m echanisms producing thes e effects can be categorized as blast, 
radiation, and therm al energy. Figures 1-1 through 1-4 and Tables 1-1 through 1-3 
summarize the effects of the 10-k iloton nu clear detonation. The rings in Figure 1-1 
represent blast overpressure contours from  th e explosion. Blast fatalities and injuries 
result from “translation/tum bling” (the hu man body being thrown), “translation/im pact” 
(items impacting the hum an body), lung dam age, and eardrum  rupture. The calculations 
assume that people are exposed to the blast wave in the m ost hazardous orientation, and 
therefore the num ber of casua lties reported is an upper lim it. Table 1-2 tabulates the 
casualty estimates for the population within the contour rings of Figure 1-1.  
 
Additional fatalities and casualties are likely to occur from thermal burns, which have not 
been calculated. The relative contributions of the casualties due to blast and th ermal 
injuries strongly depend on th e details of the local envi ronment and cannot easily be 
modeled or incorporated into the calculations. T o a first approximation, it is a reasonable 
assumption that the overestimation of blast injuries provides a reasonable estim ate of the 
likely numbers of blast and thermal injuries combined.  
 
Figure 1-2 shows selected prompt effects of the detonation as a function of distance from 
ground zero. These include the peak overpress ure, therm al fluence, and both m oderate 
and severe building dam age. “Severe dam age” m eans the build ing either collaps ed or 
cannot be f urther used without essentially reconstructing it. “Mode rate damage” means  
that unless major repairs are made, the structure cannot be used for its intended purpose. 
 
There are two main sources of the ionizing radiation that cause radiation-induced injuries 
and fatalities. The first is the prompt radiation produced by the d etonation itself  and 
which, by arbitrary definition, occurs within  the first m inute afte r the detonation. The  
second is th e radiation em itted by the radio active fallout. Both of these, taken tog ether, 
will hereafter be referred  to simply as “radiation exposure.” The contours in Figures 1-3 
and 1-4 represent the dose equivalent in Roen tgen  Equivalent Man (REM) that would be 
received by unprotected individu als who remain in the radiation area for 24 hours (acute 
effects) and 96 hours (chronic effects), respectively, foll owing a 10-kilo ton nuclear 
detonation. Results used to define the contours in the figures are tabulated in Tables 1-2 
and 1-3. For casualties due to radiation expos ure, both acute and chronic health effects 
are considered. A chronic health effect that leads to a fatality will be counted as a fatality, 
even though that individual m ay survive fo r weeks, months, or even years before 
succumbing. 
  
Results shown in Figures 1-3  and 1-4 are cu mulative within contours, meaning that 
the casualty and fata lity counts  of the outer contou rs include the number of 
casualties and fatalities reported  for th e in ner contours, respectively. Also,  the 
casualty va lues includ e the fatalities numbers.  Many of  the inju red will suf fer from 
multiple effects  (e.g.,  b last, rad iation exposure, therm al burns). Th e com bination of 
effects is not considered or integ rated into this report. However, a  comparison of Tables 
1-1 and 1-2 shows that the majority of the casualties are due to radiation exposure and not 
blast effects. 
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Casualties Due to Blast Effects 
Range Area Pressure 

(psi) Description km mi km2 mi2
Population 

Exposed Fatalities Casualties
>3.8 10% Casualties 1.2 .74 4.5 1.73 46,612 14,623 31,430 
>4.9 50% Casualties 1 .62 3.3 1.27 31,673 14,623 27,590 
>7.1 10% Fatalities .82 .51 2.1 0.81 16,903 14,479 16,818 
>8.1 50% Fatalities .76 .47 1.8 0.69 14,642 13,850 14,606 
 
Notes: Fatality n umbers are in cluded in th e number of casu alties. The “Descrip tion” co lumn p rovides 
information o n th e resu lts of th e o verpressure sh own in th e “Pressure” co lumn an d d oes no t i mply an  
average result for all people enclosed within the ring. 
 
Table 1-2. Exposure, fatalities, and casualties based on the size of the inner blast 
contours in Figure 1-1 for a 10-kiloton nuclear detonation 
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Structures: 
S1: Multi-story (MS), wall-bearing building; brick apartment; 1-3 stories 
S2: Wood frame house; 1-2 stories  
S3: MS offi ce building; 3 -10 s tories; l ightweight, L ow-Strength, Q uickly Fai ling Wa lls (LSQF W); 

Earthquake-Resistant Designs (ERDs) 
S4: MS office building; 3-10 stories; lightweight LSQFW; non-ERD 
S5: Light-frame industrial building; 1 story; 5-ton crane; LSQFW 
S6: Highway girder bridge; 2-4 lanes; deck/through; 75-200 feet span 
S7: Railroad Girder Bridge; open floor; 1-2 tracks; 75–200 feet span 
 
Figure 1-2. Prompt effects for a 10-kiloton nuclear detonation as a function of distance 
from the detonation (effects include overpressure, thermal fluence, prompt radiation, and 
damage to various building and structures)  
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Figure 1-3. Contours for acute (24-hour) exposure dose equivalent in REM for a 10-
kiloton nuclear detonation 

 
 

Casualties Due to Acute Radiation Exposure 
Distance Area Equivalent 

Dose 
(REM) Description km mi km2 mi2

Population 
Exposed Fatalities Casualties

>150 10% Casualties 30 19 89 34 303,071 190,167 264,486 
>210 50% Casualties 23 14 59 23 270,242 190,139 256,542 
>280 10% Fatalities 17 11 40 15 235,762 189,089 232,786 
>380 50% Fatalities 14 9 30 12 203,375 180,389 202,133 

 
Notes: The equivalent dose levels were chosen to represent the 10% and 50% values for both casualties and 
fatalities. The casualty figures are cu mulative—the figures for the 150-REM contour line include those o f 
all interior contours. The “Description” column provides information on the results of the dose shown and 
does not imply an average result for all people enclosed within the contour. 
 
Table 1-3. Exposure, fatalities, and casualties based on the size of the acute (24-hour) 
radiation equivalent dose level contours in Figure 1-3 for a 10-kiloton nuclear 
detonation 
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Figure 1-4. Contours for chronic (96-hour) exposure dose equivalent in REM for 
a 10-kiloton nuclear detonation 

 

 
Casualties Due to Chronic Radiation Exposure 

Distance Area Equivalent 
Dose  

(REM) Description km mi km2 mi2
Population 

Exposed 
Fatal 

Cancers 
All 

Cancers 
>1 Evacuation/Sheltering 

PAG (Lower) 
320 198 7,800 4,836 1,358,718 24,580 49,160 

>5 Evacuation/Sheltering 
PAG (Upper) 

170 105 2,300 1,426 827,506 23,916 47,833 

>25 EPA Emergency 
Personnel Limit 

90 56 600 372 572,891 22,482 44,964 

 
Notes: The exposure equivalent dose levels were chosen to represent the various Protective Action Guides 
(PAGs) shown. The casualty figures are cumulative—the figures for the 1-REM contour line include those 
of all in terior contours, and the figures und er “All Cancers” incl ude t hose under “ Fatal Cancers.”  The  
“Description” column provides information on the results of the dose shown and does not imply an average 
result for all people enclosed within the contour. 
 
Table 1-4. Exposure, cancer fatalities, and cancer casualties based on the various 
chronic (96-hour) radiation exposure equivalent dose level contours in Figure 1-4 for a 
10-kiloton nuclear detonation 
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Discussion: 
The remainder of this appendix discusses in greater detail the input  parameters and the  
results of the calculation. A deeper understanding of some of the details of the calculation 
will allow the extension of many of these results to other cities. 
 
Meteorology – 
An upper air “sounding” (atmospheric measurement), downloaded from the University of 
Wyoming archives, was chosen to represent a set of typical m eteorological values for the 
entire city area. The sounding provides wi nd speed, direction, and temperature as a 
function of altitude. A set of typical surf ace (10-meter elevation) wind s peeds and wind 
directions, as m easured at th e city ’s m ain airport, were also used. Average wind data  
were determined f rom the Natura l Resources  Conservation Service (NRCS) at the U.S. 
Department of Agriculture for year s 1961 through 1990. The cal culation assum es no 
cloud or snow cover and assumes a 10-kilometer (~ 6-mile) visibility with light haze.  
 
Population – 
U.S. Census data for the city area w ere used as the primary database to draw conclusions 
about the exposed population and the subsequent  fatalities and casualties. Census data 
reflects the nighttim e population, which fo r Washington, DC, is about 571,000. In 
addition, the workday influx of people from  suburbs into the dow ntown area was 
considered, since detonation of a nuclear de vice would most likely occur during business 
hours so as to inflict a greater num ber of casualties. For this  calculation, 481,000 people  
were uniform ly distributed w ithin a 5-kilom eter (~ 3-m ile) radius of  the detonation. 
Additionally, 220,000 people were uniform ly dist ributed within an 11-kilom eter (~ 7-
mile) wide annular area (see Figure 1-5). These values were determined from several city 
government and business sources.  
 
The Oak Ridge National Laboratory (ORN L) Geographic Inform ation Science and 
Technology Group has develop ed a daytim e/nighttime populatio n database for 
Washington, DC, using county-to-county wo rkflow num bers from  census data. ORNL 
estimates the nighttim e (census data) and daytim e population to be 571,476 and 
1,066,666, respectively, so that there is an influx of 495,190 people during the day. These 
results are in excellent agreem ent with th e additional population distribution assumed in 
this calculation.  
 
The population densities for the top 20 U.S. c ities as of 1990 are shown in Table 1-6. 
This information can be used to approxim ate the prom pt casualties (resulting from  the  
energy released within the first m inute afte r th e detonation ) for these cities for a 10-
kiloton nuclear detonation at ground level. Th e present results are versatile enough that 
they may be extend ed to any m ajor city in the United State s with on ly a f ew relatively 
straightforward changes. To a first approximation, the prompt casualties can be scaled by 
ratio of the population densities. For exam ple, the expected casualties in a new city from 
a 10-kiloton nuclear detonation w ould be thos e in  this city tim es the ra tio of  the  
population density of the new city to that of this city. The results retain m ost of the 
relevant features for emergency response training and preparation purposes. 
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Figure 1-5. Map of the additional population added to the Washington, DC, (nighttime) 
populations to account for workday commuters—the 5-kilometer (~ 3-mile) inner (green) 
region includes 481,000 additional people, and the outer annulus (yellow) includes 
220,000 additional people. 

 

 
Additional Daytime Population Influx for Washington, DC 

  
This Paper 

Oak Ridge 
National 

Laboratory 
Washington, DC 481,000 495,190 
Surrounding area 220,000 Not Available 

 
Table 1-5. Additional daytime population for Washington, DC, and the surrounding area 
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Top 20 Most Populous U.S. Cities 

Total 
Population 

Rank 
City Examples 

 
Population 
(× 1,000) 

Area 
(km2) 

Area  
(mi2) 

Persons 
per  
km2

Persons
per 
mi2

1 New York, NY 7,323 800 308 9,154 23,813 
14 San Francisco, CA 724 122 47 5,934 15,438 
3 Chicago, IL 2,784 588 226 4,735 12,317 

20 Boston, MA 574 124 48 4,629 12,042 
5 Philadelphia, PA 1,586 350 135 4,531 11,788 

19 Washington, DC 607 158 61 3,842 9,994 
  (Density used in calculation)    9,946 25,461  

12 Baltimore, MD 736 210 81 3,505 9,117 
2 Los Angeles, CA 3,485 1,215 467 2,868 7,462 
7 Detroit, MI 1,028 360 138 2,856 7,429 

17 Milwaukee, WI 628 249 96 2,522 6,561 
6 San Diego, CA 1,111 839 323 1,324 3,445 

16 Columbus, OH 633 495 190 1,279 3,327 
11 San Jose, CA 782 443 170 1,765 4,592 
4 Houston, TX 1,631 1,399 538 1,166 3,033 
8 Dallas, TX 1,007 886 341 1,137 2,957 

10 San Antonio, TX 936 862 331 1,086 2,825 
18 Memphis, TN 610 663 255 920 2,393 
9 Phoenix, AZ 983 1,088 418 903 2,350 

13 Indianapolis, IN 731 938 361 779 2,027 
15 Jacksonville, FL 635 1,966 756 323 840 

 
Factors used in the calculation of the daytime population density of Washington, DC: 
Surface area in which workday population was added 78.5 km2 (30.7 mi2) 
Density of additional (daytime influx) population 6,124/km2 (15,700/mi2) 
Total population density used (census data plus influx) 9,946/km2 (25,400/mi2) 
 
Table 1-6. Populations of the top 20 cities in the United States as of the 1990 census 
listed in order of population (nighttime) density 
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Software – 
These calculations were m ade using the Sandia National Laborat ory (SNL) Automated  
Consequence Report for Insidious Dispersal (ACRID) software a nd a Graphical User 
Interface (GUI) that calls the AIRbor ne RADiation (AIRRA D) and NUKE  physics 
models and perform s the various  post-processing tasks. AIRRAD 2 is  used to p redict 
fallout from nuclear devices. Based on th e Departm ent of Defense Land Fallout 
Interpretive Code/SIM plified Fallout  Interpretive Code  (DELFIC/SIMFIC) 3,4 “di sk 
tossing” models, AIRRAD uses an em pirically stabilized cloud height form ula. It breaks 
the stabilized cloud into severa l disks with num erous partic le size bins defined from 
Nevada Test Site (NTS) nuclear test data. The code then tracks the top and bottom of 
each disk as they underg o gravitational settling through the various upp er air wind fields 
before final deposition on the ground. The co de NUKE models prom pt nuclear device 
effects such as blast, prompt radiation, ground shock, and EMP. NUKE was developed at 
SNL based on other references.5, ,6 7  
 
Nuclear Detonation – 
Persons exposed to a nuclear explosion m ay be killed or suffer injuries of various types. 
Direct and indirect b last effects, thermal radiation, and ionizing radiation are the prim ary 
causes of injuries. The distribution and se verity of these injuries depends on m any 
factors, including (but not limited to) the device yield, he ight of burst, atm ospheric 
conditions, body orientation, protec tion afforded by shelter, and the general nature of the  
terrain. 
 
At altitudes of less than 40,000 feet, the ener gy of a fission device is roughly distributed 
as follows: 

• 50% blast wave in air and ground shock 
• 50% in all for ms of radiation, includ ing nuclear radiation, thermal (heat) 

radiation, and light radiation 
- 5% prompt ionizing radiation 
- 10% residual ionizing radiation (from  fission da ughter products in the 

radioactive fallout) 
- 35% thermal (heat) radiation, including visible light 

 
Regardless of the height of burst in the atm osphere, roughly 85% of a nuclear device’s  
energy is divided between blast, shock, and thermal radiation.5

 
2 F.L. Wasmer and W.E. Dunn. AIRRAD Fallout Prediction System Users Manual. The University of Illinois, 1988. 
3 H.G. Norment. SIMFIC: A Simple Efficient Fallout Prediction Model. Atmospheric Science Associates, DNA 5193F, 
December 31, 1979. 
4 H.G. Norment. DELFIC: Department of Defense Fallout Prediction System. Volume I –Fundamentals. Atmospheric 
Science Associates, DNA 5159-1, October 26, 1979. 
5 O. J. Messerschmimdt, Medical Procedures in a Nuclear Disaster. Veralg Karl Thiemig, Munich, FRG, 1979. 
6 S. J. Glasstone and P. J. Dolan, The Effects of Nuclear Weapons. U.S. Department of Defense and U.S. Department of 
Energy, 1977 (3rd edition). 
7 DNA EM-1 (Effects Manual 1), Capabilities of Nuclear Weapons, Chapter 10, July 1, 1972. 
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Blast – 
Blast casualties o ccur from the direct action of  the pressure wave, im pact of projectiles 
and fragments (including glass) created from  explosion-energized materials, and whole 
body translation and im pact. The destructivene ss of the blast is a function of its peak 
overpressure and dura tion of  the p ositive pr essure wave (or im pulse). Fata lities are  
expected for the m ore serious cas es of transl ation resulting in displacem ent or i mpact. 
Casualties are ex pected for the following severely inju ring categ ories: 
translation/tumbling, translation/impact, an d major ear rupture. Minor, m oderate, and 
major ear rupture and combat ineffectiveness (for this case, these are people who require 
some assistance) are also calculated but not discussed in this report (see Figure 1-6). The 
figure shows all the calculated in jury categories for a 10-kiloton nuclear device but does 
not show fatality categories.  
 

 
Notes: For this calculation, translation/tumbling, translation/impact, and major ear rupture are defined as 
causing “se vere” injuries. M inor and m oderate ear ru pture a nd com bat ineffective ness are de fined a s 
producing “m oderate” inj uries and  are not co nsidered for calcu lating blast casu alties. For a 10-kiloton 
nuclear de vice, seri ous i njury due t o t ranslation/impact is t he m ost seri ous o f t he “ severely i njuring” 
categories, and the “casualty” numbers used elsewhere in this report are determined for this effect. 
 
Figure 1-6. Calculated injury categories for 10-kiloton nuclear blast effects 

 

Scenario 1: Nuclear Detonation – 10-kiloton Improvised Nuclear Device  1-23 



National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3 

Scenario 1: Nuclear Detonation – 10-kiloton Improvised Nuclear Device  1-24 

Thermal – 
Burn casualties m ay result from  the absorption of therm al radiation energy by the skin, 
heating, ignition of clothing caused by therm al radiation, and structural fires started by 
the thermal pulse or as side effects of the air blast or the ground shock. Exposed eyes are 
at risk of incurring damagi ng retinal burns, which m ay cause perm anent blindness or 
flash-blindness even at relatively large distances, especially at night. If an exposed person 
is looking in the direction of the blast, eye damage is pos sible even at large distances. 
Table 1-7 includes information on the distances from the detonation that various levels of 
thermal inju ries are exp ected. The last item  is i ncluded to provide a sense of scale. It  
shows the m aximum distance from the detona tion where glass, broken by the blast, is 
expected to cause injuries. 
 

Thermal Effects 
 Range 

Effect km mi 
Threshold of pain (1.4 cal/cm2) 1.6 1.00 
1st-degree burn (2.3 cal/cm2) 1.3 0.81 
2nd-degree burn (4.6 cal/cm2)  0.9 0.56 
3rd-degree burn (7.0 cal/cm2)  0.8 0.50 
Retinal burns, day  23 14.3 
Retinal burns, night 41 25.4 
Flash-blindness, day 22 13.7 
Flash-blindness, night 73 45.3 
Window glass injury threshold (0.6 psi)  4 2.8 

 
Table 1-7. Distances from a 10-kiloton nuclear detonation from which various prompt 
thermal effects are expected 

 

 
Structural Damage – 
Direct damage to structures in the area surrounding a nuclear detonation occurs due to air 
blast, ground shock, and thermal radiation. Ionizing radiation does not damage structures, 
although the presence of radioa ctive fallout m ay make build ings uninhabitable unless 
decontamination takes p lace. The in teraction geometry between the blast wave and the 
various su rfaces of the structure p lays an im portant role in blast dam age. Dam age to 
structures is broadly categori zed according to whether the dam age is a result of the 
maximum pressure of the shock wave or the duration of the pressure wave. Both effects 
are included in the calculations of the dam age to structures. Various types of structures 
are considered, including wood fram e houses, Multi-Story (MS) buildings with LSQFW 
and ERD, railroad g irder br idges, and highway girder br idges. See F igure 1-2 for the 
results of these calculations. 
 
The construction practices and building desi gns of a given local area are extrem ely 
difficult to account for in a calculation of this  type and vary greatly  from one location to 
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the next.  If these factors were acco unted fo r, they would produce a result that is site 
specific and  les s generally applicable to  other locations. Figure 1-2 provides a general 
description of the effects of  a nuclear detonation on various building types. The reader 
may use these f igures to determ ine the dam age to a particu lar building  of  interest.  For 
example, the lower left graph in Figure 1-2 shows that at a distance of 1.1 kilometers (0.7 
miles) from ground zero, approximately 40% of  wood fra me houses (S2) are severely 
damaged, while at a distance of 1.3 kilom eters (0.8 m iles), only approxim ately 5% of 
wood frame houses receive similar damage. 
 
Prompt Radiation and Fallout – 
Radiation casualties following a nuclear de tonation m ay be caused by prom pt nuclear 
radiation, radiation from the radioactive fa llout, or both. Prompt-e ffect calculations are  
based on empirical relationships and are ta ken from “Capabilities of Nuclear W eapons” 
(EM-1)7. In this calculation, prom pt radiation is defined as that occurring within the first 
minute after detonation and incl udes neutrons, x-rays, and ga mma rays origin ating from 
the nuclear reactions pro ducing the yield in the nuclear device and the radioactive decay 
that the resulting fission “daughter” produces during this time.  
 
A nuclear s urface burs t will produ ce sign ificant downwind radio active fallou t, u p to  
about 160 kilom eters (100 m iles). This fallout is due to the large qu antity of material 
(e.g., dirt, asphalt, concrete, steel ) close to the device when it  detonates. Much of this 
material is vaporized in the detonation and is carried up by the rising fireball. The fireball 
mixes the radioactive fission products and this  vaporized material. The fireball cools as it 
rises, and the vaporized m aterial and the fi ssion products coalesce to for m particles. 
These particles are carried off and dispersed downwind where the larger, heavier particles 
fall to the ground first. This dispersal is a complicated process that depends on m any 
factors, including the amount of heat en ergy in the fireball,  the amount and composition 
of the vapo rized m aterial, and the size of th e particles form ed, as well as the weather 
conditions. The radioactive fission products in the fallout may emit alpha, beta, or gamma 
rays or combinations of these. Neutron radiation is predominately produced in the prompt 
phase and is not a significant component of the fallout radioactivity.  
 
Less local fallout is pro duced by a nuclear detonation where the fireball does not touch 
the ground. The yield of a device, and thus the quantity of fission products produced, is 
unaffected by the height of detonation. Howe ver, since there is m uch less surrounding 
material to be vaporized, there is less m aterial with which th e fission products can 
coalesce. Therefore, s maller particles are fo rmed and carried m uch further (es sentially 
around the world) by the air currents. Since this  radiation is dispersed over a m uch larger 
area, it poses m uch less danger in th e local area (tens to hundreds of  miles) immediately 
downwind from the detonation. 
 
Health Physics – 
The output from  the AIRRAD program  is in the form of a system  of grids reporting the 
dose at equally spaced time intervals between the time of first and last fallout deposition. 
Thus, a time histo ry of ground-shin e (surface exposure to the gamma radiation) at each  
grid point is obtained. A dditionally, NUKE determ ines the dose received from  both 
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prompt gamma and neutron radiation within the first minute after detonation. The sum of 
the prompt and ground shine radiation doses is then applied  to the lethality and inju ry 
criteria for each population grid po int to de termine the total num ber of fatalities and 
casualties. The criteria for lethality and injury for acute exposure to nuclear device 
radiation are shown in Table 1-8 and com e from EM-1 7. These num bers give the 
threshold dose equivalent in REM for a given incidence level of casualty or fatality. EM-
1 similarly summarizes the associated levels  for prodromal effects (i.e., those sym ptoms 
forewarning of more serious effects—such as nausea; diarrhea; dehydration; and, in more 
serious cases involving neurom uscular symptoms, fatigue, apathy, sweating, fever, and 
the like). These effects are summarized in Table 1-9. 
 

Injury and Lethality Criteria 
Incidence (%) Injury (REM) Lethality (REM) 

10 150 265 
50 215 385 
90 280 500 

 
Table 1-8. Equivalent dose thresholds for injury and lethality for different levels of 
incidence8

 

 
The Roentgen (R) is a unit of  radiation exposure and is a measure of the ionizing action 
of the radiation on air. The ra diation dose to a person is m easured in terms of the energy  
of the ionizing radiation absorbed in tissue.  A bsorbed dose is m easured in units of 
Radiation Absorbed Dose (rad). Even when di fferent types of radiation deposit the sam e 
energy in tissue (i.e., sam e absorbed dose), th e biological effect m ay be different. The  
biological effect is  measured in “dose equivalent in m an,” which has units of REM. For 
the gamm a rays and x-rays produced by nucl ear detonations, a REM is  approxim ately 
numerically equivalent to a rad. Neutrons and alpha particles may do much more damage 
to human tissue than a sim ilar dose of ga mma rays. For these types of radiation, 1 rad 
may produce several REM. 

                                                 
8 Young, EM-1 Table 14IV3, 1987. 
 



National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3

Scenario 1: Nuclear Detonation – 10-kiloton Improvised Nuclear Device  1-27 

Exposure Related Pathophysiological Effects 
Free-in-Air Tissue 

Dose Range 
(rad) 

Prodromal 
Effects Manifest Illness Effects Survival 

75-150 Mild Slight decrease in blood cell 
count Virtually certain 

150-300 Mild to 
moderate 

Beginning symptoms of bone 
marrow damage Probable (> 90%) 

300-530 Moderate Moderate to severe bone 
marrow damage 

Possible 
Lower third: LD5/60

Middle third: LD10/60
Top third: LD50/60

530-830 Severe Severe bone marrow damage 

Fatality within 3½ to 6 
weeks 

Bottom half: LD90/60
Top half: LD99/60

830-1,000 Severe 
Bone marrow pancytopenia 

and moderate intestinal 
damage 

Fatality within 2 to 3 weeks 
 

1,000-1,500 Severe 
 

Combined gastrointestinal and 
bone marrow damage: 

hypotension 

Fatality within 1 to 2½ 
weeks 

1,500-3,000 Severe 

Severe gastrointestinal 
damage, early transient 

incapacitation, gastrointestinal 
fatality  

Fatality within 5 to 12 days 

3,000-4,500 Severe Gastrointestinal and 
cardiovascular damage Fatality within 2 to 5 days 

 
Notes: Th e dose lev els u sed in  th e calcu lation fo r LD 10/60 ( minimum Le thal Dose that causes 10% of the  
population to die within 60 days) and LD 90/60 are appropriate for a general ly healthy population that receives 
good medical treatment. Successful  bone m arrow t ransplant could rai se the LD 50/60 dose from  perhaps 500 
REM to as hi gh as 900 R EM, with corresponding increases in the values of LD10/60 and LD90/60.

7 However,  
medical facilities are likely to be highly stressed after a nuclear detonation, and this level of “heroic” care i s 
unlikely to be maintained. This limited care may well produce more fatalities at lower levels of exposure. It is 
also true that the “average” vi ctim of a nuclear det onation in a major downtown area d uring working hours 
may not accurately reflect the demographics of the population at large. This may also affect the casualties. 
 
Table 1-9. Dose ranges and associated pathophysiological effects for acute radiation 
exposure9

 

 
 
                                                 
9 Baum et al., 1984, EM-1, February 1988. 
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General Health Physics Rules 
• After the prom pt radiation has subside d, the external gamma radiation from  

fission products deposited on the ground is the most significant health hazard and 
is expressed as whole-body dose. There will be some beta radiation skin exposure, 
but in most cases this is not biologically significant. 

• The dose from  the detonation-produced ai rborne debris cloud as it passes by is 
negligible. 

• Radioactive decay can  be characterized by a sim ple function of tim e. The 
approximate rule is that for every sevenfold increase in tim e after the explosion, 
the dose rate decreases by a factor of 10. For e xample, one  week (seven days) 
after the detonation, the dose rate from the fallout on the ground will be 1/10th its 
value on the day of the detonation; seven weeks later, it will be 1/100th. 

• By multiplying the collective dose in person-REM to the population that survives 
beyond 60 days by 5×10 –4, one can estim ate the number of excess Laten t Cancer 
Fatalities (LCFs)10 by referring to the expected cancer rate among Americans. 

 
Radiation Protection Factors – 
In order to calcu late the health ef fects to the population from  the numerous effects of a  
10-kiloton nuclear device, certain assumptions were made about where people are located 
and oriented with respect to the blast. In most cases, these assumptions were intentionally 
set conservatively. Therefore, the n umber of casualties and fatalities reported here is a n 
upper limit. Blast fatality and casualty data are based on the assum ption that people are 
facing in the m ost hazardous orien tation and do not account for any protection prov ided 
by buildings or other structur es. Sim ilarly, the benefit of  shielding  by build ings or  
structures from  the prom pt neutron and gamma radiation, or from  the subsequent 
radioactive fallout, was not considered. Howeve r, this ove restimation o f casualties that 
results from not including the be neficial ef fects of  building s as sh ielding is som ewhat 
offset by not including the detrim ental effects of buildings, such as casualties resulting 
from building or structure collapse. 
 
In reality, a large fractio n of the population will be indoors.  Typically, only 15% of the 
population is outside at any give n time during the workday, exce pt in the case of special 
events. Estim ates for radiation protection fact ors of buildings vary widely. Table 1-10 
provides some insight into the radiation shield ing effects that various  types of structures 
provide for gamma and neutron ra diation. A transmission factor is defined as the ratio of 
the dose received while in a s tructure to that  which would have been  received ou tside, 
and can be thought of in term s indicating how m uch radiation passes through the 
structure. It gives a m easure of how m uch being indoors protects people from  radiation. 
For example, if a person with no protection received 100 rad of ga mma rays, a person in 
a concrete blockhouse shelter with 9-inch wa lls would receive only 10 to 20 rad. Values 
of the transm ission factor vary from 1 (where  no protection is offered) to 0 (where the 
radiation is completely shielded). Protection factors vary for numerous reasons, including 
uncertainties in the g amma source (p rompt and/or fallout), radioactive sou rce 
                                                 
10 National Council on Radiation Protection and Measurements, Limitation of Exposure to Ionizing Radiation. NCRP 
Report No. 116, March 31, 1993. 
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distributions, geom etries assum ed in the calculation, etc. In areas with num erous 
buildings, a person m ay receive only 20% to 70% of the full  dose he or she would have 
received if no buildings were present. 
 

Transmission Factors of Buildings and Structures 
Gamma 

Structure Prompt Fallout Prompt Neutrons 
3-Feet Underground 0.002-0.004 0.0002 0.002-0.01 
Frame House 0.8-1.0 0.3-0.6 0.3-0.8 
Basement 0.1-0.6  0.05-0.1 0.1-0.8 
Vehicle  0.5-0.7  
MS Buildings 0.1-0.6  0.1-0.8 
Apartment 

Upper stories 0.8-0.9 0.01 0.9-1.0 
Lower stories 0.3-0.6  0.1 0.3-0.89 

Concrete Blockhouse Shelter 
9-inch walls 0.1-0.2 0.007-0.09 0.3-0.5 

12-inch walls 0.05-0.1  0.001-0.03 0.2-0.4 
24-inch walls 0.007-0.02  0.0001-0.002 0.1-0.2 

 
Table 1-10. Transmission factors for various structures (Glasstone5) 

 
 
Table 1-11 provides data on when  a dose is received. An un protected person leaving the 
fallout zone after the first hour of a detonati on receives 55% of the dose that a person 
who rem ains unprotected in the blast zone for an infinite am ount of tim e receives. 
Together with inf ormation on shelte r shielding factors, Table 1-11 can be used to show 
that rem aining sheltered -in-place for the first few hours after a deton ation and then 
evacuating may greatly reduce a person’s radi ation exposure com pared to a person who 
evacuates immediately. 
 
For example, suppose sheltered people stay in place for a period  of 72 hours and then 
evacuate. If the shelter provide s a protection factor of 10 (t ransmission factor of 0.1), the 
sheltered group will receive only 8.6% of th e total possible long-term dose up to the time 
at which that group evacuates. (Unsheltered people would have received 86% of the total 
dose in  that same interval.) According to Table 1-11, there is only an addition al 2% of 
dose potentially delivered from 72 to 100 hours after detonation. Assum ing evacuation 
can be achieved in less than 28 hours, indivi duals who shelter and then evacuate receive 
8.6% plus 2%, or about 10% of the maximum possible dose. Meanwhile, individuals who 
evacuate in the first 24 hours re ceive 55% of the m aximum possible dose. Of course, if  
only high transm ission factor sheltering is available, eva cuation sho uld take place  
immediately. 
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Table 1-11 can also be used to estim ate the dose received by first responders working in 
areas between the delineated contours of Figures 1-3 and 1-4. For example, an evacuation 
worker remaining in the zone between 280 and 380 REM between 24 and 48 hours after 
the detonation will receive 83%  minus 80%, or 3% of the to tal possible long-term  dose. 
This, toge ther with  the  information in Tables  1-2 and 1-3, can be used to es timate the 
doses responders m ay receive. Of course, in  a real event, actu al m easurements of 
radiation exposure should be used. Em ergency workers responding near the blast zone 
MUST have real-time dosimetery and be tr ained to use it for their own personnel 
protection. In the early period fo llowing a ground-level nuclear detonation, it w ill 
simply be impossible for responders to a pproach ground zero or the high-radiation 
areas of the fallout footprint without absorbing a lethal dose of radiation.  
 

Time Dependence of Accumulated Dose 
Time (hours) Percentage of Infinite-Time Dose 

1 55 
2 62 
4 68 
6 71 
12 75 
24 80 
48 83 
72 86 
100 88 
200 90 
500 93 

1,000 95 
2,000 97 
10,000 99 

 
Note: The radiation receive d before 1 m inute is not in cluded here but is accounte d for elsewhere i n the 
prompt radiation numbers. 
 
Table 1-11. Percentages of the “Infinite Time” residual radiation dose received from a 
nuclear detonation (fission products) between 1 minute and the various times listed after 
the explosion (Glasstone5) 

 

 
Although gamma e missions are of prim ary c oncern, inhalation-shielding factors have 
been included in Table 1-12 for completeness. Alpha and beta radiations generally do not 
penetrate the skin and cannot do internal da mage, unless the m aterial (i.e., the fallout) 
that em its these particles is  internalized. Internaliza tion can occur via ingestion, 
inhalation, direct absorption through the sk in, or open wounds. Although the radioactive  
fallout particles generated by the explosion are an inhalation concern, the data in Table 1-
12 show that buildings typically do not provide sign ificant filtration of (or protection 
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from) radioactive particles in the 1- to 10-micron range, which is the s ize range that 
is the greatest health threat. 
 
First responders m ay don PPE to prev ent internalizati on of fallout, but PPE does not 
reduce the gamma or neutron dose from external sources of radiation. The effects on 
the health of the population that internalizes fallout after the detonation are not 
considered in this app endix. This has been  done because th e tota l number of im pacted 
persons in this ca tegory will be relative ly sm all com pared to the nu mbers of people 
exposed to  large acute extern al doses. Ther efore, the effects of  accou nting for th ese 
internal contamination cases on the num bers of external cases presented here is sm aller 
than the uncertainty in those numbers.  
 
Timeline of Fallout Dimensions and Population Statistics – 
Figure 1-3 shows the acute dos e contours for those exposed for 24 hours following the 
detonation. Instead of producing such a figure for several different times after detonation, 
graphs have been created that can aid in determining the extent of the fallout and the dose 
received for other times. Figure 1-7 shows the maximum distance for a fallout contour as 
a function of ti me. Comparing this to th e data shown in Figure 1-3, the 150-REM dose 
equivalent contour extends out to 30 kilom eters (~  19 miles) downwind from  gr ound 
zero, which corresponds to the range of the 150-REM dose equivalent as shown in Figure 
1-7. 
 
If one were  interested in knowing t he range of the 150-REM dose equivalent contour 
after 60 hours, Figure 1-7 shows it to be 33 k ilometers (~ 21 m iles). Then returning to 
Figure 1-3, one can scale (i.e., expand or shrink ) the contour lines accordingly. Thus, by 
using Figures 1-7 and 1-3 together, one can ob tain estimates of the affected region s for 
arbitrary tim es after the detonation. Another way to look at this is that unsheltered 
persons rem aining in place for 40 hours after the detonation will receive a dose 
equivalent to at least 150 REM if they are downwind of the detonation and are within 32 
kilometers (~ 20 miles) of ground zero, and a dose equivalent to at least 210 REM if they 
are within 24 kilometers (~ 15 miles) of ground zero. Figure 1-8 is si milar to Figure 1-7, 
except it shows the total area enc losed within  the contour rathe r tha n the m aximum 
downwind distance. 
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Summary of Penetration Factors 
Penetration Factor Reference 

Penetration factors ranged from about 1 to 0.3 as particles increased in 
diameter from 0.1 to 10 microns (or micrometers, µm). 

Thatcher, et al., 2003 

Indoor concentrations of particles of outdoor origin were estimated to be 
on the same order as outdoor concentrations. 

Wallace, 1996 
Ott, et al., 2000  
Riley, et al., 2001 

Penetration factors near 1 were found for particles with diameters larger 
than 1 micron for the single residence studied. 

Thatcher and Layton, 
1995 

Penetration factors were calculated to be very close to 1 for Particulate 
Matter (PM) with diameter of 2.5 microns or less (PM 2.5). 

Wallace, 1996 

Penetration factors between 0.4 and 0.9 were reported for ambient 
particles with diameters between 0.01 and 2.5 microns. 

Vette, et al., 2001 

Penetration factors between 0.9 and 0.3 for particles between 0.02 and 6 
microns were reported for nine homes. 

Long, et al., 2001 

As particles increase in diameter from 1 to 6 microns, penetration 
efficiencies drop precipitously (P = 0.9, 0.82, 0.74, 0.69, and 0.53 for 
particle diameter bins 1-2, 2-3, 3-4, 4-5, and 5-6). 

Long, et al., 2001 

Penetration factors of 1 were found for two radioactive isotopes  
(131I and 7Be) and 0.53 for a third (137Cs). 

Roed and Cannell, 
1987 

Penetration factors of 0.85 were reported based on measurements of PM 
2.5 in five homes. 

Chao and Tung, 2001 

The older home had high penetration factors (near 1 for most particle 
sizes), while the newer home showed significant filtration by the build-
ing shell (penetration factors near 0.3 for particles larger than 5 microns) 

Thatcher, et al., 2003 

 

Table 1-12. Selected literature penetration factors summary for particulate materials into 
buildings11

 

 
The lungs tend to trap and retain particles in the 1- to 10-micron range, increasing  
the long-term dose th at is  expected from radioactive p articles in this range.  The 
conclusion for Table 1-12 is that buildings  do not provide significant protection  
from radio active particles in the siz e ra nge of concern (1 to 10 microns) for a 
nuclear incident. 

                                                 
11 F.T. Harper and W.B. Wente. Guidance for First Responders in the Very Early Phase of a Release from a 
Radiological Dispersal Device. Draft SAND report, January 2004. 
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Downwind Range vs. Elapsed Time
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Figure 1-7. Downwind maximum fallout distance (1 mile = 1.6 kilometers) as a function 
of elapsed time 

 

 
Downwind Contour Area vs. Elapsed Time
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Figure 1-8. Fallout footprint area (1 square mile = 2.56 square kilometers) as a function 
of elapsed time 

 

Scenario 1: Nuclear Detonation – 10-kiloton Improvised Nuclear Device  1-33 



 National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3

Health Consequences vs. Exposure Time
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Figure 1-9. Estimated fatalities, casualties, and total number of exposed people as a 
function of exposure time 

 

 
Figure 1-9 shows the casualty and fatality estimates, as well as the total population 
exposed to 150 REM, as a function of tim e. It  can be seen that m ost of the casualties 
occur within the first 10 hours or so. This is  to be expected, sin ce the radiation levels 
decrease with time, approximately by a factor of 10 for each seven-fold increase in tim e. 
The num ber of fatalities is a m easure of th e num ber of those re ceiving lethal doses, 
although individuals receiving th ese doses m ay survive w eeks, m onths, or even years 
after receiving the dose, depending on the level of medical treatment received. 
 
Timeline of Accumulated Dose – 
Figure 1-10 is an estimate of the expected number of people exposed to a given absorbed 
dose as a function of tim e subsequent to a 10-kiloton ground burst of a nuclear device. 
Table 1-13 tabulates the num erical results used to genera te the figure. As before, these 
numbers assum e that the entire exposed population is not evacuated and rem ains 
unsheltered for the duration shown. This assumption w ill produce a large  
overestimation of the total dose  but should still be useful in  establishing the worst-case 
scenario. Together with Table 1-8, these results can be used to estimate radiation-induced 
casualties and fatalities for different exposure durations. 
 
In a real situation, where the shelter-in-place or evacuati on decision is m ade soon after 
the detonation and is effectively communicat ed to the population, these num bers should 
be sign ificantly reduc ed. If  the  city  has  an ef ficient, f unctional transpo rtation 
infrastructure that is not bottlenecked by br idges, tunnels, or other m ajor obstructions—
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and a high percen tage of the population has acces s to the system —it is certain that th ese 
dose values will be dras tically reduced. Conversely, if the decis ion to evacuate or s helter 
is slow, the communication is limited, or the mobility of the population is restricted, then 
these calculations may come closer to what might actually occur. 
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Figure 1-10. Projected number of people exposed to a given dose as a function of time 
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Population Receiving Dose as a Function of Time 

Downwind Range Area Exposure 
Time 

(hours) 
Contour 

Level (rad) km mi km2 mi2
Population 

Exposed 
1 1,500 4.9 3.038 3.67 1.410748 33,993 
1 830 6.2 3.844 12.09 4.647396 119,380 
1 530 7.8 4.836 15.12 5.812128 144,710 
1 300 10.5 6.51 21.28 8.180032 175,294 
1 150 13.9 8.618 33.57 12.904308 218,629 
1 70 22.1 13.702 64.79 24.905276 292,365 
1 25 35.1 21.762 134.56 51.724864 391,438 
6 1,500 5.9 3.658 4.79 1.841276 52,222 
6 830 8.2 5.084 11.77 4.524388 119,274 
6 530 10.6 6.572 16.97 6.523268 143,738 
6 300 14.3 8.866 27.67 10.636348 182,462 
6 150 24.2 15.004 63.53 24.420932 257,125 
6 70 39.8 24.676 138.32 53.170208 339,269 
6 25 67.5 41.85 347.44 133.555936 463,532 

12 1,500 6.2 3.844 5.19 1.995036 56,356 
12 830 8.8 5.456 12.66 4.866504 125,132 
12 530 11.3 7.006 18.56 7.134464 148,501 
12 300 15.6 9.672 31.21 11.997124 193,434 
12 150 27.5 17.05 75.65 29.07986 266,115 
12 70 44.5 27.59 163.2 62.73408 351,839 
12 25 75.8 46.996 423.67 162.858748 481,984 
24 1,500 6.4 3.968 5.52 2.121888 60,960 
24 830 9.2 5.704 13.35 5.13174 127,483 
24 530 11.8 7.316 19.79 7.607276 152,176 
24 300 16.6 10.292 34.37 13.211828 202,325 
24 150 30.2 18.724 88.82 34.142408 293,159 
24 70 48.3 29.946 185.32 71.237008 359,927 
24 25 81.9 50.778 490.73 188.636612 490,849 
96 1,500 6.9 4.278 6.03 2.317932 65,330 
96 830 9.9 6.138 14.53 5.585332 130,495 
96 530 12.7 7.874 21.84 8.395296 156,492 
96 300 18.1 11.222 40.62 15.614328 212,911 
96 150 34 21.08 102.02 39.216488 294,050 
96 70 54.9 34.038 222.58 85.559752 386,566 
96 25 89.8 55.6 600.79 230.94 565,234 

 
Table 1-13. Population receiving a given absorbed dose versus time 
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Electromagnetic Pulse – 
An enormous amount of specificity is required to determine the EMP effects. An EMP is 
generated by m assive electrical currents in the air caused by ionizati on of  the a ir in a 
region known as the “source region.” The ioni zation is caused by the intense radiation 
immediately following a nuclear explosion. Si gnificant EMP effects may extend out to 
the 2-psi contour but are genera lly localized in this region. Outside the source region, the 
emitted energy is small, and susceptible equipm ent—such as electrical equipment that is 
connected to long runs of cable, piping, ove rhead power, and telephone lines, etc.—is 
primarily at risk. Sm all, isolated equipm ent outside the im mediate source region should 
have a higher survival rate. 
 
The effects of an EMP include large induced vo ltages in electrical equipment, which can 
damage the equipm ent if unprotected. W hen considering the extent of EMP e ffects, 
detonations that occur at an altitude belo w several k ilometers are co nsidered su rface 
bursts. This definition is im portant to note, because wher eas th e sou rce region  for a 
surface burst of 10 kilotons is on the order of  4.4 kilometers (~ 2.6 miles), a high-altitude 
burst with the same yield could cause disruptions over several States.  
 
Although the EMP is a short-duration ev ent, lasting a few nano-seconds (10 –9 seconds), 
unprotected electrical equipm ent subjected to this pulse has a high probability of being 
permanently dam aged. Standalone, or self-c ontained, communications system s that are 
brought in f rom outside the im pacted area wi ll be unaffected by the EMP. However, the 
blast and E MP m ay i mpact cell towers and other comm unications or repeater sy stems 
and, thus, m ay indirectly affect the system s brought into the area after the detonation. 
This m ay make it difficult for first responders  to comm unicate with each other or for  
officials to communicate with the public.  
 
Cratering – 
The depth and diameter of the crater created  by a 10-kiloton nuclear device surface burst 
are shown in Table 1-14. 
 

Cratering 
Effect 

(10 kiloton) 
Dry, Hard Rock

meters (ft) 
Dry, Soft Rock 

meters (ft) 
Wet, Soft Rock 

meters (ft) 
Wet Soil 

meters (ft) 
Crater Diameter 23 (~ 70) 27 (~ 87) 37 (~ 120) 47 (~ 150) 
Crater Depth 10 (~ 32) 11 (~ 36) 16 m (~ 52) 20 (~ 64) 

 
Table 1-14. Cratering effects for various ground characteristics created by a 10-kiloton 
nuclear device surface burst 

 

 
Uncertainties and Disclaimer – 
Virtually every parameter used in these calculations is subject to some uncertainty, as are 
the m odels them selves. Therefore, the estim ates m ade here should not be regarded as  
absolute numbers but rather used only as guidelines. 



National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3 

Scenario 1: Nuclear Detonation – 10-kiloton Improvised Nuclear Device  1-38 

Appendix 1-B: Estimated “Realistic” Results 
 
This append ix ref lects a  set of  possible results from  the 10-k iloton nuclear detonation 
described in the scenario above. The assu mptions used in Appendix 1-A are very 
conservative and produce results that can, with a high degree of confidence, be expected 
to set the upper lim it for what can be expect ed. In this section, the assumptions are less 
conservative and produce results that are, arguably, more “realistic.” Unfortunately, these 
results are not directly supported by a com puter code or any other calculation. Instead, 
they result from extrapolations, interpolations, and estimations based on the conservative 
calculation of Appendix 1-A; on the results of actual nuclear detonations over population 
centers (e.g., Hiroshim a and Nagasaki); and on  the results o f the U.S. nuclear weap ons 
testing program.  
 
The estima tes pres ented here strongly depend on the assumption s used and how 
those assumptions are applied. The various numbers presented in this section do not 
directly co rrelate w ith those shown in th e appendix and should not be directly 
compared. For instance, in the appendix, no atte mpt has  been m ade to separ ate the 
number of burn victim s from  those of blunt  traum a or to account for the blast and 
radiation shielding effects of buildings. Thes e changes would require a very com plicated 
calculation that is beyon d the capabilities of the computer codes used. H owever, in this 
section, educated estimations ha ve been used in an attem pt to address these types of 
issues. 
 
The f ollowing results will be tabu lated in zo nes corr esponding to ar eas delinea ted in 
Appendix 1-A. Zones 1, 2, 3, and 4 correspond to the rings of radius 0.76 kilometers 
(0.47 miles), 0.82 kilometers (0.51 miles), 1.0 kilometer (0.62 miles), and 1.2 kilom eters 
(0.74 m iles), respectively, of Figure 1-1 in Appendix 1-A. For the purposes of  this 
section, people in these zones would not nece ssarily experience the same physical effects 
from the blast th at are describ ed in  the appe ndix. For example, the effects of the blast 
wave will be reduced b y a shielding factor and the attenuation (e.g., drag, reflection) due 
to the buildings and structur es. So the physical effect s hown in Appendix 1-A of 7.1 psi 
overpressure for the outer edge of Zone 2 w ill not be assum ed here. Instead, the outer 
edge of Zone 2 will h ave a fixed  radius of  0 .82 kilom eters (~ 0.5 m iles) but will be 
subjected to a lower pressure. Similarly, this will be true for the other zones. 
 
Equivalent dose, m easured in REM in Z ones 5, 6, 7, and 8, correspond to the areas 
defined by the 380-REM, 280-REM, 210-REM, and 150-REM contours of Figure 1-3. 
Again, in this section, people inside these areas will not be assum ed to have been 
subjected to these dose levels. These z ones are used  only to d elineate sp ecific 
geographical locations and a gi ven number of people initiall y located inside each zone. 
Zone 9 corresponds to the area delineated by the 1-REM contour in Figure 1-4. 
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A Possible Set of “Realistic” Estimated Results for a 10-kiloton Nuclear Device 
 Numbers of People in Thousands (k) 

 Zone 1 
(0.76 km) 

Zone 2 
(0.82 km) 

Zone 3 
(1.0 km) 

Zone 4 
(1.2 km) 

Zone 5 
(380 REM)

Zone 6 
(280 REM) 

Zone 7 
(210 REM) 

Zone 8 
(150 REM)

Zone 9 
(1 REM) 

Total Population  14.6 16.9 31.7 46.6 203 236 270 303 439 
Total fatalities* 13 17 19 21 82 91 94 97 99 
 Instant (within minutes) 7.7 8.5 8.6 8.6 8.6 8.6 8.6 8.6 8.6 
 Within 24 hours 9.8 11 13 15 45 45 45 45 45 
 Within 96 hours 10 13 15 16 61 62 62 62 62 
 Within 8 weeks 11 14 15 17 66 71 79 83 85 
Injuries (initially alive)** 4.1 7.9 9.1 18.7 106 123 128 136 138 
 Blunt trauma plus other effects .6 .9 1.0 1.1 1.1 1.1 1.1 1.1 1.1 
 Burns .8 1.4 1.6 1.7 1.7 1.7 1.7 1.7 1.7 
 Prompt radiation .5 .6 .7 .7 .7 .7 .7 .7 .7 
 Multiple (excluding fallout) 2.3 2.6 2.9 3.2 3.2 3.2 3.2 3.2 3.2 
Able to walk 1.5 4 7 15 101 123 128 136 138 
Requiring special care 3.9 7.5 8.5 17 80 84 89 91 95 
Injuries from Fallout  .1 .3 3.6 12 99 116 121 129 131 
Eye Damage***          
 Flash Blindness .2 .7 1.6 1.8 2.2 2.3 2.4 2.4 2.5 
 Retinal Burns .1 .3 .5 .7 .9 .9 1.0 1.0 1.1 
Evacuation needed**** 6.9 8.4 23.1 38 194 227 261 294 430 
 Critical to evacuate Extreme? Extreme? Extreme Extreme Very Yes Yes Yes Less so 
 Needing shelter 6.9 8.3 17 28 150 170 200 225 310 
 Requiring decontamination 6.9 8 20 32 75 82 91 101 110 
Major fires (not in 
thousands)***** 

200 220 235 245 247 250 250 250 250 

Infrastructure          
Electrical Power          
 Out for more than 1 week Yes Yes Yes Yes Yes Likely Maybe Maybe Maybe 
 Out for more than 4 weeks Yes Yes Yes Likely Maybe No No No No 
City Water System          
 Contamination with radiation Unlikely No No No No No No No No 
 Contaminated with “dirt” Yes Maybe No No No No No No No 
Telecommunication          
 Out for more than 1 week Yes Yes Yes Yes Yes Yes Likely Likely Likely 
 Out for more than 4 weeks Yes Yes Yes Yes Likely Maybe Maybe No No 
 EMP damage Yes Yes Likely Maybe No No No No No 
This table indicates a possible set of consequences for people in a given zone at the time of the detonation. The numbers are accumulative with 
respect to the zones (e.g., Zone 2 includes the values for Zone 1). Note that these results depend strongly on the assumptions used and the 
methods used to apply those assumptions. The values are estimates and are not supported by computer calculations. 

 
Table 1-15. A possible set of realistic estimated results for individuals in a given zone at 
the time of detonation of a 10-kiloton nuclear device 
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* The number of fatalities in each zone has been separated into large time segments (immediate, less than 1 
day, less than 4 days, and less than 8 weeks). The numbers given for total fatalities include the immediate 
fatalities and subsequent fatalities, u p to and including projected cancers that may occur many years after 
the incident.  
 
** For the purposes of est imating the “immediate fatalities” and imme diate injuries (“Blunt t rauma plus 
other e ffects,” “b urns,” a nd “p rompt ra diation”), i t is assu med that b uildings located at a reasonable 
distance (> 0.5 kilometers, or 0.3 miles) from the blast provide substantial protection from both the blast 
and pro mpt rad iation effects. Clo ser to the d etonation, th e m itigation is min imal, wh ile it con tributes 
significantly as t he di stance from  t he det onation i ncreases. The ass umption was made that the avera ge 
shielding benefit from the blast and prompt radiation is 30% on the outer edge of Zone 1 and increases to 
90% by the outer edge of Zone 4.  
 
Note that this table uses the term “injuries” and not “casualties” as in the appendix. The “injuries” category 
excludes fatalities while “casualties” in cludes them. These inj ured people may die la ter (and will then be  
included in  delayed fatalities  categ ories) or may rec uperate. Th e d elineated in juries categ ory do es not 
include eye or fallout injuries, which are tab ulated separately. An attempt has been made to  separate the 
injuries from “blunt trauma plus other effects” (defined as including puncture wounds, glass cuts, etc.) from 
those sustain ed from b urning an d rad iation. Obviously, many v ictims will h ave m ultiple categ ories of  
injuries, but the dominant category is listed. There is also a category for “multiple” injuries that is used for 
situations wh ere th e h ealth effects of two o r m ore typ es of injury classes are of roughly the sa me 
magnitude.  
 
The “fallout” injury estim ates presented here exclude emergency response workers who m ay enter thes e 
zones after the d etonation. It is essen tial that e mergency response workers ar e educated, traine d, and 
equipped t o deal wi th t his si tuation. Workers ent ering t he very  hi gh radiation are as ( much of Zo nes 1  
through 4 and the areas of Zone 5 within a few m iles of ground zero ) in  th e first few d ays after th e 
detonation a re very likely to receive large dose s of radiation. PPE i s use d to control the s pread of 
contamination and does not protect workers from external radiation doses. If t he workers are ex posed to 
contaminated p articles in  the air (i.e., re-su spension), t hen de vices t o protect t hem from  breat hing t his 
contamination are required. Personal dosimetery and turn-back levels are essential for all workers entering 
the entire  area affected by the fallout. Without these precautions, a  large fracti on of e mergency response 
workers will be exposed to large (in Zones 1 through 5, likely lethal) doses. These estimations assume that 
it tak es 24 hou rs to ev acuate 90 % of th e po pulation is in  Zon es 1 t hrough 8, and on e-fourth of th e 
population is evacuated in each of the four, 6-hour time periods. 
 
*** The effects of flash blindness will decrease with time (hours to a few days), but retinal burns will cause 
permanent damage. The detonation occurred at approximately 10:00 a.m. in the morning on a workday. It 
is a gro und blast, whi ch wi ll t end t o s hield t he di rect l ine-of-sight o f the de vice fr om most obser vers. 
Therefore, a lower lev el of eye d amage will o ccur and will be caused largely by reflections. On average, 
pedestrians tend  to  walk in ran dom d irections with  respect to  th e d etonation site and  tend to b e looking 
down as th ey walk. To estimate eye d amage, it is assumed  that buildings and other structures will shield 
many of these pedestrians. Most pedestrians in Zo nes 1  through 4 will suffer sev ere injuries or fatalities 
from other causes and are , therefore, not counted here. It is assum ed that most comm uters (90% ) will 
already be at work. Of tho se that are n ot at work, about half will d rive into the city. Of tho se that drive, 
approximately half will n ot be moving toward the city (perhaps on a b eltway). Of those th at are moving 
toward the city, app roximately 75% will be shielded by buildings, trees, retain ing walls, etc. Eye damage 
that o ccurs while d riving creates th e po ssibility fo r an increased nu mber o f fatalities an d inj uries due to  
accidents. 
 
**** Ev acuation will b e requ ired fo r th e vast majority o f p eople in  all d elineated zones. For people in  
Zones 1 through 5, this evacuation (or sheltering-in-place, if those instructions can be disseminated and an 
appropriate shelter can be located) is absolutely essential and must take place immediately or it will have a 
significant i mpact o n th e number o f liv es th at will b e lo st. Th e “? ” in  Zones 1  and  2 in dicates th at th e 
assisted evacuation of these people will cost the lives of many emergency responders. In the initial couple 
of days, perhaps the best solution would be to help those able to self-evacuate from these zones. In zones 
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that will be subjected to lower levels of fallout, the timescale of the evacuations are somewhat less critical 
(but still must take place as soon as possible) because the fallout will take longer to reach these a reas and 
the total radioactive activity in these areas is expected to be less. It is expected that many evacuated people 
will need shelter, food, and  medical atten tion for months after th e detonation. Those that are no t able to  
adjust m ay req uire care fo r years. Of tho se th at are evacuated, all will n eed to b e ch ecked for 
contamination. For most, a b ath and change of clothes will provide sufficient decontamination, but many 
will require fast, efficient, expert decontamination and subsequent verification.  
 
***** The assumptions used in this section ( for example, ground blast and buildings shielding the effects 
of the d etonation) will serv e to restrict most fires caused directly by the heat of th e detonation to a region 
that has largely already been destroyed by the blast wave. Much of this region will burn in subsequent fires. 
The ex ception will b e fi res caused b y highly flammab le materials th at are ex posed to th e direct thermal 
emissions from the detonation, and secondary fires that  are caused from traffic accidents, rupture d gas  
lines, etc. It is suggeste d that fires in Z ones 1 and 2 simply be co ntained at a sui table outer boundary and 
not directly fought because fighting the se fires will likely subject fire fighters to unac ceptable radiation 
doses.  
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Scenario 2: Biological Attack – Aerosol Anthrax 
 
Casualties Approximately 13,000 fatalities and injuries 
Infrastructure Damage Minimal, other than contamination 
Evacuations/Displaced Persons 25,000 seek shelter (decontamination required) 

10,000 instructed to shelter-in-place in each city 
100,000+ self-evacuate out of affected cities 

Contamination Extensive 
Economic Impact Billions of dollars 
Potential for Multiple Events Yes 
Recovery Timeline Months 

 
Scenario Overview: 
General Description – 
Anthrax is a disease caused by Bacillus anthracis. There are three types of this d isease: 
cutaneous a nthrax, g astrointestinal anthrax,  an d inhalation al an thrax. Anthrax spores 
delivered by aerosol spray result in inhala tional anthrax, which develops when the 
bacterial spores are inhaled in to the lungs. A progressive infe ction follows. This scenario 
describes a single aerosol anthrax attack in one city, bu t does not exclude the possibility 
of multiple attacks in disparate cities or time-phased attacks (i.e., “reload”).  
 
This scenario is sim ilar to one being used by the Anthrax Modeling W orking Group 
convened by the Departm ent of Health an d Hum an Services (HHS ). It is based on 
findings from the N-Process Project conducte d under an interagency agreem ent between 
the Centers for Disease Control and  Prevention (CDC) inclu ding the S trategic National 
Stockpile (SNS),; and Sandia National Laboratory (SNL), Albuquerque, New Mexico. 
 
Detailed Attack Scenario – 
On an autumn Monday m orning, a specially fitted flat -bed truck turns onto a busy street 
and enters the late rush  hour traffic that is ex iting a larg e urban  city; a significant 
percentage of the city’s  workforce consists of commuters from bordering States. As the  
truck driv es north,  the driver’s co mpanion turns on a co ncealed im provised spraying 
device with a conventional nozzle that rapi dly aerosolizes approxim ately 100 liters of 
wet-fill Bacillus anthracis (anthrax) slurry, or 10 9 Colony-Forming Units per Milliliter 
(cfu/mL). The dissemination efficiency achieved in this operation (1%) is com paratively 
modest. Nonetheless, it is su fficient to result in the poten tial exposure of  approximately 
330,000 persons. Assum ing that winds are sou theasterly, these peop le will be in an area 
extending northwest over the city into the sou thern tip of  the State  in which the c ity is  
located and into the northern tip of anot her State. Am ong thos e exposed, m ore than 
13,000 cases of inhalation anthrax would be expected. 
 
Over the next 3 days, Em ergency Room s (E Rs) and doctors’ offices experience an 
increase in the num ber of individuals seek ing evaluation and treatm ent for fever and 
respiratory com plaints. Several ill patien ts ar e hospitalize d with an initial diagn osis of  
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pneumonia. Businesses in the affected area also  experience an increas e in the num ber of 
employees calling in sick. Two high schools and three elem entary schools report an 
increase in absente eism in both s tudents and teachers. Initial repo rts o f an increas e in  
influenza cases in the area are found to be in accurate because many of the rapid flu tests 
being done in the ERs are returning negati ve results. T hrough its surveillance and 
Influenza-Like Illness (ILI)  sentinel physician reporting system, the city’s health 
department has been alerted to an increase of respiratory illness and absenteeism , and 
health departm ent officials ar e currently conducting an inve stigation. On the fifth day 
following the rele ase, the health dep artment is notif ied by two separate  clinicians a bout 
patients ad mitted to dif ferent hospita ls with severe r espiratory sym ptoms (potentia l 
mediastinal widening on their adm ission chest x-rays) that are now growing gram -
positive rods from blood cultures. 
 
Planning Considerations: 
Geographical Considerations/Description – 
Dispersal of the anthrax takes place in a de nsely populated urban city with a significant 
commuter workforce. The exposed population will disperse widely before the incident is  
detected. 
 
Timeline/Event Dynamics – 
It is po ssible tha t a  Bio -Watch signal would be received an d processed, but  this  is  not 
likely to oc cur until the  day af ter the relea se. The first cases would begin to present to 
ERs approxim ately 36 hours post-release, w ith rapid progression of sym ptoms a nd 
fatalities in untrea ted (or inappropriately treated) patients. In the absence of  Bio-Watch 
confirmation of the incident, the rapidly esca lating number of previously healthy persons 
with seve re respirato ry symptoms would quickly trigger alar ms within hospita ls and at 
the Department of Public Health (DPH). 
 
Observed incubation periods will vary si gnificantly b etween i ndividuals but will 
demonstrate a lognorm al distribution with median and m ean incubation tim es of 
approximately 10 and 14 days, respectively. Based on crude estim ates developed for 
determining hospital capacities follow ing Septem ber 11, 2001, it is thought that by 
expediting discharges and by canceling elective and sem i-elective surgical procedures in 
the 100-p lus hospitals around th e city, room s would be availabl e to  accomm odate as 
many as 3,000 addition al patients o n fairly short notice. It is not precis ely known how 
many patients requiring intens ive care cou ld be absorbed , but the num ber would be 
significantly less than 3,000, po ssibly on the order of a coup le of hundred. Intensive care 
bed capacity could be increas ed fairly ra pidly by tem porarily l odging patients with 
inhalation anthrax in post-anesthesia care units. 
 
The situation in the hospitals will be complicated by the f ollowing facts: The release has 
occurred at the beginning of an unusually  early influen za seas on a nd t he pr odromal 
symptoms of  inhala tion anth rax a re re latively non-specific. It shou ld b e expected that 
large num bers of worried patients, includ ing m any with fever and upper respiratory 
symptoms, would crow d ERs for evaluation and treatment. Discriminating patients with 
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anthrax from those with more benign illnesses will require the promulgation of clear-case 
definitions and guidan ce. Physic ian uncer tainty will re sult in low thresho lds f or 
admission and adm inistration of available c ountermeasures (e.g., an tibiotics), producing 
severe strains on comm ercially available supp lies of such m edications as ciprofloxacin 
and doxycycline, and exacerbating the surge capacity problem. 
 
Assumptions – 

• Wet-fill anthrax supply 100 liters of 109 cfu/mL  
• Length of line source 1,000 meters 
• Initial buoyancy of plume None 
• Meteorological conditions Mid-range 
• Dissemination efficiency 1%1 
• Human ID50/ID1 10,000 cfu/530 cfu 
• Untreated case-fatality rate 99% 
• Protection factor of buildings 50% 
• Percentage of population outside 15% 

 
Mission Areas Activated – 
Prevention/Deterrence: 
The ability to prevent fu rther releases of an thrax lies with Federa l, State, and loca l law 
enforcement and m ay include: selection of ag ent registration and control; knowledge of 
persons with laboratory skills to grow and aerosolize anthrax; reconnaissance of purchase 
and shipment of critical laboratory and disp ersion supplies; reconnai ssance of m obile or 
temporary laboratories; and public health pr otection m easures at the site before and 
during the attack. 
 
Emergency Assessment/Diagnosis: 
Depending on release area, wind conditions, and location of collectors, the incident may 
be detected  by Bio-W atch. Clinic al surveill ance system s will be use d to m onitor the 
impact of the attack, determ ine resource ne eds, classify the type of incident, and 
determine whether ad ditional ev ents have taken plac e. Extensive  environm ental 
sampling, both inside and outside buildings, will be required in order to assess the risk for 
continued exposure from contam inated en vironments. ER physicians, local hospital  
personnel, infectious disease physicians, m edical examiners, epidemiologists, and other 
public health officials shoul d immediately recognize the se riousness of the incident. 
Laboratory m ethods to suspect prelim inary di agnosis of anthrax are available at m any 
local public and private labo ratories; however, there m ay be delayed  recogn ition of 
anthrax since m ost hospital ER and laborator y personnel in the city and elsewhere have 
limited or no experience in identifying and/or treating this disease. Supplemental testing 

                                                 
1 The dissemination efficiency of 1% was chosen to match that of the scenario being modeled by the Anthrax Modeling 
Working Group. While machines with higher dissemination efficiency exist, this scenario is realistic for a device that 
could easily be procured from a hardware store. 
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and confirm ation for anthrax is availabl e through the CDC’s Laboratory Response 
Network (LRN). 
 
A rapid onset with large num bers of pers ons presenting at ERs with pneum onia should 
create high suspicion of a terrorist event utiliz ing anthrax or other agents of bioterrorism. 
Detection of anthrax also should initiate labo ratory identification of the strain and a  
determination of  any an timicrobial drug resistance. Action s of incid ent-site and E OC 
personnel tested during and after the attack  include dispatch, ag ent detection, hazard 
assessment and prediction, m onitoring and samp ling, and tracing origin of the initial 
contamination back to its source. 
 
Emergency Management/Response: 
The National Incident Managem ent System (NIMS), the EOC, and the Joint Inform ation 
Center (JIC ) will b e us ed to m anage and re spond to the attack. This  is a large-scale 
incident with thousands of potential exposur es. Actions of incident-site EOC and JIC 
personnel tested after the attack include public alerts, m obilization of the SNS, activation 
of treatment sites, traffic and access contro l, protection of spec ial populations, potential 
protective measures including shelter-in-p lace recommendations, requ ests for reso urces 
and assistance, and public information activities. 
 
Hazard Mitigation: 
Efforts to mitigate the impact of  the attack include the provision of PEPs, environmental 
testing and decontam ination, and care of ill  persons. Persons with prim ary aerosol 
exposure to anthrax need to receive antibio tic therapy prior to the onset of symptom s in 
order to pr event inha lation anth rax—this is  an illne ss with an exception ally high  
mortality rate (approximately 40% to 50%), even when met with aggressive medical care. 
Person-to-person spread does not occur. Actions of incident-site personnel tested after the 
attack include hazard identification, site control, establishment and operation of the ICS, 
treatment of exposed v ictims, mitigation efforts, obtainm ent of PPE and prophylax is for 
responders, site rem ediation and m onitoring, notification of ai rlines and other 
transportation providers, provision of public information, and effective coordination w ith 
national and international public health and governmental agencies. 
 
Evacuation/Shelter: 
JIC will co ordinate efforts to pro vide wa rnings to the population-at-large and  the 
population-at-risk, and will notify people to s helter-in-place and/or evacuate. Th e ICS 
will be used  to provide resources for m anaging traffic flow and accessin g affected areas 
and PEP distribu tion ce nters. Eva cuation and treatment of  victim s will be requ ired, as  
will prom pt antim icrobial prophylaxis of exposed persons , responders , and pertin ent 
health care workers.  
 
Victim Care: 
Public health will take the lead in providing care to ill persons, disbursement of PEP, and 
vaccination, if indicated. Tens of thousa nds of persons will requ ire treatm ent or 
prophylaxis with ventilators and antibiotics. T housands of  persons will seek care at 
hospitals, with many needing advanced criti cal care due to inhalation anthrax. Exposed 
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persons also will need to be informed of the signs and symptoms suggestive of inhalation 
anthrax. Mobilization of the SN S for additional critical supp lies and antibiotics will be 
necessary. Public information activities will be needed to promote awareness of potential 
signs and symptoms of anthrax exposure/inha lation. Actions of inci dent personnel tested 
after the attack include em ergency re sponse; protective action decisions and 
communication; recogn ition of the hazard a nd scope; victim treatm ent with additional 
ventilators at hospita ls; non-hospital patient screening clinics; and establishm ent of 
treatment or drug distribution centers for prophylactic antibiotics, veterinary services, and 
mortuary considerations. 
 
Investigation/Apprehension: 
Law enf orcement will take th e le ad in inv estigating the  atta ck. I t will be don e in  
collaboration with the public health officials who will be working to identify populations 
at risk of  disease. Epidem iological trace -back of victim s and parallel crim inal 
investigations to determ ine the location of point-sou rce exposures  will be needed.  
Laboratory analyses will be re quired in order to determine the implicated anthrax strain. 
Actions of  incident-site personnel tested after the attack incl ude dispatch, site 
containment and control, criminal investigation, tactical deployment, and apprehension. 
 
Recovery/Remediation: 

Decontamination/Cleanup: Decontamination/cleanup efforts will be co ordinated by 
the EPA with input from the CDC. Anthrax in  its spore form (the probable form  for 
dissemination as a biological terrorism  ag ent) would not be rapidly inactivated by 
environmental conditions (i.e., ultraviolet e xposure or desiccation). Anthrax is hardy 
and resistant to environm ental extrem es—it is therefore long-lived in the 
environment. Extensive decontam ination and cleanup likely will b e necessary . 
Actions of incident-site personnel include environmental testing, identification and 
closure of highly contam inated areas, and provision of public inform ation. The 
economic costs associated with the closur e and decontam ination of affected areas 
may run in the billions of dollars.  
 
Site Restoration: The EPA will coordinate site restoration efforts with input from the 
CDC. Costs are scenario-dependen t and ther efore dif ficult to predic t, b ut they will 
likely be enormous. 

 
Implications: 
Secondary Hazards/Events – 
Social order questions will arise. The public will want to know very quickly if it is safe to 
remain in the affected city and surrounding re gions. Many persons will flee regardless of 
the public health guidance that is provided—some fearing additional anthrax releases and 
some fearing perceived cont inued risk  of ex posure fro m the “contam inated” area.  
Pressure m ay be placed directly on pharm acies to dispense m edical counterm easures 
directly, particularly if there are delays in setting up official points of distribution. It will 
be necessary to provide public health guidance in m ore than a dozen languages. The 
number of visitors and comm uters working in th e city on  the morning of the a ttack will 
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complicate the id entification of patients  and distribution o f antibio tics, as c ases will 
present over a wide geographic area, and many commuters will be reluctant to reenter the 
city because of perceived risk and their desire  to rem ain in their c ity o f residence f or 
treatment.  
 
As always with a bioterrorism event, the public health and law enforcement communities 
will be attempting to determine whether any other agents were released at the s ame time 
as the anthrax attack. 
 
Deaths/Injuries/Illnesses (due to exposure)– 
Exposures 328,484 
Untreated fatalities  13,208 
Total casualties  13,342 
 
Property Damage – 
Property damage will be minimal. 
 
Service Disruption –  
City services will be hampered by concerns regarding the safety of remaining in the city, 
going outdoors, and returning to the city from surrounding States. 
 
Economic Impact – 
There is the potential for a sell-off in the e conomic markets; m oreover, the stock 
exchange and large businesses m ay be direct ly affected by the attack. D epending on the 
success of the dissem ination techniques and viru lence of  the biologic al agent, f atalities 
could be considerable. Therefore, the expected earnings during a victim’s life will be lost, 
resulting in a decline in  consumer spending and a loss of revenue for the m etropolitan 
area. An overall national econom ic downturn is possible in the wake of the attack due to 
loss of consumer confidence. The costs of the closure of a large section of the city and the 
decrease in revenue from tourism  for an indeterminate period would be enorm ous, as 
would the costs of remediation and decontamination. 
 
Long-Term Health Issues –  
The CDC will b e inv olved in th e asse ssment of  the  lon g-term health im pacts o f the  
attack, as well as th e measures that will be tak en to prevent disease ( e.g., post-exposure 
prophylaxis and vaccinations). Many persons will be killed, permanently disabled, or sick 
due to  anth rax. The lon g-term sequ elae of inhalation an thrax in  surv ivors a re no t well 
understood but may be significant. The long-term effects of longer duration antimicrobial 
prophylaxis regimens for larg e numbers of persons also will need follow-up study. The 
associated mental health issues relating to the attack will be significant. 
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Scenario 3: Biological Disease Outbreak – Pandemic Influenza 
 
Casualties 30% illness attack rate; fatalities and hospitalizations vary 

with virulence of the pandemic virus: moderate scenario—
209,000 fatalities range and 865,000 hospitalizations; 
severe scenario 1.9 million fatalities and 9.9 million 
hospitalizations 

Infrastructure Damage None, however sustainability of infrastructure is stressed 
Evacuations/Displaced Persons No evacuation required 

Shelter-in-place or quarantine used in some situations and 
communities 

Contamination Isolation of ill persons 
Economic Impact No estimate of the overall costs, including on economic 

activity and trade are available.  An estimate of direct and 
indirect health-related costs, absent intervention, for a 
moderate pandemic is $181 billion.   

Potential for Multiple Events Yes, near simultaneous national and worldwide 
distribution; second wave of disease in first pandemic year

Recovery Timeline Several months to over 1 year 
 
Scenario Overview: 
General Description – 
Influenza pandemics occur unpredictably, with three occurring in the 20th century (1918-
1919, 1957-1958, and 1968-1969). Influenza pandemics may occur when a new influenza 
A virus subtype em erges and causes infection in  people (term ed genetic shift).  If this 
new virus subtype, for which there is little  to no immunity in the population, spreads 
efficiently between people, it can cause a pa ndemic.  While influenza A outbreaks occur 
annually, a pandemic is a unique event.  Rates of  influenza illness, as well as its severity, 
are likely to be high because most (or all) of the hum an population will be susceptible, 
having had no prior exposure to this new infl uenza subtype.  In addition, persons not 
generally at high risk may develop severe or fatal disease.   
 
Experience with influenza pandem ics during the 20th century vari ed markedly: the 1918 
pandemic caused over 500,000 deaths in the United States; the 1957 pandem ic caused 
about 70,000 deaths; and th e 1968 pandem ic caused about 34,000 deaths. Pandem ic 
impacts on health, society and econom ic functions, and pandemic response activities will 
differ quantita tively an d qualitativ ely f or m oderate and severe pand emic scenarios .  
Therefore, to best guide planning and preparedness, two scenarios are presented based on 
experience with the 1 918 pandem ic (severe) and the 1957 and 1968 pandem ics 
(moderate).  No predictions can be m ade on the relative likelihood of each scenario or a  
pandemic intermediate to the two occurring.   
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Detailed Scenario – 
The origin and initial spread of moderate and severe pandemic viruses may be similar and 
is presented as a sing le scenario. Once spread  to the United  States occu rs, the s cenarios 
are described separately as im pacts on hea lth care and on society will differ m arkedly 
between the two situations, requiring different response actions and capabilities.   
 
Pandemic Scenario – Origin and Initial Spread 
For the past two years, a highly pathogenic avian influenza strain has sporadically 
infected dom estic poultry in several countri es.  Spread by wild and m igratory bird 
populations which m ay be asym ptomatically infected, the geographi cal distribution of 
infection has increased over tim e.  Sporadic  h uman infections have o ccurred am ong 
persons who have close contac t with inf ected poultry.  Th e World Health Organ ization 
(WHO) has declared a “pandemic alert.”  In response, the U.S. Government has begun to 
develop and evaluate a vaccine ag ainst the avian viral s train.  Antiviral drugs have been 
included in  the SNS, and several States an d larg e urban areas al so have established 
stockpiles.   
 
In late February of the current year, an outbreak of severe re spiratory illness is identified 
in a small village in a country known to have experienced recent avian influenza disease.  
At least twenty-five cases have occurred, affecting all age groups .  Several household 
clusters with inf ection of multiple family members are identified.  Twenty pa tients have 
required ho spitalization at the loca l provinc ial hospital, five of whom have died from 
pneumonia and respiratory failure. Cases initia lly a re inv estigated by  nationa l he alth 
authorities but in mid-March, after identification of new cases in neighboring villages and 
in the provincial capital, WHO assistance is requested.  Specimens collected from several 
patients are sent to WHO Influenza Collabora ting Center laboratorie s including at the 
CDC in Atlanta.  CDC determ ines that the isolates are of the avian subtype that had 
previously been circulating in birds but that the viral genome had undergone changes 
consistent with an increased ability to spread between people.    
 
The novel influenza virus begins to m ake headlines in every m ajor newspaper and 
becomes the lead story on m ajor news netw orks. Key U.S. Govern ment officials  are 
briefed on a daily basis, and surveillance is intensified throughout m any countries, 
including th e United  States. S tate health  de partments enh ance influe nza surv eillance 
systems and begin diagnostic testing for th e new subtype. CDC, the FDA, and other 
laboratories begin to develop reference strains for vaccine production from isolates of the 
new strain ; the Nation al Institutes o f Hea lth (NIH) studies whet her vaccine developed 
against the avian viral stra in provides som e pr otection against the pandem ic virus; and 
influenza vaccine manufacturers are placed on  alert.  Laboratory stud ies suggest that th e 
vaccine d eveloped prev iously for the avian s train will on ly provide p artial p rotection 
against the new virus. 
 
Over the next two m onths, March and April,  WHO with assistan ce fro m the U.S. and 
other governments, attempts to contain the outbreak, but new cases continue to occur and 
to spread to neighboring countries.  Cases and small outbreaks also are identified in more 
distant countries that have extensive trade links with the affected area.  Cases are reported 
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in all age groups and case-fatality rates range fro m 2% to 15%, dependin g on the quality  
of m edical care. T ravel restri ctions with affected areas an d surveillance of arriving 
passengers for febrile illness are implemented at borders and quarantine stations.  In early 
May, CDC reports th at the virus has  been isola ted from ill airline pass engers arriving in 
four major U.S. cities.  State and local ar eas intensify inf luenza surve illance ac tivities, 
and vaccine m anufacturers are req uested to shift vaccine production  from  annual to  
pandemic vaccine. 
 
In June and July, small focal outbreaks begin to be reported throughout the United States. 
The first do ses of a new pandem ic vaccine b ecome available in Augu st.  Despite full -
scale production by m anufacturers, supply rem ains very lim ited.  All influenza antiviral 
drugs available in the private sector are purchased by sick or concerned individuals and 
by organizations; thus, the only supplies that  rem ain available ar e national and S tate 
stockpiles, which are of li mited size.  Co mmunity-wide outbreaks begin to occur m ore 
frequently as children return  to school and by late Septem ber, ou tbreaks are occu rring 
simultaneously throughout the country.   
 
Scenario Continued for Severe (1918-like) Pandemic –  
Epidemiological investigation of initial outbreaks determines that rates of hospitalization 
and death are greatest am ong infa nts, adults , and the elderly.  Overall, about 2% of 
Americans with inf luenza illness die.  In co mmunities, during th e peak weeks  of 
influenza outbreaks 6-8 weeks in length, about a quarter of workers are absent because of 
illness, th e need to ca re f or ill relative s, a nd f ear of  becom ing inf ected in pub lic or 
workplace settings.  Hospitals are o verwhelmed and staff shortages lim it capacity at the 
height of the outbreak.  Intensive care units at local hosp itals are unab le to provid e care 
for all who need it, and  there are s hortages of m echanical ventilato rs for treatm ent of 
patients with severe pneum onia and respirator y failure.  Makeshif t hospitals established 
in schools and arm ories care for those who are unable to be treated in regular hospitals 
but are unable to care for those who are seri ously ill due  to insuf ficient trained staf f, 
supplies, and equipment.   
 
During the peak of disease activity in co mmunities, police, fire, and transportation 
services are limited by personnel shortages, and absenteeism at utility companies leads to 
spot power outages.  Supplies of food, fuel, and medical supplies are disrupted as truck 
drivers beco me ill or stay hom e f rom work. In som e areas, groce ry store sh elves are 
empty, and social unrest occurs.  Long lines fo rm where food and gaso line are available.  
Elderly patients with chronic, unstable m edical conditions hesitate to leave their hom es 
for fear of becoming seriously ill with influenza.  Riots occur at som e vaccination clinics 
as people are turned aw ay or supplies run out 1.  Several trucks tr ansporting vaccine are 
hijacked, and a gray market develops for vaccine and antiviral drugs—many of which are 
counterfeit.  Pig herds acquire infection with the pandemic virus and are decimated; large 
numbers of workers in those settings also become ill. Family members are distraught and 

 
1 Disclaimer:  Disaster literature has established that people don’t panic or act irrationally in a disaster as long as they 
have credible information and purposeful activities to undertake in response.  While one must plan for the worst, this is 
not a prediction of violence and mass panic.  There is no evidence that the public will respond in a lawless manner in a 
real influenza pandemic. 
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outraged when loved ones die within a m atter of a few da ys. Public anxiety heightens 
mistrust of government, diminishing compliance with public health advisories.  “Worried 
well” seek m edical care despite th eir absence of influenza illness, further burdening the  
health care system.  Mor tuaries and funeral hom es are overwhelmed.  The peak of cases  
occurs in mid-Octobe r; by early De cember, virtually a ll communities have exper ienced 
outbreaks and sporadic cases continue to occu r.  A second influenza disease wave begins 
in late Jan uary and peaks about a m onth later. Althou gh vaccine production  and 
vaccination have been  ongoing between disease waves, the m ajority of people still have  
not been vaccinated at the time of the second wave and antiviral drugs, for which 
stockpiles were exhausted during the first wave  of disease, are available in very lim ited 
quantities.   
 
Scenario Continued for Moderate (1957- or 1968- like) Pandemic –  
Epidemiological investigation of initial outbreaks determines that rates of hospitalization 
and death are greatest am ong in fants and the elderly.  Overall, about three of every 
thousand (0.3%) Americans with influenza illness die.  In co mmunities, during the p eak 
weeks of influenza outbreaks 6-8 weeks in length, about 10% of workers are absent 
because of illn ess o r th e need to c are for ill relatives.  Hospita ls exp and capac ity b y 
placing beds in hallways, and health care wo rkers serve 12-hour sh ifts.  Intensive care 
units a t many loca l hospita ls b ecome ove rwhelmed, a nd there are shortages of 
mechanical ventilato rs for treatm ent of pa tients with seve re pne umonia and respiratory 
failure.     
 
As 1 in 10  workers  is  absent dur ing the  pea k of  diseas e ac tivity in communities , 
remaining workers expand their hours, and su pervisors w ork alongsid e frontline staff.  
Police, fire, transportation, and utility serv ices generally are m aintained, although there 
are several well publicized breakd owns in es pecially hard hit areas.   Som e elderly  
patients with chronic, unstable medical conditions hesitate to leave their homes for fear of 
becoming seriously ill with influenza.  Demand for vaccine far exceeds supply, but public 
order is m aintained.  A gray m arket develops for vaccin e and antiviral drugs—m any of 
which are counterfeit.  The peak of cases occu rs in late October; by early Decem ber, 
virtually all communities have experienced outbreaks, and few sporadic cases s till occur.  
With the cessation of widespread disease,  dem and for vaccine wanes, and vaccination 
clinics are poorly attended.  Demand for vaccin e surges as a second wave be gins in late 
January and peaks about a month later, but again drops with a decline in disease.   
 
Planning Considerations: 
Geographical Considerations/Description – 
The initial emergence of a new influenza s ubtype that spreads between people can occur 
in any country.  The most recent pandemic strains have originated in Asia, and the H 5N1 
avian inf luenza in Asia  repre sents the gre atest curren t pan demic threat.  However, th e 
likely U.S. origin of the 1918 pandemic and recent outbreak s of other pathogenic avian 
influenza strains that caused hum an infections in Europe, Canada, and the United S tates 
illustrate the uncertain geographic origin of a pandemic.   
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If ef forts to contain the  initial ou tbreak fail, p andemic influenza dise ase will sp read 
globally.  Neighboring countries and those shar ing extensive travel/t rade links will be  
affected f irst.  Ex tensive in ternational trave l w ill accelerate spread co mpared with pas t 
pandemics. Once community-based outbreaks begin to occur in th e United  State s, 
national spread will b e rapid given the larg e amount of travel within this country.  Large 
urban are as will likely b e af fected earliest, but within one to two m onths, virtu ally all 
communities will expe rience outb reaks. So me rem ote co mmunities m ay be able to  
prevent the  introdu ction of  diseas e by tota l restrictions on entry from  outside the 
community, but such instances will be exceedingly rare.  Because outbreaks will occur in 
all areas, few, if any, medica l personnel, medical equipment, or similar resources will be 
available for redistribution—State, city and local governm ents, as well as health care 
systems, will have to  cope usin g existi ng resources. Stockpiled m edical supplies  
(ventilators, PPE), antiv iral drugs, a nd stockpi led vaccine (if any) will be distribu ted to 
States and Indian tribes pro rata.    
 
On an international level, countries with limited health care resources, no dom estic 
influenza vaccine production, and little to no stockpiled antiviral drugs will likely request 
aid from  t he United States and other industrialized c ountries. However, current 
limitations in U.S. influenza vaccine m anufacturing capacity, drug production and 
stockpiling, and lim ited stocks  of  re levant medica l equ ipment will m ake it extrem ely 
difficult, if not impossible, to provide any m aterials in response to international requests.  
It is likely that there will be notable international political ramifications of this inability to 
meet even a portion of the requests from developing countries for relevant aid. 
 
Timeline/Event Dynamics – 
Appendix 3-A provides a tim eline for spr ead of the 1957-1958 influenza pandem ic to, 
and within, the United States. The a mount of  ti me between recognition of an initial 
outbreak caused by a new inf luenza subtype th at is tr ansmitted between people and the  
occurrence of large outbreaks  in th e United  States is  unclear a nd depends on several 
factors.  These include where the initial outbreak occurs (e.g., a rem ote rural area or an 
urban transportation hub), how early it is d etected, the im pact of contain ment measures 
implemented around the initial cases and outbreaks, the effectiveness of travel restrictions 
and screening, and the season. Results of m athematical modeling suggest that travel  
restrictions and screening, ev en if they are 99% effect ive, are unlikely to delay 
introduction of pandemic disease into the United States by more than a month or two.   
 
Large disease waves in the United States associ ated with prior pandemics occurred in the 
fall and win ter. In 1957,  for exam ple, clus ters of cases occu rred in m ilitary camps and 
other closed settings  during June and July. N o comm unity outbreaks occurred until 
children returned to school in  August, and the first wave of disease peaked in m id-
October.  However, past experience is too limited to support confiden t predictions that a 
disease wa ve will not occur during the su mmer. Community pandem ic inf luenza 
outbreaks generally will last about 6 to 8 weeks.   
 
The speed at which th e pandem ic disease sp reads to  the  United Sta tes is im portant, 
because it will take at le ast three months and up to six m onths before the first doses o f a 
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new pandemic vaccine are produced.  Domestic vaccine su rge production capability for  
600 m illion doses (two per person) will be need ed within 6 m onths of the onset o f a  
pandemic. Nevertheless, because of lim ited curre nt U.S.-based vaccine produ ction 
capacity, the large m ajority of the p opulation will no t have access to v accine before the 
pandemic arrives even if some doses are available.  Thus, there must be a mechanism for 
allocating the vaccine among the population—for  deciding who will be at the “head of 
the line.”  
 
Assumptions – 

• Susceptibility to the pandemic influenza subtype will be universal. 
• Clinical disease attack rate: 30% (hi ghest rate am ong school  aged children  

[~ 40%]; declining rates with age [~ 20% among working aged adults]) 
• Number seeking outpatient medical care: 50% of those who are ill. 
• Number of hospitalizations : depends on the virulence of t he pandem ic virus. 

Because th is cannot be predicted,  two scenarios are presented based  on past 
pandemic experience (Table 3-1 and 3-2). 

• Untreated disease case-fatality rate: 0.2% to 2%. 
• Incubation period: 1-4 days (average 2 days) 
• Secondary transmission rate: two secondary infected persons per primary infected 

person 
• Countermeasure availability: 

o Vaccine: several m illion doses of pa rtially effective vaccine m ay be 
stockpiled and available before the pandemic.  New pandemic vaccine will 
take 3-6 months to produce. At cu rrent production capacity, sufficient 
doses will be supplied to imm unize between 0.25% and 1% of the 
population per month. 

o Antiviral d rugs:  inf luenza antivira l drugs are included in the SNS.  A 
current ta rget is 20 million tr eatment courses. Som e States also are 
establishing stockpiles. Ongoing U.S.-based produc tion will be about 1.2 
million treatment courses per month.   

 
Mission Areas Activated – 
Prevention/Deterrence: 
Most scientists consider influenza pandemics inevitable.  Efforts to decrease the spread of 
influenza in  anim als, an d to d ecrease the ri sk th at hum an a nd anim al influenza s trains 
will co-infect a p erson or anim al and form a new pandem ic virus,  may reduce the risk .  
This might extend the tim e period before th e next pandem ic occurs.  Anim al influenza 
surveillance and rapid implementation of control measures when infection is identified is  
important.  Vaccination  with annual influe nza vaccine m ay decrease pandem ic risk and 
will stim ulate increased  influenza vaccine pro duction, im proving pan demic response 
capacity. 
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When a ne w influenza A subtype e merges that  is capab le of efficient and sustained  
transmission between people, containm ent (“putting out the spark” and preventing a 
pandemic) will be extre mely difficult.  Mathematical models indicate that a combination 
of early detection and rapid response with effective case detection; antiviral treatment and 
prophylaxis of potential contac ts and neighboring populations; m easures to decrease  
contact between people; and vaccination, if availab le, could prevent a pande mic.  The  
sensitivity of surveillan ce and the ability of  poor countries to im plement an effective 
response are barriers to successful containment2.  No decisions have been made regarding 
the extent o f U.S. participation in a W HO-lead containm ent effort or potential us e of 
antiviral drugs and vaccines from U.S. stockpiles.  
 
Preparedness: 
Preparedness activities are cr itical across a range of areas .  Improved global surveillance 
and earlier detection of new subtypes that infect and spread between people will facilitate 
containment and earlier development of pandem ic vaccine. Vaccin e preparedn ess 
includes expanding U.S.-based production capacity; developing new production methods; 
improving vaccine to enhance immune response; and shortening the time to production of 
new vaccin e.  Antiviral drugs are being s tockpiled and stockpiles o f other ess ential 
materials such as needles/syringes, PPE, and masks are currently being considered.   
 
Targets for health care system  prepare dness, supported by a Health Resources and 
Services Adm inistration (HRSA) cooperativ e agreem ent, include  increasing staffed 
hospital bed capacity by 15%-20%, coordinatio n between local hospitals and health care 
organizations, and education and training.  Health care burden estim ates for the peak 
weeks of pandemic outbreaks suggest that in a moderate pandemic about 25% of hospital 
beds and almost 40% of  Intensive  Care Unit (ICU) beds  will be ne eded to ca re f or 
patients with influenza.  Estim ates for a seve re pandemic are about 10 -fold greater, with 
demand for hospital and ICU care exceed ing 100% of curren t staffed hospital bed 
capacity.  T hus, preparedness for a more seve re pandemic will need to  be qualitatively 
different and include strategies to m assively expand the a bility to p rovide hospita l-like 
care, for exam ple, through the establishm ent of m akeshift hospitals in schools and 
armories.  Increas ed ability to provide intens ive care a lso is  important, particula rly f or 
persons in rural areas, which include about  20% of the U.S. popul ation but only about  
17% of adult and 9% of pediatric IC U beds.3  The SNS m aintains 5,000 ventilators. This 
is a quantity far less than the potential need in a more severe pandemic. 
 
Research can lead to th e developm ent of new inte rventions and capab ilities tha t will 
improve a pandemic response. For example, changing vaccine formulations by adding an 
adjuvant or adm inistering vaccine intraderm ally m ay i mprove the im mune response, 
decreasing the am ount of vaccin e antigen required for each dose and potentially  

                                                 
2Models of pandemic containment supported by the NIH Models of Infectious Disease Agents Study (MIDAS) recently 
have been published:  Longini IM Jr. Nizam A. Xu S. Ungchusak K. Hanshaoworakul W. Cummings DA. Halloran 
ME. Containing pandemic influenza at the source. Science. 2005;309(5737):1083-7;  Ferguson NM, Cummings DAT, 
Cauchemez S, Fraser C, Riley S, Meeyai A, Iamsirithaworn S, Burke DS.  Strategies for containing an emerging 
influenza pandemic in Southeast Asia.  Nature published online 3 Aug 2005 10.1038/nature04017. 
3 Data on hospital bed capacity and intensive care bed capacity provided by J. Bentley, American Hospital Association, 
September 2005. 
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increasing several fold the num ber of doses  that could be produced using available 
manufacturing capacity.  Critical research activities also include the development of new 
antiviral drugs, developing im proved diagnostic  tests, and assessing optim al clinical 
management strategies.  A m ore complete list  of research and developm ent activities for  
pandemic influenza preparedness is published elsewhere.4  Improving v accine uptake for 
annual influenza also would contribute to pandem ic preparedness by encouraging 
manufacturers to increase production capacity a nd strengthening the vaccine delivery 
infrastructure and the acceptability of influenza vaccine to the public.   
 
Emergency Assessment/Diagnosis: 
Investigation of the earliest outbreaks of human disease caused by a new influenza virus 
subtype—whether such outbreaks occur in the United States or overseas—is important to 
provide inf ormation on risk groups, clinic al course, transm ission, and treatm ent.  
Laboratory investigation of the pandemic strain is critical for development of vaccine and 
diagnostic tests, and to asse ss antiviral drug susceptibility.  Mathematical modelers are 
defining a set of  cr itical da ta to  colle ct e arly in a p andemic to f acilitate real- time 
modeling of intervention strategies and their impacts. 
 
Diagnosis of m ost influenza cases during a pa ndemic will be clinical.  Rapid tests are 
insufficiently sensitiv e to be used  as a ba sis for m anagement deci sions, and laboratory 
capacity for more definitive testing would quickly be overwhelmed.  Current surveillance 
infrastructures includ e reporting  of illn ess by sentin el physicians; reporting of 
hospitalizations in ch ildren in  sev eral ge ographic areas ; mortality su rveillance u sing 
death certificate data; and State-bas ed assessment of  the intensity of  inf luenza ac tivity.  
These systems will be supplemented in a pandemic by morbidity and mortality reporting  
from hospitals.  W ork is needed  to ensure that this occu rs. Additional investigation will 
be conducted to define the epidem iology of  who becom es infected, develops severe 
disease, and dies.  
 
Emergency Management/Response: 
The effectiveness of em ergency m anagement during a pandem ic wi ll depend on the 
degree of pre-pandem ic planning and preparat ion and on the severity  of the pandem ic. 
The Federal governm ent is com pleting a pandem ic preparedness and response plan, and 
all States have com pleted draft plans. Ma ny S tates also have conducted preparedness 
exercises.  P lanning has been hindered by a l ack of specificity in nation al guidance, and 
uncertainty regarding the availability of  antiviral drugs  f rom a stockpile and  the 
ownership and distribution of pandemic vaccine.  Substantial work is needed on specific 
plans for implementing pandemic response activities at the State and community levels. 
 
Pandemic impacts on critica l inf rastructure and societal functions  will be m arkedly 
different for moderate and severe pandemics.  No significant societal  disruption occurred 
in 1957 or 1968, although the increased complexity and networking in society makes sole 
level of disruption in a m oderate pandem ic possible. A pandem ic of the m agnitude 
                                                 
4 A publication of an Institute of Medicine report of a meeting on pandemic research priorities held in April 2005 is 
posted on the internet (http://www.nap.edu/books/0309097312/html/1.html).  An annex to the HHS pandemic influenza 
preparedness and response plan on research is posted on the internet (http://www.pandemicflu.gov/research/).   
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experienced in 1918 would likely  cause significant disruption of community services and 
business activities.  In a  severe pandemic, emergency management needs would include 
establishing m akeshift hospita ls, tr ansporting patients, providing car e and s ervices for 
persons who are ill at hom e, handing disposition of corpses when existing capacity is 
overwhelmed, maintaining security in comm unities and at v accination and medical care 
sites, and assuring the provisi on of  utilities and other esse ntial serv ices.  Because  the 
pandemic will im pact all are as, there  will  be no ability to conc entrate em ergency 
management personnel and resources (see Geographic Considerations/Description). 
 
Hazard Mitigation: 
The success of hazard m itigation will depend on the level of planning and prepare dness, 
the ava ilability of  stoc kpiled reso urces, th e duration of  warning b efore wides pread 
pandemic disease in the United States, and the severity of the pandem ic.  Because of the 
uncertain benefit of stockpili ng vaccine for a potential pandem ic strain and the lim ited 
production capacity for pandem ic vaccine,  most cases of disease will n ot be prevented.   
In a m oderate pandemic, health ca re system quality and co mmunity services like ly will 
be maintained, mitigating health and societal impacts.  In a severe pandemic, demands for 
health ca re service s and worker absente eism in critica l inf rastructures m ay lead to 
breakdown.  Planning for both m oderate and se vere pandemic scenarios is im portant to 
decrease this risk.  
 
Implementation of public health measures, su ch as closing schools,  canceling public 
gatherings, wearing m asks in public, and en couraging hand washing, are of uncertain 
value in lim iting the extent of  pandem ic diseas e within affected communities ; 
nevertheless, m any communities lik ely will implement the se m easures. “Snow days,” 
when persons stay home from school and work, may limit disease transmission but would 
result in significant econom ic disruption.  Restricting travel is unlikely to be beneficial, 
except perhaps to the most rem ote communities, and would have substantial eco nomic 
impacts. 
 
Effective communication of infor mation to the public is an im portant com ponent of 
hazard mitigation.  Recent public health emergencies, such as the anthrax-letter attacks in 
October 2001 and the 2003 Severe Acute Resp iratory Syndrome (SARS) epidemic, have 
demonstrated that the public’s response depends, in part, on: 

• The type of public health information provided; 
• The perceived and actual reliability  and scientific “soundness” of such 

information; 
• The source of the information; and 
• The timeliness of the information. 

 
Evacuation/Shelter: 
Evacuations will have no meaningful effect on the spread of disease and may be counter-
productive by spreading infection to as ye t unaffected areas and by overburdening 
services in a site that  soon is likely to experience an outb reak of disease.  Isolating ill 
persons at home, if hospital care is not needed, can decrease the transmission of infection 
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but requires that health care a nd other services can be delive red, as needed.  Quarantine 
of exposed persons is not likely to affect th e spread of influenza because of the s hort 
incubation period (1-4 days) and the ability of asym ptomatically persons to transm it 
disease.  

Victim Care: 
In both m oderate and s evere pandemics, most ill pe rsons will be treated as outpa tients 
with over-the-counter medications.  Antiviral drugs will be used for treatment in defined 
target grou ps am ong both outpatients and th ose adm itted to hospital.  Becaus e the  
effectiveness of antiviral treatment is greater when started earlier in the illness, drugs will 
need to be dispensed from outpatient clinics, ERs, and at other point-of-care sites.   
 
In the moderate pandemic scenario, less than 1% of ill persons will require hospital care, 
whereas in the more severe scenario, almost 10% will require admission.  Treatment will 
primarily be supportive.  Patients with pneumonia m ay require supplem ental oxygen, 
including mechanical ventilation. Shortages of ventilators in a severe pandem ic m ay 
occur.  Secondary bacterial pneumonias fr equently com plicate influenza and m ay be 
caused by resistant pathogens.  Shortages of effective antibiotics (e.g., vancom ycin) for 
highly resistant strains are possi ble.  Patient care also may be compromised by shortages 
of other hospital supplies, part icularly if transportation system s are disrupted in a m ore 
severe pandemic (note that hospitals stock limited inventory and rely on daily delivery of 
supplies).  To prevent the spread of influen za in the hospital, infected patien ts will be 
kept in isolation o r when isolation  capac ity is  exceeded, will be coh orted in wa rds.  
Advance instructions will be needed for family members taking care of influenza patients 
at home.  
 
There is also a need to plan to deal with the large number of fatalities that will occur in a 
relatively short period of  time. Mortuary and burial services may become over-extended, 
causing d elays in  f uneral se rvices; this, in tu rn, will heighten the anguish of bereaved 
families. 
 
Since a pandem ic will be global in  scope, th e U.S. Departm ent of  State will prov ide 
appropriate assistance to U.S. citizen s traveling o r residing abroad, including the tim ely 
dissemination of information to allow citizens to make informed plans and decisions. 
 
Investigation/Apprehension: 
For pandemic influenza, investigation include s clinical and e pidemiological studies and 
disease su rveillance. The current influenz a surveillan ce system , describ ed in  the 
Emergency Assessment/Diagnosis section, has distinct limitations.   
 
Implications: 
Secondary Hazards/Events – 
The greates t second ary hazard  will be th e p roblems caused by sho rtages of m edical 
supplies (e. g., vaccines and antiviral drugs),  equipm ent (e.g., m echanical ventilato rs), 
hospital beds, and health care work ers—potentially exacerbated by resu lting disruptions 
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in supply chains, and reduction in essentia l services such as transportation and 
telecommunications. Having a detailed system  for alloc ating resources and m aintaining 
provision of medical supplies potentially can reduce such difficulties. This system should 
be in place well before an influenza pandemic actually occurs. 
 
Of particular concern is the likelihood that health care systems, particularly hospitals, will 
be overwhelmed. One method of m itigating such an impact is to have plans in place that 
effectively allocate scarce hospital-based resources among incoming patients. This w ill 
require incoming patients to be triaged acco rding to need,  availability of resources , and 
expected ou tcomes.  In effect, hospita l st aff and patients will have to  accept different 
standards of  care dur ing an inf luenza pandem ic. For exam ple, nurse -to-bed ratios will 
have to be decreased, m eaning that each nur se will have to look after m ore occupied  
beds. Non-credentialed staff a nd volunteers will provide so me care.  P atients might not 
be given all of the treatm ent that they and their physicians would nor mally expect to be  
used, such as mechanical ventilation.  Makeshift hospitals established in schools or other 
settings will be unlikely to provide the same level of care as in regular facilities.    
 
In addition to the acute anxiety caused duri ng the m ost severe phases of the pandemic, 
there will be other be havioral health concer ns.  Severe shortages in medical personnel 
and supplies m ean that people will not be  able to obtain psychotropic m edications, 
methadone, or other needed m edicines.  Hi ghly vulnerable populations, such as people 
with Human Immunodeficiency Virus (HIV), will be uniquely affected.   
 
Another importan t seco ndary hazard is the disruption tha t m ight occur in society in a 
more severe pandemic. Institutions, such as schools and workplaces, may close because a 
large proportion of students or em ployees are ill or may close as a public health m easure 
to decrease the spread of  illness in these settings and in communities.  E ssential services 
may be limited because workers are absent from  work due to illness, th e need to care  for 
sick family members, or fear of becoming infected at work.  The complexity of networks, 
supply chains, and just-in-tim e inventories make it likely that ab senteeism among some 
groups will have a ripple affect  with much broader impacts.  This risk m ay be decreased 
by critical industries developing continuity of  business plans that include cross-training 
workers. 
 
Travel between cities and count ries may be sharply reduced, not only due to fewer staff 
personnel availab le to operate the transpo rtation system, but because fewer people will 
want to, or be able to, travel. 
 
Fatalities/Injuries – 
Estimates of health im pact are provided in Ta bles 3-1 and 3-2.  Esti mates for the impact 
of moderate and severe pande mics are derived  by extrapolating data from  20th century 
pandemics (see Appendix 3-B for methods).  Improved medical care, interventions such 
as antivir al drugs, and  potentially  m ore widespread va ccine ava ilability m ay re duce 
health impacts below those shown.  However, it is possible that a new subtype such as 
H5N1 could cause even m ore severe infecti ons than occurred in  1918.  Estim ates in 
Table 3 -1 a re the tota l number of episodes that would oc cur during a single pandem ic 
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wave.  Cases, hospitalizations, and deaths would occur over  approximately three months, 
with each community experiencing a 6- to 8 -week outbreak during th at period.  A b etter 
measure of pandemic impacts on comm unities and on health care serv ices is to estim ate 
demand for hospital beds, ICU beds, and vent ilators based on the proportion of people 
who would require these services  and the estimated durations that they would be needed.  
Table 3-2 shows the health care dem ands during the two peak weeks of pandem ic 
outbreaks.  Although these peaks would not occur simultaneously in all communities, the 
data are ag gregated so  that num bers can  be  c ompared with nationa l tota ls f or s taffed 
hospital beds and ICU beds. Rates per 10 00 persons also are presented so that  
communities can estimate impacts on their own health care system.    
 
Characteristic Moderate (1958/68-like) Severe (1918-like) 
Illness 90 million (30%) 90 million (30%) 
Outpatient medical care 45 million (50%) 45 million (50%) 
Hospitalization 719,000 8,520,000 
ICU care 107,850 1,278,000 
Mechanical ventilation   53,925    639,000 
Deaths 209,000 1,903,000 
 
Table 3-1.  Number of episodes of illness, health care use, and death associated with 
moderate and severe pandemic influenza scenarios.  See Appendix 3-B for approach to 
calculation and assumptions 
 

Moderate (1958/68-like) Severe (1918-like) Health care 
burden  Aggregate Per 1,000 Aggregate Per 1,000 
Hospital beds 154,594 0.516 1,710,531 5.70 
ICU beds   39,772 0.133    440,066 1.47 
Mechanical 
ventilation 

  19,886 0.066    220,033 0.73 

Death   39,710 0.132    361,570 1.21 
 
Table 3-2.  Aggregate health care burden and burden per 1,000 population during the 
peak week of a pandemic outbreak.  See Appendix 3-B for approach to calculation and 
assumptions.  Aggregate burden represents the number of hospital beds, ICU beds, and 
ventilators that will be needed during the peak week of a pandemic outbreak, if all 
communities experienced the peak at the same time.  This allows the totals to be 
compared with total available hospital and ICU beds to calculate the proportion of each 
that would be needed for influenza patients.  Hospital-bed and ICU-bed needs per 1,000 
population can be used by communities to estimate their burden in a pandemic.   
 
Additional scenarios/estimates can be generated for virtua lly any population level using 
the CDC’s Flu-Aid and Flu-Surge program s, which are free software program s designed 
to help Sta te and loca l public hea lth of ficials plan, prepare, and practice for the next 
influenza pandemic. The programs are available at http://www.hhs.gov/nvpo. 
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Risk groups for severe and fa tal infections cannot  be predicted with certainty.  Most 
likely, th ey will inc lude person s with chron ic illness es such as res piratory d iseases 
including asthma, heart disease, and diabetes , and persons with conditions or treatm ents 
that com promise immunity (e.g., cancer,  Acquired Immune Deficiency Syndrom e 
[AIDS]).  Infants, pregnant wom en, and the elde rly also are likely to be at high risk.  In 
the 1918 pandem ic, most fatalities occurred in young, previously healthy adults.  This 
pattern was not seen in the 1957 or 1968 pandemics.  W hereas more than 90% of persons 
who die during annual influenza outbreaks ar e 65 years old or ol der, during past 
pandemics between 30% and 90% of excess deaths occurred am ong those younger than 
65 years. 
   
Property Damage –  
Property damage is unlikely, except to the extent that pandemic influenza-related absence 
from work may cause maintenance-related failures and/or accidents. 
 
Service Disruption – 
Some service disruption is likely in a m ore severe pandemic, particularly during the peak 
weeks of disease ou tbreaks in com munities.  D isruption may be m inimal in a m oderate 
pandemic, although the com plexity of systems and infrastructures make them vulnerable 
to disruptio n if  certain  critical f unctions are not perform ed. In a pandem ic of any 
magnitude, the health care system will be severely stressed, if not overwhelmed. 
 
The workloads of essential se rvice personnel and first responde rs are also likely to be  
severely strained, due to large numbers of  influenza-related em ergency calls and the 
decreased n umbers of available w orkers. Ag ain, the extent of such disruptions will  
depend on the pattern of which persons become ill, when they become ill, and how severe 
is their illness. 
 
Economic Impact – 
For a m oderate pandem ic, the direct and indi rect illn ess-associated costs,  including 
lifetime lost productivity costs, in the absen ce of an effective intervention are about $181 
billion (estimated in 2004 U.S. dollars). This es timate does not includ e costs asso ciated 
with disruption of trade and other economic activity.  For illustration purposes, if a 50% 
decrease in econom ic activity  occurred during the two p eak weeks in each of  two 
pandemic waves, given a U.S. Gross Dom estic Product (GDP) of about $11.7 trillion per 
year, the total econom ic loss would be $450 bi llion.  The actual m agnitude of economic 
disruption and its duration are unknown and will be related to pandemic severity. 
 
Long-Term Health Issues – 
Many people recovering from  severe influe nza-related illnesses m ay need care and 
convalescence for several m onths after the pandem ic has e nded. Long-term sequelae of 
infection are not common.   
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APPENDIX 3-A: Timeline of Events for the Influenza  
Pandemic of 1957-1958 

 
February 1957 Outbreaks of ILI occur in Guizhou Province, China. 
 
Early March 1957 Outbreaks of ILI occur in Yunan Province, China. 
 
Mid-March 1957 Outbreaks of ILI are now widespread in China. 
 
April 1957 Outbreaks of ILI occur in Hong Kong, Singapore, and Taiwan. 
 
Mid-May 1957 Influenza virus associated with ILI is isolated in Japan. 
 
Late May 1957 Six phar maceutical companies begi n vaccine production in t he 

United States. 
 
June-July 1957 The virus is isolated in the United States; outbreaks of influenza 

are reported in military f acilities and other closed or “unique” 
settings. 

 
Mid-August 1957 The first communit y outb reaks of pande mic dis ease occur in 

Louisiana when children return to school. 
 
Late August 1957 Four million doses of pandemic influenza (single-strain) vaccine 

are released. 
 
September 1957 Widespread occurrence of influenza begins in the United State s. 

Nine m illion doses of single-st rain inf luenza vaccine are 
released. 

 
October 1957 The peak incidence of t he disease occurs. At thi s stage of t he 

pandemic, t he highest rate of the  disease is  a mong sc hool 
children and young adults. Se venteen million doses of  the 
single-strain vaccine are released. 

 
Late October 1957 The demand for influenza vaccine declines. 
 
November 1957 The incide nce of ne w cases declines. The first peak of  

pneumonia and inf luenza-related f atalities are observed. 
Seventeen million doses of the single-strain vaccine are released. 
Five million doses of three-strain vaccine are released. 

 
Early December 1957 A cumulative total of  60 m illion doses of  vaccine have been 

released, but much of the vaccine has gone unused. 
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January-February 1958 A second peak of  pne umonia and inf luenza-related fatalities is 
observed, with a higher-than-us ual proportion of fatalit ies 
among the elderly. Retr ospectively, it was realized that there 
was a “second wave” of diseas e that occurred mainly a mong 
older adults and the elderly. 
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APPENDIX 3-B:  Methods for Calculating Pandemic Health and  
Health Care System Impacts 

 
The numbers of episode s of illness, hospitali zation, and deat h that may occur in moderate  
and severe pande mics are estimated based on ext rapolation from 20th century pande mics.  
Methods are published by Meltzer et  al in Emerging Infectious Diseases, 19995.  In bri ef, 
for this publ ication, t he authors  abst racted data from t he 1957 a nd 1968 pa ndemics and  
immediate post-pandemic years to i dentify the rates of various outcomes  by age  category 
and risk group.  Data were extrapol ated to  the  contemporary U.S. population within age  
and risk strata.  Im pact estimates were calculated for illness attack rates of  15% to 35%.  
Economic data were de rived fr om various s ources.  Modeling wa s done with mul tiple 
simulations (Monte Carlo m ethods) using a pre-def ined pr obability distribution of  key 
input variables.  Rece ntly, the lead author updated these e stimates to the current U.S. 
population a nd the  econom ic i mpacts to 2004 U. S. dollars. I n addition, esti mates were  
calculated for a severe pandemic using data from the 1918-1919 pandemic. 
 
Although Meltzer m odeled illness attack rates in a pande mic wave ranging from 15%  to 
35%, analysis of  rates of  illness f rom 20th century pa ndemics indicates an  attack rate of 
about 30% in each (chosen as the basis for estimates in the moderate and severe scenarios).  
Rates of hospitalization and de ath differed among those who became ill diff ered between 
pandemics.  In addition, during the 1918 pandemic, young, previously healthy adults had a  
high risk of death, wher eas this peak in mortali ty did not occur in 1957 or 1968.  This  
difference is reflected in the moderate and severe scenarios presented here. 
 
Converting episodes of illness and hospitalizati on to estimates of  he alth care burden 
requires estimating the duration of hospitalization (in normal and ICU beds), the proportion 
who require  intensive c are, and, a mong t hese, the proportion who re quire mecha nical 
ventilation. Few data are available specif ically f or pandem ic inf luenza. Therefore, 
estimates were derived f rom community-acquired pneumonia.  Mode ling was done using 
FluSurge software (http://www.cdc.gov/flu/flusurge.htm).  Assumptions used in the model 
include the following: 

• Duration of hospital stay for influenza: 7 days 
• Duration of ICU stay: 10 days 
• Duration of mechanical ventilation: 10 days 
• Proportion of hospitalized persons requiring ICU care: 15% 
• Proportion of ICU patients requiring mechanical ventilation: 50% 
• Pandemic outbreak duration within a community: 8 weeks 
 

Using these parameters, the shape of the epidemic curve in a community (modeled by the 
change in ra tes of  illness per day during the pandem ic outbreak) was calibrated to data 
from the 1918 pandem ic, which indicated an approximate 7-fold difference in m ortality 
rates between the beginning and peak of the outbreak. 
 

 
5 Meltzer MI, Cox NJ, Fukuda K.  The economic impact of pandemic influenza in the United States: priorities for 
intervention.  Emerging Infectious Diseases 1999;5:659-71. 
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Data on hospital bed capaci ty and ICU bed capacity was obtained from  the 2003 
American Hospital Association Annual Survey of Hospitals.  Estim ates of total hospital 
beds in the United States take into account non-response.  Extrapolations are not done for 
ICU beds; thus, these likely represent an underestimate of the total.  Data are stratified for 
urban areas  and rural areas as  based on m etropolitan statis tical area designation by the 
U.S. Office of Management and Budget.  No da ta are available from this survey or other 
existing data sources for the number of ventilators nationwide.   
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Scenario 4: Biological Attack – Plague 
 
Casualties 9,553 fatalities; 28,383 illnesses; 37, 936 cumulative cases 

(fatalities and illnesses) 
Infrastructure Damage None 
Evacuations/Displaced Persons No evacuation required 

Shelter in place  
Quarantine given to certain highly affected areas 
Possible large-scale self-evacuation from affected 

communities 
Contamination Lasts for hours 
Economic Impact Millions of dollars 
Potential for Multiple Events Yes 
Recovery Timeline Weeks 

 
Scenario Overview: 
General Description – 
Yersinia pestis (Y. pestis), the causative agent of plague, is a gram negative bacterium of 
the Enterobacteriacea family.  The d isease is enzootic in cer tain sylvatic reservoirs such 
as rats, squirrels and mice.  In addition, cats,  dogs and goats can serv e as incidental hosts 
and be a source of infection to hum ans.  The two m ost common for ms of plague in 
humans are bubonic and pneum onic, but both can progress to a septicemic form similar 
to a gram negative sepsis.  Bubonic plague occu rs following the bite of an infected flea. 
Rapid onset of sym ptoms of fever, chills and headach e occur within 1 to  7 days of 
exposure. Bubonic plague is no t transmitted from human to hum an; however, abou t 5% 
of bubonic cases develop into pneumonic plague, which is transmittable human to human 
by droplets. The general fatality  rate for untreated bubonic pla gue can be as high as 50% 
but with ag gressive antibiotic trea tment the case f atality rate is us ually abou t 5%.  
Pneumonic plague occurs fo llowing the inhalation of Y. pestis organisms (as few as 100 
to 500 organisms) and fulminant symptoms of fever, chills, cough, hemoptysis, and chest 
pain develops within 1 to 4 days. The case fatality rate m ay be  as high as 100% if 
aggressive antibiotic therapy is not initiated within 24 hours of the onset of symptoms. 
 
In this scen ario, m embers of the Universal A dversary (U A) dissem inate plague v ia an 
agricultural sprayer while driv ing through a major metropolitan city in the United States. 
As a result of foreign and domestic travel, rapid dissemination to distant locations occurs. 
 
Detailed Attack Scenario – 
In Karachi, Pakistan, a member of the UA receives Y. pestis seed stock from Europe and 
South Am erica via airm ail and begins production. Once the Y. pestis production is 
complete, the UA operative departs for Beirut , Lebanon. After a brief stay in Beirut, she 
departs for a m ajor U.S. airport, via Beirut, Lebanon, and Madrid, Spain, using 
commercial air. Upon arrival at the interna tional airport, she is  m et by another UA 
operative and is escorted to a safe house. Three days later, a UA messenger arrives at the 
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international airport from Karachi, Pakista n, via Madrid, S pain, and delivers 50% of the 
Y. pestis seed stock concealed in the battery compartment of a cellular telepho ne.  
Approximately three w eeks later, another UA m essenger arrives at the in ternational 
airport from Karachi, Pakistan, via Athens , Greece, and delivers th e remaining 50% of 
the Y. pestis seed stock concealed  in the batte ry com partment of a second cellular 
telephone. After the arri val of the rem aining Y. pestis, the UA agent begins full-scale 
production of the agent. Two m onths later, the UA orders agricultural sprayers. The UA 
also uses cash to purchase three used Sport Utility Vehicles (SUVs) from private citizens 
at three different locations for use in the attacks. They are stored in a warehouse until the 
agent is ready. Less than 1 m onth after the purchase of the SUVs, Y. pestis production is 
complete, and the UA begins weaponization of the biological agent. Once this process is 
finished, the UA operatives load the Y. pestis agent into th e sprayers and prepare for  
deployment as planned. The following day, three UA m embers drive the three S UVs 
outfitted with Biologic al W arfare (BW ) dissem ination devices towa rd the city  and 
execute their mission.   
 
D+1  
The first victim  of the biological attack, a 14-month-old girl, is admitted to a local  
hospital. 
 
D+2  
Three victims are admitted to area hospitals. One victim arrives by EMS and is coughing 
up blood.  
 
One of the a bandoned SUVs is discovered by local  security in a local parking lot and is 
reported to police. The agricultural sprayer is still in the SUV.  
 
A presum ptive diagnosis of Y. pestis is established based on patient epidem iology, 
laboratory results, and a laboratory analysis of a swab taken from the abandoned SUV. 
 
D+3  
Investigation of the SUV leads to the discove ry of the location of the biological weapons 
production facility used by the UA.  
 
Investigation of the SUV leads to the discovery of the location of the UA safe house. 
 
A second SUV is discovered abandoned near the local airport. 
 
D+3 to D+6 
 
The first cases arrive in ERs approximately 36 hours post-release, with rapid progression of 
symptoms and f atalities in untreated (or inap propriately treated) patients. The rapidly 
escalating number of previously healthy persons with severe respiratory symptoms quickly 
triggers alerts within hospitals and at the DPH. Observed incubation periods vary 
significantly between individuals and range from 1 to 6 days a fter exposure. It is estimated 
that the approximately 80 hospitals in the major metropolitan area (MMA) can m ake room 
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for as ma ny as 3,000 additional patients on f airly short notice,  with total capacity in the 
State excee ding 8,000 beds. It is not preci sely known how many patients requi ring 
intensive care could be a bsorbed, but  the number  would be si gnificantly less than 3,000, 
possibly on the order of a round 200. ICU bed capacity could be increased fairly rapidl y by 
temporarily lodging patients with pneumonic plague in post-anesthesia care units. 
 
The situation in the hospitals will be complicat ed by the f act that the prodromal symptoms 
of pneumonic plague a re relatively non-speci fic and by t he necessit y of initiati ng 
antimicrobial therapy ra pidly once s ymptoms begin. It is expected that l arge numbers o f 
worried patients, including many wi th fever and upper respi ratory symptoms, will crowd 
ERs. Discriminating patients with pneumonic plague from those with more benign illnesses 
will require the promulgation of  clear-case definitions and guidance. Physician uncertainty 
will result in low thresholds f or admi ssion and adm inistration of  available 
countermeasures, producing severe  strains on commerci ally available supplies  of 
Ciprofloxacin and Doxycycline (a mong othe r medicati ons) and e xacerbating the  s urge 
capacity problem. 
 
Pneumonic plague is transmissible from person to person, and the public will want to know 
quickly if it is safe to remain in the city and surrounding regions. Given the large number of 
persons initially exposed and the esc alating nature of the epidemic, it is likely that Federal, 
State and local public health off icials will r ecommend a modif ied form  of  sheltering in 
place or voluntary “snow day” rest rictions as a self-protect ive m easure for the general  
public and as a way of facilitating the delivery of medical countermeasures and prophylaxis 
to those at ri sk of contra cting pneumonic plague. Some peopl e may flee r egardless of the  
public health guidance provide d. Support of criti cal infrastructure and the m aintenance of 
supply chai ns during t his period will pose si gnificant logistical and human resource  
challenges. The  publ ic m ay pl ace press ure on phar macies to dispense  medical 
countermeasures directly, particularl y if ther e ar e delays in setting up official point s of  
distribution. It will be necessary to provide pu blic health guidance in se veral languages. 
The number of potentially exposed people will complicate the identification of patients and 
distribution of antibi otics, because cases will present over a wide geographic area and the  
timing of the attacks wi ll not be  known wit hin a ti meframe relevant to the provi sion of 
post-exposure prophylaxis. 
 
Planning Considerations: 
Geographical Considerations/Description – 
Although the release will occur only in the m ajor city, rapid disse mination to distant  
locations through foreign and dome stic travel is  included in this scenari o. Countries  with 
recognized plague outbreaks will be subject to international travel restrictions. Int ense 
communication and cooperation between U.S. and Canadian  foreign affairs entities will be  
required in order to address potential border restrictions as well as citizen and resident 
health issues. 
 
Following a release in t he environment , plag ue m ay becom e estab lished within anim al 
populations (e.g., rats), which then pose a  risk of ongoing exposure to humans  through 
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bites of arthropod vectors. Rodents are found in large numbers in many metropolitan areas. 
In the United States, flea vect ors, which can efficiently tran smit plague  from r odents t o 
humans, are found in some cities but are not believed to be common in the major city.  
 
Timeline/Event Dynamics – 
D-Day: 
Persons in the pri mary expos ure gr oup are be coming symptom atic. Some ha ve be come 
infectious a nd are  sour ces fo r secondary exposure through  coughing, which ge nerates 
contagious respiratory droplets. By 8:00 p.m. there are 1,068 cases and 908 fatalities. 
 
D+1 (Day plus one): 
U.S. physici ans bec ome alar med at the volum e of patients with si milar and increas ingly 
severe symptom s. Hospi tal st aff, me dical exa miner office personnel, a nd local offic ials 
recognize the scope of the current incident. Public health officials are faced with the task of 
defining and managing the crisis. By 8:00 p.m., there are 7,970 cases and 4,782 fatalities. 
 
D+2: 
The major city DP H a nd the State  DP H (S DPH) continue to receive inf ormation that 
increasing numbers of persons are  seeking me dical attention at th e major city’s area 
hospitals for cough and fe ver. La boratory reports on several patients are positive for  
plague. The  Federal Bureau of Inve stigation (FBI) receives  infor mation about a pos sible 
release at the sports ar ena. Health Canada establishes appropriate contact with health 
organizations worldwi de. The Unite d Nati ons (UN) sche dules a mee ting of  the General 
Assembly. By 8:00 p.m., there are 10,344 cases and 2,379 fatalities. 
 
D+3: 
The number  of plague c ases across Cana da incr eases, and many are dying. The pl ague 
spreads acr oss both t he Paci fic and Atlantic  Oceans and encircle s the globe. The WHO 
issues a war ning for all persons who m ay have gone through the m ajor city the previous 
weekend to seek medi cal a ttention. WHO mobilizes tea ms to a ssist countries with 
identification and treatment of pla gue cases. The FBI be gins an ope ration against a  
suspected terrorist laboratory thought to be connected to the recent clandestine release of 
plague. By 8:00 p.m., there are 9,615 cases and 769 fatalities. 
 
D+4: 
New cases of  plague continue to be reported, and the f atality toll is still on the rise. U.S.  
and Canadian authorities have exchanged liais on off ices to further coordinate f ollow-on 
investigations. Health Ca nada a nd t he CDC c ontinue epi demiology inves tigation e fforts. 
The FBI c ontinues an operation against a susp ected terrori st laborator y thought  t o be  
connected to the recent outbreak . The plague c ontinues to spread a nd i s confirmed in 1 1 
countries ot her than t he Unite d Sta tes and Canada: Austral ia, Brazil , China , Engl and, 
France, Ger many, Japa n, Kuwa it, Mexico, Russia, and Sa udi Arabia . WHO official s 
suspect that  hundre ds of victi ms ha ve been exposed to the plague in these and othe r 
countries. By 8:00 p.m., there are 8,939 cases and 715 fatalities. 
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Assumptions – 

• Sophisticated terrorist adversary wit h li mited ca pacity to de velop and deploy a 
weapon 

• Line-source outdoor rele ase (in mult iple locations) through small-orif ice, single-
fluid nozzle 

• Y. pestis supply: liquid slurry of 1 x 1010 organisms per milliliter; 25 gallons total  
• Release size: agricultural sprayer noz zle configured to 5 µ; disse minating at a rate 

of 1 gallon per minute 
• Dissemination efficiency: 0.01% in forming 1-micron to 5-micron aerosols 
• Biological decay rate: 10% per minute at 75º Fahrenheit (F), 80% humidity 
• Human infectious dose: 2,000 to 6,000 organisms (average: 3,000) 
• Untreated case-fatality rate: > 90% 
• Incubation period: lognormal distribution with a range of 1 to 6 days  
• Secondary trans mission rate: one  se condary infe cted pers on per pri mary infecte d 

person 
 
Mission Areas Activated –  
Prevention/Deterrence: 
Prevention and deterrence require select ag ent registration and control, knowledge of 
persons with laboratory skills to gro w and aerosolize plague, reconnais sance of purchase 
and shipment of critical laborato ry and disper sion supplies, reconnaissance of m obile or 
temporary laboratories, and public health pr otection m easures at the site before and 
during the attack. 
 
Emergency Assessment/Diagnosis: 
ER physicians, local hospital st aff, infectious disease physi cians, m edical exam iners, 
epidemiologists, and other public health officials should rapidly recognize the seriousness 
of the incident. Although labo ratory m ethods to suspect pr eliminary diagnosis of the  
plague are available at m any local public and private laboratories, there may be delayed 
recognition of the plague, sin ce most hospital ER and laboratory personnel in the United 
States and Canada have limited to no experience in identifying and/or treating plague. 
 
Supplemental testing and confirmation for the plague is available through the CDC LRN. 
A rapid onset with large num bers of pers ons presenting at ERs with pneum onia should 
create high suspicion of  a terrorist incident  using the plague. Detection of the plague  
should also initiate laboratory  identification of the plague strain and a determ ination of 
the poten tiality of  kno wn antim icrobial d rug resis tance. Existing antibiotics m ay be 
ineffective against drug-resistant strains of the plague. Actions of incident-site and EOC 
personnel tested during and afte r the attack include  dispatching personnel, perform ing 
agent detection, conducting hazard assessm ent and prediction, monitoring and sampling, 
and tracing the origin of the initial contamination back to the source.  
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Emergency Management/Response: 
This is a large-scale incident with thousands of potential exposures and additional person-
to-person, airborne spread through close contac t. Identification of drug-resistant plague 
strains would require full use of PPE and qua rantine measures. Actions of incident-site, 
EOC, and JIC personnel tested after the at tack include provision of public alerts, 
mobilization of  the SNS, activation of  treatm ent sites,  traf fic and  access  co ntrol, 
protection of special populations, potential qu arantine m easures including shelter-in-
place recom mendations, reques ts for resou rces and assistan ce, and pub lic inform ation 
activities.  
 
Hazard Mitigation: 
Persons with primary aerosol exposure to plague need to receive antibiotic therapy within 
24 hours in order to prevent near certain fa tality. The prevention of potential secondary 
person-to-person spre ad by f leeing victim s will be a challenge. Epidem iological 
assessments, including c ontact investigation and notification, will be nee ded. Actions of 
incident-site personnel tested after the attack include ha zard identification and site 
control, establishm ent and operation of the ICS, isolation and treatm ent of exposed  
victims, m itigation efforts, ob tainment of  PPE and p rophylaxis for responders,  site 
remediation and m onitoring, notification of ai rlines and other transportation providers, 
provision of public infor mation, and effe ctive coordination with national and 
international public health and governmental agencies. 
 
Evacuation/Shelter: 
Evacuation and tr eatment of  som e victim s will be  requ ired. Self -quarantine th rough 
shelter-in-place may be instituted.   
 
Victim Care: 
Tens of thousands of people will require tr eatment or prophylaxis with ventilators and 
antibiotics. Plague prompts antim icrobial pr ophylaxis of exposed persons, responders, 
and pertinent health care workers.  Thousa nds will seek care at hospitals with m any 
needing advanced critical care due to pneumonia caused by plague. Exposed persons will 
also need to be informed of signs and symptoms suggestive of plague as well as measures 
to prevent person-to-person spread. PPE (e .g., m asks) for responders and health care 
providers should be available. Mobilization of the SNS for additional critical supplies and 
antibiotics will b e ne cessary. Public inf ormation activitie s will be  ne eded to  pro mote 
awareness o f potential signs and  s ymptoms of plague.  Pr oper con trol m easures will 
include the need for rapid treatm ent; contact tracing; and , potentially , self -quarantine 
through shelter-in-place or other least restrictive means. 
 
Actions of incident-site personnel tested after the attack include protective action 
decisions, recognition of the hazard a nd scope, provid ing em ergency respon se, 
communication, protection of special populat ions, treating victim s with additional 
ventilators at hospitals, provi ding p atient scr eening clin ics, and providing treatm ent or 
drug distribution centers for prophylactic anti biotics. Mortuary requirem ents, anim al-
based surveillance to monitor potential spread of plague via natural m ethods, and 
veterinary services also will need to be considered. Since this is an international incident, 
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the U.S. Department of State will provide appropriate assistance to U.S. citizens traveling 
or residing abroad, including the timely dissem ination of information to allow citizens to 
make informed plans and decisions.  
 
Investigation/Apprehension: 
Epidemiological trace-back of  victims and paralle l criminal investigations to deter mine 
location of point-sou rce exposures will be n eeded. Laboratory analyses  will be req uired 
to determine the im plicated plague s train. Actions of incident-site personnel tested after 
the attack include dispatch, site containm ent and control, crim inal investigation, tactical 
deployment, and suspect apprehension. 
 
Recovery/Remediation: 
Decontamination/Cleanup: Typically, plague cannot live long in the environment and is 
not viable when exposed to heat and sunlig ht. Therefore, it is likely that extensive 
decontamination and cleanup will n ot be n ecessary but would be und ertaken to support 
political, response-worker, and public confidence. Contact tracing or potential person-to-
person spread of exposed individu als will be necessary to m itigate secondary or tertiary  
spread. Actions of incident-site personnel include closure of the site for at least 24 hours, 
environmental testing, and public information provision.  
 
Implications: 
Secondary Hazards/Events – 
As the financial world in the major city and elsewhere begins to realize the likelihood of an 
epidemic, a sell-off occ urs in the m arkets. There  is a high absentee rate  at banks, other 
financial institutions, and major corporations. Adding to these complications is the fact that 
bank and ot her financial  customers  may be stay ing home, af raid to venture into public 
places and trying instea d to conduct business on the phone. As a result, the phone syst ems 
at financial i nstitutions may bec ome completely tied up, wit h far fe wer transactions than  
normally occur. The fea r of plague has raised  memories of t he anthrax incidents of 2001, 
which may cause many citizens to be afraid to open their mail. 
 
Fatalities/Injuries – 
The total number of illnesses at the end of th e fifth day is approximately 28,383.  The total 
number of fatalities is 9,553. Assumptions a ffecting these figures include lengt h of 
incubation period following pri mary exposure, rate of sec ondary transmission, incubation 
period following secondary exposure, and timing and effectiveness of the intervention (e.g., 
respiratory precautions and antimicrobial treatment). 
 
Property Damage – 
Although the actual ph ysical dam age to prope rty will be neglig ible, there will be an 
associated negative impact of buildings an d areas that were or could have been 
contaminated by the prim ary expos ure or by subsequent casualties. T his m ay res ult in 
people shying away fr om or refusing to visi t locations with a “n egative reputation,” 
potentially constituting a significant economic loss. 
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Service Disruption – 
The 911 system may be flooded with calls from  both the sick and the “worried well.” As  
worry sprea ds in the m ajor city and other areas, calls to hospitals, doctors’ of fices, 
emergency call centers, and public  health offices could incr ease drastically. Responding 
to the m edical transpo rt need s of casua lties m ay overwhelm  e mergency service  
representatives. Hospital beds will fill rapidly, and staff w ill need to work  longer hours. 
Persons who use medications for chronic health conditions may have difficulty obtaining 
refills because of demands on pharmacies. 
 
Because the biological agent is known to be contagious and readily transmitted from one 
individual to another, closing or restricti ng m odes of transportation, such as railroads, 
may be necessary to reduce the spread of the disease. Assuming that the major city is one 
of the m ajor air transport nodes in the United States handling passenger volumes that 
exceeded 83  million in 2001 (73.5 m illion domes tic and 9. 5 m illion in ternational) and 
handling nearly 1.5 m illion tons of cargo in 2001, the closure or restricted use of the 
airport would create large perturbations in the passenger and cargo aviation system 
worldwide. The m ajor c ity area is a lso one of  the key rail transpor tation centers in  the 
United States, with approxim ately 60% of th e Nation’s r ail traffic traveling through the 
area. Finally , the Major City Trans it Authority (CTA), which opera tes mass transit rail 
and bus service throughout the city and its 38 suburbs, carries 1.5 million passengers on a 
typical business weekday. 
 
Food prices in the m ajor city area are likely to soar because of th e threat of reduced 
supply. However, any transportation restrictions that might be implemented are not likely 
to cau se s erious sho rtages in  the  in itial week f ollowing th e inc ident. Moreover, m any 
people may be afraid to venture out, thus averting (at least initially) any hoarding or panic 
shopping. 
 
Economic Impact – 
There is potential for a sell-off in the econom ic markets. Depending on the success of the 
dissemination techniques and the virulence of the biological agent, f atalities could  be 
considerable. Theref ore, the expe cted earn ings during a victim ’s lif e will b e lost,  
resulting in a decline in consumer spending and loss of revenue for the metropolitan area. 
Automatic Teller Machines (ATMs), especially  drive-up machines, ma y run out of cash 
before they can be replenished. An overall national economic downturn is possible in the 
wake of the attack due to loss of consumer confidence. 
 
Long-Term Health Issues – 
Many people will be killed, perm anently disabled, or sick as a result  of the plague. The 
primary illn ess will be pneum onia, although the plague can also cause septicem ia, 
circulatory com plications, and  other m anifestations. The lon g-term effects of 
antimicrobial prophylaxis in large num bers will require follow-up study. The associated 
mental health issu es re lating to m ass tr auma and ter rorism events will also req uire 
assessment. 
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Scenario 5: Chemical Attack – Blister Agent 
 
Casualties 
Infrastructure Damage Minimal 
Evacuations/Displaced Persons More than 100,000 evacuated 

15,000 seek shelter in immediate area (decontamination 
required) 

Contamination Structures affected 
Economic Impact $500 million 
Potential for Multiple Events Yes 
Recovery Timeline Weeks; many long-term health effects 

 
Scenario Overview: 
General Description – 
Agent Yellow, which is a m ixture of the blis ter agents sulf ur mustard and lewisite, is a 
liquid with a garlic-like odor . Individuals who breathe th is m ixture m ay experience 
damage to the respiratory system . Contact w ith the skin or eyes  can  resu lt in s erious 
burns. Lewisite or m ustard-lewisite also  can cause dam age to bone marrow and blood 
vessels. Exposure to high levels may be fatal. 
 
In this scen ario, the Un iversal Adv ersary (UA)  uses a ligh t aircr aft to  spray ch emical 
agent Yellow into a packed college football stadium. The agent directly contaminates the 
stadium and the imm ediate surrounding area  and generates a dow nwind vapor hazard. 
The attack causes a large num ber of casualties that require urgent and long-term  medical 
treatment, but few immediate fatalities occur. 
 
Detailed Attack Scenario – 
Agents of the UA acquire 55 gallons of agent Yellow (a 50/50 m ixture of the blister 
agents mustard and lewisite) from  overseas sources. UA Central Command has a trained 
chemical warfare specialist who puts  the agen t in a 55-gallon stainl ess steel drum . This 
drum is then overpacked into a 75-gallon drum  partially f illed with abs orbent material. 
UA then us es contacts in the shipping industr y to have the drum shipped to the United 
States in a sea-borne cargo c ontainer. As one of the m ore than 6,000 containers arriving 
in the United States daily, and shipped fr om a legitim ate sour ce, it passes through 
customs and is delivered to agents of a UA cell operating in the United States. 
 
A separate UA cell is assigned to re cruit a pilot and acquire a light aircraft. The cell does 
so and stores the airplane at a remote private airpark. While the container is in transit, the 
chemical warfare specialist tr avels overseas and is sm uggled across the border into the 
United States where he joins the UA cell. After inspecting the aircraft, he buys and 
installs an aerial spray system  that can be quickly and u nobtrusively att ached to the 
aircraft and deployed over the target. (Figure 5-1 depicts a plane equipped in this manner, 
with the spray boom s attached to the wing st ruts and the tank and pump unit located in 
the cabin. The aircraft depicted belongs to the U.S. Government.)  
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Meanwhile, UA Central Comm and dispatches  an attack planning and reconnaissance 
team to survey potential targets within 500 miles of the airpark. The team  decides on a 
large college football stadium located 300 m iles from  th e airpark. One of the largest 
stadiums in the country, it seats m ore than 100,000 fans. Team  members attend several 
home games to asses s security p rocedures, wh ich a re then  incorp orated into  the  a ttack 
plan. 
 
The first UA cell receives instructions to tr ansport the drum to a UA s afe house near the 
airpark. The pilot is instructed to f ile a f light plan that will bring him  within 10 m iles of 
the stadium during the f irst ha lf of t he next hom e game. The cell m embers arrive very 
early in  the m orning at the airpark  before an yone els e is there ; they insta ll the  s pray 
system on the airplane and load the drum  of agent Yellow aboar d. The specialist m akes 
the final connections; the cell members then cover the equipment with blankets. 
 
The UA pilot and cell m ember take off approxim ately two hours before gam e time, and 
the rest of the UA cell m embers scatter. All have scheduled flight s out of the country 
later in the day, as well as a backup ground plan. 
 
At his closest approach to the stadiu m, the pilot veers directly toward the target. He cuts 
his speed and drops over the stadium, si multaneously hitting the spray release button. A 
coarse spray of agent Yellow is released over the eastern half of the crowd. He stops the  
spray, banks sharply, and dives over the wester n half of the crowd, again activating the 
spray. Once clear of th e stadium , he heads away at m aximum speed with the p olice 
helicopter in hot pursuit but losing ground. Less than 6 m inutes have elapsed since the 
time the plane veered off course. 
 
On the ground, surprise at the a ppearance of the aircraft turn s to panic w hen the spray is  
observed coming out of the rear of the plane.  In total, 70,000 people have been hit by the 
agent Yellow spray. Th ousands a re injured, and many are killed in  the  rush to ex it the  
stadium. Only those hit in the eyes are feeling any immediate pain. The first people out of 
the stadium are trying to get away as soon and as far away as possible. Many motor 
vehicle accidents occu r in the parking lo t and access  roads. Som e people track  
contamination with them to nearby residences/dormitories or onto public transportation.  
 
Alerted by law enforcement personnel, first responders begin to flow toward the stadium 
within minutes of the attack. Shortly after ar rival, they iden tify the presence of a blister 
agent and begin to cordon off the area and control the panicky cr owd. Due to traffic 
congestion, the fire departm ent is unable to gain access to the facility with its heavy  
equipment, and it sets up several expedient mass-decontamination lines at the perimeter 
of the site and begins to process the crowd.  
 
Meanwhile, police work with air traffic contro llers to track the airplane as it continues to 
the northwest at maximum speed. Police forces are dispatched to every known airfield in 
the general direction that the airplane is headed. Two hours later and running low on fuel, 
the aircraft touches down on a s mall airstr ip used by a crop dusting enterprise. Police 
make an arrest shortly thereafter. 
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Planning Considerations: 
Geographical Consideration/Description – 
For purposes of estimating Federal response requirements, the stadium is assumed to be a 
major college football stadium in an urban area. Examples include Ohio  Stadium on the 
grounds of Ohio State University in Colum bus, Ohio; and the Rose Bowl in Pasadena, 
California, each of which have a seating cap acity of ap proximately 100,000 p eople. 
However, the size and location of the stadiu m and maximum occupancy can be adjusted 
to meet local conditions.  
 
Timeline/Event Dynamics –  
The total time of the attack, inc luding the last mile of the plane’s approach, is less than 5 
minutes. The crowd will panic and immediately evacuate the st adium, which will require 
up to 30 m inutes. First responders should begin arriving at the facil ity perimeter within 
10 to 15 minutes of the attack. 
 
Meteorological Conditions –  
Wind speed, temperature, humidity, and precipi tation determine the success or failure of 
a chemical attack. 

• Wind Speed: Wind speed determines how fast a primary cloud moves. High winds 
can disperse vapors, aerosols, and liqui ds rapidly, thereby shrinking the target  
area and reducing the population’s exposur e to the agents. The best wind speed 
for an attack is between 4 and 6 knots. 

• Temperature: Higher air tem peratures m ay cau se the evaporation of aerosol 
particles, thereby decreasi ng their size and increasing the chance that they will 
reach the lungs. The best air temperature for an attack is between 65ºF and 75º F. 

• Humidity: High hum idity m ay lead to th e enla rgement of aerosol particles, 
thereby red ucing the quant ity of aerosol inhaled. The com bination of high 
temperature and high hum idity causes increased perspiration in hum ans, 
intensifying the effects of m ustard agen t. The  best low- range hum idity f or an 
attack is between 30% and 40%. 

• Precipitation: The best condition for an attack is no precipitation. 
 
Assumptions –  

• Of the total stadium  attendees (i.e., those in the stands), 70 % are expo sed to the 
liquid at the  tim e of  the atta ck. The  re maining 30% (i.e., those in the covered 
areas of th e stadium), plus 10% of the total population in the vapor hazard area, 
are exposed to vapor contamination.  

• The temperature is abo ve the agen t’s freezing point, and the agent is efficiently 
disseminated as a coarse spray. 

• Due to light winds, there is little liquid over-spray, but there is a downwind vapor 
hazard. The vapor hazard will decrease w ith time, but p ersist until the stadium  is 
decontaminated. 
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• Fifty-five gallons of agent Yellow is disseminated, a 50/50 m ixture of m ustard 
and lewisite weighing approxim ately 722 pounds (within the capability of five or 
six Cessna Aircraft 2003 m odel year, sing le-engine, pr ivate airplanes [assuming 
two pilots, 50 pounds of spray gear, and proper load balancing]). 

• Law enforcement and intelligenc e communities do not detect the im portation of  
the agen t, the acquisition and m odification of the aircraft, or the training of the 
pilot. The aircraft is able to evad e any security precautions long enough to 
conduct the attack. One-way range is estimated to be 700 to 800 miles. 

• Current EP A and Departm ent of Defense (DoD) rules reg arding th e releas e of 
material that has previously been contam inated with Chemical W arfare Material 
(CWM) for public use will be follo wed. Surface decontamination of the stadium 
with bleach will allow for reoccupation of the downwind area. 

• Many people will be co ntaminated only on their cloth ing, not directly  on their 
skin. Expedient decontam ination (i.e., cl othing rem oval, heavy water spray and 
washing with soap and com pounds such as Fuller’s Earth, be fore the agent can 
penetrate through to the sk in) w ill reduce contam ination below the injury 
threshold for half of those exposed. Since decontamination of skin and eyes m ust 
occur within 1 to 2 m inutes in order to s ignificantly reduce tissu e dam age, 
decontamination will no t play a s ignificant ro le in reduc ing injur ies to those 
exposed on the skin or eyes. 

 
Mission Areas Activated –  
Prevention/Deterrence: 
The ability to preven t the attack is  con tingent on the prevention of CWM i mportation, 
weapon assem bly, plane and pilot acquisitio n, and site reconnaissance. Deterrence 
measures must be taken by visi bly increasing security and a pprehension likelihood at the 
site before and during the attack. Depleting overseas stockpiles of mustard and precursor 
agents would also aid in preventing such an attack. 
 
Emergency Assessment/Diagnosis: 
On-scene personnel should instantly recogniz e the attack. The com ponents of agent 
Yellow are  readily ide ntifiable using M8 or M9 chem ical agent ide ntification p aper 
typically carried by Hazardous Materials (HAZ MAT) teams. Liquid contamination and a 
downwind vapor hazard  will be co mponents of the hazard.  Actions of inciden t-site and 
EOC personnel tested during and after the atta ck include dispatch; agent detection; and 
hazard assessment, prediction, monitoring, and sampling. 
 
Emergency Management/Response: 
This is a large-scale incident with tens  of thousands of pot ential exposures and a 
downwind plume. Actions of incident-site, EOC, and JIC personnel tested after the attack 
include alerts, activation and notification, traffic and access c ontrol, protection of special 
populations, resource support and requests for assistance, and public inform ation 
activities. 
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Hazard Mitigation: 
The spread of  contam ination by f leeing vic tims will be a m ajor challenge. Actio ns of  
incident-site personnel tested after the attack include isol ating and defining the hazard; 
establishing, planning, and operating inci dent comm and; preserving the scene;  
conducting m itigation efforts; d econtaminating respon ders; and conducting  site 
remediation and monitoring. 
 
Evacuation/Shelter: 
Since m ustard and  lewisite are persis tent agents, evacuation and/ or sheltering of 
downwind populations will be required until the stadium is decontaminated. Because this 
is expected to be a lengthy process (weeks to months) and the wind is not likely to remain 
constant, the evacuation will have to occur in a 360° arc around the stadium . Actions of 
incident-site, local-area, and EOC personnel tested after th e attack include reception site 
and shelter operations and veterinary services. 
 
Victim Care: 
Tens of thousands of people will require de contamination and both short-term  and long-
term treatment. Actions of in cident-site, local-area, hosp ital, and EOC personnel tested 
after the a ttack include protec tive action decisions and communica tion, emergency aid, 
search and rescue, triage, treatm ent a nd stabilization, patient screening and 
decontamination, patient transport, patient st atus reporting, hospital treatment, and next-
of-kin notification. 
 
Investigation/Apprehension: 
Tracking of  the air craft and appreh ension of  the suspects will be inc luded. Actio ns of 
incident-site personnel tested af ter the attack include dispat ch, site control, crim inal 
investigation, tactical deployment, and suspect apprehension. 
 
Recovery/Remediation: 

Decontamination/Cleanup: The stadium  and adjacen t fac ilities, such as a parkin g 
lot, will be contaminated with liquid agent Yellow. Fleeing victims, including private 
and public conveyances and residences, may spread spot contam ination for a 
considerable distance. Actions  of incident-site personnel include decontamination of 
the stadium  and other contam inated areas,  disposal of decontam ination wastes 
(complicated by the presence of arsenic from  the lewisite component), environmental 
testing, and public information provision. 
 
Site Restoration: There will b e little dam age to the s tadium as a direc t result of the 
attack. However, decontam ination of som e materials may be difficult or im possible. 
Even if structures and property coul d be technically decontam inated, the  
psychological impact on future usability w ould be significant. In all likelihood, the  
entire site (approxim ately 15 acres) woul d have to be replaced. Likewise, any 
contaminated personal property and equipment would be incinerated as well. 
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Implications: 
Secondary Hazards/Events – 
Numerous injuries will occur as  a result of crowd panic, including t hose that result from 
falling and crushing. Further injuries are likely to occur due to motor vehicle accidents in 
the parking lot and surrounding roadways. 
 
Fatalities/Injuries –  
In the case of a full, 100,000-seat stadium , 70,000 people (70%) may be contaminated in 
the attack. Of these, most will h ave only clothing and/or skin contam ination, resulting in 
moderate-to-severe skin blisters that will appear in 2 to 12 hours. Expedient 
decontamination (i.e., clothing rem oval and hea vy water spray) will avoid half of these 
injuries. Sy stemic arse nic poisoning will o ccur in h ighly contam inated indiv iduals. 
However, many will inhale sufficient agent vapor to cause severe lung damage, and many 
more will sustain permanent damage to the ey es. Fatalities and major injuries will occur  
due to falling and crushing during the evacuation, and due to vehicle accidents. 
 
The following problems and resultant fatalities/injuries occur: 

• Panic during evacuation results in 100 fata lities (1/10th of 1%) and 5,000 injuries 
(5%). These casualties will o ccur within 30  minutes of the attack; som e of these 
injuries will be permanently disabling. Some of these injuries will be due to body 
crushing an d will require imm ediate assis tance; however, most will be broke n 
bones and concussions from falls.  

• Motor vehicle accid ents result in 1 0 fata lities (1/100th of 1 %) and 50 injuries 
(1/20th of 1%). These casualties will occu r within 1 hour of th e attack. Som e of 
the injuries will be permanently disabling. They will be du e to body crushing and  
high-speed impacts as drivers try to circum vent clogged traffic, and they will 
require immediate assistance. 

• Liquid contam ination results in 35 fatali ties (1/20th of 1% of liquid exposures) 
and 35,000 injuries (50% of liquid expos ures), with 3,500 individuals (10%) 
suffering permanent disability, primarily bli ndness. Fatality occurs in individuals 
with liqu id contam ination over more than o ne-third of  their bod ies; in th is 
scenario, it would be a sm all number—but if the attack occurred in hot weather, 
the percentage could be m uch higher. Al so, som e individuals with pre-existing 
respiratory problem s m ay not survive significant lung da mage caused by 
inhalation of vapors. Depending on the degree and route of exposure, m ost 
symptoms will appear between 2 and 8 hours after expos ure. However, liquid 
exposure of the eyes and skin will result in immediate pain. Fatalities due to 
systemic poisoning and/or bone marrow depression will occur in several days. All 
injuries due to liquid exposure will re quire immediate care. Mustard is a known 
carcinogen and can result in fatality seve ral years after expos ure. Most people 
with casualties will complete ly recover in 1 to 4 years, except  for those who are 
permanently blinded. In orde r to pr event the spread of the a gent to others (or to 
other parts of a victim ’s body), expedient decontamination (i.e., clothing removal 
and heavy water spray) should occur as soon as possible after the attack. More 
deliberate decontam ination with 0.5% sodium  hypochlorite  solution, or Fuller’s 
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Earth, should follow for stubborn liquid c ontamination. Eyes should be flushed 
with copious amounts of water for 5 to 10 minutes. 

• Vapor contamination results in five fatali ties (1/100th of 1% of the population in 
the vapo r h azard area) and 5,000 injuries (10 % of the p opulation in  the v apor 
hazard area), with 500  individu als suffering perm anent disability, p rimarily 
blindness (1% of the populat ion in the vapor hazard area) . Fatality occurs m ainly 
in individuals with pre-existing resp iratory problem s who m ay not  survive 
significant lung da mage caused by the i nhalation of vapors. Depending on the 
degree and route of exposure, most symptoms will appear between 2 and 24 hours 
after exposure. Fatalities due to sy stemic poisoning and/or bone m arrow 
depression will occur in several days. For an evenly distributed population density 
in the down wind vapor hazard area,  appr oximately one-tenth of those exposed  
will require imm ediate care due to e xposure ab ove the EP A’s Acute Exposure  
Guideline Level (AEGL) 3, approxim ately one-quarter will re quire delayed care 
due to exposure above the AEGL2 level, and the remainder will requ ire minimal 
care due to exposure above the AEGL1 level. 

 
Property Damage – 
There will b e little direc t property d amage due to the attack.  However, the stadium  site 
and other contam inated property (15,000 au tomobiles, two ca mpus dorm itories, 
numerous athle tic f acilities, and of f-campus residences ) will be a total loss due  to  
decontamination measures and/or psychological impacts of future usability. 
 
Service Disruption – 
Loss of use of the stadium and adjacent athletic facilities is expected. Additionally, some 
public transportation and other facilities m ay be lost due to  contam ination carried  by 
fleeing victims. Overwhelming demand will d isrupt communications (landline telephone 
and cellu lar) in the loc al area. Fin ally, som e victim s may self-tran sport to health care 
facilities and could possibly contaminate those facilities. 
 
Economic Impact – 
Decontamination, destruction, disposal, and replacement of a m ajor stadium could cost 
up to $500  million. Enrollment at the college will be negatively affected, and the local 
community will expe rience significant losses resulting from the attack. Additiona lly, an 
overall national economic downturn is possible in  the wake of the attack due to a loss of 
consumer confidence. 
 
Long-Term Health Issues – 
Many will b e permanently blinded, a nd many more will ca rry lifetime scars. Many m ay 
suffer significant dam age to the lungs. In addition, mustard is a known carcinogen, and 
systemic poisoning from the arsenic in lewisite is also a concern. 
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Scenario 6: Chemical Attack – Toxic Industrial Chemicals 
 
Casualties 350 fatalities; 1,000 hospitalizations 
Infrastructure Damage 50% of structures in area of explosion 
Evacuations/Displaced Persons 10,000 evacuated 

1,000 seek shelter in safe areas 
25,000 instructed to temporarily shelter-in-place as plume 

moves across region 
100,000 self-evacuate out of region 

Contamination Yes 
Economic Impact Billions of dollars 
Potential for Multiple Events Yes 
Recovery Timeline Months 

 
Scenario Overview: 
General Description –  
In this scenario, terrorists from the Universal Adversary (UA), represented by Fariqallah, 
a radical Shi’ite Muslim group, conduct a standoff weapon attack on a Petroleum, Oil and 
Lubricants (POL) refinery. At the sa me time, multiple Vehicle-Borne Explosive Devices 
(VBIEDs) are detona ted in a local port, ta rgeting the C oast Guard  station an d two 
merchant vessels unloading at pier side. Tw o of the ships contain flam mable m aterial. 
Cobalt, nickel, m olybdenum, cadmium, mercury, vanadium, platinum , and other metals 
will be released in plumes f rom their burning ca rgoes. One of the burning ships con tains 
industrial chemicals, including isocyanides, nitrides, and epoxy resi ns. Casualties occur 
onsite due to explosive blast and fragm entation, fire, and vapor/li quid exposure to Toxic 
Industrial Chemicals (TICs). Downwind casualties occur due to vapor exposure. 
 
Detailed Attack Scenario – 
The leaders of several sleeper cells o f a domestic terrorist organization affiliated with the 
UA are notified via coded e-mail to meet with a representative of UA Central Command, 
who travels to and arou nd the United States po sing as a le gitimate businessman. Some 
cell leaders are individually instructed to begin collecting weapons and assem bling 
VBIEDs. Others are instructed to conduct disc rete, long-term reconnaissance activities at 
several major port facilities in the United States.  
 
UA then uses contacts in the shipping industr y to have two crates  of Rocket-Propelled 
Grenades (RPGs) and launchers shipped to the United States  in a sea-bo rne cargo  
container. As one of more than 6,000 arrivi ng in the United States daily, and shipped 
from a legitim ate source, the container pass es through custom s, and the crates are 
delivered to one of the sleeper cells. 
 
After two years of surveillance activities, UA Central Command decides to attack a U.S. 
port with nearby petroleum refining facilities. Using aerial bombs, UA operatives fashion 
two huge Improvised Explosive D evices (IEDs). These weapons are p laced in crates and 
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then into shipping containers . Both are wired with rem ote triggers and booby traps to 
ensure eventual detonation. Using the sam e shipping contacts, the two containers are 
shipped to the port on separate ships, but both are due to arrive on the same day. 
 
UA leadership identif ies f our operatives with  clean reco rds and leg itimate trav eling 
documents. These four m en then undergo ar tillery training. W orking on UA-controlled 
BM-21 Katyusha Rocket Launchers, the group pr actices welding the rocket launch tubes 
onto the bed of a commercially purchased 1995 Ford F700 dump truck. L ive fire practice 
is undertaken to make sure the team can acq uire and engage area targets at the maximum 
range of the weapon—approxim ately 15,000 m eters (9 statute m iles). Their practic e 
includes the deployment of a forward observe r and communication betw een spotters and 
shooters so that fire m ay be adjusted on ta rget. UA team  members also construct three 
dump-truck VBIEDs, each containing a 1,500-pound Ammonium Nitrate Fu el Oil 
(ANFO) + C-4 shaped  charge. The VBIEDs will be detonated pier side against the hulls 
of merchant ships in City One’s port.  
 
On the day of the attack, the three VBIEDs  breach their target perim eters and are 
detonated within a 3-m inute span. The VB IEDs cause severe dam age. Secondary 
explosions and fires occur onboard vessels that are docked nearby and in containers 
stacked along the piers. The resulting plumes contain HAZMAT, including cobalt, nickel, 
molybdenum, cadm ium, m ercury, vanadium , a nd platinum. One of the burning ships 
contains industrial chem icals, including isocyanides, nitrid es, and epoxy resins. 
Casualties occur onsite due to explosive bl ast and fragm entation, fire, and vapor/liquid 
exposure to TICs. Downwind casualties occur due to vapor exposure.   
 
The rocket team  success fully launches agains t the refinery a few m inutes after th e last 
VBIED detonation.  Two rockets strike near  the center of the re finery, damaging a hydro 
cracking tower and setting a gasoline stor age tank on f ire. W ith aim calib rated, th e 
remaining rockets are fired, starting num erous fires and dam aging acres worth of 
equipment. The effect is cataclysm ic. Re finery hydro cracking and catalytic cracking 
systems also catch fire. W ithin an hour of the attack’s onset, su rviving attack team 
members depart the city. 
 
Planning Considerations: 
Geographical Considerations/Description –  
Size and location of the port and downwind populat ion at risk can be adjusted to m eet 
local conditions. A river port or a large rail f acility could be  substituted for the port f or 
inland jurisdictions.  
 
Timeline/Event Dynamics – 
Total time to plan and p repare for the attack would be on the order of 2 years, including 
reconnaissance, weapons train ing, and accum ulation of weapons. Tim e to execute the 
attack would be several weeks to coordinate  the shipping and coincident arrival of the 
containers aboard separate ships at the port. Time on the ground would be 2 to 3 m inutes 
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at each site.  Fires resulting from  the attack  would take m any hours, possibly days, to 
extinguish. 

Meteorological Conditions – 
Wind speed, temperature, humidity, and precipi tation determine the success or failure of 
a chemical attack. 

• Wind Speed: Wind speed determines how fast a primary cloud moves. High winds 
can disperse vapors, aerosols, and liqui ds rapidly, thereby shrinking the target  
area and reducing the population’s exposur e to the agents. The best wind speed 
for an attack is between 4 and 6 knots. 

• Temperature: Higher air tem peratures m ay cause  the evaporation of aerosol 
particles, thereby decreasi ng their size and increasing the chance that they will 
reach the lungs. The best air temperature for an attack is between 65ºF and 75º F. 

• Humidity: High hum idity m ay lead to the en largement of aeros ol particles, 
thereby reducing the quantity of aerosol inhaled. The best low-range humidity for 
an attack is between 30% and 40%. 

• Precipitation: The best condition for an attack is no precipitation. 
 
Assumptions – 

• Seven thousand people are in the actual  downwind-vapor hazard  area.  Few are 
contaminated with hazardous liquids on scene. First respo nders will order the 
evacuation of areas imm ediately threaten ed by fire. After the first secondary 
device exp lodes, they will increas e the area o f evacuation  to 1,000 yards in all 
directions. As soon as the involvem ent of  one  or m ore TI C is clear, they will 
order shelter-in -place o f a 45° arc cente red north-no rtheast of  the site and  
extending 6 miles; this will affect up to  700,000 people. Many people in  this area 
will self-evacuate, clogg ing roads an d delaying response ass ets. However, when 
authorities are unable to quickly identif y the exact TIC involved, and casualties 
begin to oc cur, they will e rr on the side of  lim iting culp ability and order an 
evacuation of the aforementioned area. 

• Temperature is above the freezing point of involved TICs. 
• Importation of weapons is not detected  by law enforcem ent or intelligence 

communities. VBIEDs and a roc ket truck a re able to  evade any  secur ity 
precautions long enough to conduct the attack. 

 
Mission Areas Activated –  
Prevention/Deterrence: 
The ability  to prev ent the attack  is  cont ingent on preven ting weapons  acquis ition, IED 
assembly, and site reconnaissance. Deterre nce m easures must be taken by visibly 
increasing security and apprehension potential at the site before and during the attack. 
 
Emergency Assessment/Diagnosis: 
The presenc e of  m ultiple chem icals and e xposure sym ptoms will gre atly com plicate 
assessment and identification efforts. Actions  of incident-site a nd EOC personnel tested 
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during and after the attack include dispatch ; TIC detection; and hazard assessm ent, 
prediction, monitoring, and sampling.  
 
Emergency Management/Response: 
This is a large-scale incident with tens of thousands of potenti al exposures in the 
downwind plum e. Thousands m ay die before  the rele ase is conta ined. Action s of 
incident-site, EOC, and JIC personnel tested after the attack include alerts, activation and 
notification, traffic and access control, protection of special populations, resource support 
and requests for assistance, and public information activities. 
 
Hazard Mitigation: 
Mitigation measures will be com plicated by multip le TICs . Secondary  device con cerns 
(i.e., delayed remote detonation of IEDs) will also have to be taken into account. Actions 
of incident-site personnel tested after the attack include isolating and defining the hazard; 
establishing, planning, and operating incident comm and; fi refighting; performing bomb 
disposal dispatch and IED render-safe pr ocedures; preserving the scene; conducting 
mitigation efforts; decontam inating responders ; and perform ing site rem ediation and 
monitoring. 
 
Evacuation/Shelter: 
Evacuation and/or sheltering of  downwind populations will be required. Two hospitals 
are in the d ownwind area and prote ctive action will need to  be taken at those locations. 
Actions of incident-site, lo cal-area, and EOC personnel test ed after the attack include  
reception-site and shelter operations and veterinary services. 
 
Victim Care: 
Within an hour, there are m ore than 1,000 pers ons with severe injuries that include 
trauma, burns, and sm oke inhalation. There are hundreds more in the area with severe 
respiratory distress, seizures , and/or com as. Up to thous ands of victim s m ay require 
respiratory assistance. Thousands m ay re quire short-term and possibly long-ter m 
treatment. Som e victim s will require decontam ination. Acti ons of incident-s ite, lo cal-
area, hospital, and EOC personnel tested af ter the attack include  protective action 
decisions and communication, em ergency aid, s earch and rescue, triage, treatm ent and 
stabilization, patient screening and decontam ination, patient transport, patient status 
reporting, hospital treatment, human remains handling, and next-of-kin notification. 
 
Investigation/Apprehension: 
Searching for suspects and eviden ce in an  industrial area  while w earing PPE will be a 
significant challenge. Actions of incident-site personnel test ed after the attack include 
dispatch, site control, crim inal in vestigation, pursuit and tactical deploym ent, and 
apprehension of suspects. 
 
Recovery/Remediation: 

Decontamination/Cleanup: The extent of  decontamination required will dep end on 
the TIC. Regardless, monitoring and sam pling a large in dustrial por t f acility an d 
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refineries will be a  challenge.  Actions of  incident-site perso nnel includ e 
decontamination of co ntaminated areas, d isposal of d econtamination wastes,  
environmental testing, repair of destroyed/ damaged facilities, and public inform ation 
activities. 
 
Site Restoration:  Ther e will be signif icant da mage to the port and re fineries as a  
direct result of the attack and subsequent  fires. Decontam ination of som e materials 
may be difficult or im possible. Decontam ination of the waterway m ay present a  
significant challenge as well. Site restora tion will be a m ajor challenge, particularly 
for the ref ineries. Environm ental impact issu es are like ly to sign ificantly de lay 
rebuilding efforts. 

 
Implications: 
Secondary Hazards/Events –  
Once they grasp the situation, authorities will evacuate o r order shelter-in-p lace for a 
significant area downwind of the ref ineries and the port. Numerous injuries will occur as 
a result of population panic once downwind casualties begin to occur. Further injuries are 
likely to occur due to motor vehicle accident s in the surrou nding roadways. The rule of 
thumb is 1 fatality per 10,000 evacuated. Sign ificant contamination of the waterway may 
also result, including oil and cargo spills from sunk or burning ships. 
 
Fatalities/Injuries –  
Assuming a densely populated area, 7,000 peopl e may be in the actual downwind area. 
Of these, 5% (350) will receive lethal expos ures, and half of these will die before or 
during treatment. An addition al 15% will re quire hospitalization, a nd the remainder will 
be treated and releas ed at the scene by EM S personnel. However, approxim ately 70,000 
“worried well” may seek treatment at local medical facilities. 
 
The following problems and resultant fatalities/injuries occur: 

• Panic during evacuation results in seven fatalities and 7 0 injur ies ( based on 
1/100,000 and 10/100,000 evacuated). These casu alties will occur within 1 hour 
of the attack ; some injuries will be p ermanently disabling. These injuries  will be  
due to body crushing/high-speed im pact as  drivers try to circum vent clogged 
traffic, and many will require immediate medical assistance. 

• Fires will result in 15 fatalities and 50 injuries. These casualties will occur with in 
2 hours of the attack; so me injuries will be  permanently disabling. These in juries 
will be m ainly burn, s moke inhalation, an d blast/fragmentation (from secondary  
devices); most will require immediate medical assistance. 

• Liquid contamination will resu lt in 3 fata lities and 350 inju ries (35 permanently 
disabled). These casualties will occur with in 2 hours of the attack ; some injuries  
will be perm anently disabling. Injuries will b e prim arily due to skin  and eye 
contact with corrosive m aterials su ch as sodium  hydroxide, hypochlorites, 
bromine, and high-strength acids, among others. Initial dec ontamination will 
consist of flushing eyes with water,  rem oving clothing, spraying with heavy 
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water, and scrubbing lightly. Fatalities ar e due to exposure to hydrofluoric acid. 
Additional decontam ination will depend on the specific chem ical detected o r 
suspected. F or exam ple, for phenol burns, the exposed area would be c leansed 
with 70% isopropanol (rubbing alcohol) to lim it skin da mage and absorption of 
the chemical. 

• Vapor, particulate, and aerosol exposure will  result in 175 fatali ties (half of those 
who receive lethal doses) and 1,40 0 inju ries (140 permanently d isabled). These 
casualties will oc cur within 4 h ours of  the  attack; so me injuries  will be  
permanently disabling. Releases of cobalt, nickel, m olybdenum, c admium, 
mercury, vanadium, platinum, and other metals will have occurred in the plumes. 
One of the burning ships in  the port con tains res ins an d coatings includ ing 
isocyanides, nitrides and epoxy resins. However, casualties in this area are 
primarily due to exposure to gaseous , non-flamm able, heavier-than-air 
compounds released by port f acility da mages—these in clude chlorine and acid 
gasses. Initial decontamination will consis t of flushing eyes w ith water, removing 
clothing, spraying with heavy water, and scrubbing lightly. Casualties will be both 
immediate (primarily respiratory distress due to inhalation of corrosive gases) and 
long term (inhalation of heavy m etals). Additional decontamination will depend  
on the specific chem ical detected or susp ected. For m ost of the chem icals listed 
here, washing for 15 minutes with soap and water is recommended. 

 
Property Damage – 
All three refineries sustain significant damage, with 50% of the equipm ent and facilities 
requiring significant repairs or replacement. Two ships in the port sink at their m oorings; 
the port sustains heavy dam age near the sh ips and at a do zen points where IEDs were 
dropped. Depending on which chemicals are rel eased, there m ay be significant property 
damage in the downwind area. This may occur either directly due to the corrosive effects 
of the chem icals or the corrosive effects of any decontam ination methods em ployed. 
There will b e as m any as 700 m otor vehicle accidents durin g the evacu ation. Departing 
personnel and vehicles from  the imm ediate site area m ay spread liquid and solid 
contamination. 
 
Service Disruption – 
Refinery capacity  on the W est Coast is si gnificantly dim inished, resulting in fuel 
shortages and price increases. The port is te mporarily closed due to bomb da mage and 
TIC and heavy m etal contam ination, with si gnificant econom ic im pacts on the region. 
Environmental surveys of th e surrounding area result in the long-term evacuation of 
several city blocks downwind of the port. C ontamination in the waterway may also result 
in cleanup requirem ents and use restric tions, including long-term prohibitions on 
swimming and fishing. Additionally , some public transportation and other facilities may 
be lost due to contam ination. Communicati ons (landline telephone and cellular) in the 
local area will be disrup ted by overwhelming demand; improvements in wireless phones 
will m itigate this demand. Significant dis ruptions in health care occur due to  the 
overwhelming dem and of  the injur ed and the “worried w ell.” Autho rities will ne ed to 
verify portability of the water supply. 
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Economic Impact – 
Decontamination, destruction, disp osal, a nd replacem ent of m ajor portions of  the 
refineries could cost billions of dollars. Sim ilar costs could be expected at the port. L oss 
of the port will have  a signif icant im pact on U.S. trade with the Pacif ic Rim . 
Additionally, an overall national economic downturn is possible in the wake of the attack 
due to a loss of consumer confidence. 
 
Long-Term Health Issues – 
These issues are highly dependent on which TIC exposures occur and to what degree they 
occur. In addition to their toxic effects,  many are known carcinogens. Long-term damage 
to internal organs and eyes is possible, depending on which TICs are present. 
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Scenario 7: Chemical Attack – Nerve Agent 
 
Casualties 5,700 fatalities (95% of building occupants); 300 injuries 
Infrastructure Damage Minimal, other than contamination 
Evacuations/Displaced Persons Temporary shelter in place instructions are given for 

50,000 people in adjacent buildings 
Contamination Extensive 
Economic Impact $300 million 
Potential for Multiple Events Extensive 
Recovery Timeline 3 to 4 months 

 
Scenario Overview: 
General Description –  
Sarin is a h uman-made chemical warfare agent class ified as a nerve agent. Nerve ag ents 
are the m ost toxic and rapidly acting of th e k nown chem ical warfare agents. They are 
similar to certain kinds of pe sticides (insect ki llers) called organophos phates in term s of 
how they work and what kind of harmful eff ects they cause. However, nerve agen ts are 
much more potent than organophosphate pesticid es. Sarin is a clear, colorless, odorless, 
and tas teless liqu id in its pu re f orm. Howe ver, sarin can evaporate into a vapor and 
spread into the environment. Sarin is also known as GB. 
 
In this scen ario, the Universal Adv ersary (UA)  releases sarin vapor into the ventilation 
systems of a large commercial office building in a metropolitan area. The agent kills 95% 
of the people in the building and kills or sickens many of the first responders. In addition, 
some of the agent exits through the rooft op ventilation stacks, creating a downwind 
hazard. 
 
Detailed Attack Scenario – 
Increased military activity in the Near East and Southwest Asia, coupled with a perceived 
cultural penetration into  Muslim lands, has he ightened Salafist J ihadi animosity toward 
the United States. C oncurrently, the unique regional grievances  of the different 
networks/organizations that com prise th e Global Salafist Jihad (GSJ) are driving 
suspicions that sym bolic targets will be attacked in the near  future. There is signif icant 
evidence to indicate that EZ and s everal affiliated groups may be planning attacks within 
or against the United States and its interest s. EZ and affiliated groups’ operatives have  
been involved in multiple, worldwide terrorist attacks in response to the U.S.-led “War on 
Terrorism,” Middle East policies, and perceived persecution of Muslims. 
 
U.S. intelligence sources, in conjunction with  friendly foreign governments, have noticed 
increased comm unications between suspected Harakat Al Jihad Al Telam eeth (HJT), 
Front Salafiste Pour La Li beration Des Terres Etranges (F SLTE), and EZ operatives in 
their respective region s. A dditionally, the FBI Field Office in New  York has been 
monitoring a local m osque whose im am, Ab dul al-Khataoui, is known for his radical 
preaching. The FBI office was aware that al-Khataoui spent tim e in Europe prior to  
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coming to t he United States and released a red flag through the Europol system . The 
French auth orities r esponded with inf ormation that al-Khataoui was a m ember of the 
student group La Liberation de Chechnya (LLC ) at the University of Louvain. The LLC 
was the sam e group that FSLTE ideologi cal leader Om ar Sheikh Mohamme d al-
Mohammud led. This group is known to the aut horities for its vehem ently anti-
American/Western outlook and strong ties to EZ. 
 
Recently, Indonesian authorities detained members of a HJT cell suspected of committing 
the bombing of a Western embassy in Jakarta less than 1 year ago. The cell leaders—Dr. 
Nik W al Husin and B ucat Dunglao—rem ain at  large, but intens e interrogation of 
captured cell m embers indicates HJT’s inte rest in W eapon of Ma ss Destruction (WMD) 
tactics and Dr. Husin’s invol vement in form er EZ advan ced weapons de velopment in 
Afghanistan. Prior to the arrest s in Indonesia, S udanese authorities detained five FS LTE 
operatives after local authorities discovere d th at they had  produced a m ustard agent 
derivative in a local chem ical m anufacturing facility. The entire chem ical agent was 
recovered and destroyed; however, several ope ratives as sociated with the ce ll es caped. 
These individuals have since been identified and are currently being monitored.  
 
In this scenario, the U A as represented by H JT (with EZ and FSLTE operatives in 
support) will attack a large m etropolitan office building in the United S tates with sarin 
gas. The chosen building is the global headquarters of MNC, a corporation with extensive 
overseas operations in Muslim countries , particurarly two industrial m ining/ 
manufacturing complexes in the Southern Philippines and Indonesia. HJT will coordinate 
financing and tactical expertise via EZ in termediaries and FSLTE weapons experts, 
respectively. HJT will re cruit three tactical operatives, two f rom a Malaysian univ ersity 
and the third fro m a religious college in Indonesia. HJT, with assistance from  FSLTE, 
will assemble dissemination devices and synthesize the precursor chemicals in Indonesia, 
test the sarin gas, and then transport the di spersion devices and the sarin separ ately to 
EZ/HJT/FSLTE operatives in the United Stat es. The recruited HJT operatives will 
infiltrate the United S tates and, with operational Command and Control (C2) from an EZ 
operative linked to the New York m osque, execute th e operation. The operatio n will 
consist of  eight 1-gallon  dispers ion devices ( each f illed 90%) tha t will be set of f using 
time-delay devices.   
 
The second fire crew to arrive at the building is the first to realize what is happening. Due 
to the quantity of chem ical agent that escaped the build ing when the E MS and firs t fire 
crew entered the building, victims outside the building experience symptoms. The second 
fire crew quickly notifies central dis patch and return upwind, taking the outside victims  
with them. They soon begin to experience dimness of vision themselves. 
 
Meanwhile, the agent is beginning  to vent f rom the roof top ventila tion system  of  the 
building. (While additional ag ent is seeping from  doors and wi ndows, it is insignificant 
compared to the rooftop ven ting.) The heavier air plum es propagate downwind from the 
release points, sickening peopl e on the street and in two subway stations. Ground-level 
concentrations peak at about 1 Milligram per Cubic Meter (m g/m3), resulting in 1% 
lethality among the exposed population. Upon seeing others collapsed in the street, 
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residents remain in their build ings, effectively s heltering-in-place. Others already on  the 
street panic and attempt to exit the area as rapidly as possible.  City (county) officials will 
order shelter-in-place in the downwind ar ea and communicate the order through m ass 
media. 
 
Rescue personnel in full level-A protection cond uct rescue efforts in the buildings and in 
an approximately 1/8 square-m ile downwind area. Approximately 5% of the occupants 
are found unconscious and experiencing seizur es. These victims are extracted, placed on 
respiratory support, treated with  atropine and/or nerve agent antidote, decontaminated if 
required, and transported to medical facilities. 
 
Planning Considerations: 
Geographical Considerations/Description –  
Size, location, and m aximum occupancy of th e building can  be adjus ted to m eet loc al 
conditions. For purposes of estim ating Federa l response requirem ents, the building is  
assumed to have an occupancy of 6,000 pe rsonnel (e.g., a 20-stor y building with 300 
occupants per floor), and the outdoor/subway population density of the surrounding areas 
is 3,900 people per square m ile (1/10th of the total population density in the vicinity of 
Times Square, New York). 
 
Timeline/Event Dynamics –  
The attack will require  12 m onths to plan,  including putting the f aux janito rs in  place, 
shipping the agent, and fabricating the spray devices. Once all is ready, the cell with take 
less than 10 m inutes to execute the attack. Fi rst responders should arriv e at the facility  
within 10 to 15 minutes of the attack.  
 
Meteorological Conditions – 
Wind speed, temperature, humidity, and precipi tation determine the success or failure of 
a chemical attack. 

• Wind Speed: Wind speed determines how fast a primary cloud moves. High winds 
can disperse vapors, aerosols, and liqui ds rapidly, thereby shrinking the target  
area and reducing the population’s exposur e to the agents. The best wind speed 
for an attack is between 4 and 6 knots. 

• Temperature: Higher air tem peratures m ay cau se the evaporation of aerosol 
particles, thereby decreasi ng their size and increasing the chance that they will 
reach the lungs. The best air temperature for an attack is between 65ºF and 75º F. 

• Humidity: High hum idity m ay lead to the en largement of aeros ol particles, 
thereby reducing the quantity of aerosol inhaled. The best low-range humidity for 
an attack is between 30% and 40%. 

• Precipitation: The best condition for an attack is no precipitation. 
 
Assumptions – 

• The agent is effectively dispersed by the combination of the spray system and the 
building’s Heating, Ventilating, and Air Conditioning (HVAC) system. 
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• Of the building occupants, 95% are overcom e and incapacitated before they can 
exit the building. A few are able to make 911 calls, but collapse during the call.  

• If the 20-story building has a 100-foot by 100-foot footprint and 10-foot ceilings, 
then there are 2 m illion cubic feet  (or 56,600 cub ic m eters), giving  a 
concentration of 176.7 mg/ m3 if evenly disp ersed. The LCt 50 (dose of chem ical 
that kills 50% of the subjects) for sari n is 100 Milligram s per Minute per Cubic 
Meter of Air (m g/min-m3). (Theref ore, f or this  scenario, the assum ption is that 
95% of the building occupants will die.) 

• HVAC system vents will discharge 30% of the agent into the atmosphere over the 
course of an hour, by w hich time responders should be able to disable the HVAC 
systems. The AEGL3 downwind hazard area  will cover ab out one -eighth of a 
square mile from each site, with th e no-effects level 16 tim es that s ize. Current 
building codes require 6 to 10 air changes per hour with  15% to 25% fresh air. 
This means that if  the  agent had the  same density as air (w hich it does not: the 
agent’s density is 4.9 tim es that of air), then the amount of agent not absorbed by 
people or building materials would be discharged into the a tmosphere in 24 to 66 
minutes. Having a heavier-density agent means that the agent will linger longer in 
the build ing. Any agent rem aining in the build ings when the HVAC system  is 
turned of f will begin to settle in low-lying ar eas and beg in to be abs orbed by 
porous materials.  

• Neither law enf orcement nor in telligence communities de tect the im portation of  
the agent, the construction of spray device s, o r the  inf iltration of  the  janito rial 
staffs. Terrorists are able to evade a ny building security forces long enough to 
conduct the attacks. 

• For at le ast f or the thr ee build ings a nd their contents, officials would follow 
current DoD rules reg arding th e releas e of  material that has previou sly been  
contaminated with CWM for public use, wh ich have been accep ted by the 
Occupational Safety and Health Administration (OSHA) and EPA in the chemical 
weapons disposal program. 

 
Mission Areas Activated –  
Prevention/Deterrence: 
The ability to preven t the attack is  con tingent on the prevention of CWM i mportation, 
weapons assem bly, and site reconnaissance.  Deterrence m easures must be taken by 
visibly increasing security at the site before the attack. 
 
Emergency Assessment/Diagnosis: 
The ability for a m ember of the emergency staff to recognize the attack before becoming 
a casualty will be key to avoi ding first-responder casualties. Actions of incident-site and 
EOC personnel tested during and after the atta ck include dispatch; agent detection; and 
hazard assessment, prediction, monitoring, and sampling. 
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Emergency Management/Response: 
This is a large-scal e incident with thousands of potential exposures and a downwind 
plume. Actions of incident-site, EOC, and JI C personnel tested afte r the attack include 
alerts, activ ation and notification,  traffi c and  access co ntrol, p rotection of sp ecial 
populations, resource support and requests for assistance, and public inform ation 
activities. 
 
Hazard Mitigation: 
Actions of incident-site personnel tested after the attack include isolating and defining the 
hazard; establishing,  planning, and operating incident comm and; preserving the scene; 
conducting m itigation efforts; decontam inating respon ders, and conducting  site 
remediation and monitoring. 
 
Evacuation/Shelter: 
Evacuation and/or she ltering of  downwind populations will be required. Action s of  
incident-site, local-area, and EOC personnel tested after the attack include reception-site 
and shelter operations and veterinary services. 
 
Victim Care: 
Tens of thousands of persons  will require m onitoring and decontamination as they are 
allowed to leave their buildings. H undreds wi ll require hospital tr eatment. Actions of 
incident-site, local-area, hosp ital, and EOC pe rsonnel tested  after the attack include 
protective action decisions and communication, emergency aid, search and rescue, triage, 
treatment and stabilization, pa tient screening and decontam ination, patient transport, 
patient status reporting, hospital treatment, and next-of-kin notification. 
 
Investigation/Apprehension: 
Tracking an d appreh ension of the suspects  wi ll be included. Actions  of  inciden t-site 
personnel tested after the attack  include dispatch, site cont rol, crim inal investigation, 
tactical deployment, and suspect apprehension. 
 
Recovery/Remediation: 

Decontamination/Cleanup: Anything exposed to a high- vapor agent concentration 
will requ ire decontam ination, in cluding bodies.  Actions of inciden t-site personnel 
include decontam ination of building and ot her contam inated areas, disposal of 
decontamination wastes, environmental testing, and provision of public information. 
 
Site Restoration: There will be little damage to the building as a direct result of the 
attack. However, decontamination of some materials may be difficult or impossible. 
Moreover, current DoD rules, which have been accepted by OSHA and EPA for use 
in the chem ical weapons disposal pr ogram, preclude releas e of previously 
contaminated material for public use unless treated to the 5X c ondition (i.e., 1,000º 
F for 15 m inutes or m onitoring in a sealed enclosure at a temperature  not less than 
70º F at a concentratio n less than 0.0001 m g/m3). Even if structures and  property  
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could be technically decontam inated, the psychological im pact on future usability 
would be significant. 

 
Implications: 
Secondary Hazards/Events –  
Numerous injuries will occur as a  result of  panic on th e stree t, in cluding f alling and 
crushing injuries. Further injuries are likely to occur due to motor vehicle accidents in the 
surrounding roadways. 
 
Fatalities/Injuries – 
Assuming 6,000 occupants in the building, the initial fatality count will be 5,700 (95%) 
and 300 injured, including the initial EMS and fire personnel at each building. Patients 
who experience prolonged seizures may sustain permanent damage to the central nervous 
system—assume 350 patients in this category (3 00 inside plus 50 outside). Fatalities and 
major injuries will occu r due to f alling and crushing during the panic on  the stre et and 
due to vehicle accidents. 
 
The following problems and resultant fatalities/injuries occur: 

• Panic durin g evacuatio n resu lts in 10 f atalities and 50 injuries ; the se casualtie s 
will occu r within 30 m inutes of  the attack. Som e of  these in juries will b e 
permanently disabling. Some of these injuries will be due to crushing and require 
immediate assistance; however, m ost will be broken bones and concussions from  
falls.  

• Motor vehicle accidents result in 10 fatalities and 50 injuries; these casualties will 
occur with in 1 hour of the attack.  Som e of these inju ries will be perm anently 
disabling. These injuries will be due to crushing and high-speed impact (as drivers 
try to circumvent clogged traffic) and require immediate assistance. 

• Vapor exposure in the building results  in 5,700 deaths, including three EMS  
crews, three fire crews, and 300 experi encing severe agent poisoning symptom s 
(difficulty breathing and seizures). 

• Vapor exposure on the street results in 1,500 people being exposed and 15 
fatalities (1%). The remaining experience the full range of  inhalation nerve agent 
symptoms, including mitosis and rhino rrhea, excessive salivation and nausea, 
vomiting, abdom inal cram ps, involuntary defecation and urination, confusion, 
tightness in the chest and difficulty breat hing, seizures, flaccid paralysis, com a, 
and respiratory failure. All will expe rience severe depression of blood 
cholinesterase and require hospital treatment. Assuming a high-density population 
such as New York City, as m any as 250,000 may initially be sheltered-in-p lace 
and then evacuated after the HVAC system s are disab led and the vapor cloud  
dissipates. These people  will not re quire treatment or deco ntamination, but m ay 
require mental health support. 

 



National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3 

Scenario 7: Chemical Attack – Nerve Agent  7-7 

Property Damage – 
Little direct damage due to the a ttack, except the building inter iors and contents, will be 
highly contam inated by agent con densing on  surfaces. Th e three bu ildings and  their 
contents will be a to tal loss due to decontamination m easures and/o r psycholog ical 
impacts of future usability. GB is class ified as  a non-persistent agen t from  a m ilitary 
viewpoint—not an environm ental health vi ewpoint. The DoD position is that anything 
that ever comes into contact with chemical agent has to be treated to a 5X condition prior  
to being released for public use. (Note that the latter method applies to GB and VX nerve  
gas only, not other CWM.) Valuable and re movable property and equipm ent could be 
removed from the building, bagged, monitored, a nd then released if no agent is detected 
at the 0.0001-m g/m3 monitoring  level.  Air ing a nd washing should decontam inate 
adjacent structures adequately,  ho wever. So me m otor vehicles will be involv ed in 
accidents. 
 
Service Disruption – 
Loss of use of the contaminated building is assumed. Overwhelming demand will disrupt 
communications (landline telephone and cellula r) in the local area. There will be large 
numbers of “worried  well” swam ping the m edical system. Loss of three fire crews and 
three EMS crews will impact readiness for other events in the short term. 
 
Economic Impact – 
Decontamination, destruction, disposal, and rep lacement of the larg e commercial office  
building could cost up to $300 million. Business in the buildings may never reopen due to 
the loss of so m any key personnel and the perc eption within society of risks associated 
with the area. Addition ally, an overall na tional econom ic downturn is  possible in  the 
wake of the attack due to loss of consumer confidence. 
 
Long-Term Health Issues – 
Those who survive u sually recove r within 4  to 6 weeks,  with f ull r estoration o f the 
cholinesterase level within 3 to 4 months . Patients who experience prolonged seizures 
may sustain perm anent dam age to t he centr al nervous system. A ssume a m aximum of 
350 personnel in this category. 
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Scenario 8: Chemical Attack – Chlorine Tank Explosion 
 
Casualties 17,500 fatalities; 10,000 severe injuries; 100,000 

hospitalizations 
Infrastructure Damage In immediate explosions areas, and metal corrosion in 

areas of heavy exposure 
Evacuations/Displaced Persons 100,000 instructed to temporarily shelter-in-place as 

plume moves across region 
50,000 evacuated to shelters in safe areas 
500,000 self-evacuate out of region 

Contamination Primarily at explosion site, and if waterways are impacted 
Economic Impact Millions of dollars 
Potential for Multiple Events Yes 
Recovery Timeline Weeks 

 
Scenario Overview: 
General Description – 
Chlorine gas is poisonous and can be pressurized and cooled to change it into a liquid 
form so that it can be shipped and stored. W hen released, it quickly  turns into a gas and 
stays close to the ground and spreads rapidly. Chlorine gas is ye llow-green in color and  
although not flammable alone, it can react explosively or form explosive compounds with 
other chemicals such as turpentine or ammonia. 
 
In this scenario, the Universal Adversary (UA) infiltrates an industrial facility that stores 
a large quantity of chlo rine gas (liqu efied under pressure). U sing a low-o rder explosive, 
UA ruptures a storage tank man-way, releasing a large quantity of chlorine gas downwind 
of the site. Secondary devices are set to impact first responders. 
 
Detailed Attack Scenario – 
The UA Central Comm and, seeing opportuniti es for f urthering their objectives, 
encourages local UA cells to p lan and execute operations. The leadership of a local UA 
cell, inspired by the Central Command’s call f or action, begins to research com panies 
that use chlorine in their m anufacturing process. They focus on com panies located near 
large residential areas. The sel ected site stores chlorine as a liquefied gas in a 60,000-
gallon tank at 250 Pounds per Square Inch Gage (psig). The storage tank is equipped with 
a number of pipe connections and has a 16-inch diameter inspection man-way. 
 
The local UA cell rents a safe house near the facility; conducts detailed reconnaissance of 
the facility; and acquires the necessary detonation cord, explosives, and light weapons. A 
four-man tactical team is prepared for the operation. The attack is tim ed for the evening 
with the most favorable wind conditions in the following 1-week window. The attack will 
occur after dark but before th e late night news shows begi n (i.e., between 8:00 p.m . and 
11:00 p.m.). 
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On the evening of the attack, the four-m an t actical team  is driven to a secluded area 
adjacent to the industrial park where the attack site is located. They make their way to the 
site perimeter, gain access by cutting a hole in  the fence, and quickly  go to th e chlorine 
storage tank. Having observed and tim ed the r outes of the plant’s armed guards, they 
easily avoid them, and along the way plant seve ral IEDs that are timed to go off between 
20 and 60 minutes after the tank is ruptured. When the terrorists reach the tank, they wrap 
the man-way flange with several turns of det onation cord and then cover the cord in tape 
that is painted the color of the tank. A tim ed detonator is attached to the cord and hidden 
beneath the flange so that it is out of sight. The timer is set for 30 minutes. 
 
Just as the terrorists are being picked up at the perimeter of the industrial park, the device 
activates, blowing off the m an-way and opening a 16-inch hole in the side of the tank. 
The liquefied chlorine surges from  the ta nk, freezing everything it touches and quickly 
generating a large vapor cloud of greenish-yellow gas. 
 
Upon hearing the sm all explos ion, control-room  personnel immediately dial 911 and 
direct the on-duty outside operator to inves tigate. Control-room  monitors ind icate the 
sudden loss of pressure in the chlorin e tan k. In quick  succession,  the plant’s air 
monitoring system s begin to alarm, and a perim eter guard reports the strong sm ell of 
chlorine in the air. There is no further word from either the guard or the outside operator. 
 
All plant personnel evacuate upw ind of the leak, and the control room  i mmediately 
notifies the city (county) EOC. The city (county) HAZMAT team arrives 10 minutes later 
and begins to m ove in to investigate. A battal ion fire chief also arri ves and begins to set 
up incident command at the site. Just as the HAZMAT team  is reporting to incident 
command, an IED explodes 15 feet from the HAZMAT team. Casualties occur onsite due 
to the explosive blast and fragm entation. The battalion fire chief decides to withdraw the  
team and await assistance from the bomb squad.  
 
While this is occurring, the city (cou nty) 911 system begins to receiv e numerous reports 
of a strong sm ell of chlorine and then of  burning skin, eyes, and breathing difficulty. 
Many people begin to self-evacuate from the area. The combination of t he outward flow 
of workers and residents, and the possibl e presence of secondary devices, slows the 
response to the point that virtually the enti re contents of the tank are vaporized. This 
caution is justified when three more secondary devices explode onsite. 
 
Downwind casualties occur due to vapor exposur e over a large area. However, due to the 
late hour of the attack, m ost people are indoors and effec tively shelter-in-place. The 
terrorist attack leads the 11: 00 p.m. newscasts, along with instructions from  the city 
(county) officials to shelter-in-place. Most  people heed the instructions, but 1/10th 
(70,000 people in all) of the downwind population ignore the advice and self-evacuate. 
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Geographical Considerations/Description –  Geographical Considerations/Description –  
Size and location of the chlorine storage faci lity and downwind population at risk can be 
adjusted to m eet local conditions. B ulk storag e of chlorine occurs in tanks as large as 
120,000 gallons in the United States. (See Figure 8-1 for an example of such a tank.) 

Size and location of the chlorine storage faci lity and downwind population at risk can be 
adjusted to m eet local conditions. B ulk storag e of chlorine occurs in tanks as large as 
120,000 gallons in the United States. (See Figure 8-1 for an example of such a tank.) 
  

  
Figure 8-1. Large bulk chlorine storage tank manufactured by Trinity Industries with the 
flanged man-way located at the far right (bottom) of the tank. 
Figure 8-1. Large bulk chlorine storage tank manufactured by Trinity Industries with the 
flanged man-way located at the far right (bottom) of the tank. 

  

 
Timeline/Event Dynamics –  
Total tim e to plan and prepar e for the attack  would be a pproximately 1 to 2 years, 
including reconnaissan ce and weapons tr aining and accumulation of weapons. The  
execution of the attack may be delayed up to several weeks to ensure the optimal weather 
conditions. The actual infiltrati on, explosive-charges setting,  and ex-filtration could take 
place in as  little as 20 m inutes. Except in very  cold cond itions, the release would be 
complete in less than an hour. The plume would travel downwind and be dispersed below 
the detection level in 6 hours. 
 

Scenario 8: Chemical Attack – Chlorine Tank Explosion 8-3 
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Meteorological Conditions –  
Wind speed, temperature, humidity, and precipi tation determine the success or failure of 
a chemical attack. 

• Wind Speed: Wind speed determines how fast a primary cloud moves. High winds 
can disperse vapors rapidly, thereby shri nking the target area and  redu cing the 
population’s exposure to the agents. The best  wind speed for an attack is between 
4 and 6 knots. 

• Temperature: Higher air tem peratures will incr ease the ev aporation rate of th e 
chlorine. The best temperature for an attack is between 75ºF and 85º F. 

• Humidity: High humidity may lead to reaction of the chlorine to hydrochloric and 
hydrochlorous acid, which will fall out of th e air, thereby reducing the quantity of 
vapor inhaled. The best low-range hum idity for an attack  is between  30% and 
40%. 

• Precipitation: The best condition for an attack is no precipitation. 
 
Assumptions –  

• There are 700,000 people in the downwind vapor-hazard area, which could extend 
as far as 25 miles. Many (1/10th, or 70,000) people in this area will self-evacuate, 
clogging roads and delaying response assets. 

• Neither law  enf orcement nor inte lligence co mmunities detec t im portation of  
weapons or surveillance of targets. Terrorists are able to evade security 
precautions long enough to conduct the attack. 

 
Mission Areas Activated –  
Prevention/Deterrence: 
The ability to prevent the attack is continge nt on the prevention of weapons acquisition, 
specifically IEDs, and site reconnaissance. De terrence measures must be taken by visibly 
increasing security and apprehension potential at the site before and during the attack. 
 
Emergency Assessment/Diagnosis: 
The presence of secondary devices will com plicate assessment and identification efforts. 
Actions of incident-site and EOC personnel tested during a nd after the attack include  
dispatch; chlorin e detection ; and  hazar d assessm ent, prediction, monitoring,  and 
sampling. 
  
Emergency Management/Response: 
This is a large-scale incident with tens of thousands of potenti al exposures in the 
downwind plum e. Thousands m ay die before  the rele ase is conta ined. Action s of 
incident-site, EOC, and JIC personnel tested after the attack include alerts; activation and 
notification; traffic and access control; protection of special populations; resource support 
and requests for assistance; and public information activities. 
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Hazard Mitigation: 
Mitigation m easures will be com plicated by secondary d evice con cerns (i.e.,  delayed 
detonation of IEDs). After the attack, incident-site personnel must isolate and define the 
hazard; establish, plan, and operate incident command; fight fires; conduct bomb disposal 
dispatch and IED render-saf e procedures; preserve the scene; perform mitigation efforts; 
decontaminate responders; and conduct site remediation and monitoring. 
 
Evacuation/Shelter: 
Evacuation and/or sheltering of  downwind populations will be required. Two hospitals 
located in the downwind area will require pr otective action. Actions of incident-site, 
local-area, and EOC personnel te sted after the attack includ e reception-site and shelter  
operations and veterinary services. 
 
Victim Care: 
Within an hour, there are m ore than 10,000 se vere injuries with respiratory difficulty 
and/or vehicular accident traum a. There are tens of thousands m ore in the area with 
severe respiratory distress—140,000 m ay requi re short-term  and possibly long-ter m 
treatment. Actions of incident -site, local-area, hospital, and EOC personnel tested after 
the attack include protectiv e action divisions and comm unication, emergency aid, search 
and rescu e, triage, trea tment and stabiliza tion, patient screening and decontam ination, 
patient transport, patient status repor ting, hospita l trea tment, hum an rem ains 
management, and next-of-kin notification. 
 
Investigation/Apprehension: 
Searching for suspects and eviden ce in an  industrial area  while w earing PPE will be a 
significant challenge. Actions of incident-site personnel test ed after the attack include 
dispatch, site control, crim inal in vestigation, pursuit and tactical deploym ent, and 
apprehension of suspects. 
 
Recovery/Remediation: 

Decontamination/Cleanup: Because chlorine is a gas, the extent o f 
decontamination requ ired will be minor and lar gely re lated to any rele ases by the  
secondary devices. Regardless, m onitoring and sam pling a large industrial facility 
will be a ch allenge. Actions of incident-s ite personnel inclu de decontamination of 
contaminated areas, disposal of decont amination wastes, environm ental testing, 
repair of destroyed/damaged facilities, and public information activities. 
 
Site Restoration: There will be sig nificant damage to the plant as a dir ect result of 
the attack. Decontam ination of waterway s m ay present a significan t challeng e as 
well. Environm ental impacts, especially public safety concerns, are likely to 
significantly delay rebuilding efforts. 

 



National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3 

Scenario 8: Chemical Attack – Chlorine Tank Explosion 8-6 

Implications: 
Secondary Hazards/Events –  
Once they grasp the situation, authorities wi ll instruct residents to shelter-in-place 
throughout a significant area dow nwind of the site. Num erous injuries will result from 
population panic once downwind cas ualties begin to occur, a nd as m any as 10% of the 
people will self-evacuate. Additional injuries are likely, due to motor vehicle accidents in 
the surrounding area. One fatality per 100,000 evacuated is expected. Local waterways or 
wetlands will absorb the chlo rine gas, creating hydrochlor ic acid and increasing the 
acidity (lowering the potential of hydrogen, or pH) of the water. 
 
Fatalities/Injuries –  
In a high-density area, such as Hous ton or Chicago, as many as 700,000 people m ay be in 
the actual downwind ar ea. Of these, 5% (35,000) will receive potentially lethal exposures, 
and half of these will die bef ore or durin g treatm ent. An add itional 15% will require 
hospitalization, and the  re mainder will be tr eated and rele ased at the  scene by EMS 
personnel. However, approximately 450,000 “w orried well” will seek  treatm ent at local 
medical facilities. 
 
The following problems and resultant fatalities/injuries occur: 

• Panic during evacuation resu lts in  one f atality and 70 injuries, based on the 
assumption that 70,000 will self-ev acuate. These casualties will occu r within 1 
hour of the attack; som e injuries will be  permanently disabling. The injuries will 
be due to accidents as drivers try to circumvent clogged traffic, and many will 
require immediate medical assistance. 

• Explosions result in three fatalities and seven injuries. These casualties will occur 
within 10 minutes of the attack; som e injuries will be permanently disabling. The 
injuries will be m ainly due to blast/fra gmentation (from secondary devices), and 
most will require immediate medical assistance. 

• Vapor exposure results in 17,500 fat alities (half of those who receive lethal doses),  
122,500 serious injuries (12,000 per manent disability), and 350,000 m inor injuries. 
These casua lties will occur within 4 hours of  the attack; som e injuries will be  
permanently disabling. Chlorine vapor is detectable by s mell at 320 Parts Pe r 
Billion (ppb). Sore throat, coughing, and eye and skin irritation begin at exposure to 
10 Parts Per Million (ppm); 350,000 people will be in this category and can be 
treated (skin washing and eye flushing) and releas ed. However, the time required to 
treat this m any casualties will be days, so  many will self -treat based on broadcast 
instructions. Exposure a bove 15 ppm lead s to burning of ey es and skin, rapid 
breathing, narrowing of the bronc hi, wheezing, blue colorati on of skin, pain, and 
accumulation of fl uid i n the lungs. A to tal of 140,000 people will be in thi s 
category, which will severely strain m edical resources. Exposure to hundreds of 
ppm leads to skin burns and lung collapse; 430 ppm for 30 minutes is the minimum 
lethal dose recorded, which will affect 35,000 people, half of whom will die before  
or during treatment. (Note: The above exposure information is taken from the CDC 
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Agency for  Toxic  Substances a nd Di sease Registr y [ATSDR], Medical 
Management Guidelines for Chlorine1.) 

 
Property Damage –  
The storage tank will be lost , along with som e sensitive control systems damaged by the 
freezing liquefied gas. The secondary devices w ill cause d amage to other plant facilities  
and equipment in a 20-m eter radius of the bl asts. In areas of heavy chlorine exposure, 
there will also be heavy corrosion of metal objects. 
 
Service Disruption –  
The plant will be te mporarily c losed due to bom b dam age, with signif icant local 
economic effects. Environm ental surveys of  the surrounding waterways indicate heavy 
contamination, which m ay result in cleanup re quirements and use rest rictions, including 
long-term prohibitions on swimm ing and fi shing. Overwhelm ing demand will disrupt  
communications (landline telephone and cel lular) in the loca l a rea. Sign ificant 
disruptions in health care w ill occur due to the o verwhelming demand of the injured and 
the “worried well.” Authorities will need to verify potability of the water supply. 
 
Economic Impact –  
Decontamination, destruction, disposal, and rep lacement of m ajor portions of the plan t 
could cost millions. The local economy will be affected by a loss of  jobs at the f acility if 
it is unable to reopen. 
 
Long-Term Health Issues –  
Most of  th e inju red will re cover in  7 to  14 days, excluding peopl e with severe lung 
damage. Those individuals will require long-term monitoring and treatment. 
 
 

 
1 Centers for Disease Control and Prevention, Agency for Toxic Substances and Disease Registry, Medical 
Management Guidelines for Chlorine. August 22, 2003 (update). Available online at 
http://www.atsdr.cdc.gov/MHMI/mmg172.html. 
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Scenario 9: Natural Disaster – Major Earthquake 
 
Casualties 1,400 fatalities; 18,000 hospitalizations  
Infrastructure Damage 150,000 buildings destroyed, 1 million buildings damaged 
Evacuations/Displaced Persons 300,000 homes destroyed 

250,000 seek shelter in safe areas 
250,000+ self-evacuate the area 

Contamination From hazardous materials, in some areas 
Economic Impact Hundreds of billions 
Potential for Multiple Events Yes, aftershocks 
Recovery Timeline Months to years 

 
Scenario Overview: 
General Description –  
Earthquakes occur when the plates that form  under the Earth’s surf ace suddenly shift, 
causing binding and pressure, and most earth quakes occur at the boundaries where the 
plates meet. A fault is a fracture in the Eart h’s crust along which two blocks of the crust 
have slipped with respect to each other. The severity of an earthquake can be expressed in 
several ways. The magnitude of an earthquake, usually expressed by the Richter Scale, is 
a m easure of  the am plitude of  the seism ic waves. The m oment m agnitude of  an 
earthquake is a m easure of the amount of e nergy released—an am ount that can be  
estimated from  seism ograph read ings. The intensity, as expressed by the Modified 
Mercalli (MM) Scale, is a subjective m easure that describes how strong a shock was felt  
at a particular location. 
 
The Richter Scale is logarithmic, so a recording of 7, for example, indicates a disturbance 
with ground motion 10 times as large as a recording of 6. A quake of magnitude 2 is the 
smallest quake normally felt by people. Earthquakes with a Richter value of 6 or more are 
commonly considered m ajor; great earthquake s have m agnitude of 8 or more. The MM  
Scale expresses the intensity of an earthquake ’s effects in a given locality in values 
ranging from I to XII. The m ost commonly used adaptation covers the range of intensity 
from the co ndition of “I – Not felt except by a very few under especially favorable  
conditions,” to “XII – Da mage total. Lines of sight and level are distorted. Objects 
thrown upward in to the air.” Evaluation of earthqua ke intensity can be m ade only after 
eyewitness reports and  results of field invest igations are s tudied and interpreted. The  
maximum intensity experienced in the Alas ka earthquake of 1964 wa s X; dam age from 
the San Francisco and New Madrid earthquakes reached a maximum intensity of XI. 
 
In this scenario, a 7.5-m agnitude eart hquake, with a subsequent 8.0-m agnitude 
earthquake following, o ccurs along a fault zo ne in a MMA. MM Scal e VIII or greater 
intensity ground shaking extends throughout la rge sections of the metropolitan area, 
greatly im pacting a six -county region with a p opulation of approxim ately 10 m illion 
people. 
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Detailed Scenario –  
A 7.5- magnitude earthq uake occurs  along a fault zone in a MMA. MM Scale VIII or 
greater intensity ground shaking extends th roughout large sections of the m etropolitan 
area, greatly impacting a six-county region with a population of approximately 10 million 
people. Subsurface faulting occurs along 45 m iles of the fa ult zone, ex tending along a 
large portion of highly populated local jurisdictions, creating a large swath of destruction. 
Ground shaking occurs for approxim ately 25 seconds. The area within 25 m iles of the 
fault is subjected to shaking of MM Scale intensity of VIII or greater, s trong enough to 
cause considerable dam age to or dinary buildings and great dam age to poorly built 
structures. Soil liquefaction occurs in some areas and adds to  the destruction, since eve n 
earthquake-resistant structures may fail when  liquefaction occurs. The prim ary cause of 
damage is the resultant ground shaking from  the fault rupture. Quicksand-like conditions 
in areas of liquefaction cont ribute to the des tabilization and collapse of num erous 
buildings, transportation structures, and utilities.  
 
This initial shock is followed by an 8.0-magnitude earthquake that causes further damage. 
 
Planning Considerations: 
Geographical Considerations/Description –  
The earthquakes occur in a densely populated urban and suburban area with a past history 
of earthquake activity. The highest points in the MMA are appr oximately 5,000 feet 
above sea level, and the lowest land elevations are a few feet above sea level. Most of the 
built environment and the population are located in the lower elevations.  
 
Timeline/Event Dynamics – 
While scientists have been predicting a moderate-to-catastrophic earthquake in the region 
sometime in the f uture, ther e we re no spe cific indic ations that an earthqu ake was 
imminent in the days and weeks prior to this event.  
 
A 7.5- magnitude earthquake strikes along the seismic zone, causing dam age to a l arge 
multi-State area of several hundred square m iles. Rapid horizontal movements associated 
with the earthquake shif t homes off their f oundations and cause som e tall buildings to 
collapse or “pancake” as floors collapse dow n onto one another. Sh aking is exagg erated 
in areas wh ere the und erlying sedim ent is weak or satura ted with water. (Note: I n the 
central and eastern United Stat es, earthquake w aves travel mo re efficiently than in the  
western United States.  An earthqu ake of a g iven size in  the cen tral and eastern  United  
States m ay cause dam age over a much broade r area than the sam e s ize earthquake in 
California.) 
 
Several hours later, a subs equent earthquake of magnitude 8.0 occurs. Based on past  
events, aftershocks are also possible. Sizeable aftershocks may occur for months after the 
original jolt. 
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Assumptions – 
• Despite rigorous efforts on the part of St ate and local agencies, the magnitude of 

destruction is overwhelming to their capabilities. 
• Some 100,000 disaster victim s are not able to imm ediately return to perm anent 

housing within the MMA.  
• State and local capabilities for triaging and treating casualties in the disa ster area 

have been overwhelm ed. Most primary m edical treatment facilities are dam aged 
or inoperable. 

• The port f acility is c losed com pletely for 1 m onth and will require m onths of 
work to restore operations. Major airports in the  metropolitan area will be clos ed 
for approximately 10 days. 

• Electric po wer and potable water are not av ailable to large segm ents of the 
population for the first 10 days following the disaster.  

• Delivery of food, m edicine, gasoline, and other necessities is severely lim ited for 
the first 10 days following the disaster.  

• Communications system s—including telephon es, radios, and cellular system s—
gradually recover to 90% capacity in the first week following the earthquakes. 

• There is also a 10-day disruption of sanitation/sewage services in the metropolitan 
area while the wastewater facility infrastructure is repaired.  

 
Mission Areas Activated –  
Infrastructure Protection: 
After the earthquakes occur, actions could be taken to protect critical facilities from  
terrorist attacks and to maintain civil order.  
 
Emergency Assessment/Diagnosis: 
Disaster assessments are underway throughout th e area; however, they have been greatly 
hampered by poor access, lim ited communications, bad we ather, and lack of adequately  
trained assessment teams. Aerial reconnaissance has reported extensive damage to private 
residences and public buildings and facilities. 
 
Using real-time seismic data from the Department of the Interior U.S. Geological Survey 
(USGS), the Federal Em ergency Managem ent Agency (FEMA) runs the HAZUS 1 
earthquake model to provide a prelim inary “best guess” at the level of expected damage 
and which areas suffered the m ost, subjec t to confirm ation or m odification through 
remote sensing and field assessm ents. Joint FEMA/State Prelim inary Da mage 
Assessment Teams have  been deployed. Re mote sensing has been initiated through the 
National Geospatial Agency and other methods and services, as available.  
 
Emergency Management/Response: 
State and Federal disaster field offices are stood up. On-scene coordinators from the EPA 
and USCG are on scen e to m anage hazardous m aterial spills. The Am erican Red C ross 
                                                 
1 See http://www.fema.gov/hazus/index.shtm for more information. 
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(ARC) has comm itted thousands of volunteers and is coordinating with the State on  
delivery of emergency medical treatment, shelters, and food distribution. A JIC has been 
established to distribu te instru ctions to the public and answer m yriad requests for  
information. All Urban Search and Rescue Team s will be placed on alert, and at least six  
or more wil l be activated and deployed. In cident Support Team s will also be activated . 
Urban Search and Rescue Team s are focused on searching for survivors. As the 
emergency response transitions into recovery, the teams focus on the recovery of bodies. 
 
Debris removal operations are well underway, with hundreds of contractors em ployed in 
every stage of the operation. Power and telep hone lines continue to be repaired, and 
communications are improving. Pu blic utilities are com ing ba ck slowly, but in many 
areas, water and sewer operations m ay take y ears to f ully resto re. All FEMA National 
Emergency Response Team s and the DHS natio nal operations centers will be activated. 
Regional Operations Centers will stand up and begin operating imm ediately. All Federal 
emergency support functions will be activated  and asked to perfor m damage assessments 
and report findings. 
 
Hazard Mitigation: 
Federal support will be required to coordi nate the develo pment of plans to execute 
mitigation efforts to lessen the effects of future disasters. Mitigation to minimize or avoid 
future impacts would largely be an issue for recovery and restoration.  
 
Evacuation/Shelter: 
Structural engineers are inspecting critical building, bridge, freeway, waste facilities, etc., 
and inspection team s are deployed to inspec t h undreds of hom es for safe habitab ility. 
Temporary housing strategies and options are being worked. 
 
Victim Care: 
Due to the m assive number of injured and d isplaced persons, the D oD has issu ed a 
warning order for the activation of task forces  for the delivery of m ass care and health 
and medical services. National Dis aster Medical System (NDMS) a nd Disaster Medical 
Assistance Team s (DMATs) are d eployed, al ong with sup plies and e quipment to the 
disaster sites. Disaster Mortuary Operational Response Teams (DMORTs) have also been 
sent to deal with victim identification and handling of bodies.  
 
Recovery/Remediation: 
HAZMAT will contaminate many areas, and decontamination and site restoration will be 
major challenges. 
 
Implications: 
Secondary Hazards/Events – 
Natural Gas and Oil Hazards: 
Hazardous contam ination im pacts of concern include natu ral gas compression stations 
and processing plants, oil refi neries and m ajor tank farm s, and natural gas/crude oil 
pipelines. 
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Fire: 
Two of the l argest peacetime urban fires in history, San Francisco in 1906 and Tokyo in 
1923, occurred after earthquakes. Most urban areas have high concentrations of fuels, 
flammable hazardous m aterials, and ignition sources. Co ntributing factors for po tential 
spread of  f ires in to con flagrations will be : (1 ) incr eased dem and f or f ire depa rtment 
services for not only fires but also search a nd rescue and HAZMAT events; (2) delays in 
notification, given effects on communications systems; and (3) delays and lim itations in 
response, given dam age and debris on tran sportation routes and potential im pacts on 
water systems.  
 
As a result of these earthquakes, m ore than 2,000 spot fires have occurred, and 
controlling these f ires is ham pered by lack of  water an d disrup ted roadways.  The 
widespread debris has severely impeded access and heightened the risk of fire.  
 
Flooding: 
Flooding may occur due to levee failures and breaks in water mains and sewage systems. 
 
Damage or Presumed Damage to Infrastructure and Critical Facilities: 
Transportation lines and nodes, power generation and distribution, communications lines, 
fuel storage and distribution, structures of  concern (e.g., dam s, levees, nuclear power 
plants, HAZMAT storage facilities), and s tructures for provision of  essential ser vices 
(e.g., hospitals and scho ols typically used as shelters) m ay be dam aged and will req uire 
damage assessment in order to continue operati ng. Reduced availability  of services will 
be disruptive and costly.  
 
Disease: 
Given exten sive dam age to housin g, response will includ e efforts to  provide sh elter. 
Concentrations of people will increase opportunities for transmission of disease.  
 
Debris: 
Ground shaking from  t he earthquakes has gene rated m assive am ounts of debris from 
collapsed structures. FEMA’s HAZUS m odels have preliminarily estimated the amount 
of debris to be m ore than 120 m illion tons. Damage to un reinforced masonry buildings 
extends over a wide area, contributing to the debris generated by the earthquakes. 
 
HAZMAT: 
Fuel pumps in several gas stations have sust ained damages, leaking thousands of gallons 
of gasoline into the s treets. There are num erous reports of toxic chem ical fires, plume s 
with noxiou s fum es, a nd spills. S everal other local waste treatm ent facilities h ave 
reported wastewater and sewage discharges . More than 300 wastew ater facilities are 
vulnerable to spills or releases, and inspect ions of these facili ties are underway. In 
addition to  possible h azardous ch emical spills, local building inspectors worry  that 
asbestos contamination is likely in older build ings that suffer the brunt of the dam age. A 
large ref ining spill h as contam inated the por t f acility an d is spilling  into th e ha rbor. 
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Significant concern for spilled HAZMAT from storage, overturned railcars, and chemical 
stockpiles make progress very slowly as triage is conducted. 
 
Search and Rescue: 
As many as 20,000 people are missing and may be trapped under collapsed buildings and 
underground comm uter tunnels. The earthquakes have trapped workers in their offices 
and commuters on freeways. Som e children are in schools that suffered dam age, and 
worried parents are unable to determ ine th e status of their children for m any hours. 
Specialized Search an d Rescue Team s attempt to extricate trapp ed persons  from 
collapsed structures, and light rescue is performed to free people from loose rubble. 
 
Fatalities/Injuries – 
Approximately 1,400 fatalities occur as a dire ct result of the earthquakes. More than 
100,000 people are injured and continue to overwhelm area hospitals and m edical 
facilities, most of which ha ve sustained considerable dam age. Approximately 18,000 of  
the injured require hospitalization. Both fatality and injury estimates are expected to rise.  
 
Property Damage – 
More than 1 million buildings were at least moderately damaged (40% of the buildings),  
and m ore than 150,000 buildings have been completely destroyed. Older buildings, 
notably those constructed prior to the adoption of seismic building codes, sustained major 
damages. In areas where liquefaction occurred, many well-designed structures overturned 
when underlying soil foundation conditions failed. 
 
Service Disruption – 
Medical Services:  
Of the 196 hospitals in the region, only 23  were reported to  be operating with 
functionality greater than 50%, leaving approxim ately 8,800 hospital beds in the area 
available fo r earthquak e casualties  and pa tients already adm itted to  area hospitals. 
Backup generators are running out of fuel, and hospital officials are searching for 
alternative locations for patients in need of care.  
 
Fire and EMS:  
Fire and E MS stations are also dam aged, with only 40 of the 241 stations operating at 
greater than 50% capacity. Dozens of the region’s fire engines and trucks are damaged to 
the point that they are no longer functional.  

Transportation: 
Aerial reconnaissance of the area showed the collap se of hundreds of bridges and 
significant obstructions on m ajor highways. Dam ages to several m ajor freeways impede  
emergency response vehicles trying to aid in response activities. Se ctions of one m ajor 
highway have buckled and have been covere d by landslides debris. Railways and airport 
runways have also sustained m oderate to severe dam age. Traffic gridlock has been 
constant. E ven at 72 hours after the inci dent, m any individuals are stranded without 
transportation or access  to their hom es. B ecause of communications  disruption s and 
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moderately damaged runways and instrum ent landing system s, the M MA airports have 
canceled flights.  
 
Energy:  
The utility  com panies have repo rted widesp read power o utages, and power gene ration 
and distribution system s are out of  comm ission. There are also num erous ruptures to 
underground fuel lines, oil lines, and natural gas lines.  
 
Water:  
More th an 1 m illion p eople are w ithout wate r due to water m ain breaks and po wer 
outages. 
 
Wastewater Treatment:  
Wastewater prim ary intercepto rs were reported broken in the vicinity of  the f ault lin e, 
closing down systems and leaking raw sewage into the streets. 
 
Homelessness:  
More than 300,000 households have been displ aced due to structural damage to housing, 
and an addition al 8,00 0 have been tem porarily displaced  due to utility d isruptions. 
Approximately two-thirds of disp laced persons are in need  of short-term shelter. Half of 
the existing, pre-designated shelters have  been dam aged and cannot be used until 
structural inspections can be perform ed. Television coverage shows thousands of victim s 
huddled in makeshift shelters or picking through debris near their former homes. 
 
Disease and Illness:  
There is concern that with raw sewage, cont aminated water, and c ontaminated food will 
cause illnesses and disease outbreaks that will threaten public health.  
 
Business Impacts:  
Many businesses have lost em ployees and customers as segm ents of the population 
relocate to temporary housing in other areas outside of the MMA. 
 
Military Facilities:  
The Air Force station, Army base, and other military facilities located in the metropolitan 
area have reported m oderate building damage, temporary loss of func tionality of electric 
and water utilities, and difficulty in access due to bridge/overpass damage.  
 
Port Facility:  
The port has been adversely affected in its capacity to provi de export/im port and 
loading/unloading capabilities. Port cranes ha ve fallen and been dislodged due to ground 
liquefaction, leaving ports completely non-functional. Damaged and sunken vessels litter 
adjacent piers. 
 
Communications Systems:  
Damage to m icrowave dishes and  other vital parts of the communica tions infrastructure 
has resu lted in lim ited communications c apabilities. Cellula r towers  have also been 
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damaged, a nd the high cellular traffic after the earthqu akes has satu rated the sys tem. 
Offices that have becom e highly dependent on the internet have stalled as common 
carrier outages continue. Many Internet Service Provider (ISP)  servers have failed, and 
constant power outages plague the systems. 
 
Economic Impact – 
The disruption to the Nation’s economy could be severe, because the earthquakes impact 
major supply and transportation centers. Reconstruction, repairs, disposal, and 
replacement of lost infrastructure will cost billions of dollars. Replacement of lost private 
property and goods could also cost billions.  
 
Long-Term Health Issues – 
Many people will be killed, perm anently di sabled, or injured as  a re sult o f the  
earthquakes. This will also be ass ociated wi th m ental h ealth issues  rela ting to  this  
catastrophic event.  
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Scenario 10: Natural Disaster – Major Hurricane 
 
Casualties 1,000 fatalities, 5,000 hospitalizations 
Infrastructure Damage Buildings destroyed, large amounts of debris 
Evacuations/Displaced Persons 1 million evacuated 

150,000 seek shelter in safe areas 
200,000 homes destroyed 

Contamination From hazardous materials, in some areas 
Economic Impact Billions of dollars 
Potential for Multiple Events Yes, seasonal 
Recovery Timeline Months to years 

 
Scenario Overview: 
General Description –  
Hurricanes are in tense tropical w eather sy stems consisting of dangerous winds and 
torrential ra ins. Hurrica nes of ten spawn to rnadoes and can produce a storm  surge of  
ocean water that can be up to 24 feet at its peak and 50 to  100 m iles wide. The most 
destructive companion of hurricanes is the storm surge.  
 
A typical hurricane is 400 m iles in diam eter and has an average forward speed of 15 
Miles Per Hour (mph) in a range of 0 to 60 m ph. The average lifespan of a hurricane is 9 
days in a range of less than 1 day to more than 12 days. The highest wind speeds occur 20 
to 30 m iles from  the center. Hurricane forc e winds cover alm ost 100 m iles, and gale-
force winds of 40 m ph or m ore may cover 400 m iles in diam eter. A fully developed 
hurricane may tower 10 miles into the atmosphere.  
 
A hurricane is catego rized by its sustained wind intensity on a Saffir-Simpson Hurricane  
Scale, which is used to estim ate the potential for property damage and flooding. “Major” 
hurricanes are placed in Categories 3, 4, and 5 with sustained wind intensities between 
111 mph to greater than 155 m ph. The most dangerous potential storm would be a slow-
moving Category 5 hurricane, making landfall in a highly populated area.  
 
The National Hurricane Center (NHC) provides the following description for a Category 
5 hurricane:  

• Winds are greater than 155 m ph (135 kilo tons or 249 kilometers per hour [~ 155 
miles]). 

• Storm surge is generally greater than 18 feet above normal. 
• Complete roof failure occurs on m any residences and industrial buildings, as well 

as severe and extensive window and door damage. 
• Mobile homes are completely destroyed. 
• Some complete building failures occur with small utility buildings blown over or 

away. 
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• Shrubs and trees are blown down. All signs are blown down. 
• Low-lying escape routes are cut by rising wa ter 3 to 5 hours before arrival of the 

center of the hurricane. 
• Major d amage occurs  to lower flo ors of all structures locate d less than 15 feet 

above sea level and within 500 yards of the shoreline.  
• Massive evacuation of residential areas on low ground within 8 to 16 kilom eters 

(5 to 10 miles) of the shoreline may be required. 
 
In this scenario, a Category 5 hurricane hits an MMA. 
 
Detailed Scenario –  
This scenario represents a Category 5 hurricane that makes landfall at an MMA. 
Sustained winds are at 160 mph, with a storm surge greater than 20 feet above normal. As 
the storm  moves closer to land, m assive ev acuations are required. Certain low-lying 
escape routes are inundated by water anywhe re from 5 hours before the eye of the 
hurricane reaches land.  
 
Planning Considerations: 
Geographical Consideration/Description – 
The overall terrain of the MMA is genera lly low-lying land with topography ranging 
from flat to gently rollin g hills. The coasta l plain extends inland for approxim ately 100 
miles. There are numerous bays, inlets, and rivers within the region. 
 
Timelines/Event Dynamics – 
After more than 25 inches of  rainfall in th e past 4 months, the MMA and the region (to 
include multiple States) are saturated, and r ivers are at above normal levels for this time 
of the year.  
 
Near the end of July, a tropical  storm has developed in the Atlantic. The storm has been 
gaining strength as it has m oved west at 10 m ph. After 5 da ys in the open waters of the 
Atlantic, on August 11, the tropical storm  was upgraded to a hurricane. T he NHC warns 
that there are no steering curre nts that would cause th is h urricane to turn away f rom 
making landfall in the continental United States. The NHC also  warns that conditions are  
favorable for the storm to intensify over the warm Atlantic waters.  
 
By August 15, the hurricane has steadied at a dangerous Category 4 level on the S affir-
Simson Hurricane Scale. Models  indicate a track that incl udes a possible landfall along 
the coast adjacent to the MMA  on the morning of August 17. Forecasters at the NHC are 
not sure whether the storm  will strengthen or weaken over the n ext couple of days. 
Evacuation decisions are m ade difficult by th is unpredictability of the storm ’s future 
intensity. T he Governor and local officials order the evacuation of tourists and people 
living in certain designated low-lying areas along the coast.  
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On August 14, the Governor and local officials have broadened their evacuation orders to 
include the evacuation of all citizens within 5  to 10 m iles of  the coast in th e a reas 
projected to be within the path of the storm. Over the 2-day period, 1 million people have 
been ordered to evacu ate from  MMA and coastal regions. Interstates and other 
evacuation routes are clogged with extremely heavy traffic.  
 
On the morning of August 17, the hurricane r eaches its peak, with sustained winds at the 
inner wall of the eye of the storm  recorded at 160 m ph. At approximately 9:30 a.m., the 
hurricane m akes landfall with a direct h it on  the MMA and coastal resort towns.  The 
MMA has been hit hard, with over 20 inches of rain since the afternoon of August 15. A 
storm surge of 20 feet has accompanied the storm. Forward m ovement of the storm  
system is slowed down by a strong high-pres sure weather pattern. Outer bands of the  
storm still e xtend well into the war m waters, t hus feeding its de structive cen ter. In the 
afternoon, the hurricane begins loosing stre ngth over land, but continues to be an 
extremely dangerous and strong storm . The hurricane has spawned tornadoes that have 
added to its destructive power. 
 
By August 18, the hurricane has m oved out of the MMA and surrounding region, but has 
left a path of  destruction in its wake. Th e storm has now been downgraded to a tropical 
storm, with winds reduced to 60 mph near the barely discer nable rem nants of an eye.  
While the storm has weakened, the combination of already saturated land and high winds 
have cau sed widespr ead tr ee dam age and powe r outages in  m ultiple S tates. The r ain 
associated with the sto rm has caused riv ers to overflow their banks , and several rivers 
systems experience record flood levels. 
 
Assumptions – 

• Local, State, and Federal officials have the b enefit of forecasts  that predict a 
major hurricane will make landfall at the MMA. With this information, State and 
local officials have time to execute evacuation plans.  

• Evacuation routes are not available 5 hour s before the storm (surge waters and 
rainfall block highways leading from the MMA).  

• Most of the local fire, police, and othe r response personnel and offic ials are 
victims of the storm and unable to coordinate immediate response resources. 

• As result of the storm surge, flooding, and wind destruction, som e 100,000 
disaster victims are not able to immedi ately return to perm anent housing within 
the MMA.  

• State and local capabilities for triaging and treating casualties in the disa ster area 
are overwh elmed. Most prim ary m edical tre atment f acilities ar e da maged or 
inoperable. 

• The port facility is closed completely for 1 month and requires months of work to 
restore operations. Major airports in th e MMA are closed for approxim ately 10 
days. 

• The MMA area is complete ly with out ele ctric power and potable water for the 
first 10 days following the disaster.  
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• Food, m edicine, gasoline, and other necessities that depend upon ground 
transportation and othe r infrastructures are also not read ily available for the firs t 
10 days following the disaster.  

• Communications system s—including telephon es, radios, and cellular system s—
are only at 90% capacity in the first week following the storm. 

• There is a 10-day disruption of sanitation/sewage services in the MMA. 
 
Mission Areas Activated – 
Preparedness: 
The NHC and DHS/FEMA hold num erous video teleconferences with State and Federal 
emergency officials and provide them with th e latest forecasts. As the storm approaches, 
State and local governments are given increasingly accurate forecasts and assessments of 
possible impacts. The path of the storm is predicted to a high degree of certainty 48 hours 
prior to landfall. Forecasters have difficulty predicting the intensity of the storm  prior to  
landfall, but they urge officials to prepare for the worst. 
 
Federal and State emergency management officials pre-position initial response resources 
outside of the projected path of the storm. 
 
Emergency Assessment/Diagnosis: 

Infrastructure Assessments:  Intergovernm ental and pr ivate sector efforts are 
underway to assess and analyze the im pacts of the disaster on national, regional, and 
local transportation, communications, power, and other systems. Specific assessments 
will be m ade on the condition of highways, bridges, airports, com munications 
systems, electric grids, dams, water treatment facilities, sewage systems, etc. 
 
Rapid Nee ds Assessments:  Joint Federal/State team s deploy imm ediately after the 
storm has cleared to locate areas of highest  need and to estim ate types of resources 
that will be immediately required.  
 
Remote Se nsing: Remote sensing products and asse ssments are requested to help 
determine the extent of the damages. 
 
Modeling: Models are run given the path, size, and intensity of the storm to project 
damage and to estimate needs.  
 
Search and Rescue Assessmen t: Immediate emphasis is on assessing needs for 
rescuing individuals trapped in structures or stranded in floodwaters. 
 
Health and Medica l Assessments:  DHS/NDMS, in coordination with 
HHS/Assistant Secretary for Public Health and Emergency Preparedness (ASPHEP) , 
has m obilized and dep loyed an as sessment tea m to the disaste r a rea to ass ist in 
determining specific health/medical needs and priorities. 
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Navigation Assessments:  The USCG has deployed team s to assess the condition of 
the port and navigation channels and to identify obstructions to navigation. 

 
Emergency Management/Response: 
The following is a partial list of som e of  the em ergency management/response actions 
required: 

 
Search and Rescue Operations:  There is a need for locating, extricating, and 
providing onsite medical treatment to victims trapped in collapsed structures. Victims 
stranded in floodwaters must also be located and extracted.  
 
Mortuary Services an d Victim I dentification: There is  a need for tem porary 
morgue facilities; victim identification by fingerprint, forensic dental, and/or forensic 
pathology/anthropology m ethods; and proces sing, preparation, and disposition of 
remains. 
 
Medical System Support:  Em ergency supplem ental m edical assistance is needed. 
Transportation of patients to opera ting facilities is required. Assistanc e is required to 
provide emergency restoration to medical facilities.  
 
Debris Clearance and Management:  Debris clearance, rem oval, and disposal  
operations are needed. Many structures will need to  be dem olished. Em ergency 
garbage removal support is also required. 
 
Temporary Emergency Pow er: Temporary emergency power is required at cr itical 
facilities.  
 
Transportation Infrastructure Support:  There is a need  for the co nstruction o f 
temporary access  routes in certain areas.  As sistance is needed in  coordinating  
alternate tr ansportation serv ices, such as the use of m ass transit system s, to  
temporarily replace system capacity lost to disaster damage. 
 
Infrastructure Restoration: Support is needed to assist in the restoration of power, 
communications, transportation, water, wast ewater treatm ent, and other critical 
infrastructure.  
 
Temporary Roofing: There is a need for temporary roofing assistance for homes and 
businesses that experienced roof failures and damages. 
 
Vector Control: Measures will need to be taken to control vectors that may thrive in 
the areas after a catastrophic hurricane. 
 
Law Enforcement Ass istance: Support will be required to  maintain law and order 
and to protect private property.  
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Hazard Mitigation: 
Support will be requ ired to coord inate the developm ent of plans to  execute m itigation 
efforts that lessen the effects of  future disasters. This will  include studies to assess f lood 
and coastal erosion an d development of in tergovernmental plans to  m itigate f uture 
damages. 
 
Evacuation/Shelter: 
State and local authorities have time to execute evacuation plans. Roads leading from the 
MMA are overwhelmed, and massive traffic jams hinder the evacuation efforts. Measures 
will n eed to be taken  to p rovide tem porary shelter and interim  housing. Perm anent 
housing support will also be required.  
 
Victim Care: 

Medical Assistance:  T here is a n eed for emergency m edical ass istance, which  
includes health surveillance; m edical care personnel; health and m edical equipment 
and supplies; patient evacuation; in-hos pital care; food, drug, and medical device 
safety; wor ker hea lth and saf ety; radio logical, chem ical, and bio logical hazards 
consultation; mental health care; and public health information. 
 
Emergency Food, Water, and Ice:  Disaster victim s wi ll require assistance in 
obtaining emergency food, water, and ice.  
 
Sanitary Facilities:  Portable/temporary san itary facility will be requ ired to support 
disaster victims (to include portable toilets and showers).  
 
Protection from Health and Safety Haz ards: Support will be required to test an d 
analyze health and safety hazards and implement measures to protect the public. 

 
Recovery/Remediation: 
HAZMAT will contaminate many areas, and decontamination and site restoration will be 
a major challenge. 
 
Implications: 
The occurrence of a major hurricane in  th e MMA has caused significant num bers of  
deaths and injuries, has displaced thousands of  people, has caused billions of dollars of 
property damage, and has greatly impacted th e capability of local and State govern ments 
to provide the needed response.  
 
Secondary Hazards/Events –  
Tornadoes: 
In addition to the m assive destruction caused by the hurricane itself, there are also areas  
within th e MMA and scattered inland area s th at have sustained severe dam age from  
tornadoes that were generated by the storm. 
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Coastal and Inland Flooding: 
Storm surges and heavy rains have caused ca tastrophic flooding to low-lying areas of the 
MMA. Rainfall from the hurricane, in combination with earlier storms, causes significant 
flooding in multiple States along the coast.  
 
Hazardous Materials: 
Flooded and damaged petrochemical facilities, chemical plants, sewage treatm ent plants, 
and other facilities threaten  the health of citizens, create a hazardous operating 
environment, and require cleanup and rem ediation. An oil tanker is blown off course 
during the storm , sustains seri ous damage, and leaks  oil in to the  waters adjacent to  the 
MMA.  
 
Fatalities/Injuries – 
The catastrophic hurricane has resulted in more than 1,000 fatali ties, and 5,000 people 
have sustained injuries requiring professional treatment.  
 
Evacuations – 
Coastal areas adjacent to the MMA  were in the midst of a busy summ er tourist season, 
with hotels and seasonal homes filled to near capacity. Tourists and residents in low-lying 
areas were ordered to evacuate 48 hours prio r to projected landfa ll. Twenty-four hours 
prior to p redicted landf all, of ficials warned Fe deral and S tate of ficials tha t th e s torm 
could make landfall as a Cate gory 5 storm  and that appropria te protective measures for  
this level storm should be taken. Massive evacuations have been ordered, and evacuation 
routes have been overwhelm ed. As the st orm approaches, evacuation routes becom e 
inundated or blocked by debris, and evacuati on is no longer an option for m any of those 
who waited for the storm to come closer. 
 
Property Damage – 
Flooding:  
Major portions of the MMA were com pletely submerged during the height of the storm . 
Low-lying areas within a m ulti-State area expe rience floods  associated with the record  
amounts of rainfall associated with the storm. 

 
Structural Damage:  
Structures in the low-lying areas were inundat ed when storm surges were at their peak. 
Many older facilities suffered st ructural collapse due to th e swif t inf lux of  wate r and 
degradation of the supporting s tructural base. Newer facilities and structures surviv e the 
influx of water but sustain heavy damage to contents on the lower levels. 

 
Debris:  
Most of the shrubbery and trees within the storm’s path have been damaged or destroyed, 
generating m assive a mounts of debris. This de bris is interfering with transportation 
systems, and there is concern that the debris could becom e a health, fire, and safety 
hazard if not addres sed in a timely m anner. Debris has  also been  generated from 
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structures destroyed from tornadoes and struct ures that have been destroyed or dam aged 
by the hurricane. Many structures will need to be demolished.  
 
Service Disruption – 
Shelters:  
Shelters throughout the region are also filled to capacity. Many of the designated shelters  
within the path of the storm  have been damaged and can no longer provide adequate 
accommodations for disaster victims.  

 
Search and Rescue:  
The hurricane and the associated flood and surge waters have trapped hundreds of people 
in flooded areas. A few individuals have been  trapped within destroyed and collapsed 
structures. Flooding associated  with the storm  has forced m any to seek refuge on 
rooftops, bridges, and other high areas, and these individuals require transportation to 
safe haven. Until deb ris is c leared, rescue operations are  difficult, because much of th e 
area is reachable only by helicopters and boats. 

 
Water, Food, and Ice:  
All areas are in serious need of drinking wa ter, as water trea tment plants have been  
damaged and are without power. Food is in sh ort supply, since road s are impassable and 
many of the grocery stores and restau rants sustain ed damage and are not open. 
Refrigeration is not available, and there is a large dem and for ice to keep food from 
spoiling.  

 
Sanitation Systems:  
Sewage treatment plants in the region have been flooded and sustained damaged from the 
storm. It is estimated that the system will be down for about 10 days.  

 
Homelessness:  
The hurricane has destroyed and dam aged ma ny structures in the path of the highest 
winds and has left thousands of people homeless. Mobile hom es and m any sm all 
buildings have been com pletely destr oyed. Roofs, windows, and doors of m any 
residences have experienced failure and/or da mage. Structures in areas less than 15  feet 
above sea level and within 500 yards of the shoreline have received flood da mage and 
destruction. 

 
Power:  
Wind and downed trees  have damaged nearly all of the electric transmission lines within 
the MMA. Power com panies are completely overwhelmed and are predic ting that it will 
up to 2 months to provide power to large portions of the service area.  

 
Disease and Illness: 
Standing water, septic conditions, and vector-transm itted diseases threaten public health . 
Contaminated water and food have caused illn esses. There is concern that outbreaks of 
mosquito-borne diseases will be a problem in the future.  
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Environmental/Health Impacts from HAZMAT:  
Factories, chemical plants, sewage treatment plants, and other facilities in the MMA have 
suffered severe dam age. Hundreds of thousa nds of gallons of extrem ely hazardous 
substances have spilled into the floodwat ers, causing an imme diate health and 
environmental risk to victim s and responde rs alike. Flooding waters also contain 
chemicals and waste from  ruined septic sys tems, businesses, and hom es. There is also  
gasoline, diesel fuel, and o il leaking from  underground storage tanks. During the height 
of the storm, a 95,000-ton tanker was blown off course and struck a bridge, breaching the 
hull of the vessel, which then began to leak oil into waters adjacent to the MMA.  

 
Business Impacts:  
Many businesses have experienced dam age to buildings and infrastructure. Businesses 
located less than 15 feet a bove sea level and within 500 yards of the shoreline have 
received flooding-related da mage a nd destruction. Roofs,  windows, and doors of m any 
businesses have failed. Businesse s also hav e been im pacted by the lack  of infrastru cture 
support and services (transportation, comm unications, water, electricity, etc.). Many 
businesses have lost employees and custom ers as segments of the population have 
relocated to alternative housing in areas outside of the MMA. 

 
Military Facilities:  
Military f acilities (nava l bases, a ir f orce base  facilities, army, etc.) in  the path of the 
hurricane are damaged, and assis tance is need ed to provide f or the m ilitary community 
and to reconstitute the facilities. 

 
Flood/Hurricane Protection Works:  
The 20-foot storm surge breached and overtopped flood-control and hurricane-protection 
works. 

 
Transportation—Highways, Mass Transit, Bridges, Railroads, Airports:  
Major access roads in to the metro area were dam aged by floodwaters o r are im passable 
due to  the  large am ounts of  debr is. Mass  tr ansit sy stems, to in clude s ubways, are  in  
disrepair and lack power. Railroads into the MMA are closed due to debris and damage to 
infrastructure. The m ajor airports are damaged, and runways are blocked with debris. A 
large barge struck and caused severe dam age to a m ajor bridge that se rvices the M MA. 
Other bridg es that con nect from the m ainland to coastal resort area s have sustained 
significant damage.  

 
Port Facility:  
The port has been adversely affected in its capacity to provi de export/im port and 
loading/unloading capabilities. Navigation struct ures have been tem porarily closed, and 
there have been slowdowns in the delivery of  goods vital to the economy of the United 
States. Cha nnel dredging projects  will requir e immediate surveys to assess dr edging 
requirements to restore the channels. Num erous sunken vessels and other obstructions 
block navigation channels. 
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Medical Services:  
Many hospitals have sustained severe da mage, and those that are open are overcrow ded 
with special-needs patients and fa mily members. Backup ge nerators are running out of 
fuel, and hospital officials are search ing for al ternative locations for patients. Ther e is a 
need to transport special-needs populations to the close st a ppropriate h ospital or o ther 
health care facility.  

 
Communications Systems:  
Due to dam age and lack of power, comm unications system s—including telephones, 
radios, and cellular system s—are only at 90% capacity in the f irst we ek f ollowing the 
storm. 

 
Schools/Education Systems:  
Damage to schools within the MMA is hi gh. Many windows have been blown out or  
damaged by flying debris. Roof conditions vary, with some schools having lost roofs 
completely and others having received signifi cant damage. Schools that are not severely 
damaged are being used as shelters for disaster victims. 

 
Animals:  
Thousands of pets, dom esticated animals, and wild anim als have been  killed or in jured. 
Pets are of particular concern, and  official s have been overwhelm ed with requests for 
assistance in finding lost pets. It is estimated that 20,000 cows, pigs, and horses have died 
in flooded rural areas in the region, and carcass disposal is a major concern. 
 
Economic Impact – 
There are severe econo mic repercussions for the whole State and region. The i mpact of 
closing the port has national im plications. The loss of the petro-chem ical supplies could 
raise prices and increase demand on foreign sources. 
 
Long-Term Health Issues – 
The long-term health issues depend on victim s’ exposure to toxic ch emicals and disease. 
Long-term environmental issues involve decisions about future land use. 
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Scenario 11: 
Radiological Attack – Radiological Dispersal Devices 

 
Casualties 180 fatalities; 270 injuries; 20,000 detectible 

contaminations (at each site) 
Infrastructure Damage Near the explosion 
Evacuations/Displaced Persons 10,000 evacuated to shelters in safe areas 

(decontamination required prior to entering shelters) 
25,000 in each city are given shelter-in-place instructions 
Hundreds of thousands self-evacuate from major urban 

areas in anticipation of future attacks 
Contamination 36 city blocks (at each site) 
Economic Impact Up to billions of dollars 
Potential for Multiple Events Yes 
Recovery Timeline Months to years 

 
Scenario Overview: 
General Description – 
In this scenario, the Universal Adversary (UA) purchases stolen Cesium Chloride (C sCl) 
to make a Radiological Dispersal Device (RDD), or “dirty bom b.” The explosive and the 
shielded Cesium -137 ( 137Cs) sources are sm uggled into the country. Detonator cord is 
stolen from a mining operation, and all other materials are obtained legally in the United 
States. Devices are deto nated in three separate, but regiona lly c lose, moderate-to -large 
cities. 
 
137Cs is m ostly used in  the f orm of  CsCl, which is easy to precipitate . CsCl is a fair ly 
fine, light powder, and its m edian particle size is about 300 m icrons. Fractions below 10 
microns are typica lly less than 1 %. In an RDD, most will f all out within approximately 
1,000 to 2,000 feet (although m any variables exist), but a sm all amount may be carried 
great distances, even hundreds of miles. 
 
Detailed Attack Scenario – 
The UA, having learned from press and scientific reports how to make an RDD, activates 
a U.S.-based cell to ca rry out attacks on U.S. cities. The UA chooses 137Cs because of its 
availability, high radioactivity, high dispersability, and the difficult nature of cleanup and 
remediation. The UA’s goal is to  conduct a highly visible attack  creating fatalities, fear, 
and social and economic disruption.  
 
The U.S. cell spends several years slowly acquiring a large quantity of prilled ammonium 
nitrate (NH 4NO3). UA m embers plan attack s on th ree s ignificant c ities in regional 
proximity. Via black-m arket contacts, the fo reign cell purchases three sto len seed  
irradiators that each co ntains approximately 2,300 curies of CsCl and s everal kilograms 
of highly explosive Pentaerythr itol Tetran itrate (PETN). The CsCl po wder is removed 
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from its co ntainment, transferred  to plas tic zip-lock b ags, and placed  in heavy  lead-
shielding containers. The e xplosive and the shielded 137Cs sources are smuggled into the 
country in sea-land containers shipped sepa rately to a U.S. port under assum ed business 
names. Detonator cord is stolen from a m ining operation without raising concern, and all 
other materials are obtained legally in the United States.  
 
The sea-land containers are picked up and transferred to safe houses near the target cities, 
where rented vans await containing the ammonium  nitrate and containers of fuel oil. The 
vans have been painted to a ppear as comm ercial delivery vehicles. At the safe houses, 
terrorists assemble the devices by carefully mixing the Ammonium Nitrate with Fuel Oil  
(ANFO; 95:5 by weight) inside  the truck and fixing the de tonator with a 0.5-kilogram 
highly explosive core as a booster. The to tal explosive yield in each device will be 
approximately 3,000 pounds. Because each radiation source gives off 760 rad per hour (at 
1 meter), the sources are left in their lead containers until the final minutes—at that time, 
they are transferred to the van and inserted down into th e explosive mixture. The vans 
arrive at the target downtown locations in  the  U.S. cities. Three to five individuals are 
involved in executing each attack.  
 
At 11:15 a.m. during the school year, UA members detonate the 3,000-pound truck bomb 
containing the 2,300 curies of 137Cs in the dow ntown business district of City One. The  
explosion collapses the front of one building and causes seve re damage to three others. 
Windows are blown out of fi ve other buildings. The area is contam inated with 137Cs, and 
the contaminated detonation aerosol is lifted more than 100 feet into the air. 
 
A sim ilar scene plays out in two other m oderate-to-large cities. The second and third 
explosions are tim ed to go off sim ultaneously in  City  Two and  City Th ree, at 
approximately 12:30 p.m. on the sam e day. The time lag is intend ed to m aximize press 
coverage an d spread  fear and  uncertaint y. Local first-response capacity, however, is 
depleted in City Two and City Three, because m any r esponder assets have been 
dispatched to assist nearby City One with the response. 
 
Planning Considerations: 
Geographical Considerations/Description – 
The three cities are regionally close. They ar e physically sim ilar (for the sake of this 
assessment), with sim ilar building envir onments and geographi c topography that is 
essentially flat. The results in each city are essentially the same. The contaminated region 
covers approximately 36 blocks in each city and includes the business distric t (high-rise 
street canyons), residential row houses, crowded shopping areas, and a high school. 
Buildings in the affected areas are principally made of concrete and brick; some are stone 
faced. Building heights in the en tire affect ed area range from  2 to 20 stories, and 
buildings in  the imm ediate vici nity of the blast are 8 to 1 6 stories. T he area within a 
radius of five blocks of th e blast is a narrow urban ca nyon of medium-to-tall buildings 
abutting sidewalks, and streets are approximately 40 feet wide.  
 
The entire scene is co ntaminated with 137Cs, though not at levels causing imm ediate 
concern to first responders. Due to the size of the explosi on, the radioactive 
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contamination is blown widely such that th e ground zero area is not  as radioactive as 
might have been expected. The detonation aerosol contains 90% of the original 137Cs 
source with radioactiv e particles whose sizes range from  1 to 150 m icrons—the size of 
most of the particles is approxim ately 100 microns. Larger partic les either penetrate 
building materials in the blast zone or drop quickly to the ground as fallout within about 
500 feet.  
 
Variable winds of 3 to 8 m iles per hour ca rry the radioactively contam inated aerosol  
throughout an area of approxim ately 36 blocks  (the prim ary deposition zone). Complex  
urban wind patterns carry the contam ination in  unpredictable directions, leaving highly 
variable contamination deposition with num erous hot spots created by wind eddies and 
vortices. Radioactivity concentrations in this zone are on the order of 5 to 50 
microcuries/m2, with hot spots m easuring 100 to 500 m icrocuries/m2; however, traces of  
the 137Cs plum e carry more than  3.5 kilom eters (~ 2.2 m iles) on prevailing winds. 
Negative indoor building pressu re draws radioactive aerosol s into buildings via cracks 
around windows and doors. Exterior air intakes increase the contamination in the interior 
of larger buildings. In City One, the subw ay system  is contam inated by radioactive 
aerosols entering through subway ventilation system air intakes. 
 
In all cities, foot and vehicular traffi c after deposition re-suspend and transfer 
contamination for hours afterward u ntil the en tire scene has been effectively controlled 
and cordoned, contributing to contam ination spread beyond the 36-block prim ary 
deposition zone. People who were in the depos ition zone also take contam ination home 
with them in hair and clothing. 
 
Timeline/Event Dynamics – 
The attacks have no advance notic e or inte lligence that ind icates th eir p ossibility. The 
explosions are instantaneous , but plum e dispersion con tinues for 20 m inutes while 
breezes nav igate the com plex environm ents be fore particles have fully settled.  First 
responders do not recognize radioactive contam ination for 15 m inutes in City One. The  
explosions in City Two and City Three are promptly identified as “dirty bom bs”—this 
provides som e advantage to first responde rs and governm ent o fficials in m anaging 
contamination on-scene, and in communica ting with the public concerning topical 
contamination and spread of contamination. 
 
Assumptions – 

• As a result of the explos ions, 90% of the 2,300-curies 137Cs source is aerosolized  
and carried by winds, with radioactive particles ranging in size from 1 to 150 
microns. The rem aining fallout creates debris and contam inates surrounding 
structures. 

• There is no precipitation. There are light , variable winds of 3 to 8 mph. The  
temperature is 65º F. 

• The port of entry through which the s muggled m aterials enter is not equipped 
with radiation detection equipm ent that can detect the sh ielded 137Cs source. The 
target and surrounding access routes are no t equipped with radiation sensors th at 
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can detect the shielded  source.  The ac quisition of bom b-making m aterials does 
not draw the attention of law enforcement. 

• First responders from City Two and City Three assist City One. 
• A disposal facility is available for cleaning up waste. 

 
Mission Areas Activated –  
Prevention/Deterrence: 
Prevention efforts should include such law enforcement goals as prevention of trafficking 
and importation of CsCl and weapon com ponents, reconnaissance of the site, protection, 
and deterrence m easures taken at the site before and during the attack. Target and 
surrounding access rou tes are not equipped with  radiation sensors th at can detect the 
shielded source. DHS would be invol ved in detection of the shielded 137Cs r adiation 
sources.  
 
Emergency Assessment/Diagnosis: 
The explosion in City One is  not recognized as a “dirty bomb” until responding units 
arrive with gamma detection equipm ent. This leads to contam ination of first responders 
and inadvertent contam ination spread that might have otherwise been avoidable. The  
downwind aerosol disp ersion will be a sign ificant com ponent of the hazard and  will 
cause ex tended local and regi onal disruption. Actions of incident-site and EOC/Joint 
Field Office (JFO) personnel tested during and after the attack include providing 
personnel dispatch; assessing the extent of  physical dam age, including engineering 
assessments of buildings; assessing medical response needs; detecting and identifying the 
radiation source; establishing and preserving the site for crim e scene analysis ; collecting 
site data and information; making hazard assessments and predictions for respond ers and 
the public; and coordinating preliminary ra diation monitoring, surveying, and sam pling 
operations. 
 
Emergency Management/Response: 
Incidents result in 180 fatalitie s, 270 injuries, extensive e nvironmental contam ination, 
evacuation of thousands of indi viduals, and thousands of pot entially exposed individuals 
in the downwind zone. Actions of EOC/JFO pe rsonnel required after the attack include 
mobilizing and operating incident command; overseeing victim triage; stabilizing the site; 
cordoning the site and managing and controlling the perimeter; providing notification and 
activation of special team s; providing traffi c and access control; providing protection of 
at-risk and special populati ons; providing resource support and requests for assistance; 
providing public works coordination; providing direction and control of critical 
infrastructure mitigation; and providing public information, outreach, and communication 
activities.  
 
Because first-responder assets (e.g., medical evacuation, fire, rescue, and EMS personnel) 
were promptly dispatched from nearby City Two and City Three to ass ist City One, City  
Two and City Three are low on response capacity, and officials find them selves 
unprepared when attacks strike their cities. 
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Hazard Mitigation: 
Required actions of incident-site personnel include isolating the incident scene and 
defining the hazard  areas, build ing stabiliza tion, providing  fire supp ression, conducting 
debris m anagement, conducting radioactive and hazardo us contam ination m itigation, 
decontaminating responders and equipm ent, conducting local-site contamination control, 
and decontaminating local citizens. 
 
Evacuation/Shelter: 
Evacuation and/or sheltering of  downwind populations will be  required. This must occur 
promptly and in an orderly fashion, but will likely not occur before the plume has passed 
and settled, given the lack of warning. Ac tions taken by Federa l, State, and local 
EOC/JFO personnel perform ed a fter the atta ck include developing protective action 
recommendations and comm unicating them to the public (e.g., to evacuate the affected 
area and /or shelter-in-place, as appropria te, and self-decontam ination); providing  
management of evacuation, whether orde red or spontaneous; protecting special 
populations, schools, and day care  centers; establishing tem porary sheltering alternatives 
and provision of food for evacuees; and offering veterinary services for pets. 
 
Victim Care: 
Injured people will require some decontamination in the course of medical treatment and, 
if possible, prior to hos pital adm ission. Thous ands m ore will likely need superf icial 
decontamination and both short-term and long-term m edical follow-ups. Actions of 
incident-site, local-area, hosp ital, and EOC/JFO pe rsonnel tested after the attack include  
conducting search and rescue; providing tr iage, em ergency aid, treatm ent, and 
stabilization; decontam inating v ictims (am bulatory and non-am bulatory); establishing 
relief statio ns, im promptu decontam ination ce nters, and s ite access  p ortals; screening, 
monitoring, and decontaminating evacuees (numbers are expected to be up to 100,000 at  
each site); conducting v ictim/evacuee data a nd information collection and m anagement; 
making radio-protective pharm aceutical decis ions and efficiently p roviding p rotective 
and/or therapeutic drug adm inistration; conducting patient status tr acking and reporting;  
providing patient transport; tr eating ER walk-in radia tion victims; providing hospital 
care; providing collection, decontam ination, and cataloging of human rem ains and 
personal effects; and providing next-of-kin notification. 
 
Investigation/Apprehension: 
Actions of law enforcem ent personnel tested  after the attacks include dispatching 
personnel, conducting site co rdoning and control, coll ecting field data, conducting 
witness in terviews, and  perf orming tactical  deploym ent a nd apprehension of suspects. 
Reconstruction of the attack will occur and will include information about the occurrence 
of im portation of  illic it m aterials, acquis ition of  m aterials within the  United Sta tes, 
planning, move ments, financial backing, communications, suppliers/accomplices 
tracking, and suspect apprehension.  
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Recovery/Remediation: 
Decontamination/Cleanup: The extent of  contamination will be a major cha llenge, 
because 137Cs is highly water soluble and is chemically reactive with a wide variety of 
materials, including comm on bui lding m aterials such as concrete and stone. 
Approximately 36 c ity blocks will be  c ontaminated to va rying degree s. 
Contamination will settle on streets,  sidewalks, and buildin g surf aces, and will be  
found in several kilom eters of the subway sy stem (City One). Building interiors will 
become contaminated due to ventilation system s, doors, windows (because negative 
building pressure can draw aer osols in through very sm all openings), and foot traffic. 
Personal property—including vehicles and items inside buildings—will also becom e 
contaminated, but many items can be adequately decontaminated for free release.  
 
A summary of decontamination and cleanup activities is as follows: 

• Some demolition will likely be  re quired, but m ost s urfaces m ay be 
systematically decontaminated to low levels (a lengthy, costly process). 

• Officials may focus decontam ination work  f irst on  cr itical inf rastructure—
such as m ajor thoroughfares, the subway, and the water treatm ent plant—in 
order to restore basic functions as quickly as possible. 

• Streets with cracks are cut, refilled, and resurfaced; some must be com pletely 
removed and repaved. 

• Most sidewalks must be surface cleaned. 
• Roofing materials are mostly removed, and roofs are resurfaced. 
• Surface soil and vegetation are rem oved for disposal and replaced with fresh 

material. 
• Exterior su rfaces are decontam inated with an assortm ent of che mical 

treatments (e.g., stripping, vacuum  blasting, scabbling), and collected wastes 
are hauled off for disposal. 

• Contaminated building in teriors are m ostly stri pped of s urface coatings,  
carpet, drapery, furniture, etc., and are refurbished. 

• Workers try  to captu re decontam ination wastes for disposal, but m uch will 
escape into storm drains with each s pring rain. Sewers beco me contaminated. 
Some are cleaned of hot spots, but othe rs m ay be left fairly contained if  
cleaning them is not justified. 

• Though concentrations are low, river sediment remediation will likely become 
a big issue with the public.  

 
Site Restoration:  Seve ral bu ildings (those m ost dam aged) will be tor n down and  
eventually rebuilt. Decontam ination activities are undertak en for building exteriors  
and interiors, streets, sidewalks, and other areas. Federal, State, and local officials and 
stakeholders hold num erous public m eetings to evaluate cu rrent and future land  use 
goals, dose/risk goals for the site, and the possible use of  institutional controls if 
decontamination is unsatisfactory. Econom ic a nd tax incentives m ay need to be 
instituted, and Federal, State, and local  governm ents m ight start a “save our city” 
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campaign to build community support to re claim and revitalize th e area. (A heated 
debate is  likely to en sue in pub lic meetings and the press ov er the adequ acy of site 
restoration goals and the res ultant risks  to the public, pre senting m ajor 
communication and negotiation challenges to local, State, and Federal officials.) 

 
Implications: 
Secondary Hazards/Events – 
Small fires from  ruptured gas lines occur in the vicinity of the b lasts. Unstable building 
facades, rub ble, and b roken glass create phys ical hazards for rescu e workers. S mall 
amounts of lead, asbestos, and Polychlorina ted Biphenyls (PCBs) are present in the air 
and on surfaces. Human rem ains present a biohazard, and som e of these may be 
radioactive. 
 
Fatalities/Injuries – 
At each site, the blast results in 18 0 fata lities and about 2 70 injured requiring m edical 
care. In add ition, up to 20,000 individuals in  each prim ary deposition zone potentially  
have detectable superf icial radioactive contam ination. Most  of them  also have internal 
contamination via inhalation and secondary ingestion. Most cas es are seen in City One. 
In each city , tens of th ousands of people located downwind have m inor external and 
internal contamination and will require monitoring and medical surveillance. 
 
Property Damage – 
In each blast, one building and 20 vehicles are destroyed (i.e., not salvageable), and eight 
other buildings suffer varying degrees of dam age, such as m inor structural dam age and 
broken windows. Radioactive contam ination is  found inside buildings as well as on 
building exteriors, streets, sidewalks, pe ople, and personal property over an area of 
approximately 36 block s in each city. Mino r contam ination m ay be an issue further 
downwind as investigators perform  more thor ough surveys. Most of the subway system 
in City One is contaminated.  
 
Over the long term , de contamination efforts are expected  to be effective, bu t s ome 
property o wners choose dem olition and re building. M any square blocks will be  
unavailable to businesses and residents for several years until remediation is completed. 
 
Service Disruption – 
Transportation is severely ham pered in each city . Bus, rail, and air trans portation routes 
are altered,  and officials build highway checkpoints to m onitor incom ing traffic for  
contamination. The subway system in City One, which carries 500,000 passengers a day, 
is com pletely or partially closed for an  extended period . In each city, the en tire 
contaminated zone is closed to all traffi c for an extended period (though peripheral areas 
and some thoroughfares are open ed within several weeks for lim ited use). Hospitals in 
each reg ion, already at m aximum c apacity with  injuries fro m the blasts, are inund ated 
with up to 50,000 “worried well,” most of whom  were not in the blast or plum e zone but 
are concerned about health issues (despite special relief stations established by the 
incident command for contamination monitoring and public outreach). 
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The sewage treatment plant is quickly contaminated as a res ult of peop le showering and 
decontaminating personal effects. In each cit y, 75 businesses are clo sed for an extend ed 
duration while radioactive contamination is remediated. Local tax revenues plummet, and 
people discover that insuranc e claim s are rejected. The schools in the contam ination 
zones are closed, and students m eet in alternate locations. Nearby towns and cities  close 
their doors to residents of the im pacted cities for fear of c ontamination spread. Bus, rail, 
and air transportation routes are altered, and officials build highway checkpoints to 
monitor incoming traffic for contamination. 
 
If one of the events occurred near a bo rder, there would be a need for intense 
communication and cooperation between the two border governments that would engage 
their respe ctive foreign affair s organizations and the full range  of other Federal, State, 
and local agencies.  In  addition, th e RDD attacks m ay warran t limiting access to or 
closing U.S. borders, which would have an immediate effect on Mexico and Canada.  
 
Economic Impact – 
Although technologies exist to decontaminate areas, these technologies were designed for 
smaller, isolated areas, and the process m ay take several years. D econtamination, 
destruction, disposal, and replacement of lost infrastructure will be costly (i.e., hund reds 
of m illions of dollars  per site). Econom ic losses in th e area due to lost bu siness 
productivity, tax revenu e, and property will be s ignificant. The entire contam inated area 
may be economically depressed for years. 
 
Additionally, an overall national economic downturn may occur in the wake of the attack 
due to a loss of consumer confidence. Virtually all commercial insurance policies exclude 
radioactive contamination, so the Federal Government will be left with a massive bailout. 
Total econo mic i mpacts would almost certainly  be in the billions of dollars. Som e 
residents will show no signs of willingness to  resettle their for mer dom iciles. Schools 
may per manently relocate. Som e businesses may relocate to an  un affected zo ne or  
another city  altog ether. Howe ver, depending on the city; its  size; and its historical, 
economic, and political significance, the w ill to recover and repopulate would vary  
widely from long-term decline to complete revitalization. 
 
Long-Term Health Issues – 
The following is a summary of human health issues likely to occur over the long term: 

• No one will suffer acute radiation syndrome. 
• Approximately 20,000 individuals are likely to become externally contaminated at 

each site. A high percentage of these (perhaps 40% to 60%) will have measurab le 
internal con tamination via inha lation and primary and secondary ingestions that 
require treatm ent. Low-level contamin ation m ay enter food and water supplies 
and m ay be consum ed at projecte d doses below EPA Protective Action 
Recommendations. The sum  of the cum ulative exposures results in an increased 
lifetime cancer risk proportionate to the dose. 

• All exposed individuals will need to  be monitored for health outcom es over their 
lifetimes, especially those that suffer internal contamination. 
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• Many individuals, including those close to but not within the affected area, will 
require mental health counseling for an extended period of tim e. First responders 
make up a unique group often in need of mental health services. The total number 
in need of mental health services may be on the order of 5,000 to 20,000 per site. 
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Scenario 12: Explosives Attack –  
Bombing Using Improvised Explosive Devices 

 
Casualties Approximately 100 fatalities; 450 hospitalizations 
Infrastructure Damage Structures affected by blast and fire 
Evacuations/Displaced Persons Evacuation of immediate area around each explosion 

results in approximately 5,000 people seeking shelter in 
safe areas 

Contamination None 
Economic Impact Millions of dollars 
Potential for Multiple Events Yes 
Recovery Timeline Weeks to months 

 
Scenario Overview: 
General Description –  
In this scen ario, agents of  the Universal Adver sary (UA) will em ploy a m ultiple prong 
attack to funnel perso nnel into p redetermined locations.  Utilizing multiple d evices 
vehicle bombs, suicide bom bers, and m an-delivered IEDs, to inf lict the greatest nu mber 
of causalities.  
 
Detailed Attack Scenario –  
During an event at a large urban en tertainment/sports venue, three suicide bom bers are 
strategically pre-positioned inside the arena. The detonation of their devices will instill 
mass panic and chaotic evacuation of the arena.  
 
Occupants evacuating the arena are most lik ely to move toward one of several locations. 
A portion of the occupants will rem ain in the immediate area around the venue, clogging 
ingress for em ergency responders. Som e will head toward  public tran sportation, while 
others will head toward parking lots to retrieve their vehicles and depart the area. 
 
The main thrust of the attack is at th e evacuation points. In the area of the m ain evacuee 
collection a rea (m ost likely on a m ain street  outside the venue), the UA has placed a 
Large Vehicle Bom b ( LVB) disguised as a fire  departm ent/EMS service vehicle. It is 
conceivable to disguise 10,000 pounds of explos ives in such a vehicle, but the actual 
amount could be scaled down and still achieve severe effects. Blast dispersal and damage 
patterns are determined based on the amount and type of explosive used. 
 
Simultaneous to the detonation of the LVB, a second set of devices are detonated in an 
underground public tran sportation concourse (e. g., a subway). To acco mplish this,  pre-
positioned IEDs, are de tonated at s trategic poi nts in the co ncourse. In a third attac k, a 
vehicle bomb is detonated in a parking facil ity near the en tertainment complex. Using a 
second LVB, also disguised as an E MS vehicle, a fourth bomb is de tonated in the lobby 
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of the nearest hospital ER. Bl ast dispersal and dam age patte rns can b e further de tailed 
upon determination of the type and amount of explosive to be used. 
 
(The simultaneous attack of four targets is a realistic, docum ented, and practiced terrorist 
tactic. The convergence of indi vidual bombers to enhance expl osive effect has also been 
used. The recent real-w orld incidents at Chi cago and Rhode Island nig htclubs illustrate 
the confusion created by rapid, mass evacuation.) 
 
Planning Considerations: 
Geographical Considerations/Description – 
The incident is prim arily designed for an ur ban environment, but could be adapted for 
more rural area events such as county fairs a nd other large gatherings. Casualty estimates 
would be reduced as a function of a reduced target population and less population density 
at target points. The prim ary urban lo cation would be a dow ntown, high-capacity, 
entertainment center such as the MCI Center in W ashington, DC, or the Superdom e in 
New Orlean s, Louisiana. The com plex would b e located  within  a sho rt distance of  an 
underground public transportation station.  
  
Timeline/Event Dynamics –  
Initially suicide bombers detonate their devices approximately 1 hour after the start of the 
entertainment event. The detonation of additional IEDs is delayed approximately 10 to 15 
minutes after the initial suicide bombings in order to allow for detection, evacuation, and 
response of EMS providers. The detonation of the LVB at the hospital site will be the 
hardest to tim e for maxim um effect and may need to be coordinated by som e 
communication am ong cell m embers. In any case, the hospital device should be  
detonated before the arrival of casualties from the entertainment venue.  
 
The timing of some of these events, with the exception of the evacua tion stimulus, is not 
critical. The m ore people who evacuate the ve nue, the m ore potential explosives-related 
casualties are produced.  If evacuation of th e venue is delayed, de tonation of the LVB 
near the venue can be expected to produce increased casualties inside the structure due to 
collapse, secondary and ter tiary blast effects, increas ed exposure to products of 
combustion, thermal effects, and crowd surge.  
 
Assumptions – 
The disguised LVB contains a large am ount of a readily attainable commercial explosive 
material such as ANFO or other explosive m aterial. The estim ated lethal air blas t range 
for this vehicle (4,000 pounds of ANFO) is 300 feet (91 m eters). Fatalities from 
secondary and tertiary blast injuries can be reasonably expected at 1.5 times that distance. 
Blast overpressures of approxim ately 8 psi can be predicted out to 190 feet (57 m eters). 
This force is sufficient to cause the f ailure of brick wall panels. Overpressures of 10 psi, 
which are sufficient to cause st ructural destructi on, can be expected if the vehicle is 
within about 150 feet (48 meters) of buildings.  
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A vehicle containing approximately 1,000 pounds (455 kilograms) of ANFO is predicted 
to have a lethal air blast range of 125 feet (38 m eters). The UA operative in the 
transportation concourse can ca rry a backpack  IED to produce an ef fect equal to 10  
pounds of C-4 and shrapnel.  
 
Evacuation population density should not exceed more than one person per 3 square feet 
of area in p otential targ et zones.  (F or ex ample, the area o n F St reet outside the MCI 
Center is approximately 100 feet by 30 feet, so casualties sh ould not exceed 1,000 in this 
area.) 
 
Mission Areas Activated – 
Prevention/Deterrence: 
The planning and execution of this event woul d require a significant level of  rela tively 
unsophisticated coordination. As such, the po tential for detecti on in the pre-event 
planning stages exists. The completion of a targeting package would necessitate obtaining 
or creating diagram s of the venue, the tran sportation platform, the hospital ER, and the  
environments around these sites. Surveillance of the target locations would be conducted, 
and photographs and video documentation would be taken.  
 
The LVBs, disguised as a fire departm ent vehicle or ambulance, would necessitate 
obtaining vehicles at least reason ably sim ilar to those u sed by the local fire/EMS 
department.  
 
The assem bly of suicide vests and vehicle bombs would require a significant level of 
preparation, incre asing the poten tial f or detec tion. Obtainin g the pre cursor materials to  
make the explosive material could also create suspicion.  
 
Emergency Assessment/Diagnosis: 
The initial suicide bombings are the first recogn izable indication that the attack is un der 
way. In fact, these initial bom bings are used to bring victims and first responders tow ard 
the subsequent bom bs. Actions of incident -site and EOC personnel tested during and 
after th e attack include disp atch; agent detection; and h azard ass essment, prediction, 
monitoring, and sampling. 
 
Emergency Management/Response: 
This attack is a series o f large even ts, wh ich would require fire, law enforcem ent, and 
EMS, and other responders, necessitating m utual aid. It would requ ire the activation of 
Urban Search and Rescue Team s. Actions of EOC and J IC personne l tested after the  
attack include alerts, activati on and notification, traffic and access con trol, protection of 
special populations, resource support, requests for assistance, and public inform ation. 
This event would require the establishment of a JOC.  
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Hazard Mitigation: 
Primary hazards include fire; toxic atmosphere/smoke, un-detonated explosives, unstable 
structures, electrical h azards (m ain venue, transportation center), an d low visib ility 
(smoke/loss of electricity). 
 
In addition to standard police, fire, and EMS response, a Public Service Bom b Squad 
(PSBS) or a Military Explosive Ordnance Disposal (EOD) unit will b e requ ired to  
respond to the entertainm ent venue and the hos pital. Due to the use of a vehicle bom b 
disguised as a fire departm ent vehicle or  am bulance, additional law en forcement and 
PSBS assets will probab ly be reques ted at each rece iving hospital in the  area. Hospital 
personnel will wan t to ensure th at arrivi ng vehicles are not deliv ery sys tems for 
additional weapons. This process may slow patient care/triage at receiving facilities. 
 
Evacuation/Shelter: 
Protective measures would include the evacuation of residents and businesses in/around the 
area; a threat assessment for other transportation centers and hospital ERs , including those 
outside the area if there is a threat of additional at tacks; and either evacuating or sheltering-
in-place for hospital pati ents not immediately affected by the blast. It wi ll be necessary to 
cordon the area to prevent looting/souvenir removal in the arena and surrounding area.  
 
Victim Care: 
Injuries range from “walking woun ded” to m ultiple systems trauma, burns, and obv ious 
fatalities. Triage will ide ntify treatment priorities. Patient care at the target hospital will 
be affected by the diversion of resources to care for injured staff and patien ts at th e ER 
blast site. Elimination of the ER facility at the target hospital will force other facilities to 
receive all patients from the entertainment venue blasts.  
 
Investigation/Apprehension: 
Investigation can begin during the rescue  phase with photo docum entation of the  
immediate scene, victim locati ons, and injury patterns. Coor dination of  Federal, State, 
and local investigative resources will begin early in the incident management.  
 
Recovery/Remediation: 

Decontamination/Cleanup: These will inclu de deconta mination of debris an d 
remains at all sites and appropriate rem oval and disposal after evidence search and  
recovery. 
 
Site Restoration:  Restoration of the m ain venue could take m ore t han 1 year 
(depending on the extent of the fire da mage). Repair and restoration of the 
transportation center can be estimated at 4 months.  

 
Implications: 
Secondary Hazards/Events –  
Secondary hazards include the d isruption of electric power, natural gas lines,  and water 
mains—the disruption will cause underm ining of streets and fl ooding of underground 
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transit ways. There may be toxic smoke resulting from fires and explosions. There will be 
loss of traffic controls in the area, and fleeing citizens would likely cause traffic 
accidents. Media response to the area may affect responders. Since one of the bombs was 
disguised as an emergency response vehicle, other legitimate vehicles may be impeded in 
their respon se to the s cene and  h ospitals. Ru mors will  b e ram pant until a com mon 
operating picture evolves. 
 
Fatalities/Injuries – 
Casualties will r esult at a ll f ive incident  site s and will include  civ ilians, em ergency 
personnel, and the suicide bombers. The initial suicide bombings around the arena can be 
expected to result in eight fatalities and 150 injuries, including m inor cuts, burns, smoke 
inhalation, respiratory b urns, and crushing in juries due to accum ulation of victims at 
exits. 
 
The LVB detonation outside the venue can be ex pected to result in the largest number of 
fatalities and injuries due to  the population density expect ed. Blast pressure, therm al 
effects, and fragmentation will kill 3 0 people around the vehicle and another five people 
inside the entertainm ent cente r as a result of structural  dam age and fragm entation. 
Another 200 injuries, ranging from m inor cuts  and con cussions to s evere m echanical 
trauma and barotraum as, can be expected. (Th is site has the potential to result in  the 
fatalities of fire and EMS pers onnel if they locate a pparatus in the vicinity of the LV B.) 
The unconfined detonation of the vehic le bo mb in the  parking  lot resu lts in  seven 
fatalities and 40 injuries. Th e detonation of an explosiv e device in an underground 
transportation facility results in eight deaths and 50 injuries (due to timing and the limited 
number of people in and around the devices at the time of detonation). The detonation of 
explosive devices at a hospital results in eight deaths and 40 injuries. These fatalities and 
injuries are summarized in Table 12-1. 
 

Incident or Location Fatalities Serious Injuries 
Initial suicide bombings 8 150 
LVB 35 200 
Parking facility car 
bomb 

7 40 

Public transportation 
concourse (subway) 

8 50 

Hospital ER 8 40 
 
Table 12-1. Summary of fatalities and serious injuries as a result of the bombings 

 

 
Property Damage – 
Property dam age would include severe b last da mage to the  entertainment venue, blast 
damage to buildings across from  the entert ainment venue, m oderate dam age to the 
transportation cente r, s evere dam age to v ehicles and nearby build ings at the parking 
facility, and severe damage to the hospital ER. 
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Service Disruption – 
Service disruption would be severe in the im pacted city and would include traffic, public 
transportation, em ergency services, and hospi tals. The destroyed transportation venue 
(subway) may have a long-term impact. 
 
Economic Impact – 
The local economic impact includes loss of use of the entertainment venue for a period of 
1 year during the repair of blast damage. Ther e would likely be disrupt ion of all services 
within four square blocks  around the entertainm ent cen ter for 1 week, followed by 
disruption to one block surr ounding the venue for 3 m onths (for shoring of damage d 
buildings and evidence collection). 
 
The public transpo rtation line will be closed for 1 week, with the station closed for 3 
weeks for evidence collection, decontamination, cleanup, and structural assessment. The 
hospital ER will be clo sed for 6 months. Depending on the layout of the hospital,  a 
temporary ER may be available within 1 month. 
 
Long-Term Health Issues – 
Major health issues include severe b urn treatment and therapy for the victim s; permanent 
hearing loss; long-term tinnitus; vertigo for some exposed to the blast; and post-traumatic 
stress for victims, first responders, and nearby residents. 
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Lethal Air Blast Range: 
300 ft
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Figure 12-1. Estimated overpressure (in psi) at distance from the blast seat for an LVB Figure 12-1. Estimated overpressure (in psi) at distance from the blast seat for an LVB 

  

2 psi 
650 ft. 
(204 m) 

5 psi
220 ft.
(68 m)

10 psi
150 ft.
(45 m)

4,000 lb (1,818 kg) 
of ANFO 

psi 6 psi10 psi
650 ft 220 ft150 ft
(204 m) (68 m)(45 m)
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igure 12-2. Estimated overpressure (psi) at distance from the blast seat for a vehicle 

 

 

igure 12-2. Estimated overpressure (psi) at distance from the blast seat for a vehicle 

 

  

Lethal Air Blast Range:  
125 ft

  

1,000 lb (455 kg) of ANFO 

  
  
  
FF
bomb bomb 

2 psi 
420 ft. 
(128 m) 

5 psi
150 ft.
(43 m)

10 psi
95 ft.
(29 m)

psi 10 psi 5 psi
420 ft 95 ft 150 ft
(128 m) (29 m) (43 m)
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Figure 12-3. Estimated overpressure (in psi) at distance from the blast seat for combined 
suicide bombs 
Figure 12-3. Estimated overpressure (in psi) at distance from the blast seat for combined 
suicide bombs 
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Sample Human Injury Criteria 

Blast 
Overpressure (psi) 

Injury 

0.5 Threshold for injury from flying glass 

1.5 Threshold for multiple skin penetrations from flying 
glass 

2.0 to 3.0 Threshold for serious wounds from flying glass 
2.4 Threshold for eardrum rupture 
3.0 Throws body to the ground 

4.0 to 5.0 Serious wounds from flying glass near 50% 
probability 

7.0 to 8.0 Serious wounds from flying glass near 100% 
probability 

14.5 Fatality threshold for direct blast effects 
29.0 99% probability of fatality from direct blast effects 

 
Note: For th is scen ario, th e majority o f fatalities an d serious inj uries wou ld probably b e th e resu lt o f 
thermal, secondary, and tertiary blast effects. 
 
Table 12-5. Sample human injury criteria data taken from the National Fire Protection 
Association (NFPA) 921 Guide for Fire and Explosion Investigations – 2001 Edition, 
Table 18.13.3.1[a] 

 

 
Sample Property Damage Criteria 

Blast 
Overpressure (psi) 

Damage 

0.15 Typical overpressure for glass failure 
0.4 Minor structural damage 

2.0 Partial collapse of walls and roofs of ordinary 
construction 

2.0 to 3.0 Shattering of non-reinforced concrete or cinder block 
wall panels 

2.3 Lower limit of serious structural damage 
4.8 Failure of reinforced concrete structures 
5.0 Snapping failure—wooden utility poles 

7.0 to 8.0 
Shearing/flexure failure of brick wall panels 
(8 to 12 inches thick, non-reinforced) 

10.0 Probable total destruction of buildings 
  
Table 12-6. Sample property damage criteria data taken from the NFPA 921 Guide for 
Fire and Explosion Investigations – 2001 Edition, Table 18.13.3.1[b] 
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Scenario 13: Biological Attack – Food Contamination 
 
Casualties 500 fatalities; 650 hospitalizations 
Infrastructure Damage None 
Evacuations/Displaced Persons None 
Contamination Sites where contamination was dispersed 
Economic Impact Millions of dollars 
Potential for Multiple Events Yes 
Recovery Timeline Weeks 

 
Scenario Overview: 
General Description –  
The U.S. food industry has significantly incr eased its physical and personnel security 
since 2001. A successful attack could, however, occur if the Universal Adversary (UA)  
was familiar with a specific production site. In this scenario, the UA uses their knowledge 
of the facility and careful planning to avoid apprehension and to conduct a serious attack  
on American citizens. 
 
Detailed Attack Scenario –  
A UA operative who is a worker at a m eat processing plant obtains  liquid anthrax and 
uses it to contam inate m eat at the plant.  At a beef plan t in a W est Coast Sta te, two 
batches of ground beef  are cont aminated with anthrax and di stributed to a city on the 
West Coast, a southwest State, and a State in the northwest. 
 
From December 5 thro ugh Decem ber 15, hospitals in  the W est Coast city where the 
contaminated beef was  distributed report a sudden influx of patients with severe 
gastrointestinal sym ptoms, including bleedi ng. On December 5, local health of ficials 
report that 30 people have been ad mitted f or treatment, and f our of them have died. 
Doctors are unable to identify the illness; therefore, the CDC quickly becom es involved 
to achieve a diagnosis. The public becomes increasingly alarmed as similar outbreaks are 
reported in other cities where th e beef was distributed. For se veral days, there is intense 
speculation as to the nature and source of the mysterious and deadly illness. 
 
As of Dece mber 15, 1,200 people have become  ill, 300 have died, and 400 have been 
hospitalized in an ICU. 
 
On December 17, the D epartment of Health Se rvices in th e West Coast city  where the  
contaminated beef was distributed  reports that autopsies indicate intestinal anthrax as the 
likely cause of the fatalities. Blood and tissue sam ples are sent to the State m icrobial 
diseases lab oratory for further analysis. On Decem ber 18, test results ind icate th e 
presence of anthrax in blood samples drawn from  the city’s outbreak victim s. Other 
communities where the  contam inated beef  wa s distribu ted attribute their m ysterious 
outbreaks to inte stinal anthr ax. H ospitals a re overwhelm ed by th e “ worried we ll” in  
addition to people who are ill. The C DC suspects a possible food-borne connection to the 
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outbreaks; the U.S. De partment of Agricu lture (USDA) Food Safety and Inspection 
Service, H HS, and FDA pursue epidem iological investigati ons. Ground beef is 
considered a possible s ource of the outbreak, but specific warnings an d targeted recalls 
are not yet p ossible, as the source of the processed food is still unknown.  Because of the 
unusual nature of the infection and  the m ultiple disparate outbreak s ites, bioterrorism is 
strongly suspected. By Decem ber 30, contam inated products are traced  back to th e beef 
production plant, and massive recalls are initiated. To date, 1,800 people have become ill, 
500 have died, and 650 have been hospitalized in an ICU. 
 
The affected plant is closed and  decontam inated. Auth orities con sider wheth er to  
vaccinate and treat the workers with antibiotics.  
 
Although no new cases seem  to be appear ing, there is uncerta inty about outbreak 
containment. Investigations using precise m icrobial forensics demonstrate that the a gent 
is of foreign origin. 
 
Planning Considerations: 
Geographical Considerations/Description –  
Distribution of the agent is in itially at one ground beef faci lity in a West Coast State. 
Following retail distribution, the tainted ground beef is  in three cities (one on the West  
Coast, and one each in a southwest and northwest State). 
 
Timeline/Event Dynamics – 

• D-1: The biological agent is obtained by the terrorist (a plant worker). 
• D-Day: The biological agent is inserted into ground beef at the production 

facility, and the packages are shipped to affected cities. 
• D+2: The first signs of patients with unknown illness appear. 
• D+2 to D+12: There is a significant influx of affected individuals into hospitals 

with 1,200 sick, 300 dead, and 400 hospitalized in an ICU. 
• D+5: Health departm ents, the CDC, the FDA, and the USDA begin pursuing 

epidemiological investigations. 
• D+27: A contam inated product trace is m ade to a ground beef production plant. 

Decontamination of the plant commences. 
• D+33: No new cases of illness are reported. 

 

Assumptions – 
• There are multiple outbreaks using food industry distribution systems. 
• The plant worker is a lone actor who has a ccess to ke y loca tions within the  

production facility. 
• Production facilities are unable to detect contamination. 
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Mission Areas Activated – 
Prevention/Deterrence: 
The ability to prevent the attack is contingent on the prevention of infiltration of the food 
production system . Prevention of catastrophic effects requires rapi d disease diagnosis, 
and protective measures to assure food safety. 
 
Emergency Assessments/Diagnosis: 
Determining cause of illness and tracking the contaminated source is critical. 
 
Emergency Management/Response: 
Disease outbreaks occu r in the th ree cities co ntaining the tainted beef, which tests  
coordination of  resources. Hospitals and m edical staf f will be teste d, as well as 
transportation of the ill. D ecisions regarding population pr otective m easures will be 
needed, including alert and warning m echanisms, public inform ation and education, and 
human and veterinary protective services. 
 
Hazard Mitigation: 
Once diseas e outbreak occurs, d ecisions m ust be m ade regarding m eat supplies and 
production.  
 
Victim Care: 
Victim care will require diagnos is and treatm ent of affect ed population and distribu tion 
of prophylaxis for potentially exposed populations. 
 
Investigation/Apprehension: 
Epidemiology will be critical to trace the sour ce of contamination. Investigation of crime 
and apprehension of the suspect will be needed. 
 
Recovery/Remediation: 

Decontamination/Cleanup: Contaminated foodstuffs require disposal. 
 
Site Restoration:  The plant and th e sites where an thrax was dispersed m ay need to 
be decontaminated. 

 
Implications: 
Secondary Hazards/Events – 
As a result of news of the contam inated food product, there is general public concern 
regarding food safety, and the “worried well” are taxing medical and laboratory facilities. 
The public floods into medical facilities seek ing prescription drugs to prevent or recover 
from sickness. In addition, ground beef sa les plumm et, and unem ployment in this 
industry rises dram atically. Addi tional cases m ay arise from frozen beef  used after the  
initial incident. 
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Fatalities/Injuries – 
The attack results in 500 fatalities, 650 hospitalizations, and 1,800 illnesses. 
 
Property Damage – 
Overall property dam age is m oderate, and due only to decontam ination of affected 
facilities. However, pro perty and  f acility disruption (downtim e) are s ignificant du e to  
decontamination of affected facilities. 
 
Service Disruption – 
Service disruption is significant in the gr ound beef industry, and som e moderate 
disruption occurs in other food industries due to the public’s concern about food safety in 
general. 
 
Economic Impact – 
Although direct financial im pact is significant, initial econom ic im pact on the general 
economy is relatively low. Howe ver, the long-term financial im pact on the beef 
marketplace and associated businesses could be significant, and ot her food industries’ 
income is likely to be nega tively affected by the public’s overall perception of unsafe 
food. The societal impact of attacks on the food supply generates demands for increased, 
costly, federally directed food security programs and other m easures to reduce the 
possibility of future attacks. 
 
Long-Term Health Issues – 
Anthrax may result in fatalities and serious long-term illnesses. 
 



National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3 

Scenario 14: Biological Attack – Foreign Animal Disease 14-1 

Scenario 14: Biological Attack –  
Foreign Animal Disease (Foot-and-Mouth Disease) 

 
Casualties None 
Infrastructure Damage Huge loss of livestock 
Evacuations/Displaced Persons None 
Contamination None 
Economic Impact Hundreds of millions of dollars 
Potential for Multiple Events Yes 
Recovery Timeline Months 

 
Although this scenario depicts an intentional attack on the U.S. livestock industry, the 
accidental importation of certain diseases is also a hazard. 
 
Scenario Overview: 
General Description –  
Foot-and-mouth disease is an acute infectious viral disease that causes blisters, fever, and 
lameness in  cloven -hoofed anim als such as cattle and  swine. Pregnan t an imals often 
abort, and dairy cattle may dry up. It spreads rapidly among such animals and can be fatal 
in young animals. The disease is not considered a human threat. 
 
In this sc enario, m embers of  the Universal A dversary (UA) enter th e United States to 
survey large operations in the livestock indus tries. The UA targets several locations for a 
coordinated bioterrorism  attack on the agri cultural industry. Appr oximately 2 months 
later, UA teams enter the United States and infect farm animals at specific locations.  
 
Detailed Attack Scenario – 
Between November 1 and 3, UA team s travel to livestock transportation nodes in several 
States and contaminate animal shipments.  
 
In one State, a cattle rancher notices that se veral of his anim als are sick. A veterinarian 
arrives at the farm  late on November 8 and suspects th at th e cattle have a cas e of 
infectious bovine rhinotracheitis, or bovine respiratory s yncytial virus. Not certain of his 
diagnosis, he contacts State animal health authorities. On November 9, the Animal Health 
Department sends a Foreign Animal Disease (FAD) diagnostician to the farm. Suspecting 
a FAD, the diagnostician m akes a determ ination of “highly likely” for a specific highly 
contagious FAD. Samples are sent to the Foreign Animal Disease Diagnostic Laboratory 
(FADDL) a t the Plum  Island (New York) Anim al Disease Center. As a precautionary 
measure, the diagnostician immediately places the ranch under quarantine. 
 
On November 8 in another St ate, a far mer on a corporate operation enters a swine barn 
and discovers several sick anim als. He immediately calls the company veterinarian who, 
on examination of the anim als, fears the exis tence of a FAD. The State Departm ent of 
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Agriculture, the Consumer Services Emergency Programs Office, and the Federal Animal 
and Plant Health Inspection Service (APHIS) office in the State are contacted, and a FAD 
diagnostician is sent to the far m. The diagnostician makes a preliminary determination of 
the presence of a specific FAD. The  farm is placed under quarantine, and tissue samples 
are taken and flown to FADDL Plum Island for priority-one testing and analysis. While 
the State awaits the determination of a FAD diag nosis, a partial activation of the EOC is 
ordered, and the State Highway Patrol and St ate Animal Recovery Team  are placed on  
alert. 
 
On Nove mber 8, in a third State, a slaughter house worker notices that several anim als 
from a new shipm ent of cattle hav e arrived in  generally p oor condition. The cattle are 
feverish and will not eat. He attributes the symptoms to shipping fever and isolates them. 
Late in the day, another worker finds that their condition has deteri orated. After noticing 
their excessive salivation, he investigates a nd finds clinical sym ptoms of disease. He  
notifies the plant m anager, who contacts the con tracted veterinarian. Early on November 
9, the v eterinarian inspe cts the a iling anim als a nd is con cerned th at th ey m ay have a 
specific FAD. The vet erinarian notifies th e State Anim al Hea lth Comm ission, which 
dispatches a FAD diagnostician. On exam ining the animals, the diagnostician determines 
that a specific FAD is highly likely. He a rranges for tis sue sam ples from  the infected 
animals to be sen t to  FADDL Plum  Island.  The diagnostician di scusses the n eed to  
activate a First Asses sment and Sam pling Te am (FAST) with State  authoritie s and 
APHIS Veterina ry Ser vice to ass ist in th e field diagnosis to determ ine additional 
precautionary actions to be taken.  
 
On November 9, FADDL Plum  Island reports th at samples taken f rom swine in the  first 
State have undergone prelim inary laboratory te sting for the causative agent of a specific  
FAD. The sam ples have tested positiv e. Diagnosticians assigned to  the case report 
clinical evidence of a sp ecific FAD in th e affected animals. In acco rdance with existing 
guidelines, this cas e h as been des ignated “p resumptive positiv e” f or the FAD. The 
samples will undergo further testing to conf irm infection. Later that day, FADDL Plum 
Island reports that samples taken from  cattle in the second State have undergone  
preliminary laboratory testing for the specific FAD and have tested positive. Based on the 
preliminary laboratory results, combined with  the diagnostician’s clinical observations, 
the second State’s case has been designate d “presumptive positive” for a specific FAD. 
On Nove mber 10, FADDL Plum Island reports that three sets of samples taken f rom 
animals in three additional States have undergone preliminary laboratory testing and have 
tested positive for a spe cific FAD. On N ovember 11, FADDL Plum Island isolates live 
FAD agent in samples from the first State to report the possible FAD, and determines the 
agent strain for possible vaccination protocol. A specific FAD infection is now confirmed 
in the United States. 
 
As of Nove mber 12, several S tates are now  reporting disease. Action taken includes 
quarantine, decontamination, possible vaccinations, and destru ction of herds. Laboratory 
and rapid field identification of  the agent is used to assi st in m onitoring, which will 
support control m easures used to identi fy infected anim als for  quarantine and 
carcass/contaminated material disposal. 
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Planning Considerations: 
Geographical Consideration/Description –  

The U.S. livestock transportation system is highly efficient, and movements are rapid and 
frequent. Although the initial even t will be localized at transportation facilities in several 
States, as the biological agent matures and the livestock are transported, the geograph ical 
area will widen to include surrounding States where the livestock are delivered. 
 
Timelines/Event Dynamics –  

• Late Octobe r to ea rly Novem ber: The FAD is initia lly d etected usin g clinica l 
signs and veterinary medical detection and identification. 

• Early November to m id-November: Federa l, State, and local anim al health  
professionals put in place surveillance, detection, containment, remediation, and 
disposal protocols. 

• Mid-November: Surveillance, detection, co ntainment, remediation, and disposa l 
protocols continue until testing confirms the FAD is eradicated. 

 
Assumptions –  

• The biological agen t will be d istributed in  se veral loca tions in seve ral Sta tes 
simultaneously. 

• No intelligence or other  information will alert Federal, State, or local ag encies of 
the FAD prior to the existence of clinical signs. 

• Distribution of the FAD will be widespread due to rapid livestock transportation. 
• Vaccination of affected livestock will not be implemented. 

 
Mission Areas Activated – 
Prevention/Deterrence: 
The f ull br eadth of  th e agricu ltural dise ase protec tion s ystem will be challeng ed to 
prevent or detect further attacks. 
 
Emergency Assessments/Diagnosis: 
Investigations using epidem iological tr ace-back, m icrobial forensics, and other 
approaches will be use d to deter mine the source of  the agent an d identity of  the  
perpetrators. 
 
Emergency Management/Response: 
If the scope of the outbreak  grow s, the ability to eff ectively conduct intrastate and 
interstate C2 activities, as well as th e ability to successf ully allocate resources, will be a 
challenge. This will be addres sed thr ough central coordination  and effective 
communications using the Multi-Agency C oordination (MAC) Group system  and other 
established national crisis management systems. 
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The States would be expected to em phasize the need for containm ent and would also 
require Federal funding to cover costs, Federa l personnel to support State efforts, and the 
use and availability of the National Guard.  
 
A com prehensive c ampaign to  inf orm the public abou t the  thre at and  im pact that th e 
disease presents to the Nati on will be undertaken to com bat the public’s fear and the 
spread of misinformation about the disease. 
 
Hazard Mitigation: 
A stop movement order could halt the m ove of susceptible animals (and of conveyances 
and anim als in transit, am ong othe r things) if  considered by authorities. The specific 
parameters of the stop movement, the duration of the stoppage, how it would be enforced, 
and the economic implications of the stoppage will be assessed based on the extent of the 
outbreak. E quitable indem nification and when to begin reconstitution of the herds to 
begin economic recovery will be a major consideration. 
 
Victim Care: 
It will be necessary to euthanize and dispos e of infected and exposed anim als. Although 
the primary impact is on anim als, the im pact on f armers and f arm communities sh ould 
also be considered. 
 
Investigation/Apprehension: 
Investigation and apprehension w ill entail a criminal investig ation, involving  law  
enforcement and agricultural experts. 
 
Recovery/Remediation: 

Decontamination/Cleanup: Ranches, feedlots, tran sportation nodes, and other 
locations will require decontamination and cleanup. 
 
Site Restoration:  Cleaning and disinfecting are tools used to im pede the spread of 
pathogenic microorganisms. To prevent the spread of disease, materials contaminated 
by, or exposed to, disease should be disi nfected. All prem ises—including barns, 
corrals, stockyards, and pens, as well as all cars, vessels, aircraft, and other 
conveyances and m aterials thereon—s hould be cleaned a nd disinfected under 
supervision of a regulatory anim al hea lth em ployee whenever neces sary for th e 
control and eradication of disease.  

 
Implications: 
Secondary Hazards/Events –  
Environmental issu es regarding con taminated land and equipm ent m ust be considered 
and addressed. Disposal of carcasses of  culled anim als m ust be done in an 
environmentally conscious and expeditious manner. 
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Fatalities/Injuries –  
There are no hum an f atalities or  injuries. However, m assive numbers of a ffected 
livestock are disposed of because the United States has a national policy not to vaccinate. 
 
Property Damages – 
Property damage will include livestock as well as the equipment, facilities, and land mass 
required for disposal of euthanized livestock (burial). 
 
Service Disruption –  
All transportation into a nd out of  the af fected areas will be  severe ly limited to prevent 
further dispersion of the FAD to unaffected ar eas. Both commercial and private/personal 
travel will be limited. 
 
Economic Impact –  
The extent of economic impact will depend on the ability to limit the geographical spread 
of the outbreak. A great econom ic im pact w ill be realized in many sectors of the 
economy, including bu t not lim ited to agricultur e. Long-term m atters will be centered 
mostly on foreign trade.  

Economic factors will include th e value of the affected lives tock; the cost to Federal, 
State, and local governm ents to identify, cont ain, and eradicate the F AD; the cost of 
disposal and rem ediation; the loss of revenue  suffered by related industries; the loss of 
revenue suf fered by the retail industry due to p ublic pe rception tha t the  FAD poses a 
disease risk; the loss of export m arkets immediately on confirmation that the FAD exists; 
and the cost to renew the livestock lost to euthanasia. 
 
Long-Term Health Issues – 
The inevitable developm ent and use of new technologies to include  rapid detection, 
improved traditional v accines/advanced m olecular vaccin es, and new therapeu tics 
(including antiv iral agents and other novel biomedical approaches) will lead to a  
physiological “hardening” of the U .S. farm  anim al population against FADs, thereby 
making them unattractive targe ts of  bioterrorism. A widespread anim al disease will not 
hurt humans but could have psychological effects. 
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Scenario 15: Cyber Attack 
 
Casualties None directly 
Infrastructure Damage Cyber 
Evacuations/Displaced Persons None 
Contamination None 
Economic Impact Hundreds of millions of dollars 
Potential for Multiple Events Yes 
Recovery Timeline Months 

 
Scenario Overview: 
General Description –  
This scenar io illus trates that an org anized a ttack by the Universa l Adversary (UA) can  
disrupt a wide variety of internet-related services and undermine the Nation’s confidence 
in the internet, leading to economic harm for the United States. In this s cenario, the UA 
conducts cyber attacks against critical infras tructures reliant upon th e internet by using a  
sophisticated C2 network built over a long period of time.  
 
Detailed Attack Scenario –  
The UA seeks to  cause internal , untraceable dis ruptions in  the United  States to  distract 
the populace and decision m akers for m onths. The UA believes a cyber attack can 
effectively meet the goals of inform ation extraction, undermining user confidence in the 
internet. Disrupting the underlying internet infr astructure will have signif icant economic 
impact by severely reducing the public’s conf idence in the  U.S. f inancial inf rastructure 
and affecting online banking, e-commerce, and other internet-based services. 
 
The UA has spent sever al years to a ssemble a joint m ilitary and intellige nce team. This 
team includes groups that discover and exploi t com puter vulnerabilities, create attacks 
related to those discoveries, conduct reconnaissance and battle dam age assessments, and 
conduct actual cyber operations. T he primary ta rget is the confidence of the American 
people. 
 
The attack campaign is conducted in three phases. 
 

Phase 1 – Attack Preparation 
Objective: Construct an attack network with underlying encrypted C 2 
mechanisms with which to launch future at tacks. This phase will initiate about 2 
years prior and continue until approxim ately 1 week prio r to the D-Day event. It 
will con tinue until several hundred  thousand b ots1 are populated in the attack 
network. 

                                                 
1 A bot is common parlance on the internet for a software program that is a software agent. A bot interacts with other 
network services intended for people as if it were a real person. One typical use of bots is to gather information. 
(www.wikipedia.org) 
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Event 1.1: Deploy mole software 
Attack Mechanism:  W rite a personal firew all and distribute it via a trusted 
computer security software prov ider, su ch as Z oneAlarm. The software would  
include an auto-update f unction. With auto-update, software can be m orphed on-
command but will appear benign to  anyone initially inspecting and approving it.  
Even on well-run system s, people  rarely  check old software . The auto-update 
function will check if  its tim e to start the attack, or jus t g et th e la test version.  
When conducting auto -updates, th e so ftware will on ly connect to known 
addresses and servers, reservi ng communications with the botnet 2 until it is tim e 
for the actu al attack.  When loaded  onto a victim ’s com puter, the  software will  
participate in the botnet. 

Event 1.2: Design and build a bot 
Attack Mechanism: Write a bot to scan and depl oy using a wide variety of 
vulnerabilities as they are iden tified. (V ulnerabilities and the ability to exploit 
them have a very short life span, relative to a 2-year planning cycle.) The bot will 
communicate using the sam e C2 technology as the m ole software but will not do  
so until it is time to launch the attack. 

Event 1.3: Trading and bartering 
Attack Mechanism: The internet underground has its own culture for trading and 
bartering for alm ost anything, includi ng com promised system s. Comprom ised 
hosts (including routers) will be acqui red from the underground, and the new bot 
will be installed. The hosts will a lso be  repa ired to pre vent other unwanted 
infiltration. 

Event 1.4: Build the C2 network using traditional, widely available tools and 
techniques 

Attack Mechanism: Use traditional scanning and probing tec hniques in addition 
to the newly created tools to build the C2 network and botnet. 

Phase 2 – Overwhelm Network Security Personnel  
Objective: This goal of this phase is to wear down the first-responder capabilities 
of the Internet Service Provider (ISP) community just prior to D-Day. The attacks 
will occur for 2 to 3 hours during p eriods when first responders are normally not 
at work (e.g., 2:00 a.m . or holidays). Attacks should repeat  randomly across the 
ISP and the core in ternet services community with the in tent of demoralizing the 
first responders. These events will all tak e place in the las t few days before D-
Day. 

Event 2.1: Forge Address Resolution Protocol (ARP) replies 
Attack Mechanism: Forge ARP replies with random  Internet Protocol (IP) and 
Mandatory Access Control address inform ation. This is done using the widely 
deployed zombies. Poison ARP caches causing failures th at are very difficult to 
trace and troubleshoot.  

                                                 
2 Botnet is a jargon term for a collection of software robots, or bots, which run autonomously. (www.wikipedia.org) 
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Event 2.2: Undermine Dynamic Host Configuration Protocol (DHCP) 
Attack Mechanism: Randomly ge nerate DHCP release requests on behalf of 
other system s on net works that have zom bies deployed. Random ly generate 
DHCP requests with th e intent of consuming network addr esses. This will caus e 
local system and network adm inistrators to spend valuable tim e tracking down 
problems on local networks.  

Phase 3 – Massive Network Outages 
Objective: Attack m ajor internet services to underm ine cons umer and 
government confidence in the functionality of the internet.  This phase will also  
last only days. 

Event 3.1: Attack DNS functionality 
Attack Mechanism: Conduct Distributed D enial of  Service (DDoS) attacks 
against the websites and their upstream providers. These attacks will us e zombies 
from both inside and outside organizations . Unleash the botnet built over the past  
2 years in a massive DDoS attack. 

 
Planning Considerations: 
Geographical Considerations/Description –  
The problem s are experienced acro ss the Coun try, as well as internatio nally. Overs eas 
trade could  be affected due to the m istrust in the U.S. in ternet inf rastructure and  the 
problematic U.S. economy. 
 
Timelines/Event Dynamics – 
A year or two is needed for preparation. The attack is executed over a period of months to 
ensure extended press coverage and undermine confidence in the internet. 
 
Assumptions – 

• Initial reconnaissance is e ither undetected or detected but not effectively acted 
upon. 

• The UA can avoid tipping off U.S. intelligence by using U.S.-based hosting 
companies as it gathers resources for the attack.  

• C2 issues of tim ing several nearly sim ultaneous attacks can be worked out by 
UA’s organizational structure. 

 
Mission Areas Activated –  
Prevention/Deterrence: 
The strength of private secto r com panies wi ll be tested in regard to prevention and 
deterrence. 
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Infrastructure Protection: 
Although physical infrastructure is  not at great risk, internet  software dete riorates, and 
numerous systems must be repaired. This requires software expertise, time, and money to 
correct. If not already impacted, numerous systems would have to shut down.  
 
Emergency Assessments/Diagnosis: 
The attack will be difficult to recog nize. Each attack will en d before anyone would have 
enough time to completely diagnose the problem. 
 
Emergency Management/Response: 
Emergency response will be sp lit between technically bri nging systems back online and 
instituting business continuity process, a nd controlling the public perception of the 
situation to restore confidence and prevent panicky behaviors. 
 
Hazard Mitigation: 
All ISPs, Dom ain Name Server/Sy stem (DNS) operator s, and other o rganizations will 
need to evaluate their network topologies, di versity, integrity of b ackup processes, and 
other m ethods of attack  prevention.  Com panies will also h ave to cons ider m ethods to 
improve the first-responder capabilities.  
 
Victim Care: 
Primarily, victim  “care” will be based on eco nomic assurance. C itizens will look for 
Government assurances that the internet is a stable an d viable m ethod for conducting 
business and other financial operations. 
 
Investigation/Apprehension: 
Using intelligence and law enforce ment sources and methods, the investigators will need 
to determine the likely technical source and the identity of the perpetrators. 
 
Implications: 
Fatalities/Injuries – 
No significant fatalities or  injuries are expected, alt hough collateral effects (e.g., 
involving hospitals, emergency services resp onses, and control system s) may have 
limited fatal consequences. 
 
Property Damage – 
No property dam age is exp ected, although those control system s that are dual-hom ed 
may cause physical damage. 
 
Service Disruption – 
Service disruption would occur across m any sectors with possible loss of confidence in 
the internet and services offered such as online banking and e-commerce. 
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Economic Impact – 
The grea test im pact will be  interm ittent an d un predictable disruptions  to th e in ternet, 
which will affect online banking, other e-commerce services, and general public 
confidence. 
 

 
 

 

 



National Planning Scenarios FOR OFFICIAL USE ONLY                   Version 21.3 

APPENDIX: Scenario Working Group Members A-1 

APPENDIX: Scenario Working Group Members 
 
The Homeland Security Council receives inte ragency guidance via a num ber of Policy 
Coordinating Committees (PCCs). One of the m is the Dom estic Threat, Response, and 
Incident Management (DTRIM) PCC; the Scenarios Working Group (SWG) supports the 
DTRIM. The members of the SWG are as follows: 
 
CHAIR: Janet K. Benini, Director of Re sponse and Planning, W hite House Homeland 

Security Council 
 
Arkin, Richard Department of Energy 
Avato, Steven Department of Justice, ATF 
Bar-shalom, Tali White House Office of Science and Technology Policy 
Biersack, Walter Department of Energy 
Broun, Laurence Department of the Interior 
Companion, Tod National Aeronautics and Space Administration 
Conklin, Craig Department of Homeland Security, FEMA 
Daly, Kevin Department of Justice, FBI 
Dickson, Howard Department of Homeland Security 
Dolce, Robert Department of State 
Edelman, Phil Department of Health and Human Services 
Fancher, Raymond Department of Justice, FBI 
Finan, William Environmental Protection Agency 
Fuller, Gordon Department of Justice, FBI 
Gillin, MAJ Jeff Department of Defense 
Gosnell, William Department of Defense, USACE 
Gruber, Corey Department of Homeland Security, ODP 
Guffanti, Marianne Department of the Interior, USGS 
Hastings, Thomas Department of State 
Hatchett, Richard Department of Health and Human Services 
Havens, Kathryn National Aeronautics and Space Administration 
Ippoliito, David Department of Labor, OSHA 
Irwin, William Department of Defense, USACE 
Jones, Gregg Department of Defense 
Jorgensen, Andy Department of Defense 
Kadlec, Robert White House Homeland Security Council 
Kerr, Larry White House Office of Science and Technology Policy 
Kevern, Thomas Nuclear Regulatory Commission 
Krueger, Steve Department of Justice, FBI 
Landry, Steve Department of Homeland Security, ODP 
Lim, Kent Department of Commerce 
Lowe, Tom Department of State 
Lustig, Teresa Department of Homeland Security 
Lystra, Clark Department of Defense 
MacKinney, John Environmental Protection Agency 
Maddox, Justin Department of Energy 
Malak, Patricia Department of Homeland Security, ODP 
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Martin, Mark Department of Justice, ATF 
McClenney, Lucretia Department of Veterans Administration 
McCreight, Robert Department of State 
McGarry, Sherri Department of Health and Human Services, FDA 
Metzler, John Department of Energy 
Michling, Suzanne Department of Defense 
Mjoness, Mark Environmental Protection Agency 
Mize, W. Keith Department of Energy 
Morzinski, Gregory Department of Defense 
Mullin, Jonathan National Aeronautic and Space Administration 
Newton, Robert Terrorist Threat Analysis Center 
Nicholas, Paul White House Homeland Security Council 
Noji, Eric Department of Health and Human Services, CDC 
Park, Tom Department of Homeland Security, FEMA 
Pavetto, Carl Environmental Protection Agency 
Peluso, Francis Department of Transportation, FAA 
Pond, Robert Department of Homeland Security, USCG 
Pratt, Britt Department of Agriculture 
Siebert, Mark Department of Justice, ATF 
Sizemore, R. Tom Department of Veterans Administration 
Smith, Alan Department of Agriculture, APHIS 
Steele, Scott Department of Justice, FBI 
Stephens, David White House National Security Council 
Taborn, Michael Department of Transportation, FTA 
Thomas, Lori Department of Agriculture 
Tupin, Edward Environmental Protection Agency 
Venkayya, Rajeev White House Homeland Security Council 
Webster, James Department of State 
Weidner, John Department of Homeland Security 
Williams, John Department of Agriculture 
Williamson, Suzanne Department of Justice, FBI 
Winters, Stephen Department of Defense 
Young, Bruce Department of Veterans Administration 
 
 
 




