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FOREWORD The Law Commission has been reviewing the law of privacy. The project was
a very large one, and the Commission approached it in four stages. The first stage
resulted in a study paper, Privacy: Concepts and Issues; the second in a report,
Public Registers; and the third in a report, Privacy: Penalties and Remedies.
The present report concludes stage 4. It is a review of the Privacy Act 1993, the
Act which deals with the collection, security and use of people’s personal
information, and sets up the office of Privacy Commissioner.

The government has postponed action on stages 2 and 3 until the completion of
this fourth stage, so that the proposed reforms can be seen as a package.

The review of the Privacy Act, the subject of this report, is timely. The Act is now
18 years old. In this modern age, technology, and its ability to gather, store and
disseminate information about people, has advanced beyond anything imaginable
in 1993. Much personal information is held by large agencies in both the public
and private sectors. It can be sent to agencies overseas. It is very important to
people that their personal information is properly protected, and that the law is
flexible enough to be able to move with the times and provide that protection.

On the other hand, we must also accept that privacy is not an absolute value.
It must be balanced against other important values: health and safety,
law enforcement and national security, for example. The challenge is to get the
balance right between protecting privacy and allowing disclosure of information
to appropriate people when that is necessary.

This report investigates how far the Act’s principles need to be amended. It also
tackles some important policy questions, such as whether the Privacy
Commissioner needs more powers; whether the complaints process, particularly
in progressing claims to the Human Rights Review Tribunal, could be
streamlined; whether agencies which lose people’s information should have to
tell them; and what the obligations should be of agencies which send personal
information overseas.

These questions are important, not only for the citizens whose personal
information is in question, but also for the agencies which deal with it.

In reaching its conclusions the Commission consulted with, and received
submissions from, many persons and organisations. It records its thanks to all
those who participated, and acknowledges in particular the assistance it has
received from the Office of the Privacy Commissioner and the Ministry of Justice.

The Commissioners who worked on the privacy project were Sir Geoffrey
Palmer and John Burrows. The legal and policy advisers who were involved in
stage 4 were Ewan Lincoln, Joanna Hayward, Sara Jackson, Steven Melrose and
Geoff Lawn. Legal and policy advisers who worked on other stages of the privacy
review were Mark Hickford, Susan Hall, Rachel Hayward and Janet November.

(F Fias

Hon Sir Grant Hammond KNZM
President
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This glossary contains a list of acronyms, abbreviations and other terms that are
used regularly throughout this report, together with their corresponding
meanings. Where appropriate, it also contains the names of some bodies and an
explanation of what they do. It is followed by a list of sources that appear
frequently in abbreviated form in footnotes, together with their full citations.

ALRC

APEC

Article 29
Data Protection
Working Party

Commissioner

Director
EU

Federal Trade
Commission

HIPC

OECD

Law Commission Report

Australian Law Reform Commission

Asia-Pacific Economic Cooperation. APEC
is an Asia-Pacific regional economic and trade
forum, consisting of 21 member economies.

A Working Party set up under Article 29
of the EC Data Privacy Directive 95/46/EC.
It is an independent European advisory
body on data protection and privacy.

Privacy Commissioner (unless the context
indicates otherwise)

Director of Human Rights Proceedings
European Union

The Federal Trade Commission is the Federal
United States body which oversees consumer
protection and competition in the United States,
including the regulation of business practices
that impinge on personal privacy.

Health Information Privacy Code 1994
Organisation for Economic Cooperation and

Development. The OECD is a forum of 34 member
countries which promotes economic development.




OECD Guidelines

OIA

oPC

PETSs

PIAs

PIPEDA

Tribunal

OECD Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data (1980)

Official Information Act 1982

Office of the Privacy Commissioner (NZ)
Privacy-enhancing technologies (see chapter 10)
Privacy impact assessments (see chapter 10)

Personal Information Protection and Electronic
Documents Act 2000. PIPEDA is the Canadian
Federal privacy law that applies to the private
sector.

Human Rights Review Tribunal or, prior

to 2002, the Complaints Review Tribunal.

The Human Rights Review Tribunal is established
under the Human Rights Act 1993. It replaced

the Complaints Review Tribunal, which existed
from 1993 to 2002.

The following sources appear frequently in the footnotes to this report.
They are cited in the footnotes as shown on the left below; the full citation

appears on the right.

Enhancing National
Privacy Protection

For Your
Information

Issues Paper

Australian Government Enhancing National
Privacy Protection: Australian Government
First Stage Response to the Australian Law
Reform Commission Report 108: For Your
Information: Australian Privacy Law and
Practice (Canberra, 2009).

Australian Law Reform Commission For
Your Information: Australian Privacy Law
and Practice (ALRC R108, Sydney, 2008).

Law Commission Review of the Privacy Act
1993: Review of the Law of Privacy Stage 4
(NZLC 1P17, 2010).
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Necessary Office of the Privacy Commissioner Necessary

and Desirable and Desirable: Privacy Act 1993 Review
(Wellington, 1998).

1st Supplement Office of the Privacy Commissioner Supplement

to Necessary to First Periodic Review of the Operation of the

and Desirable Privacy Act 1993 (Wellington, 2000).

2nd Supplement Office of the Privacy Commissioner Second

to Necessary Supplement to First Periodic Review of

and Desirable the Operation of the Privacy Act 1993
(Wellington, January 2003).

3rd Supplement Office of the Privacy Commissioner

to Necessary Third Supplement to First Periodic Review

and Desirable of the Operation of the Privacy Act 1993
(Wellington, December 2003).

4th Supplement Office of the Privacy Commissioner

to Necessary Fourth Supplement to First Periodic

and Desirable Review of the Operation of the Privacy

Act 1993 (Wellington, 2008).
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INTRODUCTION

1

This report concludes the Law Commission’s 4-stage Review of Privacy.
This fourth stage is a review of the Privacy Act 1993, the Act which regulates
the collection, security and use of people’s personal information. We published
an issues paper on the subject in March 2010, and this report follows that issues
paper. Most of the recommendations in this report were foreshadowed in that
earlier paper.

Chapter 1, Introduction, explains the background to, and history of,
the review, and discusses the similar review recently completed in Australia.
(We have referred to the Australian report frequently in this report.) This chapter
also summarises briefly the main provisions of the Privacy Act. It concludes with
a summary of the considerations we have borne in mind in our review: the need
to keep the Act consistent with international privacy instruments; the need to
ensure that it is able to keep pace with technological developments; the need
to learn from the practical experience of working with the Act; and the need to
remember that privacy is not an absolute value. The last of these considerations
means that privacy must be balanced against other important values such as
freedom of information, health and safety, law enforcement and the effectiveness
of government and business.

THE ACT'S
MAIN
PROVISIONS

3

Chapter 2, Scope, approach and key definitions, gives an overview of the
Act. The Act is principles-based, containing a series of 12 open-textured
principles. Some of these principles are that people should know the purpose for
which information about them is being collected; it should not be collected by
unfair methods; once collected it should be kept secure; it should not be used or
disclosed for purposes other than that for which it was obtained; and people
should be allowed to access the information that an agency holds about them.
To several of the principles there are a number of specific exceptions. We discuss
the pros and cons of this approach. Open-textured language has the virtues of
flexibility and capacity to move with the times. We conclude that these virtues
justify retention of the principles-based approach, although we note also the
downside: that application of the broadly-phrased language to a particular fact
situation can sometimes be difficult, and can lead to misunderstandings and
differences of opinion. We think that guidance and education for those applying
the Act, together with some minor amendments to the principles, are a better
solution than moving to a rules-based approach. In this chapter we also explain
the role of guidance from the Office of the Privacy Commissioner (OPC).

We propose a new purpose section which, although based on the present long
title of the Act, gives more emphasis to the fact that privacy is subject to
exceptions which recognise other countervailing interests.

Review of the Privacy Act 1993 — Review of the law of privacy stage 4
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5  Chapter 2 also looks at some key terms and their definitions, and asks whether
they need clarification or amendment. Some of the key terms used in the Act are
“personal information”; “individual”; “collect”; and “publicly available
publication”. The open texture of which we spoke leads to the use of such
expressions. The first two of these terms could do with guidance and explanation
rather than amendment. In discussing “individual” we spend some time
examining the vexed question of whether the Act should protect the privacy of
deceased persons: currently it does not, with a number of specific exceptions.
We think that only minor legislative change is merited, but that in some specific
contexts codes of practice could be useful in making provision for information
about deceased persons. But we think “collect” does need legislative amendment:
currently it excludes unsolicited information, and this exclusion has caused
uncertainty and ambiguity. We think that the definition of “publicly available
publication” also needs amendment to keep up with this technological age; it
must be clear that it includes publication on the internet. The rules about
“publicly available publication” also need to be changed to avoid some of the
anomalies that can exist at the moment.

6  Chapter 3 is on the Privacy principles. The information privacy principles
are at the heart of the Privacy Act. This chapter takes a detailed look at them to
see if any of them, or the many exceptions to them, need amendment. Some of
the amendments we propose are of a detailed nature, but they do involve some
important questions. One such question is whether principle 4 (which provides
that methods of collection must not be unlawful or unfair) should apply to
attempts to collect information as well as to actual collection. One can well argue
that if people try unsuccessfully to get information about someone by unfair and
intrusive means, that individual’s privacy can be invaded just as much as if
personal information is actually obtained. There are also questions about people’s
rights to obtain access to their own information: whether anything can be done
if they are coerced by another into requesting access; whether the likelihood of
serious harassment should be a reason for refusing access; whether a request for
access can be refused if the same information has been requested or refused
before. One of the most important questions is whether the health and safety
exception to the non-disclosure principle (principle 11) and the use principle
(principle 10) should be relaxed. Currently the Act requires that for a threat to
health and safety to justify disclosure of personal information, that threat must
be “serious and imminent”. It has been suggested frequently and forcefully that
the word “imminent” is too strong: a threat to health and safety can still justify
disclosing information even though the threat may not be likely to eventuate on
the instant. We agree with that suggestion, and recommend that the word
“imminent” be deleted, although in that case we think the word “serious” would
benefit from definition. We also ask whether there should be any new principles,
in particular one facilitating anonymity for people supplying information, or one
advocating openness and transparency about information-handling practices.
We support the first, but not the second.
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Chapter 4 is about Exclusions and exemptions. Some agencies are excluded
from the coverage of the privacy principles; some activities are exempted from
them. This chapter asks whether they should be. We conclude that the
Parliamentary Service should be covered by the Act, but only in relation to its
departmental holdings: information held by the Service on behalf of Members of
Parliament should not be covered. But we suggest that Parliament itself may wish
to consider the application of the privacy principles to other parliamentary entities.

The Ombudsmen are currently exempt from the Privacy Act. We acknowledge
that the secrecy provisions of the Ombudsmen Act go much of the distance in
protecting individual privacy, but believe there are still some residual areas
where the Privacy Act could apply. We recommend that the Ombudsmen should
be subject to the Privacy Act, in the interests of comparability with other
organisations. We are satisfied that the specific provisions of the Ombudsmen
Act will ensure that the security and efficiency of their investigations will not
be compromised by their coming under the Privacy Act.

We think that the Office of the Auditor-General faces particular difficulties in
its investigations, and that principles 6 and 7 of the Privacy Act (the access and
correction principles) should not apply in respect of personal information held
by the Auditor-General. We also believe that there should be an extension of the
privacy principles which apply to the intelligence organisations, but that a
proposal to create a general exception for access to intelligence investigatory
material should await a review of the New Zealand Security Intelligence Service
Act, rather than being dealt with in the present review.

The news media are largely exempt from the principles in the Privacy Act.
We believe this exemption continues to be justified: the Act is so framed that
some of it cannot be sensibly applied to the media, whose job is to provide
information to the public. Nevertheless, it is clear that the media should respect
privacy. We think the media regulators (the Broadcasting Standards Authority
and Press Council) are the appropriate bodies to frame and enforce privacy
principles which are sensible and workable in the media context. This leads us
to propose that, for the purposes of the Privacy Act exemption, the term “news
media” should be confined to media agencies which operate under a code of
ethics and are subject to a complaints body. We also recommend the removal
of the present anomaly that Television New Zealand and Radio New Zealand,
while generally exempt from the Act’s principles, are subject to principles 6 and 7,
the access and correction principles.

The “domestic affairs” exemption in section 56 provides that information
collected or held solely or principally for the purposes of personal, family
or household affairs is exempt from the privacy principles. That is too absolute.
We recommend that it be amended to ensure that objectionable conduct
(say, publishing sensitive or humiliating information on the internet) is caught
by the Act, even if that information was originally collected in a domestic
context. We also recommend changes to section 54, which authorises the Privacy
Commissioner to grant exemptions from some of the Act’s principles.

Review of the Privacy Act 1993 — Review of the law of privacy stage 4
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ENFORCEMENT 12  We then proceed to examine how the Act’s principles are enforced. With the
exception of the access principle (principle 6) in relation to public sector
agencies, the principles are not enforceable in a court of law: the Act is explicit
about that. The Act sets up the office of Privacy Commissioner. If a person thinks
he or she has been harmed by a breach of one of the Act’s principles, he or she
can lay a complaint with the Privacy Commissioner, who will then investigate
the complaint and try to arrive at a settlement. If that attempt is unsuccessful,
the case can go forward to the Human Rights Review Tribunal, which has an
enforcement jurisdiction with the power to make orders and award damages.

13 The title of Chapter 5, Role, functions and powers of the Privacy
Commissioner, is self-explanatory. We look at the way the Commissioner’s
functions are set out in the Act, and recommend abridgment and consolidation
of the current very long list of Privacy Commissioner functions, although this is
a question of drafting rather than getting rid of existing functions. The list of
functions goes beyond hearing complaints: it includes monitoring, educational
and reporting functions.

14 We also examine the current requirement that the Privacy Act be reviewed every
five years and conclude that, given the rapid advance of technology which poses
increasing threats for privacy, that review cycle should continue. But we think it
should not be conducted by the Privacy Commissioner, as is currently the case.
An independent review panel appointed by the Minister should perform the task.

15 Finally in this chapter, we discuss the Privacy Commissioner’s code-making
power. The Commissioner can make codes of practice to regulate particular
activities or sectors. These codes have the force of law, and can vary the Act’s
principles. Currently there are three main ones, regulating the health sector, the
telecommunications industry and credit reporting. We recommend that, while
the power to make codes of practice is useful and should be retained, this
important law-making power should not reside in the Privacy Commissioner
alone as it does at the moment. Constitutionally, the present process is most
unorthodox. Codes should be made by Order in Council on the recommendation
of the Commissioner. Given that codes can vary an Act of Parliament and are
therefore a particularly strong form of delegated legislation, we think the
standard checks and balances should apply, although we acknowledge that there
is no suggestion that the current process has in any way been misused.

16 Chapter 6, Complaints, enforcement and remedies, deals with the means of
enforcement. Currently the “enforcement” system is complaints-based. The
Privacy Commissioner investigates individual complaints, but has almost no
enforcement powers; those powers reside in the Human Rights Review Tribunal.

17 The present processes have the potential to be complex and confusing. This is
particularly so of the process of getting matters to the Tribunal, which currently
involves the intervention of the Director of Human Rights Proceedings, who
decides whether the case should proceed. We think there needs to be a
streamlining and simplification of process, with the Commissioner able to take
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21

22

a more direct role him- or herself. Moreover, a system centred on complaints by
individuals is not always effective in correcting ongoing problems which may
continue to affect others. We set out the principles which we think should
underlie reform. They are based on cost-effectiveness, efficiency, speed of
resolution, better means of ensuring systemic change, and a more effective range
of enforcement tools.

First, we believe that the Director of Human Rights Proceedings should no
longer have a role in privacy proceedings. The present process causes delay,
duplication, and much confusion for the uninitiated. The Privacy Commissioner
him- or herself should be able to take cases to the Tribunal.

Secondly, we recommend that complaints relating to access to one’s own personal
information under principle 6 should be able to be determined by the Commissioner
(rather than, as at present, the Commissioner being able only to try to negotiate a
solution). These cases can be dealt with on the papers: they are effectively reviews
of an agency’s decision rather than the investigation of a complaint of misconduct.
The suggested system would be quicker and more efficient than the present one
whereby, if the Commissioner fails to negotiate a solution, the matter goes to
the Tribunal for a hearing. Under the proposed new system, appeals would lie
to the Tribunal against a determination by the Commissioner.

Thirdly, we recommend that it be clarified in the Act that representative
complaints (that is to say, complaints brought by one person on behalf of a group
or class of affected persons) are possible under the Act. It could at times be a
good thing for a class of persons who have all been affected by a breach of the
Act to group together and be represented by one person. The Act also needs to
provide detail about the rules applying to such complaints.

Fourthly, we recommend the creation of two new offences to add to the very
small list of offences currently in the Act. One would deal with getting access to
someone else’s information by impersonating that person; the other with evading
a request for access by destroying the relevant documents.

The fifth recommendation in this chapter is one of the most important in the
report. It is that the Privacy Commissioner should be able to issue compliance
notices: that is to say, notices requiring an agency to correct a practice which is
not in compliance with the Privacy Act. The complaints system is not good at
putting right continuing systemic problems, some of which can affect large
numbers of people. We are persuaded that problem situations exist which could
be corrected by the issue of a notice. A search of the statute books reveals
a number of instances where other regulatory officials have similar powers.
They are common in privacy regulators overseas. Compliance notices should
be challengeable in the Human Rights Review Tribunal. If not challenged
within a prescribed time, or if upheld by the Tribunal after challenge, non-
compliance would be an offence. Compliance notices should be the exception
rather than the rule: they should only be resorted to if persuasion has failed.

Review of the Privacy Act 1993 — Review of the law of privacy stage 4
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23 A sixth important recommendation is that the Privacy Commissioner should
have power to require audit of an agency: essentially, an audit of its information-
handling practices. There is already limited power to do this: the Commissioner
must periodically review information matching programmes, and there is a
requirement of audit in the Credit Reporting Privacy Code. Given the complex
information-handling systems of some of the large organisations with which the
Commissioner has to deal, and the limitations of the complaints system in dealing
with systemic issues, we think a broader power to require audit of an agency is
desirable. There is no intention that there be regular audits of all agencies; they
should be undertaken sparingly and only where a good reason exists. They could
be undertaken by the Commissioner, by a body commissioned to do so, or by the
agency itself with a report to the Commissioner. They might be of only one
aspect of the agency’s operation.

24 Many overseas Privacy Commissioners have such a power. We note also that the
Chief Archivist has, under the Public Records Act 2005, the function of
conducting cycles of audits of the record-keeping practices of all public agencies:
this Act is about information handling, just as the Privacy Act is.

25 Chapter 7 is on the important topic of Data breach notification. “Data
breach” is a term in very common use, grammatically inelegant though it may
be. It refers to the situation where, due to a security lapse or deliberate hacking,
personal information held by an agency is lost, or gets into the hands of
unauthorised persons. Cases of large “spills” of personal data (often customer
details) are frequently reported in the media. Currently, if there is such a
breach, there is no obligation to notify the individuals concerned. When they
eventually find out it may be too late for them to take protective measures.
In some other jurisdictions there is an obligation to notify such breaches, and
we examine whether there should be in New Zealand. We conclude that there
should be, although the threshold should be set fairly high, given the potential
resource implications: if even the most minor breaches had to be notified,
the system would break down under its own weight. We conclude that there
should be an obligation to notify (a) if doing so would enable the individuals
concerned to take preventive measures, for example by cancelling their credit
cards or changing their passwords; or (b) if the breach is a serious one: we
propose criteria for making that judgment. The chapter also discusses the detail
of the statutory provisions which would be needed were such a duty to be
imposed: they would cover such questions as who should notify; how and
when notification should take place; whether the Privacy Commissioner should
also be told; and whether there should be any exceptions to the duty.

16 Law Commission Report



MISCELLANEQUS 26

27

28

29

30

The last five chapters cover a range of matters.

Chapter 8, Interaction with other laws, notes that the Privacy Act interacts
with a number of other statutes. Sometimes that interaction is quite complex,
and there can be questions about which statute prevails in the case of
inconsistency. (This problem is not peculiar to the Privacy Act: it is an inevitable
consequence of our New Zealand system of legislation, which does not have a
“seamless” code.)

This chapter recommends a redrafting and simplification of section 7, which
essentially provides that in the event of inconsistency between the Privacy Act
and another law, the other law prevails. At the moment, section 7 is extremely
complex. We also recommend that the Legislation Advisory Committee
Guidelines should contain guidance that future Acts should expressly indicate
their relationship with the Privacy Act, where that relationship is likely to be an
issue. It would be helpful if the Office of the Privacy Commissioner and the
Ministry of Justice could provide a list of frequently-arising statutory overrides
of the Privacy Act.

In addition, we look at a number of instances where specific legislation has given
rise to particular problems in its relationship to the Privacy Act. The main ones
are as follows. The relationship between the Privacy Act and the privacy
withholding ground in the Official Information Act 1982 has been productive of
some uncertainty in agencies which have to apply both Acts. We propose a
provision which clarifies that, when a request is made under the Official
Information Act, it is that Act which prevails. The interface between the Privacy
Act and the Public Records Act 2005 is also less straightforward than we think
desirable, and we recommend some amendments to clarify that relationship.
We also discuss the interaction between the Privacy Act and some legislation
governing criminal records: the Criminal Disclosure Act 2008, the Evidence
Regulations 2007 and the Criminal Proceedings (Access to Court Documents) Rules
2009. Most importantly, we ask whether the obligation to disclose relevant
information to a defendant under the Criminal Disclosure Act should be subject
to an exception where the disclosure would involve an unwarranted intrusion
into the affairs of a third person. (Our concern arises from a case where a
prosecution disclosure involved details of a large number of a website’s customers
who had nothing to do with the alleged offence.) We conclude that the Act
should contain an express reference to the interests of third persons in
determining what information is “relevant”.

Chapter 9 discusses Law enforcement. “Maintenance of the law” is an
exception to the principles of the Privacy Act in two quite distinct situations:

(1) Itis an exception to the duty to give an individual access to his or her own
personal information.

(i1) It is an exception to the duty not to disclose an individual’s personal
information to others.

Review of the Privacy Act 1993 — Review of the law of privacy stage 4
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31 There is some uncertainty as to what the exception means. It is another open-
textured term. But it is in common use throughout the statute book, and it will
not be easy to amend it significantly without creating ramifications downstream.
We recommend that further guidance be made available as to what it means and
how it should be applied. But we think there should be a few statutory
amendments. The most important relates to the reporting of offences. The Police
have a particular concern that citizens are reluctant, because of the Privacy Act,
to report offending to them. We think there should be a new exception spelling
out expressly that the reporting of suspected offences is permitted under the
Privacy Act. An information campaign on this subject would also be worthwhile.

32 In this chapter on law enforcement we also discuss schedule 5, the law
enforcement schedule. If our proposals on information sharing (see appendix 1)
are accepted, schedule 5 will simply merge into the new system that we propose
for information sharing: it will, in other words, be overtaken by events.

33  Chapter 10, Technology, emphasises the challenges to privacy posed by
advances in technology. We summarise some of the main areas: for instance, the
internet, online tracking and targeted advertising, cloud computing, deep packet
inspection, location and tracking technologies, and biometrics. All of these can
have privacy implications, and things are moving very fast. The question is
whether the Privacy Act needs to be amended to take account of this rapidly
changing landscape. Overall, we think the broad principles of the Act are flexible
enough to cope. But it should be made clearer than it currently is that the Privacy
Commissioner’s watching brief over privacy in general is broad enough to ensure
that he or she can monitor all technological developments and not just those
relating to computers: a small amendment will achieve that.

34 We encourage the establishment by the Commissioner of expert committees to
assist, and also to promote privacy by design (that is, the use of privacy-enhancing
technologies in new products).

35  We also believe that there should be a requirement for public sector agencies to do
privacy impact assessments when undertaking new developments which could
affect privacy, although we think that should best be provided for in a policy
decision communicated in a Cabinet Office Circular rather than by a legislative
amendment. We recommend that in respect of one new technology — biometrics
- the Privacy Commissioner should explore the possibility of a code of practice.

36  We also note the critical importance of educating people — particularly young
people — on how to respect and protect their online privacy.

37 Chapter 11 is about Sending personal information overseas. These days,
information is truly an international commodity. So is privacy protection: not
only do international organisations have privacy principles (OECD, EU and
APEC, for example) but there is an international community of privacy
commissioners and other regulators who sometimes need to cooperate to
discourage privacy-intrusive practices by multinational enterprises.
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In this chapter we are concerned with the transmission of personal information
to an entity outside New Zealand. This may be by way of outsourcing, or for some
other purpose. By “outsourcing”, we mean situations in which the information is
held, stored or processed by the other agency for the “outsourcer”, or where the
relationship is essentially a principal-agent relationship. We recommend that,
in relation to outsourcing-type activities, there should be a statutory requirement
that the New Zealand agency which has outsourced the information should
be absolutely accountable if anything goes wrong. It has employed someone else
to do its job, and it should be just as if it continued to hold the information itself.
There is such a provision in the Act now, but it needs to be made clearer.
(The same principle should also apply if the outsourcing arrangement is entirely
within New Zealand.)

As to other sorts of transfer of information overseas (assuming the transfer is
itself permitted under the privacy principles) we recommend that there should
be an obligation of due care and diligence on the part of the New Zealand
transferor to ensure that the overseas recipient is able and willing to observe
acceptable privacy standards. The Privacy Commissioner should play a part by
maintaining a list of privacy frameworks which are acceptable for this purpose.

There have been some striking instances recently where the Privacy Commissioners
of several countries have joined together to try to put pressure on multinationals
to desist from privacy-invasive practices. The Act should enhance the Privacy
Commissioner’s power to cooperate with overseas Privacy Commissioners and
similar regulatory authorities. Limited power was given in a 2010 amendment,
but it needs to be strengthened. The Act should also contain a mechanism to allow
for the recognition of systems of regional cross-border privacy rules at some future
stage, should present APEC initiatives for such rules proceed.

In Chapter 12 we consider some Other issues. Although a miscellany of matters
is dealt with in this chapter, their importance should not be underestimated.

In the section on culture and privacy we particularly discuss areas in which
Maori and Pakeha views of privacy may be different. We consider how we can
better ensure that the perspectives of different cultures are taken into account
and given effect to by the Privacy Commissioner. We propose the inclusion of a
provision in the Privacy Act to facilitate that. The provision we prefer is one
drawn from the Families Commission Act. Children and young people raise
special questions too. We have debated whether to make special provision in
relation to children, and in particular whether there should be an “age of
authorisation” (say 16) at which young people can validly give their consent to
the collection, use or disclosure of their information. But, due to the difficulties
of verifying age online (which is where most of the problem is), and given OPC’s
view that the law is workable as it stands, we have opted for minimal change.
We have, however, proposed that age should be a factor in deciding whether
collection practices are “unfair” for the purpose of privacy principle 4. We also
support express reference in section 14 to New Zealand’s international
obligations concerning the rights and best interests of the child.
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43 We also recommend the formation of a working group to consider issues of
capacity under the Privacy Act.

44 Direct marketing is a recurring topic in discussions of privacy. Intrusive
marketing practices can upset people. In our view this is as much a matter of
consumer law as of privacy. We are attracted to the idea of putting the “do not
call” register currently operated by the Marketing Association on a statutory
basis, and suggest that the Ministry of Consumer Affairs should progress this
work. It seems to us that an amendment to the Fair Trading Act would be the
appropriate vehicle.

45 Unique identifiers have been subject to special provision since the commencement
of the Privacy Act. We examine them in a discussion of identity crime, and
recommend that agencies which display unique identifiers must take all
reasonable steps — such as number truncation - to minimise the risk of misuse.

46  Health privacy is a sensitive and very complex issue. It may be necessary for health
professionals to share an individual’s health information, and health information
(usually anonymised) can be important for research purposes. Yet no other kind
of information is as “private” and sensitive as health information. Currently,
the law about it is contained in a number of Acts, and in the Health Information
Privacy Code. We believe the area requires specific and specialist study, and that
the rules should be codified in a separate statute. Such a statute would go wider
than privacy: it would be a health information statute.

47 We asked in our issues paper whether there needs to be specialist provision for
workplace privacy: we put forward the possibility of a separate Workplace Privacy
Act. While concerns were certainly expressed in submissions about intrusions
on employee privacy, there was insufficient support for a separate Act. But some
of the proposals for amendments to the Privacy Act which we recommend
in this report address concerns in the context of the workplace just as much
as elsewhere.

INFORMATION 48  The report contains two appendices on the subjects of Information sharing

SHARING AND and Information matching. Our issues paper contained chapters on those

MATCHING topics. The first of them is about the ability of government agencies to share
personal information about individuals. Such sharing may be with a view to
providing better and more efficient services for individuals and families. It may
be with a view to detecting wrongdoing. It may, indeed, be for any of a large
number of purposes. But such arrangements do have significant implications for
the privacy of the individual. Currently, attempts to share information do not
always work satisfactorily, with agencies taking different views as to what the
law will permit. This question is of considerable interest to the Government, and
the Minister Responsible for the Law Commission asked the Commission to
publish its conclusions on information sharing in advance of our final report on
the review of the Act. We did so on 29 March 2011, in the form of a Ministerial
Briefing. This was published on our website on the day it was presented to the
Minister. It is currently under consideration by the Government. We publish it
in this report as appendix 1.
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50

In essence, our view is that proposals for the sharing of personal information
between government agencies should be drawn up as agreed programmes,
go through a process of consultation which will include consultation with the
Privacy Commissioner, and be submitted for final approval by Order in Council.
The purpose would be to ensure that there was certainty as to what information
could be shared, while still ensuring that risks to privacy are properly managed.
A new part of the Privacy Act would lay down the process. It would contain a
statement of matters which would need to be covered in each programme
agreement, and the criteria for approval. It would also prescribe transparency
requirements: approved programmes would need to be published, a list of them
should be contained in a schedule to the Privacy Act, and there should be reports
on their operation. The appendix also discusses some important questions, such
as whether non-governmental organisations should come within the scope of
this sharing regime, and whether all sharing programmes between government
agencies should require approval, or only those which involve variation of the
Privacy Act’s principles.

Another question is what will happen to information matching if our proposals
about information sharing are accepted. In our view, information matching is
just a subset of information sharing, and it is a subset which is very hard to
define with precision. Since the inception of the Privacy Act, information
matching has been dealt with by a special statutory regime in the Act. Matching
programmes are authorised individually by special statutory provisions, and once
in place are subject to strict reporting and monitoring requirements. It is our
view that if government accepts our information sharing proposals, information
matching should simply merge into those, and be subject to the new rules about
information sharing. But, in case our proposals on information sharing are not
accepted and the information matching rules stay in the Act, we set out in
appendix 2 our recommendations for some (relatively technical) amendments
to those rules.
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CHAPTER 2 R1

A new Privacy Act should be enacted. In addition to implementing the
recommendations of this report, it should incorporate changes recommended
by the Privacy Commissioner in Necessary and Desirable and its supplements.

The Privacy Act should continue to take an open-textured, principles-based
approach to regulating information privacy.

The Privacy Act should have a purpose section, which should state that the
purposes of the Act are to:

promote and protect privacy of personal information, subject to exceptions
and exemptions which recognise other rights and interests that will sometimes
override privacy;

provide for access by individuals to their personal information that is held by
agencies, and for correction of such information;

provide remedies for interferences with privacy of personal information;

give effect to internationally-recognised privacy obligations and standards,
including the OECD Guidelines; and

make other provision for the protection of individual privacy.

The definition of “personal information” should not be amended, but the Office
of the Privacy Commissioner should develop guidance with respect to the
“identifiable” element of the definition.

The Privacy Act should provide that codes of practice may apply any of the
privacy principles to information about deceased persons.

Causes of action under the Privacy Act should survive the complainant’s death,
for the benefit of his or her estate. A “cause of action” should be defined as
accruing at the time the requirements of section 66 of the Act are met.

The definition of “collect” should be amended to provide that situations in which
an agency has taken no active steps to acquire or record information are excluded
from the definition.

Law Commission Report




R8

R9

R10

The definition of “publicly available publication” should be amended to make it
clear that:

it includes websites and other material published in electronic form;

a publication can be publicly available even if a fee is charged for access; and
public registers are included only to the extent that they are generally available
to the public, by moving the reference to “a public register” from the end of the
definition, so that it appears instead before the words “or other publication”.

The Office of the Privacy Commissioner should develop guidance material with
respect to the meaning of “publicly available publication”, focusing particularly
on information to which access is restricted to some extent.

The scope of the “publicly available publication” exceptions to principles 10 and
11 should be narrowed, so that the exceptions cannot be relied on if, in the
circumstances of the case, it would be unfair or unreasonable to use or disclose
personal information obtained from a publicly available publication.

CHAPTER 3

R

R12

R13

R14

R15

R16

R17

R18

R19

The word “directly” should be deleted from principles 2(1) and 3(1).

Principle 2(2) should be amended by adding a new exception covering situations
in which an agency believes, on reasonable grounds, that non-compliance
is necessary to prevent or lessen a serious threat to the health or safety of
any individual.

Principles 3(4)(a) and 3(4)(f)(i1) should be deleted.

Principle 4 should be amended to make it clear that it applies to attempts
to collect information.

The Privacy Commissioner should develop guidance material with respect
to principle 5 and the issue of employee “browsing” of personal information.

Principle 8 should be amended so that it clearly applies to both use and disclosure.

Section 45 should be amended to provide that an agency shall not give access to
information requested under principle 6(1)(b) if the agency has reasonable
grounds for believing that the individual concerned is making the request under
duress in the form of actual or threatened physical harm or psychological abuse.

Section 66(2) should be amended to provide clearly that failure by an agency
to comply with the requirements of section 45 is an interference with privacy.

“Authorise” should be defined in section 2 as excluding situations in which
an individual’s agreement is obtained under duress in the form of actual
or threatened physical harm or psychological abuse.
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R20 Where an agency is not willing to correct personal information in response to
a request made under principle 7, the agency should be required to inform
the requester of his or her right to request that a statement be attached to the
information of the correction sought but not made.

R21  Sections 27 to 29 should be amended to incorporate the agency “belief
on reasonable grounds” threshold, for consistency with principles 10 and 11.

R22  Section 27(1)(d) should be amended so that an agency may refuse access
if disclosure of the information would be likely to present a serious threat to
public health or public safety, or to the life or health of any individual.

R23 A new provision should be added to section 29, allowing agencies to refuse
access where disclosure of the information would create a significant likelihood
of serious harassment of an individual.

R24 The Office of the Privacy Commissioner, in consultation with the Ombudsmen,
should develop guidance material in relation to access requests involving mixed
information about the requester and other individuals.

R25 A new provision should be added to section 29, allowing agencies to refuse
access where disclosure of the information requested:

would involve disclosure of information about another individual or a
deceased individual who is a victim of an offence or an alleged offence; and

the disclosure would be likely to cause significant distress, loss of dignity or
injury to the feelings of that victim or of a deceased victim’s family if they
were to learn of it.

R26  Section 29(1)(c) should be amended to add “or relevant health practitioner” after
“medical practitioner”. Section 29(4) should be amended to define “health
practitioner” as having the same meaning as in section 5(1) of the Health
Practitioners Competence Assurance Act 2003, and “relevant health practitioner”
as “a health practitioner whose scope of practice includes the assessment of
an individual’s mental state”.

R27 A new provision should be added to section 29, allowing agencies to refuse
access if the same information, or substantially the same information, has
previously been provided to the requester, or has previously been denied to the
requester in accordance with one of the grounds for refusal, provided that no
reasonable grounds exist for the individual to request the information again.

R28  Section 35(3)(b) (i), which provides that an agency that is not a public sector
agency may charge for correction of personal information, should be deleted.

R29 Complexity of the issues raised by a personal information request should be
added to the grounds in section 41(1) on which an agency may extend the time
limit for responding to a request.

R0  The words “and imminent” should be deleted from principles 10(d) and 11(f).
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R31

R32

R33

R34

R35

The Act should set out criteria for assessing seriousness for the purposes
of the existing health and safety exceptions to principles 10 and 11, as well as
for the new health and safety exception to principle 2 and the new health and
safety ground for refusing access in section 27 (see R12 and R22 above). These
criteria should be the likelihood, consequences and imminence of any threat to
health or safety.

Principle 12(2) should be redrafted so that the meaning of “assign” is clearer.

An exception for the use of unique identifiers for statistical and research
purposes should be added to principle 12(2).

The Office of the Privacy Commissioner should develop guidance material on
compliance with principle 12(4), aimed at agencies that routinely ask customers
or clients to provide identification.

Principle 1 should be amended by adding a new sub-clause providing that
individuals should be able to interact with agencies anonymously or under
a pseudonym, where it is lawful and practicable to do so in the circumstances.

CHAPTER 4

R36

R37

R38

R39

R40

R41

R42

R43

The Privacy Act should apply to the Parliamentary Service, but only in respect
of its departmental holdings. Information held by the Parliamentary Service on
behalf of Members of Parliament should not be covered by the Privacy Act.

The Ombudsmen should be deleted from the list of entities excluded from the
definition of “agency”.

The definition of “news medium” should be amended so that the news media
exclusion from the Privacy Act applies only to media that are subject to a code
of ethics that deals expressly with privacy, and to a complaints procedure
administered by an appropriate body.

The limiting reference to Radio New Zealand and Television New Zealand
should be removed from the definition of “news medium”, and consequentially
section 29(1)(g) should also be deleted.

Section 54 should be amended to allow the Privacy Commissioner to grant
exemptions from principles 9 and 12.

Section 54 should be amended to require the Privacy Commissioner to report
annually on exemptions applied for and granted under section 54, and to
maintain on the Commissioner’s website a list of all current exemptions.

Section 55 should be amended to provide that principles 6 and 7 do not apply in
respect of personal information held by or on behalf of the Auditor-General, and
in connection with the Auditor-General’s statutory functions. The provision
should make clear that principles 6 and 7 still apply to personal information
about the Auditor-General’s current, former and prospective staff.

Section 56 should be amended to state expressly that the exemption applies to
all of principles 1 to 11.
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Ra4  Section 56 should be amended to provide that it applies to information collected
or held “solely” (rather than “solely or principally”) for the purposes of, or in
connection with, personal, family, or household affairs.

R45  Section 56 should be amended to provide that it does not apply where:

an individual has collected information from an agency by engaging in
misleading conduct (in particular, by falsely claiming to have the authorisation
of the individual to whom the information relates, or to be that individual);
personal information is obtained unlawfully (whether or not the individual
obtaining the information has been charged with or convicted of a criminal
offence) - this includes the collection of information by unlawful means,
and the use or disclosure of information obtained by unlawful means; or
the collection, use or disclosure of personal information would be highly
offensive to an objective reasonable person.

R46  Section 57 should be amended to provide that principles 1, 5, 8 and 9 apply to
the intelligence organisations, in addition to principles 6, 7 and 12 as at present.

CHAPTER 5 R47  Section 13 should be amended to make it clear that it is not a complete list of the
Privacy Commissioner’s functions.

R48  Section 13(1)(d) and section 21 should be repealed.

R49 The Privacy Act should contain a provision that it is to be reviewed every five
years. The review should be undertaken by a committee appointed by the
Minister, and containing persons expert in privacy, law and technology.

R0 The Government should be required to table in Parliament within six months
a response to each review of the Act.

R51  The list of the Privacy Commissioner’s functions in the present section 13 should
be abridged and consolidated as set out in paragraph 5.28.

R52  Codes of practice should continue to be developed by the Privacy Commissioner,
but should require approval by the Governor-General in Council.

R53 The Governor-General in Council should be able to reject a proposed code,
but not to amend it. If a code is rejected, the Minister should provide reasons to
the House of Representatives.

CHAPTER 6 R54 The harm threshold in section 66 should remain in relation to complaints.

R55  The role of the Director of Human Rights Proceedings should be removed in
privacy cases. The Privacy Commissioner should decide which cases are to
proceed to the Human Rights Review Tribunal and act as the plaintiff in those
cases, and perform the other roles currently performed by the Director.

Rs6 The Privacy Commissioner should be able to finally determine access complaints
under principle 6 and issue a notice to release the information.

Rs7  Compliance with a notice to release information (as referred to in R56) should
be able to be enforced by order of the Human Rights Review Tribunal.
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R58

R59

R60

R61

R62

R63

R64

A determination under principle 6 should be appealable to the Tribunal.

If a complainant seeks damages for failing to obtain access to information,
he or she should file a separate claim which would be heard by the Tribunal after
a determination by the Privacy Commissioner.

The Privacy Act should specifically provide that representative complaints are
permitted, and provide more detail about them. It should provide that:

the representative need not be personally affected;
complaints to the Privacy Commissioner should be on an opt-out basis; and

if the matter proceeds to the Tribunal, the Chairperson should determine who
should be notified and whose consent should be required.

The chairperson of the Human Rights Review Tribunal should be a judge at the
level of a District Court Judge.

The Human Rights Review Tribunal should not be empowered to order
exemplary damages.

The Privacy Commissioner should have power to issue compliance notices.
The Act should provide as follows:

The power should lie in relation to breaches of the information privacy
principles or any other statutory duty imposed by the Act.

The matters to be taken into account before making an order should include:

other possible means of securing compliance;

whether the agency has been cooperative;

the likelihood of recurrence;

the number of people who might be affected by the breach; and

the extent of the non-compliance.
Notices should be able to be issued in relation to matters discovered as the
result of a complaint or in any other way.
The agency should have the right to be heard before the issue of a notice.
There should be a right to challenge the notice in the Human Rights Review
Tribunal.
If the right of challenge is not exercised the notice should become enforceable;
if the right of challenge is exercised and does not succeed, the Tribunal should
issue an enforcement order.
The Commissioner should have a discretion to publish the fact that a notice
has been issued.
Non-compliance with an enforceable notice should be an offence under the
Privacy Act.

The Privacy Commissioner should have power to require audits of agencies.
This power should have the following features:

The Privacy Commissioner should have power to undertake such audits
personally; to commission another organisation to do so; or to require an
agency to conduct a self-audit and report the results to the Commissioner.
The Privacy Commissioner should have power to require an audit for good
reasons. Among the good reasons might be:
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(a) that there are reasonable grounds to believe that an agency’s systems
are not adequate to protect privacy;
(b) that an agency or agencies are involved in the handling of particularly
sensitive information (for example, health information); and
(c) that an agency is engaging in a new and relatively untested practice
(such as biometric testing).
The power of mandatory audit should apply to both the public and the private
sectors.

The Privacy Commissioner should have appropriate powers to investigate,
question persons and require information.

The report on an audit should be given to the agency in question, but there
should be power in the Privacy Commissioner to publish the findings more
widely.

R65s The Privacy Commissioner should issue a protocol of the processes to be followed
for conducting an audit.

rRe6 There should be new offences of:

(a) Intentionally misleading an agency by impersonating an individual
or misrepresenting an authorisation from an individual in order to obtain
that individual’s personal information, or to have that information used,
altered or destroyed.

(b) Knowingly destroying documents containing personal information to which
a person has sought access.

CHAPTER 7 Re7 Data breach notification should be mandatory, but only in clearly confined
circumstances.

R68 The criteria for notification should be:
(a) if such notification will enable the recipient to take steps to mitigate a real
risk of significant harm; or
(b) if the breach is a serious one.

R69 In determining whether a breach is serious the agency should take into account:

(a) whether or not the information is particularly sensitive in nature;

(b) the hands into which it may fall or have fallen;

(c) whether it is reasonably foreseeable that significant harm might result; and
(d) the scale of the breach.

R70 The responsibility to notify should lie on the agency which held the information
for the purposes of principle 5 and from whose control it has escaped.

R71  Individuals whose information has been compromised should be notified.
The Office of the Privacy Commissioner should also be notified.

R72 The Privacy Act should provide that the Office of the Privacy Commissioner will
not publish the identities of agencies which notify breaches, unless the agencies
consent or unless in a particular case the public interest so requires.
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R73

R74

R75

R76

R77

R78

R79

Notification should be made as soon as reasonably practicable, with an exception
where an investigation by a law enforcement agency might thereby be prejudiced.

The notice should be such as to fully and fairly inform the individual, and, where
practicable, to point out steps the individual could take to mitigate loss.

Notification should be to the individual where possible, with provision for
substituted service.

There should be an exception to the requirement of notification where it would
be contrary to the public interest.

Failure to notify should be a ground of complaint to the Privacy Commissioner.
The Privacy Commissioner should also have power to issue a compliance notice.

The obligation to notify should be enacted as part of principle 5, with more
detailed provisions elsewhere in the Privacy Act.

If data breach notification becomes compulsory, the Privacy Commissioner
should publish guidance on the subject.

CHAPTER 8

R80

R81

R82

R83

R84

R85

R86

Section 7 should be repealed and replaced by a new provision. That provision
should:

be headed “Relationship to other enactments”;

provide that in case of inconsistency between a privacy principle and another
Act, the other Act will prevail;

provide that regulations previously made which prevail over the privacy
principles should continue so to prevail; and

provide that in future regulations should not override the privacy principles
unless the empowering Act expressly so provides.

Section 7(5) should be moved to Part 6 of the Act.

Section 7(6) should be moved to Part 7 of the Act, should such a provision
remain necessary.

The Legislation Advisory Committee Guidelines should contain a guideline that
new legislation with privacy implications should, where possible and appropriate,
expressly indicate the relationship between the Privacy Act and the new Act.

The Legislation Advisory Committee should consider re-examining its guidelines
on relationships between Acts to see whether more examples and guidance might
be given.

The Office of the Privacy Commissioner and the Ministry of Justice should
consider issuing a list of frequently-arising statutory overrides of the Privacy Act.

An exception should be added to principle 11 making it clear that when requests
for personal information are made to agencies subject to the Official Information
Act 1982 or the Local Government Official Information and Meetings Act 1987,
the latter Acts govern such requests (except in relation to requests by individuals
for access to their own personal information).
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R87 The Public Records Act 2005 should require the Chief Archivist to consult the
Privacy Commissioner when preparing standards about access to archived
records.

R88 A subsection should be added to section 18 of the Public Records Act expressly
providing that that section prevails over principle 9 of the Privacy Act.

R89 Section 16 of the Criminal Disclosure Act 2008 should contain a provision that,
in deciding whether information is relevant for the purpose of section 13(2)
of that Act, consideration must be given to the extent to which it relates to
the private affairs of another individual.

R0 The Evidence Regulations 2007 should expressly provide that they apply to the
exclusion of privacy principles 6 and 7.

R91  Section 42(2) of the Criminal Disclosure Act 2008 should be amended to refer
to the Evidence Regulations 2007.

R92 Statutory secrecy provisions should be addressed in:

(a) the list of provisions overriding the privacy principles that we suggest
be prepared by the Office of the Privacy Commissioner and the Ministry
of Justice (R85); and

(b) the enhanced discussion in the Legislation Advisory Committee Guidelines
of relationships between Acts (R83 and R84).

CHAPTER 9 R93  Section 27(1)(c) should be amended to clarify that the access refusal ground is
concerned with protecting the maintenance of the law by public sector agencies.

R94 The Ministry of Justice should coordinate with the Privacy Commissioner and the
Ombudsmen on the development of guidance or commentary on the maintenance
of the law as a ground to refuse or withhold the provision of information.
The commentary or guidance should cover use of the provision in the Privacy Act,
the official information legislation and the Criminal Disclosure Act.

R95  Should it not be possible to produce coordinated guidance in the short term,
the Privacy Commissioner should develop independent guidance on the
maintenance of the law access refusal ground in the Privacy Act in consultation
with the Ministry of Justice and the Ombudsmen.

R96 The Privacy Commissioner should develop an information sheet or guidance on
the maintenance of the law exception to principle 11. This should include
guidance on responding to law enforcement requests for information and an
explanation of the steps an agency should take to assure itself of the necessity
for the disclosure. As part of this work, the Privacy Commissioner should consult
with law enforcement agencies about the form and process for making requests
for information under the Privacy Act.

R97 A new exception to principle 11 should be created that would expressly permit
an agency to report any reasonably held suspicion or belief that an offence has
been or may be committed, including any relevant information about that
offence, to a public sector agency with law enforcement functions.
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R98

R99

The Privacy Commissioner and the Police should consider working
collaboratively on an information campaign about the reporting of crime under
the Privacy Act.

Further to proposal 5 in Appendix 1, Part 11 of the Privacy Act should be
repealed, subject to transitional provisions to grandparent law enforcement
information sharing arrangements that are currently contained in Schedule 5.

Access to public registers such as the driver licence and motor vehicle registers
should be dealt with under the relevant statute authorising the particular register.

CHAPTER 10

Section 13(1)(n) should be amended to delete the word “computer.”

The technology-neutral privacy principles should be retained. However, during
this period of rapid technological change, the principles should be regularly
reviewed (5-yearly) to ensure that the Privacy Act continues to effectively
respond to privacy issues raised by technological developments.

The Privacy Commissioner should consider convening an expert Privacy by
Design Panel to promote privacy by design and to raise awareness of privacy-
enhancing technologies.

The Government should adopt a policy and issue a Cabinet Office circular setting
out the circumstances in which public sector agencies are expected to produce a
privacy impact assessment.

The State Services Commission should provide guidance on its website as
to expectations for use of privacy impact assessments in the public sector,
such guidance being prepared in consultation with the Department of Internal
Affairs and the Privacy Commissioner.

The Privacy Commissioner should consider whether it is timely to issue a code
of practice or guidance covering biometrics.

CHAPTER 11

R107

The Privacy Act should include an express statement of full accountability
for cross-border outsourcing arrangements. It should be based on the first part
of the Canadian Personal Information Protection and Electronic Documents Act
2000 (PIPEDA) provision to the following effect:

An agency is responsible for personal information it holds, including
information that has been transferred to a third party for storage, custody
or processing.

The Privacy Commissioner should provide guidance for agencies on conducting
risk assessment prior to outsourcing personal information overseas and on the
use of contractual or other means to ensure the application of privacy standards
of a kind comparable to the New Zealand Privacy Act.

The Privacy Act should include an express statement of full accountability for
domestic outsourcing arrangements, as a parallel provision to that recommended
in R107.
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R110 A new accountability measure should be introduced for disclosures of personal
information overseas (other than outsourcing arrangements). Disclosing agencies
should be required to take such steps as may be reasonably necessary to ensure
that the information disclosed will be subject to acceptable privacy standards.

R111 Exceptions to the new measure should include disclosures:

to the individual concerned;
where necessary to avoid prejudice to the maintenance of the law;

where necessary to avoid a serious threat to public health or safety or to the
life or health of an individual; or

made in a publicly available publication.

Sections 7 and 10(3) (or their replacements) should apply to the new measure.

R112 The Privacy Commissioner should have power to approve specified overseas
privacy frameworks as providing acceptable privacy standards. The Office of the
Privacy Commissioner should maintain a list of such frameworks on its website.

R113 The Privacy Commissioner should provide guidance for New Zealand agencies
on conducting risk assessment prior to disclosing personal information overseas
and on the use of contractual or other means to ensure the application of
acceptable privacy standards.

R114 The Privacy Act should be amended to:

enable the Privacy Commissioner to share relevant information with overseas
privacy enforcement authorities relating to possible violations of privacy law;
enable the Privacy Commissioner to provide assistance to overseas authorities
relating to possible violations of the overseas country’s privacy law;

provide for requesting and giving mutual assistance between the Privacy
Commissioner and his or her overseas counterparts;

provide for cooperation with other authorities and stakeholders; and
supplement the Tribunal’s procedural powers to deal with cross-border
privacy complaints.

R115 The Privacy Act should include a provision allowing for the future adoption of
a cross-border privacy rules system in New Zealand. The provision should come
into force at a time to be determined by Order in Council.

CHAPTER 12 R116 The Marketing Association’s Do Not Call register should be put on a statutory
footing under the reformed consumer legislation and the Ministry of Consumer
Affairs should initiate the necessary policy work to progress this initiative.

R117 Principle 12 should be amended to encourage measures to control the public
display of unique identifiers, as a response to the problem of identity crime.
The following subclause should be added to principle 12:

(5) An agency that discloses or displays an individual’s unique identifier must
take such steps (if any) as are reasonable to minimise the risk of misuse of the
unique identifier.
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The Privacy Commissioner should produce guidance for agencies on the
range of options available to address the risk of misuse of unique identifiers,
with reference to any relevant industry standards.

Section 14 should be amended to provide that, in exercising his or her functions,
the Privacy Commissioner must take account of Maori needs and cultural
perspectives, and of the cultural diversity of New Zealand society.

Principle 4 should be amended to provide that, in considering whether the
collection of personal information is unfair or unreasonably intrusive for the
purposes of principle 4(b), the age of the individual concerned must be taken
into account. The Privacy Commissioner should develop guidance material with
respect to this new provision.

The Advertising Standards Authority, the Marketing Association and any other
relevant industry bodies should review the adequacy of privacy protection in
existing codes that regulate marketing to children.

Section 14(b) should be amended to refer to New Zealand’s international
obligations concerning the rights and best interests of the child.

The Office of the Privacy Commissioner should convene a working group to
consider issues of capacity under the Privacy Act, and to develop guidance
material based, as much as possible, on supported decision-making.

Further work should be undertaken to explore issues of privacy and disability.
This work should be facilitated by the Office of the Privacy Commissioner or
another appropriate body, and should be carried out in partnership with disabled
people’s organisations.

The Government should conduct a review of the handling of health information,
with a view to enacting separate comprehensive legislation.

Section 23 should be amended to allow agencies to appoint a privacy officer from
outside the agency.

APPENDIX 2

These recommendations will only apply if the existing information matching
regime is retained. (We have recommended that it be merged into the information
sharing regime that we propose in appendix 1.)

There should be a single definition of “information matching programme”.

The period of notice of adverse action provided for in section 103 should be
10 days, but with power in the Privacy Commissioner to reduce the period
in appropriate cases.

To the examples of “adverse action” in section 97 should be added decisions
to impose a penalty and to recover a penalty or fine.

Continuing programmes of information matching should have to be authorised,
and operate, under Part 10 of the Privacy Act.
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R131 Agencies seeking legislation to authorise an information matching programme
should provide the Privacy Commissioner with a protocol describing the details
of the programme; and the Privacy Commissioner should be able to require a
Privacy Impact Assessment.

R132 There should no longer be a requirement of a five-yearly review by the Privacy
Commissioner of every information matching provision, but the Commissioner
should be able to conduct reviews as and when desirable.

R133 The government should be required to respond within six months of
the presentation of a report on a review by the Privacy Commissioner of an
information matching provision.

R134 The Privacy Commissioner should be able to report separately on information
matching programmes rather than including such a report in his or her annual report.

R135 The information matching rules currently contained in Schedule 4 of the Privacy
Act should be placed in the body of the Privacy Act, and the current rules 3 and
8 should be deleted.

R136 The current blanket exemptions for Inland Revenue contained in section 101(5)
and rule 6(3) of schedule 4 should be repealed, but exemptions should be
provided for in particular matching authorities where that is appropriate.

INFORMATION In our Ministerial Briefing of 29 March 2011, reproduced in this report as
SHARING appendix 1, we put forward the following proposals on the issue of information
PROPOSALS Sharing;

IN APPENDIX 1

(1) That the Privacy Act 1993 should be amended to make provision for the
approval of programmes for the sharing of personal information between
government agencies.

(2) That such programmes should require approval by Order in Council.

(3) That the Privacy Act should expressly lay down the process of approval,
which would involve consultation with appropriate persons including the
Privacy Commissioner; the criteria for approval; the matters required to be
contained in programme agreements; and general rules for the operation of
such programmes. The general rules should provide safeguards, require
transparency, and provide for means of accountability.

(4) That Orders in Council approving programmes should be disallowable
instruments within the Regulations (Disallowance) Act 1989.

(5) That information matching should be treated as a form of information
sharing, and be subject to the same processes and rules. Existing matching
programmes should not have to be re-approved, but in their ongoing
operation they should be subject to the new rules. The same should be true
of law enforcement information currently contained in schedule 5 of the
Privacy Act.

(6) That the proposed regime should apply to all continuing programmes of
information sharing between government agencies. If, however, it is decided
that approval should be required only for programmes which are not
otherwise compliant with the Privacy Act, the transparency requirements
should apply to the non-approved programmes.
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(7) That, in the first instance, the proposed regime should apply only to sharing
between central government agencies, although in appropriate cases it might
be extended to include non-governmental organisations on the basis
described in paragraphs [75] and [76] of the Ministerial briefing.

(8) That all approved programmes should be listed in a schedule to the Privacy
Act 1993.

RECOMMENDATIONS
FROM OTHER
REPORTS

Some of our recommendations from stages 2 and 3 of the Review of Privacy are
also relevant to this report.

Stage 2: Public Registers

Since public registers are currently regulated partly through Part 7 of the Privacy
Act, the whole of our Public Registers report is also relevant to this stage 4 report.
One of the recommendations in the Public Registers report (R7) was for specific
amendments to the Privacy Act, as follows:

We recommend that provision be made in the Privacy Act 1993 for applications for
name and/or address suppression to the Privacy Commissioner, and that each public
register statute should refer to the availability of such applications. The functions of
the Privacy Commissioner in section 13 of the Privacy Act 1993 should include
consideration of, and decisions upon, such applications.

Stage 3: Invasion of Privacy

There were two recommendations in our report for stage 3, Invasion of Privacy:
Penalties and Remedies, which involved the Privacy Act. R18 and R19 were
as follows:

The Privacy Act should provide that one of the functions of the Privacy Commissioner
is to report regularly to Parliament on developments in surveillance and surveillance
technologies, and their implications for New Zealand.

Both Closed-Circuit Television (CCTV) and Radio-Frequency Identification (RFID) should
be regulated within the Privacy Act framework, rather than under specific statutes or
regulations. The Privacy Commissioner should continue to monitor the adequacy of
existing law to deal with these technologies. If a more specific regulatory framework
is considered necessary in future, the option of developing codes of practice under
the Privacy Act should be considered.

Review of the Privacy Act 1993 — Review of the law of privacy stage 4
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THE LAW 1.1
COMMISSION'S
REVIEW OF
PRIVACY

This report marks the conclusion of the Law Commission’s review of the law
relating to privacy (the Review). The Review has been conducted in four stages,
and this report completes stage 4. Stage 4 is a review of the Privacy Act 1993.

Stage 1 was a high-level policy overview of privacy issues that set the conceptual
framework and helped to identify issues for further detailed examination in the
other stages. It resulted in the publication of a study paper, which did not make
any recommendations, in January 2008.!

Stage 2 of the Review looked at the law relating to public registers. The
Commission’s final report for this stage was tabled in Parliament in February
2008.2 The public register provisions in the Privacy Act 1993 are therefore not
dealt with in the present report.

Stage 3 was concerned with the adequacy of New Zealand’s civil, criminal, and
regulatory law to deal with invasion of privacy, but did not focus on the Privacy
Act. The Commission published a report for stage 3 in February 2010.3 That
report looked, in particular, at the tort of invasion of privacy, remedies and
penalties for surveillance, and other criminal and civil sanctions relating to
invasion of privacy.

This stage 4 report follows on from an issues paper published in March 2010.*
We received around 80 submissions on the questions asked in the issues paper,
from a range of public and private sector organisations and from a number of
individuals. We have already reported on one aspect of our review of the Privacy
Act. At the request of the Minister Responsible for the Law Commission, we
prepared a Ministerial briefing on the issue of sharing of personal information
between government agencies.® Our briefing on information sharing was released
in March 2011, ahead of this report, because this issue was becoming a matter

Law Commission Privacy: Concepts and Issues: Review of the Law of Privacy Stage 1 (NZLC SP19, 2008)
[Privacy: Concepts and Issues].

Law Commission Public Registers: Review of the Law of Privacy Stage 2 (NZLC R101, 2008).

Law Commission Invasion of Privacy: Penalties and Remedies: Review of the Law of Privacy Stage 3
(NZLC R113, 2010).

Issues Paper (see Glossary for full citation).

Law Commission Information Sharing: Ministerial Briefing (2011).
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of some urgency within government. Our policy advice to the Minister on
information sharing is included in this report as appendix 1. Appendix 2 deals
with the closely-related subject of information matching.

Now that the Review has been completed, the next step is for the Government
to respond to the reports for stages 2, 3 and 4. The Government released a
preliminary response to stage 3 of the Review in August 2010,° but deferred
decisions on most recommendations until the completion of stage 4.

OTHER
RELEVANT
WORK

Privacy Commissioner statutory reviews of the Privacy Act

1.7

Section 26 of the Privacy Act requires the Privacy Commissioner to review the
operation of the Act as soon as practicable after it has been in force for three
years, and then at intervals of not more than five years. The Commissioner is to
report his or her recommendations for amendments to the Act to the responsible
Minister, who is to table the report in the House of Representatives. We discuss
this provision further in chapter 5. The first of these periodic reviews resulted
in a major report, entitled Necessary and Desirable, published in 1998.” Since
then, four supplementary reports have been published by the Office of the
Privacy Commissioner. In undertaking our own review of the Privacy Act, we
have made extensive use of these reports, and many of our recommendations
are based on the recommendations of the Privacy Commissioner’s reviews.
At the same time, we have not discussed in this report all of the issues raised in
the Privacy Commissioner’s reviews. It should not be assumed that we consider
those recommendations of the Privacy Commissioner that are not taken up in
this report to be without merit. Many of those recommendations concern points
of detail or legal technicalities, and can be taken up in the drafting of a Bill to
implement this report.

Work within government on privacy law reform

1.8

The Government has not yet implemented the recommendations of Necessary
and Desirable and its supplements. When we commenced this review, work was
under way within the Ministry of Justice on various operational and technical
amendments to the Act, including amendments based on the recommendations
of the Privacy Commissioner. In May 2008 the Government decided that it
would be better to have a single stream of work considering reform of the Act,
and that the work of the Privacy Commissioner and the Ministry of Justice
should be taken into account as part of the Law Commission’s review. The
Government did, however, proceed with a Bill to address issues concerning
cross-border transfers of personal information, in order to bring New Zealand’s

Government Response to Law Commission Report on Invasion of Privacy: Penalties and Remedies (2010).

Necessary and Desirable, and 1st, 2nd, 3rd and 4th Supplements to Necessary and Desirable (see Glossary
for full citations).

Review of the Privacy Act 1993 — Review of the law of privacy stage 4

37

CHAPTER 12 = CHAPTER Il | CHAPTER |0 = CHAPTER 9 CHAPTER 8 CHAPTER 7 CHAPTER 6 CHAPTER 5 CHAPTER 4 CHAPTER 3 CHAPTER 2 CHAPTER | -I




CHAPTER 1: Introduction

privacy law more closely into alignment with the European Union’s directive on
data protection. The Privacy (Cross-border Information) Amendment Act was
passed in 2010, and is discussed further in chapter 11.

Australian reviews

19 Law reform agencies in Australia have been conducting their own reviews of
privacy law in parallel to ours:

The Australian Law Reform Commission (ALRC) has undertaken a major
review of the Privacy Act 1988 (Cth), the Australian Federal information
privacy law. The ALRC produced a comprehensive, three-volume report to
the Australian Government in May 2008.%

The New South Wales Law Reform Commission has reported on a statutory
cause of action for invasion of privacy,® as well as on matters relating to
information privacy statutes in New South Wales and their intersection with
freedom of information legislation.!°

The Victorian Law Reform Commission has reported on two more specific
issues: workplace privacy and surveillance in public places.!

All of these reviews are now complete. The Australian Government has released
the first part of its response to the ALRC report, accepting many of its
recommendations.!? The Australian Government has also released exposure
drafts of legislation to implement its response in relation to reform of the privacy
principles and of credit reporting. These exposure drafts are currently being
considered by the Senate Finance and Public Administration Committee.

110 We have found the reports of the Australian reviews very useful, and in stage 4
of our Review we have found it particularly helpful to refer to the ALRC report.
We have taken account of the ALRC review partly because of its comprehensive
consideration of the issues, and partly because of the desirability of achieving
harmonisation between Australian and New Zealand privacy law where possible.

PRIVACY 111 The Privacy Act 1993 came into force on 1 July 1993. The legislative history of

ACT 1993 the Act is set out in some detail in our issues paper.’* The Act deals mainly with
informational privacy; that is, it regulates what can be done with information
about individuals. It is not primarily concerned with spatial privacy, or control
over access to our persons and to private spaces,'* although (as we discuss further
in chapter 5) the Privacy Commissioner does have some functions that extend
beyond informational privacy. We briefly describe the Act here, and provide
further detail in subsequent chapters.

8 For Your Information (see Glossary for full citation).
9 New South Wales Law Reform Commission Invasion of Privacy (NSWLRC R120, Sydney, 2009).

10  New South Wales Law Reform Commission Privacy Principles (NSWLRC R123, Sydney, 2009);
Access to Personal Information (NSWLRC R126, Sydney, 2010); Protecting Privacy in New South Wales
(NSWLRC R127, Sydney, 2010).

11 Victorian Law Reform Commission Workplace Privacy: Final Report (Melbourne, 2005); Surveillance in
Public Places: Final Report (VLRC R18, Melbourne, 2010).

12 Enhancing National Privacy Protection (see Glossary for full citation).
13 Issues Paper at 17-24.

14  On the distinction between informational and spatial privacy, see Law Commission Privacy: Concepts
and Issues, above n 1, at 57-60.
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1.12

The coverage of the Act is quite broad. It applies to “personal information”, or
information about identifiable, living individuals, and is not limited to
information that is considered particularly sensitive or private.’® Personal
information must be handled in accordance with 12 information privacy
principles that are set out in the Act.'® These principles are concerned with how
personal information may be collected, held, used and disclosed. Any “agency”
must comply with these principles, and an agency can be any person or body in
either the public or the private sector. However, certain entities (such as the
news media) are excluded from the definition of “agency”. The Act also contains
various other exclusions and exemptions from the coverage of the privacy
principles, and a number of the principles themselves contain exceptions.!”

The Act establishes the office of a Privacy Commissioner.'® The Commissioner
is an independent Crown entity,'® which means that the Commissioner is
generally independent of Government policy. Sir Bruce Slane was the first
Commissioner, and he was replaced by the current Commissioner, Marie Shroff,
in 2003. The Commissioner’s functions include investigating complaints of
breaches of the Act; advising government on privacy issues; and providing
general education and advice on matters relating to privacy protection.?’
Complaints under the Act are made initially to the Privacy Commissioner.?!
The Commissioner investigates complaints and, if they appear to have substance,
attempts to secure a settlement between the parties. If no settlement can be
reached, the complaint can proceed to the Human Rights Review Tribunal,
which is able to grant remedies if it finds that there has been an interference
with the complainant’s privacy.

114 The Act also contains provisions dealing with certain specific matters:

15
16
17
18
19
20
21
22

Part 6 of the Act authorises the Privacy Commissioner to issue codes of
practice.?? Such codes can deal with particular types of information, agency,
activity or industry. They can modify the application of the privacy principles
by prescribing standards that are more or less stringent than those in the
principles, or by exempting actions from the principles. A number of codes
are currently in force, covering areas such as health and credit reporting.
Part 7 and schedule 2 of the Act deal with public registers. Part 7 sets out four
privacy principles that apply specifically to public registers. As noted above,
public registers were the subject of stage 2 of this Review, so they will not be
covered in this report.

The definition of “personal information” is discussed further in ch 2.

See ch 3. The privacy principles are set out in full in appendix 3 of this report.

On exclusions and exemptions from the Act, see ch 4. Exceptions to the principles are discussed in ch 3.
Privacy Act 1993, s 12.

Crown Entities Act 2004, sch 1, part 3.

On the Commissioner’s functions, see ch 5.

Complaints and enforcement are discussed further in ch 6.

See ch 5.
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CHAPTER 1: Introduction

Part 10 and schedules 3 and 4 of the Act impose controls on information
matching by public sector agencies.?® Information matching involves the
comparison of personal information from different sources in order to
produce or verify information about an individual.

Part 11 and schedule 5 of the Act are concerned with the sharing of personal
information between public sector agencies for law enforcement purposes.?*
Part 11A of the Act imposes some controls on the transfer outside
New Zealand of personal information.?

OUR 115 In reviewing the Privacy Act, we have kept in mind the need to ensure that:
APPROACH IN

THIS REVIEW the Act remains broadly consistent with relevant international privacy

instruments, and with the information privacy laws of our trading partners;
the Act continues to be relevant and effective as technological developments
affect the ways in which information can be collected, stored and used;
lessons are learned from the practical experience of working with the Act,
including any difficulties in applying the Act that have emerged; and
privacy is balanced with other rights and interests, including freedom
of information; public health, safety and welfare; law enforcement;
and effectiveness and efficiency of government and business operations.

23 See appendix 2, and Issues Paper at ch 9.
24 Seech?.
25 Seech11.
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Chapter 2

Scope, approach
and key definitions

2.1

2.2

2.3

26

The Privacy Act is notable for its broad coverage and its flexible, principles-based
approach. In the issues paper we asked about the appropriateness of the current
scope and approach of the Act, including whether it strikes the right balance
between privacy and other competing interests.? We also asked whether any
changes could be made to help ensure that public perceptions of the Act better
match its actual objectives and application. We discuss these issues in this
chapter. Central to the scope of the Act are the definitions of certain key terms,
and we discuss those terms in this chapter as well. Specifically, we discuss the
s

meaning of “personal information”, “individual”, “collect” and “publicly
available publication”.

Overall, the scope of the Act is very wide in that it applies to almost all agencies,
whether in the public or the private sectors, and to all “personal information”
(which is defined broadly). The focus of the Act is on privacy of personal
information, although, as we discuss in chapter 5, the Privacy Commissioner
also has some functions that relate to privacy in a broader sense. There are some
exclusions and exemptions from the Act’s coverage, which we discuss in chapter
4. As we discuss in this chapter, the Act applies only to information about
natural persons (not corporations or groups) and, for the most part, it does not
apply to information about deceased persons.

We consider that the Act’s broad scope and coverage is appropriate because it
ensures that protection of informational privacy is as comprehensive as possible.
In some other jurisdictions a patchwork of subject-specific privacy laws, or
different laws for the public and private sectors, create uncertainty and gaps in
coverage. By contrast, we believe that New Zealand is well served by having a
single, comprehensive information privacy law. The corollary to this belief is
that the Act must be flexible enough to apply in a wide range of circumstances.
Our views on the approach that the Act should take to the protection of
informational privacy are in line with this conclusion.

Issues Paper at ch 2.
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CHAPTER 2: Scope, approach and key definitions

A NEW ACT 24 We do not think that the approach of the Privacy Act is fundamentally flawed
or that root-and-branch reform of the Act is needed. On the contrary, we think
that the Act generally works well.

25 At the same time, we make many recommendations for changes to the Act in
the course of this report. Some of these changes are quite far-reaching; many
others concern points of detail, although their implications may still be quite
significant. In addition, as we mention below, there are other technical and
structural changes that could usefully be made to the Act, but that are not
discussed in this report. Because we propose to make so many changes to the
Act, we believe that the current Act should be repealed and replaced by a new
Act. Amendment Bills that introduce numerous changes to existing statutes are
a recipe for messy and inaccessible legislation. In recent years, the Legislation
Advisory Committee (a body that advises the government on good law-making
practice) has indicated a strong preference for new statutes rather than amending
legislation where the changes to an existing statute are extensive.

26 The drafting of a new Act will also be an opportunity to deal with a range of
structural and technical issues that are not discussed in this report. In our issues
paper we asked whether the Privacy Act could be better structured to make it
easier to navigate and read. We got a number of suggestions for restructuring in
submissions, and these can be taken into account in the drafting of a new Act.
Drafting of a new Act should also take into account the recommendations for
restructuring the Act, and generally making it clearer and easier to navigate, that
have been made by the Privacy Commissioner in Necessary and Desirable and its
supplements. In addition, the Privacy Commissioner has made various
recommendations for technical amendments to the Act that we do not discuss
in this report, but that are nonetheless worthwhile. We would expect the Office
of the Privacy Commissioner (OPC) to be a key player in the drafting of a new
Act, and thus to be in a position to ensure that such changes are not overlooked.

27 We also asked in the issues paper whether the names of the Privacy Act and the
Privacy Commissioner should be changed, mainly to highlight the focus of the Act
on informational privacy rather than other aspects of privacy. Although some
submitters favoured a change, most did not. Submitters who opposed the change
argued that the current names are well-established, and that changing them would
create confusion and uncertainty. We agree. Moreover, we recommend in chapter
5 that the Privacy Commissioner’s statutory functions should continue to extend
more widely than informational privacy in some respects. The names “Privacy
Act” and “Privacy Commissioner” are not misleading, and are well-known and
understood. They should be retained.

28  Although we recommend the enactment of a new Act, as a matter of convenience
we will refer in this report to amending particular sections of the current Act
where appropriate.

RECOMMENDATION

R1 A new Privacy Act should be enacted. In addition to implementing the
recommendations of this report, it should incorporate changes recommended
by the Privacy Commissioner in Necessary and Desirable and its supplements.
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THE
PRINCIPLES-
BASED
APPROACH
OF THE ACT

29

2.10

212

2.13

27

The Act deliberately takes a flexible, open-textured approach to regulating the
collection, storage, use and disclosure of personal information. Rather than
setting out strict rules about how personal information may be handled, the Act
is based on a set of 12 privacy principles. These principles provide agencies with
a high degree of flexibility in terms of how they comply with them.

In our issues paper, we considered the arguments for and against a principles-
based approach to information privacy regulation.?” Our preliminary conclusion
was that the Act should continue to take a principles-based approach. This was
not only because we wanted to retain the Act’s flexibility, but also because we
wanted to ensure that it is “future-proofed”. An open-textured Act is less likely
to be overtaken by developments in technology than one that sets out strict rules.

There was overwhelming support in submissions for retaining the Act’s principles-
based approach; indeed, there were no submitters who favoured moving towards
a more prescriptive, rules-based approach. Arguments put forward in submissions
in favour of the principles-based approach were that it is:

flexible and adaptable — agencies can apply it in the way that best fits their
circumstances;

outcomes-focused;
able to respond to technological and social change;
effective in encouraging good behaviour; and

consistent with the approach in information privacy statutes in other
jurisdictions, and in transnational privacy instruments.

We agree with these arguments, and our view that the Act should continue
to be open-textured and principles-based is unchanged. As submitters noted,
the Act provides more specificity where it is needed. For example, the provisions
of the Act dealing with access and correction are more prescriptive, and codes
of practice can also provide greater specificity as to how the principles apply to
particular sectors. We believe the Act currently gets the balance between
flexibility and specificity right.

A consequence of retaining the flexibility that is inherent in the principles-based
approach is that the Act does not provide the certainty of “bright line” rules.
We acknowledge that this creates some compliance costs, as each agency must
take the time, or pay for legal advice, to assess how the principles apply to its
activities. However, we believe that the inflexibility of a rules-based system
would create greater compliance costs. A privacy law practitioner who also
provides seminars on privacy law on behalf of OPC commented in a submission
that the principles-based approach is not as difficult as it may appear. If agencies
identify the purposes for which they collect information clearly, compliance with
the other principles becomes more straightforward. She also observed that the
overwhelming response of participants in Privacy Act seminars is that
compliance with the Act is straightforward and that all they need to do is to
develop a policy and incorporate it into the culture of the agency.

Ibid, at 28-32.
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CHAPTER 2: Scope, approach and key definitions

214 However, we do understand that the absence of “bright line” rules can create a
degree of uncertainty about the application of the Act, and can lead to
misunderstandings about what the Act requires (as we discuss further under
“Perceptions of the Act” below). The open-textured nature of the Act can create
difficulties for frontline staff who have to apply it in their interactions with the
public. Such staff may have only a minimal understanding of the privacy
principles, and yet may face challenging situations in which privacy must be
balanced with other interests. We are sympathetic to the difficulties that agencies
sometimes face in applying the Act, but once again we think that greater
difficulties would be created by making the Act more prescriptive. It would not
be possible in a rules-based system to take proper account of the many different
contexts in which agencies operate, and to provide agencies with the flexibility
they need to carry out their business effectively. We think that the answer to
uncertainty about the Act’s application must lie with training and guidance
within agencies, as well as with public education about the Act.

RECOMMENDATION

R2  The Privacy Act should continue to take an open-textured, principles-based
approach to regulating information privacy.

PRIVACY 215 Privacy is not an absolute right or value; it can justifiably be overridden in
AND OTHER particular circumstances by other rights and interests.?® The Privacy Act
INTERESTS recognises this fact in a number of ways. The Act includes a range of exceptions

in the principles themselves (discussed in chapter 3), as well as other exemptions
and exclusions (discussed in chapter 4), which recognise interests that can
override the protection of privacy. For example, there are exceptions relating to
the maintenance of the law, which recognise the importance of detecting and
prosecuting offences. Section 14(a) of the Act also recognises that privacy cannot
be considered in isolation from other interests. It requires the Privacy
Commissioner, in the performance of his or her functions, to have due regard to
the protection of important rights and social interests that compete with privacy,
“including the general desirability of a free flow of information and the
recognition of the right of government and business to achieve their objectives
in an efficient way”.

216 In general, submitters on the issues paper thought that the Privacy Act gets the
balance between privacy and other interests about right. A few government
agencies thought that the Act itself, or the enforcement of the Act, does not
always give sufficient recognition to other competing interests. Some suggested
that the issue of balancing privacy and other interests could be addressed in
a new purpose clause for the Act, which is a matter we discuss further below.
The Children’s Commissioner said that recognising the “best interests of the
child” principle in the Act would help to ensure that the right balance is struck
in matters involving children, and we consider this proposal in chapter 12.

28  We discussed the balancing of privacy and other interests in Law Commission Privacy: Concepts and
Issues: Review of the Law of Privacy Stage 1 (NZLC SP19, 2008) at 185-191.
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2.19

2.20

29
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The strongest suggestion that the Act does not get the balance right at present
came in the submission from the Police, who considered that the wrong balance
is struck in the law enforcement area. To illustrate this view, the Police raised
a number of specific issues, including perceived abuse of access rights under the
Act and the way in which, in the Police’s view, the Act inhibits agencies from
disclosing personal information that might be of assistance to the Police. We deal
with some of these issues later in this report.

OPC, by contrast, submitted that the Act does not provide sufficiently strong
privacy protection and may need rebalancing, particularly in light of technological
developments since 1993. OPC saw strengthening of enforcement powers as the
most important change needed to provide a proper balance. In this report we
recommend that the Privacy Commissioner be given some new powers, which
we believe will increase the Act’s effectiveness.

The issues paper also asked about compliance costs imposed by the Act, an issue
which involves striking an appropriate balance between providing effective
privacy protection and allowing both business and government to operate
efficiently.?® We consider that the Act takes a light-handed approach to regulation,
and unlike in some other jurisdictions, agencies are not required to register with
or pay fees to the Privacy Commissioner. The Act’s flexibility and the emphasis
of the complaints process on conciliation rather than on the imposition of
penalties help to minimise compliance costs. This view is borne out by research
on compliance costs under the Act.*® Nonetheless, we were interested to hear
whether there are ways in which compliance could be made easier and less costly
without compromising the Act’s objectives.

Some agencies said that they do not find compliance to be a burden, or that they
accept the costs as a necessary part of carrying out their work. OPC commented
that compliance costs imposed by the Act are modest and are outweighed by the
benefits of good information practice. OPC also noted that it assists agencies with
compliance with the Act, and suggested that modest additional resourcing could
help it to provide an increased level of guidance and assistance without
compromising its other responsibilities. The usefulness of guidance from OPC
in reducing compliance costs was endorsed by other submitters.

One submission said that compliance with the Act is a particular burden for
not-for-profit agencies, which are often staffed by volunteers, and that such
agencies should receive funding support to deal with privacy issues. Another
submitter said that the cost of attending OPC’s workshops on Privacy Act
compliance was an obstacle to participation, and that such workshops should be
free. In general, however, submitters did not indicate that compliance with the
Privacy Act is currently a major burden for agencies. At the same time, there
was a significant level of concern expressed about the potential for reforms to
the Act discussed in the issues paper to upset the existing balance and to
introduce substantial new compliance costs. We have been mindful of such
concerns in framing our recommendations in this report.

Issues Paper at 35-38.

Emma Harding “Compliance Costs and the Privacy Act 1993: Perception or Reality for Organisations
in New Zealand?” (2005) 36 VUWLR 529.
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222 Opverall, we believe that the Privacy Act strikes the right balance between privacy
and other interests, and does not impose unreasonable compliance costs. Some
of our recommendations involve a degree of rebalancing in particular areas, but
we do not see any need for sweeping changes. We also recommend below that a
new purpose clause for the Act should reflect the fact that other interests will
sometimes override the protection of personal privacy.

PERCEPTIONS 223 We asked in the issues paper about people’s perceptions of how the Act is operating

OF THE ACT in practice, and whether any perceived deficiencies are due to the Act itself or to
the way in which it is understood and applied.** We did so, in part, because the
Privacy Act is sometimes blamed for unreasonably preventing the release of
personal information. Such blame is often not justified; indeed, the acronym
BOTPA (Because of the Privacy Act) has been coined to describe situations in
which an agency uses the Privacy Act as a reason for failing to release information
when in fact the failure to disclose has nothing to do with the Act. Often such
cases are due to a lack of understanding of the Act, but sometimes an agency may
shelter behind the Act when it does not wish to release information for other
reasons. Sometimes, too, an agency may refer to “the Privacy Act” when in fact
what is meant is something else altogether, such as professional confidentiality.
Conversely, a vague reference by the agency to “privacy reasons” may be
interpreted by a person requesting information or by the news media as being a
reference to the Privacy Act. Nonetheless, perceptions can be powerful, and we
asked submitters to consider whether changes to the Act could help to ensure that
public perception and understanding of it more correctly match its objectives.

224 In general, submitters considered that the Act is working well and that problems
commonly stem from misunderstandings of the Act. They said that education
and guidance about the Act (both within agencies and among the general public)
can help to deal with such misunderstandings, while some submitters also
considered that a new purpose clause for the Act could help. A few submitters
suggested that negative media coverage had fuelled misconceptions about the
Act. OPC cautioned that changing the law will not be an effective strategy for
addressing problems of perception if those perceptions are not based on what
the law actually says. OPC sees privacy officers as having a key role to play in
ensuring that agencies implement the Act effectively and sensibly.

225 On the whole, we agree with OPC and others that the problems of misunderstanding
or misperception of the Act cannot be solved by changing the Act itself. We
endorse the importance of providing training and guidance on the Act within
agencies, and of educating the public about the Act. Such strategies are the most
effective ways of ensuring that implementation and perceptions of the Act match
its objectives. However, some of our recommendations for reform of the Act, while
not designed to address perception problems, may nonetheless deal with areas in
which such problems exist. In particular, negative coverage of the Act sometimes
focuses on a failure to share personal information between government
departments for socially-beneficial purposes. Our proposals for a new information
sharing framework, discussed in appendix 1, should allow government agencies
to share personal information as part of properly-authorised programmes, while
still maintaining appropriate privacy safeguards.

31  Issues Paper at 41-43.
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GUIDANCE

2.26

2.27

2.28

32

33

34

35

A number of the issues discussed above — uncertainty about the application of
the privacy principles, striking the right balance between privacy and other
interests, reducing compliance costs, and improving understanding of the Act
- could be addressed partly by means of guidance material about the Act. In
many cases OPC is the most obvious body to provide such guidance, but guidance
can also be provided (in consultation with the Privacy Commissioner) by other
agencies which possess specialised knowledge in a particular area, or which
represent a particular industry or sector.

OPC already produces a variety of different types of guidance, including:

information on the OPC website;*?
brochures about privacy rights and obligations;?

booklets about compliance with the Act in particular areas, such as schools
and workplaces;** and

more formal guidelines about issues such as responding to data security
breaches, and privacy and closed-circuit television (CCTV).?

In the issues paper, we asked about the usefulness of such guidance, particularly
from the Privacy Commissioner.

Submitters generally said that they find Privacy Commissioner guidance useful.
It was suggested that guidance which provides specific examples is particularly
helpful. However, some notes of caution were struck. The internet search
company Google said that guidance material should only be produced after
consultation with affected stakeholders. The then chair of the Human Rights
Review Tribunal, Royden Hindle, said that Privacy Commissioner guidance is
very useful, but it should not be seen as having anything like legislative effect,
or as deriving from a sort of delegated legislative power. He considered that a
reasonably intelligent lay reader of the Act should be able to understand what
the Act says without having to resort to guidance material. The importance of
clearly distinguishing guidance from law was also emphasised by some other
submitters. OPC itself noted that developing guidelines can be resource-intensive,
and that there is a limit to how much guidance can realistically be produced
compared to how much might be desirable. OPC also noted that there can be a
useful role for industry or sectoral bodies, rather than the Privacy Commissioner,
in developing guidance. While OPC possesses expertise in the interpretation of
the privacy principles, sectoral bodies may possess greater understanding of how
personal information is used in a particular sector, and may be more successful
at achieving “buy in” to the guidelines within the sector in question.

See Office of the Privacy Commissioner “How to Comply” < http://privacy.org.nz/how-to-comply-with-
the-privacy-act > .

See, for example, Office of the Privacy Commissioner Good Privacy is Good Business and Health
Information Check-up.

Office of the Privacy Commissioner Privacy at Work: A Guide to the Privacy Act for Employers and
Employees (Wellington, 2008); Kathryn Dalziel Privacy in Schools: A Guide to the Privacy Act for
Principals, Teachers and Boards of Trustees (Office of the Privacy Commissioner, Wellington, 2009).
Office of the Privacy Commissioner Key Steps for Agencies in Responding to Privacy Breaches and Privacy
Breach Checklist (Wellington, 2008) and Privacy and CCTV: A Guide to the Privacy Act for Businesses,
Agencies and Organisations (Wellington, 2009).
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CHAPTER 2: Scope, approach and key definitions

229 We have been conscious in this report of the cautionary points raised in
submissions with regard to guidance from the Privacy Commissioner. We are
aware of the resource constraints on OPC, and have tried to limit the number of
areas in which we recommend that OPC should develop guidance material.
Where we have recommended the development of guidance, we leave it to OPC
to consider what form such guidance should take. In many cases detailed
guidelines will not be required, and it may be sufficient to put a discussion of the
particular issue on the OPC website, for example. We also agree with the
submitters who were concerned that guidance should be clearly distinguished
from law. Unlike codes of practice (discussed in chapter 5), guidelines and
similar documents are not a form of delegated legislation but simply a guide to
good practice in complying with the Act. It is important that they are not seen
as imposing rigid rules, or as taking the place of the Act itself. So long as its
nature and effect is clearly explained, as it is in documents produced by the
Privacy Commissioner, guidance material is very useful in assisting people to
comply with and exercise their rights under the Privacy Act, and production of
such material is to be encouraged.

230 There could, however, be one issue. If an agency relies on an interpretation
tendered in guidance material, would that reliance be a defence if there were a
complaint about the agency’s behaviour? One would have thought that the
Privacy Commissioner, even though not legally bound by the guidance, would
in practice follow it. A question of estoppel might even arise. It would be
different, however, if the matter were to proceed to the Human Rights Review
Tribunal. Should the Tribunal not agree with the guidance, it would be free to
depart from it, although presumably the Tribunal would take the guidance into
account in deciding on the appropriate redress. We have decided to make no
recommendation about this, but urge the Privacy Commissioner, and others
issuing guidance, to take care to distinguish guidance from lawmaking, and
therefore to beware of giving any impression that guidance can place an
authoritative interpretation on a statutory term which is genuinely ambiguous.

A PURPOSE 231 The Privacy Act currently has a long title, which is as follows:
PROVISION
FOR THE ACT An Act to promote and protect individual privacy in general accordance with

the Recommendation of the Council of the Organisation for Economic Co-operation
and Development Concerning Guidelines Governing the Protection of Privacy and
Transborder Flows of Personal Data, and, in particular,

(a) to establish certain principles with respect to

(i) the collection, use, and disclosure, by public and private sector agencies,
of information relating to individuals; and

(i) access by each individual to information relating to that individual and held by
public and private sector agencies; and

(b) to provide for the appointment of a Privacy Commissioner to investigate complaints
about interferences with individual privacy; and

(c) to provide for matters incidental thereto.

To comply with modern drafting style, the long title should be replaced by a
purpose section, the aim of which is to assist with the understanding of the Act.
The purpose section could simply repeat the wording of the long title almost
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2.33

2.34

36
37

word for word. However, the drafting of a purpose section for a new Privacy
Act is an opportunity to consider whether the current wording remains a useful
statement of the Act’s purpose.

In the issues paper we asked whether the Privacy Act should contain a purpose
section and, if so, what its content should be. There was significant support from
submitters for the inclusion of a purpose section in the Act. Some submitters
thought that a new purpose provision should simply be based on the current long
title. However, a number of submitters said that the purpose clause should
specifically refer to balancing privacy with other rights and interests, an issue
which we discuss below. OPC said that a purpose provision could “emphasise
the Act’s wider aims of empowering individuals to maintain control over their
personal information.” OPC also cautioned that:

a purpose clause may unintentionally create new difficulties in operating the legislation.
In particular, it would be problematic if the clause were to create new opportunities
for argumentative parties to complaints.

We are aware of this danger, but believe that, with careful drafting, such
difficulties can be avoided and a purpose provision for the new Privacy Act can
instead aid interpretation and understanding.

The most difficult issue we have had to consider in relation to a purpose section
for the Act is how, if at all, the provision should deal with the relationship
between privacy and other interests. We have already referred above to section
14(a) of the Act, which requires the Privacy Commissioner, in exercising his or
her powers under the Act, to have regard to other rights and interests that
compete with privacy. This section, however, applies only to the Commissioner,
whereas a purpose section would also assist agencies and individuals in
interpreting and applying the Act. The Australian Law Reform Commission has
recommended that there should be a new objects clause in the Privacy Act 1988
(Cth), and that one of the objects of the Act should be to:*

recognise that the right to privacy is not absolute and to provide a framework within
which to balance that right with other human rights and to balance the public interest
in protecting the privacy of individuals with other public interests.

In our issues paper, we suggested that the inclusion of a similar clause in a
purpose provision for the New Zealand Privacy Act “might operate as a useful
disincentive to treating privacy as the be-all and end-all, indicating that it
is indeed subject to exceptions.”®” This suggestion was supported by a number
of submitters.

We think that the Privacy Act’s purpose section should recognise that privacy
is not an absolute right which always “trumps” other rights and interests.
We considered doing this by referring in the purpose provision to “balancing”
privacy and other rights and interests. However, while the concept of “balancing”
is one with which the courts are very familiar (including in privacy cases), its
meaning may not be entirely clear to ordinary users of the Act. Moreover, it
might be thought that a reference to balancing is intended to describe a process

For Your Information at recommendation 5-4.

Issues Paper at 40.
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that is additional to the requirements of the operative provisions of the Act.
It is not our intention to add a new step or a new consideration to decision-
making about the handling of personal information. We therefore think it would
be better for the purpose provision to refer to the fact that the scheme of the Act
itself recognises, through exceptions to the principles and exemptions from the
Act, that in some circumstances other interests will legitimately override privacy.

235 Another issue is whether the purpose provision should refer generally to
international privacy standards, and whether it should refer specifically (as the
long title currently does) to the OECD Guidelines. We think the purpose section
should refer to international privacy standards and obligations. The origins of
the Privacy Act lie partly with New Zealand’s obligations under international
human rights law, and with international privacy standards, particularly
the OECD Guidelines. This fact should be reflected in the purpose provision.
It is also important that the Privacy Act should remain consistent with
international privacy standards as those standards continue to evolve. In this
respect, we note that the APEC Privacy Framework has come into existence
since the Privacy Act was passed, and that the OECD Guidelines are to be
reviewed in 2011. There is also the possibility of an international privacy treaty
or convention at some time in the future. New Zealand law must keep up to date
with these developments, in order to remain broadly consistent with the laws of
our trading partners. It is not strictly necessary for the purpose section to
continue to refer to the OECD Guidelines, and one submitter said that the
reference to the Guidelines in the long title opens up interpretation issues.
However, OPC advises us that the purpose provision should continue to refer
to the Guidelines, and we are inclined to accept their advice on this matter.
The Guidelines remain probably the most widely-accepted international standard
for information privacy protection. The principles from the OECD Guidelines
are now expressly referred to in Part 11A of the Act and set out in Schedule 5A,
both of which were inserted by the Privacy (Cross-border Information)
Amendment Act 2010.

236 We recommend that the Privacy Act should have a purpose section. The purpose
section should state that the purposes of the Act are to:

promote and protect privacy of personal information, subject to exceptions
and exemptions which recognise other rights and interests that will sometimes
override privacy;

provide for access by individuals to their personal information that is held by
agencies, and for correction of such information;

provide remedies for interferences with privacy of personal information;

give effect to internationally-recognised privacy obligations and standards,
including the OECD Guidelines; and

make other provision for the protection of individual privacy.
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RECOMMENDATION

R3  The Privacy Act should have a purpose section, which should state that the
purposes of the Act are to:

promote and protect privacy of personal information, subject to exceptions
and exemptions which recognise other rights and interests that will
sometimes override privacy;

provide for access by individuals to their personal information that is held
by agencies, and for correction of such information;

provide remedies for interferences with privacy of personal information;

give effect to internationally-recognised privacy obligations and standards,
including the OECD Guidelines; and

make other provision for the protection of individual privacy.

DEFINITIONS

2.37

Section 2 of the Privacy Act defines various terms used in the Act. One of these
terms is “agency”, which is defined very broadly: “any person or body of persons,
whether corporate or unincorporated, and whether in the public sector or the
private sector; and, for the avoidance of doubt, includes a Department”.
However, “agency” is also defined as excluding certain entities or types of entity
that are listed in the definition; we discuss these exclusions from the definition
of “agency” in chapter 4. We also discuss certain other definitional issues
elsewhere in this report. In this chapter we examine a few key terms whose
definitions are central to the scope and coverage of the Act. These terms are
“personal information”, “individual”, “collect” and “publicly available
information”.

"Personal information”

2.38

2.39

38

The definition of “personal information” is central to the scope of the Act as a
whole, since all of the privacy principles apply only to information that is
“personal information”.?® “Personal information” is defined as:

information about an identifiable individual; and includes information relating to a
death that is maintained by the Registrar-General pursuant to the Births, Deaths,
Marriages, and Relationships Registration Act 1995, or any former Act.

This definition is very broad, and is not limited to information that is particularly
sensitive, intimate or private. The Privacy Act, unlike some similar statutes in
other jurisdictions, does not have a separate category of “sensitive information”:
all personal information is treated in the same way under the Act.

Leaving aside the part of the definition that deals with information relating to a
death (which we discuss below in relation to “individual”), the definition of
“personal information” has four elements: “information”; “about”; “identifiable”;
and “individual”. “Individual” is defined separately, and is discussed later in this

For further discussion of “personal information” under the Privacy Act see ibid, at 45-60; Paul Roth
“What is Personal Information?” (2002) 20 NZULR 40 [“What is Personal Information?”]; Katrine
Evans, Assistant Commissioner (Legal and Policy), Office of the Privacy Commissioner “Personal
Information in New Zealand: Between a Rock and a Hard Place?” (paper presented to Interpreting
Privacy Principles: Chaos or Consistency? symposium, Sydney, 2006).
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CHAPTER 2: Scope, approach and key definitions

chapter. In the issues paper, we asked whether any of these elements needed
clarification and, if so, how this should be done. We said that there are three
ways in which areas of uncertainty in relation to the definition of “personal
information” could be dealt with:

the definition in the Act could be amended;
the Privacy Commissioner could provide guidance on the definition; or

Privacy Commissioner case notes, and decisions of the Tribunal and the
courts in particular cases, could help to resolve areas of uncertainty.

We also emphasised that, while determining what is or is not personal
information can be very difficult in some circumstances, the areas of uncertainty
arise only at the margins. In most cases, it will be quite clear whether information
is “personal information” or not.

240 Opverall, we got a fairly mixed response to our question about clarification of the
definition of “personal information”. Some submitters discussed issues relating
to the definition, but did not necessarily anticipate that difficulties of
interpretation could be solved either by amending the definition or by providing
guidance. A number of submitters stated clearly that the current definition
should not be changed, either because it presents no significant problems
or because any attempt to provide greater clarity is unlikely to be successful.
We discuss each element of the definition, and issues raised about those elements
in submissions, below.

“Information”

241 “Information” is not defined in either the Privacy Act or the Official Information
Act, but it seems clear that it can include information collected or held in a
variety of forms, including audio and visual recordings.?® It is also clear from
decisions in cases under the Privacy Act and official information legislation that
unrecorded matter held in an individual’s mind can be information. This is in
contrast to most overseas privacy statutes, whose coverage is limited to
information that is recorded in some form. It seems reasonably clear, too, that
information includes opinions and false information. If false information were
not included in the meaning of “personal information”, the right to seek
correction of personal information in privacy principle 7 would be nonsensical.
Likewise, if “personal information” did not include opinions, there would be no
need to provide in section 29 that agencies can refuse requests for access to
certain types of “evaluative or opinion material” (such as employment references).*

242 Submitters were generally comfortable with the “information” element of the
definition. A number said that the definition should continue to include
information that is held only in a person’s mind and is not recorded in a
document. We agree that unrecorded information should continue to be covered
by the Act, and believe that to do otherwise would leave a significant gap in the

39  The scope of “information” under the Privacy Act is discussed in more detail in Issues Paper at 46-49.
The Oxford English Dictionary has recently revised its definition of “information”, which now runs to
9,400 words: James Gleick “The Very Word” (9 December 2010) Bits in the Ether < http://around.
com > . See further James Gleick The Information: A History, a Theory, a Flood (Fourth Estate, 2011).

40  Section 29(1)(b) provides that access can be refused to “evaluative material” supplied in confidence.
Section 29(3) defines “evaluative material” as meaning certain types of “evaluative or opinion material”.
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protection of informational privacy. Disclosure of unrecorded information in
breach of principle 11, or use of unrecorded information whose accuracy has not
been checked (in breach of principle 8), can be just as harmful to an individual
as equivalent actions involving information in a document. Individuals should
also have the right to obtain access under principle 6 to information about
themselves that has not been written down or otherwise recorded. Such

information can influence an agency’s dealings with an individual just as much
as documented information. Moreover, if it were not covered by the Act, agencies
might have an incentive not to keep records concerning an individual or to
destroy such records in order to frustrate the individual’s access rights. A few
submitters said that information held in a person’s mind should only be covered
by the Privacy Act if it is used in some way. We do not think that an amendment
along these lines would be helpful, as there are other features of the Act that help
to keep the Act’s application to unrecorded information within reasonable limits.
In particular, a number of privacy principles require agencies to take only such
action as is reasonable in the circumstances, and agencies are only responsible
for information held by employees in their capacity as employees (as opposed to
their private capacities).*!

Although the meaning of “information” is probably the least problematic element
of the definition of “personal information”, the definition could be amended to
put certain matters beyond doubt, as the equivalent definition in the Privacy Act
1988 (Cth) does.*? The definition could make clear that “personal information”
includes:

opinioms;
false information; and
information that is not recorded in a document.

Such an amendment might make matters clearer to those who are not familiar
with the Act, and could help to prevent current understandings being overturned
by a future court decision. There was little call in submissions for the definition
of “personal information” to expressly include opinions, false information and
information that is not contained in a document. While there is some merit in
making it clear that such information is included in the definition, there is also
merit in keeping the definition succinct. On balance, we do not think that the
“information” element of the definition needs further clarification.

“About”

244

41
42

43

Deciding whether or not information is “about” an identifiable individual can
be the most difficult part of determining whether information is “personal
information” or not.** A decision of the English Court of Appeal has taken a
narrow view of what constitutes information “about” an individual for the
purposes of the definition of “personal data” under the Data Protection Act 1998
(UK). The decision indicated that it should be information that is “biographical

Privacy Act 1993, s 3 deals with when information is considered to be held by an agency; see also ss 4, 126.

See definition of “personal information”, Privacy Act 1988 (Cth), s 6. The ALRC has recommended leaving
unchanged those elements of the definition that deal with false information, opinions, and information
that is not recorded in a material form: For Your Information at 306, 309 (recommendation 6-1).

This issue is discussed in more detail in Issues Paper at 49-51.
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in a significant sense” or that has the individual as its focus, rather than simply
recording a matter or event in which the individual was involved or had an
interest.** The majority of the New Zealand Court of Appeal, in obiter comments
in Harder v Proceedings Commissioner, seemed similarly inclined to read down
the meaning of “personal information” by limiting it to information that is
“about” an individual in a fairly narrow sense.* However, there has been no
authoritative decision on this point so far in New Zealand. In general, the
Privacy Commissioner, the Tribunal and the courts have not taken a narrow
view of when information is “about” an identifiable individual.

245 In the issues paper we gave a number of examples of situations in which it
can be difficult to decide whether information is “about” an individual or not.*¢
We also commented that it is unlikely that amending the definition of “personal
information” could provide greater clarity in such cases, a point with which
several submitters agreed. A submission from a law firm proposed that the Act
should provide that information is not “about” an individual purely by virtue of
that individual being named or referred to in correspondence. We do not think
that such an amendment would provide greater clarity, and we think it might in
fact create further confusion. In our view, the “about” element of the definition
of “personal information” cannot readily be clarified by amending the definition
or even by means of guidance because it is inevitably a matter that depends on
the facts of the specific case.

“Identifiable”

246 The definition of “personal information” does not require that the individual be
“identified” in the information, but rather that he or she must be “identifiable”.
The Privacy Commissioner, the Ombudsmen and the courts have taken the view
that an individual can be identifiable if he or she can be identified from the
information in question in combination with other information; that is,
an individual does not have to be identifiable from the internal evidence of the
information in question alone.*” Even if this view is accepted, however, at least
two areas of uncertainty remain:

By whom must the individual be identifiable? Must the individual be
identifiable to casual observers, or is it enough that the individual can be
identified by those who know him or her well? What if the individual can
only be identified by himself or herself?

What if it is possible in theory to identify an individual, but such identification
would require considerable time, expense or commitment of resources? Is it
enough that identification is theoretically possible, or must it be reasonably
practicable?

247 On the first of these points, a Tribunal decision indicates that an individual does
not have to be identifiable to the world at large; it is enough that those who know
the individual can identify him or her from the information in question.*®

44 Durant v Financial Services Authority [2003] EWCA Civ 1746 at [28].

45 Harder v Proceedings Commissioner [2000] 3 NZLR 80 (CA) at [23]-[24].
46 Issues Paper at 51.

47  Roth “What is Personal Information?”, above n 38, at 48-50.

48  Proceedings Commissioner v Commissioner of Police Complaints Review Tribunal 37/99, 16 December 1999.
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On the second point, we gave examples in the issues paper of legislation, guidance
and other instruments from overseas that attempt to provide greater clarity and
assistance with regard to the feasibility of identification.*® We also noted that
advances in technology have made it easier to reidentify information that has
been anonymised or deidentified, and that this may have implications for the
concept of “identifiability” in future.>

248 The question of identifiability provoked more comments in submissions than
did the other elements of the definition of “personal information”. A number of
submitters said that it would be useful to clarify what “identifiable” means,
particularly with reference to:
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information that does not identify an individual on its own but can identify
an individual when combined with other information; and

the means and practicability of identification.

A number of submitters thought that, for information to be “personal
information”, it must be more than simply theoretically possible to identify
an individual: it must be reasonably practicable to identify him or her.
Google submitted that:

where an individual is not identified, what could theoretically be done to enable an
individual to become identifiable should not be treated in isolation from whether the
provider is reasonably likely to combine the information and/or has undertaken not to
do so in determining whether information is personal information.

Google pointed out that in some cases it would be unlawful or in breach of
contract for an agency to combine sets of non-identified data, and suggested that
in such cases the information in question should not be considered “personal
information”, even though it is theoretically possible that individuals could be
identified by combining the data sets. In Google’s submission, an unduly
expansive definition of “personal information” would, if applied to internet
services, subject service providers to:

potentially unnecessary regulation as to collection, notification and use of
disaggregated and uncombined pieces of information that are integral to provision of
services, but are not intended to be brought together to identify a particular individual.

249 OPC acknowledged the increasing ease with which information that at first
appears to be unidentifiable can be used to identify an individual, given
technological advances that have made it easier to locate and combine
information. They considered that the focus of the definition of “personal
information” on information about identifiable individuals was still valid,
but said that over time more information will start falling within the definition.
They also noted that several of the privacy principles, as well as section 22H
of the Health Act 1956, provide exceptions where personal information
is anonymised or deidentified.

49  Issues Paper at 53-54.

50  See Paul Ohm “Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization”
(2010) 57 UCLA L Rev 1701. For a contrasting view, see Jane Yakowitz “Tragedy of the Data Commons”
(2011) Social Science Research Network < www.ssrn.com > .
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250 Two academics specialising in privacy law raised issues about information that
relates to more than one person. Gehan Gunasekara from Auckland University
drew attention to the aggregation of personal information in such a way that it
no longer relates to identifiable individuals. Such information, he argued, can
still be used in ways that have an impact on individuals: the aggregated
information can be used to classify people into groups; those groupings can then
be used as the basis for decisions about pricing, marketing or other matters; and
such decisions may have discriminatory or otherwise adverse effects on
individuals. While such concerns may be valid, we do not think that the Privacy
Act is the place to deal with them. The Privacy Act is concerned with the fair
handling of information about individuals, not with aggregated information
about groups of individuals. We discuss privacy of groups further below. If the
uses of aggregated information described by Gunasekara are indeed a problem,
they could be dealt with in other ways, such as through consumer legislation.

251 A somewhat different issue was raised by Professor Paul Roth of Otago
University. He noted that a few overseas privacy laws provide that information
may be “personal” even if it relates to two or more people, such as in the case of
information about a family or household. He also referred to the case of
Sievwrights v Apostolakis,® the implication of which, in Roth’s view, is that:

if there are two (or more) individuals who are referred to by a collective reference that
does not identify one specific individual in particular, then an individual who is included
in that collective reference may have a right to be granted that information as
“personal information”, even though it is not clearly “about” just that one individual
alone. In principle, there is no reason why this logic should not also apply to disclosures,
and possibly other complaints about breaches of the privacy principles.

We do not think that this issue of “individuation” (“the extent to which personal
information must relate to one individual as opposed to a collection or aggregation
of individuals”) raised in Roth’s submission is one that should be dealt with by
amendment to the definition of “personal information”. We prefer to leave it to
be assessed case by case whether, in the particular circumstances, a reference to
two or more people can be considered to be personal information about one of
those people.

252 Another issue which we discussed in the issues paper concerns the extent to
which an Internet Protocol (IP) address can be considered to be information
about an identifiable individual.? Strictly speaking, an IP address identifies a
computer, not a person, but some commentators and authorities overseas have
taken the view that an IP address can be personal information. Our provisional
view was that the issue of whether or not an IP address is personal information
can only be decided in relation to the particular context in which that address is
collected, held, used or disclosed, and that it could not be clarified by an
amendment to the Privacy Act. This view was supported by participants in a
roundtable discussion of internet privacy issues organised by InternetNZ in
order to inform our review.

51 Sievwrights v Apostolakis HC Wellington CIV-2005-485-527, 17 December 2007. The Court found that
a letter which used the surname “Apostolakis” and made no other reference to individuals contained
personal information about Mrs Apostolakis even though the surname referred both to Mrs Apostolakis
and to her husband.

52 Issues Paper at 54-55.
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Overall, we think the “identifiable” element of the definition of “personal
information” is capable of being clarified to some extent. For example, it can be
stated clearly that information can be “personal information” if an individual
can be identified from that information in combination with other information,
but that such identification must be reasonably practicable and not simply
theoretically possible. We considered whether such clarification could usefully
be included in the Act itself, but concluded that to do so would involve
significantly lengthening and complicating the current definition of “personal
information”. We think instead that the Privacy Commissioner could usefully
develop guidance material on the “identifiable” element of the definition.
While the “identifiable” element is the one that could most usefully be clarified
through guidance, in our view, it might well make sense for such guidance also
to address the other elements of the definition. In recommending that the Privacy
Commissioner develop guidance material on this issue, we are conscious of the
caveats with regard to guidance discussed above. Guidance can assist agencies
to work through the issues involved in assessing whether particular information
is “personal information” or not, can give examples and can draw on relevant
Privacy Commissioner opinions and Tribunal and court decisions. It is important,
however, that it is not seen as a substitute for the provisions of the Act itself and
that it is applied flexibly.

RECOMMENDATION

R4 The definition of “personal information” should not be amended, but the
Office of the Privacy Commissioner should develop guidance with respect to
the “identifiable” element of the definition.

Human tissue samples

254 There is one final issue about the definition of “personal information” that we
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raised in the issues paper. We discussed the status of human tissue samples
under the Privacy Act, and asked whether they should be covered by the
definition of “personal information”. Our provisional view was that they should
not be.”* We consider that human tissue samples are not currently included in
the definition of “personal information”, although information derived from
such samples will be. Privacy legislation in New South Wales expressly includes
bodily samples in the definition of “personal information”,** and the Australian
Law Reform Commission and the Australian Health Ethics Committee have
recommended that bodily samples should be included in the coverage of the
Federal Privacy Act.>® In New Zealand, however, there is already a significant

See discussion in ibid, at 57-60. For a recent discussion of this issue in relation to the Data Protection
Act 1998 (UK), see Neil C Manson “The Medium and the Message: Tissue Samples, Genetic Information
and Data Protection Legislation” in Heather Widdows and Caroline Mullen (eds) The Governance of
Genetic Information: Who Decides? (Cambridge University Press, Cambridge, 2009) 15.

Privacy and Personal Information Act 1998 (NSW), s 4(2); Health Records and Information Privacy
Act 2002 (NSW), s 5(2).

Australian Law Reform Commission and Australian Health Ethics Committee Essentially Yours: The Protection
of Human Genetic Information in Australia (ALRC R96, Sydney, 2003) at 286 (recommendation 8-2).
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body of law governing human tissue,*® and we do not think it would be helpful
to further complicate matters by extending the scope of the Privacy Act to cover
such tissue. Most submitters who commented on this issue agreed with our view,
and said that any reform in this area should be carried out through other
legislation, such as the Human Tissue Act 2008. Nor did most submitters
consider that any clarification was needed with regard to the Privacy Act’s
coverage of genetic information or other information derived from human tissue
samples. We conclude that no reform is needed in this area. It is also worth
noting that the Privacy Commissioner is not constrained from commenting on
matters relating to human tissue samples or bodily privacy generally under the
Commissioner’s broad functions relating to “individual privacy” (as discussed
in chapter 5).

"Individual”

255 As we have already mentioned, for information to be “personal information”
under the Privacy Act, it must be about an identifiable “individual”. “Individual”
is defined as meaning “a natural person, other than a deceased natural person”.
Thus, information about artificial legal persons (such as companies) and other
collective entities, and about deceased persons (albeit with some exceptions,
discussed below), is not “personal information” and is not covered by the Act.
In the issues paper we asked whether these exclusions from the Act’s coverage
should continue in their current form, be modified, or be removed.

Deceased persons

256 There are currently three exceptions to the general position that the Privacy Act
does not apply to information about deceased persons. First, the definition of
“personal information” includes information relating to a death that is
maintained by the Registrar-General pursuant to the Births, Deaths, Marriages,
and Relationships Registration Act 1995 (BDMRRA). For convenience, we will
refer to this as “deaths register” information, using the term “deaths register”
to include all the various forms in which the Registrar-General of Births, Deaths
and Marriages maintains information about deaths pursuant to the BDMRRA.
Secondly, an agency may refuse to provide access to information requested
pursuant to privacy principle 6 if the disclosure of that information “would
involve the unwarranted disclosure of the affairs of another individual or of a
deceased individual” 5" Thirdly, the Act provides that, for the purposes of the
issuing of any code of practice relating to health information, privacy principle 11
(disclosure) shall be read as if it applies in respect of both living and deceased

56  See especially Human Tissue Act 2008 and regulations made under that Act; Health and Disability
Commissioner Act 1994, and the Code of Health and Disability Consumers’ Rights, rights 7(9) and (10);
Criminal Investigations (Bodily Samples) Act 1995; Coroners Act 2006, ss 47-56; provision for the
making of regulations about the retention of bodily samples in Health Act 1956, s 121A.

57  Privacy Act 1993, s 29(1)(a) (emphasis added).
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individuals.”® This provision is given effect by the Health Information Privacy
Code (HIPC), which provides that rule 11 of the Code applies to health
information about deceased individuals for a period of 20 years after death.>

We wondered whether these exceptions to the general principle that the Act
does not cover information about the deceased could be tidied up somewhat, and
in the issues paper we put forward some suggested reforms of the deaths register
provision and the ground for refusing principle 6 access requests.®® However,
our suggestions would not have entirely eliminated the Act’s coverage of
information about deceased persons in either of these areas.

With regard to deaths register information, we suggested that the part of the
definition of “personal information” that deals with deaths register information
could be deleted, and such information could be governed solely by the BDMRRA
(which might need some amendment as a result). We recognised, however, that
deaths register information would still need to be considered to be personal
information for the purposes of the information-matching provisions of the Act.
There are a number of existing information matching programmes that involve
matching of personal information with information on the deaths register. In
some cases, such information matching will lead to adverse action (such as
discontinuation of a benefit) being taken against a living person, due to a false
match. Information matching involving deaths register information must,
therefore, remain within the controls imposed by the Privacy Act. We
recommend in appendices 1 and 2 that information matching should continue
to be controlled under the Privacy Act, although we believe it should come
within a new framework for information sharing.

In relation to the ground for refusing access where disclosure of information
would involve the unwarranted disclosure of information about a deceased
person, we suggested that this should be narrowed so that it applied only to
health information about the deceased.

There was some support in submissions for these suggestions, but it was not strong,
and a number of concerns were raised. With regard to the first suggestion, OPC
questioned whether the BDMRRA can adequately substitute for the Privacy Act’s
role in relation to deaths register information. Both OPC and the Ombudsmen
expressed concern about the implications of the second suggestion for the equivalent
withholding ground under the OIA, which also allows information to be withheld
to protect the privacy of deceased natural persons.5! They felt that the OIA should
continue to allow information about deceased persons to be withheld, as such
information can be highly sensitive and its release can affect surviving family
members. The Ombudsmen pointed out that requests for official information must
often be considered under both the OIA and the Privacy Act because the information

Privacy Act 1993, s 46(6).

Health Information Privacy Code 1994, r 11(5) and (6). Health information about a deceased individual
may, however, be disclosed if the disclosure is to, or is authorised by, the individual’s representative; or
if the information concerns only the fact of death and the disclosure is by a health practitioner or other
authorised person to the deceased individual’s representative or certain other specified persons: r 11(1)

(a), (b) and (f).
Issues Paper at 62-65.
Official Information Act 1982, s 9(2)(a).
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requested is a mixture of information about the requester and other information.
In such cases, inconsistency between the two Acts with respect to the withholding
of information about deceased persons could create confusion. In light of the low
level of support for change and the concerns raised in submissions, we have
concluded that there should be no change to the inclusion of deaths register
information in the definition of “personal information” or to the provision for
information about deceased individuals to be withheld in response to access requests.

261 Our proposal in the issues paper with regard to the third way in which the
Privacy Act currently applies to information about the deceased was rather
different. We believe it is appropriate, in the health context, for information
about deceased individuals to be protected against disclosure. Health information
is particularly sensitive, and has traditionally been protected by medical
confidentiality after death. Thus, we support the provision in the HIPC with
regard to disclosure of health information about deceased individuals, as required
by section 46(6) of the Act.

262 In the issues paper we proposed going further and providing in the Act that any
code of practice made under the Act may apply any of the privacy principles to
information about deceased persons. There was a significant level of support for
this proposal in submissions, and OPC considered that it “might provide a
measured and tailored approach” to privacy of information about deceased
persons. We continue to support this proposal, which we see as allowing the
principles of the Act to apply to information about the deceased in particular
contexts and in ways that are appropriate to those contexts. To be clear, we are
not proposing the making of a generic code about deceased persons’ information,
but rather that sector-specific codes should be able to apply to information about
the deceased when appropriate. We are unable to say whether such a provision
is ever likely to be used, especially given that few codes have so far been
developed. In the issues paper we gave the banking sector as an example of one
in which, if a code for the sector were to be developed, it could be appropriate
to cover information about deceased persons, since confidentiality in banking
(as in health) continues after death. No privacy code for the banking sector is
currently under contemplation, however. The amendment we propose would
also allow the existing codes to apply any principle to information about deceased
persons, and in this respect we note the Privacy Commissioner’s recommendation
that principle 5 (security) should apply to health information of the deceased
under the HIPC.%

263 We asked in the issues paper whether there are any other ways in which the
Privacy Act should be amended to extend its application to information about
deceased persons.5* However, we indicated that we were not inclined to extend
the Act’s coverage of information about the deceased, apart from the provision
about codes of practice that we have just discussed, and nothing in the
submissions has caused us to change this view. As a matter of good practice
rather than law, agencies can already handle information about deceased persons
in accordance with the principles of the Act where appropriate.

62 1st Supplement to Necessary and Desirable at recommendation 75A.
63  Issues Paper at 66-68.
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There is one further matter concerning information about deceased persons which
we raised in the issues paper: survival of Privacy Act complaints after death.
This issue concerns situations in which an individual suffers an alleged privacy
breach while still alive and complains to the Privacy Commissioner, but dies before
the complaints process has been completed.®* In the case of Yakas v Kaipara District
Council,% the complainant died after the Privacy Commissioner’s investigation
had been completed but before proceedings could be continued in the Tribunal.
The complainant’s son sought to continue proceedings in the Tribunal on his
deceased mother’s behalf. The Tribunal concluded that it did not have jurisdiction
to hear the complaint, on the grounds that the right to bring complaints to the
Tribunal, other than those brought by the Director of Human Rights Proceedings,
is limited by section 83 to “aggrieved individuals”, and that deceased persons are
excluded from the definition of “individual”. This interpretation of the Act has been
questioned.®® The general rule about survival of causes of action is contained in
section 3(1) of the Law Reform Act 1936, which provides that on the death of a
person all causes of action vested in that person survive for the benefit of his or her
estate. The subsection provides for only two exceptions to this general survival rule:
“causes of action for defamation or for inducing one spouse to leave or remain
apart from the other”. No doubt the rationale for these two exceptions is the
intensely personal nature of the wrong. It can no doubt be argued that breach of
privacy is equally personal and should likewise be exempted, but the exceptions
to the rule in section 3(1) are very specific and very clear, and breach of privacy
is not one of them.®”

The question is whether the same rule should apply to breaches of the Privacy
Act and to the remedial process for which it provides. It seems wrong in principle
that an agency should be able to escape being held to account for a privacy breach
against a person who was living at the time the breach occurred, simply because
the person subsequently dies. Investigation of the complaint may lead to the
discovery of systemic problems which can be corrected for the benefit of others.
We therefore proposed in the issues paper that the Privacy Act should be
amended to make it clear that section 3(1) of the Law Reform Act 1936 applies
to causes of action under the Privacy Act. One submitter opposed this proposal
on the grounds that a cause of action under the Privacy Act is particular to the
individual, and should die with him or her. In this submitter’s view, the damage
from an interference with privacy is analogous to the damage to reputation in
defamation cases, which cannot be continued after death. However, we consider
that the flexibility of the Privacy Act is such that the fact of the complainant’s
death can be taken into account in deciding on an appropriate remedy. It may
not be appropriate to award or negotiate damages because the direct sting to the
complainant has gone, but remedies such as an apology or an agreement or order
to take remedial action to address systemic problems could still be appropriate.
Most submissions that addressed this question supported the Commission’s
proposal. Then Human Rights Review Tribunal Chair Royden Hindle suggested,

Ibid, at 70-71.
Yakas v Kaipara District Council [2004] NZHRRT 10.
Paul Roth Privacy Law and Practice (looseleaf ed, LexisNexis) at [PVAS83.4(c)] [Privacy Law].

In 1977 the Committee on Defamation recommended a change in the law to give the family of a deceased
person the right to sue for defamation in certain cases, but the recommendation was not accepted:
Committee on Defamation Recommendation on the Law of Defamation: Report of the Committee on
Defamation (Wellington, 1977) at 99.
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however, that it could be useful if the Act also specified the point at which
a cause of action under the Privacy Act should be regarded as having “vested”
in the complainant (to use the language of the Law Reform Act 1936).

266 We recommend that causes of action under the Privacy Act should survive the
complainant’s death, for the benefit of his or her estate, in accordance with
section 3(1) of the Law Reform Act 1936. This raises the question of the time
that the cause of action accrues so that it becomes transmissible.

267 In a court setting, “a cause of action accrues when every fact exists which it
would be necessary for the plaintiff to prove in order to support his or her right
to the judgment of the court”.%® That will differ according to whether or not
damage is a required element of the cause of action.

268 Privacy complaints are at first sight different from cases in court. The primary
goal is to resolve them without litigation. Only a few proceed to the judicial body,
the Human Rights Review Tribunal. In essence, however, the aim of all the
processes provided for in the Privacy Act is to provide satisfaction for a person
who has been wronged by a breach of the law. Even in areas of law which are
more in line with the classic court model there are often early attempts to
mediate. Sometimes consideration of that solution is mandatory, employment
cases being the classic example.®

269 So, while one might have a rule that a “cause of action” under the Privacy Act
survives for the benefit of the complainant’s estate only when proceedings have been
commenced in the Tribunal, a more rational solution would seem to be to provide
that the cause of action in the present context accrues at the time the requirements
of section 66(1) of the Privacy Act are satisfied; that is, there is a breach of privacy
within paragraph (a) of that section, and the breach has caused, or may cause, harm
within paragraph (b). That way, whether the complaint is settled in the early stages,
proceeds to further investigation, or eventually reaches the Tribunal, the family can
feel that the deceased aggrieved individual has been vindicated, and the infringing
agency does not escape the consequences of its actions. If a case arises where the
death of the aggrieved person would make further investigation pointless, section
71 of the Act gives the Commissioner adequate power to decline to proceed.

RECOMMENDATION

R5  The Privacy Act should provide that codes of practice may apply any of the
privacy principles to information about deceased persons.

RECOMMENDATION

R6  Causes of action under the Privacy Act should survive the complainant’s death,
for the benefit of his or her estate. A “cause of action” should be defined as
accruing at the time the requirements of section 66 of the Act are met.

68  Stephen Todd “Discharge of Liability” in Stephen Todd (ed) The Law of Torts in New Zealand
(5th ed, Brookers, Wellington, 2009) 1153 at 1163.

69  Employment Relations Act 2000, s 159.
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Because the definition of “individual” in the Privacy Act is limited to natural
persons, the Act does not apply to information about legal persons (corporations)
or unincorporated groups. This is consistent with the approach of most
information privacy laws overseas, although some countries do extend privacy
rights to corporations, at least in part.”™

In the issues paper, we stated that we do not favour extending the Privacy Act
to cover corporations for the following reasons:

Privacy is a human right, based on protection of individual dignity.

While corporations can be affected by misuse of their information, the harms
suffered are fundamentally different from those suffered by individuals
through breaches of their privacy.

Those interests of corporations that are akin to privacy are already protected
by other areas of law, including breach of confidence, defamation, intellectual
property, and laws criminalising various forms of surveillance and theft of
information.

In return for the protections that come with their legal status, corporations
take on obligations of transparency (that is, obligations to make certain
information about themselves publicly available). They are publicly registered
and governed by statute. Such characteristics of corporations limit the extent
to which they can claim that information about them is “private”.

Including corporations in the Privacy Act’s coverage would give rise to
uncertainty, practical difficulties about the application of the privacy principles,
and compliance costs.

Despite this view, we did seek submissions on the specific question of whether
corporations should have rights of access and correction under principles 6 and
7, particularly in the field of credit reporting.

Most submitters were opposed to any extension of the Privacy Act to cover
information about corporations, mainly on the ground that it would be
inappropriate to do so in human rights legislation. A number of submitters also
agreed with a point that we had made in the issues paper: that granting access
rights to corporations would allow them to gather information about them held
by their competitors, including information about their competitors’ attitudes to
them and strategies for competing with them. The credit reporting companies
Veda Advantage and Dun & Bradstreet opposed giving corporations access and
correction rights in the credit reporting field. They noted that it is in credit
reporters’ interests to have accurate information, and that they already provide
for access and correction in relation to corporations’ credit records. In their
view, however, it would not be appropriate for the Privacy Act to provide
for such access and correction rights, and there is no call for such a change.
A similar point was made by the financial institution ANZ New Zealand. In light
of these submissions, we remain of the view that information about corporations
should continue to be excluded from the coverage of the Privacy Act.

See discussion in Issues Paper at 72-74.
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273 We also briefly discussed in the issues paper the question of privacy and
unincorporated groups. We do not see how a group right to privacy could be
recognised within the Privacy Act framework. The Act is based on the rights of
individuals to control information about themselves, and a collective right to
privacy could not be recognised without fundamentally changing the nature of
the Act. We also note that unincorporated bodies cannot sue in tort. However,
a group of individuals may have common interests that could be recognised by
the law. Such recognition could be achieved by means of a representative
complaint on behalf of a group of individuals, each of whom would be able to
bring a complaint individually if he or she chose to do so. In chapter 6 we
recommend that the Privacy Act should make better provision for representative
complaints. We think that this is as far as the Privacy Act can go towards
recognising the privacy interests of groups.

274 One other issue raised in the issues paper concerns the question of whether
information about a corporation can, in some circumstances, be information
about an individual.” In the Tribunal case C v ASB Bank,” C was the sole
director and owner of all but one share in a business. He used the company’s
bank account for personal as well as business transactions, and after he and his
wife separated, his wife obtained copies of the company’s bank statements from
the bank. C complained about the bank’s disclosure, which he had not authorised,
and he submitted that the bank statements were personal information. Even
though the information was, on its face, about the company, C argued that it was
transformed into personal information by factors such as the one-person nature
of the company, the use of the account partly for personal transactions, and the
fact that his wife wanted the information in order to learn about him, not about
the company. The Tribunal disagreed, ruling that the information was about the
company, not about C, and was therefore outside the scope of the Act.

275 In the issues paper we said that the very strict interpretation in C v ASB Bank
seemed out of character with the Privacy Act’s flexible approach, and we
proposed that the Act should be amended to make clear that, despite the general
exclusion of information about legal persons from the definition of personal
information, information about a legal person can be personal information if it
is also clearly information about an identifiable individual. There was a
reasonable amount of support for the proposal in the issues paper, but also some
quite strong opposition. Arguments in support did not go beyond those made
in the issues paper. The main argument against the proposal was that people
who have chosen to structure their affairs through the vehicle of a company
must accept the consequences of that decision. There was also concern that,
by “piercing the corporate veil”, the proposal departed from established principles
of company law. While the proposal would have applied only in limited
circumstances, it would be a significant departure from the general principle that
the Privacy Act does not apply to information about corporations, and in
the absence of consensus on this issue we have decided that the proposal should
not proceed.

71  1Ibid, at 74-76.
72 Cv ASB Bank Ltd Complaints Review Tribunal 21/97, 26 August 1997.
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We also asked whether the Act needed to clarify the circumstances in which
information about a trust can be personal information. We have no
recommendations to make about information relating to trusts, since no issues
were raised about such information in submissions.

"Collect”

2.77

2.78

73

74
75
76

The Privacy Act defines “collect” as follows: “Collect does not include receipt
of unsolicited information”. Thus, unsolicited information will not be “collected”
for the purposes of the Act, and will therefore not be covered by the collection
principles (privacy principles 1 to 4). We refer to the exclusion of unsolicited
information from the meaning of “collect” as “the unsolicited information
exception”. It is important to note that the definition of “collect” does not affect
interpretation of privacy principles 5 to 12, which do not use the word “collect”.
Principles 5 to 11 deal with information that an agency “holds”, and principles
10 and 11 also refer to the purposes for which information was “obtained”.
The Act does not define “obtained”, but it seems clear that it covers situations
in which information comes into the possession of an agency, regardless of
whether the information was collected by the agency or was unsolicited. Neither
“unsolicited” nor “solicit” are defined in the Act. It does not seem to be common
in information privacy laws overseas to define “collect”, or to provide that
“collection” does not include receipt of unsolicited information.”™

In the issues paper we discussed possible areas of uncertainty with regard to the
meaning of “unsolicited”, and therefore of “collect”.™ In our view, to “solicit”
information is to request or invite it; “unsolicited” information is information
that has not been asked for.” Some types of information are clearly unsolicited:
for example, information sent to an agency by mistake, or information sent to
an agency by a third party without the agency requesting it (such as a tip-off that
an individual is engaging in unlawful activity). However, in other cases the
unsolicited information exception may give rise to uncertainty about whether
information has been collected or not:

Privacy law expert Professor Paul Roth has questioned whether surveillance
by means of a recording or monitoring device is collection for the purposes
of the Act. In Roth’s view, such surveillance of an individual is not collection
because the information is not solicited in the sense of a request for the
information being made to the individual.”™

It may be unclear whether agencies, or sections within agencies, that exist in
order to receive inquiries or complaints “solicit” the information that is
provided to them. Examples include customer service or complaints
departments, or complaints bodies such as professional disciplinary tribunals.
Some information is generated within an agency, rather than being collected
from an external source. One example is the outcome of a completed

However, see discussion of some relevant provisions in Australian Federal and New South Wales
legislation in Issues Paper at 76-77.

Ibid, at 77-79.
See discussion of the meanings of “solicit” and “unsolicited” in ibid, at 80.

Roth Privacy Law, above n 66, at [PVA2.5].
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disciplinary process;’” another is information that is automatically generated
in the course of a transaction (such as a phone company’s records of calls
made by its subscribers).

279 It is mainly the application of the definition of “collect” to the first of these
situations, the collection of information by means of surveillance devices, that
is of concern to us. With regard to complaints bodies and other similar agencies
or sub-agencies, we think they are already covered by the definition. Where an
agency asks customers for feedback or holds itself out as being the appropriate
body to receive complaints, it is soliciting information in our view, even if it is
not specifically soliciting each individual piece of information it receives. On the
other hand, the status of internally-generated information could be unclear even
without the unsolicited information exception: it is certainly open to debate
whether an agency’s record of the fact that a particular decision was taken or
that a particular transaction took place constitutes a collection of that fact.

280 In the case of an agency obtaining information by means of a surveillance device,
we think that the current definition of “collect” introduces an unhelpful
ambiguity. Without the unsolicited information exception, there could be little
doubt, in our view, that a device such as a CCTV camera could be used to
“collect” personal information. We find it difficult to see, however, how
information recorded by a CCTV camera that sits passively recording images of
people within a particular area can be said to have been “solicited” from the
individuals concerned. Those individuals have not been asked if they want to
be filmed; they may not even be aware that they are being recorded. If the camera
is hidden, the unsolicited nature of the information obtained is even clearer.

281 We emphasise that we think the current definition is not intended to exclude the
obtaining of information by means of surveillance devices from the definition of
“collect”. The purpose of and background to the Act suggest that surveillance
should be considered to be a form of collection,” and both the Privacy
Commissioner and the Tribunal have taken the view that surveillance devices
can be used to “collect” information. There is, however, a Court of Appeal
decision that lends limited support to Professor Roth’s contention about the
application of “collect” to the use of surveillance devices,” and in any case we
think that the matter should be put beyond doubt.

282 In the issues paper we considered a number of options for clarifying the meaning
of “collect”, and proposed that the definition should simply be deleted.®
We considered that the natural and ordinary meaning of “collect” would be
sufficient to cover the types of activity that are intended to be covered by the

77  See for example Boyle v Manurewa RSA Inc [2003] NZHRRT 16. The Tribunal found (at [31]) that the
outcome of a disciplinary process that had run its course was not information that had been “collected”
for the purposes of the Privacy Act.

78  See, for example, the Explanatory Memorandum to the OECD Privacy Guidelines, at [52], which states
that the Collection Limitation principle is directed, in part, at such practices as “the use of hidden data
registration devices such as tape recorders”.

79 Harder v Proceedings Commissioner, above n 45. The Court decided in this case that an unsolicited phone
call was not “collected” simply by virtue of it having been recorded. The decision is of limited relevance
to a situation such as an agency deliberately installing a camera and using it to obtain information about
people in a particular area.

80  Issues Paper at 81-82.
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collection principles, while excluding situations in which an agency has taken
no steps to acquire the information in question.®! However, we also put forward
the alternative options of amending the definition of “collect” (which could be
done in a number of ways), or clarifying the definition by means of guidance
from the Privacy Commissioner.

Most submitters who commented on this issue supported our proposal to simply
delete the definition of “collect”. Points made by submitters included that:

the proposed change would bring the New Zealand Privacy Act into line with
Australian privacy law;

the proposal would ensure that unsolicited information is covered by the
Privacy Act;

the ordinary meaning of “collect” should suffice, and the reference to
“unsolicited” information is unhelpful as once the information is held most
of the privacy principles apply anyway;

the current definition is unhelpful, and attempts to provide further
clarification could simply give rise to new definitional problems; and

information collected by means of surveillance devices should clearly fall
within the coverage of the Act.

Several other submitters did not agree that the definition should be deleted, but
did agree that it should be amended to make its scope clearer (particularly in
relation to information obtained using surveillance devices). Only two submitters
opposed any change to the current definition, because they wanted to ensure
that unsolicited information continues not to be “collected” for the purposes
of the Act.

In its submission, OPC said that:

given that the Act has been in effect for 17 years, simply deleting the definition would
be confusing since it may not be clear whether previous interpretations are intended
to be changed or continued. If amendment is warranted, statutory clarification would
be a better course.

OPC disagreed with the proposition that, where information is gathered about
people who happen to be in a particular space and no request for information is
made to any individual, the information is “unsolicited”. If clarification is
considered necessary, OPC suggested it may be useful to define “unsolicited”
narrowly, so as to exclude only:

those situations where the agency cannot in practice be held accountable for informing
the individual about the collection, for the manner of collection, or for justifying why
it needs the information. For instance, “unsolicited information” can be defined as
“information that comes into the possession of the agency in circumstances where
the agency has taken no active steps to acquire or record that information”.

We remain of the view that the meaning of “collect” should be made clearer, and
this view has been broadly supported by submitters. If we were starting with a
blank slate, we think the ordinary meaning of “collect” would suffice to exclude
information that comes into an agency’s possession but that the agency did not

See discussion of the meaning of “collect” in ibid, at 79.
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seek or invite. However, we take OPC’s point that simply deleting the definition
at this point, after it has been in existence for 17 years, could cause uncertainty.
It might be assumed that, by deleting the unsolicited information exception,
Parliament was indicating that all unsolicited information should in fact be
covered by the definition of “collect”. We therefore recommend that the
definition of “collect” should be amended rather than deleted. The effect of
the amendment should be to exclude from the meaning of “collect” situations
in which an agency has taken no active steps to acquire or record information.

RECOMMENDATION

R7  The definition of “collect” should be amended to provide that situations in
which an agency has taken no active steps to acquire or record information
are excluded from the definition.

“Publicly available publication”

286 We asked in the issues paper whether there were any other terms used in the
Privacy Act that needed to be defined, or whose definitions should be amended.
We received few suggestions in submissions, and there is only one additional
term whose definition needs clarification, in our view. We mentioned in the
issues paper that the definition of “publicly available publication” could be
amended to clarify its application to online information, but we did not examine
this issue in any detail. This issue was discussed at a seminar on privacy and the
internet organised for us by InternetNZ, and participants in that discussion felt
that clarification of what “publicly available” means in the online context would
be useful.®2 OPC’s submission also suggested that consideration could be given
to clarifying this issue, and an article on privacy and Web 2.0 attached to the
submission from Professor Paul Roth of Otago University included a very helpful
discussion of “publicly available” exceptions in New Zealand and overseas
privacy laws.®

287 There are exceptions to principles 2, 10 and 11 in relation to information that
is “publicly available information” or is in a “publicly available publication”.
This means that, if information is “publicly available”, it is not necessary to
collect it directly from the individual concerned, or to use or disclose it only for
the purpose for which it was obtained. The relevant definitions are as follows:

Publicly available information means personal information that is contained in a
publicly available publication

Publicly available publication means a magazine, book, newspaper, or other
publication that is or will be generally available to members of the public; and includes
a public register

82  InternetNZ Privacy Roundtables (Wellington, 21-22 June 2010).

83  Paul Roth “Data Protection Meets Web 2.0: Two Ships Passing in the Night” (2010) 33 UNSWLJ 532
at 544-547 [“Data Protection”].

84  Privacy Act 1993, s 6, principles 2(2)(a), 10(a) and 11(b).
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Since “publicly available information” is defined in terms of being contained in
a “publicly available publication”, the latter term is the key one. There are
“publicly available” exceptions in information privacy statutes overseas, and
these exceptions take a variety of forms. Professor Roth comments in his article
on Web 2.0 issues that New Zealand’s exception is unusually broad.®

The need to clarify the meaning of “publicly available publication” arises largely,
though not exclusively, from the fact that the internet has made so much more
information “publicly available”. Because so much information is available
on the internet, there is a lot of information that is potentially not protected by
the Privacy Act because it is already “publicly available”. In some cases the
individual concerned will have had no role in making that information publicly
available, or will have taken steps to make it available only to a limited audience.
We discuss several issues about the definition of “publicly available publication”
below. For convenience, we also discuss here the scope of the “publicly available”
exceptions to principles 2, 10 and 11.

Websites and information in electronic form

2.89

The fact that websites and other electronic publications can be “publicly available
publications” seems clear,* but we think it should be stated expressly in the
definition. Overseas privacy laws use a variety of forms of words to include
electronic publications, such as “whether in printed or electronic form” or
“however published”. “Website” could also be added to the list of forms of
publication in the definition (as it is already in a similar definition in the Criminal
Disclosure Act 2008).57

Information to which access is restricted

2.90

85
86

87
88

The question of whether or not information is “generally available to members
of the public” is not always straightforward. Information can be publicly
accessible to some extent, but subject to certain restrictions on access. One
obvious example of an access restriction is that a publication may be available
only on payment of a fee or subscription. The definition of “publicly available
publication” already includes publications — books, magazines and newspapers
— that are usually available for purchase, although they may also be available for
free online or in public libraries. The Australian and New South Wales Law
Reform Commissions have recommended that the definition of “generally
available publication” (the equivalent term in Australian Federal and New South
Wales privacy statutes) should be amended to clarify that a publication can be
“generally available” whether or not a fee is charged for access to it.%® The
Australian Government has accepted this recommendation in relation to the

Roth “Data Protection”, above n 83, at 545.

See Personal Information on Internet was Publicly Available [2010] NZPrivCmr 8, Case Note 212156;
Coates v Springlands Health Ltd [2008] NZHRRT 17 at [79)].

Definition of “publicly available publication”, Criminal Disclosure Act 2008, s 6(1).

For Your Information at 333-335 (recommendation 6-7); New South Wales Law Reform Commission
Access to Personal Information (NSWLRC R126, Sydney, 2010) at 30-31, 34 (recommendation 6).
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CHAPTER 2: Scope, approach and key definitions

Privacy Act 1988 (Cth).*® We recommend that a similar amendment should be
made to the definition of “publicly available publication” in New Zealand’s
Privacy Act. However, we think a form of words should be found that allows
for the possibility that a particular publication may be so expensive that it cannot
be said realistically to be publicly available. For example, various specialist
academic or legal databases are available on payment of very substantial
subscriptions that put them out of reach of members of the public generally.

291 There are a number of other ways in which access to publications may be limited,
particularly online. For example, users of the social networking site Facebook
can restrict access to all or parts of their profiles to people they have accepted
as “friends”, or to specific sub-groups of “friends”. Similarly, some websites
restrict access to certain information to people who have passwords (who might,
for example, be members of a particular club or professional association that
the website is about). Where information is available only to a small section of
the public, we do not think that the information in question can be considered
to be “generally available to members of the public”.

292 It is difficult to lay down strict rules about information in a publication to which
access is restricted, but we think that certain factors can be identified which
should be considered in assessing whether or not information is publicly
available. These factors include:

the level of any fee or subscription that is charged for access;

whether access is restricted by means of a password to certain authorised
users;

whether access is restricted to a limited audience chosen by the individual
publishing the information (as in the case of limiting access to Facebook
“friends”); and

whether the information is published in encrypted form.

We considered whether factors such as these should be spelled out in the Act
itself, but we think it would be better to deal with them in guidance from OPC,
and we recommend that such guidance about the meaning of “publicly available
publication” should be developed.

Public registers

293 The definition of “publicly available publication” currently expressly includes
“a public register”. “Public register” is defined in section 58 of the Privacy Act.
A “public register” for the purposes of the Act is a register maintained pursuant
to a legislative provision listed in Schedule 2 to the Privacy Act, or a document
specified in that same Schedule. In our Public Registers report, the Law
Commission noted that there are a number of regdisters that are provided for in
statutes or regulations and that are at least partially open to the public, but that
are not included in Schedule 2 to the Privacy Act.?® In Necessary and Desirable,

89  Enhancing National Privacy Protection at 26. The Exposure Draft of new Australian Privacy Principles
released by the Australian Government as part of its response to the ALRC report provides (cl 15) that
a publication can be a “generally available publication” “whether or not it is available on the payment
of a fee”.

90  Law Commission Public Registers: Review of the Law on Privacy Stage 2 (NZLC R101, 2008) at 22-23,
36 [Public Registers]. See also the list of statutory provisions for public registers in ibid, at 98-116.
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the then Privacy Commissioner commented that a public register not included
in Schedule 2 will only be a “publicly available publication” if it is a “publication
that is or will be generally available to members of the public”. He appeared to
suggest that such registers would only fall within the definition if they were
published in something like book form, and said that:"!

there exists a potential anomaly whereby information or documentation having very
similar characteristics in terms of being publicly available may, depending upon certain
formatting issues, perhaps fall outside the relevant definitions.

He did not recommend any amendment to the definition of “publicly available
publication” to deal with this issue, however, since he had recommended
elsewhere in Necessary and Desirable that a process should be undertaken to
bring all statutory registers open to public search into the list in Schedule 2.

In Public Registers, the Law Commission has recommended that all public
registers should be regulated primarily through their establishing statutes, and
that consequently the public register provisions of the Privacy Act and the Act’s
definition of “public register” should be repealed.” For the time being, however,
we assume that “public register” will continue to be a defined term in the Act.
We do not see this as a problem in relation to the definition of “publicly available
publication”, since we think the definition is broad enough to include other
registers that are open to public inspection. There is, however, a growing
tendency for public registers to be only partially open to public search and
inspection, or open only for certain purposes specified in their establishing
statutes. Protection of privacy is one of the main reasons for restricting access
to public registers. Public registers should continue to be expressly included in
the definition of “publicly available publication”, in our view, but they should
be included only to the extent that the information in them is in fact “generally
available to members of the public”. The simplest way of making this clear is to
move the words “public register” from the end of the definition, so that they
appear instead before “or other publication”.

An amended definition of “publicly available publication”

2.95

2.96

91
92
93

Taking the points made above into account, a new definition of “publicly
available publication” might read as follows:

Publicly available publication means a magazine, book, newspaper, website, public
register, or other publication (whether in printed or electronic form) that is or will be
generally available to members of the public, and can include a publication that is
available on payment of a fee.

We note that the definition of “publicly available publication” in the Criminal
Disclosure Act 2008 is similar to that in the Privacy Act, although unlike the
Privacy Act definition it expressly includes websites.” If the definition in the
Privacy Act is amended, consideration should be given to making a corresponding
amendment to the definition in the Criminal Disclosure Act.

Necessary and Desirable at 52.
Law Commission Public Registers, above n 90, at 74-75, 89.
Criminal Disclosure Act 2008, s 6(1).
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CHAPTER 2: Scope, approach and key definitions

Amending the “publicly available” exceptions

297 In addition to the issues about the definition of “publicly available publication”,
discussed above, we are concerned about the breadth of the “publicly available”
exceptions. Most privacy statutes in comparable jurisdictions overseas limit
the scope of the exception in some way. For example, the exception may apply
only where:

publication of the information in question is required or authorised under
statute;

there are reasonable grounds for believing that the individual concerned
provided the information or authorised its publication; or

the collection, use or disclosure of the information is consistent with the
purpose for which the information was published.

Participants in the InternetNZ forum particularly drew attention to provisions
in overseas laws that state that personal information made publicly available
for one purpose cannot be reused for another purpose. They saw merit in
adopting this approach in New Zealand.

298 We think the scope of the “publicly available publication” exception to the use
and disclosure principles (principles 10 and 11) should be narrowed. Reuse or
disclosure that is inconsistent with the purpose for which the information was
published, or that involves the use or disclosure of sensitive information that
has been made publicly available without the authorisation of the individual
concerned, can be harmful to individual privacy. To take an extreme example,
if a person were to publish on a website sensitive personal information (personal
medical records, for example) that had been obtained by hacking into a computer
or through some other security breach, others should not be free to use or further
disclose this information. Similarly, there have been incidents in which (usually
after a relationship breakup) naked photographs of an individual are posted
on a social networking site such as Facebook without that individual’s consent.
The posting of such photographs should not give others licence to further use
or disclose them.”

299 We therefore recommend that the “publicly available publication” exceptions to
principles 10 and 11 should be amended to provide that the exceptions cannot
be relied on if, in the circumstances of the case, it would be unfair or unreasonable
to use or disclose personal information obtained from a publicly available
publication. We do not see a need for an equivalent amendment to the exception
to principle 2. The “publicly available” exception to principle 2 means that an
agency does not need to collect information from the individual concerned if the
information is contained in a publicly available publication. So long as any

94  See, for example, “Naked Photo Sends Jilted Lover to Jail” Dominion Post (Wellington, 13 November
2010) < www.stuff.co.nz >; Chris Barton “Facebook Shows its Ugly Side” New Zealand Herald
(Auckland, 20 November 2010) < www.nzherald.co.nz > .

95  The English Court of Appeal has suggested that some types of information are so sensitive that an
expectation of privacy can remain in respect of such material even after it has been widely published.
The Court thought that this was particularly true of photographs: Douglas v Hello! Ltd (No 3) [2006]
QB 125 (CA) at [105]. For further discussion see John Burrows “Invasion of Privacy” in Stephen Todd
(ed) The Law of Torts in New Zealand (5th ed, Brookers, Wellington, 2009) 845 at 861-862;
Law Commission Invasion of Privacy: Penalties and Remedies (NZLC IP14, 2009) at 138.
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information collected in this way is protected against use or disclosure that
would be unfair or unreasonable, we think there is no need to limit the collection
of information from publicly available publications.
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Chapter 3
Privacy principles
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Like information privacy legislation in other countries, the Privacy Act sets out
principles for regulating the handling of personal information. There are
12 “information privacy principles”, which are set out in section 6 of the Act.
These principles are fundamental to the Act’s operation, so it is essential for any
review of the Act to consider whether their effectiveness can be improved.

We think the privacy principles have generally worked well, and are consistent
with internationally-accepted principles for the fair handling of personal
information. Because of this, and because people have now worked with the
current principles for almost 20 years, our approach to reform of the principles
involves making improvements to the existing principles, rather than starting
again from scratch.

We have recommended in chapter 2 that the Privacy Act should continue to take
an open-textured, principles-based approach to regulating informational privacy,
rather than moving towards a rules-based system. In keeping with an open-
textured approach, we believe the privacy principles should, as much as possible:

be high-level statements of standards and responsibilities for agencies
handling personal information;

not be detailed or prescriptive, at least in their positive form (although there
is room for a higher level of detail in the exceptions);

be general in scope and application (they should not apply only to particular
types of information, particular sectors or particular technologies); and

be clear and simple, so that they are easy to understand and apply.

The above criteria have guided our decisions on reform of the privacy principles.

A BRIEF
SUMMARY
OF THE
PRINCIPLES

34

The privacy principles are set out in full in appendix 3. In brief, the principles
are as follows:

Principle 1: An agency must not collect personal information unless the
collection is necessary for a lawful purpose connected with the agency’s
functions or activities.

Principle 2: Agencies must collect personal information from the individual
to whom the information relates, unless certain exceptions apply.

Principle 3: When personal information is collected from the individual to
whom it relates, that individual must (unless certain exceptions apply) be
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made aware of such matters as the fact that the information is being collected,
the purpose for which it is being collected, and the intended recipients of the
information.

Principle 4: Agencies must not collect personal information by means that are
unlawful or unfair, or that intrude unreasonably upon an individual’s
personal affairs.

CHAPTER 2

Principle 5: Agencies that hold personal information must take steps to keep
it secure against loss; unauthorised access, use, modification or disclosure; or
other misuse.
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Principle 6: An individual is entitled to obtain confirmation from an agency
as to whether or not the agency holds that individual’s personal information
and, if the agency does hold such information, the individual is entitled to
have access to it. However, there are certain grounds on which an agency can
refuse to provide an individual with access to his or her personal information.

CHAPTER 4

Principle 7: If an agency holds an individual’s personal information, the
individual is entitled to request that the agency correct that information. If
the agency does not agree to correct the information, it must take reasonable
steps (if requested to do so) to attach to the information a statement of the
correction sought but not made.

CHAPTER 5

Principle 8: Before it uses personal information, an agency must take
reasonable steps to check that the information is accurate, up to date,
complete, relevant and not misleading.

CHAPTER 6

Principle 9: Agencies must not retain personal information for longer than is
required for the purposes for which the information may lawfully be used.
Principle 10: Personal information obtained by an agency for one purpose
must not be used for another purpose unless certain exceptions apply.

CHAPTER 7

Principle 11: An agency must not disclose personal information unless certain
exceptions apply.

Principle 12: This principle places restrictions on the use of “unique
identifiers” such as IRD numbers or credit card numbers. The principle
restricts the ways in which agencies may assign such numbers to individuals,
and the circumstances in which they may require individuals to disclose such
numbers.

CHAPTER 8

CHAPTER 9

35 Stating the principles in this way is somewhat misleading with regard to those
principles that include exceptions: principles 2, 3, 6, 10 and 11. The exceptions
to these principles modify the application of the principles in important ways.
It is impossible to summarise the exceptions, but they allow agencies not to
comply with the basic principle for such reasons as that non-compliance is
necessary to protect interests such as health, safety and maintenance of the law;
that compliance would not be reasonably practicable in the circumstances; or
that the individual to whom the information relates has authorised non-
compliance. The exceptions to principle 6 are set out in sections 27 to 29 of the
Act, whereas the exceptions to the other principles are included in the body of

CHAPTER || = CHAPTER |0

CHAPTER 12
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the principles themselves. Even those principles that do not include exceptions
are generally qualified in some way, particularly by providing that an agency
must take only such steps as are reasonable in the circumstances.

36 For the purposes of discussion in this chapter, we have grouped the principles
as follows: collection (principles 1 to 4); security, accuracy and retention
(principles 5, 8 and 9); access and correction (principles 6 and 7); use and
disclosure (principles 10 and 11); and unique identifiers (principle 12). At the
end of the chapter we discuss whether any new principles are needed.

STRUCTURAL 37 In the issues paper we asked about combining or deleting existing principles, or

CHANGES making structural changes to the exceptions to the principles.® Most submitters
TO THE did not favour such changes, and we recommend that the basic structure of the
PRINCIPLES principles should not be changed.

38 A few submitters thought that principles 10 and 11 (use and disclosure) could
usefully be combined, but in the absence of strong support for such a change we
think that they should remain separate. Arguments put forward in submissions
against combining principles were that people are familiar with the existing
principles, that all of the principles serve a useful purpose, that keeping them
separate helps to make them user-friendly, and that combining principles in the
Act could cause problems for the rules in codes of practice.

39 We asked in the issues paper whether principle 12 (unique identifiers) should
be removed from the principles and placed elsewhere in the Act. Principle 12
seems different in character from the other principles, being more specific and
prescriptive. However, there was very little support for such a change.

310 The idea of moving the exceptions to principle 6 (reasons for refusing access)
from sections 27 to 29 into the body of principle 6 itself was supported by a few
submitters, but most submitters saw no reason for change. The main argument
against moving the provisions of sections 27 to 29 into the body of principle 6
is the length of these exceptions, and we think it is better to leave them where
they are. We note, however, that the Privacy Commissioner has made useful
recommendations about the restructuring of sections 27 to 29 to make them
easier to use.””

COLLECTION 311 Principles 1 to 4 are concerned with the collection of information. We have

PRINCIPLES discussed the definition of “collect” in chapter 2. Principle 1 says that an agency
is to collect personal information only for a lawful purpose connected with the
agency’s function or activity, and is to collect only such information as is
necessary for that purpose. Principle 2 provides that, in most cases, agencies
must collect personal information from the individual to whom it relates, while
principle 3 says that when information is collected from an individual, he or she
must usually be informed of certain matters. Principle 4 states that agencies shall
not collect personal information by unlawful, unfair or unreasonably intrusive
means. Principles 2 and 3 are subject to a number of exceptions, but there are
no exceptions to principles 1 and 4.

96  Issues Paper at 85-87.
97 2nd Supplement to Necessary and Desirable at 9, 16-18.
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Principle 1 — purpose of collection

3.12

3.13

3.14

3.15

98

The concept of “purpose” is fundamental to the privacy principles, and it is
principle 1 that requires agencies to have a purpose for which they are collecting
personal information. We asked in the issues paper whether greater clarity was
needed in relation to defining the purpose of collection, and whether principle
1 should be amended to require that the collection of personal information must
be reasonably necessary for the purpose.

There was no clear pattern in the submissions on the question of defining
purpose. On the one hand, some submitters did think that agencies may currently
be able to get away with overly-broad or vague purposes for collection.
The Office of the Privacy Commissioner (OPC) said that it had encountered
many instances in which agencies are not transparent with respect to their
purposes of collection: for example, purposes may not be documented, or may
be characterised in broad and vague terms. OPC saw the solutions as lying not
with an amendment to principle 1, but in the provision of better enforcement
tools (discussed in chapter 6) and the introduction of a new openness principle
(discussed later in this chapter). On the other hand, a couple of government
departments asked in their submissions for greater flexibility with regard to
definition of purpose. They wanted to be able to change or expand the purpose
for which they hold information, rather than being tied to the purpose for which
the information was originally collected.

On the question of reasonableness, some submitters thought that it could be
helpful to spell out that collection should be reasonably necessary, but a larger
number of submitters did not support such an amendment. Those who opposed
the change said that it would make no difference as the Tribunal has already
interpreted “necessary” as meaning “reasonably necessary”,” or that adding the
word “reasonably” to principle 1 would simply raise questions about what
“reasonableness” means. A government department pointed out that “necessary”
is also used elsewhere in the privacy principles, and that if “reasonably” is added
only in principle 1 it could be seen as imposing a different threshold of necessity
from that in the other principles.

We have concluded that no change is needed to principle 1. We do not believe
it is possible to amend principle 1 to require agencies to define their purposes
for collection more precisely. At the same time, the suggestion that agencies
should be able to change the purpose for which they hold personal information
from that for which the information was collected is not one that we can support.
Allowing agencies to change purpose unilaterally would create such a large hole
in the Act as to render it almost meaningless. If agencies wish to use information
for a purpose other than that for which they collected it, they should seek the
authorisation of the individuals concerned, or make use of one of the other
exceptions. On the question of reasonableness, we are persuaded by the
prevailing view in submissions, that requiring collection to be “reasonably”
necessary would add nothing and might in fact lead to greater uncertainty.

Lehmann v CanWest Radioworks [2006] NZHRRT 35 at [49]-[50].
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Principles 2 and 3 - collection from and notification to the individual
concerned

316 Principles 2 and 3 are closely related, and have many exceptions in common, so
we consider them together. Principle 3 applies only if personal information has
been collected from the individual concerned, in accordance with principle 2.
Thus, if an agency has not collected the information from the individual
concerned (because one of the exceptions to principle 2 applies), there is no
obligation to notify the individual to whom the information relates of the matters
set out in principle 3.

Collection “directly” from the subject

317 Principle 2 requires agencies to collect personal information “directly” from the
individual concerned, unless one of the exceptions applies, and principle 3
applies only where information has been collected “directly” from the individual
concerned. Professor Paul Roth has suggested that collection of information by
means of intermediary devices such as cameras or audio recording devices may
not constitute collection “directly” from the person concerned, and may therefore
not be covered by principle 3.% In response, the Privacy Commissioner has
recommended that the word “directly” be deleted from principle 3.1 In the issues
paper we supported this recommendation, and said that “directly” should also be
deleted from principle 2. We commented that such a change would help to remove
any ambiguity, and that “directly” does not seem to serve any useful purpose.

3.18 Most submitters supported our proposal to delete “directly” from principles 2
and 3. However, IHC opposed the proposal out of concern that it might open the
door too wide to the collection of personal information through intermediaries.
The Ministry of Health was also concerned about the proposed change, noting that
the Ministry collects personal information from health providers, who have in turn
collected that information from the individuals concerned. In the first instance those
health providers have generally collected the information for purposes related to
their own activities, and have not collected it as agents for the Ministry. The Ministry
was concerned that, if “directly” were to be deleted, the Ministry could be considered
to be collecting personal information from the individuals concerned, and could
therefore be responsible for the matters covered by principle 3.

319 Our view on this issue is unchanged from that put forward in the issues paper.
We do not think that “directly” adds clarity to principles 2 and 3, and we
consider that deleting it will have no effect on a situation like that described by
the Ministry of Health. In that situation, the Ministry is clearly not collecting
information from the individual concerned, and is not responsible for the
notification required by principle 3. In collecting information from a third party,
the Ministry must be relying on one of the exceptions to principle 2, and again
we think that the deletion of “directly” will make no difference to the assessment
of whether or not information can be collected from someone other than the
individual concerned. At the same time, its deletion should help to clarify the
position with respect to a situation in which information is collected by means
of a device such as a camera or audio recorder. It is arguable that, if an agency

99  Paul Roth Privacy Law and Practice (looseleaf ed, LexisNexis) at [PVA6.6(c)]| [Privacy Law].
100  3rd Supplement to Necessary and Desirable at 2-3 (recommendation 19A).
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sets up a CCTV camera to record people in a public place, personal information
about individuals in that place is not being collected “directly” from them.
The information is, however, clearly being collected from those people as
opposed to being collected from third parties.

RECOMMENDATION

R11  The word “directly” should be deleted from principles 2(1) and 3(1).

Unsolicited information

3.20

3.21

3.22

101
102

The definition of “collect” in the Act currently excludes “receipt of unsolicited
information”. We discussed this definition in chapter 2, and recommended that
it be amended to deal with some uncertainty about the meaning of “unsolicited”.
We do, however, think that personal information should continue to be
considered not to have been “collected” for the purposes of the Act if the agency
has taken no active steps to obtain that information. This raises the question of
how such unsolicited information should be treated. In the issues paper,'
we proposed to amend principle 2 by providing that unsolicited information
must either be destroyed or, if it is retained, handled in compliance with all the
relevant provisions of the privacy principles, as if the agency had taken active
steps to collect the information. This proposal was based on a recommendation
of the Australian Law Reform Commission (ALRC), which has been accepted
by the Australian Government.!°> We also proposed that principle 2 should
provide that an agency must not retain unsolicited information that it would
have been unlawful for it to have collected.

Although more submitters supported our proposals than opposed them, few
arguments were put forward in support. Those who opposed the proposals were
concerned about their practicability, and about the implications for use of “tip
off” information about fraud or other wrongdoing. With regard to the proposal
that the Act should provide that agencies must not retain unsolicited information
that they could not have lawfully collected, a number of submitters said that
agencies would not always be in a position to judge this, as they might not be
able to determine the circumstances in which the information was collected.
Moreover, it was argued, agencies with a law enforcement role must be able to
act on information concerning breaches of the law, regardless of how that
information was obtained.

In light of the fairly lukewarm support for our proposals, and the strong
opposition from a number of submitters, we now recommend that principle 2
should not be amended to deal expressly with unsolicited information. In any
case, we think that the Act already requires agencies to treat unsolicited personal
information with care. Principles 5 to 9 deal with information that an agency
“holds”, and make no reference to collection. Thus, they cover any information
an agency has decided to retain, whether that information was originally solicited

Issues Paper at 91.

For Your Information at 726 (recommendation 21-3); Enhancing National Privacy Protection at 41;
Australian Government “Australian Privacy Principles: Exposure Draft” (2010) principle 4 — receiving
unsolicited information.
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or unsolicited. Principle 9 requires that information be kept for no longer than
is required for the purposes for which the information may be lawfully used,
which means that if the agency does not have a lawful purpose for that
information it must destroy or otherwise dispose of it. Principles 10 and 11 refer
to the purposes for which personal information was “obtained”. “Obtaining”
information would appear to include both collecting information and receiving
unsolicited information. Thus, in our view principles 5 to 11 already apply to
unsolicited personal information which an agency decides to retain. In deciding
to retain personal information that is unsolicited, agencies should consider the
purpose for which they intend to hold that information.

Information that is not collected from the individual concerned

323 We asked in the issues paper whether the notification requirements of principle
3 should apply even when information has not been collected from the individual
concerned (because one of the exceptions to principle 2 applies). Such a change
would bring New Zealand’s Privacy Act into line with legislation in some other
jurisdictions such as Australia, where the National Privacy Principles in the
Privacy Act 1988 (Cth) require notice to be given regardless of whether personal
information is obtained from the individual concerned or from someone else.'”®

324 Submitters were evenly divided on this question. Arguments in favour of the
change were that:

it would promote openness and transparency;

agencies would only have to take such steps as are reasonable in
the circumstances to comply with principle 3; and

the exceptions to principle 3 would continue to apply.

The following arguments against the suggested amendment were made
in submissions:

There is no identified problem at present, and any problems in particular
sectors could be dealt with through codes of practice.

The benefits of the change do not warrant the compliance costs that would
be involved.

Individual notification would be impracticable in many instances.

A requirement to notify people in cases where information is being collected
from a third party could actually lead to privacy breaches, as notification that
particular information has been collected might go to the wrong person.

325 Requiring notification to the individual concerned where information is collected
from a third party would be a very significant change to the collection principles,
and would therefore need a significant level of support to go ahead. Given that
opinion was divided on this issue, and that some significant objections to
the change were put forward (including by OPC), we recommend no change.

103  Privacy Act 1988 (Cth), sch 3, National Privacy Principle 1.5. See also For Your Information at 779-783;
Australian Government “Australian Privacy Principles: Exposure Draft” (2010) principle 6.
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A new health and safety exception

3.26

3.28

3.29

3.30

At present, principles 2 and 3 do not have “health and safety” exceptions,
equivalent to the exceptions to principles 10 and 11, although there is an
exception to rule 2 of the Health Information Privacy Code (HIPC) which allows
for collection of information other than from the individual concerned where
collection from that individual would “prejudice the safety of any individual”.'*
We proposed in the issues paper that a health and safety exception should be
added to principle 2, and perhaps to principle 3.

Almost all submitters who responded to this proposal supported it. Some
submitters thought it would be particularly useful in the mental health field,
although in general situations involving mental health issues will be covered by
the HIPC rather than the Act itself. However, OPC was opposed to the proposal
in relation to principle 3, and with regard to principle 2 OPC felt that a compelling
case for the amendment had not been made out in the issues paper. In OPC’s
view, the kinds of collections to which a health and safety exception might be
relevant can probably already be undertaken using one of the generic exceptions

to principle 2, particularly the “no prejudice”, “prejudice the purposes of
collection” and “not practicable” exceptions.

We agree with OPC that it would not be appropriate to add a health and safety
exception to principle 3. If personal information is collected from the individual
concerned, that individual has a right to know the purpose of collection, where
the information is going, and the other matters covered by principle 3. If a health
and safety exception were to be added to principle 3, there is a danger that agencies
would avoid taking reasonable steps to provide such information when dealing
with individuals with mental illness or with physical or mental disabilities.

We do, however, think that a health and safety exception should be added to
principle 2. It is likely that there will be situations in which health or safety
considerations mean that it is not possible to collect information from the
individual concerned. An employer dealing with a workplace accident might,
for example, need to get information about an injured worker from a family
member; or a social worker might need to collect information from a third party
in a case where a child appears to be at risk of harm. We acknowledge OPC’s
point that existing exceptions can probably cover such situations, but we still
think that agencies will find it helpful to have a specific exception (just as there
is already a specific exception covering maintenance of the law).

The new exception to principle 2 should apply where an agency has reasonable
grounds for believing that a “serious” threat to health or safety exists. We recommend
at R31 below that the Act should set out criteria for assessing seriousness for the
purposes of health and safety exceptions to principles 2, 6, 10 and 11.

104 Health Information Privacy Code, r 2(2)(c)(iii).
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RECOMMENDATION

R12  Principle 2(2) should be amended by adding a new exception covering
situations in which an agency believes, on reasonable grounds, that
non-compliance is necessary to prevent or lessen a serious threat to the health
or safety of any individual.

“No prejudice” and “not reasonably practicable” exceptions

331 Both principle 2 and principle 3 include exceptions for situations in which the
agency has a reasonable belief “that non-compliance would not prejudice the
interests of the individual concerned” or “that compliance is not reasonably
practicable in the circumstances of the particular case”.'® We proposed in the
issues paper that the “no prejudice” exception should be deleted. We argued that
the agency collecting the personal information may not be in a position to
determine whether or not the individual’s interests will be prejudiced, and that
a focus on prejudice to the interests of individuals ignores the cumulative effect
of collections which may each be relatively harmless but which, taken together,
may have negative consequences.!’® With regard to the “not reasonably
practicable” exception, we asked whether it needed to be made clear that the
exception should not be relied on where an agency wishes not to comply with
principle 2 simply because the individual concerned refuses to provide the
information, or because the agency believes that the individual would refuse.'*”

332 There was no consensus in submissions with regard to the “no prejudice”
exception. Submitters who supported our proposal to delete the exception said
that it is not always apparent to agencies what is or is not in the interests
of individuals, and that the exception involves a subjective judgement on the
part of agencies. Those who opposed the proposal argued that the “no prejudice”
exception was an important part of the Act’s balance between the privacy
rights of individuals and the operational needs of agencies, and that the proposal
could impose compliance costs on agencies while providing only limited benefits
to individuals.

333 With regard to the “not reasonably practicable” exception, a number of
submitters supported the suggested clarification. OPC commented that it would
seem self-evident that the exception cannot be relied on in situations that involve
unwillingness to give consent, but that it could be useful to make this absolutely
clear. IHC agreed that the exception should not be used simply because an agency
is unable to get consent to collection. In addition, IHC said that the exception
should not be used when an agency wishes to avoid collecting information from
an individual with an intellectual disability simply because it might take longer
to explain matters to that individual or for the individual to understand, consider
and respond to a request for information. A few submitters opposed the suggested
change, and one government agency argued that principle 2 does not give
individuals a right of veto over the collection of their information.

105 Privacy Act 1993, s 6, principles 2(2)(c) and (f), 3(4)(b) and (e).
106 Issues Paper at 92-93.
107 Ihid, at 93.
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3.34

335

We recommend that there should be no change to these two exceptions.
There was a significant amount of opposition to our proposal to delete the
“no prejudice” exception, and we note that OPC thought, on balance, that the
exception should be retained. While we continue to believe that agencies will
often not be in a position to assess the potential prejudice to an individual,
we point out that an agency can only rely on the exception if it has reasonable
grounds to believe that its actions will not prejudice the individual’s interests,
and that the onus of proof that the exception applies will lie with the agency
if a complaint is made about its actions.'*®

The “not reasonably practicable” exception applies to situations in which
information cannot be collected from the individual concerned, or the individual
concerned cannot be notified in accordance with principle 3. In our view, it is
intended to apply in such circumstances as where it is impossible, or unreasonably
difficult, to contact the individual; the individual is in a coma; or the information
the agency is seeking is the opinion of a third party (such as a doctor) about
the individual.'” We agree with IHC that the exception should not be relied on
because an agency finds it inconvenient or too time-consuming to collect
information from an individual with an intellectual or physical disability.
Nor should it be relied on simply because an individual refuses to provide
information to an agency, or because the agency believes that the individual would
refuse. There will often be situations in which no exception to the principle applies
and therefore information can only be collected in compliance with the Act if it is
collected from, or with the consent of, the individual concerned. In such cases we
think it would be a clear breach of the Act for an agency, having failed to obtain
the information from the individual, to claim that compliance with principle 2 is
“not reasonably practicable”. We do not think any amendment to the principle
can usefully provide further clarification of this point.

Authorisation and statistical or research exceptions to principle 3

3.36

337

108
109

110

Following a recommendation of the Privacy Commissioner, we proposed in
the issues paper that two exceptions to principle 3 should be deleted.!'®
These exceptions are principle 3(4)(a), which allows an agency not to comply
with principle 3 if non-compliance is authorised by the individual concerned,
and principle 3(4)(f)(ii), which provides for non-compliance where the
information collected “will be used for statistical or research purposes and will
not be published in a form that could reasonably be expected to identify the
individual concerned”.

The Privacy Commissioner’s arguments for deleting principle 3(4)(a) were that:

This provision could be seen as allowing organisations to seek authorisations
on standard forms, in situations where there is an imbalance in the bargaining
position between the individual and the agency.

Authorisation needs to be informed, which is unlikely to be the case if the
information required by principle 3 is not provided.

Privacy Act 1993, s 87.

The latter example might also be covered by the exception that applies where “compliance would
prejudice the purposes of the collection”: principles 2(2)(e) and 3(4)(d).

Issues Paper at 94-95; Necessary and Desirable at 67-70 (recommendations 20 and 21).
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Notification is a key provision of the Act, underlying other principles, particularly
in terms of specification of purpose at the time information is collected.

Such an exception is not generally found in privacy legislation overseas.

338 More submitters supported than opposed the proposal to delete the authorisation
exception, but no new arguments were put forward in support. Arguments
against the proposal were that:

No examples of abuse of the exception have been identified.

The exception is useful, and individuals should be able to choose to waive
their rights under principle 3.

The exception has practical uses in everyday situations where an implied
waiver is understood by both parties, such as when a car is dropped off to the
mechanic and the mechanic takes the customer’s phone number in order to
contact the customer. Wholesale deletion of the exception may not be the best
way of dealing with the concerns that were identified in the issues paper.

339 We remain convinced by the arguments originally put forward by the Privacy
Commissioner, and we recommend that principle 3(4)(a) be deleted. We do not
think that the deletion will prove problematic in everyday situations in which there
is no expectation that an agency will go through all of the matters set out in principle
3(1). We think that these situations are adequately dealt with by the fact that
agencies are required to take only such steps as are, in the circumstances, reasonable,
together with exceptions such as “no prejudice” or “not reasonably practicable”.

340 In relation to principle 3(4)(f)(ii), the Privacy Commissioner argued that:

Where information is collected directly from the individual, there is nothing
inherent in collection for research or statistical purposes that should excuse
agencies from providing information to the person concerned about the
purposes of collection and other matters.

The exceptions for situations where notification is not practicable or would
prejudice the purposes of collection would still apply.

A notification requirement appears to be in line with the code of practice of
the Association of Market Research Organisations.

Most submitters who commented on the proposed deletion of principle 3(4)(f)
(i1) supported the proposal, but gave no reasons for their support. A few agencies
opposed the proposal, arguing that the exception is relied on for research that
has high public benefit and does not prejudice individual privacy, and that
exception (f)(ii) is little different from (f) (i), which is not proposed for deletion.

341 We recommend that principle 3(4)(f) (ii) be deleted, for the reasons put forward
by the Privacy Commissioner. The statistical and research exceptions to
principles 2, 10 and 11 are important, and should be retained. We also
recommend below that there should be a new statistical and research exception
to principle 12. However, we do not think that such an exception to principle 3
is justified. Generally speaking, ethical standards for research require that
research subjects are aware of the fact that personal information is being
collected from them, the purpose for which it is collected, and so on.!!!

111  See, for example, Health Research Council Guidelines on Ethics in Medical Research (2002, revised 2005)
at 38; Market Research Society of New Zealand Code of Practice (revised 2008) especially arts 4 and 7(b).
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343

112

113

114
115
116
117
118
119
120

Such ethical standards are closely related to requirements for research subjects
to give informed consent to participation in research.!? This widely-accepted
ethical position will be supported by the deletion of exception (f)(ii) to principle 3.

Nonetheless, there will be cases in which, for quite legitimate reasons,
information is collected from the individual concerned but the individual is not
informed at the time of collection of the matters required by principle 3.'* Even
without principle 3(4)(f)(ii), such “non-disclosing” collections may be
permissible under the Act because:

the information collected is not “personal information” (because it is not
“about an identifiable individual”);!'*

non-notification will not prejudice the individual’s interests;'"®

notification would prejudice the purposes of the collection;!!®

notification is not reasonably practicable in the circumstances;!”

the information will not be used in a form in which the individual is
identified;'!® or

non-compliance with principle 3 is authorised or required under law.!*

We note that Statistics New Zealand was not opposed to the proposed deletion,
since they could rely on the “prejudice the purposes of collection” exception
instead. Furthermore, where it is not practicable to disclose the matters set out
in principle 3 at the time of collection, the Act provides that disclosure may take
place “as soon as practicable after the information is collected”.'®® This may be
relevant in some research contexts, where the subjects cannot be told the purpose
of the research at the time of collection, because such knowledge might influence
the results, but can be told shortly afterwards.

We do not think there is any inconsistency in deleting exception (f)(ii)
but leaving (f) (i). Exception (f) (i) allows non-compliance with principle 3 where
the information “will not be used in a form in which the individual concerned
is identified”. Exception (f)(ii), by contrast, refers to information that will
be used for statistical or research purposes and “will not be published in a
form that could reasonably be expected to identify the individual concerned”.
Thus, (f)(i) deals with “use” while (f)(ii) deals with publication. Exception (f)
(i1) would appear to allow non-transparent statistical and research uses so long
as any resulting publication does not make the research subjects identifiable;
exception (f)(i) will only apply if the use itself involves information that has
been de-identified.

See PDG Skegg “Consent and Information Disclosure” in John Dawson and Nicola Peart (eds) The Law
of Research: A Guide (University of Otago Press, Dunedin, 2003) 233.

See Selene Mize “Non-Disclosing and Deceptive Research Designs” in John Dawson and Nicola Peart
(eds) The Law of Research: A Guide (University of Otago Press, Dunedin, 2003) 253.

See discussion of the definition of “personal information” in ch 2.
Privacy Act 1993, s 6, principle 3(4)(b).

Privacy Act 1993, s 6, principle 3(4)(d).

Privacy Act 1993, s 6, principle 3(4)(e).

Privacy Act 1993, s 6, principle 3(4) () (1).

Privacy Act 1993, s 7(4).

Privacy Act 1993, s 6, principle 3(2).
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RECOMMENDATION

R13  Principles 3(4)(a) and 3(4)(f)(ii) should be deleted.

Principle 4 — manner of collection

344 Principle 4 is, for the most part, unproblematic. However, there is some uncertainty
about its application to attempts to collect personal information, where no
information is in fact collected.'?! We proposed in the issues paper that principle
4 should be amended to make it clear that it applies to attempts to collect
information.'?* We saw this proposal as being particularly useful in providing a
remedy in cases of attempted surveillance, where surveillance equipment has been
installed with the intention of collecting information about an individual. If the
surveillance equipment has been installed in such a way that it is unlawful, unfair
or potentially unreasonably intrusive, the fact that no personal information is in
fact collected should not preclude the affected individual from bringing a complaint
under the Act. Examples of attempted surveillance in which no personal
information is collected could include situations in which the equipment fails to
work properly, or where the information collected does not fall within the
definition of “personal information” (perhaps because the individual in question
is not identifiable from the recorded material). In such a situation, the individual
could still suffer stress, humiliation or loss of dignity as a result of knowing that
he or she had been under surveillance.

345 Most submitters on this question supported our proposed amendment.
The New Zealand Law Society commented that principle 4 is directed at the
conduct of agencies, so it should apply whether or not information is actually
collected. OPC saw the proposal as having some promise, although it also
considered that there was a danger that the law might over-reach the problem and
create new difficulties. In addition, OPC noted that there will be some situations
in which, faced with objectionable attempts to collect their personal information,
individuals will refuse to provide the requested information. An example of such
a situation is a survey which asks questions about very personal matters.

346 We recommend that principle 4 should be amended so that it is clear that it
applies to attempts to collect personal information, regardless of whether or not
those attempts are successful. We do not think that this amendment would open
the door so wide that the principle would cover attempts at collection where the
individual is realistically able to refuse to provide the information, even if
provision of the information would intrude significantly on the individual’s
personal affairs. For example, if a marketing company asks very intrusive
questions on a survey form, but there is no compulsion on an individual to
complete the form, this would not be unfair or unreasonably intrusive. However,
intrusive questions asked as part of a job interview, when an individual might
feel under pressure to answer, could perhaps be covered by principle 4, even if
the individual refused to answer them. We also note that, in a case of unsuccessful

121 This issue has been discussed by the Human Rights Review Tribunal, but it has not yet been required
to decide the matter: Stevenson v Hastings District Council [2006] NZHRRT 7 at [64]-[72]; Lehmann v
CanWest Radioworks Limited [2006] NZHRRT 35 at [67]-[68].

122 Issues Paper at 95-96.
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attempted collection, it will be possible to take into account the fact that no
information was collected in assessing harm for the purposes of any complaint
about that collection. The level of harm will generally be less if no personal
information was collected, and this can be reflected in the type of remedies
negotiated or awarded.

RECOMMENDATION

R14  Principle 4 should be amended to make it clear that it applies to attempts to
collect information.

SECURITY,
ACCURACY
AND
RETENTION
PRINCIPLES

3.47

Principles 5, 8 and 9 are only loosely related, but all involve the safe and fair
handling of information which an agency “holds”. Principle 5 requires agencies
to hold information securely, so that it is protected against loss or misuse;
principle 8 states that agencies shall not use personal information that they hold
without taking such steps as are reasonable to ensure that the information is
accurate, up to date, complete, relevant and not misleading; and principle 9
provides that an agency that holds personal information shall keep that
information for no longer than is required for the purposes for which the
information may lawfully be used.

Principle 5 — security

348

3.49

123

We suggested in the issues paper that there appeared to be a gap in principle 5
in relation to the issue of employee “browsing”. This term is used to describe
cases of access to personal information that an agency holds by employees who
are authorised to access the information, but who do so for an unauthorised
purpose. For example, an employee who has access to hospital medical records
might access records relating to a celebrity purely out of curiosity, or in order to
pass information on to the media. We commented that the current wording of
principle 5 is not absolutely clear with respect to browsing, and noted that any
gap in the coverage of principle 5 is further accentuated by the fact that section
252(2) of the Crimes Act 1961 provides that the offence of accessing a computer
without authorisation “does not apply if a person who is authorised to access a
computer system accesses that computer system for a purpose other than the one
for which that person was given access.” We proposed that the principle should
be amended to make it clear that agencies must take reasonable steps to ensure
that people who are authorised to access personal information for the purposes
in connection with which the information is held do not access, use, modify or
disclose that information for other purposes.'?

There was no disagreement in submissions with the principle that agencies
should, as a matter of good practice, act to prevent employee browsing. The point
was made that many agencies already have policies in place to prevent such
browsing, and treat it as part of their obligations under principle 5. Most
submitters agreed with our proposal to amend the principle to make it absolutely
clear that it covers employee browsing, but some thought that such an amendment
was unnecessary or undesirable. One submitter said that, instead of amending

Ibid, at 96-97.
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principle 5, a new provision should be added elsewhere in the Act making
employee browsing a breach of the Act, while another said that if there is a need
to do more to address employee browsing it should be done through civil or
criminal liability rather than an amendment to the Privacy Act. There was also
support from one submitter for amending section 252 of the Crimes Act so that
browsing incidents would be covered by the offence of unauthorised access to a
computer system. A few submitters were concerned about the possibility that
compliance with principle 5 might come to require the introduction of expensive
and cumbersome systems to track all employee access to data.

350 We were reassured by the general belief among submitters that principle 5
already requires agencies to take steps to prevent employees from accessing
personal information for purposes other than those for which the information
is held, and that this is also a matter of good practice. As a result, we have
concluded that an amendment to principle 5 is not required. While the current
wording of principle 5 is not absolutely clear with respect to browsing, we think
that the intent of the provision is quite clear: an agency must take reasonable
steps to ensure not only that access to personal information held by the agency
is limited to employees who are authorised to do so, but also that employees are
accessing such information only for authorised purposes. Rather than adding to
the length of principle 5 by putting this matter beyond doubt, we now favour
dealing with the matter through guidance from the Privacy Commissioner. We
recommend that the Privacy Commissioner should issue guidance material
making clear that employee browsing is a breach of principle 5, and setting out
the kinds of steps agencies should take to protect against employee browsing.

351 With respect to section 252(2) of the Crimes Act, we suggest that this could be
reviewed as part of a wider review of the adequacy of the law to deal with covert
data surveillance. We recommended that such a review should take place in our
report for stage 3 of this Review.'*

RECOMMENDATION

R15 The Privacy Commissioner should develop guidance material with respect to
principle 5 and the issue of employee “browsing” of personal information.

Principle 8 — data quality

352 We noted in the issues paper that principle 8 refers to checking the accuracy
of information before “use”, and does not expressly refer to disclosure. “Use” in
principle 8 should probably already be interpreted as including disclosure,'?® but
it is arguable that, since the Act has separate use and disclosure principles, “use”
in principle 8 has the same meaning as in principle 10. We proposed, in line with
an earlier recommendation of the Privacy Commissioner,'?® to provide greater
clarity by amending principle 8 to read “shall not use or disclose”.

124 Law Commission Invasion of Privacy: Penalties and Remedies: Review of the Law of Privacy Stage 3 (NZLC
R113, 2010) at 25-27.

125 See Herron v Speirs Group Ltd [2006] NZHRRT 12 at [52]-[54]; EFG v Commissioner of Police [2006]
NZHRRT 48 at [69]-[75].

126 Necessary and Desirable at 79-80 (recommendation 26).
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3.53

There was more support for than opposition to this proposal. However, there
was a significant level of opposition, which appeared to result largely from a
misapprehension about what the Commission was proposing. A number of
agencies were concerned that the Commission proposed to introduce more
rigorous requirements for checking data quality than currently exist. In fact, the
only change proposed by the Commission was an amendment to clarify that
principle 8 applies to disclosure as well as use. Agencies would still be required
only to take “such steps (if any) as are, in the circumstances, reasonable ...,
having regard to the purpose for which the information is proposed to be used
[or disclosed]”, to check data quality before use or disclosure. The wording of
the principle clearly anticipates that, in some circumstances, an agency will not
need to take any steps to check data quality. Principle 8 will also be overridden
by disclosure that is authorised or required under other legislation, provided that
such legislation is appropriately worded. In particular, a disclosure of personal
information under the Official Information Act 1982 (OIA) will not have to meet
the requirements of principle 8. We recommend that principle 8 should be
amended as proposed in the issues paper.

RECOMMENDATION

R16  Principle 8 should be amended so that it clearly applies to both use and disclosure.

Principle 9 - retention

3.54

3.55

Principle 9 states that personal information shall not be kept “for longer than is
required for the purposes for which the information may lawfully be used”,
rather than for the purposes for which it was collected. In the issues paper we
noted that the phrase “the purposes for which the information may lawfully be
used” can be interpreted very broadly. As a result, it had been suggested to us
that principle 9 was almost meaningless, since there is always some purpose for
which information may lawfully be used, even though that purpose may be quite
unrelated to the purpose for which the information was originally obtained.
However, our view was that principle 9 does serve a useful purpose, and that its
wording should not be changed.'?” The existence of principle 9 prompts agencies
to think about whether they need to retain personal information, and the
principle can also be given greater specificity in codes of practice (as is the case
in the Credit Reporting Privacy Code, for example). We also noted that the words
“may lawfully be used” could be interpreted as including the restrictions on use
in principle 10. This would mean that personal information cannot be retained
with a view to using it for a purpose other than that for which it was obtained,
unless one of the exceptions to principle 10 applies.

There was very little disagreement in submissions with our view that principle
9 should remain unchanged. Both OPC and Professor Paul Roth commented that
it is a relatively weak principle, but had no suggestions for improving it. OPC
emphasised the importance for privacy protection of controls on retention,
particularly as technological developments have made it much easier to store

127 Issues Paper at 98-99.
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vast quantities of data for very long periods of time. We agree that principle 9 is
an important principle, despite being relatively brief and somewhat broadly
worded, and believe it should remain in its current form.

356 The issues paper also asked whether principle 9 should specify how information
should be disposed of once an agency decides that it will no longer be retained,
or whether guidance from OPC on disposal would be helpful. We did not think
it would be helpful for the principle to deal with methods of disposal, and most
submitters agreed. A number of submitters said that guidance from OPC would
be helpful, but we did not get the impression that this is an issue where agencies
are having particular difficulties, so we do not see such guidance as a priority.

357 Some agencies sought greater clarity about the relationship between principle 9
and the Public Records Act 2005. We deal with this issue in chapter 8.

ACCESS AND 358 Principle 6 states that individuals have a right to know whether an agency holds

CORRECTION personal information about them, and to have access to that information.

PRINCIPLES Principle 7 provides that individuals are entitled to request the correction of
information about them held by an agency or, if the agency refuses to make such
a correction, to have attached to the information a statement of the correction
sought but not made. A range of exceptions to principle 6 (that is, grounds on
which agencies may refuse to provide access to personal information) are set out
in Part 4 of the Act. Procedural matters relating to rights of both access and
correction are contained in Part 5 of the Act. We discuss the provisions of Parts
4 and 5 here. In addition, section 55 of the Act provides that principles 6 and 7
do not apply in respect of certain types of information. We recommend one
addition to section 55 in chapter 4.

"Coerced access”

359 We are not aware of any problems with the wording of principle 6, but we did
raise one issue about the application of this principle in the issues paper.
Concerns have been raised about “coerced access requests”, in which a third
party requires an individual to use his or her access rights under principle 6 to
obtain that individual’s personal records, so that the individual can pass those
records on to the third party. For example, employers might require current or
prospective employees to access their criminal records and give them to their
employers; or insurance companies might require individuals seeking to take out
insurance to access and pass on their medical records.!?® The Data Protection
Act 1998 (UK) contains provisions that prohibit employers, prospective
employers and service providers from requiring individuals to produce certain
types of (mainly criminal) records obtained by exercising their access rights; and
that void any term or condition of a contract that purports to require an

128 See discussion in Necessary and Desirable at 363-367 and 4th Supplement to Necessary and Desirable at
31; Roth Privacy Law, above n 99, at [PVA6.9(f)]. A recent article about criminal records checking,
particularly in the employment context, concludes that privacy laws “do not lend themselves” to
protecting the different interests involved, and that consideration should be given instead to the
introduction of specific legal restrictions on the disclosure of criminal records information by official
record-keepers. See Moira Paterson “Criminal Records, Spent Convictions and Privacy: A Trans-Tasman
Comparison” [2011] NZ L Rev 69 at 87-89
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individual to produce health records obtained by using their access rights.'? The
Privacy Commissioner has recommended the introduction of similar controls in
the Privacy Act here.!*°

Although the question in the issues paper related to coerced access requests, a
number of submitters pointed out that coerced authorised disclosures are equally
problematic, and are probably more common. A coerced authorised disclosure
is a disclosure of personal information by an agency that has purportedly been
authorised by the individual concerned, in accordance with principle 11(d), but
where the individual’s authorisation has not been freely given. For convenience,
we discuss both coerced access requests and coerced authorised disclosures here,
and refer to the issue generically as “coerced access”.

There was no clear pattern in the submissions on coerced access, but a number of
submitters agreed that there was a problem. The New Zealand Law Society said
that coerced access is a significant problem in relation to access to health
information by employers and insurance companies, but thought that the issue
required wider scrutiny than is possible within the present review. An individual
lawyer suggested that coerced access involving insurance companies and health
information is an issue for the Health Information Privacy Code rather than the
Act itself. The New Zealand Council of Trade Unions (CTU) endorsed the view
that coerced access is a problem in the employment field, and referred specifically
to injured workers feeling compelled to sign consent forms that allow their medical
information to be disclosed to their employers. In the CTU’s view, workers often
lack a full understanding of the purpose of such authorised disclosures. OPC said
that coerced access remains a problem that should be addressed, and that it is
especially problematic where there is a power imbalance, or where a universal
industry practice exists, so that individual choice is not an effective means of
responding to pressure. OPC noted that some of the issues concerning coerced
release of criminal records had been dealt with indirectly through the Criminal
Records (Clean Slate) Act 2004, although OPC continues to hold concerns in this
area. OPC also noted its inquiry into insurance company practices of requiring
access to medical records.’®' A different type of coercion was raised with us by the
Police, who referred to instances in which a dominant abusive partner has coerced
another adult or a child into making an access request to Police. The Police said
that there is currently no mechanism in the Act for ensuring that access requests
are freely made, and suggested that section 45 could be amended so that agencies
can refuse access requests if they have evidence that they are coerced.

Coerced access is a complex issue, involving a range of types and degrees of
coercion, and we do not see any easy solutions to it. We begin with the most
serious types of coercion, those raised with us by the Police. We agree with the
Police that section 45 should be amended to deal with access requests that are
made under direct threat of physical or mental harm, as in situations of abusive
domestic relationships. Section 45 currently requires, in the case of access
requests, that agencies satisfy themselves concerning the identity of the
individual making the request; adopt procedures to ensure that the requested

Data Protection Act 1998 (UK), ss 56-57.
Necessary and Desirable at 363-367 (recommendations 151 and 152).

Privacy Commissioner Collection of Medical Notes by Insurers: Inquiry by the Privacy Commissioner
(June 2009).
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CHAPTER 3: Privacy principles

information is received only by the individual or his or her agent; and ensure
that, where a request is made by an individual’s agent, the agent is properly
authorised by the individual to obtain the information. We recommend that
section 45 be amended to provide that an agency shall not give access to
information requested under principle 6 if the agency has reasonable grounds
for believing that the individual concerned is making the request under duress
in the form of actual or threatened physical harm or psychological abuse. Section
45 already plays an important role in ensuring that third parties do not misuse
principle 6 to obtain personal information that is not theirs, and we believe that
our recommendation will strengthen this protection.

363 We also note that failure by agencies to comply with section 45 is not currently
a clear ground for a complaint under the Act. We recommend that section 66(2)
should be amended to refer expressly to a failure by an agency to comply with
the requirements of section 45 as being an interference with privacy. Such an
amendment will give agencies a greater incentive to ensure that they take the
precautionary steps required by section 45.

364 A parallel provision is needed to deal with cases of authorised disclosure where
the authorisation is obtained under severe duress. We recommend that a new
definition of “authorise” should be added in section 2 of the Act. The effect of
the definition should be to exclude from the meaning of “authorise” situations
in which an individual’s agreement is obtained under duress in the form of
actual or threatened physical harm or psychological abuse. We note that this
definition would be a negative one: it would define “authorise” in terms of what
it is not. We have considered the option of defining “authorise” in positive terms;
that is, defining what it is. However, we think authorisation is a complex matter,
and one that cannot readily be pinned down in a statutory definition. We are
concerned that defining “authorise” in positive terms might create more
difficulties than it solves, and so we do not recommend it.

365 We have given careful thought to whether the Act can be amended to deal with less
extreme forms of coercion, such as those that are economic in nature, but we have
been unable to find a workable solution to this problem. We have no doubt that some
cases of coerced access are an abuse of individuals’ rights under the Act, and that
individuals may make access requests or provide authorisation only reluctantly in
order to provide their personal information to some third party, in the context of a
power imbalance between the individual and that third party. However, we do not
think that an amendment to the Act can readily solve this problem. At the same
time, we note that reform in other areas may help to deal with coerced access:

As some submitters noted, the Criminal Records (Clean Slate) Act 2004 has
dealt with concerns about criminal records with respect to individuals covered
by the clean slate scheme. It is an offence under section 18 of that Act to require
or request that an individual disregard the effects of the clean slate scheme and
disclose, or give consent to the disclosure of, his or her criminal record.

Some of the concerns about medical records may be able to be addressed in
the Health Information Privacy Code, which we are not reviewing in this
report. However, the Code applies only to the handling of health information
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by health agencies (which include agencies providing health, disability,
accident or medical insurance, and accredited employers under the Injury
Prevention, Rehabilitation, and Compensation Act 2001).'%2

RECOMMENDATION

R17  Section 45 should be amended to provide that an agency shall not give access
to information requested under principle 6(1)(b) if the agency has reasonable
grounds for believing that the individual concerned is making the request under
duress in the form of actual or threatened physical harm or psychological abuse.

RECOMMENDATION

R18 Section 66(2) should be amended to provide clearly that failure by an agency
to comply with the requirements of section 45 is an interference with privacy.

RECOMMENDATION

R19  “Authorise” should be defined in section 2 as excluding situations in which an
individual’s agreement is obtained under duress in the form of actual or
threatened physical harm or psychological abuse.

Statement of correction sought but not made

3.66

3.67

132
133
134

We supported in the issues paper a recommendation of the Privacy Commissioner!?
which would require agencies to inform requesters, in cases where an agency is not
willing to correct an individual’s personal information, of their right to request that
a statement be attached to the information of the correction sought but not made.
The Tribunal has held that no such obligation exists in the Act at present.** There
was general support for this proposal in submissions, but some submitters noted that
there can be practical difficulties with attaching a statement. Where information is
held in electronic form, submitters noted, it is not always possible to add comments
to the relevant field, particularly in the case of old databases. On the other hand,
it was said that if a notation is attached to a paper-based file, it may not be possible
to include the notation if the information is later disclosed electronically (including
through information matching programmes). One submitter suggested that, where
it is not practicable to attach a statement to the information concerned, informing
requesters of their right to ask for such a statement to be attached would only lead
to frustration. Some submitters were also concerned to ensure that, where a
statement of the correction sought is attached at an individual’s request, the agency
should be free to add a commentary as to why it disagrees with the statement.

We recommend that principle 7 be amended as proposed in the issues paper. We note
that agencies are required only to “take such steps (if any) as are reasonable in the
circumstances” to attach to the information a statement of the correction sought but

Health Information Privacy Code 1994, cl 4(2)(i) and (j).
Necessary and Desirable at 76 (recommendation 24).
Plumtree v Attorney-General [2002] NZHRRT 10 at [137]-[138], [145].
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CHAPTER 3: Privacy principles

not made. There is nothing in principle 7 preventing agencies from also attaching a
comment about why they disagree with this statement. We acknowledge that, where
it is not practicable for the agency to attach a statement, informing the individual of
his or her right to such an attachment would be meaningless, and we think that this
point can be accommodated in the drafting of the amendment to principle 7.

RECOMMENDATION

R20 Where an agency is not willing to correct personal information in response to
a request made under principle 7, the agency should be required to inform the
requester of his or her right to request that a statement be attached to
the information of the correction sought but not made.

Part 4 of the Act — good reasons for refusing access

368 The reasons for refusing access to personal information, set out in Part 4 of the
Act, are based on the withholding grounds under the OIA. It may be desirable
to maintain some consistency between the grounds for withholding access to
information under the two Acts, although there will be grounds that are
appropriate for one Act but will not be relevant for the other. The Law
Commission is also currently reviewing the OIA, so we can take this issue of
consistency between the two Acts into account in that review. Law enforcement
grounds for refusing access are discussed in chapter 9.

Threshold for applying access refusal grounds

369 Trade Me’s submission raised a concern about the difference between the
thresholds for the maintenance of the law ground for refusing access and
the equivalent exception for disclosing information under principle 11.
The various access refusal grounds in section 27 can be applied where the
relevant prejudice or danger “would be likely”. On the other hand, the use and
disclosure exceptions to principles 10 and 11 come into play when the agency
“believes, on reasonable grounds” that one of the exceptions applies. The “would
be likely” test focuses on the degree of perceived risk, while “believes, on
reasonable grounds” centres on the evidential basis for the agency’s perception.
Trade Me submitted that the “belief on reasonable grounds” threshold would be
a more suitable one for agencies to apply when relying on the maintenance of
the law access refusal ground.

370 We have considered Professor Paul Roth’s analysis of the phrase “would be
likely” as used in section 27.1% The High Court has interpreted the phrase
as meaning “a distinct or significant possibility”, and has stated that in order to
rely on one of the section 27 grounds for withholding information, “an agency
must show there is a real and substantial risk to the interest being protected”.'*
A later Privacy Commissioner case note records the Privacy Commissioner’s

135 Roth Privacy Law, above n 99, at [PVA27.5].
136 Nicholl v Chief Executive of Work and Income HC Rotorua, AP 255/01, 6 June 2003, at [13].
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view that “likely” in section 27 “means only that there must be a real risk of
something occurring”. The agency that wishes to withhold information “has to
provide sufficient evidence to indicate that a danger in fact exists”.'3"

As the phrase has been interpreted, there may not be a significant difference in
effect between the threshold for the access refusal grounds in section 27 and the
threshold for the exceptions in principles 10 and 11.1%® In each case, the agency
will need to have some reasonable evidential basis on which to base its conclusion
that there is a risk of prejudice to the interest in question. Nonetheless, having
different formulations can be confusing and can imply that there is a difference
in their application. We agree that it is desirable to have a uniform test and that
section 27 should be amended to include the agency “belief on reasonable
grounds” threshold that is used in principles 10 and 11. We recommend that this
be addressed in redrafting. Although Trade Me’s submission was concerned with
the maintenance of the law access refusal ground, there needs to be consistency
across all of the grounds for refusing access. We therefore recommend that
“believes, on reasonable grounds” should apply as a threshold to all of the refusal
grounds included in sections 27, 28 and 29. This would be in addition to the test
of “would” or “would be likely” (as the case may be) in the access refusal grounds
in those sections.

RECOMMENDATION

R21 Sections 27 to 29 should be amended to incorporate the agency “belief on
reasonable grounds” threshold, for consistency with principles 10 and 11.

Safety

3.72

3.73

137
138
139

Section 27(1)(d) provides that access to personal information can be refused
if its disclosure would be likely “to endanger the safety of any individual”.
It has been held that this provision relates only to physical safety, not to health
or “mental safety”.® We asked whether this section should be expanded to
include other elements, such as requiring a serious threat, referring to health,
and including threats to public health and safety. Such changes would bring the
ground more into line with the health and safety exceptions to principles 10 and
11. We noted that, while health reasons for refusing access are also covered by
section 29(1)(c), that section applies only to situations in which information
needs to be withheld to protect the physical or mental health of the individual
making the request.

Most submitters who commented on this issue supported some expansion of the
current safety ground. A number of submitters supported aligning section 27(1)(d)
with the wording of the health and safety exceptions to principle 10 and 11,
while a few said that the section should refer to health and to mental safety or
mental health. However, OPC favoured leaving section 27(1)(d) unamended.
They submitted that elements of the health and safety exceptions to the use and
disclosure principles that are not present in section 27(1)(d) are of limited

Information About Student Withheld Because of Fears of Safety [2007] NZ PrivCmr 19, Case Note 92314.
Principles 2 and 3 also have a “believes, on reasonable grounds” test for their exceptions.
O v N Complaints Review Tribunal 4/96, 12 March 1996 at [15].
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CHAPTER 3: Privacy principles

relevance to access requests. They saw the proposed ground for refusal relating
to harassment (discussed below) as a better way of dealing with perceived gaps
in the safety ground.

374 We recommend that section 27(1)(d) should be amended so that an agency
may refuse to disclose information requested under principle 6 if disclosure of
that information would be likely to present a serious threat to public health
or public safety, or to the life or health of any individual. It will be apparent
that this wording is based on that of the health and safety exceptions
to principles 10 and 11. We do not think it is necessary to refer expressly to
mental health or mental safety. With regard to the seriousness element, the
Ombudsmen questioned whether this was needed, since the Tribunal and
the courts have imported a seriousness test into the phrase “would be likely”.*
While acknowledging this point, we think that “would be likely” must relate
primarily to seriousness in the sense of the probability of a threat, and perhaps
also to the threat’s imminence. It does not necessarily cover the consequences
if the threat were to eventuate. We tease out these elements of seriousness in
our discussion of the health and safety exceptions to principles 10 and 11
below, and recommend at R31 that the Act should set out criteria for assessing
seriousness for the purposes of health and safety exceptions to principles 2, 6,
10 and 11.

375 We accept that a broader health and safety exception of the kind we recommend
here is more relevant to the disclosure principle, and perhaps also to the OIA,*!
than to access by individuals to their personal information. Nonetheless,
we think there could be occasions when agencies, in response to access
requests, need to withhold personal information for reasons relating to the
health of individuals that are not covered by section 29(1)(c), or for reasons
of public health or safety. The amendment we have recommended would also
bring section 27(1)(d) into closer alignment with the equivalent provisions,
both current and proposed, in the Privacy Act 1988 (Cth).'*> While there
could be a concern that the widening of this ground will lead to access being
refused more often, we emphasise that agencies will need good reasons
for believing that a threat to health or safety is both “likely” and “serious”.
These requirements should act as a check on overuse of this ground for refusal
by agencies.

RECOMMENDATION

R22 Section 27(1)(d) should be amended so that an agency may refuse access
if disclosure of the information would be likely to present a serious threat
to public health or public safety, or to the life or health of any individual.

140 See the discussion of “would be likely” in Roth Privacy Law, above n 99, at [PVA27.5].
141 Relevant withholding grounds under the OIA are found in Official Information Act 1982, ss 6(d), 9(2)(c).

142  Privacy Act 1988 (Cth), sch 3, principle 6.1(a) and (b); For Your Information at 986-987; Australian
Government “Australian Privacy Principles: Exposure Draft” (2010) principle 13(3)(a).
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Harassment

3.76

3.78

143

144

145

Related to the expansion of the safety ground is the question of whether
the Privacy Act should provide for a specific ground for refusal of access in
cases where providing information is likely to lead to harassment of third parties.
This issue can arise in requests involving mixed information about the requester
and others. For example, a requester who has a grievance about his or her
medical treatment might request the names of all of those involved in providing
that treatment. In some cases, individuals may use such information to make
repeated, unwanted contact with other individuals in ways that fall short
of posing a physical danger to those individuals but that seriously detract from
their quality of life. The question is whether existing grounds for refusal are
adequate to deal with such cases. Possible grounds for refusal include the safety
ground,' and the ground relating to “unwarranted disclosure of the affairs
of another individual”.1%

There was a reasonable level of support in submissions for adding a ground for
refusal of access relating to harassment. A number of submitters, however,
raised the issue of how harassment would be defined, or the threshold of
seriousness that would be required for a threat of harassment to be established.

We consider that existing grounds do not clearly cover risk of harassment,
and that a new harassment ground should be added to section 29. The safety and
“unwarranted disclosure of the affairs of another individual” grounds can be
used to cover threat of harassment, but this involves something of a stretch.
Harassment often does not involve any threat to physical safety, although if the
safety ground is expanded as we have recommended above it is possible that
harassment could be seen as endangering mental health. Likewise, where
likelihood of harassment is the issue, the problem is not really that release
of personal information might disclose “the affairs of another individual”
but rather that it might lead the requester to harass that individual. We think it
is best to have a specific ground for refusal dealing with harassment. We do not
think that harassment should be defined in the Act, but we do think that the
ground should only apply if there is a significant likelihood of harassment and
if the harassment is serious in nature. The Privacy Commissioner could provide
guidance with respect to this new provision, and the list of “specified acts”
in the Harassment Act could be of some assistance to agencies in deciding
what constitutes harassment.'*

Privacy Act 1993, s 27(1)(d). See Te Koeti v Otago District Health Board [2009] NZHRRT 24 for a case
in which the Tribunal accepted that there was a risk of harassment serious enough to fall under the
“safety” ground for refusal.

Privacy Act 1993, s 29(1)(a). See Patient Requests Names of Nurses who Attended her in Hospital [2007]
NZPrivCmr 7, Case Note 93953; M v Ministry of Health Complaints Review Tribunal 12/97, 29 April
1997, in which the Tribunal held that the defendant agency had correctly distinguished between
information that should be withheld under section 27(1)(d) on safety grounds and information that
should be withheld under section 29(1)(a) because it might lead to individuals being subject to
unwelcome contact from the requester.

Harassment Act 1997, s 4.
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CHAPTER 3: Privacy principles

RECOMMENDATION

R23 A new provision should be added to section 29, allowing agencies to refuse
access where disclosure of the information would create a significant likelihood
of serious harassment of an individual.

Mixed information about the requester and others

379 Section 29(1)(a) provides that access to personal information may be refused
if “the disclosure of the information would involve the unwarranted disclosure
of the affairs of another individual or of a deceased individual”. This ground
is needed because often information that relates to the individual making
the request will also be information about other individuals. Such cases, in which
the privacy interests of two or more individuals must be taken into account, were
described by the then Privacy Commissioner in Necessary and Desirable as “some
of the most difficult complaints that come before me”. Although he noted that
principles for dealing with such cases were developing in Privacy Act and OIA
jurisprudence, the Commissioner recommended that consideration be given to
providing statutory guidance on the withholding of personal information in cases
of “mixed” information.® Our provisional view in the issues paper was that
statutory guidance on this issue would be difficult to draft and could be too
convoluted. We suggested that it might be better for the Privacy Commissioner
to provide guidance on this issue.'*

380 There was a consensus in submissions that mixed information does indeed
present agencies with particularly difficult challenges, but few agencies saw
statutory guidance as the answer, most favouring guidance from OPC instead.
Some agencies noted that providing summaries of requested information, leaving
out material that involves the unwarranted disclosure of the affairs of others,
can be an effective way of dealing with this issue.

381 We do not think that the Privacy Act can usefully provide greater guidance
with respect to mixed information. As we pointed out in the issues paper,
provisions in the Data Protection Act 1998 (UK) that attempt to provide
guidance to agencies on this issue are rather long and convoluted,'*® and we
doubt that equivalent provisions here would be any simpler. We do, however,
think that it would be helpful for the Privacy Commissioner to develop guidance
material that would assist agencies in making decisions about requests for mixed
information.'*® Since this issue can involve an interface between the Privacy Act
(which provides for access by individuals to their own information) and the
OIA (which provides for access by individuals to personal information about
others held by state sector agencies), the Ombudsmen should be consulted about
the development of such guidance.

146  Necessary and Desirable at 157-158 (recommendation 52).
147 Issues Paper at 103-104.
148  See particularly Data Protection Act 1998 (UK), ss 7(4), 7(5), 7(6), 8(7).

149 There is already some discussion of this issue on the OPC website: Office of the Privacy Commissioner
“Breach of Another’s Privacy” < http://privacy.org.nz/breach-of-another-s-privacy > .
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There is, however, one type of case involving mixed information that we think
should be specifically provided for in the Act: cases where the request includes
information about victims of crime. Often the requester in such cases will be the
offender. We have heard from the Police that they are concerned about offenders
using the access provisions of the Privacy Act to obtain information about
victims, particularly in sexual offence cases. The Police are concerned that
providing such information can revictimise crime victims, and that such material
is currency in the prison environment. A submission from a government
department also referred to a case in which an alleged offender requested
information that included information about girls who were his alleged victims,
and then placed that information on a website, causing distress to the girls and
their families.

We note that access rights under the Privacy Act are restricted as a consequence
of the Criminal Disclosure Act 2008 and the Victims’ Rights Act 2002. Section
29(1)(ia) of the Privacy Act allows agencies to refuse access to information that
could be sought by a defendant under the Criminal Disclosure Act, or that has
been disclosed to or withheld from a defendant under that Act.””® The Victims’
Rights Act provides that Privacy Act access rights do not apply to victim impact
statements,'®! and for access to such statements to be restricted.'*> Nonetheless,
the overrides of the Privacy Act by the Criminal Disclosure Act and the Victims’
Rights Act will not cover all information about victims. In particular, as we note
in chapter 9, the Criminal Disclosure Act does not apply to requests for
information in relation to proceedings that predate the Act, nor does it apply in
respect of allegations of criminal conduct where proceedings have not been
commenced. In such situations, information about victims may be obtainable
under the Privacy Act, and this could cause distress to those victims. Access to
such information could be refused, in whole or in part, under section 29(1)(a),
and no doubt this ground is used by agencies in such cases. However, given the
uncertainty that exists about refusing access in cases of mixed information, and
the particular sensitivity of the information in question, we think a specific
ground for refusal should be added to section 29.

We recommend that a new ground for refusal should allow agencies to withhold
personal information requested under principle 6 where that information
concerns a victim of an offence or alleged offence, and the disclosure would be
likely to cause significant distress, loss of dignity or injury to feelings of the
victim, or of a deceased victim’s family. The new ground for refusal is likely to
be most relevant to victims of sexual offences or violent offences, but it could
apply to any victim so long as disclosure of the victim’s information would
be likely to cause significant distress, loss of dignity or injury to feelings.
We think that this new ground for refusal would provide greater certainty
to agencies, and would give appropriate recognition to the rights of victims.

150 We discuss the interface between the Privacy Act and the Criminal Disclosure Act further in chs 8 and 9.
151 Victims’ Rights Act 2002, s 23(4).
152 Victims’ Rights Act 2002, ss 23-27.
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385 The fact that an access request includes information relating to victims would
not necessarily prevent the requester from having appropriate access to that
information in some cases. In particular, the Act provides that, where a reason
for refusing access applies, the agency may make information that is contained
in a document available in a number of ways, including allowing the individual
to inspect or view the relevant document, or providing a written or oral summary
of the document’s contents.!® Such alternative means of making information
available can help to deal with concerns about the further distribution of
information about victims.

RECOMMENDATION

R24  The Office of the Privacy Commissioner, in consultation with the Ombudsmen,
should develop guidance material in relation to access requests involving mixed
information about the requester and other individuals.

RECOMMENDATION

R25 A new provision should be added to section 29, allowing agencies to refuse
access where disclosure of the information requested:

would involve disclosure of information about another individual or a
deceased individual who is a victim of an offence or an alleged offence; and

the disclosure would be likely to cause significant distress, loss of dignity
or injury to the feelings of that victim or of a deceased victim’s family
if they were to learn of it.

Physical or mental health

386 Under section 29(1)(c), an agency can refuse access to information requested by
an individual if, after consultation undertaken (where practicable) with the
individual’s medical practitioner, the agency is satisfied that the disclosure of
information relating to the individual’s physical or mental health would be likely
to prejudice that individual’s health. Section 29(4) defines “medical practitioner”,
for the purposes of subsection (1)(c), as a health practitioner registered with the
Medical Council of New Zealand as a practitioner of the profession of medicine.
Medical practitioners include psychiatrists, but not other mental health
professionals. We asked in the issues paper whether section 29(1)(c) should be
amended to refer to consulting the individual’s psychologist when appropriate,
and whether it should refer to consulting with any other health practitioners.

387 A preliminary question is whether, if our recommendation above for an expansion
of the “safety” ground for refusal to include health is accepted, section 29(1)(c) is
still needed at all. Section 29(1)(c) is specifically focused on the disclosure of
health-related information to a requester and on the effect of such disclosure on
the physical or mental health of the requester, as opposed to the effect on other

153 Privacy Act 1993, s 42. In general, an agency is to make information available in the way preferred by
the requester, but it may make the information available in another form if providing it in the form
preferred by the requester would prejudice one of the interests protected by the grounds for refusal in
ss 27 to 29: Privacy Act 1993, s 42(2)(c).
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individuals. It also requires that the agency be satisfied that the information would
“prejudice” the individual’s health, whereas our proposed amendment of section
27(1)(d) would require likelihood of a “serious threat” to health. We think that
“prejudice” is a somewhat lower threshold than “serious threat”, but it is balanced
by the requirement to consult the individual’s medical practitioner, if practicable,
so that the decision is informed by expert advice. We consider that the specific
ground for refusal in section 29(1)(c) is sufficiently distinct from our recommended
amendment to section 27(1)(d) that it should be retained even if our
recommendation with respect to the latter section is accepted.

We received some helpful submissions on the question of expanding the range
of practitioners with whom an agency can consult in relation to this ground for
refusal. Several submitters supported including psychologists, while several
others suggested other ways in which the range of practitioners that can be
consulted could be expanded. Based on these submissions, we have concluded
that sections 29(1) (¢) and 29(4) should be amended to provide for consultation
with health practitioners who are able to assess a person’s mental state. Section
29(1)(c) is primarily concerned with the effects of information disclosure on an
individual’s mental state, including the risk that an individual may engage in
self-harm. We recommend that section 29(1)(c) be amended to add the words
“or relevant health practitioner” after “medical practitioner”. We further
recommend that section 29(4) be amended to give “health practitioner” the same
meaning as in section 5(1) of the Health Practitioners Competence Assurance
Act 2003 (HPCAA), and to define “relevant health practitioner” as “a health
practitioner whose scope of practice includes the assessment of an individual’s
mental state”. “Scope of practice” is a defined term under the HPCAA. The effect
of these amendments would be to provide for consultation, where appropriate,
with health practitioners other than medical practitioners, but to limit such
consultation to those professions that are covered by the HPCAA and that deal
with mental health (including registered psychologists and psychotherapists).

One submitter raised the question of whether section 29(1)(c) allows for
consultation with a medical practitioner other than the individual’s own
practitioner, and particularly whether an agency can consult a practitioner that it
employs. The Complaints Review Tribunal commented in a 1997 decision that:!>*

If the provision is read as a whole it appears that the purpose of this requirement of
consultation is to ensure that the agency seeking to withhold information does so on
the basis of sufficient expert knowledge of a requester’s medical condition.

The gist of the Tribunal’s decision in this case was that section 29(1)(c) imposes
a duty on an agency to consult an individual’s practitioner (where practicable)
if it wishes to rely on this ground for refusal, but that it does not prevent the
agency from relying on the evidence of another practitioner who is familiar with
the individual if it has good reasons for doing so. We think this is a reasonable
interpretation of the provision, and do not think any further clarification is
needed with respect to who the agency may consult.'*

M v Ministry of Health, above n 144, at 9.

See also Office of the Privacy Commissioner “Risk to Mental Health” < http://privacy.org.nz/risk-to-
mental-health >.
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CHAPTER 3: Privacy principles

RECOMMENDATION

R26 Section 29(1)(c) should be amended to add “or relevant health practitioner”
after “medical practitioner”. Section 29(4) should be amended to define
“health practitioner” as having the same meaning as in section 5(1) of the
Health Practitioners Competence Assurance Act 2003, and “relevant health
practitioner” as “a health practitioner whose scope of practice includes the
assessment of an individual’s mental state”.

Repeated requests

390 Sometimes individuals use their principle 6 access rights to repeatedly request
the same information. In some cases the request is for information that they have
previously been refused access to; in others, the request is for information that
has previously been provided to them. Such repeat requests are not always
unreasonable: the individual may genuinely wish to obtain information he or
she has been refused access to, or may wish to obtain information that has been
added to the file since the last request. However, it seems clear that there is a
category of repeat request that is vexatious in nature, and is intended to harass
the agency concerned or to tie up its resources. In the issues paper we proposed
that a new ground for refusal should allow agencies to refuse access to
information that has previously been provided to an individual, or that has
previously been refused, provided that no reasonable grounds exist for the
individual to request the information again.'s

391 There was strong support for our proposal from submitters, and agencies said
that it would help to address a problem that can be a major drain on agencies’
time and resources. The only opposition to the proposal came from the
Ombudsmen, who questioned whether such a ground for refusal is justified and
noted that agencies can already refuse requests that are frivolous or vexatious.
The Ombudsmen were concerned that agencies might be too quick to resort to
the ground for refusal without first considering whether the information
requested is in some way different from that previously supplied, or whether
circumstances have changed so as to make it reasonable to give fresh
consideration to the request.

392 Submissions gave strong support to the view that unreasonable repeat requests
are a problem that needs to be addressed, and we do not think that the existing
ground for refusing requests that are frivolous or vexatious is adequate
for dealing with this problem.">” A repeat request may not be vexatious on its
face, and agencies are likely to feel on firmer ground if there are specific
provisions in the Act dealing with this issue. With regard to the possibility that
agencies might overuse the new ground for refusal, we note that agencies would
not be able to refuse requests if the individual had reasonable grounds
for requesting the information again. We therefore recommend that a new
ground for refusal should be added to section 29, as proposed in the issues paper.

156 Issues Paper at 105-106.
157 Privacy Act 1993, s 29(1)(j).
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This recommendation is in line with an earlier Law Commission recommendation
for dealing with a similar problem in relation to the OIA, and we are also
proposing such a change as part of our current Official Information review.!>8

RECOMMENDATION

R27 A new provision should be added to section 29, allowing agencies to refuse
access if the same information, or substantially the same information, has
previously been provided to the requester, or has previously been denied to
the requester in accordance with one of the grounds for refusal, provided that
no reasonable grounds exist for the individual to request the information again.

Other grounds for refusal

3.93

3.94

3.95

158

159
160
161

We asked in the issues paper whether any amendments were needed to the
“commercial prejudice” ground for refusal in section 28(1)(b), but based on
submissions received we have no recommendations for change to this provision.
We have also asked about commercial withholding grounds in our Official
Information issues paper,'® and it is possible that any amendments that come
out of that review may have implications for the commercial grounds for refusal
in the Privacy Act.

Some submissions on our issues paper proposed that the confidentiality and
privilege grounds for refusal should be broadened. At present, the ground
relating to material supplied in confidence relates only to “evaluative material”,
while legal professional privilege is the only kind of privilege included in the
grounds for refusal.'® Two agencies submitted that the confidentiality ground
should be amended to correspond to that in the OIA,' which has a broader
withholding ground covering information subject to an obligation of confidence.
One submitter proposed that the legal professional privilege ground should be
broadened to cover other relationships with clients that involve the confidential
provision of advice, and suggested that the Privacy Commissioner could be
empowered to determine in the public interest that certain organisations are
recognised as having privilege in relation to communications with their clients.
We do not support these proposals. We think they have the potential to create a
large gap in the access regime and to unduly restrict individuals’ rights to access
their own information, and we are not aware of any specific problems caused by
the current scope of the confidentiality and privilege grounds.

One submission asked for clarification of an element of section 29(1)(b), which
allows agencies to refuse access to “evaluative material” supplied in confidence.
“Evaluative material” is defined in section 29(3), and covers such things as
employment references. The submitter said that there is some uncertainty about

Law Commission Review of the Official Information Act 1982 (NZLC R40, 1997) at 45; Law Commission
The Public’s Right to Know: A Review of the Official Information Act 1982 and Parts 1 to 6 of the
Local Government Official Information and Meetings Act 1987 (NZLC IP18, 2010) at 109 [Public’s Right
to Know).

Law Commission Public’s Right to Know, above n 158, at ch 5.
Privacy Act 1993, ss 29(b) and (f).
Official Information Act 1982, s 9(2) (ba).
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CHAPTER 3: Privacy principles

the meaning of “supplied” in this context. Some agencies have relied on this
ground to refuse access to internal file notes or memoranda, but the submitter
considered that the provision should be amended to clarify that it only applies
to evaluative material supplied by an entity that is separate from the agency
itself. Having considered the thorough discussion of this issue by Professor Paul
Roth,'®? we do not support the proposed amendment. The Ombudsmen,
the Privacy Commissioner and the Tribunal have all taken the view that material
can be “supplied” for the purposes of section 29(1)(b) by someone within the
agency. The issue turns not on whether the person who supplied the information
is inside or outside the agency, but on whether the material was supplied as part
of the routine performance of a person’s duty or was instead supplied in reliance
on a promise of confidentiality. We agree with this interpretation, and think
no change is needed.

Part 5 of the Act — procedural provisions for access and correction

396 Part 5 of the Act sets out certain procedural matters relating to requests for
access to or correction of personal information. We have recommended an
amendment to section 45, which is within Part 5, in our discussed of coerced
access above.

Charging for correction

397 Currently, agencies that are not public sector agencies are allowed to charge for
making corrections, in response to requests from individuals, to personal
information that they hold.!% In the issues paper we supported a recommendation
of the Privacy Commissioner that the Act should no longer allow such agencies
to charge for correction.!6*

398 A majority of submissions on this point supported the proposed amendment.
It was argued that it is in everyone’s interests to ensure that information is
accurate, and that charging can serve as a disincentive to requesting corrections,
which in turn may lower the integrity and reliability of personal information
held by agencies. However, a number of submitters opposed the proposal.
They said that, although the right to charge is seldom exercised, it should be
retained because of the time and cost involved in some correction requests.
It was also suggested that the correction provisions may be abused, and that
agencies should be able to charge if the individual making the correction request
was the one who originally supplied the incorrect information.

399 We remain of the view that agencies should not be allowed to charge for
correction, since it is in their own interests to ensure that the information they
hold is correct. Principle 7 allows agencies quite considerable leeway in
responding to correction requests. There is no obligation on them to correct
information when requested to do so;'®® they are only required to take such steps,
if any, as are reasonable to ensure that the information is accurate, up to date,

162 Roth Privacy Law, above n 99, at [PVA29.12].
163 Privacy Act 1993, s 35(3)(b)(3).
164  The Privacy Commissioner’s recommendation is in Necessary and Desirable at 184185 (recommendation 65).

165  See Plumtree v Attorney-General, above n 134, at [54], and discussion in Roth Privacy Law, above n 99,
at [PVA6.10(d)(iii)].
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3.100

complete and not misleading. They are not obliged to go beyond what is
reasonable, having regard to the purposes for which the information may
lawfully be used; nor are they required to make any correction if they consider
that the information is already correct.

Where an agency does not make a correction and an individual requests the
attachment of a statement of the correction sought but not made, non-public-
sector agencies would still be allowed to charge in respect of the attachment
of the statement.' The argument that it is in the agency’s interest to hold correct
information, and that it should therefore not be allowed to charge for correction,
does not apply to statements of corrections sought but not made. Such statements
are for the benefit of the individual concerned rather than the agency,
and therefore the agency should be permitted to impose a reasonable charge
for attaching a statement.

RECOMMENDATION

R28 Section 35(3)(b)(i), which provides that an agency that is not a public sector
agency may charge for correction of personal information, should be deleted.

Extension of time for responding to requests

3.101

3.102

166
167

168

169

The Privacy Commissioner has recommended that the complexity of the issues
raised by a request should be added to the grounds on which an agency can
extend the time taken to respond to the request beyond the usual limit set by the
Act.'® In the issues paper we supported this proposal, which is based on an
earlier Law Commission recommendation with regard to the OIA.1%

There was overwhelming support for this proposal from submitters.
In supporting the proposal, some submitters referred to matters such as the
bulk of information involved or the need to consult. Others mentioned matters
that are more properly issues of complexity, such as deciding how to handle
mixed information or determining whether information is covered by
suppression orders. The only opposition to the proposal came from the
Ombudsmen, who did not think that the amendment was warranted. They said
that complexity is a subjective concept, and that the proposed ground for
extension of time may be used without proper justification if a request simply
seems too difficult. In the Ombudsmen’s view, “complexity of issues raised” will
most often be a reflection either of the volume of information or of the need to
consult. They also noted that the OIA currently refers to complexity of issues
raised only in relation to extensions of time for responding to requirements
imposed by the Ombudsmen,'® not in relation to extensions of time for
responding to requests.

Privacy Act 1993, s 35(3)(b) (ii).

Necessary and Desirable at 195-196 (recommendation 71). Privacy Act 1993, s 41, deals with extension
of time limits for responding to requests.

Law Commission Review of the Official Information Act 1982 (NZLC R40, 1997) at 67-68; see also
Law Commission Public’s Right to Know, above n 158, at 117.

Official Information Act 1982, s 29A(2)(c).
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CHAPTER 3: Privacy principles

3.103 We recommend that “complexity of the issues raised” should be added to the
grounds for seeking an extension of time limits in section 41(1). Complexity does
not refer to the volume of information involved or to the need to consult in order
to make a decision, both of which are already covered in section 41(1).
An example of a request that could raise complex issues is one in which an
agency must decide how to deal with mixed information about the requester and
other individuals. While complexity is not currently a ground for extending the
time for responding to a request under the OIA, the Law Commission has
recommended that it should be. It is also important to note that not only can
individuals complain about an agency’s decision to extend the time taken
to respond to a request,'” but the agency is required by the Act to inform
the requester of his or her right to complain about the extension.'”

RECOMMENDATION

R29 Complexity of the issues raised by a personal information request should be
added to the grounds in section 41(1) on which an agency may extend the
time limit for responding to a request.

USE AND 3.104 Principles 10 and 11 essentially provide that agencies shall not use or disclose
DISCLOSURE personal information for purposes other than those for which it was obtained.
PRINCIPLES They are subject to a number of exceptions which are largely the same for both

principles, although there are two exceptions to principle 11 that are not part of
principle 10.

Disclosure within agencies

3.105 There is some uncertainty about how principle 11 applies when personal
information is disclosed within an agency, such as disclosure between
co-workers. A Complaints Review Tribunal decision held that principle 11 does
not apply to disclosures within agencies,!” but this interpretation has been
disputed by both the Privacy Commissioner and Professor Paul Roth, who have
argued that, if principle 11 is not intended to cover disclosures within agencies,
this should be expressly stated in the Act.!™ We asked in the issues paper
whether the Act should expressly provide that disclosures within agencies can
be covered by principle 11.

3.106 Only a few submitters agreed with the idea of providing that disclosures within
agencies can be covered by principle 11, and most opposed it. Submitters who
opposed the suggestion said that it would hamstring their ability to share
information between different parts of the agency. Several submitters also pointed
out that disclosure of information within agencies will be covered by principles 5
and 10 (security and use), and in some cases by agencies’ own codes of conduct.

170 Privacy Act 1993, s 66(2)(a)(v).
171 Privacy Act 1993, s 41(4)(c).

172 KEH and PH v Department of Work and Income Complaints Review Tribunal 40/2000, 19 December
2000.

173 Church Elders Disclose Pastor’s Marriage Difficulties to Congregation [2002] NZPrivCmr 8,
Case Note 18541; Roth Privacy Law, above n 99, at [PVA6.14(c) (x1)].

106 Law Commission Report



3.107

On the basis of the strong opposition to the suggested amendment, we recommend
no change. We agree that principles 5 and 10 provide protection with regard
to the disclosure of information within agencies. There is nothing to prevent
an agency from treating internal disclosures as being covered by principle 11,
if it makes sense to do so in the agency’s particular circumstances.

Disclosure of information that is already known

3.108

3.109

3.110

174
175

The Privacy Commissioner and the Tribunal have taken the view that disclosure
of information that is already known by the person to whom it is disclosed does
not constitute disclosure, providing that no additional new information is
conveyed and that the audience is not a mixed one of people who know
the information and people who do not know it. Professor Paul Roth has
suggested that it is artificial to treat such situations as not involving disclosure,
and that it would be better to deal with such situations through a new
exception.!™ We asked about this suggestion in the issues paper.'™

Opinion in submissions was somewhat divided on this issue, although
more submitters opposed the suggestion than supported it. Those who favoured
the idea of a new exception for the disclosure of information that is already
known said that such an exception would create greater certainty than relying
on the interpretation that such cases do not involve disclosure. It was suggested
that such an exception might also help to deal with the implied waiver issue,
discussed below. Arguments against the suggested new exception were that it:

1S unnecessary;

would create difficulties in practice, as it may not be easy for agencies to
determine the extent to which the individual or agency to whom the disclosure
is made does in fact know the information; and

could have unintended adverse consequences, such as allowing information
matching outside the controls of Part 10 of the Act, or allowing legitimate
confirmation of information obtained by illegitimate means.

We recommend no change on this issue. There was insufficient support for a
new exception, and we think the same difficulties will be encountered regardless
of whether the issue is dealt with by a new exception or, as at present, by treating
disclosures of information that the other party already knows as not in fact being
disclosures. Establishing whether or not the other party already knows the
information will often be difficult, and we do not think that any amendment to
the Act can make this assessment any easier.

Roth Privacy Law, above n 99, at [PVA6.14(c)(i)].
Issues Paper at 108-109.

Review of the Privacy Act 1993 — Review of the law of privacy stage 4

107

(o]
4
L
b
<
T
O




CHAPTER 3: Privacy principles

Disclosure and implied authorisation

3.111 A couple of submitters raised the issue of what they called “implied waivers”.
This is somewhat related to the question of disclosure of information that is
already known, as well as to the existing exception to principle 11 for disclosure
that is “authorised by the individual concerned”.!”® The suggestion of these
submitters was that the Act should expressly provide that, where an individual
has put some of his or her personal information into the public domain, an
agency should be allowed to disclose additional, related personal information
about that individual.'”” A typical situation in which the concept of “implied
waiver” or “implied authorisation” is seen as being relevant is one in which an
individual has gone to the media with a complaint about his or her treatment by
an agency. The agency then wishes to disclose personal information about that
individual that it holds, in order to “set the record straight”.

3.112 Ina 1995 report to the Minister of Justice on the release by Ministers of personal
information in matters of public controversy, the then Privacy Commissioner
commented that whether there are grounds to infer authorisation depends on
the circumstances of the case:'™

One could imagine public criticism by an individual setting out her alleged personal
circumstances, coupled with a demand for the Minister to “explain his actions” might
be interpreted as implicit authority to respond to each of the points made even where
that involves release of limited personal details. On the other hand, an individual who
feels badly treated by a Department and who simply says that could not be considered
to have given such a broad authorisation.

More recently, the current Privacy Commissioner considered this issue in a case
note on a complaint.'” A woman spoke to a newspaper about a dispute with a
local council in which she was involved. In responding to the newspaper’s
coverage of the dispute, the council disclosed detailed information about its
interactions with the woman, which went well beyond what the woman had
herself disclosed. The council argued, in part, that the woman had implicitly
authorised the disclosure of her information by initially contacting the
newspaper. The Privacy Commissioner, however, observed that the council had
disclosed different and more extensive information from that given to the
newspaper by the woman, and that the disclosure went well beyond what
was necessary to confirm or deny the woman’s allegations against the council.
The Commissioner therefore formed the opinion that the woman could not be
said to have impliedly authorised the council’s disclosure.

176 Privacy Act 1993, s 6, principle 11(d).

177 1f the agency merely wishes to disclose exactly the same information that the individual concerned has
already made public, the “publicly available publication” exception (principle 11(b)) would probably allow
for this (although see our recommendation in ch 2 for some narrowing of the scope of that exception).

178 Privacy Commissioner Legal Framework Surrounding Ministerial Release of Personal Details in Matters
of Public Controversy (report to the Minister of Justice, 1995), quoted in Roth Privacy Law, above n 99,
at [PVA6.14(h)].

179  District Council Records not a “Publicly Available Publication” under the Privacy Act [2009] NZPrivCmr
2, Case Note 100091.
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3.113

While authorisation to disclose personal information may sometimes be implied
rather than expressly stated, we do not think that the type of situation referred
to by the submitters constitutes implied authorisation to disclose additional
information, or that the Privacy Act should be amended to allow for disclosure
in such circumstances. We understand that agencies will sometimes find it
frustrating that they cannot release personal information about an individual in
the context of a public controversy, knowing that they hold information that
could be used to present a different side of the story. However, we think that a
provision for “implied waivers” along the lines proposed by the submitters would
not be in the spirit of the Act, and would be open to abuse by agencies. We also
note that, if a complaint is made, the fact that the complainant originally made
some of his or her personal information public may be relevant to determining
whether or not that individual has suffered harm, as required by section 66 of
the Act.'®

Disclosure where there is suspicion of criminal activity

3.114

3.115

180

181

A financial institution submitted that it would be helpful if a new exception
were to be added to principle 11, allowing for disclosure of personal information
(possibly only as between registered banks) where there is a reasonable
suspicion of criminal activity. The submitter said that, as a responsible financial
institution, it has obligations to be alert to suspicious activity that may be linked
to criminal offences such as fraud. Often, it said, such situations require
discussion and liaison not only with the Police, but also with other banking
institutions. It was submitted that, on its face, the “maintenance of the law”
exception does not allow for this. The submitter currently deals with this issue
by including a term in its contracts whereby customers authorise the institution
to disclose personal information in such situations. However, this authorisation
provision in contracts has not yet been tested by the Privacy Commissioner,
Tribunal or courts.

The issue that has been raised by the submitter arises from the fact that the
“maintenance of the law” exception (which we discuss further in chapter 9)
covers “the maintenance of the law by any public sector agency, including the
prevention, detection, investigation, prosecution, and punishment of offences”.!!
Where an agency that is not a public sector agency discloses information in
connection with suspected criminal activity, and that disclosure is not directly
related to the maintenance of the law by a public sector agency, the exception
will not apply. For example, it will not apply to disclosures between banks of
their suspicions that a particular customer is engaged in fraud, unless such
disclosure is somehow connected to public sector law enforcement activity. The
exception will, however, apply to disclosures of information concerning criminal
offences from a private sector agency to the Police or other public sector agency.

In one such case, the Privacy Commissioner formed the opinion that there had been a breach of principle
11, but that the agency had been restrained in its response and was not responsible for the adverse
consequences set out in section 66(1) (b) of the Act: Client Objects to ACC Disclosures in Response to her
Media Statements [1997] NZPrivCmr 3, Case Note 8649.

Privacy Act 1993, s 6, principle 11(e)(i) (emphasis added).
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3.116 We do not support the proposal that a new exception should be added to principle
11 to deal with this issue. We are concerned that such an exception could have
unintended negative consequences, allowing private sector agencies to share
unfounded suspicions about individuals, with potentially serious consequences
for those individuals. We do not think that such an exception could realistically
be confined to the banking sector (except by way of a code of practice applying
to that sector), as other private sector agencies would no doubt ask for the
exception to apply to them as well. In our view, the proper course of action if a
private sector agency suspects that an individual is engaged in criminal activity
is to report those suspicions to the Police or other appropriate public sector law
enforcement body.

3.117 There are a number of other options that agencies could pursue, either under
existing law or under new legislation:

Agencies can use the authorisation of the individuals concerned through
contracts, as the submitter that raised this issue currently does. While the use
of such authorisation may not have been tested in complaints, it is likely
to meet the need so long as the terms of the contract are clear.

For one-off disclosures, agencies can obtain the authorisation of the Privacy
Commissioner under section 54.

Where special provision is needed for a particular industry or sector, agencies
in that industry can ask the Privacy Commissioner to develop a code of
practice. A code could include a disclosure exception specially tailored to the
needs of that industry, and balanced by appropriate safeguards.

Legislation can be introduced to authorise or require disclosures for the
purpose of detecting and investigating particular types of criminal activity.
For example, financial institutions and certain other agencies have obligations
to report suspicious transactions under the Anti-Money Laundering and
Countering Financing of Terrorism Act 2009. Such obligations will override
the privacy principles by virtue of section 7 of the Privacy Act.

Health and safety exceptions

3.118 Both principle 10 and principle 11 include an exception allowing agencies to
use or disclose personal information for purposes other than those for which it
was obtained, if such use or disclosure is necessary:'®?

to prevent or lessen a serious and imminent threat to
(i) public health or public safety; or

(i) the life or health of the individual concerned or another individual.

3.119 We proposed in the issues paper that the word “imminent” should be deleted
from these exceptions.'®™ The ALRC has recommended the deletion of
“imminent” from equivalent exceptions in the Privacy Act 1988 (Cth), and this

182 Privacy Act 1993, s 6, principles 10(d) and 11(f).
183 Issues Paper at 109-110.

110 Law Commission Report



3.120

3.121

3.122

184

recommendation has been reflected in the Australian Government’s Exposure
Draft of a new set of Australian Privacy Principles.'® In the issues paper we
noted the following arguments in favour of deleting “imminent”:

Sometimes a threat will be serious, but the harm may not eventuate for some
time. For example, the disclosure of genetic information to an individual’s
relatives could relate to a genetic condition that has very serious consequences,
but may not show up for many years.

An assessment of whether or not a threat is “serious” necessarily involves
consideration of the likelihood of a particular outcome, as well as the possible
consequences of the outcome.

An agency wishing to rely on the exception would still need to have reasonable
grounds for believing that the use or disclosure is necessary to prevent or
lessen the threat, not merely that it is convenient or desirable.

Submissions were overwhelmingly in favour of the proposed amendment.
Submitters gave various examples of situations in which the deletion of the
requirement that the threat be imminent would allow for the sharing of
information about serious threats to health or safety. These included examples
relating to child neglect, disease, risk of self-harm, and the disclosure of
information about New Zealanders travelling overseas who are in situations of
serious but not necessarily imminent danger. Some agencies also saw the
proposal as helpful in relation to information sharing between government
agencies, which we discuss in appendix 1. In addition, coroners have, from time
to time, forwarded to the Law Commission coroners’ findings in which failure
to disclose information because a threat was not seen as being imminent is
considered by the coroner to have contributed to a death.

A few submitters, while supporting the proposal, suggested safeguards such as
replacing “imminent” with another term such as “foreseeable”; developing
guidelines which would state that the threat must be foreseeable; or requiring
agencies to seek the consent of the individual concerned, where practicable. IHC
opposed the deletion of “imminent”, stating that “imminent” is included in the
exception to ensure that it is used only as a last resort. Without the imminence
threshold, IHC submitted:

agencies might regard a person with an intellectual disability as always or frequently
being at serious threat to their life or health as an inherent part of their impairment.
Or even a risk to others, in ignorance mostly.

For the reasons given above, we recommend that “imminent” should be deleted
from the health and safety exceptions to principles 10 and 11. We consider that
the concerns raised by some submitters can be addressed by spelling out in the
Act the elements that must be taken into account in assessing whether or not a
threat is “serious”. These elements are:

Likelihood - is it highly probable that the threat will eventuate?

Consequences - is the threat likely to cause a significant level of harm
if it eventuates?

Imminence - is the threat likely to eventuate soon?

For Your Information at 859-861; Australian Government “Australian Privacy Principles: Exposure
Draft” (2010) principle 6(2)(c).
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An agency would not need to believe that all three of these elements are present
before it could rely on the exception, but it would need to consider each element
in making its assessment. We recommend that these criteria for assessing the
seriousness of a threat to health or safety should be spelled out in the Act, and
should apply not only to the exceptions to principles 10 and 11 but also to the
new health and safety exception which we have recommended for principle 2
and the new health and safety ground for refusal of access which we have
recommended for section 27. This recommendation means that agencies will
still need to consider the imminence of a threat, but will not be precluded from
relying on the exception where disclosure is necessary to deal with a threat that
is not imminent but is likely and potentially serious in its consequences.

RECOMMENDATION

R30 The words “and imminent” should be deleted from principles 10(d) and 11(f).

RECOMMENDATION

R31 The Act should set out criteria for assessing seriousness for the purposes of the
existing health and safety exceptions to principles 10 and 11, as well as for the
new health and safety exception to principle 2 and the new health and safety
ground for refusing access in section 27 (see R12 and R22 above). These criteria
should be the likelihood, consequences and imminence of any threat to health

or safety.
UNIQUE 3.123 Principle 12 provides protections with regard to the assigning by agencies
IDENTIFIER of unique identifiers. It provides that agencies shall not:

PRINCIPLE
assign unique identifiers unless it is necessary to do so to enable the efficient

carrying out of the agency’s functions;
reassign a unique identifier assigned to the individual by another agency;

assign a unique identifier to an individual without taking reasonable steps
to clearly establish his or her identity; or

require an individual to disclose any unique identifier assigned to him or her
except for one of the purposes in connection with which that unique identifier
was assigned, or a directly related purpose.

3.124 Unique identifier is defined as follows:'®5

unique identifier means an identifier—

(a) that is assigned to an individual by an agency for the purposes of the operations
of the agency; and

(b) that uniquely identifies that individual in relation to that agency,—

but, for the avoidance of doubt, does not include an individual’s name used to identify
that individual.

185 Privacy Act 1993, s 2(1).
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3.125 The rationale for principle 12 is not easy to summarise,'® but it is aimed in part
at ensuring that one unique identifier, such as an IRD number, does not become
a de facto universal identifier. There are concerns both about the reliability of
such de facto universal identifiers, and about the privacy and civil liberties
implications of a universal identifier that would facilitate the matching of
personal information about individuals held by different agencies. Uncontrolled
use of unique identifiers can also create security risks, particularly risks of
identity crime. In the United States, Social Security Numbers act as national
unique identifiers, and obtaining an individual’s Social Security Number can
make it much easier to obtain other information about that person. In addition
to the issues concerning unique identifiers discussed here, we recommend in
chapter 12 an amendment to principle 12 to help address identity crime.

Definitional issues

3.126 We asked in the issues paper whether two terms used in principle 12 need to be
defined: “assign” and “identifier”.’®” There were relatively few submissions on
these issues.

“Assign”

3.127 Principle 12 deals with the assigning of unique identifiers by agencies. In
Necessary and Desirable the then Privacy Commissioner considered whether
“assign” should be defined in the Act. He commented that agencies are sometimes
uncertain about whether a unique identifier has been assigned, such as where
the agency simply records the number on its files but makes no further use of it.
The Commissioner concluded that it is best to rely on the ordinary meaning of
the term and allow the meaning to be clarified over time in real cases.'®

3.128 There was no consensus in submissions as to whether “assign” should be defined
or not. One government agency gave as an example of the difficulties involved
with the concept of “assigning” the situation in which Agency A records an
identifier assigned by Agency B for the sole purpose of contacting Agency B and
enabling Agency B to locate the correct record. OPC made a particularly helpful
submission on this question. It said that difficulties of interpretation tend to arise
only in relation to principle 12(2), and that this is because that sub-principle
uses “assign” twice in slightly different senses. OPC suggested that the
interpretational difficulties could be significantly reduced by redrafting principle
12(2), and pointed to the equivalent principle in the Privacy Act 1988 (Cth)
which states that an entity must not “adopt as its own identifier” an identifier
that has been assigned by another entity.'® We think that OPC’s suggestion is a
very promising one, and while we do not propose a particular form of words
here, we recommend that the interpretational issues concerning “assign” should
be addressed by redrafting principle 12(2).

186  See discussion in Roth Privacy Law, above n 99, at [PVAG6.15(e)|; Necessary and Desirable at 88-89.
187 Issues Paper at 111-113.

188  Necessary and Desirable at 89-90.

189 Privacy Act 1988 (Cth), sch 3, National Privacy Principle 7.1.
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CHAPTER 3: Privacy principles

RECOMMENDATION

R32  Principle 12(2) should be redrafted so that the meaning of “assign” is clearer.

“Identifier”

3.129 While “unique identifier” is defined in the Act, “identifier” is not. We noted in
the issues paper a definition of “identifier” that was recommended for inclusion
in the Privacy Act 1988 (Cth) by the ALRC."® The ALRC’s definition of
“identifier” would:

expressly include symbols and biometric information; and
allow the Privacy Commissioner to determine that something is an identifier.

However, the Australian Government did not accept the ALRC’s recommendation
that biometric information should be included in the definition, nor did it agree
that the Privacy Commissioner should be able to determine that something is an
identifier.’"!

3.130 There was little support in submissions for defining “identifier”. OPC submitted
that the absence of a definition does not appear to be causing any difficulties.
There was also a clear message from submissions that biometric information
should not be treated as a unique identifier. It was noted that biometric
information cannot be “assigned” to an individual in the same way that a
number, for example, can be. Several submitters said that the question of
regulating biometrics should be considered quite separately from that of
regulating unique identifiers.

3131 We do not recommend that “identifier” should be defined in the Act.
The question of regulating biometrics is discussed further in chapter 10.

Principle 12(2)

3132 Principle 12(2) provides that an agency shall not assign to an individual a unique
identifier that has been assigned to that individual by another agency.!®
The previous Privacy Commissioner recommended that the prohibition on
reassignment of unique identifiers should apply only to unique identifiers
originally assigned by public sector agencies, with the regulation of unique
identifiers generated in the private sector to be left to codes of practice.!®
We asked in the issues paper whether the Act should be amended in this way.

3.133 There was only limited support for this proposal, and OPC said in its
submission that it no longer supported the proposal. A government agency said
that, if controls on unique identifiers originally generated by private sector
agencies were to be relaxed in this way, other safeguards would need to be put
in place. It was noted, for example, that an individual’s cellphone number

190  For Your Information at 1040.
191 Enhancing National Privacy Protection at 74.

192 Unless the two agencies are “associated persons” within the meaning of subpart YB of the Income Tax
Act 2007.

193  Necessary and Desirable at 90-91 (recommendation 28).
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could be used as a unique identifier. A credit reporting company, while not
opposing the suggested change, was concerned at the possibility that a
proliferation of codes regulating private sector identifiers could lead to
uncertainty for the private sector. On the basis of these submissions, we
recommend that principle 12(2) should continue to apply to all unique
identifiers, regardless of whether they were originally generated or assigned
by the public or the private sector.

3.134 The former Privacy Commissioner also recommended that section 66 be amended
so that a wilful breach of principle 12(2) would be an interference with privacy
even in the absence of identifiable harm. The rationale for this change was that
the existing complaints provisions were unlikely to be effective in relation to
principle 12(2) because any breaches were likely to be system-wide rather than
individual-specific, and because showing harm in such cases is likely to be
difficult.’®* We commented in the issues paper that such an amendment would
be unnecessary if our proposal to remove the harm threshold for all complaints
was adopted. In this report we are no longer recommending the removal of
the harm threshold (see chapter 6). However, we are recommending that the
Privacy Commissioner should be given a new power to issue compliance notices.
This compliance notice power, discussed in chapter 6, would be an effective
means of dealing with systemic issues, and therefore we do not think that any
special provision needs to be made for enforcing principle 12(2).

3.135 Principle 12(2) includes no exceptions, apart from allowing for the reassignment
of a unique identifier by an agency that is an “associated person” (in terms
of the Income Tax Act) of the agency that originally assigned the identifier.
We asked in the issues paper whether principle 12(2) should include an
exception for statistical and research purposes, and whether it should include
any other exceptions.'®

3.136 Submitters who addressed this question generally supported a new statistical
and research exception, and it was strongly supported by Statistics New Zealand.
We recommend that an exception for statistical and research uses should
be added to principle 12(2). There were some suggestions for other exceptions,
but we do not feel that there is a sufficiently clear mandate for those
proposed exceptions.

RECOMMENDATION

R33 An exception for the use of unique identifiers for statistical and research
purposes should be added to principle 12(2).

194  Necessary and Desirable at 91-92 (recommendation 29).
195 Issues Paper at 114.
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CHAPTER 3: Privacy principles

Principle 12(4)

3137 Principle 12(4) provides that an agency shall not require an individual to disclose
a unique identifier assigned to that individual unless the disclosure is for one of
the purposes in connection with which the identifier was assigned, or for a
directly related purpose. It is, nonetheless, common practice for agencies to
require people to produce documents such as drivers’ licences and passports,
which contain unique identifiers, as forms of identification. We therefore asked
in the issues paper whether there is any uncertainty about the application of
principle 12(4) and, if so, how this should be addressed.

3.138 Submissions on this question indicated that there is indeed some uncertainty
about the application of principle 12(4). A non-government organisation said
that there is confusion when people are asked to produce a driver’s licence as a
form of identification as to why this is required, whether agencies are allowed
to require it and whether other forms of identification are permitted.
A government agency said that simple disclosure of a unique identifier should
not cause any harm, but that problems arise when agencies retain and reuse
unique identifiers for their own purposes. Another government agency said that
there can be problems with defining the purposes for which unique identifiers
are assigned, and suggested that a new schedule of such purposes could be added
to the Act, with the schedule to be updated by Order in Council. OPC had no
proposals for reform of principle 12(4), but said that it focuses on finding
practical ways of giving effect to the principle. Such practical solutions include
encouraging agencies to accept a range of documents as evidence of identity and
to avoid recording any unique identifiers that appear on such documents. OPC
said that principle 12(4) continues to be important, and mentioned the serious
concerns that have been raised overseas about practices such as nightclubs
requiring patrons to have their drivers’ licences swiped as a condition of entry,
with the data and digital photographs from the licences being copied in the
process. Statistics New Zealand asked for an exemption from principle 12(4),
noting that the Government Statistician has strong powers to require people to
provide information, and that there is no obvious reason why unique identifiers
should be excluded from such powers. Statistics New Zealand said that it can
operate without such an exemption, but doing so has implications either for the
accuracy of its statistics or for the amount of other information that respondents
are asked to provide.

3139 We do not recommend that there be any amendment to principle 12(4),
but it does seem that there is some uncertainty and confusion about its
application. We note OPC’s comment that it is possible to find practical ways of
giving effect to the intent of the principle, and that OPC works with agencies to
find practical solutions. However, this approach depends on agencies approaching
OPC for assistance. We think that, in addition, it would be helpful for OPC to
produce guidance material, probably in the form of a user-friendly pamphlet,
aimed at agencies that routinely ask customers or clients to provide identification.
The pamphlet could set out the kinds of practical solutions OPC mentioned
in its submission.
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3.140 We do not think there is any need for a schedule of purposes for which unique
identifiers have been assigned. It is up to each agency that assigns unique
identifiers to document those purposes. With regard to Statistics New Zealand’s
proposal for an exemption from principle 12(4), we consider that, if such
an exemption is justified, it should be provided for in the Statistics Act 1975,
not in the Privacy Act.

RECOMMENDATION

R34 The Office of the Privacy Commissioner should develop guidance material on
compliance with principle 12(4), aimed at agencies that routinely ask customers
or clients to provide identification.

POSSIBLE NEW
PRINCIPLES

3.141

While we have recommended various amendments to the existing principles
above, overall we think those principles provide an adequate framework for the
protection of privacy, and we have not identified any major gaps in them.
However, in the issues paper we asked whether any new principles should be
added to the Act. We thought that the strongest case existed for adding principles
dealing with anonymity and pseudonymity, and with openness, and we discussed
those principles at greater length, although we also mentioned some other
possible new principles.

Anonymity and pseudonymity

3.142

3.143

196

An individual interacts anonymously with an agency if the individual does not
identify himself or herself in any way. If an individual interacts with an agency
on the basis of pseudonymity, the individual is not identified by his or her real
name but instead uses a pseudonym or alias for the purposes of the interaction.
A pseudonym could be specific to the particular interaction. Alternatively, the
individual could use the same pseudonym in multiple interactions with the same
agency, or in interactions with a range of different agencies. Where a pseudonym
is used consistently across multiple interactions, the individual’s participation
in those interactions can be traced even while his or her identity is kept private.
This can be useful, for example, in contexts in which reputation is important,
such as online trading.

Federal data protection legislation in Germany provides for both anonymity and
pseudonymity in the following terms:'*

Personal data shall be collected, processed and used, and data processing systems shall
be chosen and organized in accordance with the aim of collecting, processing and
using as little personal data as possible. In particular, personal data shall be rendered
anonymous or aliased as allowed by the purpose for which they are collected and/or
further processed, and as far as the effort required is not disproportionate to the
desired purpose of protection.

Federal Data Protection Act (Germany), s 3a. English-language version on the site of the Federal
Commissioner for Data Protection and Freedom of Information < http://www.bfdi.bund.de/EN/Home/
homepage_node.html >. We note that this provision appears to involve the agency anonymising or
pseudonymising the information, rather than allowing the individual concerned to interact with the
agency anonymously or pseudonymously.
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CHAPTER 3: Privacy principles

3.144 In Australia, anonymity principles apply nationally in respect of the private
sector, and in several states and territories in respect of the public sector.!®?
The ALRC has recommended that an anonymity and pseudonymity principle should
apply to the public and private sectors, and should be worded as follows: 19

Wherever it is lawful and practicable in the circumstances, agencies and organisations
must give individuals the clear option of interacting by either:

(a) not identifying themselves; or
(b) identifying themselves with a pseudonym.

This recommendation has been accepted by the Australian Government.!%
In New Zealand, the Privacy Commissioner has also recommended the adoption
of the ALRC’s anonymity and pseudonymity principle.?®

3.145 The ALRC argued that an anonymity principle encourages agencies to consider,
when designing systems, whether they need to collect personal information at
all. In addition, there may be public policy benefits from allowing anonymity:
for example, it might encourage people to seek medical assistance in some
contexts, such as in the case of supplying sterile syringes to injecting drug users.
Providing for pseudonymous interactions, the ALRC said, allowed for a more
flexible application of the principle, since there will be situations in which it
would be impracticable or unlawful for an individual to transact anonymously
with an agency but it will be possible to allow the individual to interact under a
pseudonym. Furthermore, agencies will be encouraged to build the capacity to
interact pseudonymously into their systems.?’!

3.146 We said in the issues paper that anonymity and pseudonymity have important
roles to play in the protection of privacy. However, we were undecided about
whether the Act needed to make special provision for them, since they could be
seen as being already implicit in principle 1. If an agency collects information
about a person’s identity when it does not need to do so, it is breaching principle
1 by collecting personal information that is not necessary for the agency’s
purpose. On the other hand, agencies may overlook this particular implication
of principle 1 if it is not expressly provided for. We said that, if an anonymity
and pseudonymity principle were to be added to the Act, it could be part of
principle 1 or could be a separate principle.>*

3.147 Submissions were fairly evenly divided on the question of recognising anonymity
and pseudonymity in the Act. OPC continues to support such a principle, noting
that an anonymity principle has applied in the private sector in Australia for
some years and that on being reviewed by the ALRC it was found to be suitable

197 Privacy Act 1988 (Cth), sch 3, National Privacy Principle 8; Information Privacy Act 2000 (Vic),
sch 1, principle 8; Personal Information Protection Act 2004 (Tas), sch 1, principle 8; Information Act
2003 (NT), sch 2, principle 8; Health Records and Information Privacy Act 2002 (NSW), sch 1, principle
13. The NSW statute is limited to the health sector.

198  For Your Information at 708 (UPP 1).

199 Enhancing National Privacy Protection at 39; Australian Government “Australian Privacy Principles:
Exposure Draft” (2010) principle 2.

200  1st supplement to Necessary and Desirable at 23-24 (recommendation 17A, incorrectly numbered 17B);
4th supplement to Necessary and Desirable at 5-6.

201  For Your Information at 692-693, 696.
202 Issues Paper at 116-118.
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3.148

3.149

not only for continuation but also for extension to cover the public sector.
A non-government organisation said that such a principle might encourage
individuals to share sensitive information, such as in cases involving child safety,
and that if individuals are able to use pseudonyms agencies can follow up with
them to obtain further information while still allowing individuals not to reveal
their identities. A government department supported the principle, but cautioned
that agencies will need to take care that they do not promise to deliver a service
anonymously or pseudonymously when, in fact, the agency is able to identify
individuals. Those submitters who opposed the suggested new principle raised
two somewhat contradictory arguments. On the one hand, it was argued that an
anonymity and pseudonymity principle was redundant as principle 1 already
limits collection of personal information to that which is necessary. On the other
hand, submitters argued that such a principle could have negative consequences,
including increased compliance costs and risks of fraud, and creating unrealistic
hopes of anonymity where this is not in fact practicable. Those opposed to the
new principle also said that a strong case for it, in terms of an identified harm
or problem, had not been made in the issues paper. Participants in a forum on
privacy and the internet organised by Internet NZ did not have a clear view on
the possible new principle, but they commented that it is very difficult to be truly
anonymous online, and that the Privacy Act currently gets the balance between
anonymity and other interests such as law enforcement about right.

We think an anonymity and pseudonymity principle should be added to the
Privacy Act, and that it should be part of principle 1. The new sub-principle
would promote control by individuals over their personal information and help
to limit unnecessary collection of personal information by agencies. It could also
have public policy benefits by encouraging participation in beneficial activities
by individuals who would not participate if they had to identify themselves.
For example, an individual might provide valuable information, or seek and
receive advice about dealing with personal problems, under the protection of
anonymity. We think that the new sub-principle would be consistent with
principle 1’s purpose of limiting the collection of personal information, while at
the same time it would flesh out the requirements of that principle. Providing
expressly for anonymous or pseudonymous interactions would encourage
agencies to consider whether it is possible in particular cases for interactions to
take place anonymously or pseudonymously. It would also encourage them to
think about whether anonymity or pseudonymity should be provided for when
developing policies and processes, and associated materials such as forms.

We do not think that the new sub-principle would increase compliance costs,
partly because it is an elaboration of a principle with which agencies should
already be complying and partly because agencies would only need to provide for
anonymity or pseudonymity in cases where it is practicable to do so. Likewise,
we do not think that the sub-principle would increase risks of fraud or other crime,
since individuals would only have the option of interacting anonymously or
pseudonymously where this is lawful and practicable. It may be, as one submitter
said, that the sub-principle will have little application in some industries, such as
banking, where it will seldom if ever be lawful or practicable to allow anonymous
or pseudonymous transactions. We do not see it as a problem that the sub-principle
is more applicable in some contexts than in others.
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CHAPTER 3: Privacy principles

3.150 Examples of situations in which it will generally be lawful and practicable to
interact with an individual anonymously include the following:

An individual visits an agency’s office or phones an agency to seek general
information or to make a general inquiry.

An individual makes a general complaint to an agency, or fills in a comments
form, regarding the level of service provided by the agency. The individual
does not wish the agency to follow up with him or her, and is commenting
on the level of service generally rather than on the actions of any individual.

An individual seeks counselling over the phone for a personal problem, but
does not wish to establish an ongoing relationship with the agency providing
the counselling.

3151 An example of an interaction that could be conducted pseudonymously is where
an agency calls for comments on a particular issue via a moderated online forum.
In such a context, there is no reason why individuals should be required
to provide their real names, but use of a pseudonym allows both the agency
and other commenters to cite the comments of particular individuals by
their pseudonyms.

3152 An Australian commentator has suggested that, in deciding whether it is
practicable to deal with an individual anonymously, an agency should consider:>*

whether the provision of the product or service requires the individual to be
identified;

whether the provision of the product or service could be improved if the individual's
identity was known (for example in relation to a health service where the review
of the patient’s medical record may assist in treatment);

whether there will be an increase in cost or time involved in providing the product
or service; and

whether there will be increased risk to the organisation in providing the product
or service anonymously (for example, in the event of legal proceedings,
the organisation may not be able to provide evidence of correspondence
with the individual).

3.153 It may also be helpful to consider whether the effort required to implement an
option of anonymity or pseudonymity is proportionate to the value to individuals
of providing these options in the particular circumstances. The Act could
expressly provide for such a proportionality test, as does the relevant provision
in German data protection law, which we have quoted above. The ALRC, for
example, considered that where providing an option for individuals to interact
anonymously or pseudonymously would require an agency “to make substantial
and costly changes to its systems, generally this would not be considered
‘practicable’”. Agencies would, however, be required “to consider the possibility
of such an option in the design of their systems”, in the ALRC’s view.?**

203 ] Douglas-Stewart Annotated Privacy Principles (3rd ed, Presidian Legal Publications, Adelaide, 2007)
at [2-5540], cited in New South Wales Law Reform Commission Privacy Principles (R123, Sydney, 2009)
at 23.

204  For Your Information at 705.
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3.154

3.155

3.156

3.157

205

Some submitters were concerned that the sub-principle would give rise to
unrealistic expectations. There are two ways in which this could be the case.
First, there will be contexts in which it is not lawful or not practicable to allow
for anonymous or pseudonymous transactions. The sub-principle might therefore
lead individuals to expect something that some agencies cannot provide.
However, none of the principles in the Act provide for absolute rights. Some are
qualified by a range of exceptions; others provide that agencies are to take only
such steps as are reasonable in the circumstances. There is, therefore, a possibility
with any of the principles that an individual will expect something of an agency
that, in the particular circumstances, the agency is not in fact required to do or
to refrain from doing.

Secondly, there is a question about whether an individual may believe that he
or she is interacting on the basis of anonymity or pseudonymity when in fact
the agency is able to use information provided by that individual, perhaps in
combination with other information, to identify the individual. We discussed
the question of the increasing ease of identification of individuals in our
consideration of the definition of “personal information” in chapter 2, and we
acknowledge that it is a concern. The new sub-principle should not convey the
impression that an agency will necessarily be unable to identify the individual,
or that the agency will not under any circumstances attempt to identify the
individual. Rather, the principle is concerned with the information that the
individual is asked to provide: where lawful and practicable, the agency should
allow individuals not to provide any identifying information, or to identify
themselves by a pseudonym. In the case of pseudonymous interactions, however,
it would make a mockery of the principle if the agency were to allow the
individual not to provide his or her real name but at the same time asked for so
much other information that his or her identity could easily be discovered.

With regard to the content of the principle, we think that something similar to
the new principle recommended by the ALRC and agreed to by the Australian
Government would be appropriate. A new subclause should be added to principle
1 providing that, where it is lawful and practicable in the circumstances,
individuals should be able to interact with an agency by either:

(a) notidentifying themselves; or
(b) identifying themselves with a pseudonym.

The heading of principle 1 (currently “Purpose of collection of personal
information”) will probably also need to be amended.?*

It is important to note that the sub-principle is concerned with the individual’s
interaction with the agency, and thus is concerned with the information collected
by that agency. An agency that, for example, allows an individual to post
comments under a pseudonym on its website, but that nonetheless has collected
that individual’s real name and other identifying details, is not in fact allowing
that individual to interact with it pseudonymously.

The new heading could, for example, read “Purpose and necessity of collection of personal information”.
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CHAPTER 3: Privacy principles

3.158 If anonymity and pseudonymity are provided for in the Act in accordance with
our recommendation, it may be helpful for OPC to issue guidance material on
the application of the new sub-principle.

RECOMMENDATION

R35 Principle 1 should be amended by adding a new sub-clause providing that
individuals should be able to interact with agencies anonymously or under a
pseudonym, where it is lawful and practicable to do so in the circumstances.

Openness

3.159 Principle 3 already requires agencies to provide certain information to individuals
when they collect personal information from those individuals. However, an
openness principle would require agencies to make information more widely
available (for example, in privacy policies available on their websites) about their
handling of personal information. Such a principle was included in the Privacy
of Information Bill, which became the Privacy Act, but was dropped. Instead,
section 21 of the Act provided for the compilation by the Privacy Commissioner
of directories of personal information held by agencies. We recommend in
chapter 5 that section 21 should be deleted.

3160 The ALRC has recommended the inclusion of an openness principle in
the Privacy Act 1988 (Cth), and this recommendation has been accepted by the
Australian Government.2% In the issues paper we noted arguments in favour of
an openness principle, including that it promotes trust in, and accountability
and best practice by, agencies, and that the requirement of notification
to individuals at the point of collection may not be adequate for the purpose
of assessing an agency’s overall practices with respect to information handling.
On the other hand, we said that an openness principle could be seen as imposing
compliance costs, particularly for small agencies, while for large agencies that
collect information for many different purposes, their privacy policies may be
so general as to be of little value. We asked for views on whether the Privacy Act
should include an openness principle.2%”

3.161 More submitters opposed than supported the addition of an openness principle,
although only by a small margin. Arguments in favour of an openness principle
centred on the importance of agencies being transparent about their information-
handling practices. OPC strongly supported such a principle, arguing that
transparency “is an essential feature of a coherent information privacy regime
and is an expected component of light-handed regulation that depends upon
consumers making informed choices.” Youth Law said that an openness principle
could help young people to be better aware of the implications of disclosing
information and to be better equipped to control the use of their personal
information. Submitters who opposed an openness principle were particularly
concerned about the compliance costs. A government department said that
compliance with the principle would be particularly onerous for small agencies,

206 For Your Information at 829 (UPP 4); Enhancing National Privacy Protection at 48-50; Australian
Government “Australian Privacy Principles: Exposure Draft” (2010) principle 1.

207 Issues Paper at 118-120.
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3.162

and that it would be preferable to promote transparency through guidance and
best practice examples. A submitter from the private sector said that it is not
only small agencies that would find compliance a burden. This submitter argued
that large agencies collect information for different purposes, and that it is
difficult to anticipate and explain these purposes in any meaningful way in a
privacy policy. Drafting such a policy is a not insignificant expense.

We endorse the importance of agencies being as transparent as possible about
what they do with personal information. However, we do not support adding an
openness principle to the Privacy Act, for two main reasons. First, we do not
think it would be reasonable to expect every agency, including very small
agencies and individuals (who can be agencies for the purposes of the Act),
to develop and publicise a privacy policy. At the same time, setting a threshold
at which agencies would be required to comply with an openness principle would
be very difficult. The Act could provide that agencies shall take such steps to
develop and publicise a privacy policy as are reasonable, having regard to the
size and nature of the agency, but we question whether this would provide
agencies with sufficient clarity about their obligations. Secondly, we doubt the
value of a statutory requirement of openness. We are not questioning the value
of privacy policies, and we note that many agencies already have such policies
in place. Privacy policies, however, vary widely in quality and usefulness.
An openness principle could simply lead some agencies to engage in a box-ticking
exercise in compliance, producing privacy policies that are of little use to the
individuals whose information they handle. It would be more helpful, in our
view, for OPC and appropriate industry bodies to work with agencies to develop
user-friendly privacy policies, and to provide templates or examples of good
practice. We note that OPC already has some useful guidance material about
privacy notices.?*

Other principles

3.163

3.164

208

209

In the issues paper we briefly outlined other new principles that could be added
to the Act.?” We did not support these principles, and there was no support for
them in submissions. Some of the issues that we discuss later in this report — data
breach notification, cross-border data transfers and direct marketing — could also
be dealt with by creating new principles. For reasons set out in chapters 7, 11
and 12 we do not favour the creation of separate principles to deal with these
issues, although we do recommend the inclusion of a data breach notification
obligation in principle 5.

One of the possible new principles we referred to in the issues paper was a “no
disadvantage” principle. Such a principle would provide that agencies should
not unfairly disadvantage a person for exercising his or her privacy rights.
Former Privacy Commissioner Sir Bruce Slane’s submission, while not
supporting the addition of a “no disadvantage” principle, suggested that the Act
could include an anti-victimisation provision modelled on that in the Human

See Office of the Privacy Commissioner “Privacy Notices” < http://privacy.org.nz/privacy-notices > ;
Office of the Privacy Commissioner Questions and Answers about Layered Privacy Notices. Privacy notices
are also discussed in ch 10 of this report.

Issues Paper at 120-122.
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CHAPTER 3: Privacy principles

Rights Act 1993.21° Such a provision might make it unlawful to treat an individual
less favourably than would otherwise be the case because that individual has
exercised his or her rights under the Privacy Act, or has declined to do something
that would contravene the Act. While we certainly agree that agencies should
not disadvantage or victimise individuals for exercising their rights under the
Act, we do not think there is a need for a specific anti-victimisation provision in
the Act. Such a provision would need to be enforceable in some way, and we
note that the provision in the Human Rights Act is enforceable by way of
complaint. We suggest that in most cases in which an individual has been
disadvantaged as a result of exercising his or her rights under the Privacy Act,
the individual will already be in a position to complain about a breach of the Act,
and the agency’s victimisation of the individual could be taken into account as
an aggravating factor in the complaint. Where an individual is victimised by his
or her employer for exercising rights under the Act, or for acting in accordance
with the Act, remedies will be available in employment law. Such employment
law remedies will apply if, for example, a privacy officer is disadvantaged as a
result of his or her efforts to bring an agency into compliance with the Act. While
victimisation of individuals for exercising rights under the Act could be made
an offence, we think that this would be disproportionately severe (especially
considering that there is no equivalent offence in the Human Rights Act).

210 Human Rights Act 1993, s 66.
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Chapter 4

Exclusions and
exemptions

4.1

42

211

A range of other rights and interests — such as national security, law enforcement,
health and safety, and freedom of information - can justifiably override privacy
in particular circumstances. The Privacy Act recognises this fact by providing
for exclusions, exemptions and exceptions. Provisions that limit the application
of the privacy principles in various ways are consistent with international
human rights and privacy instruments, so long as the limitations are authorised
and specified by law, are reasonable and are as few as possible.?!! The following
distinctions can be drawn between different types of limitations on the
application of the privacy principles:

Exclusions refer to entities or types of information that are not covered by
the privacy principles at all. For example, the privacy principles do not apply
at all to the news media in the course of their news activities.

Exemptions provide that particular types of agency or information, although
not excluded altogether from the scheme of the Act, do not have to comply
with certain privacy principles. For example, the intelligence organisations
are required to comply only with principles 6, 7 and 12.

Exceptions are general in application, and allow for particular privacy
principles not to be complied with on certain grounds. That is, they place
limits on the scope of the principles themselves. For example, there are
exceptions to principles 2, 10 and 11 that allow for collection, use or disclosure
of personal information that is publicly available.

This chapter is concerned with entities that are excluded from the coverage of the
privacy principles by virtue of their exclusion from the definition of “agency”,
as well as with certain exemptions provided for in Part 6 of the Privacy Act. Some
other exclusions, exemptions and exceptions are dealt with elsewhere in this report:

Some information is excluded from the coverage of the Act by the definitions
of “individual” and “personal information”, as discussed in chapter 2.
In particular, the Act does not generally apply to information about deceased
persons or legal persons.

Issues Paper at 123-124. See also Blair Stewart “The New Privacy Laws: Exemptions and Exceptions
to Privacy” (paper presented to The New Privacy Laws: A Symposium on Preparing Privacy Laws for
the 21st Century, Sydney, 19 February 1997).

Review of the Privacy Act 1993 — Review of the law of privacy stage 4

125

4
L
=
o
<
I
O

CHAPTER 2

CHAPTER 3

<
4
L
[
o
<
I
O

CHAPTER Il | CHAPTER I0 A= CHAPTER 9 CHAPTER 8 CHAPTER 7 CHAPTER 6 CHAPTER 5

CHAPTER 12



CHAPTER 4: Exclusions and exemptions

Chapter 3 discusses exceptions contained in the principles themselves, as well
as the “good reasons for refusing access” (which are effectively exceptions to
principle 6) set out in Part 4 of the Act.

Codes of practice, discussed in chapter 5, can modify the application of the
principles by prescribing standards that are more or less stringent than those
that would normally apply, or by exempting any action from any privacy
principle. Codes that provide for less stringent standards are effectively a type
of exemption.

The Act provides for authorised information matching programmes in
the public sector. Such programmes are exempted from the application of the
privacy principles, and are instead subject to a set of information matching
rules set out in Schedule 4 to the Act. In appendix 1 we recommend a new
framework to cover information matching and other forms of information
sharing within government. Under the new framework, government agencies
that share personal information with other government agencies as part
of an authorised information sharing programme, and in accordance with
the terms of the programme, would effectively enjoy an exemption from the
operation of the privacy principles.

As discussed in chapter 8, other laws can override the Privacy Act, in effect
creating exceptions to the application of the privacy principles.

Law enforcement exceptions are discussed in chapter 9.

EXCLUSIONS 43 “Agency” is defined very broadly in section 2 of the Privacy Act, but the

FROM THE definition also states that it does not include:
DEFINITION

OF “AGENCY" i) the Sovereign; or

i) the Governor-General or the Administrator of the Government; or

iv) a member of Parliament in his or her official capacity; or

~

\")

(

(

(iii) the House of Representatives; or

(

(v) the Parliamentary Service Commission; or
(

vi) the Parliamentary Service, except in relation to personal information about any
employee or former employee of that agency in his or her capacity as such an
employee; or

vii) in relation to its judicial functions, a court; or

viii)in relation to its judicial functions, a tribunal; or

(

(

(ix) an Ombudsman; or

(x) a Royal Commission; or
(

Xi) a commission of inquiry appointed by an Order in Council made under the
Commissions of Inquiry Act 1908; or

(xii) a commission of inquiry or board of inquiry or court of inquiry or committee of
inquiry appointed, pursuant to, and not by, any provision of an Act, to inquire
into a specified matter; or

(xiii)in relation to its news activities, any news medium.

44  The privacy principles refer to information that is collected, held, used or
disclosed by an “agency”, or to unique identifiers assigned by an agency in the
case of principle 12. Therefore, entities that are excluded from the definition of
“agency” are not required to comply with the principles and cannot be the
subject of complaints of breaches of the principles. There is, however, nothing
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4.5

to prevent the Privacy Commissioner from commenting or reporting on the
actions of such entities, pursuant to the Commissioner’s general functions
in relation to “the privacy of the individual” under section 13 of the Act
(see chapter 5).212

Most of the exclusions from the definition of “agency” seem to us to be
unproblematic, and some have their own governing legislation that provides for
privacy to be taken into account in decisions about access to information.?!
However, there are some exclusions from the definition of “agency” that
we think require further consideration. We asked about these exclusions in
the issues paper.

Parliament and Parliamentary agencies

4.6

4.7

48

212

213

214
215
216

The House of Representatives and the Parliamentary Service Commission (PSC)
are excluded entirely from the coverage of the Privacy Act. Members of
Parliament are excluded in their “official capacity”. The Parliamentary Service
is excluded except in relation to personal information about current or former
employees. However, the Office of the Clerk is covered by the Privacy Act.

In Necessary and Desirable, the then Privacy Commissioner noted with regard to
the House of Representatives that privacy is protected to some extent by Standing
Orders and other rules and practices of the House. He thought that, if any of the
privacy principles were to be applied to the House, this should be done by Standing
Orders rather than by legislation, and that the initiative for doing so should come
from Parliament itself. With regard to MPs, the Commissioner noted that the
exclusion of MPs in their “official capacity” went beyond what would apply as an
incidence of Parliamentary privilege. For example, MPs’ constituency work is part
of their activities in their official capacities, and the Commissioner expressed some
concern about what happens to personal information held in constituency files
when Members lose office. The Privacy Commissioner recommended that an
appropriate committee of Parliament should consider the desirability of applying
any of the privacy principles to the House or to MPs,?™* and we supported this
recommendation in our issues paper.?’®

The Parliamentary Service provides administrative and support services to the
House and to MPs, and administers the payment of funding entitlements for
parliamentary purposes.?’® It also provides services to other agencies within the
parliamentary complex, including the Office of the Clerk and the Parliamentary

For example, in 2007 the Privacy Commissioner reported on the publication of photographs of elderly
people and their carers in the New Zealand Nurses Organisation’s journal. She noted that the journal
fell within the definition of “news medium”, and was therefore not subject to the complaints provisions
of the Act, but that she was empowered to inquire into the matter by s 13(1)(m) of the Act, which allows
the Commissioner to inquire into any matter if it appears that individual privacy may be being infringed:
Marie Shroff, Privacy Commissioner Commissioner Initiated Inquiry under Section 13 of the Privacy Act
1993: Publication of Photographs of Elderly People and their Carers (2007) at 4.

For the courts, see Criminal Proceedings (Access to Court Documents) Rules 2009, r 16(c); District
Court Rules 2009, r 3.22(b); Judicature Act 1908, sch 2 (High Court Rules), r 3.16(b). For public
inquiries, see Inquiries Bill 2008 (283-2), cl 15(2)(d).

Necessary and Desirable at 36-39.
Issues Paper at 126-127.
Parliamentary Service Act 2000, s 7.
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CHAPTER 4: Exclusions and exemptions

Counsel Office. The PSC is made up of MPs, and is chaired by the Speaker.
Its functions include advising the Speaker about the nature and objectives of
services provided to the House of Representatives and to MPs, and recommending
to the Speaker criteria governing funding entitlements for parliamentary
purposes.?!” The Privacy Commissioner has recommended that both the
Parliamentary Service and the PSC should be subject to privacy principles 1 to 5
and 7 to 12, and that the Parliamentary Service should be subject to principle 6 in
respect of current, former and prospective employees and contractors. In the
Commissioner’s view, the exclusion of the Parliamentary Service and the PSC
from the definition of “agency” was intended primarily to place limits on access
requests to these two bodies, since such requests could allow indirect access to
information prepared for or held by MPs. So long, therefore, as the application of
principle 6 was appropriately limited, the Commissioner could see no reason why
the privacy principles should not apply to the two bodies.?!® In our issues paper
we proposed that the matter be considered by the same committee of Parliament
that considers the application of the privacy principles to the House and to MPs.?!?

49 We received relatively little comment on the Parliamentary exclusions in
submissions, although there was some support for the proposal that the matter
be considered by a committee of Parliament. The most extensive submission on
these issues was made jointly by the Office of the Clerk and the Parliamentary
Service. We have since had further discussions with these two bodies, and these
discussions have also informed our recommendations.

410 The submission from the Office of the Clerk and the Parliamentary Service
observed that the House of Representatives has the exclusive right of control
over its proceedings, and that any consideration of applying the privacy principles
to the House is a matter for the House itself. There would be an inevitable
conflict between privacy protections and the House’s privilege of free speech,
and resolving such a fundamental conflict is a matter for the House, should it
choose to extend privacy protections in the House. The submission noted that,
where the House considers it necessary to examine its procedures, the usual
practice is for the Standing Orders Committee to inquire and report to the House.

411 With regard to MPs, the submission said that it was important to distinguish
between the different capacities in which Members act:??°

engagement in the proceedings of the House which, as noted above,
are subject to parliamentary privilege and to the House’s exclusive control of
its proceedings;

other activities in a Member’s official capacity, including constituency and
caucus activities; and

personal or purely political activities which, while they may be directly or
indirectly associated with a person’s position as an MP, are not part of his or

217 Parliamentary Service Act 2000, s 14(1).

218 Bruce Slane, Privacy Commissioner Report to the Minister of Justice in Relation to the Parliamentary
Service Bill (1999); 1st Supplement to Necessary and Desirable at 19-20. See also Necessary and Desirable
at 39-40.

219 Issues Paper at 127-128.

220 These distinctions are discussed in Necessary and Desirable at 38, as well as in the submission to the
Law Commission from the Office of the Clerk and the Parliamentary Service.
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4.12

4.13

4.14

4.15

her official functions as a Member. Examples include activities undertaken
as a Minister and electioneering activities, as well as activities that are entirely
personal (participation in a sporting club, for example). The Privacy Act will
already apply to these activities.

The submission went on to say that any extension of the application of the
privacy principles to MPs:

may have implications on the collection and use of personal information in relation to
constituency and political activities, the sharing or transferring of information between
parliamentary parties and their political parties, or, members’ constituency matters and
political activities.

Questions may arise as to the anomalies that may occur for members in not having
the privacy principles apply generally to all their activities and difficulties this may
create for their staff. This may also have implications for the Parliamentary Service in
the management of their staff that work for members and responsibilities those staff
may have in relation to members’ activities.

If, as the Commission had proposed, a committee of Parliament were to consider
extending the application of the privacy principles to MPs in their official
activities outside the House, the submission noted that an informal committee
could be brought together for this purpose by the Speaker.

The submission stated that any proposal to extend the privacy principles to cover
the PSC would require further discussion with the PSC’s members.
The application of the privacy principles to the Parliamentary Service would
need to be considered at the same time as the issues concerning the PSC and
members’ official activities outside the House.

The submission from the New Zealand Law Society drew attention to the handling
of personal information by MPs’ constituency offices, and commented that it is
unclear why this aspect of an MP’s official duties should be exempt from the
Privacy Act. The Office of the Privacy Commissioner (OPC) continued to support
its earlier recommendations on these issues. With regard to the parliamentary
service bodies, OPC said that the Law Commission should make a recommendation
rather than leaving the matter to be considered by a committee of Parliament.
In OPC’s view, there is sufficient information now available to allow the
Commission to make a recommendation, and change in this area would not raise
the same constitutional issues as change directly affecting the House or MPs.

Before proceeding to discuss our recommendations, we note that the Law
Commission has recently, as part of its review of the Civil List Act 1979,
recommended that the Official Information Act 1982 (OIA) should be extended
to cover information held by the Speaker in his or her role as the Minister
responsible for the Parliamentary Service and the Office of the Clerk; the
Parliamentary Service; the PSC; and the Office of the Clerk in its departmental
holdings. The Commission recommended that the OIA should not apply to the
proceedings of the House, information held by the Clerk of the House as agent
for the House, information held by MPs in their capacity as MPs, caucus and
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CHAPTER 4: Exclusions and exemptions

caucus committee information, and political party organisational material.?*!
The Law Commission is currently reviewing the OIA as a whole, so implementation
of these recommendations will await the completion of the OIA review.

416 The application of the Privacy Act to Parliament and its associated bodies is in
some respects more complicated than the application of the OIA. In the case of
the OIA, the question for consideration is the extent to which the OIA’s
presumption of availability of information is compatible with parliamentary
privilege and with the operation of Parliament and its offices. The Privacy Act,
on the other hand, imposes controls on the use of personal information. To the
extent that the privacy principles limit the collection, use and disclosure of
information, they may be at odds with the parliamentary privilege of free speech.
At the same time, they may help to protect information that MPs legitimately
wish to keep private (such as correspondence with constituents). Matters are
further complicated by privacy principle 6 which, like the OIA, provides a right
of access to information. There are legitimate concerns about the impact that a
right of access to information held by or on behalf of MPs could have on the
ability of MPs and political parties to conduct their business. For example,
a constituent might complain to an MP about the actions of a third party;
if principle 6 applied to MPs, the third party could breach the confidentiality of
the constituent-MP relationship by requesting information held about that
person by the MP.

417 In line with our proposal in the issues paper, we suggest that the application of
the privacy principles to the House of Representatives, Members of Parliament
in their official capacities, and the Parliamentary Service Commission should be
considered by an appropriate committee or committees of Parliament.

418 In speaking of “the application of the privacy principles”, we do not necessarily
mean that the principles would be applied by means of the Privacy Act. Indeed,
it would be quite inappropriate to do so in the case of the House, as it would be
a breach of parliamentary privilege to make the House subject to supervision by
an outside body (the Privacy Commissioner). Any application of the privacy
principles to the House would be by way of Standing Orders or some other non-
statutory means. We think that the application of the privacy principles to the
PSC is also a matter for a committee of Parliament to consider. The PSC is made
up of MPs, and the application of the privacy principles to it is best considered
together with the wider issues concerning the House and MPs. Ideally, the issues
concerning the application of the privacy principles to the House, MPs and the
PSC would all be considered by the same committee. However, we note the point
made in the submission from the Office of the Clerk and the Parliamentary
Service, that matters concerning the procedures of the House are normally
considered by the Standing Orders Committee whereas the issues concerning
MPs (and, presumably, the PSC) could be considered by an informal committee
brought together by the Speaker. We leave it to the House to decide on the most
appropriate committee or committees to consider these matters.

221 Law Commission Review of the Civil List Act 1979: Members of Parliament and Ministers (NZLC R119,
2010) at 37-42.
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With regard to the Parliamentary Service, we have taken into account the
recommendations of the Privacy Commissioner and our further discussions with
the Parliamentary Service, and we now think that the Privacy Act should apply
more generally to the Service. The main concern about applying the Privacy Act
to the Parliamentary Service is that the Service holds a great deal of information
on behalf of MPs. We have already noted the concerns about applying the Act
to MPs, and recommended that the application of the privacy principles to MPs
should be considered by a committee of Parliament. It would be anomalous,
therefore, if we were to make a recommendation with regard to the Parliamentary
Service that would have the effect of making a significant body of information
held on behalf of MPs subject to the Act. We recommend that the Parliamentary
Service should be covered by the Act, but only in respect of its departmental
holdings (including information about employees and contractors). Information
held by the Parliamentary Service as an agent for MPs should continue to be
excluded from the coverage of the Act. We suggest that our recommendation
could be implemented by removing the Parliamentary Service from the list of
entities excluded from the definition of “agency”, but providing elsewhere in the
Act that information held by the Parliamentary Service on behalf of MPs shall
be deemed to be held by the MPs and not by the Parliamentary Service.??? So long
as MPs continue not to be covered by the Privacy Act, this will put such
information outside the Act’s coverage. We are encouraged to learn from the
Parliamentary Service that they already promote compliance with most of
the privacy principles (to the extent that it is practicable to do so in the
circumstances), including in relation to information held on behalf of MPs.

RECOMMENDATION

R36 The Privacy Act should apply to the Parliamentary Service, but only in respect
of its departmental holdings. Information held by the Parliamentary Service on
behalf of Members of Parliament should not be covered by the Privacy Act.

Ombudsmen

4.20

222

223

The Privacy Commissioner has recommended that the Ombudsmen should be
made subject to the Privacy Act,??* and we supported this recommendation in our
issues paper. We simply believe that, as a matter of principle and for the sake of
consistency, all organisations should be subject to the Privacy Act unless there is
good reason to the contrary. The courts are subject to it (except in their judicial
functions); so are the other officers of Parliament, the Auditor-General and the
Parliamentary Commissioner for the Environment. So the question is why the
Ombudsmen should not be. Most submissions that responded to this proposal
supported the change, but the Ombudsmen argued against it for the following reasons:

The Ombudsmen are the “last line” check on the exercise of executive power,
and should not be subject to investigation by an agency such as the Privacy
Commissioner that is itself subject to the Ombudsmen’s jurisdiction.

A provision concerning the holding by Parliamentary Service of information on behalf of MPs could be
included in section 3, which deals with the circumstances in which information is considered to be held
by an agency.

Necessary and Desirable at 42-43.
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CHAPTER 4: Exclusions and exemptions

The Ombudsmen Act already contains sufficient protections with respect to
the handling of personal information.?**

Providing for principle 6 access rights in respect of personal information at
the margins of the Ombudsmen’s secrecy requirements could impede the
Ombudsmen’s ability to carry out their statutory functions of resolving
complaints in a thorough and timely manner.

The Ombudsmen were willing to accept the application of privacy principles 6 and
7 to personal information about employees and former employees. However, they
said that if such access and correction rights were to be legislated for, it would be
preferable for this to be done by incorporating principles 6 and 7 in the Ombudsmen
Act, rather than providing for complaints under the Privacy Act.

421 As to the first point, we do not think that there is anything unusual or problematic
in making one complaints body subject to investigation by another. For example,
the Privacy Commissioner is subject to complaints to the Human Rights
Commission and the Ombudsmen.??> The Ombudsmen’s activities would not
become open to general review by the Privacy Commissioner, but only to
investigation of complaints in the specific area of privacy protection. As the
former Privacy Commissioner has said, making an institution subject to a
complaints mechanism “does not undermine public confidence in it but rather
strengthens it.”?26

422 On the second of the Ombudsmen’s points, we consider that the existing
provisions in the Ombudsmen Act do not cover all the ground in the Privacy
Act. The Ombudsmen’s secrecy provisions do not, for example, deal with matters
such as collection and retention of personal information that are covered by the
privacy principles.

423 With regard to the possible impact of principle 6 access rights on the Ombudsmen’s
exercise of their statutory functions, we think that sufficient protection for the
Ombudsmen’s complaints-resolution functions is provided by the combination of
the secrecy obligation in the Ombudsmen Act**” (which would override the Privacy
Act by virtue of section 7) and section 55(d) of the Privacy Act, which provides
that nothing in principles 6 and 7 applies in respect of:

information contained in any correspondence or communication that has taken place
between the office of the Ombudsmen and any agency and that relates to any
investigation conducted by an Ombudsman under the Ombudsmen Act 1975 or the
Official Information Act 1982 or the Local Government Official Information and
Meetings Act 1987, other than information that came into existence before the
commencement of that investigation.

424 We therefore recommend that the Ombudsmen should be made subject to the Act.

224 Specifically, the Ombudsmen cited s 21(2) of the Ombudsmen Act 1975, which requires the Ombudsmen
and their staff to maintain secrecy. With regard to access requests, they cited certain provisions which
allow or require the Ombudsmen to make information available to complainants concerning what has
been done in respect of their complaints: Ombudsmen Act 1975, ss 17, 21(4), 24(2).

225 In ch 6 we recommend that there should be no change to the Ombudsmen’s power to investigate the
Privacy Commissioner’s handling of complaints.

226  Necessary and Desirable at 43.
227 Ombudsmen Act 1975, s 21.
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RECOMMENDATION

R37 The Ombudsmen should be deleted from the list of entities excluded from the
definition of “agency”.

News media

4.25

4.26

228

229

“Agency” is defined as not including “in relation to its news activities, any news
medium.” “News activity” is defined to mean:

(a) the gathering of news, or the preparation or compiling of articles or programmes
of or concerning news, observations on news, or current affairs, for the purposes
of dissemination to the public or any section of the public:

(b) the dissemination, to the public or any section of the public, of any article or
programme of or concerning —

(i) news:
(i) observations on news:
(iii) current affairs.

“News medium” is defined to mean:

any agency whose business, or part of whose business, consists of a news activity;
but, in relation to principles 6 and 7, does not include Radio New Zealand Limited
or Television New Zealand Limited.

We said in the issues paper that this exclusion is justified. The free flow of
information through the media is vital to the life of a free and democratic society,
and is supported by the protection of freedom of expression in the New Zealand
Bill of Rights Act 1990.2%8 It is difficult to see how the media could perform this
role effectively if it were subject to the Privacy Act’s principles. Those principles
are ill-aligned to the media function. For example they provide that an agency
must collect personal information about an individual directly from the
individual; it must allow the individual access to the information it holds about
him or her; and it must not disclose the personal information it holds to anyone
else. “Personal information” is defined simply as “information about an
identifiable individual”; and while all the principles are subject to exceptions,
those exceptions are limited and specific. Not only could the media not operate
effectively in such a context: they could barely operate at all. This, however, is
not to say that the media do not need to respect privacy. Of course they do. They
are subject to the tort of invasion of privacy if they publish private facts in an
objectionable way. They are also governed by their own regulators — the
Broadcasting Standards Authority and the Press Council — which apply their
own privacy principles specially tailored to the media.?* It is important that
specialist regulators regulate the media. Privacy is only one of the standards
those regulators enforce: others are good taste, fairness, and balance, standards

New Zealand Bill of Rights Act 1990, s 14: “Everyone has the right to freedom of expression, including
the freedom to seek, receive, and impart information and opinions of any kind in any form.”

See Law Commission Invasion of Privacy: Penalties and Remedies: Review of the Law of Privacy Stage 3
(NZLC IP14, 2009) at 64-69 [Invasion of Privacy].
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CHAPTER 4: Exclusions and exemptions

which sometimes overlap with privacy. It would be quite artificial to pluck
privacy alone away from the media regulators and give it to the Privacy
Commissioner.?*°

427 The Privacy Act is not alone among New Zealand statutes in granting the media
or journalists an exemption from its provisions,?®! and similar exemptions are
also found in overseas privacy laws.>*

428 No submitters disagreed with our view that the news media exclusion should
remain in the Act. OPC agreed that it should remain for the time being, although
it said that the matter should continue to be re-examined from time to time.
We think there should be no change to the general principle that the news media,
in relation to their news activities, should not be subject to the privacy principles.
However, there are some further issues about the news media exclusion that we
now examine.

“News activity”

429 A “news medium” is excluded from the coverage of the privacy principles
only in relation to its “news activities”. We asked in the issues paper whether
“news activity” could be defined more precisely. Although it is a defined term
in the Act, there are still several possible interpretations of the scope of “news
activity”:2s

that the media organisation is protected so long as it is acting in its capacity
as a mass communicator, as opposed, for example, to its capacity as an
employer (the “capacity” test);

that the organisation is protected only so long as it is publishing news,
or news-related material, which contains an element of public interest
(the “public interest” test); or

that the organisation is protected only so long as it is publishing material
within the genre of news and current affairs as opposed, say, to the genre of
entertainment (the “genre” test).

430 A genre or public interest test might lead to the conclusion that, for example, a
television reality programme or a humorous column in a newspaper would fall
outside the news media exclusion. There have been relatively few complaints in
which the scope of the news media exclusion has arisen. In those cases where it
has been considered, the Privacy Commissioner and the Tribunal have taken a
broad view of the scope of “news activity”, and have held that the National
Business Review’s “Rich List” and the consumer affairs programme “Target” are
covered by the exclusion.?** In the issues paper we proposed that the current

230 Note, however, that while the Privacy Commissioner cannot investigate complaints about the media,
the Commissioner could still inquire into, and report on, matters involving the media under his or her
general powers of inquiry and report: see n 212 above.

231 See for example Fair Trading Act 1986, s 15; Financial Advisors Act 2008, s 12(a); Criminal Justice Act
1985, s 138(3); Criminal Procedure (Reform and Modernisation) Bill 2010 (243-1), cl 202.

232  See for example Privacy Act 1988 (Cth), s 7B(4); Data Protection Act 1998 (UK), s 32; Personal
Information Protection and Electronic Documents Act SC 2000 ¢ 5 (Canada), ss 4(2)(c), 7(1)(c).

233 See Elizabeth Paton-Simpson “The News Activity Exemption in the Privacy Act 1993” (2000) 6 NZBLQ 269.

234 Talley Family v National Business Review (1997) 4 HRNZ 72; TV Technician Complains About Being
Covertly Filmed for a TV Programme [2003] NZ PrivCmr 24, Case Note 38197.

134 Law Commission Report



431

432

433

definition should not be changed, leaving it to the Privacy Commissioner and
the Tribunal to decide what constitutes “news activity” on a case-by-case basis.
We commented that the line between news and entertainment is increasingly
unclear, and that it would be very difficult to clearly distinguish news from other
media activities.

Most submitters on this question agreed that the current definition should not
be changed. The Media Freedom Committee of the New Zealand section of the
Commonwealth Press Union (“the Media Freedom Committee”) argued that
“news activity” should continue to be viewed broadly, and that it would be very
difficult to define it with greater precision. Similarly, the Screen Production and
Development Association of New Zealand (SPADA) agreed with our view that
it is increasingly difficult to distinguish between news and entertainment as
genres continue to evolve, and that it is best to make judgements case-by-case.
However, the Press Council thought that there might be a case for amending
the current definition to make it clear that the “capacity” test is the correct one.
The “public interest” and “genre” tests would, they asserted, be too restrictive
on the news media.

A more fundamental point was raised in a submission by a United Kingdom-
based academic specialising in privacy law, Dr David Erdos, who argued that
the exclusion should not be limited to the media and “news activities” at all.
He considered that the exclusion should cover any form of publication to the
public or a section of the public, providing the publication was not against the
public interest. His proposed exclusion would thus cover a wide range of
journalistic, literary, artistic and research works, including “new” media such
as blogs and social networking sites. He noted that the equivalent exclusion in
the Data Protection Act 1998 (UK) is broader than New Zealand’s, covering
“journalistic, literary or artistic material”,?*> although Erdos would also include
publication of research work. He is thus proposing an exclusion that is much
broader than the current “news media” exclusion in the Privacy Act, although
it would be limited by a public interest test.

The issues raised by David Erdos are not without merit. It might seem anomalous
that a journalist who writes a story in the newspaper is protected by the news
media exclusion, but if the journalist (or someone else) were to tell the same
story in a book he or she would not be protected. It can also be argued that
freedom of literary and artistic expression, and the freedom of researchers to
publish their findings, are just as fundamentally important as media freedom.
However, while we do not deny the importance of such forms of expression, we
do not recommend an expansion of the current exclusion in the way proposed
by Erdos for several reasons. First, media freedom is generally considered to have
a particularly important place in the life of a democratic community. The news
media (using that term broadly) play a crucial role in informing day-to-day
discussion and debate on political, social, cultural and economic issues. Secondly,
while the news media are exempt from the Privacy Act, they are subject to other
forms of regulation and to complaints bodies. The same is not true of other forms
of expression. We recommend below that the news media exclusion should be
limited to those media that are subject to a code of ethics and a complaints

235 Data Protection Act 1998 (UK), s 32.
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CHAPTER 4: Exclusions and exemptions

procedure. Thirdly, the amendment proposed by Erdos would involve a major
change to the Act, one for which we simply do not have a mandate, since no
other submitters proposed such a change. The current exclusion is quite well
understood, and we do not wish to upset the existing balance in the Act without
clear evidence that there is support for doing so.

434 The consensus among submitters was that the definition of “news activity”
should remain unchanged, and we recommend accordingly. In most cases
we think it will be clear whether or not a medium is engaged in news activity,
and cases at the margins are unlikely to be assisted by any attempt at clarifying
the boundaries of “news”.

“News medium”

435 When the Privacy Act was enacted, it was reasonably clear that the news media
exclusion applied to “traditional” media: newspapers, magazines, radio
and television. Since then, however, there has been a proliferation of “new”
media, mainly on the internet, including blogs, news sites, social networking
sites, microblogging sites such as Twitter, and video-sharing sites such as
YouTube. Should such non-traditional media be able to take advantage of the
Privacy Act’s news media exclusion?

436 On the face of the definitions of “news medium” and “news activity”, there is
nothing to prevent online publications that are not associated with a print
publication or a broadcaster from benefiting from the news media exclusion.
Many such publications are involved in the gathering, preparation or compiling,
and dissemination of news, current affairs and, especially, “observations on
news”. They disseminate such material to the public or to a section of the public.
They would thus appear to be engaged in “news activity”. There could be a
question about whether such news activity constitutes their “business”, or part
of their business, for the purposes of the definition of “news medium”, but it is
certainly arguable that at least some online publications are engaged in the
“business” of news.

437 If some online publications are news media for the purposes of the Privacy Act,
and are therefore excluded from the coverage of the privacy principles, there is
a problem: there will be no avenue of complaint for individuals who feel that
their privacy has been infringed by such publications, apart from the very
expensive and uncertain route of suing in tort. By contrast, there are complaints
avenues open in respect of the “traditional” media: the Broadcasting Standards
Authority and the Press Council. The Press Council accepts complaints
concerning the websites of newspapers and magazines, but has so far not dealt
with complaints about “web only” publications. There is no other regulatory or
self-regulatory body governing online publications.

438 In the issues paper we asked what should be done about this situation,
and whether the definition of “news medium” should be confined in some
way. Should it, for example, be confined to the print and broadcast media?
Should it be confined to media that are subject to a code of ethics and a complaints
procedure administered by an appropriate body? No submitters supported
confining the definition to the print and broadcast media, and we agree that
it would be a mistake to do so. Such an approach would be anachronistic in
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today’s media environment, and would risk creating anomalies: it would make
no sense if the Privacy Commissioner could investigate a complaint about the
online version of a newspaper article but not the print version of the same
article. There was, however, some support for restricting the definition of “news
medium” to news media that are subject to a code of ethics and a complaints
procedure. The Media Freedom Committee reported that there were mixed views
among its members on this issue, but that the consensus view favoured the
approach based on codes of ethics and complaints procedures. This approach
was also supported by OPC. However, Fairfax Media said that there should not
be any attempt to confine the definition of “news medium”, and questioned
whether there is a problem with the current situation. They noted that many
websites have their own codes and procedures for dealing quickly and effectively
with complaints about material posted on the sites, and gave as an example the
website Trade Me.?**

We think that the definition of “news medium” should be limited to media that
are subject to a code of ethics that deals expressly with privacy, and to a
complaints procedure administered by an appropriate body. By “appropriate
body” we mean a body that is separate from the media organisation itself: an
agency that polices its own code of ethics would not qualify. The body
administering the complaints procedure need not be a statutory one, however:
it could be an industry-initiated, self-regulatory body like the Press Council. The
obvious examples of complaints bodies at present are the Broadcasting Standards
Authority and the Press Council, but other such bodies may arise in future
specifically for the online media.

This recommendation would, we believe, deal with the potential gap in privacy
protection which we have identified above: the fact that at present some
publications could fall within the news media exclusion while not being subject
to any other accessible complaints jurisdiction. Our recommended approach is
similar to that taken in the Federal Privacy Act in Australia.**" It is also consistent
with the Law Commission’s recommendation, in its report on suppressing names
and evidence, with regard to defining those members of the media who are
entitled to remain in court when an order is made excluding the general public.>*

Participants in a discussion of privacy and the internet, organised for us by
Internet NZ, told us that the challenges posed by the definition of “news
medium” are part of the wider issue of reviewing the regulation of the news
media in the internet age. We agree, and in October 2010 the Law Commission
received a reference to undertake a review of the adequacy of the current
regulatory regime for the news media to deal with new and emerging forms of
media. However, we can see no reason why our recommendation with respect
to the definition of “news medium” in the Privacy Act should not proceed ahead
of the completion of our “new media” project.

Trade Me made its own submission, which did not address the questions about the news media exclusion.
Privacy Act 1988 (Cth), s 7B(4)(b).

Law Commission Suppressing Names and Evidence (NZLC R109, 2009) at [5.21]. This recommendation
has now been incorporated in the Criminal Procedure (Reform and Modernisation) Bill 2010 (243-1),
cl 202, which provides that orders to clear the court may not, in most circumstances, exclude members
of the media. Clause 202(2) defines “member of the media” as meaning a media reporter who is subject
to a code of ethics and to the complaints procedures of the Broadcasting Standards Authority or the
Press Council, or any other person reporting on proceedings with the permission of the court.
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CHAPTER 4: Exclusions and exemptions

Radio New Zealand and Television New Zealand

442 Radio New Zealand (RNZ) and Television New Zealand (TVNZ) fall within the
definition of “news media” for most purposes, but the definition states that they
are not news media for the purposes of principles 6 and 7. This means that RNZ
and TVNZ are subject to requests by individuals for access to information about
themselves held by these two organisations, and to requests for correction of
personal information. This provision was included in the Privacy Act in order
to continue rights that had previously existed under the OTA. When the Privacy
Act was enacted, access and correction rights of individuals with respect to
personal information held by public sector bodies (including RNZ and TVNZ)
were removed from the OIA and replaced by the access and correction provisions
of the Privacy Act.

443 In the issues paper, we proposed that the limiting reference to RNZ and TVNZ
in the definition of “news medium” should be removed. We argued that the right
of access to and correction of personal information held by the state broadcasters
can have a negative effect (a delaying effect, at the very least) on the dissemination
of news. It can lead to an application for an injunction,*® for example, or to a
lengthy stalling debate about whether information held is accurate or not.?*°

444 There was quite widespread support in submissions for our proposal, including
from all of the media submitters. The Media Freedom Committee said that
the justification for the news media exclusion in respect of principles 6 and 7
applies just as much to RNZ and TVNZ as it does to other media organisations.
They also noted that another state broadcaster, Maori Television, is not subject
to the same limitation.?*! A joint submission from RNZ and TVNZ also argued
that they had just as much reason to be exempt from principles 6 and 7 as do the
private sector news media. They said that:

The ability of a person to apply to access the fruits of a news investigation about
themselves, and to correct anything they may disagree with, can restrict the
investigation and dissemination of news and current affairs. If made prior to broadcast,
it may delay broadcast while the accuracy of information collected is determined
through the complaint/proceedings processes provided under the Act.

In our experience requests for access to personal information in news files has
invariably been for a collateral purpose — to attempt to delay broadcast, discourage
the continuation of an investigation, or to bolster a complaint to the Broadcasting
Standards Authority or proceedings, either already in existence or in contemplation.

239 In this context, it is important to note that access rights under principle 6 can be directly enforced in
the courts where information held by a public sector agency is concerned (Privacy Act 1993, s 11(1)),
and that RNZ and TVNZ are public sector agencies in terms of the Privacy Act (Privacy Act 1993, s
2(1), definitions of “public sector agency” and “organisation”; Official Information Act 1982, sch 1).

240 One complaint to the Privacy Commissioner involving an access request for personal information to
TVNZ is discussed in John Burrows and Ursula Cheer Media Law in New Zealand (6th ed, LexisNexis,
Wellington, 2010) at 380.

241 The Maori Television Service is a statutory corporation established by the Maori Television Service (Te
Aratuku Whakaata Irirangi Maori) Act 2003. While its origins are different from those of RNZ and
TVNZ, Maori Television is established and funded by the Crown, just as RNZ and TVNZ are. It is
subject to the OIA: Official Information Act 1982, sch 1.
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The submission concluded that the application of principles 6 and 7 to RNZ and
TVNZ was an unjustified restriction on freedom of the media, and that there
is no principled basis for denying the two state broadcasters the protection
offered to their private sector counterparts, and to Maori Television.

However, our proposal was opposed by OPC. OPC said that the proposal would
remove access and correction rights with respect to personal information held
by the state broadcasters that New Zealanders had enjoyed for two decades.
Parliament has, OPC said, repeatedly made clear that state-owned enterprises
have additional obligations of transparency that do not always apply to their
private-sector competitors. OPC questioned the contention that access and
correction rights had made RNZ and TVNZ subject to injunctions and delaying
tactics. It also pointed out that RNZ and TVNZ are subject to the OIA, unlike
other media companies, and that removing access and correction rights under
the Privacy Act would therefore create an anomaly: individuals could not request
information about themselves from the state broadcasters, but third parties could
request information about those same individuals under the OIA. Moreover,
companies would continue to have access and correction rights, under the
OIA,**? to information about themselves held by RNZ and TVNZ, while natural
persons would not.

We remain of the opinion that RNZ and TVNZ should not be subject to the
access and correction principles under the Privacy Act. However, we are troubled
by the issues concerning the interface with the OIA raised by OPC. Our preferred
solution is not to modify our proposal with regard to the Privacy Act, but to
consider, in our review of the OIA, whether corresponding changes should be
made to that Act. We shall need to consider whether the OIA should be amended
to provide that TVNZ, RNZ and Maori Television are not covered by the OIA
in respect of information held in connection with their “news activities”, which
would be defined in the same terms as in the Privacy Act. There are similar
carve-outs for state broadcasters in freedom of information legislation overseas.?*

As a consequence of our recommendation to delete the limiting reference to RNZ
and TVNZ from the definition of “news medium”, we also recommend the
deletion of section 29(1)(g) of the Privacy Act, which allows RNZ and TVNZ to
withhold information requested as part of an access request if disclosure would
be likely to reveal a journalist’s source.

Official Information Act 1982, ss 24, 26.

Freedom of Information Act 2000 (UK), sch 1, Part 6: the Act applies to the British Broadcasting
Corporation and other state broadcasters “in respect of information held for purposes other than those
of journalism, art or literature”; Access to Information Act RSC 1985 ¢ A-1, s 68.1: the Act does not
apply to information under the control of the Canadian Broadcasting Corporation “that relates to its
journalistic, creative or programming activities, other than information that relates to its general
administration”; Freedom of Information Act 1982 (Cth), sch 2, Part 2: the Australian Broadcasting
Corporation and the Special Broadcasting Service Corporation are exempt in relation to their program
material and datacasting content.

Review of the Privacy Act 1993 — Review of the law of privacy stage 4

139

<
4
L
[
o
<
I
(O]




CHAPTER 4: Exclusions and exemptions

RECOMMENDATION

R38 The definition of “news medium” should be amended so that the news media
exclusion from the Privacy Act applies only to media that are subject to a code
of ethics that deals expressly with privacy, and to a complaints procedure
administered by an appropriate body.

RECOMMENDATION

R39 The limiting reference to Radio New Zealand and Television New Zealand
should be removed from the definition of “news medium”, and consequentially
section 29(1)(g) should also be deleted.

EXEMPTIONS 448 Part 6 of the Privacy Act provides for certain specific types of exemption,

IN PART 6 which we discuss here. It also deals with codes of practice, which are discussed
OF THE ACT in chapter 5.

Section 54 — exemptions authorised by the Privacy Commissioner

449 Section 54 provides that the Privacy Commissioner may authorise an agency to
collect, use or disclose information where this would otherwise breach principles
2, 10 or 11, if the Commissioner is satisfied that, “in the special circumstances
of the case”:

the public interest outweighs any interference with the privacy of an
individual that could result; or

there is a “clear benefit to the individual concerned” that outweighs any
interference with the privacy of the individual that could result.

The Commissioner may impose such conditions as he or she sees fit on such an
authorisation. The Commissioner must not grant an authorisation under section
54 if the person concerned has refused to authorise the collection, use or
disclosure of his or her information for the relevant purpose.

450 The Commissioner reports annually on section 54 applications.?** There are only
a few applications each year, and it seems that many applications are not granted.
A common reason for declining applications is that the Commissioner considers
that the exemption applied for is unnecessary, since the agency’s objectives can
already be achieved without breaching the privacy principles.

451 The reference to “the special circumstances of the case” would seem to mean
that section 54 is not intended to allow for the granting of ongoing or generic
exemptions. The Commissioner has issued a Guidance Note for applicants
seeking section 54 exemptions, and this Note states:*>

Section 54 seems primarily designed for “one-off” situations. If the circumstances
giving rise to an application are likely to arise again and again, or are a routine part of

244 See for example Office of the Privacy Commissioner Annual Report 2010 (Wellington, 2010) at 42-43.

245 Office of the Privacy Commissioner “Guidance Note to Applicants Seeking Exemption Under Section
54 of the Privacy Act 1993” (1997) at [3.4].
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an agency's activities, it is likely that an exemption will be inappropriate. Consideration
should instead be given to seeking a code of practice.

We asked in the issues paper whether section 54 should be amended to allow for
ongoing exemptions. We proposed that it should not be amended in this way,
for the following reasons:

There is no evidence of a problem: the privacy principles already have a
considerable amount of flexibility, and where the principles need to be
modified for a particular sector there is the option of developing a code of
practice. The experience with the existing section 54 provision suggests that
many applications would be turned down by the Privacy Commissioner
on the grounds that what the agency seeks to do is already allowed under
the Act.

A power to authorise ongoing exemptions would give the Privacy
Commissioner significant powers to modify the terms of the Act. While this
is already true of the power to issue codes of practice, these include procedural
safeguards such as consultation and notification provisions. In addition,
we are recommending in this report that codes of practice should be approved
by Cabinet. If similar safeguards were put in place for section 54 exemptions,
it is hard to see how such exemptions would differ from codes.

While it would be possible to justify ongoing exemptions on public interest
grounds,?*® it would be more difficult to assess ongoing exemptions that
purport to involve “a clear benefit to the individual concerned”.?*" It would
also be difficult to apply the provision stating that an exemption shall not be
authorised by the Commissioner where the individual concerned has refused
to authorise the collection, use or disclosure.?*® This provision seems to
contemplate a one-off opportunity to refuse consent, and would be problematic
in the context of an ongoing exemption.

Only one submitter, a credit reporting firm, disagreed with our proposal that
section 54 should continue to be limited to one-off exemptions. This submitter
firstly disagreed with the Privacy Commissioner’s interpretation of section 54,
arguing that the reference to “the special circumstances of the case” should not
preclude the granting of ongoing exemptions. Secondly, they disagreed with the
contention that there is no need for a power for the Privacy Commissioner to
grant ongoing exemptions. They said that, from time to time, they wish to
disclose information to a specific client but are unable to do so in compliance
with the Act. An amendment to the Credit Reporting Privacy Code would be
possible, but this is an involved process and seems excessive given that the
exemption would apply to a single client while the Code applies generally to the
field of credit reporting. The submitter was not convinced that limited use of
ongoing exemptions would require any special safeguards, although limitations
could certainly be placed on the exemption to ensure that it applies only in
special circumstances.

246 Privacy Act 1993, s 54(1)(a).
247 Privacy Act 1993, s 54(1)(b).
248 Privacy Act 1993, s 54(3).
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CHAPTER 4: Exclusions and exemptions

454  Despite the points raised by this submitter, we continue to believe that section 54
should only allow for one-off exemptions to deal with specific circumstances.
There is nothing to stop an agency from making repeated requests for exemptions
under section 54, but each request should be considered separately by the Privacy
Commissioner. If a need for an exemption arises repeatedly, however, a code is
the most appropriate way of providing for it, no matter how specific the exemption
may be. To give the Privacy Commissioner a power to grant ongoing exemptions
would be constitutionally questionable, since it would mean that an appointed
official could effectively change the law passed by Parliament. The same objection
can be made with respect to codes of practice under the Act, but there are a range
of procedural safeguards in relation to codes, and in addition we recommend in
chapter 5 that codes should be approved by Cabinet. We note that we also raised
the option of expanding the Commissioner’s section 54 power in the chapter of
the issues paper dealing with information sharing,*** as a possible way of dealing
with the matters discussed in appendix 1 of this report. There was little support
for this option among submitters, and we are satisfied that most users of the Act
see 1o need for section 54 to go beyond one-off exemptions.

455 We also asked in the issues paper whether section 54 should be amended to allow
the Commissioner to grant exemptions from privacy principles other than 2, 10
and 11. We proposed that exemptions from principle 9 should also be allowed,
and this proposal was supported by submitters. The Privacy Officers’ Round
Table said that section 54 should provide that the Commissioner may grant
exemptions from any of the principles. A government department proposed that
exemptions from principle 12 should be able to be granted. We think a power to
grant exemptions from any of the principles would go too far, and that any
exemption-granting power should be limited as much as possible. Principle 1,
for example, is fundamental to the whole operation of the Act, and we do not
think the Commissioner should be able to grant exemptions from this principle.
We do, however, think that the Commissioner should be able to grant exemptions
from principles 9 and 12. The Privacy Commissioner’s Necessary and Desirable
review asked whether the section 54 power should apply to these two principles,
although in the end the Commissioner recommended that it be extended only to
principle 9.2°° With regard to principle 12, we have recommended in chapter 3
that a new exception for statistical and research uses should be added to principle
12(2). We have not recommended any other exceptions to this principle, but we
think there could be cases where an agency might want to make a one-off use of
a unique identifier that would be in breach of principle 12 but that would be in
the public interest or would involve a clear benefit to an individual.

456 Omne other issue concerning section 54 that was raised in submissions is
transparency about exemptions sought or granted. OPC noted that there are
transparency requirements associated with codes of practice, but no such
requirements for section 54 exemptions. While it is appropriate that the process
for one-off exemptions should be less elaborate than that for codes, OPC
submitted, there should perhaps be minimum transparency requirements such
as public notification or the creation of a public register. If there were to be a

249 Issues Paper at 289-290.

250 Office of the Privacy Commissioner Review of the Privacy Act 1993: Discussion Paper No 4: Codes of Practice
and Exemptions (Wellington, 1997) at 7-8; Necessary and Desirable at 219-220 (recommendation 79).
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new public notification requirement, OPC considered that it should be imposed
on applicants for exemptions, and that the Privacy Commissioner could perhaps
be given a power to waive the requirement in appropriate cases. The Law
Commission agrees that the Act should provide for transparency in relation to
section 54 exemptions, but we think that the obligation to publish information
about such exemptions should rest with OPC rather than with the agency making
the application. Notification on an agency’s website is unlikely to attract much
notice, and a requirement to directly contact affected clients or customers is
likely to be disproportionate to the interference with privacy involved in many
cases. It is also useful to have a comprehensive report on section 54 exemptions,
and OPC is best placed to provide this. While OPC currently reports on section
54 exemptions in its annual report, there is no obligation to do so in the Act. We
recommend that the Act should provide that OPC must report annually on
exemptions applied for and granted under section 54, and that it must maintain
a list of all current exemptions on its website.

RECOMMENDATION

R40 Section 54 should be amended to allow the Privacy Commissioner to grant
exemptions from principles 9 and 12.

RECOMMENDATION

R41 Section 54 should be amended to require the Privacy Commissioner to report
annually on exemptions applied for and granted under section 54, and to
maintain on the Commissioner’s website a list of all current exemptions.

Section 55 - exemption of certain information from principles 6 and 7

4.57

458

Section 55 provides that nothing in principles 6 and 7 (the access and correction
principles) applies in respect of certain specified information. We had no
proposals for the reform of section 55 in our issues paper, and received
no suggestions for amendments to this section in submissions. However, there
is one issue raised in a submission that we consider is best dealt with by an
amendment to section 55.

The Office of the Auditor-General (OAG) asked in its submission to be excluded
from the coverage of the Privacy Act, except in relation to information about the
Office’s staff. Further discussion with OAG has established that the Office’s
concerns are in fact limited to principles 6 and 7. In its submission, OAG
explained that audit work involves considering risks and asking questions about
the behaviour of individuals, which can be quite sensitive and personal. Auditors
need to maintain trust with key management and staff in an entity that they are
auditing, and those working for the entity will not discuss matters freely and
frankly if they believe those discussions will be disclosed. OAG also receives
several hundred requests each year for the Office to inquire into matters of
concern, and such requests often contain allegations about the conduct of
individuals. OAG protects the identity of those who raise such concerns, and if
it contacts the individual or entity to which the concerns relate, it often does not
reveal in any detail what was contained in the complaint (both to protect the
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CHAPTER 4: Exclusions and exemptions

identity of the source of the information, and because the information may not
be accurate). If OAG decides to undertake an inquiry, it will gather further
information, and again much of this may relate to particular individuals.
Auditors have an ethical obligation to maintain confidentiality, and are also
required by their professional standards to document their investigations
extensively. The requirement for documentation includes keeping a record of
conversations with individuals, and recording material that, in other contexts,
might be considered mere gossip or speculation.

459 OAG noted that the confidential nature of their work is recognised by the fact
that the OIA does not apply to the Auditor-General. The Public Audit Act 2001
does not include a provision requiring the Auditor-General and his or her staff
to maintain secrecy. Section 30 of the Public Audit Act provides that the Auditor-
General may disclose such information as he or she considers appropriate in the
exercise of his or her functions, but before doing so the Auditor-General must
consider the public interest, an auditor’s professional obligations concerning
confidentiality, and certain grounds for withholding information under the OIA.
This section expressly states that it does not affect an individual’s access rights
under the Privacy Act.

460 OAG said that it is difficult to reconcile the rights of access under the Privacy
Act with the type of work the Office does and the professional obligations of
auditors. They gave examples of difficulties they have faced in dealing with
access requests:

A person who is the subject of a complaint seeks access to it, and the
information cannot be released without disclosing the source of the
information or the fact that an investigation is under way. OAG’s submission
made clear that their inquiry process protects natural justice by giving
individuals who are the subject of inquiries an opportunity to understand the
nature of the concerns raised about them, to comment on any information
on which OAG proposes to rely, and to provide information to the inquiry.
OAG said, however, that difficulties can be created by access requests made
at an early stage in the inquiry process.

An individual wants to know what information OAG holds on its working
files about him or her. If any such information exists, releasing it would
conflict with the auditor’s ethical obligation to maintain confidentiality.

In such cases, OAG sometimes relies on the “maintenance of the law” ground
for refusing access.?”! This ground is relevant if there is an investigation under
way into possible fraud or other criminal activity, but its applicability is less clear
in other cases.

461 We are persuaded that OAG faces real difficulties as a result of the application
to the Office of the access principle, and we agree that relying on the “maintenance
of the law” withholding ground is unsatisfactory. Although the concerns raised
with us related to access rights, we can also see that the closely-related right of
correction could create very similar problems for OAG. We believe that the best
way of dealing with the problems encountered by OAG is to add a new provision
to section 55. This new provision would state that principles 6 and 7 do not

251 Privacy Act 1993, s 27(1)(c).
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apply in respect of information held by or on behalf of the Auditor-General, and
in connection with the Auditor-General’s statutory functions. The new provision
should also make clear that principles 6 and 7 still apply to personal information
relating to the Auditor-General’s current, former and prospective staff.

RECOMMENDATION

R42  Section 55 should be amended to provide that principles 6 and 7 do not apply
in respect of personal information held by or on behalf of the Auditor-General,
and in connection with the Auditor-General’s statutory functions. The provision
should make clear that principles 6 and 7 still apply to personal information
about the Auditor-General’s current, former and prospective staff.

Section 56 — personal, family, or household affairs

462

Section 56 provides that:
Nothing in the information privacy principles applies in respect of—
(a) the collection of personal information by an agency that is an individual; or
(b) personal information that is held by an agency that is an individual,—

where that personal information is collected or held by that individual solely or
principally for the purposes of, or in connection with, that individual’s personal, family,
or household affairs.

Similar exemptions are contained in information privacy statutes in other
jurisdictions. The rationale behind the exemption is fairly clear: individuals
should not have to comply with the Privacy Act in relation to everyday domestic
activities such as taking photographs of friends and family or keeping records of
family expenditure and activities. To routinely apply the Privacy Act to such
activities would be both impractical and intrusive into people’s personal and
domestic lives. It could also see the Privacy Commissioner and the Human Rights
Review Tribunal getting caught in the middle of domestic disputes. Nevertheless,
the breadth of the exemption gives rise to significant concerns, particularly in
the age of the internet.

Definitional issues

4.63

The wording of section 56 refers only to information that is “collected or held”
by an individual. In S v P, the Complaints Review Tribunal held that section
56 applies to use and disclosure of information, even though use and disclosure
are not specifically referred to in the section:?

[W]e accept the submissions of the Privacy Commissioner that the information privacy
principles concern collecting (principles 1-4) and holding (principles 5-11)
information. The protection, use or disclosure of information concern obligations
that can only arise if an agency holds information. There is therefore no need for s.
56 to specifically refer to those obligations because they are covered by the use of the
word hold in s. 56(b). Section 56, therefore, also covers the disclosure of information.

252 Sv P Complaints Review Tribunal 3/98, 12 March 1998 at 4.
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464 Professor Paul Roth has argued that it is not absolutely clear on the face of the
provision that it applies to disclosures,?* and it was suggested at a meeting
organised for us by InternetNZ that this issue should be clarified in the statute.
We agree that section 56 should be amended to state expressly that the exemption
applies to all of principles 1 to 11. This would make it clear that section 56
applies to the use and disclosure principles, as well as to most of the other
principles. We do not think the exemption is relevant to principle 12.

465 Paul Roth has also raised questions about the meaning of “personal affairs” in
section 56,%* and we asked in the issues paper whether this term should be clarified.
A few submitters said that it should. One suggestion was to contrast personal affairs
with other activities, such as business or professional affairs. Another was to
incorporate an objective standard by referring to personal information that is of a
type that is “ordinarily” collected or held in connection with personal, family or
household affairs. In the absence of a strong call in submissions for clarification,
or of clear evidence that the term “personal affairs” is currently causing problems,
we are not persuaded that any clarification is needed.

Narrowing the scope of section 56

466 An exemption like that in section 56 is clearly needed for reasons given above,
but it does create a significant gap in the protection afforded by the Privacy Act.
This gap has arguably become more problematic with the development of the
internet. The question is whether this gap in coverage can be narrowed
somewhat without compromising the objectives that the exemption serves.

467 'Two relatively straightforward recommendations of the Privacy Commissioner,
which we supported in our issues paper, are to amend section 56 so that it does
not apply where:?*

a person has collected information from an agency by engaging in misleading
conduct (in particular, by falsely claiming to have the authorisation of the
individual to whom the information relates, or to be that individual); or

personal information is obtained unlawfully (whether or not the person
obtaining the information has been charged with or convicted of a criminal
offence).

The second of these proposals has been seen as particularly useful in providing
a civil remedy for intimate covert filming.2>® Both proposals were supported by
a significant number of submitters, and no submitters opposed the proposals.
We recommend that they should be implemented. The recommendation with
regard to information obtained unlawfully should cover the collection of personal
information by unlawful means, and the use and disclosure of information
obtained by unlawful means. This would effectively mean that section 56 does

253  Paul Roth Privacy Law and Practice (looseleaf ed, LexisNexis) at [PVA56.4].
254  Tbid, at [PVA56.5].
255 Issues Paper at 137-138.

256 See Law Commission Intimate Covert Filming (NZLC SP15, 2004) at 37. As a result of the Law
Commission’s recommendations on intimate covert filming, such filming has been made a criminal
offence: Crimes Act 1961, s 216H.
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4.68

4.69

4.70

257

258

259

not provide an exemption from principle 4(a), and this fact could be stated
expressly if it is considered that there may be any uncertainty about the
application of this principle.

There are other situations in which, while the potential use of the section 56
exemption is problematic, it is not so clear how or even if the scope of the
exemption should be narrowed. We gave some examples in the issues paper.>”
One example concerns a situation in which two people have been in a sexual
relationship, in the course of which one takes intimate photographs of the other
with consent. When the relationship breaks up, the person who has taken the
photographs posts them on a publicly-accessible website without the other
person’s consent. Unfortunately, it seems that this is not an unlikely scenario:
on the contrary, the internet safety organisation Netsafe receives fairly frequent
calls from people distressed by such incidents.?*® If an individual complained to
the Privacy Commissioner about such a disclosure of intimate photos, the person
who posted the photos could argue that the privacy principles do not apply
because the photos were collected and held in connection with that person’s
personal, family, or household affairs.

The issues concerning section 56 do not result only from the development of the
internet, but the internet does create new problems when information about
personal, family or household affairs is made available to a much wider audience.
It could be argued that making the information more widely available via the
internet takes it out of the domestic sphere. However, this is by no means clear:
increasingly, websites are becoming the modern equivalents of diaries or family
photo albums.

We put forward several options in the issues paper for restricting the scope of
the section 56 exemption:>>?

The wording of the section could be modified so that it is more tightly confined
to information collected or held only for personal, family or household
purposes, rather than “solely or principally” as at present.

Section 56 could provide that the exemption does not apply in certain
instances. We gave a number of examples of circumstances in which the Act
could provide that section 56 does not apply, but our preferred option was to
amend section 56 so that it does not apply when the collection, use or
disclosure of personal information results in identifiable harm to another
individual.

The exemption could be removed altogether, but the Act could provide
instead that, in dealing with complaints against individuals, the Commissioner
and the Tribunal must give due weight to the fact that the information in
question was collected or held in connection with an individual’s personal,
family or household affairs.

Issues Paper at 138. See also some examples involving surveillance from the issues paper for stage 3 of
this Review: Law Commission Invasion of Privacy, above n 229, at 224-234 (see scenarios 1-4, 12, 15).

See “Naked Photo Sends Jilted Lover to Jail” Dominion Post (Wellington, 13 November 2010)
< www.stuff.co.nz > ; Chris Barton “Facebook Shows its Ugly Side” New Zealand Herald (Auckland,
20 November 2010) < www.nzherald.co.nz > .

Issues Paper at 138-140.
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CHAPTER 4: Exclusions and exemptions

471 There was some support in submissions for the first two options, and none for
the third. Gehan Gunasekara from Auckland University supported the first
option but not the second. Repeating views previously expressed in a journal
article,?® he said that the function of section 56 is to leave a fairly wide social
space for individuals to interact outside the scope of information privacy law.
OPC, while not opposing any of the options, expressed some caution. It referred
to the importance of providing a degree of certainty and clarity, and to the
importance of not losing the basic objective of the exemption. That objective,
in OPC’s view, is to keep the law out of “minor matters that can best be sorted
out between individuals living in the same household”, and to ensure that the
law is not applied in circumstances where its application would be seen as
inappropriate by many people.

472 We think that section 56 serves an important purpose, and we agree with OPC that
any changes to the section should not undermine the section’s objective. However,
we also think there are some cases in which the collection, use or disclosure of
personal information by individuals in connection with their personal, family
or household affairs will be so offensive that the exemption should not apply.

473 We recommend firstly that the exemption should apply to information collected
or held solely (not solely or principally) in connection with personal, family or
household affairs. This should help to make it clear that a person cannot rely on
section 56 when he or she has a secondary purpose unrelated to domestic affairs
(such as commercial gain) for collecting or holding the information.

474 Second, we recommend that section 56 should not apply to a collection, use or
disclosure of personal information that would be highly offensive to an objective
reasonable person. This is a change from our proposal in the issues paper that
section 56 would not apply when the collection, use or disclosure would result in
identifiable harm to another individual. That proposal was made in the context of
another proposal, to remove the harm threshold for complaints under the Privacy
Act. For reasons set out in chapter 6, we are not recommending in this report that
the harm threshold for complaints should be removed. Thus, a reference to harm
in section 56 would impose a sort of double harm threshold: actual or potential
harm would have to be shown to overcome the section 56 exemption, and then
again to ground a complaint. This does not seem to us to be workable.

475 Instead, we propose to introduce a “highly offensive” test based on that used in
the tort of invasion of privacy. This test, which is also used in the privacy principles
of the Broadcasting Standards Authority, would involve a qualitative assessment
of the nature of the personal information and the way in which it is collected, used
or disclosed. Such an assessment would depart somewhat from the general
approach of the Privacy Act, which does not distinguish between different types
of personal information on the basis of their sensitivity. In the privacy tort case of
Hosking v Runting, the Court of Appeal said that “highly offensive” publicity
would involve “very personal and private matters”, and would be “determined
objectively, by reference to its extent and nature, to be offensive by causing real
hurt or harm.”?*! We think that such a test is appropriate in the context of section 56.

260 Gehan Gunasekara and Alan Toy ““MySpace’ or Public Space: The Relevance of Data Protection Laws
to Online Social Networking” (2008) 23 NZULR 191 at 213.

261 Hosking v Runting [2005] 1 NZLR 1 at [125]-[126].
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The threshold it sets is quite a high one, and therefore it will not unduly limit the
scope of the domestic affairs exemption, but will provide some recourse in the most
offensive instances of misuse of personal information by individuals

in connection with personal, family or household affairs. E
<

I

RECOMMENDATION -
R43 Section 56 should be amended to state expressly that the exemption applies <
to all of principles 1 to 11. '3_(

5

RECOMMENDATION %
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R44  Section 56 should be amended to provide that it applies to information -
O

collected or held “solely” (rather than “solely or principally”) for the purposes
of, or in connection with, personal, family, or household affairs.
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RECOMMENDATION

R45 Section 56 should be amended to provide that it does not apply where:

an individual has collected information from an agency by engaging in
misleading conduct (in particular, by falsely claiming to have the
authorisation of the individual to whom the information relates, or to be
that individual);

personal information is obtained unlawfully (whether or not the individual
obtaining the information has been charged with or convicted of a criminal
offence) — this includes the collection of information by unlawful means,
and the use or disclosure of information obtained by unlawful means; or

CHAPTER 5

CHAPTER 6

the collection, use or disclosure of personal information would be highly
offensive to an objective reasonable person.

CHAPTER 7

Section 57 - intelligence organisations

CHAPTER 8

476 Section 57 provides that principles 1 to 5 and 8 to 11 do not apply to information
collected, obtained, held, used or disclosed by, or disclosed to, an intelligence
organisation. Thus, only the access, correction and unique identifier principles
apply to these organisations. “Intelligence organisation” is defined in section 2
of the Act as meaning the New Zealand Security Intelligence Service (NZSIS)
and the Government Communications Security Bureau (GCSB).

CHAPTER 9

477 Section 57 and other special provisions in relation to the intelligence
organisations (discussed below) recognise the unique nature of the work of the
security and intelligence agencies. Some of the distinctive features of their work
have been summarised by the NZSIS:2%

CHAPTER 10

CHAPTER 1|

262 New Zealand Security Intelligence Service “Application of s10 of the Official Information Act 1982 and
s32 of the Privacy Act 1993 by the NZSIS” (2009) at [8]-[12] < www.nzsis.govt.nz > [NZSIS
“Application”].

CHAPTER 12
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Security investigations are long-term and do not always have a clear end
point, in contrast to law enforcement investigations which typically end with
the laying of charges.

Security investigations are “prospective in nature, with the primary emphasis
on prevention”.

Intelligence is collected covertly from human sources and by means of
surveillance devices.

The exemptions in the Privacy Act in relation to the intelligence organisations
allow them to continue to operate covertly and to protect their sources and
methods. At the same time, the work of the intelligence organisations clearly has
significant implications for privacy, which is why they are not exempted entirely
from the Act and why they are subject to oversight not only by the Privacy
Commissioner but also by the Inspector-General of Intelligence and Security.

478 Section 81 of the Privacy Act sets out a special procedure relating to privacy
complaints against the intelligence organisations (bearing in mind that these can
only be complaints of breaches of principles 6, 7 or 12). Where, after investigating
a complaint against an intelligence organisation, the Privacy Commissioner
considers that there appears to have been an interference with the privacy of an
individual, the Commissioner shall report that opinion, and the reasons for it,
to the relevant intelligence organisation. The Commissioner may also make
recommendations, and may request that the organisation report to the
Commissioner within a reasonable time on the steps (if any) that it proposes to
take to comply with the Commissioner’s recommendations. If, within a
reasonable time after receiving that report, the Commissioner considers that the
organisation has not taken adequate steps to address the issue, the Commissioner
may send a copy of the report and recommendations to the Prime Minister,
who may lay part or all of the report before the House of Representatives. Section
81(6) provides that sections 76 and 77 (concerning compulsory conferences and
procedures following the Privacy Commissioner’s investigation of a complaint),
and all of the sections concerning proceedings before the Human Rights Review
Tribunal, do not apply to complaints against intelligence organisations. In other
words, complaints against intelligence organisations cannot proceed to the
Tribunal. In 2008-2009, 11 complaints concerning the NZSIS were made to
the Privacy Commissioner.2%

479 In parallel with the above procedures, people can also complain about breaches
of privacy by intelligence organisations to the Inspector-General of Intelligence
and Security. The functions of the Inspector-General include inquiring on his
or her own motion, or at the request of the Minister, into any matter that relates
to compliance by intelligence agencies with the law; and inquiring into any
complaint by a New Zealander concerning an act or omission of an intelligence
agency that may have adversely affected the complainant.?$* This would seem to
allow the Inspector-General to investigate privacy matters that go beyond those
that can be investigated by the Privacy Commissioner; for example, the Inspector-
General could investigate a complaint that a person has been adversely affected
by a disclosure of personal information by an intelligence organisation.

263 New Zealand Security Intelligence Service Annual Report for the Year Ended 30 June 2009 (2009) at 18.
264 Inspector-General of Intelligence and Security Act 1996, s 11(1)(a) and (b).
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The Inspector-General may consult with the Privacy Commissioner in relation
to any matter relating to the Inspector-General’s functions, and likewise
the Privacy Commissioner may refer complaints to the Inspector-General
and consult with the Inspector-General.?%

Extending other privacy principles to the intelligence organisations

4.80

The Privacy Commissioner recommended in Necessary and Desirable that section
57 should be amended to provide that privacy principles 1, 5, 8 and 9 would
apply to the intelligence organisations, in addition to those principles that already
apply to them.?$® The Commissioner argued that these principles “provide a
sound basis for fair information handling and have clear relevance to intelligence
organisations”.?” We asked about this recommendation in our issues paper, and
there was general support for it. The intelligence organisations stated in their
submissions that they had no objections to becoming subject to principles 1, 5,
8 and 9. The two organisations did, however, have a caveat with regard to
principle 9. They noted that they often need to retain information for long
periods even when they cannot be sure of its future relevance, and that some
recognition of their special position with respect to principle 9 was needed.?5®
It does not appear that they were asking for any special provisions in the Act in
relation to principle 9, but simply for flexibility in the way in which they apply
it. In light of these submissions, and of the general principle that all exemptions
in the Act should be as limited as possible, we recommend that principles 1, 5,
8 and 9 should apply to the intelligence organisations.

Complaints processes

4.81

265

266
267
268

We asked in the issues paper whether there should be any changes to the
procedures for investigating privacy complaints involving the intelligence
organisations, and whether the dual jurisdictions of the Privacy Commissioner
and the Inspector-General of Intelligence and Security create any problems.
The two oversight bodies (Privacy Commissioner and Inspector-General)
reported no problems with their overlapping jurisdictions. Likewise, the NZSIS
favoured retaining the jurisdiction of the Privacy Commissioner to investigate
complaints alongside that of the Inspector-General (and of the Chief Ombudsman
with respect to OIA issues). They saw this oversight as important from the point
of view of public trust. The GCSB expressed a preference for the Inspector-
General to be the oversight body for the intelligence organisations with respect
to compliance with the privacy principles. However, the Bureau also said that
they have experienced no problems with the dual jurisdiction, and that they are
the subject of few if any privacy complaints. We recommend no change to the
complaints provisions relating to the intelligence organisations.

Inspector-General of Intelligence and Security Act 1996, s 12(2); Privacy Act 1993, ss 72B, 117B. Section
15(3) of the Inspector-General of Intelligence and Security Act 1996 provides that nothing in section
12 of that Act limits the powers, duties and responsibilities of the Privacy Commissioner.

Necessary and Desirable at 224-229 (recommendation 83).
Ibid, at 226.

There is some useful discussion of information retention issues in a report of the Inspector-General of
Intelligence and Security to the Prime Minister concerning NZSIS records, 28 April 2010, available on
the NZSIS website < www.nzsis.govt.nz > .

Review of the Privacy Act 1993 — Review of the law of privacy stage 4

151

<
4
L
[
o
<
I
(O]



www.nzsis.govt.nz

CHAPTER 4: Exclusions and exemptions

Access requests and “neither confirm nor deny”

482 The intelligence organisations are subject to rights of access under principle 6.
Recently there has been a large increase in the number of access requests
received by the NZSIS, probably as a result of media publicity about some access
requests involving politicians and political activists. There were only 10 Privacy
Act requests to the NZSIS in 2007, but 303 in 2009.26°

483 Section 27 of the Privacy Act allows information requested pursuant to principle
6 to be withheld if disclosure of the information would be likely to prejudice the
security or defence of New Zealand, the maintenance of the law, and other
related interests. Section 32 provides that, where an access request pursuant
to principle 6 relates to information to which section 27 “applies, or would,
if it existed, apply”, and where the interest protected by section 27 would
be prejudiced if the existence or non-existence of the information were
to be disclosed, the agency responding to the request may give written notice to
the applicant that it neither confirms nor denies the existence or non-existence
of that information.

484 'The NZSIS often relies on the ability to neither confirm nor deny under section
32, and has set out its reasons for doing so.>” It explains that “a request for
information to the NZSIS is tantamount to asking whether there is or has been
an investigation by the NZSIS into the individual or the subject matter.”?™
Furthermore, neither confirming nor denying the existence or non-existence of
information may be necessary to avoid disclosing the existence of a covert source.
While it might seem that there would be no harm in confirming that no
information is held, the NZSIS maintains that confirming the non-existence
of information can prejudice security by disclosing what the Service does not
know or is not investigating. In particular, it states that:2™

Not knowing whether the NZSIS is investigating a particular activity or not has
something of a deterrent effect. If it becomes a simple exercise to identify what is
not of interest to the NZSIS, the benefit of the deterrent effect is lost.

If a correspondent is undertaking activities of security concern, and receives a “no
information held” response for a subject they believed should be under
investigation, they now know they have not been detected.

485 In its submission, the NZSIS explained further that the Service is particularly
concerned about “orchestrated requests”, in which two or more people working
together make access requests. If Person A receives a “neither confirm nor deny”
response and Person B receives a “no information held” response, this could be
seen as an indication that Person A is of interest to the NZSIS. As a result, the
NZSIS said, the only option for it is to use the “neither confirm nor deny”
response more broadly than it would wish. The NZSIS proposed in its submission
that the most appropriate solution would be to provide it with a partial exemption
from the access principle. This exemption would be limited to intelligence
investigatory material (as opposed, for example, to material relating to security

269  Ibid, at [11].
270 NZSIS “Application”, above n 262, at [13]-[18].
271 1bid, at [14].
272 1bid, at [19].
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clearance applications) held by intelligence organisations, and could be limited
to material created within a particular period (such as within 25 years of the
request). Any such exemption, the NZSIS submitted, would need to be
accompanied by robust accountability mechanisms, such as annual reporting
and powers for the Privacy Commissioner to review the application of the
exemption.

The proposal put forward by the NZSIS involves a significant change to the
existing provisions relating to the intelligence organisations, and we have not
had submissions on the proposal from other interested parties. We think it is
best considered in the context of a wider review of the legislative framework
governing the NZSIS (and perhaps also the GCSB), and that any change could
be implemented through an amendment to the New Zealand Security Intelligence
Service Act 1969, rather than to the Privacy Act. A fundamental review of the
NZSIS Act has been proposed during the next two or three years,*” and we think
that would be an appropriate place in which to consider the issues raised by the
NZSIS with regard to Privacy Act access requests. In the meantime, the NZSIS
can continue to use the “neither confirm nor deny” provisions in section 32 of
the Privacy Act, and we note that the Service’s use of section 32 has been
supported in a recent Privacy Commissioner case note.>”*

RECOMMENDATION

R46 Section 57 should be amended to provide that principles 1, 5, 8 and 9
apply to the intelligence organisations, in addition to principles 6, 7 and 12
as at present.

NEW
EXCLUSIONS
AND
EXEMPTIONS

4.87

273

274

We do not think that any new exclusions or exemptions are needed in
the Privacy Act, apart from the new provision relating to the Office of the
Auditor-General in section 55, as discussed above.

“Regulatory Impact Statement: Modernising NZSIS Legislation — High Priority Amendments” (2010)
at [29], [33], available at < www.nzsis.govt.nz > .

An Individual Requests Personal Information from the New Zealand Security Intelligence Service [2010]
NZ PrivCmr 25, Case Note 219773.
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Chapter 5

Role, functions
and powers of the
Privacy Commissioner
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5.0 In this chapter we review the Privacy Commissioner’s existing role, functions
and powers, explain how they work in practice and present recommendations
for reform. This chapter also covers the issuing of codes of practice under
Part 6 of the Privacy Act.

OVERVIEW 52 The Commissioner has extensive functions under the Privacy Act and also
some functions under other enactments. We outline the functions below,
grouped into three categories: functions in section 13, elsewhere in the Act,
and under other enactments.

Functions under section 13

53 The Commissioner’s functions under this section cover fully three pages
of the statute book. Rather than try to summarise them, we set out section 13(1)
of the Act:

The functions of the Commissioner shall be —

(a) to promote, by education and publicity, an understanding and acceptance of the
information privacy principles and of the objects of those principles:

(b) when requested to do so by an agency, to conduct an audit of personal information
maintained by that agency for the purpose of ascertaining whether or not the
information is maintained according to the information privacy principles:

(c) to monitor the use of unique identifiers, and to report to the Prime Minister from
time to time on the results of that monitoring, including any recommendation
relating to the need for, or desirability of taking, legislative, administrative, or other
action to give protection, or better protection, to the privacy of the individual:

(d) to maintain, and to publish, in accordance with section 21, directories of personal
information:

Law Commission Report




(e) to monitor compliance with the public register privacy principles, to review those
principles from time to time with particular regard to Council of Europe
Recommendations on Communication to Third Parties of Personal Data Held by
Public Bodies (Recommendation R (91) 10), and to report to the responsible
Minister from time to time on the need for or desirability of amending those
principles:
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CHAPTER 2

(f) to examine any proposed legislation that makes provision for —
(i) the collection of personal information by any public sector agency; or

(ii) the disclosure of personal information by one public sector agency to any other
public sector agency, —

CHAPTER 3

or both; to have particular regard, in the course of that examination, to the matters
set out in section 98, in any case where the Commissioner considers that the
information might be used for the purposes of an information matching
programme; and to report to the responsible Minister the result of that examination:

CHAPTER 4

(g) for the purpose of promoting the protection of individual privacy, to undertake
educational programmes on the Commissioner’s own behalf or in co-operation
with other persons or authorities acting on behalf of the Commissioner:
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(h) to make public statements in relation to any matter affecting the privacy of the
individual or of any class of individuals:

(i) to receive and invite representations from members of the public on any matter
affecting the privacy of the individual:

CHAPTER 6

(j) to consult and co-operate with other persons and bodies concerned with the
privacy of the individual:

(k) to make suggestions to any person in relation to any matter that concerns the need
for, or the desirability of, action by that person in the interests of the privacy of the
individual:

CHAPTER 7

(I) to provide advice (with or without a request) to a Minister or an agency on any
matter relevant to the operation of this Act:

(m) to inquire generally into any matter, including any enactment or law, or any
practice, or procedure, whether governmental or non-governmental, or any
technical development, if it appears to the Commissioner that the privacy of the
individual is being, or may be, infringed thereby:

CHAPTER 8

(n) to undertake research into, and to monitor developments in, data processing and
computer technology to ensure that any adverse effects of such developments on
the privacy of individuals are minimised, and to report to the responsible Minister
the results of such research and monitoring:

CHAPTER 9

(0) to examine any proposed legislation (including subordinate legislation) or proposed
policy of the Government that the Commissioner considers may affect the privacy
of individuals, and to report to the responsible Minister the results of that
examination:

CHAPTER 10

(p) to report (with or without request) to the Prime Minister from time to time on any
matter affecting the privacy of the individual, including the need for, or desirability
of, taking legislative, administrative, or other action to give protection or better
protection to the privacy of the individual:

CHAPTER 1|

CHAPTER 12
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(g) to report to the Prime Minister from time to time on the desirability of the
acceptance, by New Zealand, of any international instrument relating to the privacy
of the individual:

(r) to report to the Prime Minister on any other matter relating to privacy that,
in the Commissioner’s opinion, should be drawn to the Prime Minister’s attention:

(s) to gather such information as in the Commissioner’s opinion will assist
the Commissioner in carrying out the Commissioner’s functions under this Act:

(t) to do anything incidental or conducive to the performance of any of the preceding
functions:

(u) to exercise and perform such other functions, powers, and duties as are conferred
or imposed on the Commissioner by or under this Act or any other enactment.

Functions and powers elsewhere in the Privacy Act

54 In addition to section 13, a number of other sections of the Act confer functions and
powers on the Commissioner. Some of the Commissioner’s most significant functions
are in fact not specifically listed in section 13. They include the power to:

refer to the Director of Human Rights Proceedings the question of whether

proceedings for a declaration should be commenced;*”
276

publish directories of personal information;
authorise a public sector agency to charge for access to and correction of
personal information;>””

inquire into a public register provision;>™

issue codes of practice that modify the application of the privacy principles
in relation to a particular type of information, agency, activity or industry;>”
exempt an agency in a particular case from principles 2, 10 or 11;*° and

receive and investigate complaints.?8!

The Commissioner also has the function of reviewing the operation of the
Privacy Act every five years,?? and powers and functions in relation to
information matching.?

55 It will be seen that some of these “other” functions are among the most important
that the Commissioner possesses. In particular, the complaints jurisdiction, the
power to make codes and the information matching jurisdiction go to the very
heart of the Commissioner’s raison d’étre.

275 Privacy Act 1993, s 20.

276 Privacy Act 1993, s 21. This effectively repeats a function also listed in s 13: see s 13(1)(d).

277 Privacy Act 1993, s 36.

278 Privacy Act 1993, s 61.

279 Privacy Act 1993, Part 6. See further discussion of the Commissioner’s code-making power below.
280 Privacy Act 1993, s 54.

281 Privacy Act 1993, Part 8. See ch 6 below.

282 Privacy Act 1993, s 26.

283 Privacy Act 1993, Part 10. See Issues Paper, ch 9, and appendix 2 of this report
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Functions under other enactments

56 The Commissioner also has quite a large number of miscellaneous functions
conferred under other enactments. These usually involve providing specialist
input on privacy matters or some form of safeguard or oversight role. Some give
the Commissioner a review or complaint-handling function. These functions can
be broadly divided into the following categories:

CHAPTER |

complaints investigation;>8

scrutiny or approval of information disclosure arrangements;>%

CHAPTER 2

consultations with the Commissioner by other agencies (including referral
of complaints from other agencies);**

appointment to other bodies;?*"

codes of practice;*s®

CHAPTER 3

information matching;?° and

advice on privacy impact assessments.?%

Exercise of the functions

CHAPTER 4

57 As we have outlined above, the Commissioner has many functions, and these
functions are diverse in nature. Consequently, the Office of the Privacy
Commissioner (OPC) carries a heavy workload. For example, in addition to
pursuing upwards of 800 complaints a year, it runs around 70 training
programmes, handles about 6,000 calls on its inquiries line, and is consulted on
over 250 policy and legislative developments each year. A fuller account of its
activities is contained in our issues paper.?*!
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CHAPTER 6

58 Some of the Commissioner’s statutory functions have never been exercised.
They include the power to audit an agency:**? this has not been exercised simply
because no agency has ever asked to be audited. There is no directory of personal
information.?”® The power to report to the Prime Minister** has not been needed
to date, although the Office views this as a “reserve power” that is useful in
securing voluntary compliance with the Act.

CHAPTER 7

CHAPTER 8

284 Health Act 1956, s 22F; Domestic Violence Act 1995, ss 118-120 and Domestic Violence
(Public Registers) Regulations 1998, reg 11; Social Security Act 1964, s 11B.

285 Passports Act 1992, s 36; Customs and Excise Act 1996, s 281.

286 Official Information Act 1982, s 29B; Local Government Official Information and Meetings Act 1987,
s 29A; Health and Disability Commissioner Act 1994, ss 23 and 36; Financial Transactions Reporting
Act 1996, s 25; Social Security Act 1964, s 11B; Ombudsmen Act 1975, s 17A; Inspector-General of
Intelligence and Security Act 1996, s 12; Corrections Act 2004, s 182D.

287 Currently none. Formerly Human Rights Act 1993, s 7.

CHAPTER 9

288 Dog Control Act 1996, s 35 (additional powers in making codes affecting dog registers); Domestic
Violence Act 1995, ss 122-124 (powers to prescribe aspects of regime governing non-publication of
information relating to protected persons on public registers).

289 Social Security Act 1964, s 11A; Education Act 1989, ss 226A and 238B.
290 Immigration Act 2009, s 32.

291 Issues Paper at [6.19]-[6.44].

292  Privacy Act 1993, s 13(1)(b).

293 Privacy Act 1993, s 21.

294  Privacy Act 1993, s 13(1)(c), (p), (q), (x).

CHAPTER || = CHAPTER |0

CHAPTER 12
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PROPOSALS 59 We proceed now to discuss whether, and if so to what extent, the current
FOR REFORM functions of the Privacy Commissioner should be reformed.

OF THE

COMMISSIONER'S The wording of section 13

FUNCTIONS

510 The title to section 13 is “Functions of Commissioner”. Section 13(1) begins:
“The functions of the Commissioner shall be ...”. Although section 13(1)(u)
does refer to the functions conferred by other provisions, it is too easy for an
unpractised reader to assume that the itemised list of paragraphs in section 13(1)
is, if not an exhaustive list of the Commissioner’s functions, then at least a list
of the Commissioner’s main functions. That is very far from being the case,
as we have seen. The Commissioner’s core functions are contained elsewhere.
We think it would be clearer if section 13 was headed “Additional Functions of
Commissioner”, and if its introductory words expressly stated that the functions
listed in the section are in addition to the functions provided for elsewhere,
both in the Privacy Act and other legislation.

RECOMMENDATION

R47  Section 13 should be amended to make it clear that it is not a complete list of
the Privacy Commissioner’s functions.

The breadth of the Commissioner’s functions

5.1 The Privacy Act is primarily concerned with the privacy of personal information.
However, some of the Commissioner’s functions go beyond this in that they
relate to the protection of individual privacy more generally. Indeed, a good
number of the paragraphs in section 13(1) refer simply to matters affecting “the
privacy of the individual”.?> Some of these were transferred from the Human
Rights Commission to the Privacy Commissioner at the inception of the office
in 1991. The Human Rights Commission jurisdiction related to privacy in a
general sense, not only to privacy of personal information.??¢ It had
a “watchdog” role which has now been inherited by the Privacy Commissioner.

512 In the issues paper we asked whether the Commissioner’s role should be confined
to information privacy on the ground that this would align better with the scheme
of the Act. We also noted the difficulty of defining “privacy”, and said:?*"

To this end, it may be thought that there are problems in defining the functions of a
public agency by reference to the concept of privacy, the precise boundaries of which
are not clear. It is always best with legislation to target with some precision the
mischief that a statute aims to address.

295  See Privacy Act 1993, s 13(1)(g) - (k) and (m) - (v).
296 Human Rights Commission Act 1977, Part 5.
297 Issues Paper at [6.48].

158 Law Commission Report



513 We noted, on the other hand, that it could be artificial to split the various aspects
of privacy, and said that it could cause practical difficulties in determining what
is, and what is not, within the proper scope of the Commissioner’s role.2%
Moreover, in our report on stage 3 of the Privacy Review, we recommended that
the Commissioner have extended functions in relation to monitoring
surveillance.?*® With the rapid growth of technology it is becoming increasingly
important that someone have a watching brief over its privacy-invasive
tendencies. If the Privacy Commissioner is not to perform these monitoring
functions, who else would do it?

5.4 No submitters to our issues paper thought that the Privacy Commissioner’s
functions should be confined to protecting personal information. They preferred
the concept of an independent body with a wide jurisdiction. We therefore
do not recommend any confinement of the Privacy Commissioner’s functions.

Should any functions be removed?

515 We believe that sections 13(1)(d) and 21 of the Act, which empower the Privacy
Commissioner to publish directories of personal information, should be deleted.
The apparent objective of these provisions is to assist members of the public to
know where personal information is located, and thus more effectively to
exercise their rights under the Act. However, OPC has found that maintaining
such a directory presents significant practical difficulties, including resource
constraints on the Office and compliance costs on agencies.
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516 This function was considered by the Commissioner in the first periodic review
of the Act. The Commissioner then thought that there was no realistic possibility
that a directory would ever be published, given resource constraints and the low
priority of this work compared to the rest of the work of the Office. Furthermore,
the Commissioner felt that in countries he had observed where directories were
produced, they required a lot of resources and did not produce a significant
public benefit. Therefore, he recommended that consideration be given to
repealing sections 13(1)(d) and 21.3°° Most submitters to the issues paper agreed
with this proposal, and we so recommend.

517 The directory was meant to be one step in complying with the OECD openness
principle. In chapter 3 we consider whether an openness principle should be
included in the Act.

RECOMMENDATION

R48 Section 13(1)(d) and section 21 should be repealed.

298 Issues Paper at [6.50].

299 Law Commission Invasion of Privacy: Penalties and Remedies: Review of the Law of Privacy Stage 3
(NZLC R113, 2010) at [R18].

300 Necessary and Desirable at [3.11] (recommendation 40).
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CHAPTER 5: Role, functions and powers of the Privacy Commissioner

Should any functions be amended?

Review of the Act

518 Section 26 requires the Privacy Commissioner to review the operation of the
Privacy Act every five years. It is not common for Acts to “build in” a statutory
review requirement, although there are other examples.’** We wondered,
now that the Act is 18 years old, whether the periodic review requirement
should continue. We conclude that it should. The Privacy Act operates in an
environment that changes more rapidly than most. Technology has become the
most potent threat to privacy, and it is developing at lightning speed. International
developments also move quickly; information is an international commodity.
The Act needs to keep pace. We therefore support a continuing requirement
of review.

519 The next question is who should undertake the review. From one perspective
the Privacy Commissioner may be seen as the appropriate reviewing authority.
Privacy is a far more complex matter than many realise, with an international
as well as a national dimension. The Commissioner has the appropriate expertise,
and is fully abreast of international developments. But there is a danger of the
perception that that solution might create. The Privacy Commissioner might be
seen as insufficiently impartial and objective, given that the subject matter of the
review would directly involve his or her role. Regardless of whether such a
perception were justified, it might detrimentally affect public confidence. It was
in fact noted in Necessary and Desirable, the report of first periodic review of the
Act by the then Privacy Commissioner, that just such criticism was voiced at the
time.*** Moreover, individuals and organisations who deal with OPC are likely
to be more frank in sharing their concerns about the operation of the Act with
an independent reviewer rather than with OPC, particularly if they have negative
feedback about the Office.

520 A further reason is that if it is necessary to recommend enhancement of OPC’s
powers, such recommendations carry more weight if they come from a
perceptibly independent source.

521  On balance, we believe it would be best if the Act were to be reviewed by
an independent person or agency. The majority of submitters to the issues
paper agreed. We so recommend.

522 Various views were put forward as to who the independent reviewer should be.
Suggestions included the Ombudsmen, the Law Commission and the Ministry
of Justice. We would prefer the Act simply to specify that the Minister should
appoint a review committee, which should contain persons expert in privacy,
law and technology. It goes without saying that this committee would be expected
to consult with the Privacy Commissioner.

301 See for example Evidence Act 2006, s 202.
302 Necessary and Desirable at [3.16.3]-[3.16.9].
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5.23

5.24

There was also a question as to whether five years is an appropriate interval
between reviews. It might be thought that, now that the Act has “bedded in”, a
longer period, say 10 years, might be appropriate. There was a division among
submitters on this point. Given the speed at which technology is moving, with
consequent threats to privacy, we feel that five years is about right. We did not
think the arguments for changing that time span were compelling.

Finally, we think that there should be a requirement for the government to respond
to reports arising out of these reviews within a specified period of time. The
Commissioner has previously noted difficulties in the implementation of
recommendations arising out of the first periodic review of the Act. It is now more
than 10 years since the first review and there has been little legislative action. This
has made it difficult to begin further five-yearly reviews of the Act as required.
Furthermore, it is not clear what the government’s view is on the recommendations,
which creates difficulties for further reviews. The Commissioner therefore has
recommended that a government response be required to be tabled in Parliament
within six months.*”® We support that. The requirement could be introduced
through amending section 26, or by a Cabinet circular. Nine out of 10 who made
submissions on this topic agreed. No doubt in formulating its response the
Government would seek the views of the Privacy Commissioner.

RECOMMENDATION

R49 The Privacy Act should contain a provision that it is to be reviewed every five
years. The review should be undertaken by a committee appointed by the
Minister, and containing persons expert in privacy, law and technology.

RECOMMENDATION

R50 The Government should be required to table in Parliament within six months
a response to each review of the Act.

Reports to the Prime Minister

5.25

303

Section 13(1) currently contains a number of paragraphs empowering reports
to the Prime Minister.*** These powers to report matters to the Prime Minister
have never been exercised. Even if power to report on these matters is desirable,
we wondered whether reports need to be to the Prime Minister as opposed to
the portfolio minister. We asked about this in our issues paper. Not many
submitters answered this question, and among the few who did, responses were
evenly divided. Those who supported retention of the power to report to the
Prime Minister thought it was a “useful fall-back”, particularly in recommending
such matters as ratification of international conventions. OPC thought that the
mere existence of such a power can encourage cooperation from agencies, and
also demonstrates to the international community that OPC is an independent
body which can raise issues at the highest level.

4th Supplement to Necessary and Desirable at recommendation 46A.

304 Privacy Act 1993, s 13(1)(c), (p), (q) and (r).
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CHAPTER 5: Role, functions and powers of the Privacy Commissioner

526 The power is unusual. Most other independent Crown entities do not have it:
they report directly to their portfolio minister. Nevertheless we have concluded
that we should not disturb the present position. There is no demonstrable need
to do so. In addition to the reasons for the existence of the reporting power
already given, we note two others. One is that the Privacy Commissioner has a
role which spans the whole of government (and indeed the private sector too).
It may at times be necessary to report a concern which transcends individual
ministers’ portfolios. The other is that the Privacy Commissioner deals
with what is really a human rights issue. The other Commissions which have
a “human rights” jurisdiction can also report directly to the Prime Minister:
the Children’s Commissioner®® and the Human Rights Commission.3%
We therefore believe it is appropriate to retain the current reporting power as it
is, unusual though it may be.

Should the functions be consolidated?

527 We are struck by the length of the list of functions in section 13(1). Some
of them seem to be repetitive, or at least to overlap: paragraphs (a) and (g),
and (f) and (o), for instance. In the first privacy review, the then Privacy
Commissioner concluded that each paragraph served a purpose, and thought
the detailed specification ensured that the Commissioner does not exceed his
or her statutory remit.3%"

528 However, everyone who addressed this issue in submissions to our issues paper
thought that the list could be consolidated with advantage. OPC did not oppose
this, and indeed put forward a suggested redraft should we decide to move to
consolidate. That draft is as follows:

The functions of the Commissioner are —

(a) to promote, by education and publicity, an understanding and acceptance of the
information privacy principles and of the objects of those principles:

(b) when requested to do so by an agency, to conduct an audit of personal information
maintained by that agency for the purpose of ascertaining whether or not the
information is maintained according to the information privacy principles:

(c) to monitor the use of unique identifiers, and to report to the Prime Minister from
time to time on the results of that monitoring, including any recommendation
relating to the need for, or desirability of taking, legislative, administrative, or other
action to give protection, or better protection, to the privacy of the individual:

(d) to examine any proposed legislation that makes provision for —

(i) the collection of personal information by any public sector agency; or

(ii) the disclosure of personal information by one public sector agency to any other
public sector agency, —

or both; to have particular regard, in the course of that examination, to the matters

set out in section 98, in any case where the Commissioner considers that the

information might be used for the purposes of an information matching

programme; and to report to the responsible Minister the result of that examination:

305 Children’s Commissioner Act 2003, s 12(1) (k).
306 Human Rights Act 1993, s 5(2) (k).
307 Necessary and Desirable at [3.3.1].
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(e) to make public statements in relation to any matter affecting the privacy of the
individual or of any class of individuals:

(f)

to receive and invite representations from members of the public on any matter
affecting the privacy of the individual:

(g) to consult and co-operate with other persons and bodies concerned with the

privacy of the individual:

(h) to make suggestions to any person in relation to any matter that concerns the need

for, or the desirability of, action by that person in the interests of the privacy of the
individual including to provide advice (with or without a request) to a Minister or
an agency on any matter relevant to the operation of this Act:

to inquire generally into any matter, including any enactment or law, or any
practice, or procedure, whether governmental or non-governmental, or any
technical development, if it appears to the Commissioner that the privacy of the
individual is being, or may be, infringed thereby:

to undertake research into, and to monitor developments in, data processing and
computer technology to ensure that any adverse effects of such developments on
the privacy of individuals are minimised, and to report to the responsible Minister
the results of such research and monitoring:

(k) to examine any proposed legislation (including subordinate legislation) or proposed

policy of the Government that the Commissioner considers may affect the privacy
of individuals, and to report to the responsible Minister the results of that
examination:

to report (with or without request) to the Prime Minister from time to time on any
matter affecting the privacy of the individual, including the need for, or desirability
of, taking legislative, administrative, or other action to give protection or better
protection to the privacy of the individual:

(m)to report to the Prime Minister from time to time on the desirability of the

acceptance, by New Zealand, of any international instrument relating to the privacy
of the individual.

529 'This is still long, but we think it is a great improvement. It reduces 21 paragraphs
to 13. We recommend its adoption (subject to any amendments to particular
functions which may arise from this report).

RECOMMENDATION

R51

The list of the Privacy Commissioner’s functions in the present section 13
should be abridged and consolidated as set out in paragraph (b).
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CHAPTER 5: Role, functions and powers of the Privacy Commissioner

CODES OF 530 As discussed in chapter 2, the open-textured, principles-based approach of the

PRACTICE Act means that agencies have a great deal of flexibility when it comes to
determining how they will comply with the Act. Codes of practice allow for
greater specificity, by providing a mechanism through which the specific needs
and circumstances of particular agencies, businesses, industries, or professions
can be accommodated.

The existing framework

531 Part 6 of the Act empowers the Privacy Commissioner to issue codes of practice.
A code of practice may apply in relation to information of certain kinds, or in
respect of certain kinds of agency, activity, industry, profession, or calling.?*
A code of practice may:*”

modify the application of any one or more of the privacy principles by
prescribing standards that are more or less stringent than a principle, or
exempt any action from a principle unconditionally or subject to conditions;

apply any one or more of the privacy principles (but not all of them) without
modification;

prescribe how any one or more of the privacy principles are to be applied or
complied with;

impose controls on information matching carried out by agencies that are not
public sector agencies;

set guidelines to be followed by agencies in determining charges under section
35, and prescribe circumstances in which a charge may not be imposed;

prescribe procedures for dealing with complaints of breaches of a code
(so long as the code provisions do not limit or revise the provisions in
Parts 8 and 9 of the Act); and

provide for the review of a code and for its expiry.

532 By prescribing standards that are more stringent than the standards prescribed
by any one or more of the privacy principles, codes of practice can provide
enhanced privacy protection. In this way, codes can regulate an area that would
otherwise be unregulated. The Credit Reporting Privacy Code 2004, through the
limitations that it places on the kinds of personal information that credit
reporters can collect, is a good example of this. Conversely, the codes can provide
for less stringent requirements than those required by the Privacy Act, thereby
effectively exempting agencies or certain sectors from the Act’s or the privacy
principles’ requirements.

533 Section 53 of the Act sets out the effect of a code. For the purposes of the
complaints procedures in Part 8 of the Act, doing something that would
ordinarily be a breach of a privacy principle is not a breach if it is done in
compliance with a code, and failing to comply with a code is a breach of a privacy
principle, even though it would not ordinarily be a breach of such a principle.?!°

308 Privacy Act 1993, s 46(3).
309 Privacy Act 1993, s 46.
310 Privacy Act 1993, s 53(a) and (b).

164 Law Commission Report



5.34

5.35
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The Privacy Commissioner can issue a code of practice on his or her own
initiative, or on application by someone else.?!! In the latter case, the proposed
code must be intended to apply either in respect of those whom the applicant
represents or in respect of an activity that they undertake.

The Act prescribes the procedure that must be followed before a code can be
issued. At a minimum, the Commissioner must give public notice of the intention
to issue a code, the details of the proposed code, and information about where
copies of a draft of the proposed code can be obtained, and must invite submissions
on the proposed code.?'? The Commissioner is required to do everything reasonably
possible on his or her part to advise people who will be affected by the proposed
code, or their representatives, of the terms of the proposed code, and of the reasons
for it.>!3 The Commissioner must also give those persons or their representatives
a reasonable opportunity to consider the proposed code, and make submissions on
it, and must also consider those submissions. These procedures also apply with
respect to the amendment or revocation of a code.*™*

The code of practice development process is therefore lengthy and relatively
complex. The consultation requirements are a significant part of the process.?'
However, there is provision for the issuing of urgent codes when necessary. Urgent
codes do not need to go through the usual consultation process, but must be issued
on a temporary basis, and must remain in force for no longer than one year.*'

A notice must be published in the Gazette notifying the issuing of a code of
practice, and where copies can be inspected and purchased, and the Commissioner
must ensure that copies of a code are available for public inspection free
of charge, and for purchase at a reasonable price, while the code remains
in force.’’” A code cannot come into force earlier than the 28th day after
its notification in the Gazette.*'®

Codes of practice are a form of delegated legislation known as “deemed regulations”.
They are prepared and issued by the Commissioner. They do not go through the
process of being prepared by departments, drafted by Parliamentary Counsel Office
and made by the Governor-General in Council. The Acts and Regulations
Publication Act 1989 does not apply to them, and they are not published in the
Statutory Regulations series. However, codes must be presented to the House of
Representatives after they are made, and are subject to disallowance under the
Regulations (Disallowance) Act 1989.3%

Privacy Act 1993, s 47(1).
Privacy Act 1993, s 48(1)(a).
Privacy Act 1993, s 48(1) (b).
Privacy Act 1993, s 51(2).

The Privacy Commissioner has issued a Guidance Note about codes and the process by which they are made:
Guidance Note on Codes of Practice under Part VI of the Privacy Act (Wellington, 1994). The note highlights,
in particular, the importance of consultation in the development of codes, not just with industry or
professional groups to which the code would apply but also with people about whom information is held.

Privacy Act 1993, s 52. The Christchurch Earthquake (Information Sharing) Code 2011 (Temporary)
was issued using the Commissioner’s power to issue an urgent code.

Privacy Act 1993, s 49(1).
Privacy Act 1993, s 49(2).

Privacy Act 1993, s 50. For further information on deemed regulations, see Parliamentary Counsel Office
“What are deemed regulations?” < www.pco.parliament.govt.nz/what-are-deemed-regulations > .
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CHAPTER 5: Role, functions and powers of the Privacy Commissioner

Current codes

539 There are three main codes of practice currently in force. These are as follows:

Health Information Privacy Code 1994;
Telecommunications Information Privacy Code 2003; and
Credit Reporting Privacy Code 2004.

We explain the detail of each of these codes in our issues paper.*?° There are also
two codes of practice that relate to unique identifiers, and modify the application
of principle 12 in particular circumstances to allow unique identifiers assigned
by one agency to be used by another.*?! In addition, a temporary code was issued
in 2011 to facilitate information sharing in the wake of the Christchurch
earthquake.?” To date, three codes have been revoked or have expired.

540 As we stated in the issues paper, we have not reviewed the content of individual
codes as part of this Review; that is a matter for the Privacy Commissioner.

A comparison with overseas approaches3*

541 In Australia, by virtue of the Privacy Act 1988 (Cth), as amended in 2000, codes
which are developed by organisations and approved by the Privacy Commissioner
take the place of the National Privacy Principles for those organisations. But,
significantly, the Australian Privacy Commissioner cannot initiate a privacy
code, and a code is not binding on organisations that do not consent to be bound
by it. Moreover, codes will only be approved by the Privacy Commissioner if they
provide at least as much privacy protection as the National Privacy Principles;
thus, codes cannot provide for less stringent requirements than the Act requires.

542 In its recent review of the Privacy Act 1988 (Cth), the ALRC considered that
privacy codes under that Act should operate more like the way in which codes
operate in New Zealand. Taking a set of recommended Unified Privacy Principles
(UPPs) as the base standard, the ALRC recommended that privacy codes should
operate in addition to the UPPs, rather than replacing the UPPs as is currently
the case.®* The Government response accepted this recommendation in
principle, but noted that while a code cannot derogate from the UPPs, there was
no reason why it should not expand upon or enhance them.*?* The ALRC did
not recommend that the Privacy Commissioner should have power to issue
binding codes, despite strong support among stakeholders.??¢ The Government
response, however, supports a power for the Commissioner to request an
organisation to develop a code, and then, if an adequate code is not developed,
a power in the Commissioner himself or herself to develop and impose a
mandatory code.?*’

320 Issues Paper at [7.11]-[7.38].

321 Superannuation Schemes Unique Identifier Code 1995 and Justice Sector Unique Identifier Code 1998.
322 Christchurch Earthquake (Information Sharing) Code 2011 (Temporary).

323 The overseas jurisdictions are examined in more detail in Issues Paper at [7.39]-[7.54].

324 For Your Information at recommendation 48-1.

325 Enhancing National Privacy Protection at 89.

326  For Your Information at [48.34].

327 Enhancing National Privacy Protection at 89-90.
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Under the New South Wales Privacy and Personal Information Protection Act
1998, codes of practice may be initiated and developed by the NSW Privacy
Commissioner or any public sector agency, and then submitted to the responsible
Minister (currently the Attorney-General).??® The responsible Minister can then
decide whether or not to make the code.*? Codes are drafted by the Parliamentary
Counsel’s Office, made by order of the responsible Minister and published in the
Gazette.** Codes can modify the application of one or more of the information
privacy principles as they apply to any particular public sector agency (the Act
does not apply to the private sector). Importantly, the Act states that codes
may not impose requirements on public sector agencies that are more stringent
(or of a higher standard) than the privacy principles require.*! Agencies to
which any particular code applies must comply with its provisions.*3?

In the United Kingdom, the relevant Act is the Data Protection Act 1998. It provides
that the Information Commissioner is to prepare and disseminate appropriate
codes of practice for guidance as to good practice. Codes of practice issued under
section 51 of that Act do not have the same legal status as codes of practice issued
under the New Zealand Privacy Act 1993. A departure from a code is not unlawful,
and the basic legal requirement remains compliance with the Data Protection Act
itself. A code sets out the Information Commissioner’s recommendations about
how to meet the legal requirements of the Act, but data controllers may have
alternative ways of meeting those requirements. Enforcement action against a data
controller would still be based on a failure to meet the requirements of the Act,
but the Commissioner is likely to refer to the Code and ask the data controller to
justify any departure from the Code.

By comparison with codes of practice in other jurisdictions we have examined,
the New Zealand codes of practice are significantly more potent. Codes of
practice in New Zealand can modify the privacy principles, prescribe standards
that are more stringent or less stringent, or exempt actions from the privacy
principles. Breach of the code is deemed to be breach of a privacy principle.
Australian Federal codes cannot prescribe standards that are less stringent than
the National Privacy Principles. In New South Wales, codes cannot be more
stringent, or impose higher standards on public agencies than the relevant
privacy principles require. Codes of practice in New Zealand have legal status,
something they do not have under the United Kingdom Data Protection Act
1998. In Australia, at the Federal level, codes are only binding by consent,
although that may be about to change.

Privacy and Personal Information Protection Act 1998 (NSW), Part 3.
Privacy and Personal Information Protection Act 1998 (NSW), s 31(4).
Privacy and Personal Information Protection Act 1998 (NSW), s 31(5).

Privacy and Personal Information Protection Act 1998 (NSW), s 29. However, the New South Wales
Law Reform Commission has recommended reversing this position, so that privacy codes of practice
could not derogate from the privacy principles but only increase privacy protection or clarify the
application of the principles: New South Wales Law Reform Commission Protecting Privacy in New South
Wales (NSWLRC R127, Sydney, 2010) at 152-155.

Privacy and Personal Information Protection Act 1998 (NSW), s 32.
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CHAPTER 5: Role, functions and powers of the Privacy Commissioner

The concept and scope of codes

546 Few codes of practice have been issued under the Privacy Act 1993 during the
18 years since the Act was passed. The Privacy Commissioner noted in Necessary
and Desirable that when the Bill was being enacted, it was expected that codes
would be required for the banking and insurance industries, but none had been
forthcoming.* This remains the case.

547 On this basis, our overall conclusion is that the principles-based approach in the
Privacy Act, together with the guidance and advice provided by OPC, is working
satisfactorily for most agencies to which the Act applies, without the need for
more specific codes of practice.

548 Nevertheless, the importance of the code of practice mechanism in the
Privacy Act must not be underestimated. The codes that have been issued in
New Zealand, while small in number, cover key areas such as the health, credit
reporting and telecommunications sectors. The value of a code-making provision
as a “reserve power”, to be used if other measures fail, is also of significance.
The practice of the current Privacy Commissioner is to try “light-handed”
regulatory measures, such as guidelines, first, before escalating to a code of practice.

549  Subject to what we say below, our research has not uncovered significant
problems of substance with the code of practice mechanism in the Privacy Act.
It appears to be working satisfactorily, a view shared by OPC. However, the
limitations on what a code of practice can achieve in an area where privacy is
only one part of a complex web of law and practice are obvious from the Health
Information Privacy Code.?*

550 Nor do we think that the scope of codes of practice should be more restricted.
The power to modify the effect of the privacy principles “up or down” provides
a desirable degree of flexibility in the Act. While comparable overseas
jurisdictions have more limited code-making powers, we do not regard the
New Zealand provision as excessive.

551 We asked in the issues paper whether any changes to the provisions of the Act
relating to codes of practice were necessary to improve the effectiveness of codes.
There was little mood for change, and we do not recommend any as far as the
substance of codes is concerned.**

333 Necessary and Desirable at [6.2.4]. The fact that no code has been made under the Privacy Act for the
banking and insurance industries could be due in part to the oversight of these industries by the Banking
Ombudsman and the Insurance and Savings Ombudsman, established in 1992 and 1995 respectively.

334 See discussion of health in ch 12.

335 However, we do recommend in ch 2 an amendment to the code-making provisions to allow a code to
apply any of the privacy principles to information about deceased individuals (R5).
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5.52

5.53

5.54

5.55

5.56

5.57

336

337

338

We have, however, spent much time considering the code-making process. Most
aspects of that process are necessary and desirable. The Privacy Commissioner
is an independent statutory officer, and the Commissioner and his or her staff
are experts in the field of privacy. It makes sense to bring that independence and
expertise to bear in the development of codes of practice. The process of making
codes of practice is a very public one. The intention to issue a code must be
publicly advertised, and submissions on draft codes must be called for and
considered. Codes must be publicly notified and made publicly available.

The work involved on the part of OPC in developing and consulting on a code
is very extensive for a small organisation, even though OPC is now better
resourced than when it was first established. Having considered the submissions
to our issues paper, we would not wish to diminish the thoroughness of the
present process.

However on one significant matter we do recommend a change. We consider
that more constitutional safeguards should be added to the code-making process.

The code-making provisions in the Privacy Act confer considerable power on
the Privacy Commissioner. In constitutional law terms, section 46 of the Act is
a “Henry VIII” clause as it confers delegated authority to amend an Act of
Parliament.*® This sort of power should be granted by Parliament “rarely and
with strict controls”.33"

Moreover, despite these being Henry VIII provisions, codes do not follow the
conventional process for regulation-making in New Zealand. Ordinary
regulations are drafted by the Parliamentary Counsel Office, approved by the
Cabinet, made by the Governor-General in Executive Council, notified in the
Gazette, and published in the Statutory Regulations Series (SR Series) and on
the New Zealand Legislation Website. Codes of practice, while they are deemed
regulations, do not follow this process. Once issued by the Privacy Commissioner,
codes have to be presented to the House of Representatives, can be examined
by the Regulations Review Committee, and are subject to disallowance
(and amendment) under the Regulations (Disallowance) Act 1989. The
Regulations Review Committee has examined one code of practice and identified
issues with it.3® It was of the view that changes were required, and these were
subsequently made to the Committee’s satisfaction.

We nevertheless consider that accountability for the exercise of the power should
be brought more into line with established constitutional arrangements. Ordinary
regulations are made by the Executive, which has the confidence of the House
and is answerable to it. We believe that codes of practice should also undergo
this process.

For more on Henry VIII clauses see Legislation Advisory Committee Guidelines on Process and Content
of Legislation (Wellington, 2001, most recently amended 2007) at 205-206.

Regulations Review Committee Report on the Inquiry into the Resource Management (Transitional)
Regulations 1994 and the Principles that Should Apply to the Use of Empowering Provisions Allowing
Regulations to Override Primary Legislation During a Transitional Period [1995] AJHR 116C.

Telecommunications Information Privacy Code, discussed in Issues Paper at [7.25]-[7.30].
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CHAPTER 5: Role, functions and powers of the Privacy Commissioner

558 In making this suggestion, we certainly do not mean to imply that the Privacy
Commissioner has in any way abused the powers conferred by the Act. Indeed
the Privacy Commissioner clearly recognises the significance of the powers, and
goes to considerable lengths to ensure that the process of code development is open
and transparent, and the final product of a high standard and readily accessible.

Model process

559 The sort of model we have in mind is similar to the one incorporated in the
Health and Disability Commissioner Act 1994. Under that Act, the Health and
Disability Commissioner (H&D Commissioner) is required to develop a Code of
Health and Disability Services Consumers’ Rights (CHDSCR).*** Notification
and consultation obligations similar to those contained in the Privacy Act apply
to the development of a Code by the H&D Commissioner.?* But while the
Commissioner proposes, Cabinet disposes. Once a draft Code has been developed,
the H&D Commissioner forwards it to the Minister, who must present it to the
House.**! However, the Code does not become operative unless it is prescribed
by regulations made under section 74 of the Act. The same process applies to
amendments to the Code.

560 Indeed, it is possible under the Health and Disability Commissioner Act for the
Executive to make regulations prescribing a CHDSCR that differs from the draft
developed by the H&D Commissioner, or contrary to or without the H&D
Commissioner’s recommendations. But in that case the Minister must, within
12 sitting days of the making of the regulations, present a statement to the House
explaining how the Code differs from that recommended by the H&D
Commissioner, and the reasons for the differences, or (where applicable) the
reasons why the regulations were made contrary to or without a recommendation
of the Commissioner.3*?

561 This model is not entirely appropriate for codes of practice under the Privacy
Act, however. A CHDSCR needs to be in place for the Health and Disability
Commissioner Act to work. So the option of prescribing a code that has not been
recommended by the H&D Commissioner has to be available to the Executive.
Codes of practice are not essential to the operation of the Privacy Act.

562 Given the fact that privacy codes of practice can override the Privacy Act, and
the importance of consultation in their development, we do not think that the
Executive should be able to prescribe a code of practice in relation to a particular
area unless the Privacy Commissioner has developed a code for that area
and made a recommendation to the Government. The Governor-General
in Council should be able to reject the proposed code, but not modify it.3*3
If the Governor-General in Council rejects the code, the Minister should have to
give reasons to the House.

339 Health and Disability Commissioner Act 1994, s 19.
340 Health and Disability Commissioner Act 1994, s 23.
341 Health and Disability Commissioner Act 1994, s 19.
342 Health and Disability Commissioner Act 1994, s 75.

343 The House of Representatives could still amend or replace the code, once incorporated in regulations,
through the power conferred by s 9 of the Regulations (Disallowance) Act 1989.
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5.63

5.64

5.65

5.66

5.67

5.68

5.69

This was the model we proposed in our issues paper. A majority of the submitters
agreed with it. However, a minority did not, and suggested a continuation of the
status quo. Their reasons can be summarised as follows.

First, there was a fear that the need for a final Cabinet “sign-off” might derail a
proposed code which had already undergone the intensive consultative process
required. Industry participants might want to investigate the matter and the
Minister might be lobbied; government officials might have ideas of their own
at variance with the position arrived at in the consultation process.

Secondly, we heard some concern that such a new process might jeopardise
meaningful participation by industry in the code-development process. The risk
that the Executive might disallow a code, after all the work that had gone into
it, might discourage engagement from the outset.

Thirdly, there were concerns that the proposed process would be less
flexible and less responsive than the present one. Amendment would be more
difficult, and there might be a disinclination to make even small but necessary
amendments.

Fourthly, there was a view that in this delicate area involving personal information
it would be unwise to allow government the final say. This would give it more
control over an area in which it might be perceived to have a vested interest.

Yet these considerations are present, to a greater or lesser extent, in many
other contexts where traditional regulation-making is the prescribed method.
We think it unlikely that a code would be “derailed”; the robustness of the
code-development process, and the status of the Privacy Commissioner, make
this unlikely. Moreover, the Executive would only be able to reject a code, not
amend it, and would have to give reasons publicly for doing so: these are
significant safeguards. We acknowledge that the dynamics of negotiating a code
may change subtly if it requires Cabinet approval, but we think this would be
unlikely to influence the outcome.

The Legislation Advisory Committee Guidelines*** make it clear that there needs
to be a strong case for departing from the “traditional” way of making delegated
legislation. According to the Guidelines, the main matters which can justify such
a departure are: that the subject matter is of a technical nature; that the audience
is a limited section of the public; that the rules will have only a limited effect on
the public; that it is desirable to promote self-regulation; that there are strong
policy reasons against government intervention (as in the Broadcasting Codes
which are founded in freedom of expression); or that there is a likelihood of a
need for urgent change. None of those special reasons obviously exist in the case
of privacy codes.

344  Legislation Advisory Committee, above n 336, at [10.4.2].
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CHAPTER 5: Role, functions and powers of the Privacy Commissioner

570 Nor would the Privacy Commissioner’s statutory independence seem in itself
to be a reason:** the Health and Disability Commissioner has a similar status,
but the Code under that legislation requires Cabinet authorisation.**® In other
analogous areas involving human rights, codes require sign-off by the relevant
Minister: examples include Retirement Villages Codes**” and the International
Students Code.?*® It is not apparent why privacy codes should be subject to any
fewer checks and balances.

571 In the case of the privacy codes there are some striking features which argue
strongly in favour of a “traditional” process for delegated legislation. Privacy
codes can actually amend an Act of Parliament, a rare and unusual power even
in the case of traditional regulations, let alone codes which are not regulations.
Moreover they affect, and have important consequences for, the public at large,
as is clear from the three main codes currently in existence: those relating to
health, telecommunications and credit reporting. Codes can also impose liability
on those who fail to comply with them. Non-compliance is ground for a complaint
to the Privacy Commissioner, and may result in an award of damages from a
judicial tribunal.

572 Scrutiny by the Executive in making codes would provide a broader perspective
and another set of checks and balances. Without such intervention, the Privacy
Commissioner makes the law, interprets it and enforces it.

573 Moreover, a code of practice may not always be the most appropriate way of
dealing with an issue. It is appropriate that the government of the day have the
final say on that. There are some issues that, even though they could be dealt
with by a code of practice, might be too contentious or significant to be legislated
for in a code. Choosing the right instrument to deal with the issue is important.
Although the code of practice process involves significant public input and
consultation, sometimes legislation will be more appropriate. For example, when
the question of a national student number was raised, the Ministry of Education
noted that a code was not the appropriate vehicle because it does not provide the
same opportunity for Parliamentary debate and decision-making as legislation
does.?*® Our suggested change to the way in which codes of practice are
implemented would assist in addressing this issue. The last word on implementing
a code of practice would rest with the government of the day, rather than the
Privacy Commissioner.

574 So it is our conclusion that there is no strong reason why the privacy codes
should not be made as traditional regulations, and a number of good reasons why
they should be. We therefore support the proposal that we put forward in our
issues paper.

345 The reference in the LAC Guidelines to “independent statutory function” is illustrated in those
guidelines only by the Privacy Act codes: it can hardly be suggested that the status of an independent
Crown entity should automatically justify such a law-making power.

346 Health and Disability Commissioner Act 1994, ss 19-23, 74.

347 Retirement Villages Act 2003, s 89; in addition there is a code of residents’ rights, the essential content
of which is set out in sch 4 of the Act itself.

348 Education Act 1989, s 238F.
349 See Issues Paper at [7.82].
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RECOMMENDATION

R52 Codes of practice should continue to be developed by the Privacy Commissioner,
but should require approval by the Governor-General in Council.

RECOMMENDATION

R53 The Governor-General in Council should be able to reject a proposed code, but
not to amend it. If a code is rejected, the Minister should provide reasons to
the House of Representatives.

Time limits on codes

5.75

5.76

5.77

In our issues paper we considered one further matter: whether codes should be
“sunsetted”, or at least subject to mandatory review, after a set period of time,
say five years. There is a particular reason for suggesting this. As indicated
above, codes of practice are made under what amounts to a Henry VIII clause.
The Regulations Review Committee (albeit in a different context) has
recommended that regulations made under Henry VIII clauses should expire
after a certain period (that is, there should be a sunset clause).?*°

While section 46 of the Privacy Act states that a code may provide for its review
by the Commissioner, and also for its expiry, neither are presently mandatory.
We asked in our issues paper whether they should be. A majority of submitters
supported a mandatory review after a set period of time. However, OPC
(and others) noted the resource implications of mandatory reviews. Sunsetting
is no different: it effectively requires a review. In the end we have decided that
this resource implication is a strong consideration, and that we should not
recommend mandatory reviews or sunset provisions. It should be enough that
the Act continues to empower reviews. If a code is not working there will likely
be complaints from industry and others, and a review can be initiated as and
when required.

This is not to say, of course, that there may not sometimes be temporary codes
which contain express expiry clauses. Indeed, codes issued urgently in accordance
with section 52 are required to be temporary. A good example is the Christchurch
Earthquake (Information Sharing) Code 2011 which was made to deal with an
emergency situation.

350 Regulations Review Committee, above n 337.
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Chapter 6

Complaints,
enforcement
and remedies

This chapter examines the complaints system under the Privacy Act and
considers whether the existing approach needs amendment.

An important aim of the present Act is to secure voluntary compliance with its
principles. In part that is achieved by providing guidance, education and
assistance. But voluntary compliance is also an important aim of the complaints
system. On receiving a complaint the Privacy Commissioner must attempt to
reach a settlement between the parties. If that fails, there is provision for the
matter to proceed to an enforcement stage in the Human Rights Review Tribunal
(“the Tribunal”). (A simplified flowchart of the process by which complaints
can proceed from the Privacy Commissioner’s investigation to the Tribunal
is set out as Figure 1 at the end of this chapter. Figure 2 shows how the process
would change if certain of our recommendations for reform are accepted.)
The Act’s privacy principles are not enforceable in the courts, with the exception
of principle 6, which deals with access to personal information where
that information is held by a public sector agency. The Privacy Commissioner
does not have power to require compliance: enforcement is not, at present,
the Commissioner’s role.

OVERVIEW OF

Complaints to the Privacy Commissioner

THE PRESENT

Any person may make a complaint to the Privacy Commissioner alleging that
any action is or appears to be an interference with the privacy of an individual.
For the purposes of a complaint, an action is an interference with the
privacy of an individual if it breaches a privacy principle, a code of practice or
Part 10 of the Act (relating to information matching). Furthermore, an action is
not a breach of privacy unless it:*'

has caused, or may cause, loss, detriment, damage or injury to the complainant;
or

351 Privacy Act 1993, s 66(1)(b).
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6.4

6.5

6.6

6.7

352
353

354
355
356

has adversely affected, or may adversely affect, the rights, benefits, privileges,
obligations or interests of the complainant; or

has resulted in, or may result in, significant humiliation, significant loss of
dignity or significant injury to the feelings of the complainant.

Complaints about breaches of principles 6 and 7 do not require harm to be
shown. There are some other special statutory jurisdictions, most notably section
22F of the Health Act 1956, which deem matters to be within the Privacy
Commissioner’s complaints jurisdiction.

In the 2009-2010 year the Commissioner received 978 complaints, the great
majority relating to denial of access to personal information under principle 6
and disclosure of personal information in breach of principle 11.%?

Previously, in the early stages complaints were handled by an Assessment and
Conciliation Team, whose focus was on trying to resolve the complaint early.
Where this team was unable to resolve a complaint, or the complaint was
complex or difficult, it was referred to an Investigating Officer Team. In 2009,
however, the Office of the Privacy Commissioner (OPC) trialled a one-team
approach, where the same team undertook both work-streams. This meant that
all the team was able to advance early settlement, rather than only half as before.
The trial was a success, and this new methodology has been adopted.

OPC will generally attempt to resolve the dispute at all stages of the process.
In most cases, either complaints are settled, or complainants decide not to pursue
the matter further after the investigation is completed.**® In 2009-2010, 244
complaints were closed by mediation or settlement, and 123 were withdrawn or
not pursued by the complainant.?*® Sometimes during the investigation,
investigating officers may indicate a legal view of the complaint to assist one or
both of the parties to understand the strength of their case, with a view to
encouraging settlement. If settlement does not occur, a more formal legal opinion
may be given and a decision made on whether to refer the complaint to the
Director of Human Rights Proceedings (“the Director”). Parties are given an
opportunity to respond before any adverse opinion is issued about them.

If a complaint cannot be settled, the Commissioner may refer the matter to the
Director for the purpose of deciding whether proceedings should be instituted.®*
In the 2009-2010 year the Commissioner referred 18 complaints to the Director,
up from 12 the previous year.*® Since 2002 the average number of complaints
so referred is about 15 a year.

Office of the Privacy Commissioner Annual Report 2010 (Wellington, 2010) at 30-32 [Annual Report].

Katrine Evans “Show Me the Money: Remedies under the Privacy Act” (2005) 36 VUWLR 475.
In 2008-2009 the number of complaints settled or mediated rose by 43 per cent: Office of the Privacy
Commissioner Annual Report 2009 (Wellington, 2009) at 29.

Office of the Privacy Commissioner Annual Report, above n 352, at 35.
Privacy Act 1993, s 77.

Office of the Privacy Commissioner Annual Report, above n 352, at 40.
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CHAPTER 6: Complaints, enforcement and remedies

Director of Human Rights Proceedings process’

68 When referring a complaint to the Director, the Commissioner sends a letter of
notification together with a certificate of investigation. The certificate summarises
the nature of the complaint, the key points and the statutory provisions that are
in issue. The Director also receives the Commissioner’s opinion that has been
given to the complainant. Aside from this, however, the Director does not
generally receive any information from the Commissioner about the complaint.

69 The Director considers the complaint afresh in order to decide whether to begin
proceedings in the Tribunal. The Act does not specify how this process should
work, nor does it give criteria to be taken into account in deciding whether to
begin proceedings. It provides that it is for the Director to determine, in his or
her discretion, whether a matter justifies the institution of proceedings and
whether proceedings should be instituted.**® The only requirement is that the
Director must give respondents an opportunity to be heard before instituting
proceedings against them.?>®

6.10 The current Director bases his practice on the Human Rights Act 1993, which
has quite specific provisions. As a first step, he meets with respondents to give
them the opportunity to explain why proceedings should not be issued. Often
the response will be referred to the complainant for comment. In many cases,
settlement offers are made during this process, and a considerable number of
cases are settled at this point.

6.11 After hearing from the parties and considering the facts, the Director then
decides whether to bring proceedings. In making this decision, the current
Director often considers the following factors:

whether there is a significant question of law involved,;
whether it would be an effective use of his resources to issue proceedings;
the likelihood of success;

the degree of harm to the complainant as a result of the interference with his
or her privacy; and

whether a reasonable settlement offer has been made.

6.12 If the Director decides to take the case, he will then notify the parties and begin
proceedings in the Tribunal. Remedies sought could include a declaration of
breach, an order preventing further breaches, an order that specific steps be
taken to prevent further breaches, compensation and costs. Under the Act the
Director acts as the plaintiff, rather than appearing for the complainant.3¢°

6.13 Currently, the Director receives around 30 to 40 cases each year under the
Privacy, Human Rights and Health and Disability Commissioner Acts. Privacy
cases are the most common, and have increased significantly since 2002.
As noted above, in 2010 the number of privacy cases referred was 18.

357 See generally Robert Hesketh “The Role and Function of the Director of Human Rights Proceedings in
Cases under the Privacy Act 1993” (presentation to Privacy Issues Forum, Wellington, 30 March 2006).

358 Privacy Act 1993, s 77(3).
359 Privacy Act 1993, s 82(3).
360 Privacy Act 1993, s 82.
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Human Rights Review Tribunal process

6.14

6.15

6.16

6.17

Proceedings in the Tribunal may be brought by the Director, as outlined above,
or by an individual. An individual may himself or herself bring proceedings
if the Commissioner or the Director is of the opinion that the complaint does not
have substance or ought not to be proceeded with, or where the Director agrees
to the individual bringing proceedings or declines to take proceedings.**! In such
cases the Director may appear as an intervener, to independently assist the
Tribunal.*®* An agency does not itself initiate proceedings.*

Cases in the Tribunal are by way of rehearing: the Tribunal considers the matter
afresh. Neither the Privacy Act, nor the Human Rights Act and Regulations
made under it,*** provide much guidance as to how Tribunal proceedings should
be conducted. There are uncertainties around the Tribunal’s powers: for
example, it is not clear whether it has the power to order discovery. In practice,
the Tribunal operates in a similar way to a court, with a statement of claim, and
pleadings. Parties may call evidence and cross-examine witnesses.**

If the Tribunal is satisfied on the balance of probabilities that any action of the
defendant is an interference with the privacy of an individual, it may grant one
or more of a number of remedies including a declaration, a restraining order, an
order to perform a specific remedial act, and damages (of up to $200,000).%6

The Tribunal hears an average of 17 privacy cases a year. They comprise about
half the Tribunal’s workload. Declarations and damages are the most commonly
awarded remedies. The highest damages award on record is $40,000.3%7
A dissatisfied complainant can appeal to the High Court.**® There may be a further
appeal with leave, on a question of law, from a decision of the High Court.*®

Conclusions about the current process

6.18

361
362
363
364
365
366

367
368
369
370

The complaints process is modelled in part on the Ombudsmen and Human
Rights Acts. Parliamentary debates on the Privacy Bill indicate that
the complaints process was intended to provide speedy, low-cost, informal and
non-adversarial resolution of complaints wherever possible. The priority was to
achieve a resolution through mediation, and the Tribunal (then known as the
Complaints Review Tribunal) was a last resort, to be used when conciliation had
failed.>” The process is effective in settling the vast majority of complaints.

Privacy Act 1993, s 83.

Privacy Act 1993, s 86.

Evans, above n 353.

Human Rights Review Tribunal Regulations 2002.
Tbid, reg 19.

Privacy Act 1993, s 85. The monetary limit on damages is imposed by the Human Rights Act 1993,
s 92Q, which in turn refers to monetary limits in the District Courts Act 1947, ss 29-34.

Hamilton v The Deanery 2000 Ltd [2003] NZHRRT 28.
Human Rights Act 1993, s 123.

Human Rights Act 1993, s 124.

(20 April 1993) 534 NZPD 14729.
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CHAPTER 6: Complaints, enforcement and remedies

6.19 However, our research and consultation have persuaded us that the policy
parameters need re-examination. We think two broad areas need attention.
The first is that the present system does not always provide a solution as quickly
or efficiently as it should. There are elements of the current process that are
cumbersome, confusing, and less than optimally efficient. The second is that
a system based solely on complaints is not always adequate to resolve problems.
A complaints process is necessarily ad hoc and piecemeal. It may succeed
in resolving individual cases, but is not so good at detecting and solving
systemic problems.

620 To address these problems we developed some proposals for reform which
we put out for consultation in our issues paper. The proposals were developed
in consultation with the Privacy Commissioner.

621 We listed the aims of possible reform in our issues paper. We repeat that list
here. The reforms should:

continue to provide cost-effective dispute resolution;

maintain alternative dispute resolution methods to deal with the bulk of the
complaints outside the court system;

more efficiently dispose of small disputes that have no significant public
aspects;

deliver speedier outcomes where possible;

make the transition easier from the alternative dispute resolution methods
at the beginning of the process to the formal determination stage later;
provide a more effective enforcement pyramid (that is, provide an escalating
range of sanctions, beginning with education and persuasion to encourage
voluntary compliance, and escalating to provide some sanctions in the event
that voluntary compliance fails);

provide a better means of ensuring systemic change;

diminish some of the negative aspects of a complaints-driven system and
provide scope for the Privacy Commissioner to redeploy his or her investigative
resources in areas of broader public interest and importance; and

meet international expectations (information flows and privacy protection
now being matters of international concern).

622 We made it clear that the proposals were simply that: they were put forward for
comment and reaction. We received some very helpful submissions which have
assisted us to frame our final recommendations. We now go through the proposals
in the issues paper, and state the conclusions we have reached. We deal with them
under the two broad headings we indicated in paragraph 6.19.
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IMPROVING
THE
EFFICIENCY
AND COST-
EFFECTIVENESS
OF THE
COMPLAINTS
SYSTEM

The harm threshold

6.23

6.24

6.25

6.26

6.27

6.28

The first proposal was to remove the requirement in section 66 that there must
be harm, actual or potential of a kind specified in the section, before a complaint
can proceed. Rather, the degree of harm suffered should be a factor in the
exercise of discretions such as whether to continue an investigation or refer a
complaint to the Tribunal, and in the Tribunal’s determination as to what
remedy to award.

We were told that the harm threshold works imperfectly in filtering out less
deserving cases. Removing the harm requirement would be easier for
complainants to understand, would allow more consistent enforcement, and, in
particular, could be useful in exposing systemic problems which have the
potential to cause harm if left unattended to.

The threshold for harm in the Act is that the action complained about has
resulted in or may result in harm.*” In other words, the test is the possibility
rather than the likelihood of harm. Yet, although this threshold is quite low,
the Tribunal takes the view that the possibility needs to be clearly demonstrated;
it is not simply to be assumed. It can be difficult to demonstrate in relation to
some principles: principles 1 to 3, for example.

A considerable majority of submissions to the issues paper were critical of
the proposal to remove the harm threshold, and thought that it should stay.
They noted that its removal would be likely to lead to an increase in the number
of trivial complaints. While many of these would probably be rejected by the
Commissioner under the power conferred by section 71 of the Act, it is
nonetheless hard to justify the expenditure of public and agency resources
dealing with complaints about alleged conduct which cannot be shown to cause
harm to anyone. There were also concerns that the absence of a harm threshold
could lead to “gaming” the system by using the complaints process for illegitimate
purposes: for example, to delay adverse action in relation to a welfare benefit or
ACC payment.

To some extent the “harm” threshold involves a question of perception. Agencies
may feel less accepting of the Privacy Act if their freedom of action is open
to complaint even though they have done nothing to hurt anyone.

Two knowledgeable commentators said:

Such a change would be significant. It would swing the pendulum a long way from
the fundamentally remedial nature of Tribunal proceedings towards a far more
regulatory model.

| disagree that the harm threshold should be removed. This is a valuable sifting
mechanism. It lies at the heart of New Zealand’s harm-based approach. To make
inroads into that would be to go against one of the great strengths of our legislation.

371 Privacy Act 1993, s 66(1)(b).
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CHAPTER 6: Complaints, enforcement and remedies

629 We think that on balance these negative arguments are the more persuasive and
believe that the present harm threshold for complaints should be maintained.
We note again that it does not require proof that harm has actually occurred,
merely that it may occur.

RECOMMENDATION

R54  The harm threshold in section 66 should remain in relation to complaints.

The role of the Director of Human Rights Proceedings

630 At present, the Act separates conciliation and litigation functions, so that the
Commissioner’s ability to conciliate is not affected by also having an enforcement
role. The current complaints system changes substantially at the point at which
a meritorious complaint which has been unable to be settled is referred by the
Privacy Commissioner to the Director. The Privacy Commissioner has said:*"

One might see it as marking the change from ADR [alternative dispute resolution] to
enforcement. In the ADR phase, the Privacy Commissioner is the “honest broker” that
seeks to understand the matter at dispute and to bring the parties to a settlement or
render an independent and expert opinion on whether the law has been broken. By
contrast, the Director is often informally referred to as an “independent prosecutor”.
The Act establishes a clear separation so that the somewhat neutral role that the
Commissioner performs is not undermined by the enforcement-orientated role.

While we can see the point of the “split” model, it does raise some questions.

631 First, while it is sometimes believed that the “split” model makes it easier for
OPC to achieve settlements because it is not an “enforcer”, it is far from clear
that that is in fact the case. It is not immediately apparent why someone should
be less ready to settle because the intermediary has functions other than
negotiation and persuasion. The idea of a single regulator with a mix of powers
is by no means unknown.”

632 Secondly, there seems to be some ambiguity as to how the Director is perceived:
whether he or she takes cases to the Tribunal for the Privacy Commissioner, or
whether the Director is independent in all respects and takes a fresh look at all
cases. The Privacy Commissioner has commented that “The split is not well
understood by participants who are new to the system.”3"

633 Thirdly, the present system seems duplicative and inefficient. The Director gets
limited information from the Privacy Commissioner, and has to investigate the
matter himself or herself. The parties may well think that all the processes they
have been through with the Privacy Commissioner have to be repeated with the
Director, and that it all takes too long. The Director’s involvement may be seen
as just another step in a long, convoluted and “clunky” process. It is complex,
and may well be confusing for the parties.

372 Office of the Privacy Commissioner Enforcement, Compliance, Complaints: A Proposal to Reform the
Privacy Act (2009) at [3.32]-[3.33] [Enforcement, Compliance, Complaints].

373 See for example the Financial Markets Authority Act 2011, s 9.

374 Office of the Privacy Commissioner Enforcement, Compliance, Complaints, above n 372, at [3.34].

180 Law Commission Report



6.34

6.35

6.36

6.37

6.38

6.39

375

There is a real question of whether the benefits of the present system outweigh
the disadvantages.

We therefore proposed in the issues paper that the Director should no longer be
involved in privacy cases.’” Rather, the Director’s “litigation” role would
be taken over by OPC. That is, the Commissioner would himself or herself decide
whether the case should proceed to the Tribunal, and would act as the plaintiff
in the Tribunal. (This would of course not affect the right of the individual
concerned to take his or her own proceedings if the Privacy Commissioner does
not do so.) The difference between the proposed new process and the current
process can be seen by comparing Figures 1 and 2 at the end of this chapter. The
current power of the Director in section 20 to institute proceedings for a
declaratory judgment would also vest in the Commissioner.

There are possible disadvantages in such a development. The new responsibilities
would require resources to deepen OPC’s litigation capability. There could also
be something of a change in the perception of OPC. Its transition from a
conciliator to an enforcer might possibly make some settlements harder to
achieve, although that is speculative: it is equally likely that in some cases it
might have exactly the opposite effect.

The majority of the submitters to our issues paper agreed with the proposal that
the Director should no longer be involved in privacy cases. The minority who
disagreed did so mainly for the reason that OPC’s neutrality might be
compromised. We heard the view that a “Chinese wall” might have to be created,
and that there thus would still need to be a two-stage process, even though both
steps would be carried out in the same office.

However, we think that these potential disadvantages are outweighed by the
speedier and more efficient arrangement which would result. It would benefit
the agencies and members of the public involved, and be better understood by
them. Legal processes should be as simple, speedy and efficient as possible.
It might also be thought that OPC would benefit from being perceived as having
some “teeth” rather than as simply a “persuader” with little ultimate authority.

The complexity of the present system does not increase public confidence in it.
The proposed system would be better understood by the parties, and should be
more cost-effective. Any concerns about neutrality being compromised could be
mitigated by the appointment of a Deputy or Assistant Commissioner in OPC
with sole responsibility for taking cases to the Tribunal. We would note that our
recommendation extends to the Director only in his or her privacy jurisdiction,
not in the Director’s other roles.

RECOMMENDATION

R55 The role of the Director of Human Rights Proceedings should be removed in
privacy cases. The Privacy Commissioner should decide which cases are to
proceed to the Human Rights Review Tribunal and act as the plaintiff in those
cases, and perform the other roles currently performed by the Director.

Issues Paper at [8.50].
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CHAPTER 6: Complaints, enforcement and remedies

Access reviews

640 In the issues paper we proposed that complaints under principle 6, the access
principle, should be determined by the Commissioner.*”®* We shall call these
“access reviews”. Currently the Commissioner determines no complaints at all,
but instead attempts to reach a settlement. The only body which can make
decisions is the Tribunal.

641 Our proposal would leave all other complaints as they are, but enable access
reviews to be determined by the Commissioner. This would extend not only to
straight refusals of access, but also to cases where access is granted on
unreasonable conditions (such as an excessive charge).

642 There are several reasons why we said this change would be beneficial. First,
access cases make up about half of the Commissioner’s complaints workload, so
efficiencies gained here will assist significantly in making the system more
efficient overall. Furthermore, although the statute uses the generic term
“complaint”, complaints involving refusal to give access to information are really
reviews of the agency’s grounds for refusal. OPC examines the relevant file and
assesses whether the agency’s decision complies with the Act. This is quite
different from the way other complaints are dealt with, and lends itself to being
resolved on the papers. At present, if the Commissioner cannot settle the matter,
the process must restart at the Tribunal stage. The Tribunal conducts an
adversarial hearing and often does not examine the documents in issue until
near the end of the hearing. This model is not well suited to access reviews.

643 A substantial majority of submitters favoured this proposal. Former Privacy
Commissioner Sir Bruce Slane noted that the current procedures for dealing with
these reviews are “time-consuming and expensive”.

644 The submitters who disagreed again made the point that it would lead to a
confusion of roles in OPC (conciliator on the one hand, decision-maker on the
other), and expressed a distrust of the “Chinese wall” that may be necessary.
One submitter said that access cases can, more than others, give rise to differences
of interpretation between the Privacy Commissioner and agencies, and that it
would therefore be better to continue with the present arrangement whereby
any actual decision is made by the independent Tribunal.

645 We have not been persuaded to differ from our original proposal. The quick and
efficient resolution of access cases will be beneficial, especially in cases where
the information sought is important to the individual, and is needed quickly.
As we said previously, regulators can have a multiplicity of functions, and we
think it highly unlikely that a power in the Commissioner to resolve some issues
will lead to fewer settlements in the other kinds of case. The concern about
differences of interpretation to which we refer in the previous paragraph can be
met by a robust right of appeal.

646 The Ombudsmen opposed the proposal on the basis that it would lead to a
different process between access requests by an individual under the Privacy
Act, and access requests by a body corporate under the Official Information Act

376 Ibid, at [8.45]-[8.49].
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6.48

6.49

6.50

6.51

377
378

379

1982 (OIA). (Bodies corporate cannot make access requests under the Privacy
Act: section 34 of that Act provides that only “individuals” can so apply. Bodies
corporate can only make access requests to public bodies under the OIA;*""
if they are refused access under that Act they can complain to the Ombudsmen,
whose power is confined to recommendation.) We agree that this may sound
anomalous, but note that the processes under the two Acts are not the same now;
for example, bodies corporate have no recourse to the Tribunal. We also note
that in our issues paper on the Review of Official Information we suggest
a strengthening of the Ombudsmen’s powers in access cases.*”®

We therefore recommend that the Act should be amended to give the Privacy
Commissioner power to determine complaints about access to personal
information. We would hope that in many cases the agency complained against
will voluntarily agree to release the information anyway, without the need for
such determination.

We propose that if the Commissioner’s determination were in favour of
the requester, that determination would be accompanied by a notice to release
the information. If there was non-compliance with that notice, it could
be enforced, at the instigation of the individual, by an order of the Tribunal.
The Tribunal has sufficient sanctions at its command to enforce compliance.

A determination would be appealable to the Tribunal by either party, requester
or agency. We think it should be an appeal on the merits.

There is, however, a further question. We would not envisage giving the Privacy
Commissioner power to make an award of damages in relation to a refusal of
access. The Human Rights Review Tribunal alone should retain the power to
award damages. If the complainant wants such a remedy, he or she could file a
separate claim, which would proceed to the Tribunal to be heard after the
Privacy Commissioner’s determination. Any such claim could be heard along
with any appeal against the determination.

We do not suggest that this new process should extend to complaints under
principle 7, the correction principle. Such complaints raise different
considerations. A principle 6 complaint effectively involves a review of a file,
the contents of which even the complainant does not know. It is essentially a
review of an agency decision. Principle 7 complaints are not so much reviews as
complaints about an agency’s actions or failures to act. Moreover, what a
determination under principle 7 would involve is less clear. Currently, an agency
does not have to correct personal information, but only has to take such steps as
are reasonable in the circumstances to attach to the information, in such a
manner that it will always be read with the information, a statement of the
correction sought but not made.?”® The question, therefore, is whether, if the
Commissioner could “decide” a principle 7 complaint, he or she would need
power to order that the material actually be corrected. We thus confine our
proposal to access complaints under principle 6.

Official Information Act 1982, s 24.

Law Commission The Public’s Right to Know: A Review of the Official Information Act 1982 and Parts 1
to 6 of the Local Government Official Information and Meetings Act 1987 (NZLC IP18, 2010) at [11.76].

Privacy Act 1993, s 6, principle 7(3).
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CHAPTER 6: Complaints, enforcement and remedies

RECOMMENDATION

R56 The Privacy Commissioner should be able to finally determine access complaints
under principle 6 and issue a notice to release the information.

RECOMMENDATION

R57 Compliance with a notice to release information (as referred to in R56) should
be able to be enforced by order of the Human Rights Review Tribunal.

RECOMMENDATION

R58 A determination under principle 6 should be appealable to the Tribunal.

RECOMMENDATION

R59 If a complainant seeks damages for failing to obtain access to information,
he or she should file a separate claim which would be heard by the Tribunal
after a determination by the Privacy Commissioner.

Representative complaints

652 In what follows we mean by “representative complaint” a complaint brought by
a representative person or body on behalf of a group, all of whose members
would be able to make a complaint individually if they chose.?*° The concept is
similar to the class action.

653 The Privacy Act currently does not prohibit representative complaints; indeed,
arguably it contemplates them. Section 67(1) provides:

any person may make a complaint to the Commissioner alleging that any action is or
appears to be an interference with the privacy of an individual [emphasis added].

654 There is no requirement that the complainant and the person whose privacy has
been interfered with be the same person, although the Commissioner does have
a discretion to take no action if the complainant lacks a sufficient personal
interest in the subject matter of the complaint.?¥! The provisions about action in
the Tribunal specifically refer to class actions, although the right to bring such
proceedings is confined to the Director:**?

The Director of Human Rights Proceedings may, under subsection (2), bring
proceedings on behalf of a class of individuals, and may seek on behalf of individuals
who belong to the class any of the remedies described in section 85, where the

380 Peter Spiller Butterworths New Zealand Law Dictionary (6th ed, Wellington, LexisNexis, 2005)
at 262 defines “representative proceeding” as follows: “Where numerous parties to a Court proceeding
who have the same interest in the proceedings are represented by one of the parties.”

381 Privacy Act 1993, s 71(1)(e).
382 Privacy Act 1993, s 82(4).
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6.56

6.57

383

Director of Human Rights Proceedings considers that a person to whom this section
applies is carrying on a practice which affects that class and which is an interference
with the privacy of an individual.

In the issues paper we set out the advantages of representative actions.??
In summary they are:

An individual claimant may, in having to present the facts of the complaint
personally, suffer an increased sense of invasion of privacy.

Representative actions can better address systemic failures. A breach affecting
a large number of people can be vicariously addressed by the representative
action in cases where no one individual might wish to complain.
Representative complaints may provide a further deterrent by virtue of their
higher profile.

There is a practical benefit of spreading any costs (particularly of legal
representation) across a large group of people.

However, the current provisions are seldom used, and the potential of the
representative action has not been realised. One reason may simply be that
the Act is silent on the specific mechanisms and processes for representative
actions. We think the Act should make clearer and more specific provision.

Almost all the submissions we received supported this. The answers to our
questions about the detail of representative complaints have led us to the
following conclusions:

The Act should specifically provide that representative complaints are
permitted.

While some definitions of “representative proceeding” assume that the
representative should be one of the affected group, we prefer that in
the present context the representative should not need to be personally
affected. This would allow persons and agencies like Consumer NZ or the
Children’s Commissioner to lay complaints. We believe that section 71 of
the Privacy Act gives the Privacy Commissioner sufficient grounds to decline
to investigate a complaint if the purported “representative” is an officious
bystander with no real interest.

Complaints to the Privacy Commissioner should be on an opt-out basis.
At the complaint stage the matter is not adversarial, and there is no obvious
detriment in being included. But those who, for whatever reason, do not wish
to be involved should not be required to be. To enable opting out, there should
be power in the Privacy Commissioner to publicly notify such complaints.

If the matter proceeds to the Tribunal, as it is likely to do if monetary
compensation is an issue, or if injunctive relief is required, the matter becomes
adversarial. In this instance we agree with the submission of the then Chair
of the Tribunal that it is better not to have a single requirement of opt-in or
opt-out, but rather to allow the Chair in each case to determine who should
be notified, and whose consent should be required.

Issues Paper at [8.82]-[8.84].
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CHAPTER 6: Complaints, enforcement and remedies

RECOMMENDATION

R60 The Privacy Act should specifically provide that representative complaints are
permitted, and provide more detail about them. It should provide that:

the representative need not be personally affected;
complaints to the Privacy Commissioner should be on an opt-out basis; and

if the matter proceeds to the Tribunal, the Chairperson should determine
who should be notified and whose consent should be required.

Human Rights Review Tribunal

658 In this section we shall make three points about the Tribunal. First, we have
argued elsewhere®** that such are the responsibilities of the Tribunal, and such
the constitutional importance of some of the cases before it, that its Chairperson
should be a District Court Judge. The Tribunal can award damages at the same
level as the District Court (a maximum of $200,000). It can commit for contempt.
It can declare legislation incompatible with the New Zealand Bill of Rights Act
1990. Some of its cases have a political dimension that makes judicial
independence very desirable. Currently the Chair is appointed for a fixed term
without tenure, and his or her salary is fixed at a daily rate. That is thoroughly
unsatisfactory. All submitters who answered this question agreed: indeed, one
would even prefer High Court Judge status.

659 Secondly, we also received comment that the Tribunal’s rules of procedure need
revision to remove uncertainties which currently exist. We agree that that would
be a useful exercise.

660 Thirdly, another question we have been invited to consider relates to the
remedies able to be awarded by the Tribunal. In particular, there is a question
of whether it should be able to award exemplary or punitive damages where a
breach is intentional or in flagrant disregard of the plaintiff’s rights. Currently
the Privacy Act appears not to allow that: section 88 provides that damages may
only be awarded in respect of three kinds of damage.

661 There has long been controversy about the concept of exemplary damages in
the common law. A judge of the New Zealand Supreme Court has recently
described them as “anomalous”.®®> In Mosley v NGN,*¢ Eady J ruled in the
English High Court that they were not available in a common law privacy claim.
While it may well be that a New Zealand court would not follow Eady J in such
a case, we are not inclined to extend the Human Rights Review Tribunal’s
remedial jurisdiction in this way. Anomalies should not be legislated for without
good reason. The Privacy Act is explicit that damages may be recovered for
humiliation, loss of dignity and injury to feelings. A flagrant or particularly
serious breach of privacy is likely to result in such injury, and an award of

384 1Ibid, at [8.56]; Law Commission Tribunal Reform (NZLC SP20, 2008) at [7.23]-[7.24].
385  Couch v Attorney-General (No 2) [2010] 3 NZLR 149 at [178] per Tipping J.
386 Mosley v NGN [2008] EWHC 1777 (QB).
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compensatory damages should normally be able to reflect such aggravated hurt
to feelings without the inclusion of a distinct punitive element.?*” The Tribunal
can award damages of up to $200,000.%%8

RECOMMENDATION

R61 The Chairperson of the Human Rights Review Tribunal should be a judge at
the level of a District Court Judge.

RECOMMENDATION

R62 The Human Rights Review Tribunal should not be empowered to order
exemplary damages.

BEYOND
COMPLAINT
RESOLUTION

6.62

6.63

387

388
389
390

We have come a long way in the 18 years since the Privacy Act was enacted.
The rapid advance of modern technology has meant that large corporations and
government agencies store and use vast amounts of information about people.
If their systems, practices and security arrangements are not adequate, damage
can be done. Information about people (which may include sensitive financial
or health-related information) can get into the wrong hands and be used for the
wrong purposes; more information than is necessary for the agency’s purpose
may be collected; unfair collection methods may be used. As we note below3%?
in the discussion of a possible audit power, stories of major security lapses from
time to time appear in our media.

In contexts like these, the complaints system can be an inadequate response.
The Commissioner may be unable to take any effective action. In a paper written
for discussion with us, the Privacy Commissioner summarised the shortcomings
of the complaints system as follows:3%

First there is the issue common to any system relying only on complaints: a breach has
already occurred when a complaint is made. A Privacy Act compliance system needs
to be effective wherever serious risks are identified and not simply rely upon “after
the event” redress.

Second, there is the fact that complainants typically see only a small outward
manifestation of information systems. The greater part is invisible to them. Relying
upon complaints and complainants will be an ineffective strategy for larger systemic
issues. The Act needs to affect the decision-making and activities of those “back
office” people who design and operate the systems, to promote or require compliant
behaviour, and provide tools to the regulator to know or find out more than potential
complainants can by themselves.

See the discussion of aggravated damages in Siemer v Stiassny [2011] NZCA 106 at [50]-[56]
per Hammond J.

Human Rights Act 1993, s 92Q(2).
Below at [6.97]-[6.99].

Office of the Privacy Commissioner Enforcement, Compliance, Complaints, above n 372, at [3.6]-[3.9].
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CHAPTER 6: Complaints, enforcement and remedies

Third there are aspects of the design of the current statutory complaints machinery
which limit the potential effectiveness of complaints in several contexts including:

cases where non-compliance is suspected but complaints are not received,;

a breach of a principle is identified but no “harm or detriment” element is yet
manifest;

complaints are settled but agency practice does not change.

Finally, the following dynamics of the current system are not conducive to strongly
encouraging voluntary compliance:

agency liability is limited to the harm to the complainant, [and] it may be cheaper
to settle a series of complaints than to change a non-compliant system;

complaints are handled in private and thus non-compliance resulting in a complaint
typically does not involve a risk to agency reputation.

664 We asked OPC to provide us with some examples of cases where the complaints
system had proved less than adequate. It did so. The examples included the
following:

A professional firm persisted in refusing clients access to information despite
multiple OPC case notes, a Tribunal decision and explicit guidance from the
professional body.

Dominant players in an industry failed to meet requirements of a tailored
industry code of practice. One upheld complaint resulted in offending data
being removed from the single complainant’s file, while leaving the same data
appearing on thousands of other files.

Sensitive information continued to appear on a website during protracted
negotiations for the settlement of a complaint.

A public report on an inquiry into an industry practice which was highly
critical of that practice failed to influence the behaviour of the companies
concerned.

There was misleading cold calling of consumers seeking financial details, but
it was difficult to prove that a particular complainant had suffered the damage
necessary to uphold the complaint (as will often be the case with breaches of
principles 1-3).

665 In a modern age, we think the Privacy Commissioner needs further powers.
The office should not be perceived as a “toothless tiger”. There are, we understand,
instances of large organisations being unreceptive to persuasion. Members of the
public who raise serious privacy issues sometimes express surprise and
frustration that the Commissioner is unable to do anything. We quote from an
international commentator on privacy law:*"

Data Protection Commissioners are a form of highly specialised ombudsmen with a
more active part to play than the classic role of responding to individual complaints.
It is not enough to respond to repeated similar grievances from a changing cast of
individuals. The staff has to pursue general systematic improvements in information
handling practices by using a variety of methods.

391 David Flaherty Protecting Privacy in Surveillance Societies (University of North Carolina Press, 1989) at 400.
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6.66

6.67

As one example, the UK Information Commissioner has a large number of tools
available. They include criminal prosecution, enforcement notice, monetary
penalty notice (for an amount up to £500,000), application for an enforcement
order, and compulsory audit. Enforcement tools which can be used in connection
with these powers include an information notice, an assessment notice and a
search warrant.?*

We would not wish to go so far in New Zealand, but think that the Privacy
Commissioner’s powers should be enhanced in two ways.

Compliance notices

6.68

6.69

First, we recommend that the Privacy Commissioner should have power to issue
compliance notices: in other words, to issue directions to an agency requiring it
to take certain action, or to desist from taking certain action, in order to comply
with the requirements of the Act. Subject to some limitations we shall outline
shortly, the notice would bind the agency to comply, and failure to do so would
result in a penalty.

A problem requiring a compliance notice might be brought to light by a complaint,
but might also come to the Commissioner’s attention in a number of other ways:
as the result of an audit; by the media; by an inquiry conducted under section
13(1)(m) of the Privacy Act; or by a security lapse or “data breach”.?
The power to issue notices would enable the Commissioner to address the kinds
of problems manifested in the examples the Commissioner provided to us.
It would enable cases of the following kinds to be addressed:

Breaches have been identified, but there has been no complaint, perhaps
because individuals are deterred from complaining for fear of adverse
consequernces.

There has been repeated non-compliance despite requests to desist or change
practices.

Even after settlement of a complaint, agency practice does not change
and there remain deficiencies in its systems which need to be corrected for
the future.

There have been systemic breaches where no harm has yet occurred,
but which can be proactively rectified before there is harm.

Assurances have been given in the course of settling a complaint, but have
not been given effect to. (Currently the Act anticipates that assurances may
form part of a settlement, but does not provide for any sort of enforcement
if an assurance is breached.)

A complaint relates to only one part of a larger systemic issue.

392 Information Commissioner’s Office (UK) “Data Protection Regulatory Action Policy” (10 March 2011)

393

at 2-4.
See ch 7.
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CHAPTER 6: Complaints, enforcement and remedies

6.70 Such a system would give the Commissioner a discretion to differentiate between,
on the one hand, the majority of agencies that try to comply but fall short on
occasions; and, on the other, a small proportion that make insufficient effort to
comply, or even deliberately engage in non-compliant behaviour if it offers
advantages to them. A differentiated response according to the conduct in
question makes the system more meaningful to everyone.

671 Moreover, a compliance notice system could save time and resources. A direction
to put a systems failure right might remove the need to engage in days of repeated
persuasion; it might also avoid the need to investigate a string of separate
complaints. It may be a short and sharp solution, but it can be an efficient one.

6.72 A considerable number of Privacy Commissioners in cognate jurisdictions have
such powers, although they are called by a variety of names, including “orders”,
“notices” and “determinations”. Such powers are found, for example, in British
Columbia and Ontario, the United Kingdom, Victoria, Queensland and Australia
(Commonwealth). A survey carried out in 2010 by the International Association
of Privacy Professionals recorded that 26 out of 38 respondent data protection
authorities had the power to issue cease-and-desist orders.***

6.73 The concept of the compliance notice (or demand notice or enforcement notice)
is well known in New Zealand in other contexts, and appears in a number
of statutes. They include our employment legislation,**® finance and market
legislation,’% health legislation,*” the Resource Management Act 1991,
the Education Act 1989, the Public Transport Management Act 2008, and
the Hazardous Substances and New Organisms Act 1996.%! Even though
the contexts of some of these Acts no doubt differ from the Privacy Act,
they demonstrate that there is nothing constitutionally unusual about such a
power in a regulator. Closer to the subject matter is the Public Records Act 2005,
which concerns information handling just as the Privacy Act does: under that
Act the Chief Archivist has specific powers to direct government agencies on
certain matters.**? Even the Privacy Commissioner already has such a power,
although it is confined to one situation: as a result of an amendment to the
Privacy Act in 2010, the Commissioner can issue notices prohibiting the transfer
of information overseas.*® It would be a strange irony if the Commissioner had
such a power to protect overseas persons yet not to protect New Zealand citizens.

394 International Association of Privacy Professionals “Data Protection Authorities: 2010
Global Benchmarking Survey: Executive Summary and Findings” (2010) at 12.

395 Employment Relations Act 2000, s 224; Holidays Act 2003, s 77; Volunteers Employment Protection
Act 1973, s 14Z0Q.

396 Securities Marketing Act 1988, ss 34, 36YD, 36Z0; Takeovers Act 1993, s 32; Insurance (Prudential
Supervision) Act 2010, s 106; Commerce Act 1986, ss 53ZD, 74A; Financial Advisers Act 2008, ss 49, 73.

397 Health and Safety in Employment Act 1992, s 39; Health Act 1956, s 69ZZH.
398 Resource Management Act 1991, ss 322, 329.

399 Education Act 1989, ss 35], 255A.

400 Public Transport Management Act 2008, s 44.

401 Hazardous Substances and New Organisms Act 1996, s 66.

402 Public Records Act 2005, ss 31, 37, 39.

403 Privacy Act 1993, s 114D.
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6.75

6.76

6.77

A majority of the submitters to our issues paper supported a power to issue
compliance notices. However, a significant minority did not. This minority
comprised some large agencies in both the public and private sectors. Their main
arguments are as follows.

First, some believed that the power to issue compliance notices would change
the culture of OPC, and the way it is perceived by agencies. It would become an
“enforcer” rather than a “persuader”. Yet there is nothing inconsistent about a
regulatory agency having a mixture of persuasion, negotiation and enforcement
powers. In such an “enforcement pyramid” model,** the compliance order
stands at the top of the pyramid to be utilised only when the other modes of
resolution have failed. It would be a “last resort” power. We do not think that it
would make OPC a different kind of office, although it might to some extent
change the way it is perceived.

Secondly, as we have noted above, a compliance notice could be triggered in a
number of ways, among them an audit. But it could also be triggered by
a complaint. There is, no doubt, a distinction between the resolution of a
complaint between the parties and the issuing of a compliance notice to correct
an underlying problem. The recompense provided to the individual complainant
for any harm suffered would be separate and apart from the notice to cease or
change the practice in question. It may even be that the matter that is the
subject of the notice might not have been the subject of the complaint, but may
have been discovered in the course of investigating it. But that distinction may
be too subtle for some, who will see a compliance notice as a possible outcome
of a complaint. This might change the perception of the complaints process.
It may lead to a less cooperative and more adversarial attitude from the start,
particularly when the agency complained against is represented by a lawyer.
Sir Bruce Slane supported such a power, but he was concerned about precisely
this point. He said:

It should be acknowledged that when the Commissioner does more than give an
opinion, there may be less co-operation with the investigative process. Knowing that
the outcome was not binding did, in my opinion, lead to co-operation and there were
fewer lawyer-driven blocking attempts than might otherwise have been mounted.

However, while there may be a more adversarial attitude in some cases, we think
it is just as likely that in others the existence of such a reserve power may lead
agencies to be more willing to reach a settlement. Furthermore, in the great
majority of complaints the possibility of a compliance notice will simply not be
an issue: they will proceed to settlement exactly as they do now.

404 For a discussion of the “enforcement pyramid” concept, see Ministry of Consumer Affairs Review of the

Redress and Enforcement Provisions of Consumer Protection Law (2005) Part 2; Australian Treasury
Review of Sanctions in Corporate Law (2007) at [1.21]-[1.32].
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CHAPTER 6: Complaints, enforcement and remedies

6.78 Thirdly, a number of submitters questioned the need for such a power, saying
that there is presently no evidence of systemic failure which would justify
the existence of compliance notices. We are satisfied that this is not the case.
We have already referred to some of the examples given to us by the Privacy
Commissioner.*%

679 Fourthly, the Privacy Commissioner is one of a group of regulatory authorities
which operate a complaints system without power to issue enforcement notices.
The others include the Human Rights Commission, the Health and Disability
Commissioner, and the Ombudsmen. So the Privacy Act is part of a wider model
relying on mediation, persuasion and settlement. It may be asked, if these other
agencies have no directive power, why should the Privacy Commissioner have
such a power? Why is privacy different from the other rights-type issues with
which these other offices deal?

680 In relation to the Ombudsmen it is not quite right to say that they have no
directive power: in relation to Official Information Act, an Ombudsman’s
recommendation to release information creates a duty to comply (albeit one
which can be “vetoed” by the Governor-General in Council).** In relation to the
Ombudsmen’s other functions, they exist only in relation to government
agencies, and non-compliance can be sanctioned by an Ombudsman reporting
the matter to the Prime Minister, and making a report to Parliament. These are
strong sanctions.

681 As to the Human Rights Commission and the Health and Disability
Commissioner, one answer may be that the Privacy Commissioner has to deal
more often with large organisations where non-compliance can prejudice
thousands of people. But another may simply be that those other Commissions
would also benefit from such powers.

6.82 Fifthly, it may be argued that since the Tribunal already has power to make what
are effectively compliance orders, a restraining order under section 85(1)(b) and
an order to remedy an interference under section 85(1)(d), there is no need for
a power in the Privacy Commissioner. But these orders, while valuable and
potentially far-reaching, are usually dependent on a complaint. More importantly,
cases can sometimes take a long time to be heard by the Tribunal; sometimes
urgent action is necessary to stop an abuse. A compliance notice process is more
straightforward and less expensive.

683 We have considered this matter with care, and have reached the clear conclusion
that the Privacy Commissioner should have the power to issue compliance
notices. We so recommend. We envisage that such notices will be infrequent and
will be a fall-back measure when a request to comply has failed.

405 Above at [6.64].
406 Official Information Act 1982, s 92.
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Implementation

6.84

6.85

6.86

The details of a new compliance notice system will need to be spelled out in the
legislation:

The Privacy Commissioner should have power to issue such notices in respect
of any breach of the Act, whether of the privacy principles or of a substantive
provision of the Act (such as the obligation to appoint a privacy officer in
section 23 and the obligation to take precautions to correctly identify
requesters in section 45).

Matters to be taken into account before exercising the power should be
specified, although the list need not be exhaustive. They should include such
matters as the other measures which have been taken, or might be taken,
to obtain compliance; whether the agency has taken a cooperative approach;
the likelihood of recurrence; the number of people who might be affected by
the breach; and the extent of the non-compliance. The occurrence of harm
should not be a prerequisite, for sometimes the advantage of a notice can be
that it will prevent the occurrence of harm.

Notices should be able to be issued in relation to matters discovered as the
result of a complaint or in any other way.

The agency should have the right to be heard before a notice is issued,
whether by written or oral submission.

There should be a right of appeal to the Tribunal against the issuing of a
notice.

The Commissioner should have a discretion to publish the fact that a notice
has been issued.

The next question is what sanctions there should be for non-compliance with
a notice.

There are three options. The first is to provide that the notice immediately
imposes an obligation to comply, and that non-compliance is an offence
punishable by a fine. That would be equivalent to the power to issue an
injunction with immediately binding effect. If the respondent wished to appeal
the notice, it would have to request at the same time a stay of the otherwise
immediate effect of the notice. The second is to provide that in the case of non-
compliance with a notice, the Privacy Commissioner could apply to the Tribunal
for an enforcement order. Non-compliance with the order would then constitute
an offence. This is the model used, for example, in the Public Transport
Management Act 2008.%°" But it seems cumbersome in this context, and would
effectively mean that the notice was little more than a warning. In urgent matters
it would be unsatisfactory. The third option takes a middle way between the
other two. It is the solution we put forward in the issues paper, and we continue
to support it. The compliance notice would specify a time within which it could
be challenged in the Tribunal. If not challenged within that time, it would
become enforceable. If challenged, the matter would be considered by the
Tribunal; the notice would either be disallowed, or issued as a Tribunal order.
There are analogies with abatement notices under the Resource Management

407 Public Transport Management Act 2008, ss 44, 45.
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CHAPTER 6: Complaints, enforcement and remedies

Act 1991%%® and demand notices under the Employment Relations Act 2000.4%
There is a precedent in the Victorian privacy legislation.*’® Once the notice
became enforceable or was embodied in a Tribunal order, non-compliance would
be an offence punishable by a fine. We recommend this option. The legislation
should set the fine at an appropriate level. That prescribed in the 2010
amendment in relation to transfer prohibition notices is $10,000, whereas the
standard fine for other Privacy Act offences (set in 1993) is $2,000.

687 We think it would also be most helpful if the Privacy Commissioner published
a protocol for how the power will be used. We would expect that protocol to
emphasise that the compliance notice is a last-resort power, and that it is not
expected that it will be frequently used.

RECOMMENDATION

R63 The Privacy Commissioner should have power to issue compliance notices.
The Act should provide as follows:

The power should lie in relation to breaches of the information privacy
principles or any other statutory duty imposed by the Act.

The matters to be taken into account before making an order should
include:

other possible means of securing compliance;

whether the agency has been cooperative;

the likelihood of recurrence;

the number of people who might be affected by the breach; and

the extent of the non-compliance.
Notices should be able to be issued in relation to matters discovered as the
result of a complaint or in any other way.
The agency should have the right to be heard before the issue of a notice.
There should be a right to challenge the notice in the Human Rights Review
Tribunal.
If the right of challenge is not exercised the notice should become
enforceable; if the right of challenge is exercised and does not succeed,
the Tribunal should issue an enforcement order.
The Commissioner should have a discretion to publish the fact that a notice
has been issued.
Non-compliance with an enforceable notice should be an offence under
the Privacy Act.

408 Resource Management Act 1991, ss 322, 325.
409 Employment Relations Act 2000, ss 224, 225.
410 See Information Privacy Act 2000 (Vic), ss 44, 48.
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A power of audit

6.88

6.89

6.90

6.91

6.92
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Currently, by virtue of section 13(1)(b) of the Privacy Act, the Commissioner
can conduct a privacy audit of an agency if the agency requests it. This provision,
which has been in the Act from the beginning, is some recognition that audits
have value in promoting compliance. However, there have been no requests in
the life of the Act to date, and therefore no audits. The question is whether the
Privacy Commissioner should have power to require audits.

In this electronic age, large agencies deal with masses of information about
people. Sometimes that information is shared with others; sometimes its
processing is outsourced. If security and information-handling practices are poor,
there is a real risk of detriment to the people involved. It is in the interests of
everyone, including the agency itself, to have sound systems.

In our earlier discussion of the complaints-driven system,*!! we noted its
shortcomings. It operates after the event rather than being preventative;
a complaint may deal only with a small aspect of what may be a wider systemic
failure; even though non-compliance may be suspected, no complaint may yet
have been received. We noted above some examples of cases where the
complaints system has been inadequate to deal with non-compliance.

A power of audit would enable the Commissioner to be proactive in promoting
compliance with the Act without having to wait for a complaint. The existence
of such a power would be an incentive to agencies to comply with the Act. There
is nothing like the prospect of an audit to ensure that proper standards are
maintained. Moreover, audit is an educative tool: it raises awareness of good
practice among agencies and their staff. The United Kingdom Information
Commissioner has recently said: “Audit, I believe, has a key role to play in
educating and assisting organisations to meet their obligations.”*!?

A system of mandatory audits exists in most analogous jurisdictions, although
its application to the private sector is not universal.*’* In Canada, the Privacy
Commissioner has power to conduct audits of both public and private sector
organisations. The Australian Privacy Commissioner has power to audit
public sector organisations. Currently, the Australian Privacy Commissioner can
audit a private sector organisation only on request, but the ALRC has
recommended that the power of mandatory audit be extended to cover the
private sector; the Australian Government in its first-stage response has accepted
that recommendation.** Until recently, the UK Information Commissioner only
had power to conduct audits by consent, but in 2009 was given power to issue
an “assessment notice” to a government department or other agency designated
by order of the Secretary of State.*’® The United Kingdom Information
Commissioner has recently issued a code of practice for these assessment
notices, providing the framework for how the ensuing audits will be conducted.

See above [6.63].

Information Commissioner’s Office (UK) Assessment Notices Code of Practice (April 2010) at 1.
For discussion of the overseas position see Issues Paper at [6.77]-[6.84].

For Your Information at 1585-1588, R47-6; Enhancing National Privacy Protection at 87.

Data Protection Act 1998 (UK), ss 41A-41C.
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CHAPTER 6: Complaints, enforcement and remedies

He notes that, while currently his audit powers extend only to government
departments, “it is entirely reasonable to expect” that where the evidence
supports it he will seek to extend his powers to the private sector.*!

693 In New Zealand, the Privacy Commissioner already has certain powers which
might be described as analogous to audit. In the case of information matching,
internal audits are used as part of the process of granting authorisation;
moreover, every five years a matching programme must be reviewed.*”
It is likely that, if the Law Commission’s proposals for information sharing*®
are accepted, there will be a similar review role for the Commissioner. There
are also audit provisions in the Credit Reporting Privacy Code: it requires
credit reporters to undertake compliance checks.*'® We also draw attention
to section 69 of the Privacy Act: it empowers the Commissioner to undertake
an “own motion” investigation of “any action that is or appears to be
an interference with the privacy of an individual”. This power does bear some
relationship to audit, although it is an investigation of an action rather than of
systems. It is not often exercised.

6.94 Powers of audit or inspection (other than standard financial audits) are not
unknown in other New Zealand legislation. They exist in some health,*?°
education*?! and consumer*?? legislation. Some of the powers conferred in these
other acts even involve powers of entry and possession of documents, going
much further than is necessary in the present context. However, one example
which is more closely analogous to the present context is the Chief Archivist’s
audit duty. Section 33 of the Public Records Act 2005 provides:

33 Independent audits of public offices

(1) As soon as is reasonably practicable after the date that is 5 years from the
commencement of this Act, an independent audit of recordkeeping practices must
be carried out in every public office.

(2) The Chief Archivist must commission and meet the costs of each audit, which
must-

(a) cover the aspects of recordkeeping practices specified for the purpose of the
audit by the Chief Archivist; and

(b) be based on criteria developed by the Chief Archivist.

695 There is provision for a further cycle of audits at intervals of between 5 and 10
years. It is not easy to see why a privacy audit is inappropriate while a general
audit of record keeping is: privacy is about information handling too.

416 Information Commissioner’s Office (UK) “Data Protection Regulatory Action Policy” (10 March 2011) at 1.

417 See appendix 2; also Office of the Privacy Commissioner Information Matching Compliance Auditing
Information Pack (Wellington 2008).

418 See appendix 1.
419 Credit Reporting Privacy Code 2004, rr 5, 8, 11, and sch 3.

420 Health Practitioners Competence Assurance Act 2003, s 124; Health and Disability Services Safety Act
2001, s 32.

421 Education Act 1989, s 325.
422 Motor Vehicle Sales Act 2003, ss 124, 125; Weights and Measures Act 1979, s 28; Food Act 1981, s 8ZV.
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The question, then, is whether in addition to the power to conduct audits on
request, the Privacy Commissioner should have power to require audits to be
undertaken. We put the question in our issues paper, and it divided submitters.
Eight gave unqualified support; eight, while not opposing mandatory audits,
expressed some concerns; eight opposed the proposal. Most of the supporters
were from the public sector and most of the opponents from the private sector,
although that division was not absolute: there were members of the “other”
category in both sets of submissions. The arguments against the proposal were
clearly stated in the negative submissions.

First, it was said, audits are unnecessary: there is no evidence of systemic
problems and the commercial sector is already incentivised to comply. Yet, from
time to time the media carry stories of apparent systems failures which have
allowed information to escape into unauthorised hands,*** or of questionable
collection practices.**

In a follow-up to one of these breaches, the Dominion Post reported:**®

The breach has prompted internet security experts to warn of the “invisible threat” of
personal security breaches, with research showing that at least 500 New Zealand
websites are susceptible to the most basic security attack.

In her Annual Report for 2010, the Privacy Commissioner drew attention to
“significant health information privacy issues” around certain health records.
She also said:**¢

Our follow-up survey on the use of portable storage devices by government agencies
showed generally improved security around their use but some key agencies still need
to improve their practices.

It would, indeed, be remarkable if all agencies had information handling practices
which were beyond improvement.

Secondly, it was said that there could be adverse reputational effects for agencies
selected for audit. The knowledge that an agency had been selected for audit,
even under a random audit system, could create a stigma. The fewer audits there
were, the more this would be so. While this risk cannot be discounted, we do
not think it is a serious one. Observers generally do not equate investigation with
“guilt”, and in any event a privacy audit does not carry the same implications as
an investigation for, say, fraud.

Susie Nordqvist “Telecom Data Breach Prompts Warning” New Zealand Herald (Auckland, 18 January
2011) < www.nzherald.co.nz >; Amanda Fisher “Security Slips Through the Net” Dominion Post
(Wellington, 31 July 2010) at A6.

Office of the Privacy Commissioner “Google’s Collection of WiFi Information” (press release,
14 December 2010); New Zealand Medical Association “Patient Notes — Clarity for Insurers and
Doctors” (press release, 29 June 2009).

Fisher, above n 423.

Office of the Privacy Commissioner Annual Report, above n 352, at 10.
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CHAPTER 6: Complaints, enforcement and remedies

6.102 Thirdly, it was again said that the acquisition of an audit role could affect the
way in which OPC is perceived: its taking on a quasi-“enforcer” role could
prejudice its continuing function as a facilitator. We have at other places in
this chapter given our reasons for doubting whether that would be so. Nor is
it really correct that audit is an enforcement role: it is at least as much an
educational and facilitative one.

6.103 The fourth argument against an audit power is simply that audits can be
time-consuming and resource-intensive for both the auditor and auditee.
They can direct attention away from core business. That is true, and is
a reason for ensuring that the power should be used sparingly, selectively
and for good reason. It is not a reason for not conducting audits at all. It is
in agencies’ interests to manage the personal information that they hold well.
The costs of conducting audits must be weighed against the costs of non-
compliance with the Act; for example, economic losses for businesses that lose
customers’ loyalty due to poor privacy practices. There is also a cost in the
resources required for the Privacy Commissioner to handle complaints,
and this cost could be avoided if audits can reveal non-compliance before
a complaint eventuates.

Conclusions on audit

6.104 We think a case is made out for giving the Privacy Commissioner power to
require audits. The arguments in favour outweigh those against. The legislation
would need to provide for a number of key matters.

6.105 First, who would conduct the audits? That question obviously raises issues of
resourcing and capability. We think that it would be best to give the Privacy
Commissioner power to decide whether, in a particular case, the audit should
be undertaken by OPC; whether another organisation should be commissioned
to do so; or whether the agency in question should be required to conduct a
self-audit and report to the Commissioner. It might be possible in some
instances to combine the audit with another: for example, an audit of a
government agency under the Public Records Act.

6.106 Secondly, an audit might be of the whole of an agency’s information-handling
systems, or of only one or two aspects: for example, its collection practices.
One would expect the Privacy Commissioner to be conscious of the resource
implications when deciding how extensive an audit should be.
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6.108

Thirdly, what would trigger an audit? One could specify no criteria in the Act,
but leave it to the Commissioner’s discretion to decide whether an audit was
appropriate. That has some attractions: it would be less likely to have an
adverse effect on an agency’s reputation than if the threshold was, say,
reasonable grounds for suspecting non-compliance. It would also enable the
Privacy Commissioner to be proactive and encourage cross-sectorial
compliance. But we are reluctant to confer an unconstrained power to conduct
audits at random. It could lead to allegations of waste of resources, especially
in cases where it was not immediately apparent to an agency why it had been
selected. So, taking into account resource considerations, we prefer a
constrained power: a power to conduct audits for good reason. Such reasons
could be:

(a) that there are reasonable grounds to believe that an agency’s systems are
not adequate to protect privacy;

(b) that an agency or agencies are involved in the handling of particularly
sensitive information (for example, health information); and

(c) that an agency is engaging in a new and relatively untested practice
(such as biometric testing).

No doubt the Privacy Commissioner would also be influenced by considerations
of cost. The state of the economy would be a factor in both the number and
type of audits.

Fourthly, there is an issue of whether audits should cover both the public and
private sectors. There is a stronger case for auditing in relation to the public
sector because it spends public money, and also because competition, which
can create an incentive for good practice in the private sector, is lacking in the
public sector. Moreover, as noted above, there are already going to be
information audits of the public sector under the Public Records Act 2005, and
privacy audits are of a kind with those; they could even be conducted jointly
with them. As we have seen, in some other jurisdictions audits are confined
to the public sector. Nevertheless, both private and public sectors are subject
to the Privacy Act, and its range of enforcement measures, as a whole.
Moreover, some private-sector bodies deal in sensitive personal information
which needs to be particularly carefully guarded. We therefore think the power
of audit should apply to both sectors.
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CHAPTER 6: Complaints, enforcement and remedies

6.109 Fifthly, there is a question of what powers would be needed. There would need
to be a power to obtain information, so the current powers to require the
production of information and to question witnesses would need to be extended
beyond the areas to which they are currently confined.**” Overseas experience
indicates that audits are best used as an educative tool rather than a punitive
one, so a report on the audit should be given to the agency. However, there
should also be a discretion in the Commissioner to make the findings public, to
enable others to learn, although in such a case the Commissioner should have a
discretion whether or not to publish the agency’s name.*® The Privacy
Commissioner will need to write a protocol for audits in which the notice to be
given, the process to be followed, and the consequence of audit are clearly stated.
The Code of Practice recently issued by the UK Information Commissioner might
be a useful precedent. Among the consequences is the possibility of a compliance
notice; the protocol should make that clear.

RECOMMENDATION

R64 The Privacy Commissioner should have power to require audits of agencies.
This power should have the following features:

The Privacy Commissioner should have power to undertake such audits

personally; to commission another organisation to do so; or to require an

agency to conduct a self-audit and report the results to the Commissioner.

The Privacy Commissioner should have power to require an audit for good

reasons. Among the good reasons might be:

(a) that there are reasonable grounds to believe that an agency’s systems
are not adequate to protect privacy;

(b) that an agency or agencies are involved in the handling of particularly
sensitive information (for example, health information); and

(0) that an agency is engaging in a new and relatively untested practice
(such as biometric testing).

The power of mandatory audit should apply to both the public and the

private sectors.

The Privacy Commissioner should have appropriate powers to investigate,

guestion persons and require information.

The report on an audit should be given to the agency in question, but there

should be power in the Privacy Commissioner to publish the findings more

widely.

RECOMMENDATION

R65 The Privacy Commissioner should issue a protocol of the processes to be
followed for conducting an audit.

427 See Privacy Act 1993, ss 22 and 91.

428 The Commissioner would also have to comply with Privacy Act 1993, s 120, which provides that adverse
comment should not be made about a person in a report unless that person has had an opportunity to
be heard.
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NEW OFFENCES 6.110 The issues paper noted that the Act is enforced primarily through civil remedies
rather than the criminal law. We have just recommended, in the discussion of
compliance notices, a further role for the existing offence provisions.** We now
examine the possibility of including two new offence provisions. Both were
discussed in the issues paper.*3°

6.111 The first is an offence of intentionally misleading an agency by:

(a) impersonating the individual concerned; or

(b) misrepresenting the existence or nature of authorisation from the individual
concerned;

in order to obtain that individual’s personal information or to have that personal
information used, altered or destroyed.

6.112 This addresses the growing problem of “pretexting”. We understand that
worrying practices have been exposed overseas, involving systematically
misleading agencies to obtain personal information, which may then be traded.
Currently, an individual whose personal information has been exposed may
be able to complain against the agency for disclosing the information, but there
is no sanction against the person who engaged in deception to obtain personal
information.

6.113 The second proposed offence is knowingly destroying documents containing
personal information to which the individual concerned has sought access
in order to evade the access request. This is to deliberately deny people
their entitlements. In such a situation the complaints process is ineffective,
given that the information no longer exists.

6.114 There was unanimous support for these new offences from 19 submitters,
although the Police support was in principle only, and they wish to reserve final
judgment until details are settled.

6.115 We recommend these two new offence provisions.

RECOMMENDATION

R66 There should be new offences of:

(@) Intentionally misleading an agency by impersonating an individual or
misrepresenting an authorisation from an individual in order to obtain that
individual’s personal information, or to have that information used, altered
or destroyed.

(b) Knowingly destroying documents containing personal information to which
a person has sought access.

429 Above at [6.86], R63.
430 Issues Paper at [8.86]-[8.88].
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CHAPTER 6: Complaints, enforcement and remedies

THE 6.116 The issues paper raised a question of whether there should be any change in the
OMBUDSMEN'S Ombudsmen’s jurisdiction in relation to OPC.*!
ROLE

6.117 A concern was expressed that while Ombudsmen’s investigations are normally
concerned with process, an investigation could in theory get into substantive
matters by holding that an opinion of the Commissioner involved a mistake
of law. The fear was that the Ombudsmen might substitute their view for
that of the Commissioner. The Ombudsmen’s submission made the point that
any recommendation they might make is not binding:

Should the Privacy Commissioner decide not to accept the outcome of an
Ombudsmen’s investigation then no doubt the Commissioner would have her own
good reasons for such a decision. Where there are good reasons for a difference of
opinion on matters of fact and law, we are unaware of any case in the history of the
Office that an Ombudsmen has formed an opinion on those issues.

There was little support in other submissions for change. All Crown entities are
subject to the Ombudsmen’s jurisdiction. It is hard to make a case for an OPC
exemption when the Human Rights Commission, the Health and Disability
Commissioner and the Office of Film and Literature Classification are so subject.
We support the status quo.

CONCLUSIONS  6.118 In our view the recommendations in this chapter will, if implemented,
improve the present system, and meet the objectives of reform we outlined at
paragraph 6.21.

6.119 The removal of the Director of Human Rights Proceedings from the process, and
the power in the Privacy Commissioner to make determinations in access cases
should simplify the present processes, reduce delay, and make matters easier to
understand for agencies and the public alike. The clarification of representative
complaints should enable some systemic non-compliance to be dealt with more
efficiently than it now is. The proposed power of audit will enable systemic
non-compliance to be discovered and corrected. The proposed power in the
Privacy Commissioner to issue compliance notices will give the Commissioner
more effective power to deal with non-compliant agencies, and will detach
effective enforcement from the complaints process. A process which is entirely
complaints-driven is of its nature a lottery: some big issues may not result in
complaints, whereas smaller, even trivial, matters without general implications
may result in too many complaints. A system where persuasion and conciliation
are the first step and an enforceable directive a possible end-point gives access
to a range of measures appropriate to varying degrees of non-compliance.

6.120 We repeat the conclusion we expressed in our issues paper.**> We see the key
advantages of our proposals as streamlining the system and making it more
efficient, promoting compliance with the Act, assisting the Commissioner’s office
to focus enforcement methods more effectively, and improving public
understanding of the system.

431 Issues Paper at [8.90]-[8.92].
432 Issues Paper at [8.68].
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FIGURES: Figures 1 and 2 are simplified depictions of the current and proposed complaints
CURRENT AND processes. Only those outcomes that result in further steps in the process are
REFORMED shown. Outcomes that involve no further action, such as a settlement being
COMPLAINTS reached or a complainant deciding not to proceed, are not shown.

PROCESSES

FIGURE 1: CURRENT COMPLAINTS PROCESS
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CHAPTER 6: Complaints, enforcement and remedies

FIGURE 2: REFORMED COMPLAINTS PROCESS
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