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The Higher Education Opportunity Act (HEOA), enacted in August 2008, placed
new obligations on colleges and universities in several domains, including copyright
protection. On October 29,2009, the Department of Education released its final
regulations on the implementation of these new requirements. The regulations become
effective on July l, 2010. We are attaching to this memorandum relevant excerpts from
tl-re Act and the regulations.

The new requirements will spur many colleges and universities to examine and
modify their existing copyright policies, statements, and procedures. We are writing this
memo in order to encourage our clients and friends to institute policies that not only
comply with the law but also further the institution's own views about its academic
mission and responsibilities.

The Recording Industry Association of America (RIAA) and the Motion Picture
Association of America (MPAA), which lobbied for the new requirements, may be
expected to suggest aggressive approaches to compliance, based on their understandably
strong desire to combat illegal peer-to-peer file sharing. But RIAA's and MpAA's
campaign against file sharing has sometimes smacked of overkill (witness the RIAA's
now-abandoned campaign of in terrorem lawsuits against college students). College and
university administrators may be tempted to follow the RIAA and MpAA
recommendations, if only as the path of least resistance. But we want to emphasize that
the statute and regulations do not require a lock-step response and that they provide each
college and university with a substantial degree of discretion in fashioning its response.
The Higher Education Opportunity Act thus provides educators with an opportunity for
making their own considered decisions about copyright education.

' Igor Helman, a third-year student at Boston College Law School, assists in our oflfice and helped to
prepare this memo. Before law school, Igor was a computer science major at Brown University and
worked for six years in the field of software development.
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Overview of the New Requirements

The HEOA and regulations require colleges and universities (1) to notify students
annually about institutional policies and potential liability for copyright infringement,
including peer-to-peer file sharing, and (2) to develop and certify plans for combating the
unauthorized distribution of copyrighted material, including through the use of "a variety
of technology-based deterrents. "

I. Annual Notice to Students

To remain "eligible institutions" for student loan and assistance programs under
the Higher Education Act, colleges and universities are now required to provide an
annual notice to students that describes institutional policies and sanctions related to
copyright infringement. The disclosure must include the following:

(a) a statement that informs students that unauthorized distribution of
copyrighted material, including unauthorized peer-to-peer fi le sharing,
may subject the students to criminal and civil penalties.

(b) a summary of the penalties for violation of federal copyright laws.
(c) a description of the institution's policies, including disciplinary actions,

with respect to unauthoizedpeer-to-peer file-sharing.

Colleges and universities will have to examine and, in some cases, revamp their
existing notices, in order to comply with the regulations. The notices may be sent by
mail or email, and may be included as part of larger sets of rules and regulations that are
sent to students.

One example of such an "Annual Copyright Compliance Letter," recently sent by
the university of Southern califomia to its students, can be found at
r.vr.vr,r,.usc.eduiits/copyrightlletter. Although the USC letter undoubtedly complies with
the new regulations, it reflects USC's particular take on copyright education. It focuses
on the RIAA's and MPAA's efforts to monitor and combat illegal file-sharing. (Perhaps
that's because so many of the recording companies and movie studios are USC's Los
Angeles neighbors). The USC letter has little to say about copyright outside the realm of
file sharing or about the doctrine of fair use. Other colleges and universities may wish to
make different decisions about the content of the notices to students, consistent with each
institution's own educational philosophy and goals.

2. Combating lllegal Peer-to-Peer File Sharing

The HEoA and regulations require each institution to certify that:

(a) it has developed and implemented written plans "to effectively combat
the unauthorized distribution of copyrighted material by users of the
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institution's network, including through the use of a variety of technology-
based deterrents," and that
it will, "to the extent practicable, offer altematives to illegal downloading
or peer-to-peer distribution of intellectual property, as determined by the
institution in consultation with the chief technology officer or other
designated officer of the institution."

In its comments on its new regulations, the Department of Education indicates
that the required technology-based component may include such technologies as
bandwidth shaping, traffrc monitoring to identify the largest bandwidth.rrirr, a vigorous
program of responding to Digital Millennium Copyright Act (DMCA) notices from
copyright owners, and a variety of commercial products designed to block or reduce
illegal file-sharing.z The regulations make clear that although the institution must
periodically review its plans to combat unauthorized distribution of copyrighted material
by users of the institution's network, "no particular technology measures are favored or
required for inclusion." Moreover, the regulations acknowledge the institution's need to
ensure that any such plans do not "unduly interfere with educational and research use of
the network."

The regulations also give the institution considerable discretion in the way it
responds to the HEOA mandate to provide legal alternatives to illegal downloading..to
the extent practicable." The institution is required to review periodically such..legal
altematives" and to make information about such alternatives available to students. But
the actual offering of any such legal alternatives remains to be "determined by the
institution." It is clear that HEOA does not require colleges and universities io offer
students free music or videos through legal channels.

The Opportunity: Better Education About Copyright

Although the HEOA and the new regulations may create new burdens for colleges
and universities, we think it also provides an opportunity. As noted above, the Act and
regulations leave institutions of higher education with a great deal of discretion. By
prompting institutions to re-examine their copyright policies and procedures, HEOA may
help the institutions to formulate policies that not only deter copyright infringement but
also educate students, faculty, and staffabout the purposes ofcopyright in a free society.

In this spirit, here are just a few of the questions that colleges and universities
may want to consider as they respond to HEOA in the realm of copyright protection:

(b)

(c)

' Several companies have developed products aimed at preventing unauthorized peer-to-peer file sharing of
copyrighted matcrials. As an example (and not an endorsement), Audible Magii's CopySense Network
Appliance aims to provide comprehensive control over peer-to-peer usage on a univeriity's network. The
product attempts to identify and block illegal file-sharing while allowing legitimate peer-to-pe", uses to
continue.
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o Should the annual copyright notice be addressed and sent only to
students, or to the entire college or university community?

The Act requires only that you notify your students. But your faculty and staff
may need copyright education, too. As anecdotal evidence of this need: Recent postings
on NACUANet suggest that some professors believe that student papers and student arf
work can be freely used by the professors or the college without permission, for their own
educational purposes. This view seems to reflect a double standard that has no basis in
copyright law.

. Should the notice restrict itself to peer-to-peer file sharing or should it
discuss copyright compliance more broadly?

The Act and regulation do not require an exclusive focus on peer-to-peer file
sharing. In our view, the notice should not overemphasize file sharing at the expense of
other concerns. If we end up conveying the impression that copyright law is mainly
about file sharing, we will have done our students a disservice. There may be particular
areas of concern, in addition to file sharing, that you may wish to highlight in the notice.
For example, some colleges and universities have expressed justifiable concem about
companies like CourseHero.com that encourage students to post course materials (such as
syllabi, lecture outlines, and tests) for consumption not only at the students' own
institution but also by students at other colleges. You may want to inform your students
that such course materials are protected by copyright, and can be posted only with the
professor' s and./or college's permission.

c Wat should you tell your students aboutfair use?

The Act requires you to inform your students about the potential civil and
criminal liabilities for copyright infringement (which can at least theoretically include jail
time). But if colleges are to tell their students about liability for infringe-.ni, we think
they should also give more than lip service to the doctrine of fair use, which is central to
the academic enterprise. Under the fair use provision of the Copyright Act, the fair use of
copyrighted material for such purposes as criticism, comment, news reporting, teaching,
scholarship, and research is not an infringement. Without fair use, we wouldhave a hard
time teaching or learning at all. Deciding whether particular uses are "fair" is a highly
fact-specific and often subtle inquiry. But although the inquiry is subtle, an important
part of copyright education is to explain how the fair use provision strikes a vitit balance
between copyright protection and free expression.
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o Do the "technological deterrents" that are considered respect the
values of academic freedom and individual privacy?

In considering "technological deterrents," instifutions of higher learning should
consider not only the technological effectiveness of particular techniques but also their
possible unintended effects, both positive and negative. For example, traffic monitoring
may be valuable not only in detecting illegal file sharing but also in protecting network
resources for the entire university community. At the same time, however, particular
approaches to identifying the highest bandwidth users might give administrators more
access than they need to the content of students' (and, for that matter, faculty and staff
members') communications. Moreover, some such approaches could take on a Big
Brother quality that is inconsistent with the college's values.3

The questions to be asked and the answers to them may not be the same for all
colleges and universities. In our view, the way that each institution poses and answers
such questions may reflect not only its technological sophistication but also its view of its
educational mission.

we would be happy to discuss any of these issues with you, as well as any other
issues related to copyright policies and procedures.

Zick Rubin
zr:ub i n (Of i ckmb i n. com

(617)96s-942s

Brenda Marshall Ulrich
bulri ch@zickrubin.corn

(6r7)96s-942s

*

O 2009 by The Law Office of Zick Rubin
www.zickrubin.com

You may distribute this memorandum in its entirety to college and university counsel, information
technology and library staff members, and other interested persons.

This memorandum does not constitute legal advice or establish an attorney-client relationship.

' Along these lines, some observers feel that Turnitin.com, a "plagiarism-detection" 
system that many

colleges have adopted, has the unintended negative consequence ofcreating an atmosphere ofsurveiliance
and suspicion.
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Excerpts from the Higher Education opportunity Act of 200g
Relating to Copyright Compliance

[Public Law I l0-315; 122 Stat.3078; Aug. 14, 2008]

20 U.S.C. $f 092. Institutional and financial assistance information for students

(a) Information dissemination activities
(l) Each eligible institution participating in any program under this subchapter and

ffederal work study programs] shall carry out information dissemination activities
for prospective and enrolled students . . . regarding the institution. The information
required by this section shall be produced and be made readily available upon
request, through appropriate publications, mailings, and electronic media, to an
enrolled student and to any prospective student. Each eligible institution shall, on an
annual basis, provide to all enrolled students a list of the information that is required
to be provided by institutions to students by this section . . . . The information
required by this section shall accurately describe-

[Sec. 488 of HEOA amends $ a85(a) (20 U.S.C. g1092(a)) to add the following required
information:]

(P) institutional policies and sanctions related to copyright infringement, including-
(i) an annual disclosure that explicitly informs students that unauthorized distribution

of copyrighted material, including unauthorized peer-to-peer file sharing, may
subject the students to civil and criminal liabilities;

(ii) a summary of the penalties for violation of Federal copyright laws; and
(iii) a description of the institution's policies with respect to unauthorized peer-to-peer

file sharing, including disciplinary actions that are taken against students who
engage in unauthorized distribution of copyrighted materials using the institution's
information technology system.

20 U.S.C $1094. Program participation agreements

(a) Required for programs of assistance; contents
In order to be an eligible institution for the purposes of any program authorized under this
subchapter and [federal work study programs], an institution . . . shall . . . enter into a
program parlicipation agreement with the Secretary. The agreement shall condition the
initial and continuing eligibility of an institution to participate in a program upon
compliance with the following requirements:

6
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[Sec. 493 of HEoA amends g as7(a) (20 u.s.c. gl09a(a)) to add the following
requirement:]

(29) The institution certifies that the institution-
(A) has developed plans to effectively combat the unauthorized distribution of

copyrighted material, including through the use of a variety of technology-based
deterrents; and

(B) will, to the extent practicable, offer alternatives to illegal downloading or peer-to-peer
distribution of intellectual property, as determined by the institution in consultation
with the chief technology officer or other designated officer of the institution.

Excerpts from the Final Department of Education Regulations for the Higher
Education opportunity Act Relating to copyright compliance

34 CFR S 668.14(b). Program participation agreement

[Federal Register, Yol. ] 4,No. 208, p. 55934, Oct. 29, 20091

(b) IBV entering into a program participation agreement, an institution agrees that-]
* { < * x < *

(30) The insti tut ion-
(i) Has developed and implemented written plans to effectively combat the

unauthorized distribution of copyrighted material by users of the institution's
network, without unduly interfering with educational and research use of the
network. that include-
(A) The use of one or more technology-based deterrents;
(B) Mechanisms for educating and informing its community about appropriate

versus inappropriate use of copyrighted material, including that described in
Sec. 668.43(a)(10);

(C) Procedures for handling unauthorized distribution of copyrighted material,
including disciplinary procedures; and

(D) Procedures for periodically reviewing the effectiveness of the plans to combat
the unauthorized distribution of copyrighted materials by users of the
institution's network using relevant assessment criteria. No particular
technology measures are favored or required for inclusion in an institution's
plans, and each institution retains the authority to determine what its particular
plans for compliance with paragraph (b)(30) of this section will be, including
those that prohibit content monitoring; and

(ii) Will, in consultation with the chief technology officer or other designated officer of
the insti tut ion-
(A) Periodically review the legal alternatives for downloading or otherwise

acquiring copyrighted material;
(B) Make available the results of the review in paragraph (bX3OXii)(A) of this

section to its students through a web site or other means; and
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(C) To the extent practicable, offer legal alternatives for downloading or otherwise
acquiring copyrighted material, as determined by the institution[.]

34 CFR $ 668.43. Institutional information

[Federal Register, Yo1. 74,No. 208, p. 55944, Oct. 29, 2009)

(a) [Institutional information that the institution must make readily available upon request
to enrolled and prospective students under this subpart includes, but is not limited to-]
{ . * * * > k

(10) Institutional policies and sanctions related to copyright infringement, includi.rg-
(i) A statement that explicitly informs its students that unauthorized distribution of

copyrighted material, including unauthorized peer-to-peer file sharing, may subject
the students to civil and criminal liabilities;

(ii) A summary of the penalties for violation of Federal copyright laws; and
(iii) A description of the institution's policies with respect to unauthoized,peer-to-peer

file sharing, including disciplinary actions that are taken against students who
engage in illegal downloading or unauthorized distribution of copyrighted materials
using the institution's information technology system.


