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ABSTRACT

The requirement of money to purchase goods and services through Internet
and to make electronic payments has become a major thrust area of financial
transactions. Use of credit-card or debit-card for payments involves the presence
of a third party (bank) at the time of payments, who can use the details of payment
for unwanted purposes. E-cash is the right solution for these concerns. It works in
offline mode therefore, does not require the presence of any mediator during the
payments and reduces the communication overheads over the network.

E-cash promises anonymity, un-linkability, and intractability to its spender
until he is genuine and is not involved in any act of misbehavior such as double-
spending or over-spending. An acceptable e-cash has to reflect all the properties
of real money. There are various models for e-cash offering different properties.

Current transferable e-cash solutions allow a person to spend the cash received
from a payer to buy services from another merchant. However before spending
the person has to contact an observer to refresh the coin. This solution is very
inconvenient. In our work we have proposed a scheme for implementing transfer-
able e-cash that does not require the involvement of any observer during spending.
Our solution works upon coin ownership transfer and is built around the restrictive
blinding and digital signature scheme. We also proposed modifications in existing
e-cash models to reduce their space requirements for suitability to low memory

devices like PDA or smart-cards.
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Chapter 1

Introduction

Electronics has made improvements in every aspect of our daily lives. One such
revolutionary contribution is the development of paper-less operations and trans-
actions. Due to the rapid growth of digital communication and electronic data
exchange, our way of doing commerce has also changed a lot. Electronic payment
systems have turned out to be a smart and convenient way of making payments.
We often use online digital systems such as the Internet to buy or sell things and
card-based systems such as credit cards or debit cards for payments. These activ-
ities require a new kind of realization of money suitable for transfer of funds from

one account to another electronically.

Electronic fund transfer has many advantages over traditional paper currency
notes in terms of speed, reliability, cost and convenience. At the same time, it also
introduces new kinds of challenges. In this chapter we give a brief introduction
of electronic fund transfer systems with focus on offline anonymous untraceable

electronic cash also known as e-cash. Electronic fund transfer can be classified in



to online and offline mode on the basis of requirement of connectivity with the

central server during the payments.

1.1 Online electronic fund transfer

In online system, at the point of sale, the buyer provides his account details along
with the amount of payment to the merchant’s point of sale device. The account
information of the buyer and the seller are sent to the bank along with payment
order. The bank is supposed to have two accounts, one for the buyer and another
for the seller. On verifying the credentials of the buyer, the bank transfers the
said amount to the seller’s account. Usually the account information of the buyer

is carried on a plastic card with a magnetic strip.

The key point in this system is that the user does not carry any information
regarding money on his card. The money is kept with the bank before and after
the payment. If the connection with the bank could not be established then the

user can not make the payment.

Credit card and debit card based payments are examples of this type of fund

transfer.

1.1.1 Disadvantages of online electronic fund transfer

Some of disadvantages of online electronic fund transfer are the following.



1. Connection issues

The bank is required to be present online at the time of payment even during
peak hours which makes the scheme inefficient. Also, if a connection with the

server can not be established then the user can not complete the transaction.

2. User’s spending history

Banks can easily observe and keep track of all the transactions, including
the amount, details of buyer and seller. This information can be used to
compromise the privacy of the user. Also, exposing the credit card number
to the vendor gives it the ability to impersonate the customer in future

purchases.

1.2 Offline electronic fund transfer

In offline electronic fund transfer [20], users carry digital cash, an equivalent to
physical money. The digital cash is used to buy commodities and services and
is obtained by the user from the bank after undergoing through a well defined
withdrawal protocol. At the time of spending digital money, neither the buyer nor
the seller is required to establish any direct connection with the bank. After the
payment, the seller may transfer the digital money to his account with bank by ex-
ecuting a deposit protocol. The deposit protocol need not be followed immediately

after the payment, the merchant can do it at his own convenience.

The key point in this system is the execution of the spending protocol, which is
offline without any involvement of the bank. This offline electronic cash is called

e-cash.



1.2.1 E-cash

E-cash is money in electronic form, stored in a way similar to any other data, such
as audio or video file. The digital representation of e-cash typically contains the
coin identity number, blinded user’s identity and digital signature of the issuer.
A user having the right kind of device can withdraw this money from his bank
in a way similar to withdrawal of paper currency. The user can later spend this
electronic money for purchasing an item from a merchant. At some later point of
time the merchant will have to deposit the values obtained from the user to the

bank for its redemption.

E-cash implements an offline system, meaning that at the time when user is
spending to the merchant there is no need of bank to come in between. This not
only reduces traffic load but also removes the dependence on any communication

device during the spending protocol.

1.2.2 Desirable properties of e-cash

The two most important characteristics of any e-cash system are the following.

1. Off-line

Ideally, no connection with the bank need to be made at the time of spending
e-cash. In other words, the spending protocol must be committed between
the user and the merchant without the presence of any third party.

2. Anonymity
The identity of the user should not be traceable by linking the withdrawal,

4



spending and deposit protocols together in any way. For a genuine pay-
ment, the bank should not be able to figure out who made the payment and
to whom. In addition, the bank should not be able to link two different

payments to the same user thereby protecting the user’s identity.

1.2.3 Challenges in e-cash

Being a data file in the electronic form, it is very easy to reproduce or make
duplicate copies of e-cash. Therefore, there are some well known challenges in this

domain.

1. Double spending

This is the act of spending the electronic cash more than the allowed number

of times (usually one) by the owner of the cash.

2. Colluding of merchants

It may be possible that more than one merchants can combine and form an
illegal group to produce fake double spent cash. This is only possible if they

get enough information across various payments to do so.

1.3 E-cash models

The implementation of an e-cash system is expected to have the characteristic
properties of traditional paper currency note. At the same time it must also
satisfy the requirements of electronic payment systems. Various models have been
proposed to assimilate the properties of conventional cash in e-cash as described

here.



1.3.1 Single-valued coin

In this model the electronic money is realized in the form of virtual coins [16].
All coins are supposed to have same denomination value. Each of these coins are
represented by some electronic data. In this model if a coin represents one rupee
then a person holding Rs. k will have to store a total of k£ coins each being unique
and differentiable from others.

A coin is indivisible, that is, a single coin having unit value can not be broken
down in two part.

A user has to undergo a withdrawal protocol (figure with the bank to
obtain an electronic cash coin. During the payment the user has to undergo a
spending protocol at the sales point with the merchant. The merchant will submit
the coin obtained from the user to bank by executing a deposit protocol. The
bank will verify the values deposited by the merchant and accept the payment
transcript. There are several methods for such protocol. Often, a coin spent once

cannot be spent again without going through a deposit or a renewal process.

BANK

WITHDRAWAL EPOSIT

SPENDING

Y

SELLER

BUYER

Figure 1.1: Single valued coin based e-cash circulation cycle



1.3.2 Multiple face value coin

Representing different face values on a coin can reduce the space requirement to
store a sum of money in the wallet. In this model spending protocol would be
fast because it may require fewer number of coin transfers between seller and the

buyer. There can be two ways to support this model.

1. Coins having different face values

The model resembles with the real life coinage system where coins are avail-

able in different denominations.

For example, if coins having face values Rs. 1, 2, 5 are supported by the
system, then to spend Rs. 3, the user has to spend two coins of face value
of Rs. 1 and Rs. 2. On the other hand, this transaction can also be done by

giving a coin of Rs. 5 to merchant and taking back a coin of Rs. 2.

This model introduces new kinds of challenges to deal with like shortage

of change and transferability of coin, etc.

2. Divisible e-cash

Divisible e-cash implements the mechanism by which the face value of an
e-cash coin can be changed during the spending. It allows to transfer par-
tial face value from one coin to another. By this the e-cash coin can have

arbitrary face values.

In this model when user has a coin of face value Rs. x and he undergoes

the spending protocol with a merchant for Rs. y (y < x) then, after the

7



completion of spending protocol the user is left with a coin having face value

of Rs. (x —y).

1.3.3 Multi-spendable coin

The concept of n-spendable coin implements a coin which has a unit face value
but the coin is allowed to participate in spending n number of times (figure .
Therefore, in total the coin will represent a cumulative value of n units. The values
representing the coin in its data file remain the same after any spending. It is the

responsibility of spender not to spend the coin (n + 1) time.

The protocols ensure that a spender does not spend more than n times without
revealing his identity. Until the spender is fair and he undergoes the spending
protocol only & number of times (k < n) his identity will not be disclosed to the
bank, but as he commits (n + 1) spending with the same coin, the bank will get

enough information to reveal his identity.

1.3.4 Transferable coin

A transferable coin incorporates the property of re-usability from conventional
money. A transferable electronic coin once withdrawn from the bank needs not to
be deposited back in the bank after a single payment. The merchant in turn on

receiving such a coin can spend the same to another merchant.

In the assumption of bound transferability of a coin, let’s define m-transferable
coin as an electronic coin that when withdrawn through the bank by user; can

go up to user,, 1 before it must be deposited to the bank (figure . A usery

8



DEPOSIT

BANK
SELLER, —
WITHDRAWAL
SELLER, —
BUYER SPENDING
SELLER, —

Figure 1.2: Multi-spendable coin withdrawal, spending and deposit protocol cycle

k < m + 1 can deposit the coin to bank or spend it to usery,;, but user,,,; must

deposit the coin to bank.

1.4 Related work

The concept of anonymous offline electronic cash was first introduced by Chaum
using blind signatures and cut-and-choose methodology [10) [I1]. Later, Chaum,
Fiat and Naor [13, 12] demonstrated off-line e-cash construction and laid the foun-

dation for more secure and efficient schemes to follow [1§].

Brands presented a more compact way to represent e-cash using restrictive
blinding with the help of representation problem in groups [4, Bl [7, 6]. Fergu-
son used randomized blinding and polynomials to achieve multi-spendability [16].

Camenisch, Hohenberger and Lysyanskaya presented a way to represent e-cash in

9
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BANK | -~
WIT%DRAWAL
USER, USER, USER3| ... .. .. USER,, 1
| i f | f
SPENDING-1 SPENDING-2 SPENDING-m

Figure 1.3: m-transferable coin withdrawal, spending and deposit protocol cycle

a compact form using pseudo-random variables [3] §].

A scheme for transferable e-cash was introduced by Tewari, Mahony and Peirce
[23] using observer for coin refreshing. Yahya gave another approach to imple-
ment transferable e-cash using secret splitting and a transaction list [27]. Ateniese
used group signature scheme with observers to achieve transferability [2]. Other

valuable contributions to this area are [21], 22 25, 26], 24], 14 [9].

1.5 Overview of our work

1.5.1 Motivation

Offline electronic money is likely to be the mode of holding money in future. With
the advancement of cyber economy, the use of e-cash is going to increase. This kind

of cash should also possess the critical properties of conventional paper currency.

The conventional paper currency notes have the property of offline usability,

untraceable and transferability. Out of them, the transferability property appears

10



to be very critical, it allows a user to withdraw the paper currency money from
the bank which he can spend at any shop. The shop keeper being a buyer to his
distributor, can spend the same paper currency money obtained from the user to
the distributor, and the distributor in turn can further circulate the paper currency

money in same way.

This kind of mechanism is also desirable to be incorporated in electronic money.
We propose a space efficient e-cash protocol to support m-transferability by de-

veloping the concept of coin ownership transfer.

We had also proposed space efficient improvements for single-use, and multi-use

e-coin in their existing models to suite for low memory devices.

1.5.2 Organization of this thesis

The rest of this thesis is organized as follows.

In chapter [2] we provide the description of a signature based scheme to im-
plement e-cash. Starting with the blind signature based e-cash system which
is vulnerable to double spending, a complete scheme free from double spending
anomalies is explained here. In chapter [3] we explain three things, first the
concept of restrictive blinding with the introduction of representation problem in
groups. With the use of restrictive blinding protocol, a compact scheme to imple-
ment single-use e-cash is also presented. Second, we present the implementation
details of n-spendable coin. We explain a polynomial based scheme to achieve n-
spendability along with anonymity of the user and a proposal to reduce its space

requirements. Third, we focus on transferable e-cash. We present a compact, of-

11



fline, unlinkable and transferable e-cash scheme. We discuss the present available
techniques and advantage of our proposed model for such an e-cash system. In

chapter (4] we conclude our work and discuss about its future extensions.

12



Chapter 2

Coin based e-cash

The most accepted model to implement e-cash is based on single denomination
units known as e-coin or just the coins. A coin is an indivisible entity, therefore,
it is not possible to break the coin in parts for obtaining fractional face values out
of it. It is possible to support coins having face values from a pre-defined set, but
for our discussion in this chapter we will restrict ourselves to the coins having unit

face value.

2.1 E-cash coin life cycle
The life cycle of an e-cash coin consists of the following three phases (figure .

1. Withdrawal

A coin is obtained by the user through a process of withdrawal from the
bank. The user first proves his identity to the bank and then requests for
the issuance of coins. The issuance of a coin is committed through the

execution of a standard protocol specific to the e-cash model. User obtains

13



some secure digital value as e-cash coin representation and saves that in his

memory device.

2. Spending

When the user wants to pay using e-cash coins for a purchase at the sales
point, he carries out a spending protocol. Spending is a challenge response
based mechanism where the user partially discloses the secret values of the
coin to the merchant. These partially disclosed value serve two purposes for
the future. Firstly, this makes redemption of a coin possible at the bank
and, secondly this may be used as an identity proof of the user in case of a

misbehavior like double spendingﬂ by the user.

3. Deposit

A merchant, after successful execution of spending protocol, needs to sub-
mit the response values received from the user along with his challenge, to
the bank using a deposit protocol. the merchant is however not required
to submit these values immediately after the completion of spending. The
merchant can do this at his own convenience. After successful completion of
the deposit protocol, the e-coin reaches the bank and is destroyed to avoid
further use. The bank credits the merchant’s account with the destroyed

e-coin face value.

L see also : sectionm
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BANK

WITHDRAWAL EPOSIT

SPENDING

USER

Y

MERCHANT

Figure 2.1: E-cash coin life cycle

2.2 Blind signature scheme

Blind signature scheme refers to a method of obtaining digital signature on a value
not disclosed to signer. In other words, a user can have a secret message on which
he obtains a digital signature from the bank without revealing the message. The
scheme that makes it possible is called blind signature scheme. One of the blind
signature schemes proposed by D. Chaum [10] that uses RSA algorithm [10] is

explained below.

Let’s assume that a user wants to obtain digital signaturd’] from the bank on a
secret message represented as numeric value m. Assume that the bank has RSA

public key as (e,n) and RSA private key as (d,n).

The protocol goes as below.

’Digital Signature on a value m is (((h(m))? mod n) where h() is a one way hash function
and (d,n) is RSA private key of the signer.

15



. User selects a random number r €p Z; ﬂ Where n is the modulus of
the bank’s RSA public key, and Z; is set of integers modulo n without the

identity element.

. User sends h(m) x r¢ to bank. h(m) is one way hash function value for m.

Bank does not gain any knowledge about m or h(m).

d

. Bank computes (h(m).r¢)* using its secret key (d,n) and the received value

h(m).re.

. Value obtained by the user is (h(m).r¢)? = (h(m))%.r¢ = (h(m))%.r. (Since

ed = 1). The computed value is send back to the user.

. User computes inverse of r and multiplies this with the obtained response
from the bank to get ((h(m))4.r).r=t = (h(m))? x rr=t = (h(m))? mod n.

Which is the digital signature on the value m.

2.3 Elementary e-cash protocol

During withdrawal protocol user selects a large random integer A and sends it to

the bank for digital signature on it in blinded manner. The random number A

and the banks signature on it together make a pair (A, sign(A)) which is called

an e-cash coin.

User, during the spending protocol, gives the pair (A, sign(A)) to the merchant.

Merchant verifies the digital signature and accepts the payment. At some later

fLet S be a set, then a € S represent an element a of set S chosen at random according to
the uniform distribution.

16



point of time, the merchant will produce (A, sign(A)) to the bank for its redemp-

tion.

On getting the deposited coin from the merchant the bank will also verify the
digital signature of the coin, and upon successful verification accept the coin and

release the payment to merchant.

2.3.1 Features

In this e-cash scheme, the coin’s identity is randomly picked by the user and
is not disclosed to the bank during the withdrawal protocol. Therefore, if the
user has two e-cash coins with identity numbers A; and A, then after spending
these coins followed by deposit by merchants, the bank gets both of these coin
identity numbers. The bank will not be able to establish that these two coins were

withdrawn by the same user. By this, the scheme achieves unlinkability.

Due to the same fact, the bank will not be able to guess the identity of the user
who generated this coin during withdrawal protocol. By this feature, the scheme

achieves the property of anonymity and non-traceability spending.

2.3.2 Challenges

This approach is very basic and suffers from certain problems. After payment, the
original coin representation still remains known to the spender, therefore the user
after giving the coin to a merchant, can reproduce and spend the same coin with

another merchant. This misbehavior is called double spending.

17



To prevent double spending, the protocol should be designed so that double
spending is discoverable. As long as the coin holder does not spend a coin more
than once, his identity is kept secret but when he spends it twice or more there

would be sufficient information to disclose the identity of the user.

2.4 The protocol

To prevent double spending the representation of a coin requires a change. A
protocol was designed by D. Chaum [I0] where the coin was represented by t
pair of values. Here t is a security parameter. The larger is the ¢ higher is the

probability of catching a double spender.

With this modified representation, the protocol changes as follows.

2.4.1 Withdrawal protocol

To get an e-cash coin the user sends randomly generated 2t pair of values of the

following form to the bank for its digital signature in blinded manner.

(Ula U1 @I)
(’UQ, (%) @[)
(’03, V3 @])

(vor, v @)

Here I is the unique identity of the user that is known to the bank. We can also
think of it as a bank account number of the user. The & operator represents an

exclusive-or operation.

18



Under blind signature scheme to get digital signature on a value v; the user
sends h(v;) X 1§ to the bank, in the similar way to get signature on v; @ I the
user sends h(v; ® I) x r, to the bank. Where r;; and r;y are additional random
numbers selected by the user for blinding. Therefore, during the signature process

bank neither knows v; nor v; @ I.

To verify that the user had actually embedded his own identity I in the second
part of all the pairs, the bank randomly selects any ¢ pairs out of these 2t pairs
and ask the user to disclose their respective blinding values (v;, 71, 7:2). By this

the bank does two things.

1. Bank obtains t pairs of v; and v; @ I. Since bank knows I, it can verify
that all these pairs are formed in correct manner. This ensures with high

probability that other pairs are also been formed in correct manner.

Bank can choose t pairs out of 2t pairs in ?C; ways. Therefore, the proba-
bility of guessing in advance the bank’s choice is (1/%C;). Hence, the prob-
ability of user getting success in embedding some one else’s identity in the
e-cash coin without being caught in cut-and-choose protocol is (1/%Cy). This

probability reduces exponentially with ¢.

2. Due to exposure of respective blinding values, ¢ pair of values are destroyed.
Therefore, the user is now left with having only ¢ pair of undisclosed values.

These undisclosed pair of values together make the e-cash coin.

Let these t pairs of values along with their digital signature be denoted as follows.
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Aisign(A) Ay @ Isign(Ar @ 1)
Ay sign(As) Ay @ I sign(As & 1)
Az sign(4;) Az @ Isign(A; @ 1)

Ay,sign(A;) Ay @ Isign(A; © 1)

All these values together make a single coin.

2.4.2 Spending protocol

When a user wants to spend the coin and pass it to a merchant, the merchant

generates a t-bit random pattern of zeroes and ones.

The spending protocol executes in t steps. At k" step of the spending protocol

the merchant sends k' bit of the random pattern as a challenge to the user.

Based on the merchants challenge the user provides response. When the chal-
lenge is 0 the user replies A, and when the challenge is 1 the user replies Ay & [
to the merchant. The values are provided along with the digital signature of the

bank as shown below.

Ay, sign(A If k' challenge bit is 0
User’s k' Response = b sign(4e) &

Ay, @ I,sign(Ap @ I) If k™ challenge bit is 1

For example, consider the following case where merchant generates a random

pattern as 001...0.
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Coin Random Bit | Merchant gets
Al, Sigl’l(Al) Al D I, sign(/h & ]) 0 Al, sign(Al)
Ay, sign(As)  Ag @ 1, sign(A; & 1) 0 Ay, sign(As)
Ag, Sign(Ag) Ag D I, SigH(A3 D ]) 1 A3 D ], sign(A3 D I)
Ay, sign(A;) Ay @ 1, sign(A, @ 1) 0 Ay, sign(Ay)

2.4.3 Deposit protocol

The merchant submits all the user responses {(A;, sign(A4;)), (Az, sign(As)), (A3®
I, sign(A; @ 1)), ..., (A, sign(A4;))} to the bank. The bank can verify each value

by the signature.

2.4.4 Double spending

This scheme ensures that the identity information of a genuine user is kept secret
across a single spending. But if the user performs another spending protocol with

the same e-cash coin then it provides enough information to reveal his identity.

For example, in our case if user undergoes in another spending protocol with
another merchant, he will have to reply to another random ¢-bit pattern. Consider
the following double spending scenario where the second merchant generates a

random pattern as 010...0.
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Coin Random Bit | Second merchant gets
Al, SigH(Al) Al D ], sign(A1 D I) 0 Al, sign(Al)
Ay, sign(Ag) A @ I,sign(Ay @ 1) 1 Ay @ I,sign(As @ 1)
Ag,sign(As)  As @ 1, sign(A; & 1) 0 Az, sign(As)
Ay, sign(Ay) Ay @ I sign(A, @ 1) 0 Ay, sign(Ay)

The probability that both merchants will produce the same random ¢-bit pattern
is very low (1/2%). Therefore, both merchants will get at least one pair of values

different from each other.

When the second merchant submits its acquired values {(A1,sign(A4;)), (As ®
I,sign(As & 1)), (As,sign(As)), ..., (As,sign(A;))} to the bank, the bank can im-
mediately recognize the identity of the double spender by exclusive-OR of the
different values received (table 2.1)).

Value submitted by merchant; | Value submitted by merchant, | taking &
Ay Ay 0
AQ A2 @ [ I
Az 1 As I
Ay Ay 0

Table 2.1: Identity exposure of double spender in cut-and-choose based e-coin
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Chapter 3

E-cash mechanism

In this thesis we explored three different mechanisms for e-cash.

1. Space efficient single-use e-coin (SESUC).
SESUC scheme implements an e-coin that is effiecient in terms of storage

requirements but can be used only once for spending.

2. Multi-use e-coin (MUC).
A single MUC can be used by a user as a multi-dimensional e-coin for pay-

ment to merchants one unit at a time.

3. Single-use transferable e-coin (SUTC).
SUTC is a re-usable e-coin that is not required to be deposited to bank after
each transaction. A user on receiving an SUTC can use it to buy services or

comodeties from another merchant.
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3.1 Space efficient single use e-coin (SESUC)

The SESUC scheme is based on the theory of representation problem in groups

and the method of restrictive blinding [4] as described below.

3.1.1 Representation problem in groups

In a group G| of large prime order g, let us fix a randomly picked generator tuple
(91,92, .., 9x) where k > 2 and g; € G, \ {1} with g; # g; (Vi, 7,7 # j). For any
x € G, a representation of x with respect to (g1, g2, ..., gx) is given by (a1, as, ...,

ai), where a; € Z, such that [[}_, ¢ = z.

The representation of  however suffers from two major issues as given below.

1. To find the representation of a given number z, with respect to a given

randomly chosen generator tuple (g1, g, ..., g) is hard.

2. For a given randomly chosen generator tuple (g1, g2, ..., gx), a number x may
be obtained by randomly selecting aq, as, ..., ar and computing x = Hle git.
However, for this number z it is hard to find another representation. Hence

for a given number z, it is hard to find two different representations.

For all z € G, and a generator tuple of length k, there are exactly ¢"~! repre-

sentations of z. Therefore, probability of guessing a representation is 1/¢ which is

low if the value of ¢ is large.
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For a group of large prime order, solving the discrete log problemﬂ [ is hard.
Therefore, the algorithm that computes a representation of given number x for
randomly chosen generator tuple (g1, go, ..., gx) would also be hard. There exists
no polynomial-time algorithm that can output a number and its two different
representations with respect to a given generator tuple. This algorithm requires

solving of discrete log problem.

3.1.2 Restrictive blinding

It is beneficial to embed the identity of e-cash coin owner in the identity of the
coin. This will enable the bank to disclose user’s identity in case he gets involved
in double spending. Although the coin identities are required to be random, we
restricted the coin identities to be only of the form (7.g2)* |f|, where s is a random
number chosen by the user and I is the identity (account number) of the user.
This restrictive blinding protocol, ensures that the coin identities are sufficiently

random and embed the user identity that can not be revealed.

In other words a user selects s €x Z; and generates a coin identity A = (I.gz)°.
Bank provides blind digital signature on A during the execution of restrictive

blinding protocol, after ensuring that it is in proper form, without knowing A.

Let a € G4 and b = a” for some integer x. Then given a and b finding x is a discrete log
problem. We can also represent the solution as z = log, b. In particular, we are interested in
large multiplicative groups for which the problem of finding discrete log is hard.

fg, is a constant declared by bank and known to all.
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3.1.3 The protocol
3.1.3.1 Setup of system

Bank generates a large prime number ¢, a random generator tuple (g, g1, ¢2)

where g, 91,92 €r Z;

o and a secret number p €r Z;. Bank also chooses two

collision resistant hash function H, Hy such that

H: Gy x Gy x Gy x Gy x Gy — 7,

Hy : G4 x G4 x ShopID X timeStamp — Z,

Bank publishes the description of G, the generator-tuple (g, g1, g2), h(= ¢*), and

the description of H, Hy. The value p is not revealed by the bank.

In our design, the bank follows digital signature scheme as specified by D. Chaum
and Pedersen [15]. In this scheme, the signature on a pair of values (A, B) €
G, x G4 is a tuple (z,a,b,7) € G, x G4 x G, X Z, such that the following two
equations are satisfied.

gr _ a“hH(A,B,z,a,b) (31)

AT = b ABzah) (3.2)

The method of obtaining the signature is explained in detail under withdrawal

protocol (section [3.1.3.3)).

For verification of signature, the verifier takes A, B with its signature sign(A4, B) =

(z,a,b,r) from user, and two additional parameters g and h from public declara-
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tions of bank, to test the satisfiability of equations [3.1 and [3.2] A valid signature

satisfies both the equations.

3.1.3.2 Opening of account

To become a user of the e-cash system every buyer and every seller has to register
with the bank. Bank provides initial settings in the form of an account number

and secret key to the user.

For the registration, user generates u € Z,, and computes I = gi. If I.g, # 1,
then user transmits I to the bank, and keeps u a secret. Bank stores I as the
account number of user if it is unique. Otherwise a new value of I is generated

by the user. Bank also provides ¢ and g to the user so that he can compute

2y = (1.g9)P H

User Bank

U E€ER Zq

I =g} =N unique(I) ?
97,95

zu = (91)"-95

Finally the user has a secret u, publicly known bank account number 7, and z,.
User is also aware of the bank’s public parameters (g, g1, g2), and h; and public

hash functions H and H,.

Fau=(L.g2)P = ((91).92)" = (g1)P-g5 = (g7)". 5.
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3.1.3.3 Withdrawal protocol

By withdrawal protocol user obtains two numbers, both signed by the bank. First
one (A) is used as coin identification number, and the second one (B) is used for
blinding purposes during the spending protocol. User knows the representation of

both the numbers.

The withdrawal protocol proceeds in the following way.
Step 1 The user initiates the protocol by sending his identity I to the bank.

Step 2 The bank picks a random number w €x Z,, and sends two numbers ap

and bp to the user, where ap = ¢* and bp = (I.g2)".

Step 3 User picks a random numbers s €r Z7, and x1,72 €r Z, to compute

A= (1.¢g2)°, B=gi'.g5% and z = 2.

By this user generates random coin serial number A, and a blinding number

B for which he knows the representation with respect to (g1, go).

User also generates two more random numbers u,v €r Z, to compute a =
a%.g” and b = b3". AV. He then computes challenge ¢ = H(A, B, z,a,b), and
sends the blinded challenge ¢ = ¢ /u (mod ¢) to the bank.

v

Simplified values of a = al%.g" = (¢*)*.¢" = ¢¥*™ and b = b*. A" =
(I.g2)">.(I.g2)*" = (I.go)*wu+v). Since the value of ¢ is calculated by a
hash function therefore, the parameters to the hash function (A, B, z,a,b)

can not be modified in arbitrary way.

Step 4 Bank sends the response rg = c.p+w to the user, and debits the account

of user by the face value of the coin.
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User accepts rp if and only if ¢"®2 = ap.h® and ([.gy)"® = bp.z°8. If this

verification holds, user computes r = rg.u + v.

Where r = rg.u+v = (c.p+w).u+v = ((¢ /u).p+w).u+v = (¢ .ptw.u)+v =

d.p+ (wu+v), when ¢ = H(A, B, z,a,b).

The entire proposal is shown below.

User Bank
EN W ER Ly
ap = g*
b = (1.g2)"
s €r Ly Wi

A=(1.g0)° , z =125

T1,Te €ER Ly

B = gi'.95°

U,V € Lqg

a=a%.g", b=>bx"A"

d=H(A B,z,a,b)

¢=c/umod q —
rg = c.p+w (mod q)

g'B ~ ag.h®, (I.g2)™® ~ bp.z,t <2

r=7rp.Uu-+v

Finally user gets digital signature [I5] of bank on values A and B without

disclosing these values to the bank. The signature on these values is given by

sign(A, B) = (z,a,b,7)
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The verification of this signature holds if ¢" = a.hf(AB:zab) , and A" =
b.ZH(A’B’Z’a’b)

The representation of e-coin is a tuple (A, B,sign(A, B)), with A being a coin
identification number of the form (I.g2)*, B being a blinding number of the form
(97'.95%) whose representation with respect to gi, go is known to user, together
with a signature on (A, B) which we denote by sign(A, B) = (z,a, b, r) such that

gr — a‘hH(A,B,z,a,b) and A" = b.ZH(A,B,z,a,b).

3.1.3.4 Spending protocol

When user wants to spend his coin to buy services from the merchant, the following

protocol is followed.
Step 1 User sends (A, B,sign(A, B)) to the merchant.

Step 2 After verifying the sign(A, B)|§| the merchant computes challenge x =
Ho(A, B, Inerchant, timeStamp), where timeStamp is the number representing

date and time of the transaction. Merchant sends x to the user.

Step 3 User computes the response r; = usx + x; and ro = sx + x2, and sends

them back to the merchant.

Step 4 The merchant accepts the payment if and only if gi*.g5* = A®.B.

§gr _ gc'.er(w.quv) _ gc'.pg(w.u+v) _ (gp)c’ 'g(w.quv) _ (h)c/'a _ a.hH(A,B,z,a,b)
TAr = ((1.92)5)@ .p+(/w.u+v)) = (I-QZ)S'(C, .p+(w.ul+v)) — (I-QQ)S'C .p.(I.gz)s.(w.u%»v) —
(I1.g2)5P.b=b.((I.g2)P)> = b.(2u)*¢ =b.(25)° =b.2¢ = b.pHABzab)

§ sign(A, B) is a tuple (z,a,b,r) its verification holds if ¢" = a.h(AB#ab) and A" =
b.(z)H(A,B,z,a,b)_
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User merchant
(A,B)

Sen(4.5), Verify(sign(A, B))
ry = usx + 1 & x = Hy(A, B, Lnerchant, timeStamp)
To = ST + X9

RELLEN g1'.g5° L A B

If the user during payment protocol can give correct response for a challenge,
then he knows a representation of both A and B with respect to (g1, g2). Therefore,

user can spend a coin if and only if he knows a representation of it.

3.1.3.5 Deposit Protocol

The merchant sends payment transcript to the bank, consisting of A, B, sign(A, B),

(r1,72), Imerchant and timeStamp of the transaction.

Bank computes x using the identifying number of the shop Ierchant, and timeS-
tamp of transaction (r = Hy(A, B, Inerchant, timeStamp)). Bank then verifies

91t -95° ~ A*.B and that sign(A, B) is a signature on (A, B).

If any of the verifications fails, then bank does not accept the payment transcript.
Otherwise, Bank searches its deposit database to find out whether A has been
stored earlier or not. When A is not found in deposit database the payment is

accepted as genuine. Bank then stores (A, z,7,72) in its database.
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3.1.3.6 Double spending

When after a fresh execution of deposit protocol the bank realizes that A is already
present in the deposit database the bank retrieves the saved information. Now the
bank has at his disposal a pair (2, r|, r5) from the new transcript and a pair (z,

1, 72) from the saved database.

Since r; = u.s.x + x1 and r] = w.s.x’ + x; therefore, r; — r] = w.s.(x — 2’).

Similarly ro = s.x 4+ x5 and r§ = s.a’ + x5 therefore, 1y — 1, = s.(z — ).

By use of these two values (r; — r}) and (ro — 75) bank can now compute (r; —
r)/(rg — rh) = w.s.(x — 2')/s.(x — ') = u. With this the bank can determine the
identity of user as follows.

(ri—ry)/(ra—r5)

g1

= 0

= I

Bank then searches its account database for this account number, the corre-
sponding account-holder is the double-spender. The number (r; — 1) /(ry — 15)
serves as a proof of double spending, it is equal to log, I, with I the account

number of the double spender.
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3.2 Multi-use e-coin (MUC)

By multi-spendability of an e-coin we mean that the e-cash coin is allowed to
participate in spending protocol a number of times (say n). This coin takes the
storage space for only one coin of a denomination of n. The coin remains same
during all instances of spending protocol. The user maintains a separate counter
for number of times the coin has been spent so that he does not spend the coin
(n+1)™ time. The scheme uses randomized blinding [17] protocol and polynomials
to achieve this feature. The scheme is designed in such a way that the identity of
the user is not revealed as long as the coin is spent less than or equal to n times.

The spender’s identity gets revealed as soon as he spends the coin (n + 1)™ time.

We present here the basic scheme for n-spendable coin [I7] and then suggest

improvement to reduce storage requirement.

3.2.1 Randomized blinding protocol

The randomized blinding protocol is the blind signature protoco]ﬂ that ensures
that both parties (user and bank) must use random number as required in the
protocol. For example the e-cash coin identity must be a random number, this
signature scheme ensures that even if a user does not select random identity number

the bank will force it to randomize.

When the user wants digital signature on a random number from the bank, the

signature scheme (Table proceeds as follows. Let RSA public and private key

2The scheme will find digital signature on a value a as (ag/(?)%. where f() is a one way
function and d is RSA private key of signer and g is a generator of Z; publicly declared by the
bank.
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of bank be (e,n) and (d,n).

Step 1 User selects three random numbers a1, b, w € Z; and sends a;b°g" to the

bank where g is a generator of Z;, publicly declared by the bank.
Step 2 Bank provides to the user another random number ay € Z; as response.

Step 3 User replies back to the bank with a number = f(ajas) — w where f()

is a one way hash function.

Step 4 Bank computes y = (a1b°g*.a5.¢g%) by multiplying the number received
in step 1 with a, and ¢ followed by raising a power by d to the product.

Bank transmits y to the user.

Step 5 User receives y = (a;0°g%a2g")? = (ayab®g® gt (@92)=w))d — (g, gy gf(a102))dped

= (a1agg7(®%2))4p which is equivalent to (a.g?)%.b for a = a;.a,.

Step 6 Finally the user gets digital signature on the random value a by dividing

y with b. Therefore, sign(a) = y/b.

User Bank
ar,b,w €g Z;
albegw} a2 ER Z:;
x = f(aj.az) —w =
= y = (a1b°g".az.g")"
a = a1.a9 &

sign(a) =y/b
(sign(a))® = a.g/®

Table 3.1: Randomized blind signature
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3.2.2 Multi-spendable e-cash protocol

Protocol for withdrawal, spending and deposit proceeds as follows.

3.2.2.1 Withdrawal

For an n-spendable e-cash coin user creates n + 2 random numbers A, B, C7, (s,
.., Cff and he receives n 4+ 1 RSA signatures as (h(A)h(B))4, (h(A)"h(C)))?,
(R(A)2h(Cy))?, .., (h(A)kh(C,))? from the bank. ky, ko, k3, ..., k, are random

numbers known only to the user.

The coin is represented by following set of values
o A B, (Y, Cy, ..., Cy
e sign(A), sign(B), sign(Cy), sign(Cy), ..., sign(C,,)
o ki, ko ks, ..., k,

o (M(A)Y(B))Y, (h(A)*h(C1)), (W(A)=2h(CR))?, ...r (A(A)*h(Cy))

3.2.2.2 Spending

The coin can be spent n times. Any of these n allowed spending rounds are carried

out in similar manner (Table as follows.

Step 1 User sends A, B, (', ..., C, along with their digital signature to the mer-

chant.

fNumbers A, B, Ci, Cs, ..., C, are digitally signed by bank using randomized blinding
protocol. In the process, user initially selects a random number vy, which is multiplied by banks
response vy to create a number V' = v1.v5 on which bank provides its digital signature sign(V).
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Step 2 Merchant gives a random challenge = to the user after successful verifica-

tion of the digital signatures.

Step 3 The user replies back to the merchant with two numbers r = I + Yk;2°
and R = (h(A)'h(B))". TI((h(A)"R(Ci))")™.

Step 4 The merchant verifies (R)® = h(A)"h(B).T] h(C;)*". If this verification

holds merchant accepts the payment.

The system promises the user to be anonymous up to n spending. Every
value provided by the user to satisfy above verification, will be used to form
an equation of k + 1 unknown. For example if during #*® spending (¢t < n)
user on merchant’s challenge x; replies as r; then ry = I + ky(x;) + ky(2)? +
eoo. + k1 (z)™ is the equation. Having k& + 1 such equations will make the user

disciverable. Thus the, user is forbidden to spend the coin (k + 1) time or

more.
User Merchant
ABC1..Cn
sign(4,B,C1...Cn) Verify(sign(A, B, C}...C},))
xr €ER Zq
r =1+ Yk _ &
R = (h(A) h(B))™. TI((h(A)kh(Ci)) )™
R e 1 r ¢
— (R)° = h(A)"h(B). T n(Cy)

Table 3.2: n-spendable e-cash coin spending protocol
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3.2.2.3 Deposit

The merchant deposits (A, sign(A), z,r) the bank. The bank after successful ver-

ification of sign(A) stores (A, x,r) in its database.

3.2.2.4 Unauthorized spending

A user is treated to indulge in unauthorized spending if he participate in spending

protocol (n + 1)™ time or more by using the same e-cash coin.

As long as the user spends the coin up to n times, bank can not disclose the
identity of the spender. This is because r = I +Yk;z* = I + ko' + kox? + kga® +
... + kpx™ where only r and x are known. Using up to n deposited values (A, z1,71),
(A, x9,73), ..., (A, z,,1,) the bank can create following system of equations in

(n+ 1) unknowns (1, k1, ko, ..., k).

I ki +kox] +hsal +.. +haal =7
I +kzd kool +kszd 4. 4kaad =7y

I +hkxd +kord +hksxy +... +k,ahy =13

I +kzl +kox? +ksxd +.. 4k, 2" =1,

n

In order to find the unique solution to get I, the system of equations must be
solved with (n + 1) independent equations. For a genuine user with having n such
equations bank can not disclose the values of I, ky, ko, ..., k,. However the system

of equations is solvable as soon as another set of value (A, 41, 7,41) is known.
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Therefore as long as the user spends the coin n times his identity is hidden. But,
as soon as he spends (n + 1) time he will provide sufficient number of equations

to the bank to disclose his identity by solving the system of linear equations.

3.2.3 Space efficient modified scheme

The space requirement of the representation of the n-spendable e-coin can be
reduced by use of pseudo-random values for C; and k;. We propose a way to

construct pseudo-random variable in following way.

User chooses ¢ € Z, ., here t is any large prime with t.n < g and ¢ is co-prime

o (t.n). Let C'= ¢!, then C; and k; are formed as follows.

Ci = h(Ci) / QIog(q)’ ki = h(C'Z) mod 29(@)

User chooses two more random numbers A and B and obtains digital signatures
through randomized blinding protocol on A, B, C, Cs, ..., C,,. He also receives n+
1 RSA signatures during the withdrawal protocol as (h(A)'h(B))%, (h(A)* h(C}))?,
(R(A)*2h(C2))%, ..., (h(A)*h(Cy))?

The coin is represented by following set of values.
e A B, C
o sign(A), sign(B), sign(Cy), sign(Cs), ..., sign(Cy,)

o (M(A)'h(B))?, (h(A)*h(C1))?, (M(A)*=h(Ca))?, ..., (R(A)*"h(Cy))
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The storage requirement of a single e-coin for this new representation requires
the storage of 2n + 5 values. Where as the previous scheme takes the space for

4n + 5 values. Therefore, we save half the space.

Protocol for opening of an account, withdrawal, spending and deposit protocol

proceeds in the same way as described in section |3.2.2]

3.3 Single-use transferable e-coin (SUTC)

In the real world, a person getting money from one person can pass it on to next
for buying goods or services. The chain of money handovers starts from a bank
(such as Reserve Bank of India) passing through a series of users, and finally ends
by reaching back to the bank. Every person in the chain obtains the money from
his predecessoxﬂ and transfers it to his successor by spending. The conventional
money being in the form of paper deteriorate with every transaction and is returned

to the bank after it becomes unusable over time.

It is desirable for e-cash to mirror all the distinguished properties of conventional
paper money. Its transferability turns out to be one of the most useful property
to incorporate. This makes the e-cash re-usable. A re-usable electronic coin once
withdrawn from the bank need not be deposited back with bank after a single
payment. A merchant on receiving such a coin can transfer it to another merchant

for buying goods or services.

thy earning through spending of predecessor
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We had explored the implementation details of one-transferable e-cash coin ear-
lier. These coins have to be returnedﬂ to bank after a single spending. Transfer-

ability extends this model for re-usability up to a limited extent.

In the assumption of bound transferability of an e-coin, let us define m-transferable
e-coin as an electronic coin that when withdrawn from the bank by user U, can go
up to U,,+1 before it must be deposited the bank. Any user among Us, Us, ..., Uy,
k < m, can deposit it with the bank or transfer it to the next user by spending
protocol. The last user in the spending series U,,, .1 must deposit the coin with the

bank for its redemption (figure [3.1)).

DEPOSIT
BANK | -
WITHDRAWAL
ul Z/{Q Z/{3 ....... Z/{m—H
SPENDING-1 SPENDING-2 SPENDING-m

Figure 3.1: Transferable coin withdrawal, spending and deposit protocol cycle

Coin is returned to bank by the merchant who obtains it after acquiring it from user through
spending protocol through user.
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3.3.1 Coin representation

In our design, the representation of an m-transferable e-coin contains following

information.

1. Coin identification information
Coin identification information is used to differentiate one e-cash coin from
another. It serves as the identity number of e-cash coin. The withdrawing
user U; generates this identity number randomly and gets it digitally signed
by the bank. The digital signature of the bank is obtained by executing
restrictive blinding protocol to ensure that the bank has no knowledge of the
identity number. At the same time the identity of U; also get embedded in

the identity of the e-coin.

2. Coin ownership proof
E-coin representation contains the identity of its owner in an embedded man-
ner. For the spending purpose, the owner needs to prove that it obtain the
coin through genuine channel by executing a challenge response procedure.
For this, the user must have enough parameters that enable him to satisfy
the spending protocol challenge. To fix these parameters for a particular
coin and user, the spender also provides digital signature on them, which
we call coin ownership proof. The proof makes the coin spendable only by
its owner. A person getting the coin without undergoing through spending
protocol can not spend the coin because of the inconsistency of e-cash coin

parameters with his credentials.

41



3. Spenders history
Spenders history is an ordered list of secret sharing information of the users
in reusable chain of an e-coin across all spending cycles. This information
enables the bank to reveal the identity of a dishonest user if he is involvement

in unauthorized spending.

4. Proof of authenticity
Representation of a coin also contains sufficient proofs that its contents are

not tampered.

3.3.2 Transferable e-cash coin protocol

The details of transferable e-cash coin withdrawal, spending and deposit protocols

are as follows.

3.3.2.1 Initial setup

During initial setup of the system, bank broadcast public parameters of the system,

registers every user and provides user-specific settings.

Public parameters Bank generates a random generator-tuple (g, g1, g2) where
9,91, 92 €r Z,, and another random and secret number p €x Z;. Bank also chooses
a collision-intractable one-way hash function H such that H : G, x G, x G, x G4 %
G, — Zj;. Bank publishes the description of G,, the generator-tuple (g, g1, g2),

h(= ¢”), and the description of H. Bank keeps p a secret.

42



A signature sign(A, B) [I5] of bank on the pair (4,B) € G, x G, consists
of a tuple (z,a,b,7) € G, x G, x Gy x Z, such that g" = a.hAB=ab) and
A" = b.H(AB2ab)  This is computed by the algorithm as described by D. Chaum

I5].

User-specific settings Bank sets following user-specific parameters for every

user.

1. Unique identity
Every user in the system gets a unique identity by the bank. The details of

identity assignment are as below.

A user U; picks a number u; €r Zy and sends I; = 91" to the bank. If I
is not assigned to anybody, then I; is registered with bank as the identity of
the user;, since u; is randomly picked by the user and finding discrete log of

I; is a hard problem, the bank remains unaware of u;. User keeps u; a secret.

Bank also provides ¢} and ¢5 to every user so that they can compute

zi = (91" 92)P- (2 = (g1)"*.g5)-

2. Digital signature on a blinding number
For a randomly formed number B; = g{"' g5 where v, vs €r Z,, bank

provides digital signatureﬁ on (I;, B;) og(I;, B;) for the user.

$op(m) represents the digital signature on a value m done by bank.
And o, (m) represents the digital signature on a value m done by usery.
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Finally the user gets (u;, I;, B;, op(I;, B;), z;) from the bank as user-specific pa-

rameters.

3.3.2.2 Withdrawal protocol

The withdrawal protocol (Table proceeds in following way.
Step 1 The first user initiates the protocol by sending his identity I; to the bank.

Step 2 The bank picks a random number w € Z,, and sends a = ¢g* and b =

(I1.92)" to the user.

Step 3 User picks a random number s; €r Z; to compute A = (I192)** and
2 = zi'. User also generates two more random numbers u,v €r Z, to
compute @’ = a“g” and ¥ = b"A". He then computes challenge ¢ =

H(A, B,z d V), and sends the blinded challenge ¢ = ¢’/u mod ¢ to the

bank.

Step 4 Bank sends the response r = ¢p + w to the user, and debits the account

of the user.

User accepts r if and only if ¢" = h and (I192)" = 2b. If this verification
holds, user computes ' = ru + v.

By this process the user obtains signature on A in a blinded manner. Sig-
/hH(A,z’,a’,b’)

. . . . !/
nature on A is (2/,a’,b',r") which satisfies two equations ¢" = a

/ VAN NG
and A" = b/Z/H(A’Z ,a',b")

Step 5 User sets its correction factor Cy; = 1 and history parameters Ry =

Ro2 = 0 and send them to the bank for digital signature, this signature need
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not to be done in blind manner.

values as UB([17 Cfl, R()l, Roz).

Bank supplies digital signature

on these

User Bank
h w ER Zq
a=g"”
= (11g2)"
S1 €ER Z; <a—7b
A= (1.g)* , 2 =2
U,V Eg Ly
al — augv7 b/ — bSluAU
d=H(AZ db)
¢=c/umod q 5
r=c.p+w mod g
g Z a.he, (I.92)" Zb.2e &

r=ru+wv

Cflzl
Ry = Ry =0

Cr1,Ro1,Ro2
_

o (I1,C¢1,Ro1,Ro02)

Table 3.3: Transferable e-cash withdrawal protocol for first user

User gets following values as an e-cash coin.

A, O'B(A)

th R017 ROQ

UB(IthlaROhR(m)

Ri1, Rio (both set to 0 by the user)
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3.3.2.3 Spending protocol

Transferability imposes a necessary requirement on the spending protocol that the
representations of e-cash coin, one with user U1 (K < m) after the successful exe-
cution of spending protocol, and another with U}, before the execution of spending

protocol, should be equivalent.

Overview: The spending protocol (Table can be divided into following

steps.

1. Coin identity number verification
2. Proving the coin ownership based on challenge-response.
3. Spender’s history verification.

4. Coin ownership transfer and signature.

Z/{l Z/{Q

User’s identity
_

Coin identity information

Spender’s history
_
Challenge
— o

Response to prove ownership

User identity share

Coin ownership transfer

Table 3.4: Overview of spending protocol for a transferable e-cash

The spending protocol is explained here with example.

46



First spending: Payment by user U; to Uy (Table can be explained as

follows.

Step 1 The user U, initiates the protocol by sending his identity I, followed by
coin’s identity (A,op(A)), its ownership and acquisition history (Cf1, Ro,
ROQ, O'B(Il, Cfl, R01, Rog)) to the user UQ.

Step 2 User Us after successful verificationf’| of digital signature o5(A) and op(1y,
Ct1, Ro1, Ro2) picks a random number x € Z, to send a challenge to user

U.

Step 3 User U; respond with two values 711 = uis1x + v11 and r19 = s12 + vio

along with By and op(B)).

Step 4 If user U; has ownership of the coin he must be knowing the representation

of the coin. User U, verifies this knowledge using his response (AC1)*. By and

comparing it with gi* g5'2. If this verification holds, user; requests ownership

transfer to him by sending (I3, 52, g5*) to user U;.

Step 5 User; provides Cfq, 211, R12 and its own digital signature on these values

0uy (I3, Cp2, R11, R12) as a proof of ownership transfer.

Now user Us has following values.
. A7 UB(A)
4 Cf27 Ry, Ryo

o Roi, Ry

3In Table and vid(X) represents verification of signature X.
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Z/l1 UQ

I,A,05(A),Cr1
Ro1,R02,05(11,Cf1,Ro01,Ro02)

vid(op(A))
vid(op(11, Cy1, Rot, Roz))
a xr ER Zq
11 = U181 + V11
r11,m12,B1,08(B1)
1o = S17 + V1s vid(op(11, B))
? ' 'S
(ACH)*Br = g1"' g5
So €ER Zq
¢y = B Cn
(11g2)%

Cy2,0uy (I2,Cy2,R11,R12)

Roy = Riy.q+r1;
Ros = Ri2.q + 112

Table 3.5: First spending of transferable e-cash

Ld Uul (127 C1]027 Rlla R12)

By this process user U, obtains enough parameters to participate in spending

protocol with subsequent users.

Subsequent spending: Payment protocol between Uy and Us (1 < k < m)

proceeds in the similar manner to the first payment as follows (Table .

Step 1 The user U, initiates the protocol by sending his identity I, followed
by coin’s identity (A,op(A)), its ownership and acquisition history (C'g,
R—1)15 Re—1)2, Tug_ry ks Crry Rie—1)1, Bk—1)2), T(k-1)1, "(k—1)2) to the user
Uy 1.

Step 2 User Uy, after successful verification of digital signatures op(A) and
O’u(kil)(]k, Ctr, Ri—1)1, R-1)2) picks a random number x € Z, to send

a challenge to user U.
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Step 3 U, responds with two values 7y, = ugpspx + vi1 and 1y = ST + v along

with Bk and UB<Bk>-

Step 4 If U, has ownership of the coin he must be knowing the representation of

the coin. User Uy verifies this knowledge using his response (A.Cyy)”. By,

Tkl Tk2

and comparing it with ¢;*'.gy If this verification holds, Ui requests

ownership transfer to him by sending (l41, I;54", g5*) to user Uy.

Step 5 U, provides Cyii1, Ry, R and its own digital signature on these values

Oup (L1, Crigry, Rirs Ri2) as a proof of ownership transfer to Uy1.

Step 6 U1 accepts above values if for Ry, = Rg_1)1.9 + rg—11 and Ry =
R(1—1)2.q+7(k—1)2 the verification of o, (Ix41, Cyk+1), Re1, Ri2) holds. Finally

Uy calculates Ry and Rgq1)2.

User U1 obtains following values.
o A op(A)

o Crirr), Ri1, Ryo

® Ryt Ry

® 0y (Ixs1, Criirr), Rit, Ri2)
Now he can participate in spending protocol with with subsequent users.

3.3.2.4 Deposit protocol

The last user U,,, 1 (or any user Uy, k < m) deposits (A4, op(A), R1, Ry) with the

bank along with his own identity.
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(1762 ) Cr

Cf(kH) = (Trg2)*

Sk+1  Sk+1
1k+1 7Ik+1 9o

Cf (k1) Br1,Re2
oup, (Ie+1,Cf (kg1) - Bi1,Ri2)

Uy, U1
I,A,oB(A),Cr
T(k—1)1:T(k—1)2
?(kc—1)11,{1'“3(k—1)2}2
Fu 1y Te:Cris Rik—1)1,R(k-1)2) Vfd(UB(A))
vid(owg, 1y Ik, Cri, R—1)1, Re—1)2))
Tkl = UpSET + Ukl & xr €R Zq
Th2 = SET + U2
Tk1,7k2,Br,05(By) Vfd(GB(Bk))

?

(AC)" B = 91" 95"

Sk+1 €ER Zq

Rr1 = Rg—1)1-¢ + -1
Ria = Rp—1)2.9 + T(r—1)2
vid(ouy, (Tk+1, C k1), Br1s Ri2))
Rps1y1 = Rp1.q + 111
Rk11)2 = Rr2.q + Tk2

Table 3.6: Second and onward spending of transferable e-cash

The bank credits an amount equal to the face value of the coin in the account

of user U,,+1 upon successful verification of digital signature on A .

3.3.3 Double spending

In the case of malicious double spending (Figure by a user (say Uy), the fraud

will be detected by the bank during deposit when the duplicate coin is deposited.

Let us say that two users U, and U, wish to deposit (A,op(A), Rip, Rs,) and

(A,05(A), Ry, Ry,) with the bank.
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Figure 3.2: Double spending scenario in transferable e-cash

Since these deposits happen at two different time, one user (say U,) shall suc-
cessfully deposit the coin with bank. When ¢, reaches the bank to deposit his
coin, the bank can unfold all values of (r11, 721, 731, ..., Tm1) and (ria, 722, r3a, ...,
Tm2) by using modulo division operation on Ry, and Rjy,. In the same way using
modulo division operation on Ry, and Ry, bank can also unfold values (ri;, 5,

/ ! ! ! ! /
Thyy ey Thy) and (79, Thoy They ooy Tho).

A simple comparison will reveal the position and secret share of the double

spender. Out of these two sequences (711, 721, 731, -y Tm1) and (74, 75y, Ty o
r1.1) bank will observe that the sub-sequences (r11, 721, 731, ..., T(—1)1) and (],
/ / /

715 T31, «s T(j_1y;) SAIE.

Bank after finding the value of k gets two set of values (11, 7k2) and (71, 7}so)-

These values will reveal identity of double spender as follows.

I = g (arla)
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3.3.4 Discussion
3.3.4.1 Spender’s anonymity

It may be noted that even though the bank can know r;;, ;0 for each user U;,
t < m these values are random and can not reveal the identity of the user till a
fraudulent user Uy, double spends the coin and thereby provide enough information

to reveal his identity. Therefore, a genuine spender remains anonymous.

3.3.4.2 Double spender tracing

A fraudulent user U}, who replies to two or more challenges, would provide more
than one pair of values (ry;, 7x2) - any two of them can be used to disclose his

(%1—%0/(%2—%&

identity as [ = ¢; .

3.3.4.3 Ownership transfer

A user owning the coin carries the representation of e-coin which is not known to
any one else. For the ownership transfer between U; and U;; the secret part of
e-coin representation s;,; for U, is randomly generated by the U;,; and g5 ™" is

send to the U;.

Since finding discrete log is hard therefore, U; will not be able to find s;,; but,
he can calculate Cf;41) by using his secret value s; and received value gt U

provides Cy;41) and his digital signature on it to ;.

Coin ownership transfer requires the secret values of the e-coin on both sides
(U; and U;4 1) therefore, ownership is a two party mutual activity which can not

be carried out by a single individual.
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3.3.4.4 History

Spenders history is an ordered list of secret sharing information of users in reusable
chain of an e-coin across all the spending. Spenders history is constructed in incre-
mental way as the e-coin passes from one user to another. This information enables
the bank to reveal the identity of a dishonest user involvement in unauthorized

spending.

Our scheme stores spending history in two numbers R; and R,. For a m-

transferable e-coin R; and R, are required to be of m.log(q) bit in size.

To protect spending history from being tampered by its owner, spender provides
digital signature on it linked with e-coin representation. Therefore any tampering
makes the coin unusable for further spending. Spending protocol is designed in
such a way that every user not only verifies the digital signature but also its

incremental construction by the predecessor.
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Chapter 4

Conclusions and future work

4.1 Conclusion

The practical way of making payment requires the transfer of physical cash from
the buyer to seller in lieu of some goods or services. The sense of belonging of cash
with the seller gives him the satisfaction of completing the transaction. Seller now
can act as buyer to the next seller, where he pays the same cash to purchase some

commodities.

The paper used cash system has the feature of belongingness and transferability.
Any cash system without support for both of these features would be of limited

use.

The electronic cash system, e-cash uses digital data for representation and has
the feature of belongingness by nature. However transferability is a critical issue.
In current transferability solutions of e-cash a person is allowed to spend the cash

received from a payer to a merchant, but before spending he has to contact an
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observer to refresh the coin. This kind of system seems to be as inconvenient as
depositing the e-coin with the bank for its redemption and then requesting for

issuance of a fresh e-coin.

In our work, we had proposed a scheme for bounded transferable e-coin where
coin refreshing with either a bank or observer is not required. Our scheme is based
upon the concept of spending ownership transfer. Representation of transferable
e-cash involves parameters dependent upon the identity of its owner and secret
values known only to its owner. When the coin is transferred to a merchant
he also need to have similar representation. Protocol ensures that a user having
knowledge of coin representation can only remodel the coins parameters to become

spendable by its successive owner.

We also proposed modifications in existing e-cash models to reduce their space
requirements for suitability to low memory devices like PDA or smart-cards. For
multi-spendable e-coin our proposal takes the storage space of 2n + 5 values as

compared to 4n + 5 values in the original protocol.

4.2 Future work

Our work can be extended in several ways. While we have considered the ownership
transfers, the coin still remains of the same face value. The following extensions

are possible in future.

1. Multiple face valued e-coin

Our solution does not addresses the representation of multiple face values
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on e-coin. Incorporating this feature will add more value to e-cash protocol.
One of our early suggestion in this direction is to use multiple powers on the
coin identifier. Let A be the identification number of a coin having unit face
value, then A" represents a coin of face value v. The challenge here is how

to protect value of v from fraudulus modifications.

. Unbounded transferability
Limited transferability restricts the use of e-coin after a fixed number of
times. Our work can be extended to achieve unbounded transferability where

the coin keeps circulating indefinitely.

. Hiding the identity of own coin

It is possible to identify the coin by a user who had seen it before. In other
words if an e-coin reaches again to the same user, he will be able to conclude
about his previous ownership with the coin. This provides the user extra
knowledge about the coin, undesirable for some usage. Our work can be

extended to incorporate the hiding of this identification.
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