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Introduction:

The use of email has become an everyday communication tool for individuals
and businesses around the world. While email is an easy, convenient way to
quickly communicate information, it’s important to remember that email sent
via the internet travels on a public channel. Like a postcard sent through
traditional USPS mail, anyone can read it.

U.S. Bank is strongly committed to protecting the privacy of our customers, and
we maintain the strictest security with their information. In rare situations we
may need to email confidential information to customers and business entities.
To better safeguard those communications, U.S. Bank employees can choose to
transmit through an information security option called Secure Mail.

How Does Secure Mail Work?

When a U.S. Bank employee sends you email via Secure Mail, you’ll access your
information through a simple two-step process. First you’ll receive an email
notification from U.S. Bank telling you that a message has been posted for you
on our secure website. Then you’ll log onto the secure U.S. Bank website and
retrieve your mail. The message will remain available for retrieval on our secure
website for 10 days.

Secure Mail protects information from public viewing in three ways:

1. It’s encrypted in a secure code to prevent access by anyone other than the
intended recipient.

2. It never leaves U.S. Bank’s secure server.

3. If the message hasn’t been retrieved within 10 days, it’s removed from our
system.

These three measures will help ensure that the information remains confidential.

This document explains the steps you take to retrieve Secure Mail messages, and
how to use the system to send secure email back to U.S. Bank.
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Getting Started

When a U.S. Bank employee sends you
email via Secure Mail, a notification
message similar to the one shown in
Figure 1 will deliver into your inbox.
The notification contains the following

information:
A. The name of the U.S. Bank Figure 1
employee who sent you the _
message mSl'l" Hotmail Today @ Maill Calendar Contacts Options |
. bank customer@hotmail com Fres Newsletters | MSN Featured
B. The subject of the message (25 Reply | 2 Reply Al | | Forward | X Delete | [2 Junk | &2 Put in Folder + | 53 Print View | @] Save address
C. How long the message will be From:  <usbank employes@usbank com> N
available for retrieval Bolo ]
Serit : Thursday, May 26, 2005 1:00 PM
. ] H To: bank customer@hotmail com
D. The link you Il use to retrleye S Enn mwme
your email from U.S. Bank’s

secure email website. usbank Secure Mail

Important Delivery Help
You can begin the process of retrieving et pekep mmmm'ﬁﬁ'ﬁi:ﬂ?’?&mﬂif’m”'me0
your Secure Mail email in one of two The message wil expire on Sunday June 05, 2005 e
ways:
To pick up your message:
1. Simply click the 1. Click on following link:
securemail.usbank.com link hetpsyfsecuremaiustonkcom ()
displayed in the notification, or: =
2. Follow the on-screen Open a web browser window.

N

Copy and paste the following Web address into the “location” or “address” bar of the browser:

instructions for copying the . Mtps://securemailusbank.com
Secure Mail web address into
your browser.

Once you arrive at the Secure Mail login page and login or register as a first time user, you can then access your secure email.

a) Open a web browser window.

b) Copy and paste the following
Web address into the “location”
or “address” bar of your
browser:
https://securemail.usbank.com

c) Press the Enter key.
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Password Setup and Registration

Each time you enter the Secure Mail Figure 2
site, you will need to log into the "
Y . & ) usbank Secure Mail
system. Figure 2 shows the Login
screen. Secure Mail Login Help Logout
Secure Mail Log In to My Secure Mail

The first time you access Secure Mail,

Please enter your USBank Secure Messaging email address/password and click Login.

you,ll need to register as a System user If you have never logged in to your Secure Messaging account before, please enter your email
before you can retrieve your message ARSI AR I Roaistor i
Registration is a one-time process. Email Address *|

Secure Mail Password *|

Email a hint to me. Forgot Password?

A. To log into the system, enter  Login X Register ]
your email address as shown in
Figure 3. This must be the email
address that your Secure Mail
notification was originally sent to.

B. Click Register.

C. Fill in the Registration screen Figure 3
shown in Figure 4, completing =
the password and password Usbank Secure Mail
hint. Secure Mail Login Help Logout

D. Click Register. Secure Mail | -09Into My Secure Mail

Please enter your USBank Secure Messaging email address/password and click Login,
If you have never logged in to your Secure Messaging account before, please enter your email

Note: PaSSword Rules address and click on the Register button,
e Passwords must be at least 8 Email Addross “oark cusiomer@romarcon (3
characters in length. Secure Mail Password *[ =

. Email 3 hint to me... Forgot Password?
® Passwords must contain both

alphabetic and numeric Login X Register
characters. e

¢ Your account name and
password are case sensitive, so Fisure 4
be careful to enter them 8

correctly. usbank Secure Mail

. Secure Mail Registration Help
You are now registered to use Secure
Mail. After CliCking the RCgIStCI‘ It appears that this is first time that you are accessing Bank Secure Mail
: Please complete this registration form, then click Register' at the bottom of the form. Fields
button you will be returned to the O * s ket
Login screen and can continue the Email Address* bank customer@hotmail.com

process of retrieving your email.

Password * | e

Tout pasaword must be & minimum of 8 characters in length, any combination of lefters andior numbers, case sensitive

Confirm Password * I
Password Hint Phrase * [same as hotmail 0
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Logging into Secure Mail

Enter your email address and Figure 5
password, then click the Login button. usbank Secure Mail
See Figure 5.
Secure Mail Login Help Logout
Secure Mail Log In to My Secure Mail
® Password H|nt Your email address has been successfully registered. Please log in.
Please enter your USBank Secure Messaging email address/password and click Login
If you have never logged in to your Secure Messaging account before, please enter your email
If you don’t know or have forgotten address and click on the Register button.
your-passyvord, you _Can click the . Email Address *[pank customer@hotmail com
Email a hint to me link on the Login Secure Mail Password "o
screen. You will receive an email that Email a hint to me.. Forgot Passward?
includes a hint about your password.
ey ot your b Lregsier
If this hint doesn’t help you remember /
your password, you can click the
Forgot Password? link on the Login
page. The system will then lead you
through the process of setting up a new
password.
¢ Password Reset
To reset your password, click the Figure 6
Forgot Password? link on the Secure usbank Secure Mail
Mail Login screen. See Figure 6.
Secure Mail Login Help Logout
Secure Mail | 108 In to My Secure Mail

Fill in the new password, confirm it,
and click the Continue button. See
Figure 7.

U.S. Bank Secure Mail

Please enter your USBank Secure Messaging email address/password and click Login.
If you have never logged in to your Secure Messaging account befare, please enter your email

address and click on the Register button.

Email Address *[nank customer@hotmail.com

Secure Mail Password "l

Email a hint to me.. Forgot Password?

b — N

Figure 7

Login X Register

Password Reset Request

Please enterfconfirm your email address and enter a new password & hint phrase

Email Address : bank.customen@hotmail. com

New Password * |

Thep of 3 ch 1t

d requires a 2 and at least 1 digit(s) and at least 1 alphabetical characterns).

Re-enter New Password ™ |

Password Hint Phrase ™ I

v
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e Password Reset (continued)

You will receive an email notice
confirming the password change. See
Figure 8. Click the Reset Password
link to complete the password change.

Figure 8

msn “ Hotmail

Today | Mail Calendar Contacts

Options |

bank customen@hotmail.com Free Newslstters | MSN Festured ¢

_ =aReply | L Reply A | (< Forward | 3 Delete | 552 Junk | & Put in Folder » | <5 Prink View | (8 Save Address
From : Do Not Reply <SecureMalSupport@usbank.com> & | ¥ | X | [Enbol
Reply-To : SecureMailSupport@usbank.com
Sent : Friday, May 27, 2005 3:22 PM
To: bank cuslomer@hotmail com
Subject : Your Secure Mail Account Information
usbank Secure Mail
Your Secure Mail Account Information Help
LogIn Your request for Secure Mall password reset has been recefved. Your account access is:
by L Ly 5 @ k k com
If you requested your password to be reset, click on the link below and follow instructions to complete your password
reset process.
—
1f you did not request & passward reset or have recaled your old password after reset, click on the link below and Fallow
instructions to cancel your passwaord reset process.
Deny Request
Figure 9
usbank Secure Mail
You will then be presented with the
Password Reset Completed screen. Password Reset Process Completed Logout
See Figure 9. Secure Mall | . ssword Reset Process Completed
YOllI' SCCU.I'C Ma11 password never Your Account Password Reset request has been completed.
CXpiI’CS. As an added SCCllI'ity measure Please click on following to login to your SecureMail account.
consider using the password reset p JHsecuremai
function to change your password
every 45 days.
¢ Login Attempts
If you enter an incorrect password 5
times, the system will disable your
account. In such a case, you can use the
Forgot Password? link to reset your
password and re-enable your account.
U.S. Bank Secure Mail 6
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Viewing Your Messages

After logging into Secure Mail, you
will automatically be presented with
your Inbox. See Figure 10. The Inbox
has a 60 MB storage limit. File
attachments are limited to 50 MB.

¢ |f you have a new message in
your In-box, it will be highlighted
in bold until you view it.

* Messages that have been read
will remain in Secure Mail for 90
days. After 90 days messages
are automatically deleted from
the system.

¢ Unread messages will be
removed from the system after
10 days. The message

notification header will remain on

the system for an additional 10
days. During that time, you can

contact the message sender and

ask them to resend it to you.

¢ |f your Secure Mail account
is open but inactive for 30
minutes, you will automatically
be logged out.

Opening a Message

Figure 10
usbank Secure Mail
Inbox Help Logout
Secure Mail & Messages 1-5
= B Sl e
4 I} sbankemployee Employee File 05/27/2005 10 dayis) 8  64KB
mn Eﬁﬂgﬂ
Region Custome
New Message n usbank.employee Listin L 05/27/2005 90 day(s) 8 11203 KB
Folders
Address Book u usbank.employee "'7:“'""“:.”"“ E‘ 05/27/2005 10 dayfs) 1k8
My Profile u usbank.employee  Account Mumber Report 05/27/2005 90 day(s) a 64 KB
r:g:mt u usbank.employee Customer Information  05/27/2005 90 day(s) 8 24kB
m 5 Messages 1-5
Current Mailbox
U"':;g;'n“ (SelectaFolder) =
0
Total Storage Allocation; 61440 KBytes

To open a message in your Inbox:

1. Click Inbox in the Secure Malil
Menu. See Figure 10. The
screen will list all the messages
in your Inbox.

2. To view a particular message,
click the Subject link under the
Subject column heading. The
document opens showing the
message details. See Figure 11.

From this page, you can Reply,
Forward, and Delete messages.

U.S. Bank Secure Mail

Figure 11

Inbox > Message Help Logo

Message Employee File
From usbank employee (ushank employee@usbank.com)
To bank.customen@hotmail. com
Sent Today, 05/27/2005 14:06:17, CDT5
Expires 90 days later, 08/25/2005 14:07:17, CDT5

m Reply to All ‘Mmm(SelectaFolder) vl 1 of 5 message(s) B

Message from Sendar

Message Redirected by US Bank secure Mail

Original Recipients

To: bank customer@hotmail.com

Ce

See attachment below for the monthly employee report.

Thank you,
U.S. Bank Employee
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Opening Attachments

If the Secure Mail message you
received includes a file attachment, a
download button called Save Checked
Files will be visible next to the
Attachments field at the bottom of
your secure message. See Figure 12.
You will have the option of saving or
opening the attachment.

Replying to a Message

1. Click the Reply button to reply back to the sender of the message. You
will only be able to reply to registered users of Secure Mail.

2. Enter text or add attachments. See Adding Attachments section below.

3. To send your message, click Send.

4. After sending the reply, your Secure Mail Sent View will display.

Adding Attachments

1. To add an attachment, click the Browse button in the Add files to

message section.

2. Navigate to the file to be attached.

3. Click the Open button.
4. Click the Add button.

5. To send your message, click the Send button.

Composing a New Message

1. To compose a new message, click the New Message button in the left
hand navigator. You will only be able to send to registered users of

Secure Mail.
2. Enter text and/or attachments.

3. To send the message, click the Send button.

4. After sending your message, your Secure Mail Sent View is displayed.

Exiting Secure Mail

When you’re finished using Secure Malil, exit the system by clicking the Logout

button in the upper left of the screen.

U.S. Bank Secure Mail
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Files fiom Sender
File Name Type Size Action Status
jAdmm Phone Listx)s  Microsoft ExcelFile 18 KB (@B Waiting for download
Save Checked Files... 'y
8
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