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lementaciones de algunos de los
os criptograficos que seran estudiados
urso pueden encontrarse en:

lementaciones estan escritas en

pe & L.C Washington,
-Hall. 2002. ISBN:0-13-061814-4.

Francisco Rodriguez Henriquez




Anuncios Importantes (2/2) @

CINVESTAV

(10%)

¢ los examenes, tareas y proyectos
anunciados en la proxima clase asi
ortal internet de la clase.
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Especificaciones del Proyecto Final (1/2) C@

ecificaciones generales del proyecto son:

lonar un método criptografico a desarrollar,

do en la literatura especializada (Internet, libros,
icos y articulos).

el lenguaje de programacion (y correspondiente
¢ se utilizara en el desarrollo del proyecto.
++, MatLab, Maple, Java, VHDL, etc.

bera incluir un método razonable de

os resultados producidos. Por ejemplo,

s diferentes estandares de criptografia se

de prueba (dado un vector de entrada
ondiente vector de salida).
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Especificaciones del Proyecto Final (2/2) C@

oyecto debera contar con un e¢jemplo a manera de

' de tal manera que su uso pueda ser facilmente

ido por el resto de la clase. Tanto el reporte final del
omo la implementacion del mismo seran incluidos
internet del curso.

ara proponer un tema de proyecto asi como la
entrega final del mismo serdn dadas a conocer
clase.
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Importance of cryptography
A Brief History of Cryptography
ryptography Greatest hits
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Why S eCurity? CINVESTAV

formation is a strategic resource. As information super-highways are

oped, cryptographic techniques are needed for privacy and

ication of digital data.

ajority of digital information is both, stored and processed

puter and transferred between computers.

equirements for security must consider/prevent

nd possible attacks to information’s security

ms to detect, prevent or recover from attacks

<
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A Brief History of Cryptography

Ancient Ciphers have a history of at least 4000 years.

Ancient Egyptians enciphered some of their hieroglyphic writing on
monuments
cient Hebrews enciphered certain words in the scriptures

0 years ago Julius Ceasar used a simple substitution cipher, now
n as the Caesar cipher
Bacon described several methods in 1200s

Iberti devised a cipher wheel, and described the principles of
y analysis in the 1460s
Vigenere published a book on cryptology in 1585, and
the polyalphabetic substitution cipher
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Cryptography Greatest hits: The Rosetta Stone

om 452 to 1822, "Egypt was silent”: The ability to read hieroglyphic
iptions on monuments and tombs, and papyrus texts using cursive
like demotic, was lost. However, the spoken language itself

, using Greek letters plus 7 signs derived from demotic, as the
guage.

Stone was discovered in July, 1799, while some of

oops were demolishing ancient structures to make

oberlin.edu/classes/cs115/lect29n.html)

etta Stone, with Egyptian

hics in the top section, demotic
s in the middle, and Greek at the
n the British Museum.
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Cryptography Greatest hits: Enigma

a: Device used by the German military command to encode strategic
s before and during World War II. The Enigma code was broken by
intelligence system known as Ultra.

tographer smuggled a complete new Enigma machine to England.
athematicians and cryptographers conquered the problems of

s and found means of cracking the ciphers. Alan Turing played a
breaking the German "Enigma" codes.
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Cryptography Greatest hits: Mayan writing system

m of writing used by the people of the Mayan Indian civilization of Meso-
rom about the 3rd century AD until about the end of the 17th century,
After the Spanish conquest of Mexico.

ly true writing system developed in the pre-Columbian Americas.
tions are found on estelas (standing stone slabs), stone lintels,
ottery, as well as on the few surviving Mayan books, or codices.

of writing contains more than 800 characters, many of which
¢., they are recognizable pictures of real objects.

e linguist Yury Knorozov demonstrated that the Mayan writing
th logograms and phonetic signs representing syllables.

| . ::_ .a: 5
The corn god and the rain god, Chac. " JotHtsd

Drawing from el codice Madrid ° |

(Codex Tro-Cortesianus), one of the 3'9 (2 '--l”--¥m(';\ P,
’ ‘(v—-).,\‘ 4\ - . |

Mayan sacred books. ' | {
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stography Greatest hits: The gold-bug
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18)4++;1(+9;48081;8:8+1;48!85;4)485!528806*81(+9;48;(88;4(+?3
4;48)4+;161;:188;+7;

'A good glass in the bishop's hostel in the devil's seat twenty-one
degrees and thirteen minutes northeast and by north main branch
seventh limb east side shoot from the left eye of the death's-head
a bee line from the tree through the shot fifty feet out.'

Edgar Allan Poe (1809-1849)

Ciphertext

Plaintext
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ryptography Greatest hits: Fermat’s last theorem

d Fermat’s great theorem, the statement that there are no natural numbers x, y, and z
y" = z", in which n 1s a natural number greater than 2. About this the 17th-century
ierre Fermat wrote in 1637 in his copy of Claude-Gaspar Bachet's translation
ithmetica, "I have discovered a truly remarkable proof but this margin is too
" Mathematicians long were baffled by the statement, for they were unable
disprove it, although the statement had been proved for many specific

cory, the English mathematician Andrew Wiles, with help from his
d Taylor, devised a proof of Fermat's last theorem that was published
nals of Mathematics. For an excellent summary of the tries for

http://www-groups.dcs.st-and.ac.uk/~history/Mathematicians/Wiles.html
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Basic Concepts

aphy. - The art or science encompassing the principles and methods of transforming
ible message into one that is unintelligible, and then re-transforming that message

original intelligible message
transformed message

m for transforming an intelligible message into one that is

sposition and/or substitution methods
formation used by the cipher, known only to the

dy of principles and methods of transforming an unintelligible
telligible message without knowledge of the key. Also called
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Security Threats & Attacks

s can come from a range of sources, with results of

55% human error
10% disgruntled employees

0% dishonest employees
% outsider access
accident/incident (fire, flood etc? /
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