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Sorting Out the Myths When Purchasing
SSL Certificates

Overview
In October 2008, Computerworld invited IT and business leaders to participate in a survey on SSL certificates.
The survey was fielded via targeted broadcasts to Computerworld customers, as well as through an
invitation on Computerworld.com. The goal of the survey was to better understand current SSL certificate
deployment and initiatives as well as purchase plans and vendor measures for SSL certificates. The survey
was commissioned by Entrust, but the data was gathered and tabulated independently by Computerworld
Research. The following report represents top-line results of that survey.

Profile of respondents
Total respondents: 103

All respondents were qualified through a series of screening questions as having involvement in the
acquisition of SSL certificates. All respondents are from North American locations and are employed in
companies with at least 200 total employees. The chart below provides a breakdown of the percentage
of respondents based on involvement in the acquisition of SSL certificates. This chart is followed by
breakdowns of respondents based on company size, location, job title and industry.

How are you involved with the acquisition of SSL certificates for your organization?

Note: Multiple responses allowed.

Determine needs/specifications 71%

Recommend, specify, or select tools or solutions

Perform technical evaluations

Set business goals, directions, budgets or
standards related to SSL certificates

67%

55%

45%

Final approval for SSL certificates 36%
0 80%
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Approximately how many people are employed in your entire organization or enterprise?

Average company size = 5,443

In what country or territory do you currently reside?

10,000 or more 35%

3,000 – 9,999

1,000 – 2,999

500 – 999

24%

11%

12%

200 – 499 18%
0 35%

93%
United States

2%
Canada3%

Mexico

2%
Other North American location
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Which of the following best describes your primary job function at your organization?

What is your organization’s primary business or industry?

Note: Percentages do not equal 100 due to rounding.

Sorting Out the Myths When Purchasing SSL Certificates

Manager/supervisor of IS/IT 29%
IT staff

Director of IS/IT

Developer

18%
14%

9%

0 30%

CIO/CTO/CSO

IT consultant

Corporate director

Business consultant

VP/sr. VP/executive VP of IS/IT

Corporate manager/supervisor

CEO/president/owner

CFO/controller/treasurer

Corporate staff

7%
6%

5%
4%

3%
2%

1%
1%
1%

Non-computer-related (net) 78%
Education

Government: state or local

Health care/pharmaceutical/medical services

Manufacturer

Insurance/real estate/legal services

Transportation/utilities
Finance/banking/accounting

Government: federal (including military)

Business services

Aerospace/defense contractor

Wholesale or retail trade
Telecommunications/electric/gas

Publishing/broadcast/advertising/public relations

Research and development

4%

19%
11%

6%

10%
8%

5%
4%

3%

2%

1%
1%

16%

4%
3%

Mining/construction/petroleum/refining/agriculture

Computer-related (net)
Computer and data processing services/consulting

VAR/VAD/systems or network integrator

Manufacturer of computers, communication or peripheral equipment
Retailer/wholesaler/distributor

Internet service provider

Other (net)

3%

1%
1%

5%

2%
6%

2%

0 80%
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Executive summary
With an increase in e-commerce and e-business in recent years, protection of online data has become
critical to organizations. Businesses want to have the ability to assure their clients that their Web site
communications and transactions are secure. One way of protecting client information is with secure
sockets layer (SSL) technology. Most major Web servers have already deployed SSL connections, and
SSL is playing a more central and important role in online business activities. SSL certificates allow
clients to send confidential information by authenticating the identity of a Web site and enabling encryp-
tion technologies. Once SSL technology is in place, information traveling along the connection cannot be
tampered with.

Respondents to this research reported an average deployment level of 214 SSL certificates at their
organization. Not surprisingly, the most common type of certificate currently deployed is the standard SSL
certificate at 86%. Current usage of other types of certificates is lower: wildcard certificates (28%), code
signing certificates (20%), extended validation certificates (13%), and unified communication certificates
and Adobe CDS certificates (9% each).

Within the next 12 months, 13% of respondent organizations plan to deploy extended validation certificates,
followed by code signing certificates (10%) and unified communications certificates (9%).

The importance of a solid validation process of SSL certificates is clear, with more than eight out of 10
respondents rating a reputable validation process as an extremely or very important feature of SSL
certificates. Low price is also important to respondents with 63% rating this as extremely or very important.
Of lesser importance is validation using just the domain name, showing the importance of organization-
validated SSL in order to ensure that not just domain ownership is verified through an automated
process, but also to implement a human-based component to verify that the organization is a legitimate
business.

The importance of validation also shows when choosing an SSL certificate vendor, again with more than
eight out of 10 respondents rating a reputable validation process as extremely or very important. Three-
quarters of respondents also feel that a vendor’s overall reputation and security expertise are extremely or
very important. Although six out of 10 respondents feel that low price is important when choosing an SSL
vendor, other factors such as reputation and security expertise rate above low price, even in these rough
economic times. These findings suggest that organizations are willing to pay more for a trusted reputation
and validation process. In fact, for a standards-based SSL certificate, respondents report that they are
willing to pay an average of 9% more for the brand.

However, lower importance ratings for recognized brand (59% rating this feature as extremely or very
important), combined with low importance of server gated cryptography as an SSL certificate feature
(18% rating this feature as extremely or very important), imply that organizations may not be willing to pay
unnecessary premiums for brand names or for certificates supporting browsers over nine years old with
weak encryption.

Vendor reputation and security expertise are critical. When asked how important the reputation and
security expertise of the SSL certificate vendor they choose is, 82% of respondents rate the reputation
and security expertise of the vendor as extremely or very important.

Users conducting online business have become accustomed to certain indicators that their information is
protected as it passes through cyberspace. While respondents report that their online users find the yellow
lock, the address bar turning green and the name of the SSL vendor important as trust indicators, the
yellow lock is reported to be the most important to nearly half of online users, followed by a stringent
validation process at 14%.

Sorting Out the Myths When Purchasing SSL Certificates
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Number of SSL certificates deployed
On average, respondents report having 214 SSL certificates deployed. Nearly four out of 10 respondents
(38%) have 50 or more SSL certificates deployed at their organization.

Approximately how many SSL certificates are deployed in your organization?
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Less than 5 26%

5 – 9

10 – 49

50 – 99

11%

25%

12%

100 – 999 14%

1,000 or more

0 30%

12%
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Deployment of different types of certificates
Of the different types of certificates, more than eight out of 10 respondents (86%) currently deploy
standard SSL certificates. Current deployment of other types of certificates is lower at 28% for
wildcard, 20% for code signing, 13% for extended validation, and 9% for both unified communication
and Adobe CDS.

The most common types of certificates that respondents plan to deploy within the next 12 months
include extended validation (13%), code signing (10%) and unified communications (9%).

Which of the following best describes your organization’s deployment of each type of certificate?
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Currently deploy 86%
Plan to deploy in next 12 months

No plans
Don’t know/not applicable

4%

7%

5%
28%

3%

50%
17%

20%
10%

47%
23%

56%
13%
13%

18%

9%
9%

55%
27%

9%
5%

57%
29%

Currently deploy
Plan to deploy in next 12 months

No plans
Don’t know/not applicable

Currently deploy
Plan to deploy in next 12 months

No plans
Don’t know/not applicable

Currently deploy
Plan to deploy in next 12 months

No plans
Don’t know/not applicable

Currently deploy
Plan to deploy in next 12 months

No plans
Don’t know/not applicable

Currently deploy
Plan to deploy in next 12 months

No plans
Don’t know/not applicable

WILDCARD CERTIFICATES

STANDARD SSL CERTIFICATES

0 100%

EXTENDED VALIDATION (EV) CERTIFICATES

CODE SIGNING CERTIFICATES

UNIFIED COMMUNICATION CERTIFICATES (UCC)

ADOBE CDS CERTIFICATES
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Importance of SSL certificate features
A reputable validation process is the most important SSL certificate feature, with more than eight of 10
respondents (81%) rating this feature as extremely or very important to their organization. Low price is
also important with 63% rating this feature as extremely or very important.

It is clear that domain validated SSL certificates are less trustworthy, with only half of respondents (50%)
reporting that an SSL certificate validated using just the domain name is extremely or very important. Just
under half of respondents (49%) rate extended validation SSL as extremely or very important. Importance
of server gated cryptography is low with only 18% of respondents rating support for browsers over nine
years old with weak encryption as extremely or very important.

Please rate the level of importance of the following features of SSL certificates to
your organization. (Percentages reflect a rating of extremely or very important)

Importance of reputation and security expertise
Reputation and security expertise of SSL certificate vendors is important, with 82% of respondents rating
the reputation and security expertise of the vendor they choose as extremely or very important.

How important is the reputation and security expertise of the SSL certificate vendor you choose?

Sorting Out the Myths When Purchasing SSL Certificates

Reputable validation process 81%

Low price

Validate using just the domain name

Extended Validation SSL (takes advantage of the latest versions of browsers
to clearly indicate site safety such as turning the address bar green)

63%

50%

49%
Supports browsers over nine years old with

weak encryption (server gated cryptography) 18%
0 100%

40%
Extremely important

1%
Not very
important

13%
Somewhat important

4%
Not at all important

42%
Very important



Research conducted by: Sponsored by: November 2008 | Page 10 of 12

Importance of factors when choosing an SSL
certificate vendor
Respondents cite several important factors when considering SSL certificate vendors. Among the most
important are a reputable validation process (82%), overall reputation (78%) and security expertise (75%).
With lower importance ratings for recognized brand (59%), combined with low importance of server gated
cryptography as an SSL certificate feature (18%), the findings suggest that respondent organizations
may not be willing to pay unnecessary premiums for brand names or for certificates using server gated
cryptography that are only necessary for a small number of users.

Please rate the level of importance of the following factors when choosing an
SSL certificate vendor. (Percentages reflect a rating of extremely or very important)

Willingness to pay for the brand
For a standards-based SSL certificate, respondents indicate that their organization is willing to pay an
average of 9% more for the brand. While six out of 10 respondents report that low price is important
when choosing an SSL vendor, other factors, including reputation and security expertise, rate above low
price, even with the state of the economy today. This data suggests that organizations are willing to pay
more for a trusted reputation and validation process.

For a standards-based SSL certificate, how much more is your
organization willing to pay for the brand?
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Reputable validation process 82%

Overall reputation

Security expertise

Excellent customer service and support

78%

75%

68%

Low price 61%

0 100%

59%

41%

28%

Recognized brand

Broad range of products, including
extended validation certificates

Availability of a site seal

36%
Not willing to pay more for the brand

3%
Willing to pay 30%-39% more

9%
Willing to pay 20%-29% more

4%
Willing to pay 40% more or above

29%
Willing to pay 1%-9% more

19%
Willing to pay 10%-19% more
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Trust indicators for online users
Online users have become accustomed to certain security features that ensure their information will be
protected. One such trust indicator is the yellow lock shown on protected Web sites. Two-thirds of
respondents (65%) report that their organization’s online users think the yellow lock is important as a
trust indicator. Other top trust indicators include turns address bar green (41%), name of SSL vendor
(34%), stringent validation process (29%) and vendor site seal displayed on the site (25%).

Nearly half of all respondents (46%) think that the yellow lock is the most important trust indicator. The
yellow lock is distantly followed by a stringent validation process (14%).

Which of the following trust indicators do your organization’s online users think are important?

Note: Multiple responses allowed.

Which one of the following trust indicators do your organization’s
online users think is the most important?
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Yellow lock 65%

Turns address bar green

Name of SSL vendor

Stringent validation process

41%

34%

29%

Vendor site seal displayed on the site 25%

7%

14%

Other

Don’t know

0 80%

Yellow lock 46%

Stringent validation process

Turns address bar green

Vendor site seal displayed on the site

14%

9%

8%

Name of SSL vendor 8%

3%

12%

Other

Don’t know

0 50%
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Conclusion
Protecting the confidential transactions of e-commerce and e-business is becoming increasingly important.
In fact, overall reputation and security expertise are the most important factors when choosing vendors that
supply risk-reducing products and services. Even in these tough economic times, organizations are willing to
sacrifice a lower price for reputation and expertise. With a reputable validation process being the most
important SSL certificate feature, organizations will be looking toward SSL vendors with a solid validation
process, including organization validated SSL, to ensure that not just domain ownership is checked but also
to verify that the organization is a legitimate business.

So what does all this mean for your organization? Basically, your organization can use responses from this
survey as a benchmark for how your peers are addressing these issues. If your organization is not currently
making certificate purchase decisions with the reputation of the vendor, the validation process and the
value you are receiving for the price in mind, you need to begin to address these areas. It’s important that
the solution you seek enables your organization to maximize the security of its digital transactions in a
cost-effective manner, without paying unnecessary premiums for features such as server gated cryptography
that are only necessary for a small number of users.
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