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Ever-expanding audit and regulatory requirements leave enterprise IT de-
partments with increasing security compliance concerns. At the same time, 
budgets are decreasing as a result of current economic conditions. Security 
standards such as the Payment Card Industry Data Security Standard (PCI 
DSS) and the Health Information Technology for Economic and Clinical Health 
(HITECH) Act of 2009 focus on ensuring sensitive information is protected at 
all times, regardless of physical location. Increasing demands coupled with 
reduced resources strain IT departments, constantly requiring them to do 
more with less.

The combination of increased compliance re-
quirements, reduced resources, and little tol-
erance for gaps in data security forces enter-
prises to adapt by rethinking their security 
strategies. As technology has evolved, needs 
have changed and risks have multiplied; ap-
proaches rejected in the past based on com-
plexity or cost concerns must be reconsid-
ered. While many rejected Public Key Infra-
structure (PKI) in the past, the need for per-
sistent, easy-to-use credentials for encryption 
and identification prompts a second look.

Mature security technologies (e.g., firewall, 
anti-virus, anti-spam) assure enterprises that 

their systems are safe from compromise. 
These systems reliably protect the standard 
data infrastructures of most organizations. 
With these trusted protections already in 
place, IT managers might consider them-
selves safe from most attacks aimed at any of 
the standard ports and protocols carrying and 
storing todayʼs critical business information. In 
the face of new security challenges, such as 
the dramatic rise of insider threats and in-
creased regulatory requirements, these pro-
tections alone are no longer enough. While 
many of these technologies provide continu-
ous protection within the band they are de-
signed to work, they cannot safeguard
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information wherever it is or wherever it goes.

Protecting sensitive data from threats both 
inside and outside the organization, through-
out its lifecycle, is a difficult and daunting task. 
This task cannot be met fully by solutions rou-

tinely deployed. Reliable IT solutions of the 
past can be applied on an as-needed basis in 
an attempt to address new security require-
ments; however, this approach is costly and is 
not flexible enough to meet ever-expanding 
data protection needs.

SECURITY IS NOW MORE THAN JUST THE RESPONSIBILITY 
OF ENTERPRISE IT DEPARTMENTS

Consider, for example, just a few of the differ-
ent ways in which a sensitive data file can be 
exchanged during a typical course of busi-
ness. It can be delivered through email, using 
an email security solution that will protect it 
while in transit to its intended recipients.

Once opened at its destination it can no 
longer be protected by the email security solu-
tion. Alternately, that same file can be deliv-
ered using a portable storage device (e.g., 
CD, tape) that cannot be protected by the 
email security application. This potentially 
leaves the data at risk, unless additional solu-
tions are in place for protecting portable me-
dia. How would that same data be protected if 
it must move to the cloud or if it is sent via In-
stant Message (IM)? Implementing numerous 
point solutions for each case may address in-
dividual problems today, but cannot address 
the problem as it evolves. They also cannot 
protect information pervasively as it moves 
beyond the reach of a given end-point solu-
tion. A security framework built on a series of 
point solutions leaves many opportunities for 
gaps that leave data vulnerable as it moves 
from point to point.

Further, security is now more than just the re-
sponsibility of enterprise IT departments; it 
has rightfully become the responsibility of 
everyone within an organization to ensure the 
sensitive data they work with is used
appropriately.

Often times, IT does not know the nature of 
sensitive information used by trusted end-
users. In fact, in most organizations, the ma-
jority of this sensitive information being ex-
changed both internally and externally should 
not be accessible by IT workers. IT must be 
reliable and diligent in providing appropriate 

tools and technologies, but they are not the 
appropriate resource for making critical deci-
sions about protecting sensitive data. Conse-
quently, IT must select and deploy flexible, 
comprehensive security solutions for their en-
terprises, and then appropriately train users 
on how and when to use them. Individual us-
ers must recognize the responsibility they 
hold for the data they work with. This ap-
proach to security will only be effective when 
the ability to apply protections is part of the 
usersʼ standard workflows. User responsibility  
can be augmented by point solutions such as 
Data Loss Prevention (DLP), but cannot fully 
or effectively be replaced by them.

As this approach to data security expands to 
include all users within an organization as well 
as external parties with whom sensitive data 
is shared, the need for appropriate credentials 
for individual users becomes increasingly im-
portant. This need drives forward-thinking 
data security professionals to reconsider how 
digital certificates can meet this need. In an 
effort to combine a scalable data security so-
lution with user accountability, organizations 
are adopting digital certificates and finding 
them effective. Certificates provide their users 
with the security credentials useful for both 
identification and data encryption. 

Digital certificates are based on the concept 
of public/private key cryptography. This con-
cept utilizes a mathematically related pair of 
keys. One key, the public key, is used when 
encrypting data which only the other key, the 
private key, can open. A digital certificate is 
issued by a trusted third party, a Certificate 
Authority (CA), that validates the identity of 
the holder of the private key. This provides a 
verifiable chain of trust behind each certifi-
cate.
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A digital certificate provides a much more du-
rable level of security than traditional methods 
such as password authentication or encryp-
tion systems. Passwords remain a familiar, 
but vulnerable means of protecting data due 
to the inherent difficulties of managing and 
using passwords. Password-based systems 
also pose a security risk due to on-going sus-
ceptibility to common password cracking 
methods such as brute-force or dictionary 
attacks that will reveal a password if the 
attacker is persistent. 

Digital certificate technology has evolved over 
the past 20 years. It is now a stable and ma-
ture technology that has become an important 
security component embedded within many 
popular IT functions such as web browsers 

with SSL, Virtual Private Networks (VPNs), 
secure FTP, email, and many other systems 
widely used today. Given the increasing use 
of digital certificates for enterprise security, 
how do they measure up in their effectiveness 
for deployment within large scale individual 
security?

A forum at RSA Conference 2009 brought to-
gether technology experts and IT administra-
tors for an informal peer discussion on how 
digital certificates are meeting industry secu-
rity needs. This open discussion offered use-
ful insight into the current state of the enter-
prise readiness of digital certificates from the 
perspective of those that are actually imple-
menting them to solve real business issues. 

PASSWORDS REMAIN A FAMILIAR, BUT VULNERABLE 
MEANS OF PROTECTING DATA

The specific needs of attendees for creden-
tials ranged from security for corporate web-
sites and portals to individual end-user cre-
dentials for securing email and unstructured 
data files. A critical goal shared by attendees 
was a need to effectively provision end-users 
with end-to-end data protection. Forum par-
ticipants agreed that digital certificates offer 
the most viable option available for providing 
both identity verification and data privacy.

Few issues were raised with using digital cer-
tificates for web security or other embedded 
systems. Most attendees reported they can 
easily and routinely obtain and deploy SSL 
certificates sufficient for their organizationsʼ 
needs. Forum participants voiced concerns of 
how effective the same technologies are when 
used for individual user credentials. These 
concerns aligned with three key topics of 
discussion:

• Misconceptions about PKI
• Usability of digital certificates
• Management & control of digital certificates.

Identifiable gaps in digital certificate technol-
ogy leave barriers in the path of wider adop-
tion. These gaps block the ability of IT to sup-
port and maintain secure systems and inhibit 

the ability of organizations to effectively ele-
vate the responsibility for security beyond just 
the domain of IT.

Misconceptions about PKI

PKI is an acronym for Public Key Infrastruc-
ture, a method for issuing and managing veri-
fiable digital certificates issued by a trusted 
Certificate Authority (CA). Despite both the 
maturity and stability of PKI, it is still routinely 
spoken of negatively and, as a result, enter-
prises often resist implementing a security 
strategy utilizing digital certificates. Stories of 
failed PKI projects, cost overruns, and lack of 
benefits have created a perception that key 
management is too difficult and too costly to 
implement. These perceptions are mostly 
based on experiences of early adopters of the 
technology that had only a few choices for ob-
taining certificates.

Implementation options for PKI today have 
expanded and largely mitigate the issues en-
countered by those early adopters. Organiza-
tions can now choose a certificate manage-
ment solution that fits both their budget and 
their administrative needs. Available options 
range from internal PKI solutions purchased 
from any of the leading industry vendors
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to externally hosted services that can provide 
any quantity of certificates from just a few up 
to large numbers. Today, internal options for 
hosting PKI are now bundled with major en-
terprise operating platforms such as Windows 
and IBM System z. This option is suitable for 
larger organizations that need to issue many 
certificates and that prefer to manage their 
certificates within their internal IT group.

Choosing an external certificate source can 
reduce the administrative costs by removing 
the need to purchase and internally manage a 
PKI solution. This approach provides a good 
solution for organizations that plan to adopt 
certificates gradually through a pay-as-you go 
model and ensures certificates are associated 
with an established global trust source.

USERS HAVING CERTIFICATES MAY STILL OFTEN USE THEM 
INAPPROPRIATELY

Usability

To some, digital certificates are still consid-
ered too difficult to use and maintain within 
most organizations where technical complex-
ity of any kind introduces costly end-user 
training concerns. Despite the advances in 
available options and improvements in setting 
up and maintaining a PKI as a certificate 
source, the end-user component - digital cer-
tificates – may still be viewed as an obstacle. 
Too many steps and administrative touch-
points with users still exist in the delivery, use, 
and exchange of certificates.

Opportunities for user error abound in both 
the enrollment and use of certificates in envi-
ronments where there is user resistance to 
adopting a new technology - most users are 
comfortable with using a password for data 
privacy and protection, while a digital certifi-
cate is unfamiliar and is perceived as compli-
cated. Forum panelists pointed out that one 
benefit offered by digital certificates is that 
they can be integrated more transparently into 
user workflows, removing the need to re-
member or retrieve a password. This trans-
parency requires readily available access to 
both the public and private key pair of the cer-
tificate, as well as the public keys of other cer-
tificate users. Private keys may often be 
available only from a single system which re-
stricts where a user may effectively use it for 
protecting information. Increasing availability 
of portable, hardened certificate storage op-
tions in the form of a smart card or smart to-
ken offer the promise to remove this restric-
tion; however, interoperability with these de-
vices remains limited to only a few applica-
tions today.

Public key access can be impeded by limited 
availability of hosted public key directories.  
This leaves users few options other than re-
sorting to complex, technical key exchange 
steps. Alternate solutions offering the promise 
of simplifying the use of public/private keys 
through easily available identifiers (e.g., email 
address), unfortunately, fall short as a result of 
their inability to scale to meet the needs of a 
large and often widely dispersed population of 
internal and external users.

Management and control

Managing data security across disparate ap-
plications that integrate inconsistently, if at all, 
with centrally issued certificates, increases 
the cost and complexity of administration and 
can leave gaps in protection. Few applications 
make use of certificates today for end-user 
encryption or authentication (digital signing), 
yet data often moves between different appli-
cations and passes through many hands dur-
ing normal use. This presents areas of risk as 
data moves between users and between 
cross-platform and cross-vendor applications 
possessing varying levels of certificate sup-
port. Applications that attempt to reduce per-
ceived end-user complexity by “hiding” their 
use of digital certificates inside the application 
provide only limited data protection - protec-
tion that is lost as the data moves beyond the 
boundaries of that application.

Users having certificates may still often use 
them inappropriately. Lack of policy support to 
ensure appropriate use and contingency ac-
cess to encrypted data complicate audit and 
regulatory compliance efforts.
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Finding an effective solution

Questions remain about how to effectively use 
digital certificates to ensure data is both se-
cure and remains available to efficiently re-
spond to business needs. More specifically, 
how can digital certificates be used without 
resorting to multiple vendor solutions with 
varying levels of certificate support? The an-
swer is data-centric security.

Data-centric security always stays with the 
data, protecting it wherever it is, wherever it 
goes, and however it gets there. Applying se-
curity directly to the data reduces the need to 
rely on certificate solutions for each applica-

tion, reducing the complexity and cost of us-
ing and managing digital certificates. Use of 
digital certificates with data-centric encryption 
applications does, indeed, confirm that digital 
certificates are an answer for enterprise secu-
rity. Data-centric solutions that fit seamlessly 
into existing user workflows avoid certificate 
enrollment and management complexity; they 
ensure appropriate use through policy and  
provide the level of usability, management, 
and control necessary for making digital cer-
tificates an effective enterprise data security 
solution. A few solutions are now available 
that offer usable certificate solutions and con-
trol, making digital certificates ready for prime-
time.
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