Two-Factor Authentication

This document describes SonicWALL’s implementation of two-factor authentication for
SonicWALL SSL-VPN appliances. This document contains the following sections:

*  “Feature Overview” section on page 1
“What is Two-Factor Authentication?” section on page 1
— “Benefits” section on page 2
— “How Does Two-Factor Authentication Work?” section on page 2
“Platforms” section on page 2
*  “Using Two-Factor Authentication” section on page 3
— “Administrator Prerequisites” section on page 3
— “Administrator Configuration Tasks” section on page 3
— “User Prerequisites” section on page 17

— “User Configuration Tasks” section on page 17

Feature Overview

This section provides an introduction to two-factor authenticating. This section contains the following
subsections:

*  “What is Two-Factor Authentication?” section on page 1
*  “Benefits” section on page 2
* “How Does Two-Factor Authentication Work?” section on page 2

e “Platforms” section on page 2

What is Two-Factor Authentication?

Two-factor authentication is an authentication method that requires two independent pieces of information
to establish identity and privileges. Two-factor authentication is stronger and more rigorous than traditional
password authentication that only requires one factor (the user’s password).

SonicWALL’s implementation of two-factor authentication partners with two of the leaders in advanced user
authentication: RSA and VASCO.
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Benefits

Two-factor authentication offers the following benefits:
* Greatly enhances security by requiring two independent pieces of information for authentication.
* Reduces the risk posed by weak user passwords that are easily cracked.

* Minimizes the time administrators spend training and supporting users by providing a strong
authentication process that is simple, intuitive, and automated.

How Does Two-Factor Authentication Work?

Two-factor authentication requires the use of a third-party authentication service. The authentication
service consists of two components:

* Anauthentication server on which the administrator configures user names, assigns token, and manages
authentication-related tasks.

* Tokens that the administrator gives to users which display temporary token codes.

Table 1 lists the currently-supported third-party authentication services.

Table 1 Supported Two-Factor Authentication Services

Company Authentication Server Token Service
RSA RSA Authentication Manager RSA SecurID tokens
VASCO VACMAN Middleware Digipass tokens

With two-factor authentication, users must enter a valid temporary passcode to gain access. A passcode
consists of the following:

* The user’s personal identification number (PIN)
* A temporary token code

Users receive the temporary token codes from their RSA or VASCO token cards. The token cards display a
new temporary token code every minute. When the RSA or VASCO server authenticates the user, it verifies
that the token code timestamp is current. If the PIN is correct and the token code is correct and current,

the user is authenticated.

Because user authentication requires these two factors, the RSA SecurlD and VASCO DIGIPASS solution
offers stronger security than traditional passwords (single-factor authentication).

Platforms

Two-Factor Authentication is available on the SonicWALL SSL-VPN 2000 and 4000 platforms running
firmware version 2.0.
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Using Two-Factor Authentication

This section contains the following subsections:
*  “Administrator Prerequisites” section on page 3
*  “Administrator Configuration Tasks” section on page 3
*  “User Prerequisites” section on page 17

e “User Configuration Tasks” section on page 17

Administrator Prerequisites

Two-factor authentication requires the use of a third-party authentication service. If you are using RSA, you
must have the RSA Authentication Manager and RSA SecurID tokens. If you are using VASCO, you must
have the VASCO VACMAN Middleware and Digipass tokens.

Administrator Configuration Tasks

The following sections describe how to configure two-factor authentication.
*  “Configuring the SSL-VPN Appliance” on page 4
* “Configuring the RSA Authentication Manager” on page 5
*  “Configuring the VASCO VACMAN Middleware” on page 12
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Configuring the SSL-VPN Appliance

N

Note

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

Because two-factor authentication depends on time synchronization, it is import that the
internal clocks for the SSL-VPN appliance and the third-party authentication server are set
correctly. On the SSL-VPN appliance, set the time on the System > Time page.

To configure a SonicWALL SSL-VPN appliance for two-factor authentication, perform the following steps:

On the SSL-VPN appliance, navigate to the Portal > Domain page.
Click on the Add domain button.

2 https://10.0.61.162 - Add Domain - Micros... E g

Add Domain
Authentication type: |Radiu5 v |
Domain name: |Domain_RSA |

Primary Radius server

Radius sener address: |10_0.31.100 |
Radius sener port: |'|812 |
Secret password: |oooooooo| |

Radius Timeout (Seconds): |2 |

Max Retries: |2 |

Backup Radius server

Radius server address: |

Radius sener port: |'|812

|
|
Secret passwoard: | |
|

Portal layout name: |LocaIDomain v

a Require client digital cerificates

[ one-time passwards

[__Add__[Jf  Cancol ]

&] Dore 2 @ nterret

In the authentication type pulldown menu, select Radius.

Enter a descriptive name for the authentication domain in the Domain Name field. This is the domain
name users will select in order to log into the SonicWALL SSL-VPN appliance portal.

Enter the IP address of the RADIUS server in the Radius Server Address field.

Enter the Radius server port in the Radius server port field.

Enter a number (in seconds) for Radius timeout in the Radius Timeout (Seconds) field.
Enter the maximum number of retries in the Max Retries field.

Enter the authentication secret in the Secret Password field.
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Step 10 Click the name of the layout in the Portal Layout Name pull-down menu.

Step 11 Optionally check the box next to Require client digital certificates to require the use of client certificates
for login. By checking this box, you require the client to present a client certificate for strong mutual
authentication.

Step 12 Click Add to update the configuration. The domain will be added to the Domain Settings table.

Note The SonicWALL SSL-VPN appliance will attempt to authenticate against the specified
RADIUS server using PAP authentication. It is generally required that the RADIUS server
be configured to accept RADIUS client connections from the SonicWALL SSL-VPN
appliance. Typically, these connections will appear to come from the SonicWALL SSL-VPN’s
X0 interface IP address. Refer to your RADIUS server documentation for configuration
instructions.

Configuring the RSA Authentication Manager
The following sections describe how to configure the RSA Authentication Manager version 6.1 to perform
two-factor authentication with your SonicWALL SSL-VPN appliance:
*  “Adding an Agent Host Record for the SonicWALL SSL-VPN Appliance” on page 6
* “Adding the SonicWALL SSL-VPN as a RADIUS Client” on page 8
» “Setting the Time and Date” on page 8

*  “Importing Tokens and Adding Users” on page 9

Note This configuration procedure is specific to RSA Authenticaiton Manager version 6.1. If you
are using a different version of RSA Authentication Manager, the procedure will be slightly
different.

If you will be using VASCO instead of RSA, see “Configuring the VASCO VACMAN Middleware” on
page 12.
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Adding an Agent Host Record for the SonicWALL SSL-VPN Appliance

To establish a connection between the SSL-VPN appliance and the RSA Authentication Manager, an Agent
Host record must be added to the RSA authentication Manger database. The Agent host record identifies
the SSL-VPN appliance within its database and contains information about communication and encryption.

To create the Agent Host record for the SSL-VPN appliance, perform the following steps:

Step 1 Launch the RSA Authentication Manager.

#3 RSA Authentication Manager 6.1 Administration

File System User Token Group AgentHost Realm  Site RADIUS Log Report  Help
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Step 2 On the Agent Host menu, select Add Agent Host.

Step 3
Step 4
Step 5
Step 6

Step 7

Add Agent Host x

Name: ISSL—VPN—1

Network address: |1 0.0.33.176|

Site: | Select |

Agent type: [UNIX Agent E
Communication Server
Single-Transaction Comm Server x|

Encryption Type: ' SDI & DES
[~ Node Secret Created
[v Open to All Locally Known Users
[ Search Other Realms for Unknown Users
[~ Requires Name Lock
[~ Enable Offline Authentication
[ Enable Windows Password Integration

[~ Create Verifiable Authentications

Group Activations... User Activations...

Secondary Nodes... Delete Agent Host

Configure RADIUS Connection...

Edit Agent Host Extension Data...

Assign Acting Servers... Create Node Secret File...

o]

Cancel Help |

Enter a hostname for the SSL-VPN appliance in the Name field.
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Enter the IP address of the SSL-VPN appliance in the Network address field.

Select Communication Server in the Agent type window.

By default, the Enable Offline Authentication and Enable Windows Password Integration options are
enabled. SonicWALL recommends disabling all of these options except for Open to All Locally Known

Users.

Click OK.
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Adding the SonicWALL SSL-VPN as a RADIUS Client

After you have created the Agent Host record, you must add the SonicWALL SSL-VPN to the RSA
Authentication Manager as a RADIUS client. To do so, perform the following steps:

Step1 In RSA Authentication Manager, go to the RADIUS menu and select Manage RADIUS Server. The RSA
RADIUS Manager displays.

Step2 Expand the RSA RADIUS Server Administration tree and select RADIUS Clients.

¥ R5a RADIUS -- Powered by Steel-Belted Radius (MEDIAMOOSEYM) [_ O] x|
File Panel ‘'Web Help

Q@ Refresh QD Print Q) Add WP Ect @ 0wt & copy O Pasie 6 Delete

Mame |IPAddress |Makemn10del |

@ Profiles
@ Replication
@ Statistics

Step 3 Click Add. The Add RADIUS Client window displays.

|
Natne: JssL-wPh- ™ &ny RADIUS Cliert ©
Description: Imy first SSL-YPRH
IP Address: |1 0033176
Shared secret: I******* I Unmask

Makefmodel: I- Standard Radius - LI Wieh Info |

Advanced

[ use different shared secret for Accourting Ediit....

™ Assume down if no keepalive packets after I seconds

orcel_|

Step 4 Enter a descriptive name for the SSL-VPN appliance.
Step 5 Enter the IP address of the SSL-VPN in the IP Address field.

Step 6  Enter the shared secret that is configured on the SSL-VPN in the Shared secret field.
Step 7  Click OK and close the RSA RADIUS Manager.

Setting the Time and Date

Because two-factor authentication depends on time synchronization, it is import that the internal clocks for
the RSA Authentication Manager and the SSL-VPN appliance are set correctly.
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Importing Tokens and Adding Users

After you have configured the RSA Authentication Manager to communicate with the SonicWALL

SSL-VPN appliance, you must import tokens and add users to the RSA Authentication Manager. To do so,
perform the following steps.

Step 1 To import the token file, select Token > Import Tokens.

#: RSA Authe on Manager 6.1 Adn

File System User

Token Group Agent Host Realm  Site RADIUS Log Report  Help

Import Token Filename

Look jr: I@ zeeds for tokens j - EF '

99 406614_140_1_TOKEM,3ML
99 406614_150_1_TOKEM,3ML
(7419155 150 1_PLIK_KEYSET.5ML

File name: |41 9155 _150_1_PUK_KEYSET. <ML j DOpen I
Files of type: IImport Files [* DMP;* A5 %ML) j Cancel |
E

Step2 When you purchase RSA SecurlD tokens, they come with an XML file that contains information on the

tokens. Navigate to the token XML file and click Open. The token file is imported.
Step 3 The Import Status window displays information on the number of tokens imported to the RSA
Authentication Manager.

Importing XML file:  406614_140_1_TOKEN.XML

Number of tokens imported: 0
Number of duplicate tokens imported: 0

Number of token records discarded: 0
[Administrator tokens cannot be overwritten)
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Step 4 To create a user on the RSA Authentication Manager, click on User > Add user.

First and Last Name: IJane ISmith
Default Login: IiSlTlith
Default Shell: |
& Local User © Hemote User
Serial Number Token Typefiuth With Status
Tokens: | 900032315248  Key Fob/Passcode Enabled;Hew PIN Hode =]
[
0: Original token R: Replacement for previous token
Role: <none>
Assigned Profile:
[~ Temporary User
Start Date: 1273171985 17:6808 End Date: 1273171985 17:88
v Allowed to Create a PIN [ Required to Create a PIN
Assign Token... Edit Assigned Token... Administrative Role...
Group Memberships... Agent Host Activations... Edit User Extension Data...
Set/Change User Password... Hemowve User Passwaord Edit Access Times...
Assign Profile... Remove Brofile Assignment Delete User
View LDAP Source... View Emergency Passcode... Clear Windows Password
OK | Cancel | Apply LS Changes| Setaniss | Help |

Step 5 Enter the user’s First and Last Name.
Step 6  Enter the user’s username in the Default Login field.

Step 7 Sclect either Allowed to Create a PIN or Required to Create a PIN. Allowed to Create a PIN gives
users the option of either creating their own PIN or having the system generate a random PIN. Required
to Create a PIN requires the user to create a PIN.
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Step 8 To assign a token to the user, click on the Assign Token button. Click Yes on the confirmation window
that displays. The Select Token window displays.

First and Last Name: IJane ISmith
Default Login: I]Smlth
Default Shell: |

 Loealiser © Remote User
Serial Numher Tnken Tvnetfinth With

Select Token Serial Number: Ii
Serial Numher:li Algorithm: IAII Algorithms 'l

[T Assigned Tokens

Select Token from List... | ¥| Unassigned Tokens

Auto Select: Serial Number |Expiration |Auth With |+
0000 40 04401/2007 Pa ode
Unassigned Tukenl Sorted by: © Token Import Date 000032315243 04/01/2007 Passcode
'®) Tl <o S el 000032315244 04/01/2007 Passcode
€ Token Expiration Date 000032315245 04/01/2007 Passcode
0K | Cancel | Help
Set/Change User Password... Hemowve User Pas
Assign Profile... Bemove Profile Assi s
View LDAP Source... View Emergency Pas

Cancel | Help |
0K Cancel | Apply LiS Changes SetAll LIS Help | -

Step 9  You can either manually select the token or automatically assign the token:

* To manually select the token for the user, click Select Token from List. In the window that displays,
select the serial number for the token and click OK.

* To automatically assign the token, you can optionally select the method by which to sort the token: the
token’s import date, serial number, or expiration date. Then click the Unassigned Token button and
the RSA Authentication Manager assigns a token to the user. Click OK.

Step 10 Click OK in the Edit User window. The user is added to the RSA Authentication Manager.

Step 11 Give the user their RSA SecurID Authenticator and instructions on how to log in, create a PIN, and user
the RSA SecurID Authenticator. See “RSA User Authentication Process” on page 17 for more information.

SonicWALL SSL-VPN Two-Factor Authentication “



A Using Two-Factor Authentication

Configuring the VASCO VACMAN Middleware

The following sections describe how to configure two-factor authentication using VASCO’s VACMAN
Middleware Administration version 2.3:

*  “Adding the RADIUS Server to VACMAN Middleware” on page 12
*  “Adding the SSL-VPN Appliance to VASCO” on page 13

* “Setting the Time and Date” on page 13

e “Importing Digipass Token Secret” on page 14

*  “Creating Users” on page 15

*  “Assigning Digipass Tokens to Users” on page 16

Note This configuration procedure is specific to VACMAN Middleware Administration version
2.3.12. If you are using a different version of VACMAN Middleware Administration, the
procedure will be slightly different.

If you will be using RSA instead of VASCO, see “Configuring the RSA Authentication Manager” on page 5.

Adding the RADIUS Server to VACMAN Middleware

To create a connection between the Sonicwall SSL-VPN appliance and the VASCO server, you must create
a component record for the external RADIUS server. VASCO servers do not have an internal RADIUS
component, so they must use an external RADIUS server. To create a component record for the RADIUS
servet, perform the following steps:

Step1 Launch the VACMAN Middleware Administration program.
Step 2 Expand the VACMAN Middleware Administration tree and the VACMAN Server tree.
Step 3  Right click on RADIUS Servers and click on New RADIUS Server.

New RADIUS Server B

Authentication P Address |1 0.50.165.2

Authentication Part I‘I 12

Accounting IP Address |1 0.50.165.2
Accounting Port |1 213
Shared Secret I xxxxxxxx

Confirm Shared Secret I

Timeout [seconds] |2
Mo. of Retries |2

Cancel | Help |

Step 4 Enter the IP address of the RADIUS server in the Authentication IP Address field and the authentication
port number in the Authentication Port field (the standard authentication port number is 1812). Note that
this is the IP address of the RADIUS server and 7o the SonicWALL SSL-VPN appliance.
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Step 5

Step 6
Step 7
Step 8
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Enter the IP address and port number for RADIUS accounting communication in the Accounting IP
Address and Accounting Port fields, respectively. If a single RADIUS server is performing both
authentication and accounting, the IP address is the same. The standard accounting port number is 1813.

Enter the RADIUS shared secret in the Shared Secret and Confirm Shared Secret fields.
Enter the desired timeout length number of retries in the Timeout (seconds) and No. of Retries fields.

Click OK.

Adding the SSL-VPN Appliance to VASCO

Step 1
Step 2

Step 3
Step 4
Step 5

To add the SonicWALL SSL-VPN appliance to VACMAN Middleware Administrator as a RADIUS client,
perform the following steps.

Expand the VACMAN Server tree.
Right-click on RADIUS Clients and click New RADIUS Client.

New RADIUS Client
IP Address |1 0.061.162
Shared Secret I ““““““““
Confirm Shared Secret I “““““““ |

v RADIUS prowy allowed for requests from this client

Create I Cloze | Help |

Enter the IP Address of the SSL-VPN appliance.

Enter the shared secret in the Shared secret and Confirm Shared secret.

Click Create.

Setting the Time and Date

The DIGIPASS token is based on time synchronization. All tokens are created with their internal real-time
clocks set to GMT. As such, it is important to set the date and time zone of the server running the VACMAN
middleware to correctly so the GMT can be local derived correctly.
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Importing Digipass Token Secret

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Before Digipass tokens can be assigned to a user,

their application records must be imported to the

VACMAN middleware. To do this, perform the following steps.

Right-click on the Digipass node under the VACMAN server tree.

Click Import Digipass.

Click Browse, navigate to the location of the Digipass import file, and click Open.

x|

~DF Fie
Filz | Brovac. |
Key [T

I™ Upgrade existing Digipass with activation codes from new OP file

Applications | mo. [ appication tiame [ Type |

Irnpork &1l Appi

Show Applice

|rrparn Seected &)

| mport Stab;

Curiert Serial Mo.

I Application

Applications Read |
Applications Imported I
Applications Failed I Show Enore.. Siop

Open aDPX File x|
Lok jn: |@ DR =]+ o5 -
B Edemngnl.dpx
= demovdp. dpx
File name: |demudpx j Open |
Filez af hype: |CP< Files [ op) K| Cancel I
[~ Open &s mad-only
v

Enter the Digipass import key in the Key field. The key is a 32-character hexidecimal number.

Click Import All Applications to import all reco
Show Applications, select the records to import,

rds in the file. Or to select the records to import, click
and click Import Selected Applications.

The progress of the import procedure will be shown in the bottom Import Status section.
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Step 1
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To add users to the VACMAN Middleware Administration, perform the following steps.

Expand the VACMAN Server tree and right-click on Users.

Step 2 Click New Uset.

Step 3
Step 4
Step 5
Step 6

“Cy Fle Action  View Favorites Window Help | =18 x|
e | A PR 2 esdv
] Console Root Users  (displaying first 5)
(= 4% YACMAN Middleware Administrati [ (ser 1p | Serisl Mo | Application | Grace Period End I Date
=5 VACMAN Server i
L T
& it st vewuser x|
% ork Users. .. uditor
- sadmin
o e Us=er ID YWazcoDemo
& Hew ¥ kokenadmin i I
View ’ Stored Static Password
Mew Window from Here s
New Password &
New Taskpad View, ..
Confitm P d P
Refresh A I 1
Export List...
Help Admin Privilege INotmaI User 'l
Authenticator IDefath 'l
« | el

|irrpurt Users From a file

[ Ceste | Cose | Hep

Enter the username in the User ID field.
Enter the user’s password in the New Password and Confirm Password fields.

Select the appropriate Admin Privilege and Authenticator.

Click Create.
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Assigning Digipass Tokens to Users

After you have imported the digipass tokens and created the users, you need to assign the Digipass tokens
to the users. To do so, perform the following steps.

Step1 Expand the VACMAN Server tree and click on Digipass.

"t ¥mmmc - [Console Root) YACMAN Middleware Administration\ VACMAN Server! a: = IDILI
‘1 Eile Action View Favorites Window  Help | =18 x|
= AR XTRB 2 ¢88T
(_] Console Root Digipass  (displaying first 1)
£l &% VACMAN Middeware Administrati [ Serial number | User 1D | Digipass Type | Application Name | Applicatio
= €8 VACMAN Server T o st
4 Users e m
Digipass Unassian
| . Servers Reset Application
RADILS Servers Heset PIN
2 RADIUS Clients e
All Tasks 3
Delete
Properties
Help
| | =l | i |

iﬁssims the Digipass Application to a Users [ |

Step 2  Right-click on the serial number of the Digipass token you want to assign and click Assign.

Select User 5]

- Selection Criteria

User ID I\J‘asc:oD emo

To |

Maximum no. of Users to list |1 0o Find |

Search Results

Mame:

YACMAN MiddlewaRe |

.
., 1 ) Digipass Applications assigned: 1

Step 3 Enter the username in the User ID field and click the Find button.

Step4 When the username is displayed in the Search Results window, select the username and click OK to assign
the Digipass token.

" SonicWALL SSL-VPN Two-Factor Authentication



Using Two-Factor Authentication @

User Prerequisites

Before you can log in using two-factor authentication, you must meet the following prerequisites:
*  Your administrator has created your user account.

*  You have cither an RSA SecurID token or a VASCO Digipass token.

User Configuration Tasks

The following sections describe how users log in to the SonicWALL SSL-VPN appliance using the two types
of two-factor authentication:

*  “RSA User Authentication Process” on page 17

*  “VASCO User Authentication Process” on page 19

RSA User Authentication Process

The following sections describe user tasks when using RSA two-factor authentication to log in to the
SonicWALL SSL-VPN Virtual Office:
* “Logging into the SSL-VPN Virtual Office Using RSA Two-Factor Authentication” on page 17
*  “Creating a New PIN” on page 18

*  “Waiting for the Next Token Mode” on page 19

Logging into the SSL-VPN Virtual Office Using RSA Two-Factor Authentication

To log in to the SonicWALL SSL-VPN Virtual Office using RSA two-factor authentication, perform the
following steps.

Step 1 Enter the IP address of the SSL-VPN appliance in your computers browser. The authentication window is
displayed.

MName: gedara

LT RS2 ALUTH ~

Step 2 Enter your username in the Username field.

Step 3  The first time you log in to the Virtual office, your entry in the password field depends on whether you have
been given a PIN or if you need to create the PIN.

* Ifyou already have a PIN, enter the passcode in the Password field. The passcode is the user PIN and
the SecurID token code. For example, if the uset’s PIN is 8675 and the token code is 30966673, then
the passcode is 867530966673.

* If you do not have a PIN, enter the SecurID token code in the Password field.
Step 4  Sclect the appropriate Domain.

Step 5 Click Login.
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Creating a New PIN

Step 1

Step 2

Step 3

Step 4

The RSA Authentication Manager automatically determines when users are required to create a new PIN.
will determines that user associated with a particular token requires a new PIN. SSL-VPN appliance prompts
the user to enter new PIN.

If the user is configured for the Allowed to Create a PIN option, users are first asked if they want the
system to generate a PIN. To have the system generate a PIN, type y and click OK. To create your own PIN,
type n and click OK.

The new PIN is displayed. To accept the PIN type y and click OK. To have the system generate a different
PIN, type n and click OK.

If you declined to accept a system-generated PIN, or if your username is configured for Required to Create
a PIN, you are prompted to enter your new PIN. Enter the PIN in the New PIN field and again in the
Confirm PIN field and click OK.

Enter a new PIM having from 4 to 8 digits:

Mew PIM : 1234
Canfirm PIMN: 1234

The RSA Authentication Manager verifies that the new PIN is an acceptable PIN. If the PIN is accepted,
the user is prompted to log in with the new passcode.

PIN Accepted. Please Wait for token to
change and login with new passcode
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Waiting for the Next Token Mode

If user authentication fails three consecutive times, the RSA server requires the user to generate and enter
a new token. To complete authentication, the user is prompted to wait for the token to change and enter the
next token.

VASCO User Authentication Process

The following sections describe user tasks when using RSA two-factor authentication:
* “Logging into the SSL-VPN Virtual Office Using VASCO Two-Factor Authentication” on page 19
*  “Creating a New PIN” on page 18

Logging into the SSL-VPN Virtual Office Using VASCO Two-Factor Authentication

To log in to the SonicWALL SSL-VPN Virtual Office using VASCO two-factor authentication, perform the
following steps:

Step 1  Enter the IP address of the SSL-VPN appliance in your computers browser. The authentication window is
displayed.

e e dara

S Y ASCO AUTH v

Step 2  Enter your username in the Username field.

Step 3  Enter the passcode in the Password field. The passcode is the user PIN and the VASCO Digipass token
code. For example, if the users PIN is 8675 and the token code is 30966673, then the passcode is
867530966673.

Step 4  Sclect the appropriate Domain.
Step 5 Click Login.

SonicWALL SSL-VPN Two-Factor Authentication “



A Using Two-Factor Authentication

Creating a New PIN

To manually change your PIN using the SSL-VPN Virtual Office login page, perform the following steps.

Step 1  Enter the IP address of the SSL-VPN appliance in your computers browser. The authentication window is
displayed.

Step 2 Generate 2 VASCO token.
Step 3  Enter your username in the Username field.
Step 4 In the Password field, enter the following string: existing PIN + token + new PIN + new PIN.

For example, if your existing PIN is 5555, the token is 3333, and your new PIN is 1234, you would enter the
following in the Password field: 5555333312341234.

Solution Document Version History

Version Number |Date Notes
1 9/22/2006 This document was created.
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