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Abstract. Steganography encompasses methods of transmitting secret message through 
innocuous cover carriers in such a manner, that the existence of the embedded message is 
undetectable.  Carriers of such message may resemble images, audio, video or any 
digitally represented code of transmission. Steganalysis the science utilized to disrupt the 
transmission of steganographic encrypted messages, through detection, extraction, 
disabling or destruction of such hidden information.  

 
 
 
Introduction  
 

 This paper will surmise the many uses for steganography and the recent science of 
steganalysis.  Steganography differs from the better known practice of cryptography, in 
which a message is purposely garbled and can only be decipher by those who posses the 
key.  There are a several  steganographic methods that we have witness (especially if you 
read any of the Tom Clancy or James Patterson books), ranging from invisible ink and 
microdots to secreting a hidden message in the second letter of each word of a large body 
of text and spread spectrum radio communication. With computers and networks, there 
are many other ways of hiding information, such as: 

• Hidden text within Web pages  
• Hiding files in "plain sight" 
• Null ciphers (e.g., using the first letter of each word to form a hidden message in 

an otherwise innocuous text)  

On the Internet, spam is a potential carrier medium for hidden messages. Consider the 
following: �
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This message looks like typical spam, which is generally ignored and discarded. This 
message was created at spam mimic, a Website that converts a short text message into a 
text block that looks like spam using a grammar-based mimicry idea first proposed by 
Peter Wayner (spam mimic 2003; Wayner 2002). The reader will learn nothing by 
looking at the word spacing or misspellings in the message. The zeros and ones are 
encoded by the choice of the words. The hidden message in the spam carrier above is:  

3�������3������	�������	����+=#$��

Special tools or skills to hide messages in digital files using variances of a null cipher are 
not necessary. An image or text block can be hidden under another image in a 
PowerPoint file, for example. Messages can be hidden in the properties of a Word file. 
Messages can be hidden in comments in Web pages or in other formatting vagaries that 
are ignored by browsers (Artz 2001). Text can be hidden as line art in a document by 
putting the text in the same color as the background and placing another drawing in the 
foreground. The recipient could retrieve the hidden text by changing its color (Seward 
2004). These are all decidedly low-tech mechanisms, but they can be very effective.  

Steganography today, however, is significantly more sophisticated than the examples 
above suggest, allowing a user to hide large amounts of information within image and 
audio files. These forms of steganography often are used in conjunction with 
cryptography so that the information is doubly protected; first it is encrypted and then 
hidden so that an adversary has to first find the information (an often difficult task in and 
of itself) and then decrypt it. 

Carriers of such messages may resemble innocent images, audio, video, text, or any other 
digitally represented code or transmission.  The hidden message may be plaintext, 
ciphertext, or anything that can be represented as a bit stream.  Commercial use of 
steganographic techniques has evolved into digital watermarking. Watermarking does not 
necessarily conceal the knowledge of the hidden information other than from the human 
senses.  
  
          
Definition 
 

Steganography is the art of hiding information in a manner that makes the 
detection of the hidden information virtually impossible. Steganography derived from 
Greek literally means “covered writing.” It utilizes a variety of methods to conceal 



information from prying eyes.  These include invisible inks, microdots, character 
arrangement, digital signatures, covert channels, and spread spectrum communications.  
 
Steganalysis is the technology that attempts to defeat steganography—by detecting the 
hidden information and extracting or destroying it. 
 
 
Terminology 

     A message is the information hidden and may be plaintext, ciphertext, images, or 
anything that can be embedded into a bit stream.  Together the cover carrier and the 
embedded message create a stego-carrier.  Hiding information may require a key which is 
additional secret information, such as a password, required for embedding the 
information. A possible formula of the process may be represented as:  

   Cover medium + embedded message + stegokey = stego-medium (1) 

In steganography comparisons are made between the cover-media, and the stego-media.  
Techniques available to steganalyst to break a stegangraphy encrypted message  are 
similar to the ones available to the cryptanalysis. These are stego-only, known cover, 
known message, chosen stego, and chosen message. These are defined as follows:   
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There are other terms introduced with the technology that need to be mentioned.  These 
words though common take on a different role when used in speaking of steganography 
or steganalysis:  

Payload: the data that is desirable for transport (i.e. documents, audio, video, or 
drawings).  

 Carrier:  the signal, stream or data file into which the payload is to be h hidden. 

 Channel: the type of input, such as JPEG, BMP image or Wave files. 

Package: the resulting signal, stream or data file which has the payload                                                   
encoded. 



Encoding density: the percentage of bytes which are modified to encode the 
payload, typically as a floating-point number between 0 and 1.                   

Applications 

 The current increase of internet traffic and sharing of information of public as 
well as private information over the internet cloud has prompted added interest in 
steganography and steganalysis.  This is evident in the publishing and recording 
industries as well as in our law enforcement agencies.  The publishing and recording 
industries utilize a watermarking technique in an attempt to protect copyrighted materials 
such as text, images, audio and video.   The financial and legal communities utilize 
it to exchange sensitive material over the internet.  Law enforcement agencies utilize 
steganalysis to detect embedded hidden messages, illegal in nature.  

Methods 

There are many ways in which messages can be hidden in digital media. Programs 
are written to access slack and unallocated space directly.  Images are the most popular 
cover media for steganography and can be stored in a straightforward bitmap format 
(such as BMP) or in a compressed format (such as JPEG).  Palette images are usually in 
the GIF format. Information hiding is accomplished either in the space domain or in the 
frequency domain. In terms of insertion schemes, several methods (such as substitution, 
addition, and adjustment) can be used. One adjustment approach is Quantization Index 
Modulation (QIM), which uses different quantizers to carry different bits of the secret 
data [2]. Although a simple unified method for classifying these techniques does not 
exist, some popular approaches are used in downloadable steganographic tools some of 
which are listed in the table below. 
 
 



 
 
 
 

LSB modification is based on modifying the least significant bits (LSBs), of the 
pixel values in the space domain. In a basic implementation, these pixels replace the 
entire LSB-plane with the stego-data; on average, 50% of the LSBs are flipped (as shown 
in the figure below).  With more sophisticated schemes in which embedding locations are 
adaptively selected, depending on human vision characteristics.  Popular tools include 
EzStego, S-Tools, and Hide and Seek. In general, simple LSB embedding is susceptible 
to image processing. 



�
�

A basic LSB approach. Bit-planes of a grayscale image are sketched on the left with 
MSB on top. Dark and light boxes represent binary values 0s and 1s, respectively, of the 
pixels on different bit-planes. The LSB-plane of the cover image on the top right is 
replaced with the hidden data in the middle, which becomes the LSB-plane of the stego-
image. The bottom-right map indicates differences between LSB planes of the cover- and 
stego-images. Circles represent the flipped bits; with an average of 50% bits in the LSB 
plane changed, the stego-image is visually identical to the cover. 
 
The following simple example of a 3 pixels grid of a 24 bit color image, using 9 bytes of 
memory illustrate the LSB method: 
 
    (00100111 11101001 11001000) 
    (00100111 11001000 11101001) 
    (11001000 00100111 11101001) 
 
When the character A, which binary value equals 10000001, is inserted, the following 
grid results: 
 
    (00100111 11101000 11001000) 
    (00100110 11001000 11101000) 
    (11001000 00100111 11101001) 
 
In this case, only three bits needed to be changed to insert the character successfully.  

 



Masking approaches are similar to visible watermarking in which pixel values in 
masked areas are raised or lowered by some percentage. Reducing the increment to a 
certain degree makes the mark invisible. In the patchwork method, pairs of patches are 
selected pseudo-randomly; pixel values in each pair are raised by a small constant value 
in one patch and lowered by the same amount in the other. 

Transform domain techniques is widely used for robust watermarking. Similar 
techniques can also realize large-capacity embedding for steganography. Candidate 
transforms include discrete cosine transform (DCT), discrete wavelet transforms (DWT), 
and discrete Fourier transforms (DFT). By being embedded in the transform domain, the 
hidden data resides in more robust areas, spread across the entire image, and provides 
better resistance against signal processing.  

Techniques incorporated in compression algorithms such as to integrate the 
embedded data with an image-compression algorithm like a JPEG. For example, the 
steganographic tool Jpeg-Jester takes a lossless cover-image and the message to be 
hidden to generate a JPEG stego-image. In the coding process, DCT coefficients are 
rounded up or down according to individual bits to be embedded. Such techniques are 
attractive because JPEG images are popular on the Internet.  

Spread-spectrum techniques spread data throughout the cover-image (such as 
frequency hopping). A stego-key is used for encryption to randomly select the frequency 
channels. White Noise Storm is a popular tool using this technique. With embedded data 
as the object to be transmitted, the cover-image is viewed as interference in a covert 
communication framework. The embedded data is first modulated with pseudo-noise so 
the energy is spread over a wide frequency band, achieving only a very low level of 
embedding strength. This is valuable in achieving imperceptibility. 

Detection 

Despite the fact steganography tools alter only the least-significant image 
component, they leave detectable traces in the stego image, allowing for the possible 
detection of hidden information.  Steganalysis breakdown into two major types of 
techniques; visual analysis and statistical analysis. Visual analysis tries to reveal the 
presence of secret communication through inspection. This is accomplished by the naked 
eye or assistance of a computer of the suspect file.  The comparison of original files with 
the suspect file if possible would give some merit to suspicions.  

 

 

 

 



 

 

The following are two images the one on the right is the original and the on the 
left holds documents hidden within it by Andy Brown’s S-Tool program.  
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The two are identical in every way inspection by the naked eye reveals nothing. But as 
you can see from the following screen shot of S-Tools there are file hidden in the image. 
Some embedding tools cause subtle changes in the set of possible values that may be 
taken by the pixel gray levels and/or transform coefficients. 
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A histogram analysis may be used to reveal such a signature (see Figure below); 
the left histogram represents the distribution of a particular group of coefficients taken 
from a cover-image generated by the double transform scheme.  In a stego-image, the 
discreteness of the histogram on the right is a clear sign of QIM embedding. 

�

 

Statistical analysis is more powerful since it reveals tiny alterations in an image's 
statistical behavior caused by steganographic embedding. As there is a range of 
approaches to embedding, each modifying the image in a different way, unified 
techniques for detecting hidden information in all types of stego-images are difficult to 
find. The nominally universal methods developed to detect embedded stego-data are 
generally less effective than the steganalytic methods aimed at specific types of 
embedding.  

 



 

Because detecting stego content is performed only with current steganalytic approaches, 
any system considered secure today may be broken tomorrow using new techniques. 
Some of the most popular steganalytic tools are Stego Suite by Wetstone, Stegdetect by 
Neils Provos, and other methods are outlined in the table below. 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
WetStone Technologies' Gargoyle (formerly StegoDetect) software (WetStone 
Technologies 2004A) can be used to detect the presence of steganography software. 
Gargoyle employs a proprietary data set (or hash set) of all of the files in the known 
steganography software distributions, comparing them to the hashes of the files subject to 
search. The image below shows the output when Gargoyle was aimed at a directory 
where steganography programs are stored. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
The following is a screen shot of the output produced by Stegdetect which utilizes a web 
crawler to capture images from the internet for detection of hidden communication.  
 

 
 

Blind detection of hidden information in apparently innocuous digital media is generally 
more challenging than data embedding, especially when the embedding rate is low, as 
steganalysts always work in passive mode. Another important consideration in 
steganalysis is to keep the computational complexity sufficiently low, allowing the 
screening of thousands (even millions) of suspected images in a reasonably short amount 
of time. The computation limitation may be less stringent for steganography, since in 
practical applications the embedding algorithm is executed on only a few images taken 
from a large database. 

 
 
 
 
 
 
 



 
 
 
Legal Aspects 
 
 The most effective movement of individuals against the ban on strong encryption 
products began with a lawsuit in 1995.  Bernstein, a previous graduate student of 
Berkeley, and Gilmore, a supporter of the Electronic Frontier Foundation, filed a case 
based on the grounds that computer source code is speech.  Therefore, the government’s 
limitations on the public’s use of encryption products are a violation of the Free Speech 
Amendment.  The case was settled in 1999, with Bernstein winning, and the government 
now allows public access to steganography applications. 
 
Conclusion 

 
There is a relatively high use of stegonagraphy on the Internet, and the creation of 

stegonagraphy monitoring and detection systems is important.  Apart from their law 
enforcement/intelligence and anti-terrorist significance, steganographic techniques also 
have peaceful applications, including: in-band captioning; integration of multiple media 
for convenient and reliable storage, management, and transmission; embedding 
executables for function control; error correction; and version upgrading. Computer 
specialists, signal-processing researchers, and information security professionals should 
expect to devote much more attention to the challenging area of information hiding and 
detection.  Most recently a University of Delaware research team received National 
Science Foundation funding to combat terrorism by developing techniques to detect the 
use of steganography, this reinforces the importance of the science of steganalysis. 
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