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Managing Director
of VdS Schadenverhiitung
Hans Schiingel resigned

In late February 2011, Hans Schiingel who had been Managing Director of VdS Scha-
denverhiitung* since 1997 resigned from the Management Board after reaching retire-
ment age. Hence, a figure who has made some important contributions to and left
his mark on VdS’ success story is resigning from active work. In our topical interview,
we asked Hans Schtingel about the development of VdS Schadenverhiitung and his
view on the future of the organisation (see p. 6-9).

Reinhard Conrads who had been head of the Security division at VdS Schadenverhiitung
died on 5 December 2010 after a long severe illness. As a result of his staunch
commitment to loss prevention, he enjoyed high esteem
throughout the industry. Colleagues and staff, customers and
partners of VdS as well as comrades-in-arms in various
national and international bodies are going to miss Reinhard
Conrads. Please read our obituary on page 47.

Ingeborg
Schlosser,

! . VdS‘ Training Centre & Publishing House division has expe-
Director of i rienced greater interest in its diversified trainings, seminars

UPDATES

Training Centre and conferences offering last year which is encouraging. We
SRS would like to thank all customers for that. On pages 48-49,
House you will find a follow-up report on the international VdS

conference on fire extinguishing systems held in Cologne in December 2010 as well as
a report on the international expert conference on fire protection systems to be held
in Warsaw on 28 September 2011. The great support we received last year is both incen-
tive and motivation for us to further improve and extend the activities of the Training
Centre and Publishing House in 2011.

As usual, this edition of s+s report also features topical expert articles with highly
valuable information. We start with an article on “Smoke detectors* susceptibility to
false alarms” (see p. 10). The authors elaborate on the development of a new inspection
facility to test smoke detectors‘ susceptibility to false alarms triggered by dust, which
makes it possible to obtain qualified and precise information on the sensitivity of
smoke detectors to dust. Different tests explored optimum dispersion parameters for
the sake of reproducibility. Based on these results, it is possible to develop an optimum
test method and define response thresholds for the object under test. There are also
plans for tests with steam, mist, sprays and other aerosols to determine the response of
smoke detectors to other factors relevant for false alarms. The objective is to develop a
standardised test method.

Failure-resistance of alarm system components is the topic of the article on page 42.
The author explains software tests on such components carried out in VdS laboratories.

Software tests on alarm system components are more important than ever since soft-
ware nowadays controls the function of almost every electronic device.

*Schadenverhiitung is the
German term for loss prevention

s+s report international 1/20m 3
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Hans Schiingel - more than 38 years of commitment to loss prevention at VdS

Our topical interview

Development of a test installation to determine false alarm susceptibility of smoke detectors

Cooperation between Airbus and University of Duisburg-Essen

Halocarbon or inert gases?

Protecting your hazard with a gas system

Ageing processes in sprinkler systems

Experience from more than a decade of VdS tests

Competent maintenance of SHEVs is imperative

Ensuring operational reliability and functionality

Changes of today shaping the security industry of tomorrow

Move towards open standards will stimulate innovation

Autonomous alarm networks boast great added value

Independent of the Internet and efficient

Reinhard Conrads went much too early ...

Longstanding Director of VdS‘ Business Unit Security passed away

Reproducibility versus practical relevance?

Test scenarios with conflicting priorities and possible solutions

Subscribing to Twitter, Facebook & Co increases risk of burglary

It’s all over town — nobody at home, rob me!

Software review of alarm system equipment

Improving fail safety

Fires caused by short circuits, contact problems and inadequate planning

Resistance-induced short circuits pose serious problems
News

Preview / Imprint
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Different views of the new test installation to
determine false alarm susceptibility of smoke detectors 4

Attempt at manually
breaking open a secu-
rity container at _,
the VdS laboratories

& Wall of a sprinkler
pipe with an large
corrosion occlusion

‘AUG~2008 09: 56

T Software review
at VdS laboratories

€ Makeshift installations often
represent a fire hazard
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Our topical interview

Hans Schiingel — more than
38 years of commitment to
loss prevention at VdS

ing interview, we asked
Hans Schiingel to take a
retrospect, to take stock,
and to venture an outlook
on the future development
of "his" organisation VdS

persuasion to get Hans
Schiingel to agree to this
interview. He is not some-
one who likes to use such

1In 2008, VdS was able

to celebrate a rather remark-
able anniversary: 100 years

of loss prevention. How has

the organisation evolved

" Schadenverhiitung. over this period of time?

';: Just to set the record Hans Sehingel: The devel .
) straight: it took our edito- sl ST T G )
a . . of our institute really started with
=) rial team considerable the successful application of the so-

called fire sprinkler which was the
predecessor of today’s sprinkler sys-
tems. The fire sprinkler was an Ame-
rican invention. Following a number
of fires at his factory, a piano manu-

Since VdS Schadenve;hU'tung GmbH was established q If-adul
in 1997 Dipl.-Ing. Hans Schiingel has been its Managing O.CcaSl ons f or self-adula- ) i
Director - first teaming up with Gero F. Poppe and later  tion. Just like he has always idea: he wanted to protect his fac-
with Robert Reinermann who replaced Gero Poppe after put the success o_f Vdeirst tory with these simple sprinklers.
having resigned. In total, he has been with VdS for more instead Of his own career
than 38 years. Schiingel was head of the VdS laboratories q g c - g .
for intruder alarm systems from 1973 to 1984, As from during his active time at ducted to Iijurope a'ndtﬁlrlstdsprméler
1985, he had also been responsible for the fire protection VS, he prefers to look to systems became instafled in Ger-
laboratories. For many years, Hans Schiingel has also the future rather than take- ;T:(?crri/g,u(i)si?;:citchf:zlg(;yt?:;u;crzlj
been in charge of loss prevention activities in the con- 9 9
ing stock of his personal - ~ ~

text of the European Insurance Association (CEA). g f P maintenance and repair. Hence, in

facturer from Newhaven had an

When this technology was intro-

In late February 2011, Hans
Schiingel resigned from

VdS Schadenverhiitung’s
Management Board after
reaching retirement age.
The organisation is losing
an important figure who
identified with the principal
ideas of loss prevention like
nobody else and has been a
catalyst for the successful
development of VdS over
decades. During the follow-

6 s+s report international 1/20m

achievements now that he
is retired.

Nevertheless, we were able
to convince Hans Schiingel
that a retrospect on the loss
prevention achievements
of VdS that are inextricably
linked to his commitment
would be worth the while.
Not least as motivation

for all those who wish to
continue the VdS success
story as members of the
VdS team.

1908, the sprinkler inspection asso-
ciation of private fire insurance
funds (Sprinkleriiberwachungsstel-
le der privaten Feuerversicherer) be-
came the direct predecessor of what
is today VdS Technical Inspection
Services (TIS). Later, the organisati-
on was called sprinkler inspection
institute of German fire insurance
funds (Sprinklerpriifstelle der deut-
schen Feuerversicherer).

After World War 2, the association
of non-life insurers (Verband der
Sachversicherer e. V. (VdS)) was
established taking over from the
sprinkler inspection association.
Ever since, the acronym VdS has be-



come a trademark; today, it means
"Vertrauen durch Sicherheit" (confi-
dence through safety and security).
To begin with, VdS focused on fire
protection, but a department for
loss prevention and technology was
established in 1963 adding burglary
and theft protection to the service
portfolio.

2 How did VdS adapt to
changing market needs
during this period of develop-
ment?

Hans Schiingel: Sprinkler systems
whose monitoring marked the be-
ginning of our loss prevention ac-
tivities continue to be of paramount
importance. While there was only a
handful of people in the early days,
VdS’ Technical Inspection Services
now employ some 130 engineers
who are not only working in Ger-
many, but also all over Europe and
across the globe.

Modern sprinkler technology has a
case because of its great reliability
and as an indispensible part of loss
prevention. However, VdS has consi-
derably extended the service portfo-
lio of its Technical Inspection Servi-
ces. A number of modern fire safe-
ty technologies have been added to
fire detection and alarm systems. Ex-
amples include gas extinguishing
technology, water mist extinguish-
ing and voice alarm systems.

3 It is well-known that
your name is associated
with the establishment of
Vds‘ first own laboratories
in the early 1970’s.

How did this development
which is so crucial for VdS
come about?

Hans Schiingel: The first laboratory
that was able to start working was
established in Cologne, in a district
called Ehrenfeld; its task was to test
intruder alarm systems (IAS). In Oc-
tober 1970, it conducted the first

preliminary tests on intruder alarm
systems. Later thatyear, the fire pro-
tection lab also started its activities;
the next year, a high voltage and
sprinkler laboratory was set up.

Before VdS laboratories were estab-
lished, the insurance industry had
commissioned the Technical Uni-
versity of Aachen to test IAS, which
had already been testing fire detec-
tion and alarm systems as well as
water extinguishing systems. At the
time, the university decided to
discontinue its testing activities —
allegedly as they did not representa
technical novelty — this motivated
VdStoestablishits own laboratories
which, then and now, did not mere-
ly see themselves as an agent res-
ponding to test contracts but an
active player in loss prevention ac-
tivities. Both national and interna-
tional standardisation efforts, for
instance, have been profiting from
VdS’ commitment. Examples of re-
levantVdSinitiativesinclude the IAS
classification system, burglar-re-
sistant glazing and lock cylinders,
the key box for fire brigades, the
new Guidelines on Security Contai-
ners with high security locks, testing
of fire detection and alarm systems
for electro-magnetic influence, de-
velopment of testing, measurement
and computation methods for gas ex-
tinguishing systems and many more.
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| have always been an integral part
ofthe VdS laboratories. From1973to
1984, | had been head of the lab for
intruder alarm systems which, at
the time, was being extended to
become an inspection institute for
mechanical safeguards. As from
1985, | had been in charge of the fire
protection laboratories as well.

4When you look at VdS*
highly modern laboratories
at the new headquarters

at Amsterdamer StrafSe in
Cologne, what has changed
since 1970?

Hans Schiingel: lwould say, it is hard
to find any equal to today’s VdS la-
boratories in Germany, maybe not
even in Europe or elsewhere in the
world. While there was only a hand-
ful of engineers in the early days
who conducted the tests with com-
paratively simple instruments, now-
adays, there are 76 highly qualified
people working there who have
access to state-of-the art equip-
ment that includes instruments to
test electro-magnetic compatibility
as well as components of water and
gas extinguishing systems, to name
only a few examples.

1] A
] LRI
L] R
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Building of
the new VdS
headquarters
at Amster-
damer Strafse
in Cologne
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Nowadays,

VdS laborato-
ries have state-
of-the-art
equipment.

This is a test of
batteries for ap-
plication in
intruder alarm
systems

5 There are also other
certification institutes aside
from VdS. How does VdS
stand out compared with
them?

Hans Schiingel: VdS approvals are
indispensible aids for all market
players. Planners, installers and
users need minimum requirements
and classifications that help them
judge the performance of compo-
nents and systems. They need reli-
able certifications validating that
equipment and systems comply
with defined quality requirements
and ensure reliable handling.

VdS Schadenverhiitung predomi-
nantly focuses on two core areas:
fire protection systems and burglary
and theft protection. Based on de-
cades of experience, VdS is able to
respond to changing hazards and
risks quickly and flexibly. This de-
gree of flexibility is indispensible
for effective loss prevention. In this
context, we regret that this cru-
cial flexibility is increasingly being
thwarted by European international
standardisation. If burglars are
changingtheirintrusion methods or
new storage technologies are chal-
lenging tried and tested fire protec-
tion concepts of an industry, it does
not make sense to wait five or even
ten years to update the relevant
standards in these fields. Instead, it
is necessary to respond swiftly and
reliably by making adjustments to
requirements and/or concepts.

8 s+s report international 1/20m

It is also crucial to have one organi-
sation that subjects innovative
technologies to competent assess-
ment. This is where VdS has estab-
lished itself as a competent partner
for industry. VdS experts have been
providing constructive criticism,
often making important contribu-
tions during the approval process
and helping engineers to develop
products that already have market
maturity.

Our most important asset is our au-
tonomy — VdS does not depend on
any vendor/s, which is beneficial for
planners, installers and users alike.
This is where we take a clear stance:
it should and must not be up to in-
dustry to certify its own products.
However, we also stress that it has
been and still is obvious for us that
alltest and certification as well as all
regulatory activities have to be car-
ried out in close cooperation with all
interested parties involved, in parti-
cular industry.

6VdS ‘activities go
beyond Germany, extend-
ing to Europe and the world
based on international
harmonisation of relevant
standards. Are you satisfied
with the success in this

field?

Hans Schiingel: At this point, |
should like to elaborate on loss pre-
vention in Europe promoted by the
insurance funds associated in the
Comité Européen des Assurances
(CEA). European fire and burglarand
theft insurance funds have been
closely cooperating for years in the
field of loss prevention under the
auspices of CEA. CEA recognised
early that the European standardi-
sation organisations CEN and
CENELEC would increasingly have to
look into components and systems
of security and fire protection facili-
ties, an area that had been covered
by national insurance funds.

Regarding fire protection, CEA has
made some progress over the past

30 years. In many cases, the high
quality standard of fire extinguish-
ing and detection and alarm sys-
tems achieved in Germany could be
maintained in particular thanks to
active contributions by CEA experts
to CEN committees. The regulations
developed by CEA often became the
basis for subsequent European
standards. Many harmonized stan-
dards in the field of fire protection
have been formulated by the insur-
ance industry.

7 Now let us take a look
at your management
career at VdS. Corporate
success stories are always
the result of productive
team work. Based on your
experience, what is the
best way to motivate your
team to face up to new
competitive challenges
again and again?

Hans Schiingel: At VdS we have
been very fortunate: with a fresh
start after World War 2, we were
continuously challenged to solve
more complex and also completely
new tasks. During the critical years,
averyyoungteam learntto grow to-
gether; we had a modern concept
from the outset committed to flat
hierarchies, lean reporting lines and
project-related activities. Actually,
we have been adhering to this prin-
cipletothe present day even though
our organisation has grown consi-
derably.

VdS has always had little fluctua-
tion in its workforce over the years.
In fact, it is rather common for VdS
employees when they reach retire-
ment age to look back on decades of
VdS employment.

Since VdS Schadenverhitung GmbH
was established in1997, we have be-
come a corporation that is assessed
on the basis of its profitability and
exposed to increasingly fierce com-
petition. That we continued to grow
and were able to increase our re-



venue is definitely the result of a
team effort. Our management has
always been open about the chal-
lenges posed by competition — and
our team stood up to these challen-
ges and managed to cope very well.
In return, VdS offers safe jobs, ex-
traordinary fringe benefits and
attractive career opportunities. In-
terestingly, there is now a comple-
tely new generation on the level of
business unit directors; all positions
were filled with candidates from our
own organisation. Whoever joins us
will see that it is possible to get pro-
moted at VdS.

8 So much for the retro-
spect and analysis of the
current situation. From
your perspective, how well
is VdS prepared for the new
challenges of the future?

Hans Schiingel: The objectives are
clear and all employees have sub-
scribed to them: itis necessary toin-
crease acceptance of VdS approval
in the markets. This would in turn
support customers whose VdS-ap-
proved products need to be compe-
titive. At the same time, this makes
VdS approval even more attractive
for manufacturers, which in turn
will increase the demand for test
and approval processes.

Moreover, VdS is well prepared to
respond to new products and tech-
nologies swiftly and competently.
The test areas of VdS’ Technical Ins-
pection Services, for instance, will
be extended. Aside from the classi-
cal business of approval and over-
haul of fire protection systems and
expert audits in the field of building
regulations, it will increasingly offer
other services, including risk assess-
ments and hydrant inspections.

Another objective is an increasingly
international VdS service portfolio;
the current focus is on the Eastern
European market in particular.

9 If you were to make
a forecast — how will VdS
Schadenverhiitung do in
the long run?

Hans Schiingel: The course has been
set. | already mentioned that a mar-
ket analysis has shown that the
German market is pretty much sa-
turated. We can only grow by cap-
turing new market shares abroad.
VdS has prepared for an increasing
globalization of markets as a result
of which more and more products,
systems and services in the fields of
fire protection, burglar and theft
protection will compete with one
another. Planners, installers and
users world-wide will see an increa-
sing need to turn to neutral assess-
ment institutions for guidance.
Without reliable certifications it will
be virtually impossible to imple-
ment concepts for fire, burglar and
theft protection in a way that en-
sures successful loss prevention.

Against this background, VdS has
excellent opportunities with its ser-
vice portfolio. Neutral testing and
certification in combination with a
high level of expertise and compe-
tence will be in demand more than
ever before. In this context, VdS will
also have to seek and extend inter-
national cooperation with like-min-
ded organisations. This is where VdS
will and must play a leading role.

The clear objective is to turn VdS
even more into a European and also
global test and inspection institute
- | am confident that VdS will suc-
ceed!

10And finally a few

words about your personal
future. Are you going to
stay in the field of loss
prevention in one way or
another? And what are

the goals of the private
citizen Hans Schiingel for
his retirement?

Hans Schiingel: Regarding loss pre-
vention, there is not going to be an
abrupt transition. Instead, | will con-
tinue to be of service to VdS also
in future, providing support and ad-
vice where necessary. This has be-
come a time-proven tradition at
VdS. When people leave, VdS ac-
tually makes a point of benefitting
from their knowledge, technical
competence and not least their
fruitful contacts in the industry,
which is beneficial to all parties.

At this point, | should like to use the
opportunity to thank all VdS clients,
companions and employees for
their trusting cooperation which in
some cases lasted many years.

Let me now tell you about my plans
for retirement. | hope to be able to
dedicate more time to my musical
interests which have often been
neglected. Classical music comes at
the top of my list. And I also intend
to get my violin out again, maybe
even take piano lessons.

Moreover, | have always been ex-
tremely interested in contemporary
history. | am hoping to delve more
into this hobby. A large pile of read-
ing material is waiting already, no
chance of getting bored.

s+s report international 1/20m 9

VdS is now offe-
ring its services
world-wide.
This is a booth
at the trade
show Intersec
Middle East in
Dubai
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Development of a test

installation to determine
false alarm susceptibility
of smoke detectors

AUTHORS: WOLFGANG KRULL, THORSTEN SCHULTZE, INGOLF WILLMS & ANDRE FREILING
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Figure 1: Alarms of automatic fire detection systems in Duisburg, 2008.

The authors
of this article:

Dipl.-Ing.
Wolfgang Kriill,
Dr.-Ing.
Thorsten Schultze,
Prof. Dr.-Ing.
Ingolf Willms,
University of
Duisburg-Essen,
Department of
Communication
Systems.

Dr. rer. nat.
André Freiling,
Airbus Operations
GmbH, Bremen.

Contact:
kruell@nts.uni-
duisburg-essen.de

Comprehensive tests in line
with EN54 have to be con-
ducted to certify fire detec-
tors. The aim of these tests
is to certify that the object
under test is able to detect
fires sufficiently quickly
and to operate reliably. In
this context, the problem
of false alarms is left out

in some important points.
This article will present

a newly developed test
apparatus which checks
smoke detectors for their
susceptibility to false
alarms caused by dust.

The aim is to develop a
standardised test method.

10 s+ report international 1/20m

Introduction

The purpose of automatic fire de-
tection systems is quick and reliable
detection of anincipientfirein order
to minimise any loss. In most cases,
a fire will first develop as a smoul-
dering fire, often producing smoke
and combustion gases over hours
before a visible flame arises. This is
the reason why smoke detectors are
applied; they are able to detect even
smallest smoke concentrations.
However, during the "fire-free" life-
time, smoke detectors installed are
barely exposed to clean air.
Since the particle size of, for in-
stance, dust is similar to that of
smoke particles caused by a fire
standard smoke detectors are often
unable to distinguish a non-fire
situation from a real fire situation
with certainty. Aside from dust,
false alarms may also be caused by
water vapour, mist or other aero-
sols, for instance. The problem of
false alarms must not be neglected

because the costs incurred e.g. in
aviation are considerable.

The pie chart in Figure 1 shows the
alarms triggered by automatic fire
detection systems for 2008 as de-
termined by the Fire Brigade Duis-
burg [1]. In the year under review,
374 fire alarm systems were directly
connected to the fire brigade; in
total, 533 alarms coming from auto-
matic systems were registered.

Only 16% of the alarms were trig-
gered by a real fire. It is rather re-
markable that the smoke detectors
were working perfectly in 44% of
the alarms without a fire. That is to
say that the detectors were ob-
viously triggered by non smoke par-
ticles. Consequently, the detectors
were not able to distinguish be-
tween smoke and other aerosols.

In aviation, the situation is even
worse: the false-alarm ratiois about
99 % [2]. As a result of the high
safety standard, fires in cargo com-
partments of airplanes must be re-
liably detected within 60 seconds.
This is verified by way of a paraffin
smoke generator. This method
brings about highly sensitive smoke
detectors with low alarm thresh-
olds, though unfortunately, a high
rate of false alarms as well. Such a
situation is not acceptable

There are various approaches to re-
duce the false alarm ratio through
structural design, e.g. by changing



the wavelength of the transmitter
diode and/or the scattering angle.
The conference documentation of
the "14th International Conference
on Automatic Fire Detection" AUBE
‘09 provides a good overview of the
different options and state-of-the-
art technology [3].

However, a developer of new detec-
tion technologies is faced with the
problem of a lack of suitable me-
thods to compare the effectiveness
of different technologies. In contrast
to the extensive tests in line with
EN54 which attest to the object un-
der test that it is able to detect fires
sufficiently quickly and operate re-
liably, there are no reproducible test
methods to determine detectors’
susceptibility to false alarms.

This article introduces a newly deve-
loped test apparatus applied to de-
termine smoke detectors sensitivi-
ty to dust. The aim is to develop a
standardised test method. The test
channel described was developed
by Airbus in cooperation with the
University of Duisburg-Essen. The
focus was on evaluating the smoke
detectors’ response to dust which is
the main cause of false alarms in
aviation. Applicability of the test ap-
paratus to other disturbing aero-
sols, e.g. mist and spray is currently
being explored.

Sources and
properties of dust

When developing a test procedure,
knowledge of the properties of dust
is essential to specify a suitable type
of dust. The influence of dust had
been neglected over a long period of
time. In more recent years, there has
been increasing interest in dust
as an environmental factor due to
its influence on our climate and
the global ecosystem. Aside from in-
formation on the spreading beha-
viour of dust, new measurement
methods allow a precise description
of dust properties. It has been es-
tablished that larger particles
(> 100 pm) such as domestic dust,
coarse sand and carbon particles
easily deposit. Medium-sized par-
ticles (e.g. pollen, fly ash, coal dust,
fine sand) between 1 ym up to 100
pm deposit slowly. Small particles
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(<1um, e.g.carbon blackand tobac-  some disturbing aerosols is the Figure 2:
co smoke), however, deposit ex- same as that of smoke particles Particle size
tremely slowly. In a steady atmo-  caused by a fire. Therefore, it is not  distribution of
sphere, they may linger in the airfor  easy for a standard smoke detector ~ urban air [5]
yearsandtravel morethan1,000km  to distinguish a fire from a non-fire
but can be washed out by rain [4].  situation. The structural design of
Figure 2 shows the particle size dis-  the smoke detector (e.g. scattering
tribution in the air of typical cities  angleand wavelength of the diodes)
[5]. Aside from cosmic dust (40,000t  has a great effect on its false alarm
peryear[s])therearealsosourcesof  response. There are numerous op- 2
civilisation (e.g. carbon black, power  tions to reduce false alarms but 9
plants, industrial plants, agricul-  thereis no qualitative and quantita- ~
ture, households, abrasion from ve-  tive comparison. The test installa- t‘:
hicle tires) as well as natural sources  tion presented here has the follow- ~
(e.g. volcanic eruptions, soil erosion,  ing objectives: 8
sea salt, forest fires and conflagra- a
tions, pollen, sandstorms). [d Providing a tool for develop- w
ment engineers that helps mi- E
Aerosols are solid and liquid par- nimizing the false alarm rate. w
ticles that can be classified by size [ While the detector is being
[6]. PMio (particulate matter) de- certified, it is also possible
fines the total volume of particles to classify its false alarm
with a diameter ffi10 pm. These are behaviour.
respirable particles. Figure 3 shows [ Gives users the possibility of
the particle size of some environ- classifying smoke detectors
mentally-relevant aerosols. The based on their false alarm be-
graph also shows that the size of haviour.
Figure 3:
Example of
particle size of
environmen-
tally-relevant
aerosols [7]

1 fim 10 nm

Oipgm 1gm

|Sea sal'l: Camant dusl Coarse sand
| Fiy ash
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Figure5:  Aside from the type of dust, the in-  ISO 12103-1 describes 4 different
Graphic  crease in dust concentration in the  grades of test dust in terms of their
comparison of  testchannelaswellasthetotaltime particle size distribution and chemi-
DMT test dusts  of the detector’s exposure to dust  cal composition [9], Figure 4 shows
Dolomite1o  areessential factorsforthedusttest  a schematic comparison of average
and Dolomitego  to be developed. Similar to the ex-  grain size. It was necessary to intro-
[11]  tensive description of standardised  duce a standard on test dust to give
test fires in line with EN5g4, different  users more specific references [10].
types of dust are also classified. The
definition describes dust as "small  Test dust in line with 1SO 12103-1:
Figure 6:  solid particles, commonly with a
EN54 smoke  diameter of less than 75 um that [ A1 Ultrafine test dust with
channel  linger in the air for some time but particle sizes of 0-10 ym
and test bin  deposit due to their own weight" [ A2 Fine test dust with particle
fordust tests  [8]. sizes between 0-80 pm
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1 A3 Medium test dust with
particle sizes between 0-80 ym
with a lower o-5 ym content
than A2

1 Ag Coarse test dust with
particle sizes between 0-180 pm

However, the test results presented
here have been obtained by DMT
with quartz-free test dust for health
reasons; they also have a standar-
dised grain size [11] comparable to
the I1SO dusts. Dolomite is a mineral
vacuum cleaner test dust in line
with DIN IEC 60312, Figure 5 shows
the grain size distribution of test
dusts used: Dolomite 10 and Dolo-
mite 9o.

Dust bin for tests

First non-fire tests were conducted
in the EN54 smoke channel of the
University of Duisburg-Essen (see
Figure 6). The main drawback is the
large volume of the channel and the
resultant large amount of dust.
Moreover, the tests showed that the
dust particles soon deposited due to
their weight, and did not reach the
detector.

In order to achieve a workable dust
concentration it was necessary to
increase the dust volume. After
completion of the test, clean-up of
the smoke channel was very time-
consuming. Therefore, it was neces-
sary to develop a new test chamber.

Siemens Aerospace in France deve-
loped a test barrel for testing multi-
criteria detectors which are instal-
led in Airbus A380 airplanes [13]. Fi-
gure 6 shows a reproduction of such
a dust bin for tests. The bin consists
of a plastic/carbon hemisphere with
an attached cylinder (see Figure 7),
and it is in many ways similar to the
test installation developed by Sie-
mens. The installation is supple-
mented by a Palas powder dis-
perser RBG 1000 that blows dust
into the chamber. The two fans en-
sure turbulence inside the test in-
stallation.

Anobvious drawback of this test bin
is completely unrealistic turbulen-
cesaround the detector. The air flow
was measured at different points in-
side the bin. The strongest turbu-



lences were found directly at the de-
tector (see Figure 8). Light extinc-
tion was measured 100 mm below
the lid, transmitter and receiver
were mounted to the side walls.

The measured light obscuration (in
%/m) as well as the extinction (in
dB/m) of two tests with the same
parameters are shown in Figure 9.
The result was an almost linear in-
crease in  dust concentration,
though the increase was neither
predictable nor easily adjustable.
Hence, reproducibility cannot be en-
sured. Another drawback is the
highly turbulent air flow without
knowledge of the impact on
the detector under test. The ENsgq
smoke channel with a square cross-
section and an almost homo-
geneous air flow comes closer to
the real conditions the detector is
exposed to. Moreover, the ENs4
channel is able to determine direc-
tional dependence on dust.

Powder disperser for
extremely low
and medium mass flows

A Palas RBG 1000 powder disperser
for extremely low and medium
mass flows is used to inject dust
intothe testchamber since only pre-
cise injection of dust particles pro-
duces reproducible results.

The test dust is injected into the cy-
lindrical powder reservoir and trans-
ported onto a rotating brush by an
adjustable feeder. A volume flow
streams the brush and pulls the
powder out of the brush. The re-
quired mass flow (see Table 1) is ad-
justed relative to the cross-section
of the powder reservoir and the
feeder. This installation allows for
simple exchange of different pow-
derreservoiranddisperser lids, which
makes it easy to determine and ad-
just the mass flow [12]. Figure 10
shows the principal scheme of a
Palas powder disperser RBG 1000.

The dust concentration can be ad-
justed using the following parame-
ters as a basis:

[ Diameter of the reservoir:
7 mm, 14 mm, 28 mm

Figure 7:
Schematic
illustration of
the test bin
for dust tests

- Air flow at the side walls

A

Air flow at the detector

(1 Feed rate: 1 mm/h ... 590 mm/h

[ Volume flow: 0.5 bar ... 2 bar

(1 Rotation speed of the brush:
600 rpm ... 1200 rpm

1 Type of dust:
DMT Dolomite dust < 9o ym
was mainly used

Duct type
test chamber

A closed channel with a square
cross-section (150 x 150 mm) similar
to the ENsg smoke channel was
developed to avoid strong air fluc-
tuation. The mean length is 140 cm.

The channel consists of two rings of
polished stainless steel with a
diameter of 300 mm respectively
600 mm. The channel’s floor and
ceiling consist of plastic; there is al-
so a ring of polished stainless steel
inside the channel.

Figures 11 to 13 show the developed
test duct. Figure 11 shows the detec-
tor on the base plate simply to illu-

strate the design. In real life, it is of

course mounted to the top plate.

The new test chamber boasts seve-
ral benefits compared with the EN54
smoke channel and the dust bin
used by Siemens France:

[J compact design, which makes
it lightweight and portable

[ easy to clean thanks to quick
disassembly and low volume
(c.321)

[ only low vol. of dust required

(1 controlled and reproducible
dust injection

(d predominantly laminar
air flow in the area of the
detector to be tested

(1 flow direction and speed can be
adjusted as specified.

Figure 8:
Air flow inside
the test bin

Figure 9:
Dust concen-
tration inside
the test bin
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Figure 10:
Schematic
illustration
of the Palas
powder
disperser

it o)

T fead

1 e  iSpersing air

Brush

RO BT PRSRPVENT

ranspartaton piion

Storage conlainer

Filling volume

7 omam 31q
14 mm 1239
28 mim 489049

Feader 1mmh

Feadar 5 mm/'h

38 ma'h 180 mgih
154 mgfh 770 mgfh
8616 mg'h JU8E0 mgih

Table 1:

Mass flows of
the Palas-RBG-
1000 [12]

Figure 11:
Outline of

the developed
test duct

The air flow is generated by a pro-
peller. Analogue to EN54 tests with
atomised paraffin oil, flow speeds of
0.2m/s up to1m/s can be adjusted.
Hence, the test method is similar
to the functional test in EN54. For
the sake of better comparability of
measurement results, extinction is
measured in line with the definition
of EN54. Thanks to the high conduc-
tivity of the channel walls and the
low volume, the channel may not
only be used for dust tests but also
for tests with hazardous and highly
flammable aerosols.

Due to the low volume, very slow
and precise injection of dust is re-
quired. Therefore, reproducible and
high-range adjustable dust injec-

tion was a critical factor in the deve-
lopment of the test installation.
Aside from the control of the
powder disperser, a PC-controlled
solenoid valve was added at the
dust inlet, which makes it possible
to set linear dust ramps with diffe-
rent rates of rise.

Measurement results

During the development of the new
test channel, numerous measure-
ments were being conducted. The
results were visualized with a Lab-
View-based software specifically
developed in-house.

Measurements carried out to ascer-
tain directionality and/or response

Ventiladar

Chutlet for exhaust- and

DVErpressune

ockwise T a3

Optical refetence sysiem

- =i
riashc base plats
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behaviour of a smoke detector in
line with EN54 must establish aero-
sol concentrations within the fol-
lowing limits:

0,015 <M - 0.1

[ m" min
|

Measurements in an ENg54 smoke
channel ascertain a typical increase
in smoke density of approximately
0.06 dB m* min-". Such an increase
in dust density can easily be realised
in the test duct developed.
Figure 14 shows measurement re-
sults of different tests using Dolo-
mite sand < 9o pm with all parame-
ters of the Palas powder disperser
RBG 1000 varied. The diagrams
show that a predominantly linear
increase in dust production can be
adjusted to different rates oft rise in
the channel.

Before measurements can be car-
ried out it is necessary to clean all
relevant components. This helps
avoid large clouds of dust and thus,
measurement errors at the beginn-
ing of measurements.

Summary and outlook

In contrast to the situation of clear-
ly defined standardised methods to
determine detection capabilities of
smoke detectors, there are no repro-
ducible and representative methods
to describe the sensitivity of smoke
detectors to relevant situations that
lead to false alarms. A first step to-
wards bridging this gap was the de-
velopment of a suitable test appara-
tus.

The structure selected and a num-
ber of additional measures make it
possible to obtain qualitatively pre-
cise conclusions on the sensitivity of
smoke detectors to dust. However, a
minimum of reproducibility is also
required for the long-term tests to
determine soiling of detectors. Dif-
ferent tests were able to obtain op-
timum parameters for dispersion
for the sake of reproducibility. In the
course of tests, it was possible to ob-
tain further experience with the test
apparatus.

On the basis of these results, it is
possible to define optimised test



methods as well as response thresh-
olds for the detector under test.
Tests with steam, mist, sprays and
other aerosols are planned to deter-
mine response behaviour of smoke
detectors to other events relevant
for false alarms.

On the one hand, the test channel
presented should give manufactu-
rers the possibility to reduce false
alarm sensitivity; on the other hand,
it should be a useful instrument in
the certification process. It should
give system designers decision-mak-
ing criteria to select a suitable smoke
detector for a certain application.
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Figure 12:
Sketch of the
reference
extinction path

Figure 13:
Different views
of the deve-
loped test duct

Figure 14:
Examples of a
predominantly
linear increase
in dust produc-
tion at different
rate of rise.
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Table 1

Halocarbon or inert gases?

AUTHOR: DR. CARLOS PEREZ

Halacarbons
HFC22 Tiza
HFC125
HFC23

FEB-1-12

Ciociacal

Inart gases
1100 o
1G0e Arpo |

IG55 | mtregan

15541 Mnogan

Hoptaflsoroprooano
ramafiuormsians
Trifluoromelhans

0= 2 - ihiyl pantan- J-ons

1 100°%
00 %)
{905, Argodn (50%)
{52%), Argon (405, T (B%)

1 Introduction

Gas systems have been in use for
many years to protect high value ad-
ded goods that are contained in a
closed room against fire , being car-
bon dioxide and halons the most re-
presentative examples. With the
ban of halons due to environmental
concerns different alternatives and
solutions have appeared in the mar-
ket. Among the new options we can
find new gases with generic charac-
teristics similar to halon.Those new
gases can be categorized as halocar-
bons or as inert gases. While under
each category there are a number of
different products which are widely
available in the market, it seems to
happen a first selection that choo-
ses to use either a halocarbon or an
inert gas, and later on the specific
gas is decided.

During the discussion below it is
intended to show what the dif-
ferences are between both generic
options and to develop the criteria
for selecting one or the other. It will
also be shown that certain pro-
perties of the halocarbons are diffe-
rent enough so that they cannot be
considered as a whole. For inert
gases while these differences are
not so critical, may justify the selec-
tion of one over the others.

Carbon dioxide is an extinguishing
agent with some common features

16 s+ report international 1/20m

to halocarbon and inert gases, as it
had with halon. However it will not
be included in the discussion as, ge-
nerally speaking, the use of carbon
dioxide follows a different approach
to that of inert gases or halocarbons,
mainly duetoits toxic characteristics.

2 Gaseous
extinguishing agents

Halocarbon agents can be described
as organic compounds which con-
tain fluorine, chlorine, bromine
and/or iodine, showing extinguish-
ing effects. They are produced by
chemical reactions involving one or
more steps from natural sources in
chemical plants. That is the reason
why sometimes they are named
chemical gases.

Inert gases can be described as mix-
tures or pure formulations of gases
that are present in the atmosphere,
showing extinguishing effects. They
are generally obtained by cryogenic
and destillation processes from at-
mospheric air.

While there could be a large number
of different formulations there are
four different halocarbons and four
different inert gases that are cur-
rently generally available in Europe.
Seetable. All eight gases under this
discussion are included in relevant
international standards: EN15004,
1SO14520, NFPA 2001 CEA4008/4045

partially)... The discussion below
will consider the approach and de-
sign requirements based on the
standards EN15004-1 to EN15004-8.
Most of the consequences of this
choice would also be applicable if
other standards were considered.

The sort of risks these agents can
protectis basicallythe samesinceall
of the agents have the following
characteristics:

(d Clean after discharge

[d Gaseous under atmospheric
conditions or, at least, able to
generate extinguishing con-
centrations in gas phase under
atmospheric conditions.

(1 Non conductive of electricity.

(1 Able to reach hidden fires.

2.1 Description of
halocarbon systems

Halocarbons are stored in cylinders
as liquefied gases under pressure.
Most of the agents require pressu-
rization with nitrogen forensuringa
quick discharge. This feature results
in the possibility of controlling the
charge of the cylinders by pressure.

Flow in pipes and associated pres-
sure loss produces a two phase flow
thatrequires special attentioninthe
design, like the need to ensure tur-
bulent flow and correct distribution
in tees.

Primary extinguishing mechanism
of all halocarbons is by flame cool-
ing due to the higher heat capacity
of each of them compared to air.
This results in relatively low values
of extinguishing concentration.
Chemical interaction is not conside-
red relevant to explain the extin-
guishing effect.

2.2 Description of inert systems
Inert gases cannot be liquefied at

ambient temperatures, thus they
are typically stored in cylinders as



compressed gases at selected sys-
tem pressures.

System discharge is produced from
avery high pressure source. Toallow
the use of standard pipes and com-
ponents, at least partially, systems
incorporate either a restrictor or a
valve assembly to ensure a signifi-
cant reduction in pressure down-
stream these. There are no specific
concerns on tee distribution as the
flow is one phase only.

Primary extinguishing mechanism
of all inert gas is oxygen reduction.
This results in relatively high values
of extinguishing concentration.
Cooling is a secondary extinguish-
ing mechanism due to their higher
heat capacity compared to air,
which may help to explain the small
differences in extinguishing con-
centration for the different agents.

3 Differences between
halocarbons and inert gases

From a fire perspective it is irrele-
vant if the flames are extinguished
with one agent orthe other. The fact
that all agents are included in the
same standards and that all generic
conditions are applied to all of them
makes them technically equivalent
as extinguishing agents. i.e. all of
them have shown to perform
againstfires succesfullyin represen-
tative scenarios by applying the
same pass/fail criteria toall of them.

However gaseous fire protection is
not only applying a certain amount
of gas to the fire area, and there is a
number of additional conditions
that have to be met from a fire en-
gineering perspective, together
with ‘ancillary' conditions that may
enhance the adequateness of a spe-
cific solution over the others.

Those conditions will be considered
next and comparisions will be esta-
blished. The cost conditions will also
play arole on the decision but, being
a commercial issue will not be con-
sidered in the discussion list.

So the list of conditions that may
introduce differences between the
gases, influence the selection deci-
sion that will be considered in the

discussion includes:

(J Design concentration.

(1 Safety for people.

(1 Discharge time.

(J Overpressure.

(J Retention time.

(J Storage area.

[ Environmental regulations.
(J Decomposition products.

3.1Design concentration

The basis for the design of a gas ex-
tinguishing system in a total flood-
ing application is to generate and
maintain a sufficient concentration
of the extinguishing agent through-
out the enclosure being protected.
The value of design concentration
by itself is not a determining condi-
tion for taking a decision on the
suitability of one sort of agent over
the other. These values are derived
from fire extinguishing tests ac-
cording to an accepted test protocol
and depend on the extinguishing
mechanism and the efficiency of the
agent.

However the value of the design
concentration impacts directly on
nearly all other parameters. Maybe
the mostimportant being the safety
for people, storage requirements,
retention time and overpressure. In
the next table values for class A sur-
face fires as they appear in EN15004
are taken as reference for discus-
sion. See Table 2.

A preliminary observation of these
values shows the different extin-
guishing mechanisms. In the case of
halocarbons the extinguishing con-
centracions are in the range of 5-16%
while for inert gases the value is

around 40%. From these values the
standards describe methodology
to determine the amount of gas re-
quired to reach these concentra-
tions together with any additional
quantities.

3.2 Safety for people

It is clear that safety for people is a
national competence and that each
country eventually legitimates the
safe use conditions of a gas system
based on their health and safety
legislation. Standards may give
guidance on safe exposure that may
be taken as reference.

Common use of gas system is in
areas where personnel is constantly
present during working hours or can
enter the room for shorter periods.
Hence standards describe the ef-
fects that the different agents can
have on people and suggest a mini-
mum safety approach. To evaluate
how this effect can affect the selec-
tion of a system it is necessary to
know why the discharge of a gas can
be of concern for personnel safety.

Halocarbons, as they are flurorina-
ted compounds, are known to have
an influence on the cardiac function
when they are inhaled. The se-
riousness of this effect is depending
both on the final concentration of
gas in air and the exposure time to
this concentration.

Inert gases when discharged in a
closed room for fire protection, due
to the design concentration re-
quired, dilute the oxygen to a de-
gree where concerns may arise as
the concentration being too low for
normal breathing. Again the se-

Dasign concentrations for class A surfaca fires.
HFC22Tea ' 79%
| HFC125 12 %
| HFC23 163 %
| FK5-1-12 5.3 %
[ 1G100 403 %
[ 160 418 %
| 1655 403°

[ 16541 39 4
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Table 3

riousness of this effect depends on
resulting concentration of oxygen
and the exposure time to hypoxic
conditions.

The safety assessment in EN15004
considers these two potential dan-
gers as the only ones relevant for
fire protection. The practical ap-
proach to this issue is based on the
concepts NOAEL and LOAEL and the
maximum design concentration that
can be reached in a given room. The
recommendations are only applic-
abletothefire protection application.

In the case of halocarbons those pa-
rameters are obtained from experi-
mental tests of gas inhalation in si-
mulated stressful situations. The
experimental data has relevance to
humans through the use of the so-
called PBPK model. As a result safe
agent concentration values are sug-
gested for an exposure time of 5 mi-
nutes. Each halocarbonagenthasits
own experimentally based value.

Inthe case of inert gases the concern
is on low oxygen concentration ob-
tained after discharge of the gas.
So agent concentration values are
based on the pysical effect of dilu-
tion of the oxygen present in the
ambient air. Safe agent concentra-
tions for an exposure time of 5 mi-
nutes are also suggested, based on
the final concentration obtained
when oxygen level is reduced from
21% to 12% (same values would be
obtained with the application of any
gas). See Table 3.

Safety margin in the table is related
tothe maximum allowancetoanin-

crease of concentration from the de-
sign concentration tothe maximum
value for a five minutes exposure in
accordance to the standard. If this
value is exceeded additional safety
measures shall be placed. Except for
onehalocarbonthe allowanceforan
increase in the final concentration is
much higher for halocarbons than
for inert gases.

There are a number of design cir-
cumstances that result in higher
concentrations obtained than the
specified design concentration, for
example:

[J Mathematical model used to de-
termine the amount of gas needed
is conservative to obtain a better
fire performance. This effect is diffi-
cult to quantify as it depends on the
room configuration.

d Temperature changes in the
room: The amount of gas required is
based on the minimum expected
temperature in the hazard, while
the maximum concentration is
based on the maximum expected
temperature. The higher the mole-
cular weight the bigger the relative
increase in concentration due to the
difference between the minimum
and maximum temperature. A10°C
difference between the two values
implies a relative increase in con-
centration of about 2.5% oninert ga-
ses and between 3-4% on halocar-
bons.

[ Additional quantities for system
configuration: Inert gases have typi-
cally standard fillings which result
in additional gas installed. This ef-
fect is reduced if the number of cy-
linders is high and the pressuriza-

Agont Maximum Safoty factor from
concentration for § | deslgn cencentracion for
minutes oXposure class A
HFCZ2Tan . 10.5 % 32 0%
[ HFC 125 | 115 % 2.7
| HFC23 ' 30 % 84.0%
FK5-1-12 ' 10 % BE7 9
G100 ' 43 % B.7
[ 1601 ' 43 % 26
G55 ' 43 % 6.7 %
[ 1G541 ' 43 7.8 %
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tion is low. For HFC23 typically 20%
extra gasisincluded in the cylinders
to account for its high vapour pres-
sure. The other halocarbons do not
require additional quantities for this
concept.

(1 Volume occupancy: If the hazard
is subject to changes in the amount
of goods or it is normally high and
no allowance for this is applied in
design (as they are not fixed) higher
concentrations are expected to oc-
cur. This is good for flame extin-
guishment but could represent a
concern for personnel safety.

[J Network complexity: In certain
cases it may be required to increase
the number of cylinders in a system
to improve the discharge characte-
ristics in order to meet the required
discharge time. For halocarbons
this practice does not increase the
amount of gas, for inert gases it
does due to the standard filling of
cylinders.

Both inert gases and halocarbons
are generally adequate to be usedin
occupied spaces without special
provisions. Certain conditions are
shown that should be considered
when assessing safety for person-
nel.

3.3 Discharge time

Discharge time is defined as the pe-
riod of time required to discharge
the amount of gas needed to reach
95% of the design concentration.
It is required that halocarbons are
discharged in 10 seconds and inert
gases in 60 seconds. Theoretically
no fire can be expected to be extin-
guished before this time.

To understand how critical this can
be the overall process that leads
to extinction has to be considered.
Once ignition has occurred thereis a
certain time span until detection
sends a signal to the control panel
and it decides that actuation of the
system is required. Then the room
hasto be prepared for the discharge.
Clearly during all this time (se-
conds?, minutes?) the fire has been
growing and destroying the goods
protected. A good emergency plan
will have used all means possible to
limit this time to the targets of fire
protection, using adequate techno-



logy (detection type) and protocols,
depending also on the fire type and
expected growing speed. Discharge
time is added to this period of fire
damage.

The discharge time should be com-
pared to the duration of the rest of
events in the emergency plan. The
time from ignition to extinction and
expected and assumed total fire
damage should be considered to as-
sess the speed of fire growing. It has
also to be related to the importance
of the increased destruction with
burning time of goods and business
interruption.

3.4 Pressure
changes in the room

When a gas is added to a complete-
ly closed volume (e.g. tyre) the pres-
sure in this volume increases pro-
portionally to the increase of mass
(in moles) added. Temperature
changes also influence this process.

This direct increase could be the
maximum limit applicable to ga-
seous fire protection but in practice
it would never be reached due to the
fact that rooms are no so tight.
However damages to enclosures
can occur at much lower pressure
differences. So the changes in pres-
sure depend on the speed of mass
added, the thermal effects associa-
ted to a discharge and the ability
of the existing open surfaces on
the room to alleviate the pressure
changes as they are generated.
These pressure changes are always
related to the period of time while
the discharge of the gas is running.

When fire is present it influences al-
sothe pressure changes in the room
because of temperature changes
and for the addition of gases to the
room from the combustion reac-
tion. The discussion below will con-
sider only the discharge of the ex-
tinguishing agents without a fire.

Both inert gases and halocarbons
produce overpressure. Halocarbons
produce also underpressure.

Underpressurization is produced in
the initial part of halocarbon dis-
charge as the temperature changes

due to vaporization of the liquid
flowing from the nozzles tend to be
more important than the addition
of gas. This effect is related to the
heat of vaporization, the amount of
gas released and the heat exchange
with the surronding air and walls.

Overpressurization is due to the ad-
dition of gas in the enclosure and
the effect is related to the speed of
addition of gas. For halocarbons this
speed can be considered constant
during the discharge (the initial un-
derpressurization theoretically helps
to limit the overpressure as thermal
effects are compensated after the
end of the discharge). Forinert gases
there exists two different technolo-
gies of discharge. One of them the
flow rate is limited by a restrictor
and it turns out that the maximum
flow rate is ca 4-5 times the average
flow rate. In the other technology
the flow rate/outlet pressure is kept
roughly constant during most part
of thedischarge. Inthis case the ma-
ximum flow rate is ca1.5-2 times the
average flow rate.

The direct consequence of this ef-
fect is the need to consider the use
of over/underpressure vents to limit
the effects of the gas on the en-
closure. EN standard does not give
indications on how to calculate the
vent area; CEA suggest to use the
following relation:

Venting area = k - Flowrate /
Allowable overpresssure®5s

where k is a function of specific vo-
lumes of the extinguishing gas and
the agent/air mixture.

If this equation is used to compare
the relative area required for a given

maximum overpressure allowed,
the results would be as shown in
Table 4. The values can only be ap-
proximate.

For inert gases the values are consi-
dering the use of restrictor techno-
logy. If constant flow assemblies are
used the values could be one third of
those in the table.

3.5 Retention time

To extinguish the fire, the designed
concentration in the room has to be
reached. But to avoid reignition an
extinguishing concentration has to
be maintained until this reignition is
no longer possible. Both the extin-
guishing agent and enclosure itself
determine the time that the con-
centration is maintained and which
is known as retention time. This ef-
fect has to be considered from the
end of the discharge.

The room has to be as tight as pos-
sible from the end of the discharge,
i.e. any pressure venting has to be
closed once the pressure changes
have dissipated. It is clear that the
retention time will be longer if the
unclosable openings are smaller
and also the distribution of the ope-
nings through the enclosure influ-
ences the retention time. But if the
room conditions are fixed, the re-
tention of agent will depend on the
difference between the density of
air outside the enclosure and the
mixture of agent and gas inside the
enclosure, as shown in the Table 5.

For gases heavier than air (all of
them but 1G100) leakage is from top
to bottom which means that in case
of presence of opennings in the up-
per and lower parts of the enclosure

Fequired relative venling area for SYerpressung
HFC2270a ' 1 4
| HFC 125 21
HFC23 3
| FKS-1-12 10 '
13100 5.5
G01 5.2
G55 57
541 56
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Table 5

Table 6

the entrance of fresh air is mainly
from the top. For gases lighter than
air (IG100) entrance of fresh air is
mainly from the bottom under the
same conditions.

While the design approach and stu-
dies carried out so far consider cold
discharges, when a fire is present
the heat released by the hot mate-
rial after flame out will tend to
decrease the density of the airin the
room favouring the entrance of air
from the bottom if the resulting
density is lower than external air.

3.6 Storage requirements

Storage area maybe of concern
when the available space for the
battery of cylinders is limited. The
differences in this case come, main-
ly, from the way the agent is stored
and the amount of gas needed.

Halocarbons are stored as liquefied
gases and the quantities required
are relativelly small, allowing for re-
latively limited space requirements.
Each gas allows a certain maximum
storage factor which is related to
transportation regulations.

Inert gases are stored as com-
pressed gases and the quantities re-
quired are relatively high, what re-
sults in bigger space requirements.
To reduce this footprint the storage

Siorsge capecity repered || oplinderm’ proteched)
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pressure has increased historically
up to 200 and 300 bar. There is no
limitation to this value and in the
future higher pressures may be of-
fered if cost-effective cylinders are
developed.

The availability of cylinder sizes also
determines the footprint, but this is
depending on system manufac-
turer. It normally allows to adjust
further the footprint for halocar-
bons. Inert gas system cylinder sizes
options are limited to a smaller
number due to the high number of
cylindersthatare normallyinvolved.
For comparisionthe cylindervolume
to room volume ratio is shown in
Table 6.

3.7 Environmental regulations

There have been two different in-
ternational agreements that have
influenced the use of gas systems as
extinguishing agents. Those are the
Montreal Protocol and the Kyoto
protocol, both have specific regula-
tions developed in Europe.

Montreal Protocol is committed to
the protection of the ozone layer,
and none of the agents in the dis-
cussion is subject to regulation due
to this effect as none of them de-
plete the ozone layer.

Kyoto Protocol is committed to pro-
tecting against climate change/glo-
bal warming by the reduction of
emissions of greenhouse gases. In
the so-called Kyoto basket, HFCs are
included as potential greenhouse
gases.

Current status applicable in Europe
is based on F-Gas regulation
842/2006/EC dealing with fluorina-
ted gases in different applications,
including fire protection. Annex Ilin
the regulation states the uses that
are not longer allowed and fire pro-
tection is not in the list, thus fluori-
nated gases are allowed to be used
asextinguishing agents throughout
Europe according regulations.

3.8 Decomposition products
Halocarbons decompose at flame

temperatures to produce corrosive
HF (hydrofluoric acid). The extent of

this decomposition depends on how
long the agent is in contact with
fire and on the size of the fire.

The first issue is minimized by a
short discharge as required by the
standards (10 seconds) and the use
of adequate agent concentrations.
The second issue depends on the
fire class and the type of detection.
Class A, if considered as slow grow-
ing fire, together with a reasonable
quick detection in relation with the
value of the goods protected, also
minimize the generation of HF.
Values cannot be predicted but no
damage on materials is known
to be reported for this reason in real
cases.

Inert gases do not decompose at
flame temperatures, so there is no
concern on this issue.

Fire itself produces combustion pro-
ducts that generate corrosive spe-
cies.

A number of key points have been
discussed that explain the different
options. Generally speaking the big-
ger differences are between the
group of inert gases and the group
of halocarbons and the minor diffe-
rences inside each group. How-
ever it has yetto be determined how
critical or even excluding those dif-
ferences are.

In the selection, every aspect has to
be considered and quantified some-
how so that one group or even spe-
cific agent is chosen as the best. It
would be equivalent to determine
the following :

Selected agent = Best of (X ai -Pi)

Where a is the importance given to
one specific discussed parameter
(P). The values for the different a
have to be assigned by the player
that has decision responsibility, and
probably should be different from
one project to the other.



Experience from more than a decade of VdS tests

Ageing processes
in sprinkler systems

AUTHOR: DIPL.-ING. JOCHEN KRUMB

1 Introduction

Dueto different operating statuses of
sprinkler systems as well as operatio-
nal and atmospheric influences, da-
mage to components becomes inevit-
able in the course of years.

Damage that influences the mecha-
nics of components are detected
during periodic tests or mainte-
nance work over time. This applies
also to damage on the piping or the
sprinklerstothe extentthattheyare
visible on the outside. Such damage
relates to e.g. alarm valves, pumps
or outside corrosion on pipes.

However, damage to the system
that is not visible on the outside
poses a much greater problem; it
includes damage to the piping
and/or damage that compromises
the sprinklers’ function.

Therefore VdS Guidelines on Sprink-
ler Systems, Planning and Installa-
tion, VdS CEA 4001:2008-11 (03), sec-
tion 18.4.6 requires an inspection
after 25 years of operation for wet
systems resp. 12.5 years for dry sys-
tems. On the basis of tests on ran-
domsamples, the piping and sprink-
lers are examined.

As not every sprinkler system can be
assessed in line with the current VdS
Guidelines, similar requirements
had already been laid down in the
predecessor Guideline VdS 2092.
Section A6.70fVdS 2092 contains all
requirements relevant for testing.

Annex K of DIN EN 12845 (2009-07)
"Fixed Firefighting Systems — Auto-
matic Sprinkler Systems — Design,
installation and maintenance" also
refers to an inspection after 25 years
of operation.

21-AUG-2008 08:56

The following presentation will
therefore describe the process of an
inspection after 25/12.5 years of ope-
ration to detect damage resulting
from ageing processes. Moreover, it
will outline factors that have an im-
pact on the piping from the outside.

2 Inspection after 25 resp.
12.5 years of operation

The inspection after 25/12.5 years of
operation is carried out by taking
random samples. Depending on the
type and size of the system, a certain
number of pipes and sprinklers is
examined. Based on the results of
the random samples, the whole
sprinkler system is assessed.

The detailed process and scope of
the inspection is described in VdS
data sheet VdS 209.

2.1Selection of samples

The first criterion is the distinction
between wet and dry systems. In
case the sprinkler system to be au-
dited is a wet system with a maxi-
mum of 10 groups, the inspection is
limited to one group provided the
groups areallinone building and/or
the occupancy and environmental
conditions are comparable. Such a
limited inspection is not permissible
for dry systems.

The second criterion for the selec-
tion of samples is the number of
sprinklers of the group to be audi-
ted. The guidance laid down in table
1 defines the scope for the piping.

The prerequisite for any random
sampling is a representative selec-
tion of samples. Therefore, the fol-

Fig. 1:

View through
the video
endoscope. The
wall of the pipe
with an ex-
tremely large
corrosion oc-
clusion. Size of
the occlusion:
¢. 25 mm to

30 mm. Pitting
is more than
likely

Table 1:
Number of
pipes to be
inspected

Type of pipe

Minimum number of visual
inspections

Branch pips

1 pipa por 100 sprinklers, ménimum 3 pipas

Secondary and primary distribuior pipes

hinimum one pipe for three diameters
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Fig.2:  lowing factors need to be consi-
Fixed deposits.  dered when selecting samples:
More than one
third of the pipe 11 hydraulic conditions
diameteris [ overall operating conditions
blocked. 11 external influence and

[ experience from
previous inspections.

Fig. 3: Ultrasonic testing
of pipe wall thickness on a mains
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2.2 Inspection process

In the context of a periodic overhaul
of the sprinkler system, the techni-
cal inspection body first of all deter-
mines the components (groups) to
be inspected. After that, the piping
isinspected, while the sprinklers are
dismantled for laboratory inspec-
tion.

The inspection process of an exist-
ing sprinkler system should be coor-
dinated between an approved in-
staller and the Technical Services of
VdS Schadenverhiitung.

2.2.1Inspection of the piping

The inspection of the piping is split
into a visual inspection and a corro-
sion test. During the visual inspec-
tion, sections of piping are exam-
ined for deposits and incrustations.
During the corrosion test, the gene-
ral appearance and the residual wall
thickness of the pipe sections are in-
spected.

Both the visual inspection and the
corrosion test can either be done on
the installed piping or by disman-
tling the pipes for laboratory in-
spection. The selection of pipe sec-
tions has to be done by the Techni-
cal Services. The laboratory test can
be carried out either by an approved
installerorin the laboratories of VdS
Schadenverhuitung. The inspection
ontheinstalled systemis carried out
on site by the Technical Services of
VdS Schadenverhutung. This me-
thod is the most common way as a
laboratory test only makes sense in
exceptional cases.

Visual inspection

For the inspection of the installed
system, parts of the piping are ex-
amined with an endoscope,
checking for deposits and corrosion
damage. For this purpose, the en-
doscope is inserted through T sec-
tions of the sprinkler, flushing
connections or disassembled pipes.

As alternative to an endoscopic in-
spection, it is also possible to take
out and examine c. 50 cm long pipe
sections at the laboratory. The pipe
sections taken out are separated in-

to two halves. The laboratory in-
spection provides information on
deposits and corrosion damage on
the pipe section. However, this me-
thod is only used in exceptional
cases since in general, an endo-
scopic inspection on site allows for
an overall assessment of a system
beyond doubt.

In case both methods detect depo-
sits of an acceptable magnitude, no
additional measures are required
other than those defined by the
Guidelines (flushing, removal with
at least 10 bar). In case there are de-
posits whose scope would influence
the hydraulics and/or effectiveness
of the extinguishing system, addi-
tional measures are required. De-
pending on the type and magnitude
of the deposits, these may include
e.g. thorough flushing as far as the
branch pipes or a hydraulic test
(measuring the design discharge at
fully open area of operation). Within
the framework of the hydraulic test,
the effect of the deposits on the sys-
tem’s water volume is determined.

The endoscopic inspection of the
pipingis carried out by the Technical
Services of VdS Schadenverhiitung.

Corrosion testing

During the inspection of the in-
stalled system, the residual wall
thickness is determined in those
sections where the endoscopy de-
tected corrosion damage, e.g. by
ultrasonic testing. In case the ultra-
sonic testing does not produce con-
clusive results on the condition of a
section of pipe, this section should
be dismantled and inspected in a
laboratory.

The laboratory inspection (of the
disassembled section) first estab-
lishes the actual condition of the
pipe. Next, the pipeis treated (brush-
ing, sandblasting) and the residual
wall thickness is determined by in-
strumentation.

To assess residual wall thickness,
limits have been laid down that
need to be met. The limits are based
on DIN 2413 Part1 and can be calcu-
lated by using the following formu-
lae:
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Sy: rated wall thickness (mm)

S: reqired wall thickness (mm)

Cr: allowance for corrosion or wear
and tear (mm)

p: rated pressure (N/mm?)

da: outside diameter

K: strength coefficient (N/mm2)

vn: contracction factor

In case the wall thickness is smaller
than these limits, either individual
pipes or the entire piping (worst
case scenario) have to be replaced.

The laboratory test of the pipe sec-
tion may be done either by a quali-
fied installer or the laboratories of
VdS Schadenverhiitung.

2.2.2 Inspection of the sprinklers

The number of samples depends on
the size of the system to be inspec-
ted, the type of system and the
number of different sprinkler types.
Dependingon the number of sprink-
lers in the system, the scope of
sampling is determined in line with
the guidance provided by Table 2.

For systems that consist of wet and
dry stations, in general 20 sprink-
lers per section have to be subjec-
ted to inspection. For systems that
extend across several buildings, one
sample per building should be ins-
pected.

In case pendent dry sprinklers (PDS)
areinstalled, samples should also be
reinspected every 12.5 years by VdS
laboratories. The number of sam-
ples depends on the total number of
pendent dry sprinklers in a system
and is outlined in Table 3.

Visual inspection

The sprinklers are first inspected
visually to sort out sprinklers that
show obvious defects from any fur-
ther inspection.

Examples include deformed deflec-
tors, deflectors soiled with paint or
dirt, damaged, empty glass bulbs
etc. In order to obtain information
that is useful for statistical pur-
poses, a minimum of 20 sprinklers
suitable forinspection mustbe avail-
able. The result of the visual inspec-
tion is documented.

Tests

A functional inspection test is car-
ried out on 16 sprinklers applying

Fig. 4: Representative batch of 20 sprinklers from one system.
The heavy incrustation of the plugs is clearly visible

Mumber of
sprinklers In a Humbar of samples
system

up 1o 5 000 il
up to 10,000 40
ug bo 20,000 B0
ups to 30 000 BO
upe to 440 000 100

o {ham 40,000

Dapanding on ihe risk,
AUMmEEr dal s E-':,I
VS Schadenverhilitung

Total number of PDS

Number of samplas

installed
up o 100 B
up to 200 ]

mone han 200

In ling wath Table 2

0.35 bar. The pressure is gradually
increased for sprinklers that do not
fully release the flow within one mi-
nute after activation (maximum
permissible reduction 10%).

Full release of the flow must be
achieved at 1 bar, if not, the sprink-
ler is attributed to defect category 1
(limited function). In order to deter-
mine whether the sprinkler’s func-
tion is likely to fail, the pressure is
then increased to 3.5 bar. In case the
flow is not released at 3.5 bar, the
sprinkler is classified as a failure.

Samples that are not assessed in a
functional test are checked for their
response temperature. In this test,
the sprinklers must respond within
the maximum temperature range
permitted by the component test di-
rective.

In summary, the laboratory inspec-
tion classifies two types of defectsin
line with the following scheme:

1 Defect 1:
Failure of sprinkler function
—No response at 1 bar
—Jammed locking element
— K factor more than
30 % reduced
— Deflector comes off
- Response temperature
more than 20 °C
outside the tolerance

[ Defect 2:
limited sprinkler function
- Obstructed spraying
- K factor reduced by 10- 30%
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Table 2:
Number of
samples for
sprinkler
inspection

Table 3:
Number of
samples for SDS

2
)
—
I~
\9)
w
I~
Q
o
Q.
Wy
e
—
w,




EJ
Qo
~
e~
S
w
I~
Qo
oz
Q
w
o
~
w

The author

of this article,
Dipl.-Ing.

Jochen Krumb,
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Technical Inspec-
tion Services

of VdS Schaden-
verhiitung,
Darmstadt branch.

Contact:
jkrumb@vds.de

Figure 5:
Evaluation

of wet and dry
systems 1998
until 2009

—Response temperature up to
20°C outside the tolerance

3 Findings from
previous inspections

The following section will elaborate
on the results of previous inspec-
tions in more detail. It will distin-
guish between sprinkler inspections
at vVdS laboratories and pipe inspec-
tions by the Technical Services.

These findings obtained from a
number of inspections over the last
10 or so years are extremely useful
for maintaining the high standard
of sprinkler systems, and even im-
prove it.

3.1Results from
piping inspections

As experience to date has shown,
pipe inspections of wet and dry sys-
tems generate different results.

Figure 5 shows a statistical overview
of pipe inspections of wet and dry
groups conducted by VdS Schaden-
verhiitung. All inspections listed in
the overview have been conducted
on the installed system.

To categorise the defects found dur-
ing the inspections, three different
classes have been defined. Each of
these three classes has a certain pro-

file with fewer or more defects. Va-
rious measures are proposed to eli-
minate the defects (see Table 4).

Fugure 5 shows the results of the
piping inspections of wet and dry
extinguishing systems—in line with
the classification in Table 4.

The influence of air and presence of
residual water and/or condensed
water cause considerable corrosion
damage in dry systems. Another
severe problem of dry systems is an
often undershot minimum gradient
of mains and distribution pipes
and/or the branch pipes them-
selves. In line with VdS CEA 4001 a
minimum gradient of 0.4% must be
met for branch pipes and 0.2% for
mains in order to ensure perfect
drainage of the system.

Such damage is only rarely observed
in wet systems as the result of the
evaluation demonstrates. This can
be attributed to the fact that water
permanently present in the wet sys-
tem has only a low content of re-
sidual oxygen.

3.2 Results of
sprinkler inspections

An analysis of the frequency of
defects shows that c. 95% of all de-
fects can be divided into four dif-
ferent types:

1. K factor reduced by 10 - 30%

2. Obstruction to spray caused by
lodgements

3. K factor reduced by more
than 30%

4. No response.

Almost half of all defective sprink-
lers shows a K factor reduction of
10 - 30%, which is predominantly
caused by deposits on the sprinkler
nozzle. However, some samples of
sprinklers had a reduced K factor
without any material deposits being
visible. The cause here can be found
in the manufacturing tolerances
which 30 years ago were not com-
pliant with today’s standard.

Defects3and g4 are class1defects, i.e.
the proportion of "failures” in the to-
tal number of defects amounts to
more than 20 %. 75 % sprinklers of
systems built up to 1965 did not
comply with today’s requirements.
The high defect rate can to some ex-
tent be attributed to the specific de-
sign of individual sprinklers. Sprink-
lers that have an oversized deflector
judging by today’s design also im-
ply a higher risk of so-called lodge-
ments. In addition, some of these
sprinklers which may be up to
90 years old also show a consider-
able level of external soiling and/or
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deposits inside the sprinkler nozzle.
Another reason for adhesive depo-
sitsinside the sprinkler nozzles of ol-
der sprinklers is the sealant applied
in former times — wax-like viscous
material used to seal the sprinkler
nozzle whose texture changed over
time.

The reason why defect quotas de-
clined as from c. 1970 is more than
likely due to design improvements
introduced by manufacturers.

Inline with the current relevant vVdS
Guidelines all old sprinklers should
be replaced by new approved types
of sprinklers after 5o years at the
latest.

4 Damage caused
by external influence

Damage on components of sprink-
ler systems caused by external in-
fluences often becomes manifest
before the 25/12.5 yearinspectionin-
terval expires. Such influences in-
clude chemical,thermal and mecha-
nical impacts.

Corrosive gases and vapours in par-
ticular may cause substantial da-
mage on the piping or the sprinklers
afteronlyashorttime. Corrosion da-
mage on the piping becomes ap-
parent due to blistering and/or
leakage in a more progressed state.

The function of the sprinkler sys-
tems is particularly jeopardised if
the system’s response is obstructed
by corrosion processes, e.g. sweat-
ing of the fusible link.

The sprinkler system’s age is gene-
rally irrelevant for damage caused
by mechanical impacts.

The sprinkler inspections conducted
after 25/12.5 years arrived at the fol-
lowing conclusions.

In general, the pipe systems of dry
systems are in a better shape than
those of wet systems.

Defects are found only rarely in dry
systems as shown by the results of
the previous chapters. More than
half of the groups inspected did not

Classification

Profile Measures

Mo dafact (1}

| Corrosion and deposits of
| accaptable scope

Flushing and hydraulic
prssund st of paping in ling
with direciive

| Borderlime cormosion

Recurrani test after & years
OF exbEndid inspection

Medium dalect (1)

| Increased cosrosion on
| mdividual pipes, e.g. mains

Replacement of indivicdual
pipes

| Bordarline deposits

Hydraulc test of flushsng up
to branch pipes

Substantial defect (1) |

| Heavy corrosicn and
| considerable deposils

Replacamant al the enbine
piping Sysiem or sndradual
secltions

bring about any complaints. Once
the oxygen in the water is con-
sumed by corrosion, an equilibrium
is achieved and corrosion no longer
progresses. This equilibrium can
only be influenced by oxygen sup-
ply, e.g. by frequent change of wa-
ter. Normally, the influence on wet
systems is so minor that corrosion
problems only occur in few cases.
These could mainly be found in the
sprinkler equipment room, the dis-
tributor pipes or the mains down-
stream of the alarm valves. In case
of multi-storey buildings, incrusta-
tions can increasingly be found on
the top floors. This can be attributed
to air being trapped during the fill-
ing of the group. Therefore, impacts
on the effectiveness of wet systems
should only be expected in rare
cases.

As the statistical overview has
shown, damage to the piping is
more often to be expected in case of
dry systems, and may cause the sys-
tem tofail. Solid deposits (caused by
corrosion damage) reduce the dia-
meter of pipes, which in turn
decreases the water flow through
the pipes. In addition, when the sys-
tem responds, large portions of
these deposits may come off, stick
to the sprinkler and block it. More-
over, corrosion damage leads to
leakage and failure of individual
pipes in extreme cases.

Often, turbid (loose) deposits were
found in the piping of dry systems
which more than likely do not lead
to system failure; however, they
should be removed by thorough
flushing to avoid any further da-
mage.

The reasons for the above damage  Table 4:
to dry systems include the follow-  Classification of
ing: defects

(d Inadequate gradient of pipes

[ Pipes not drained and/or
inadequate drainage facilities

[ Poor pipe quality
[ Poor water quality.

The large number of sprinkler in-
spections conducted at VdS labora-
tories demonstrated that the
sprinklers of different systems are
no longer functional. K factor reduc-
tions, lodgements or defective res-
ponse no longer guarantee the
functioning of an extinguishing sys-
tem.

<
o
—
~
)
w
~
o
[
a
w
o
—
w

Fig. 6: Wax-like sealing material
that has cured over the years
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Smoke and heat
exhaust ventila-
tion system

in off condition

Ensuring operational reliability and functionality

Competent
maintenance of
SHEV:s is imperative

AUTHOR: DIPL.-ING. ALWINE HARTWIG

i

Smoke and heat exhaust
ventilation systems shall be
serviced once a year - this is
what the relevant requla-
tions stipulate. But what
else is required by the requ-
lations specifically? Who is
qualified to carry out main-
tenance work? When is it
allowed/ necessary to
deviate from requirements?
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Fire protection systems can only
work properly if they are serviced re-
gularly: this is true of smoke and
heat exhaust ventilation systems as
much as of sprinkler systems, fire
detection and alarm or hold-open
systems. Compared with elevators
or cars, for instance, where an ins-
pection would generally identify
anyfunctional problems right away,
fire protection systems are often in
stand-by mode for years (decades)
in order to fulfill their design func-
tion only in the case of a fire. In case
the system has been serviced im-
properly or not at all since its instal-
lation, the investment in such a fire
protection system might have been
wasted: the system does not res-
pond properly or fails.

This is why proper maintenance is
required from several points of
view.

VdS CEA 4020 (Planning Guidelines
for Installation of Smoke and Heat
Exhaust Ventilation Systems) stipu-
lates:

“Natural smoke and heat exhaust
ventilation systems, smoke curtains,
existing components, supply air
openings as well as power supply
lines and accessories shall be serviced
and, if necessary, repaired in regular
intervals, at least once a year in line
with vendor specifications by a com-
petent maintenance technician who
checks their functionality and availa-
bility. Inspections, maintenance and
repair measures shall be documen-
ted in an operations log (VdS 2257)."



DIN 18232-2 lays down similar re-
quirements:

“Natural smoke and heat exhaust
ventilation systems and their opera-
ting and control equipment, opening
aggreqgates, power supply lines and
their accessories shall be inspected
forfunctionality and availability, ser-
viced and, if necessary, repaired in
line with vendor specifications, gene-
rally once a year."

Maintenance intervals

The relevant standards and guide-
lines all require annual mainten-
ance. However, if necessary, the
maintenance frequency has to be
increased. This may in particular be
necessary in buildings with a cor-
rosive atmosphere or where in-
creased dust and dirt loads can be
expected, such as buildings in
the chemical industry or waste ma-
nagement operations.

Example: In case a service engineer
of a maintenance company finds
that the hinges of a smoke and heat
exhaust ventilation system (SHEV)
are so corroded that opening is not
possible or only with great difficul-
ty, the operator shall not only have
the hinges replaced but also in-
crease the maintenance frequency.
The objective of maintenance is to
ensure functionality and availability
of the SHEV at all times.

Extending maintenance intervals to
every two or three years in case of
less problematic buildings does not
make sense either as buildings with
a "normal" occupancy might also
damage a SHEV, or the possibility
of a change of occupancy cannot be
ruled out.

What does a proper
service look like?

DIN 31051 defines "maintenance as
the combination of all technical and
administrative management mea-
sures during a life cycle of a system
or equipment to maintain its func-
tionality or restore it so that the sys-
tem/equipment can perform its in-
tended function."

Maintenance is divided into four
areas: inspection, maintenance, re-
pair and improvement; to some ex-
tent, these may also be performed
by the operator.

Inspection refers to a visual check of
a system to determine the status of
the SHEV at the very moment of in-
spection. Visual checks may also
be carried out by qualified staff of
the operator during a maintenance
cycle. FVLR Guideline No. 8 of the
specialist association Tageslicht und
Rauchschutze.V. (Daylightand Smoke
Protection) as the umbrella associa-
tion of German SHEV manufactu-
rers recommends a visual inspec-
tion by a qualified person every six
months. In any case, inspection is
part of every maintenance. It includes:

1 Visual inspection of the hand-
held control unit: the display must
indicate availability of the system.
[ Visual check of the fire detection
elements: are the glass bulbs of
pneumatic SHEVs filled and is the
liquid visible? Are all the smoke de-
tectors of an electrical system (still)
in place? Are the smoke detection
elements easily accessible or have
there been any structural modifica-
tions in the meantime (e.g. installa-
tion of pipes, lights and the like)
that prevent smoke and heat from
reaching the detector? Is any da-
mage visible?

[ Visual inspection of the control
and actuation unit and/or the elec-
tro-mechanic actuator: is any ob-
vious damage visible?

[ Visual check of the control wires:
is any damage, for instance caused
by vehicles hitting them, visible? Are
the control wires not disconnected?
(1 Visual inspection of the supply air
and smoke ventilation openings:
have there been any structural
changes to the supply openings
(blocked, cluttered, incrustations)?
Have there been any modifications
affecting the smoke ventilation
openings that obstruct the free flow
of flue gases, e.g. installation of new
ventilation ducts or power lines in
the area of the smoke ventilation
openings? Is the "freedom of move-
ment" for supply air and smoke
removal facilities ensured? Back-
ground: a free cross section of flow
must be provided.

(1 Visual checks of the power sup-
ply system: are problems or damage
visible?

The purpose of an inspection by a
qualified agent of the operator is
not manipulation or actuation of
the SHEV. Since smoke and heat ex-
haust ventilation systems must be
restored to stand-by status after ac-
tivation, the inspection must be
done by a specialist maintenance
company. The purpose of the in-
spection by the operator is to iden-
tify and report any obvious prob-
lems and/or damage to the main-
tenance company.

Only a qualified maintenance com-
pany is authorised to carry out
repairs, that is, restore the system
to its original status. It is also res-
ponsible for assessment of the over-
all condition of the system, that is

J whether structural changes have
been made in the building or
whether the size of the smoke com-
partments has been modified,

(d whether occupancy of the build-
ing has changed since the last in-
spection (e.g. increased fire loads),
[ whether the SHEV’s effectiveness
is compromised by fixtures or refur-
bishments,

[ whether the smoke curtains and
supply air openings in the building
are (still) in place and functional.

In case these requirements are not
fulfilled, the operator has to be no-
tified or — if a company has been
contracted — the components need
to be repaired.

The maintenance company has
the necessary expertise and theore-
tical background to recognise risks
caused by a "change of occupancy".
To this end, proper and complete
documentation of the system is
necessary.

Maintenance implies any preven-
tive measures to maintain the spe-
cified condition; they shall be car-
ried out by specialised maintenance
companies. The maintenance tech-
nician checks the SHEV by way of ac-
tuation, he inspects the specified
function and takes any action re-
quired to ensure the system’s avail-
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ability infuture as well; this includes
cleaning, readjusting, lubricating,
replacing. The measures in detail:

[ Activate the function of the SHEV
with the energy specified for a fire
scenario and check. The system is
actuated by

1. the hand-held control unit and

in addition

2.in case of at least one unit for

each roof respectively smoke

compartment surface, activation

of the automatic fire detection

system. That is to say, the

hand-held control unit shall

be activated in every smoke

compartment. In addition, a

smoke and heat exhaust venti-

lation device shall be activated

by breaking the glass bulb

(for pneumatic devices) or

discharging test gas (for

electrical devices) in every

smoke compartment. The

device opens with the

opening energy specified for

the fire scenario. The relevant

device shall be recorded in

the operations log in order for

the inspector to activate a

different one the following year.
(d Complete opening of the smoke
and heat exhaust ventilation de-
vices shall be checked, soiling to be
removed (e.g. of the fire detection
components) and the parts lubri-
cated in line with vendor specifica-
tions.
(d The SHEV devices are to be in-
spected from the roof of the buil-
ding. Seals, screw connections and
latches as well as any wind deflec-
tors are to be inspected and, if need
be, cleaned on every SHEV device.
The maintenance technician is re-
quired to use the proper personal
protective equipment (PPE) to climb
on the roof.
(1 The power supply and transmis-
sion lines of the SHEV devices shall
be inspected; in case CO, or N, tanks
are used, the weight has to be
checked, in case electrical energy is
used, battery capacity as well as
availability of energy supply upon
failure of the mains supply shall be
checked. Storage batteries are to be
replaced every four years (date of
manufacture) with OEM parts (VdS
approval). In case any weight reduc-
tions are found during the check of
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the CO, or N, tanks, they must be
exchanged.

[ The electrical alarm devices shall
be checked as follows: triggering of
the detectors, functional test of the
alarm devices and facilities, fault
simulation to check for broken wire,
short circuit. Failure of energy sup-
ply: the SHEV must work properly,
that is to say that VdS-approved
systems should not open automati-
cally in case of any faults.

After the service, availability of the
SHEV must be restored. Any con-
sumables used (CO, cartridges, ..)
shall be replaced by OEM parts.

In case any defects are found, they
shall be remedied during the repair
using only OEM parts for the rele-
vant systems. These repair mea-
sures shall only be carried out by
specialised maintenance compa-
nies.

Any measures taken must be docu-
mented in an operations log includ-
ing the date and name of the main-
tenance technician (initials) to be
able to track whether and when any
changes/replacements have been
made. Operations logs (e.g. VdS
2257) can be obtained from VdS
Schadenverhutung.

Who is qualified to carry
out maintenance?

Pursuant to the relevant guidelines,
smoke and heat exhaust ventilation
systems shall be serviced only by
companies who are specialised in
SHEV technology. However, there is
no definition of a "specialised com-
pany"inthe guidelines or standards.
Who is qualified to work on such
safety-related systems?

On the part of VdS, the matter is
straightforward: only VdS-certified
SHEV installers (in line with VdS
2133) or VdS-certified SHEV main-
tenance companies (in line VdS
3440) are qualified to service VdS
systems which are defined as sys-
tems that can be subjected to ac-
tuarial assessment. Also, smoke and
heat exhaust ventilation systems
that have been installed in line with
the relevant standards or other re-
ferences should also be serviced by

VdS-approved companies, if pos-
sible. This ensures that the required
technical expertise and sufficient
spare parts are available, which is
regularly verified by VdS.

VdS recommends building owners
to conclude maintenance contracts
with approved installers or main-
tenance companies.

Like all fire protection systems,
smoke and heat exhaust ventilation
systems have to be serviced regular-
ly. Proper and competent mainten-
ance by a VdS-approved specialist
company is the only way to ensure
operational functionality and avail-
ability of a SHEV. If cut backs are
made on maintenance, the SHEV it-
self is wasted.

References

VdS CEA 4020: Guidelines for Natu-
ral Smoke and Heat Exhaust Venti-
lation Systems (SHEVs); Planning
and Installation

DIN 181232-2: Smoke and Heat Re-
moval - Part 2: Natural Smoke
Ventilation Systems; Calculation,
Requirements and Installation

VdS 2257: Operations Log for Smoke
and Heat Exhaust Ventilation Sys-
tems’

DIN 31051: Fundamentals of Main-
tenance

FVLR-08: Maintenance on Natural
Smoke and Heat Exhaust Ventila-
tion Systems (SHEVs)'

VdS 2133: Approval of Installers of
Smoke and Heat Exhaust Ventila-
tion Systems?

VdS 3440: Approval of Maintenance
Companies for Smoke and Heat Ex-
haust Ventilation Systems?

" Note by the translator: This is not
the official title of the standard.



Move towards open standards will stimulate innovation

Changes of today
shaping the security
industry of tomorrow

AUTHORS: MICHAEL LUTZELER, SERGE MUELLER

In a few years, the popula-
tion of the world will have
grown by 20% and, the
earth will be home to near-
ly eight billion people.
More than half of the
earth’s population already
lives in cities, and the trend
towards urbanization is
accelerating. These changes
will, of course, impact on
the things on which society
depends: mobility, telecom-
munications, energy -

and security.

Security is already one of the most
fundamental aspects of all our lives.
It is important to every person and
every business large or small, public
or private. Siemens is aware of the
differentthreats and the security in-
dustry has grown to meet the chal-
lenges of burglary, violence, rob-
bery, theft and manipulation of
data, acts of vandalism, sabotage
andeven terrorism. But security pro-
viders need to consider the protec-
tion of digital information and in-
tellectual property because, as the
risks continue to change, companies
are looking for comprehensive secu-
rity that ensures business con-
tinuity. Such solutions are influ-
enced by progress in the IT sector.
The rapid pace of technological de-
velopment in areas such as digital
image processing, biometrics, data
transmission and location techno-

logy is already making genuinely
"integrated" security solutions pos-
sible.

Integration and flexibility

Integration and flexibility are key in
facing today’s security challenges.
The integration of multiple security
disciplines — access control, video
surveillance and intrusion detection
- on one platform is already pos-
sible, providing the obvious benefits
of continuous situational aware-
ness along with centralized ma-
nagement and alarm handling. It
enhances overall security and
allows cross-functional capabilities.
With video surveillance providing
visual verification, security person-
nel can check via video-stream if

'S

there is fire, intrusion or any other
unwelcome activity. Access-control-
led doors can be linked to cameras
and live video-streams provided to
verify identification and recorded
images tagged to specific doors for
evidential purposes. But as well as
the interoperability of security dis-
ciplines, there exists the possibility
of integrating security with building
automation systems. For instance,
occupancy-based control - of
lighting, heating and air-condition-
ing systems — can be employed
through access and video events,
thus reducing a building’s operating
costs and improving environmental
efficiency.

As far as customers are concerned, a
growing awareness of what is now
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Partnership is
key to offer
customizable
solutions
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Siemens are
working
towards open
standards

and global
interoperability

possible thanks to developments in
digital technology, has prompted a
demand for enhanced functionality
of systems, with individuality and
flexibility at the forefront of those
demands, followed closely by custo-
mer-specific solutions and "intelli-
gent" systems. As customers also
become aware of the industry-led
drive for open standards within vi-
deo technology, the clamour for
open standards is likely to grow. By
choosing a system from a single
manufacturer, customers are often
currently "locked" into that manu-
facturer’s service and pricing. But,
with field devices increasingly seen
as commodity products, the concept
of singular "proprietary” systems
will soon be a thing of the past.

Open standards and
global interoperability

Michael Liitzeler, Innovation Mana-
ger of Siemens Building Technolo-
gies Division, says: "Within Siemens
Building Technologies Division, we
believe that the potential of today’s
security technologies will be fully
realized only with compatibility
between different brands. We are
working towards open standards
and global interoperability —for net-
work video devices in the first
instance with the Open Network
Video Interface Forum (ONVIF).
Siemens was the first systems inte-
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grator to become a full member of
ONVIF and, as such, is able to offer a
different perspective, helping to set
goals from the integrators’ point of
view — with a closer understanding
of the end-users’ current needs and
future requirements. But it is our
declared intention to expand the
quest for open standards into other
security disciplines, with access con-
trol being the next one," he stated.

Open standards would bring bene-
fits to integrators, manufacturers
and end-users alike. The benefits to
the end-user alone - such as ease of
use, flexibility in product selection
and confidence that the chosen
system will be future-proofed — are
numerous and critical to the growth
of the market. As a leading provider
of security solutions worldwide, Sie-
mens is putting significant develop-
ment activities on the Siveillance
software platforms in order to offer
best fitting solutions to customers’
security challenges. But, to offer the
complete solution for which custo-
mers are looking, it is necessary to
cooperate with external product
suppliers as long-term partners in
order to meet the high standards
demands.

In 2009, after extensive evaluation
of possible suppliers and the offe-
ring, Siemens announced the
signing of a strategic supplier agree-

ment in video surveillance with
Bosch Security Systems, where they
are supplying a comprehensive vi-
deo portfolio focusing on imaging
and recording devices in the Euro-
pean, Middle Eastern, African and
American markets.

Serge Mueller, Head Partner Portfo-
lio Management, Siemens, com-
ments: "We entered into an intense
relationship and finalized the first
wave of deeply integrated Bosch
products into our offering to custo-
mers. After only a few months, we
already saw the benefits of the stra-
tegic partnership. Leveraging the
strengths and technical compe-
tence of Bosch’s video product port-
folio combined with our integration
expertise, we can offer an even
more comprehensive solution based
on our current Siveillance portfolio.
Bosch’s worldwide reach and sup-
port ensures that all products com-
ply with local standards and regula-
tions. After an intense introduction
period following the announce-
ment, their video product portfolio
now fits and works well within va-
rious platforms such as the Siemens
access control system, our security
management station Siveillance
Fusion and Siveillance SitelQ, pro-
viding situational awareness for
wide-area perimeter protection ty-
pically of seaports, airports, oil, gas,
water and electricity suppliers as
well as other similar industrial and
commercial facilities.”

Mr. Mueller continues: "We are also
working with Bosch on ‘out of the
ordinary’ collaborations, looking in-
to options to further enhance func-
tionality by elevating integration to
a level that would not be possible in
a regular supplier relationship. As a
result, we are in very close contact
on all levels, particularly regarding
the exchange of information be-
tween the two development
groups. This will allow us make full
use of the features of the various
Bosch products. However, our co-
operation with Bosch is not exclu-
sive. We have a long-term strategy
to collaborate in other fields of se-
curity technology, by fostering alli-
ances, some with partners with
wider coverage of our portfolio
needs and some offering specific



‘niche’ cover — with partners having
specialized technologies or with
specific strengths, for example.
Within Partner Portfolio Manage-
ments, our challenge is to ensure
that our product needs are fully
covered by the portfolios of a limi-
ted number of partners. This will
result in less integration effort and
ensure maximum business for our
partners, making our ongoing part-
nership an attractive proposition.
Thisisthe way forward for us and al-
so probably for other manufacturers
and integrators in the market."

"By conducting this kind of part-
nerships, as a system integrator, we
are able to focus on own platform
developmentsandthe partners sup-
plying us can concentrate on deve-
loping and providing the best-fit-
ting product technology. With each
partner having a clear focus within
the partnership, the customer gets
the customized solution they are
looking for, along with optimum
performance and functionality,"
Mr. Mueller concluded.

Integrated solutions

As for the future, Siemens sees the
next likely step as supplying solu-
tions in the area of physical and IT
security. Because business proces-
sesdepend highly on functioningin-
formation technology, IT infrastruc-
ture is generally protected to a high
level from data theft. With the inte-
gration to a physical security solu-
tion, this level can even be in-
creased. Further, measures against
theft of a device or sabotage, are
often inadequate. Security systems
typically do not yet readily facilitate
an exchange of data with IT securi-
tytoadeeplevel.Suchintegrationis
of great advantage though. For ex-
ample, an access to a user account
will only be allowed once the autho-
rized person is identified as being in
the office by the access control sys-
tem. In fact, IT security and physical
technologies both increasingly use
the same or similar resources and
oftenrunonthe same P network in-
frastructure. In terms of optimizing
risk management, it is possible to

link security systems in these two
areas. At Security 2010 in Essen, Sie-
mens introduced an integrated so-
lutionto link physical security and IT
system for the first time, under the
name "Siveillance Netwatch".

The security industry today is chang-
ing as manufacturers and integra-
tors all compete to implement re-
cent technological innovations into
their products and systems. Deve-
lopments such as the shift from ana-
logue todigitaland theintroduction
of IP technology, have had their ef-
fect on the product ranges and se-
curity systems that are now com-
monplace. But it is the way the in-
dustry is working today that will
have the most profound effect on
how it meets the challenges of the
future. The move towards open
standards itself is expected to sti-
mulate another surgeininnovation;
the move away from single-brand
reliance of systems and the new
mood for collaboration, can only
lead to an new era of possibility and
opportunity.
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Overview of
alarm network

Independent of the Internet and efficient

Autonomous alarm
networks boast
great added value

AUTHOR: ANNE HORSTEN
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The IP transmission proto-
col which has become
indispensible for many
business and private appli-
cations is now also be-
coming increasingly
established for alarm net-
works. Nevertheless, ac-
cording to ITENOS, a com-
pany specialised in IT and
telco security, users of
solutions implemented
should keep cool. The IT
security provider has a
package solution based on
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an autonomous network
for potential IP churners in
store. The Internet is left
out — which offers consider-
able benefits.

In terms of IT and telco security,
ITENOS GmbH who is linked to
Deutsche Telekom is an accom-
plished partner for solutions. The
company which has been operating
for 17 years and employs 165 people
has established a solution module
called "Secure Connect" for secure
data lines specially. This part of the
security specialists’ portfolio offers
connection and networking of
alarm systems.

ITENOS sees itself as a package pro-
vider, one-stop-shopping for con-
cept development, implementation
as well as individual operation of
the network infrastructure in the
context of alarm systems.

ITENOS attends to companies who
want to continue to operate solu-
tions implemented as well as po-
tential churners who are heading
for IP.

Martin Klimmasch, Account Mana-
ger Connect Services at ITENOS who
is an expert for IT and telco security
and alarm networks with approxi-
mately twelve years of experience
recommends not to take any over-
hasty action in view of the IP trend:
"Thanks to great bandwidth, diver-



sity of possible applications and
availability, IP will be the transmis-
sion medium of the future, inclu-
ding alarm systems as well. Never-
theless, companies with other solu-
tions implemented such as Datex P
(X.31) who are satisfied with their
choice and want to continue to use
it also need to make provisions to
preserve their status quo. They can
be confident that they will be on
the safe side for a number of years
to come with their current systems,
and that we will inform them about
the IT world in due course and help
them to migrate. There is no urgent
need for migrating soon as long as
the non-IP solution implemented
can still be applied for the time
being."

The Internet is left out

The security specialists offer an au-
tonomous IP-based security net-
work (Secure Connect) to compa-
nies that opt for an IP-based solu-
tion. Its highlight—the network uses
inexpensive network access on the
basis of DSL or mobile connections
(UMTS/GPRS) without integrating
the world wide web with all its un-
certainties. The customer gets an
autonomous network, virtually
his own Internet which meets the
highest security standards and per-
formance requirements. "Our secu-
rity network uses inexpensive DSL
connections like those every Inter-
net user already has and the access
tools are programmable just like the
Web connection”, explains Klim-
masch, "however, our IP-based solu-
tions differ from the web-based op-
tion, offering considerable benefit
since they simplify the entire alarm
sector — in terms of handling, pre-
dictability of data traffic and securi-
ty. Security is defined as the combi-
nation of availability, integrity and
authenticity."

According to Klimmasch, integrity
and authenticity can also be
achieved by simple encryption and
tunnellingin the publicInternet, but
the third crucial factor availability
becomes the "spoilsport”. Availa-
bility cannot be guaranteed with
the Internet as paths and utilisation
are not being controlled.

The pitfalls common for web-based
alarm systems such as false alarms
resulting from connections lost,
long packet transmission times or
bottlenecks in bandwidth caused by
insecure transmission paths are re-
duced by the autonomous alarm
network or they are converted to
secure connections based on DSL as
well as mobile communication.

Moreover, web-based security solu-
tions are always "reactive” - that is,
they react to a real attack e.g. by a
virus scan update. Security only lasts
until the next new virus attack.
"Potential attackers are generally al-
ways one step ahead", explains
Klimmasch. "The autonomous alarm
network, however, generally rules
out the possibility of this short-
coming since it is neither accessible
nor visible on the Internet."

Network management
fromAtoZ

Secure Connect allows for data
exchange on the basis of a secure
and efficient IP-based network solu-
tion. There is no need for the client
to invest in a network infrastruc-
ture of his own. ITENOS provides a
scalable solution for a continuously
monitored network— from control
room router, covering the entire
network and DSL platform to the
alarm system router. Klimmasch
elaborates, "we separate network
surveillance of objects from the
alarm receiving and service centre
(ARSC) and incorporate it into our
network management. We relieve
the ARSCin terms of all the handling
and monitor all components cen-
trally, including technical support
24/7. This way, we take the load off
our clients who are able to focus on
their core business, which is receiv-
ing and processing alarms.”

In addition, ITENOS’ solution relies
on a consistent back-up concept via
mobile communication. After all,
you are well advised to be on the
safe side in such a highly sensitive
sector as surveillance of buildings.
Klimmasch says, "we intercept the
mobile back-up paths upon entry to
our platform rather than in the
ARSC. This means that it does not
make any difference for our net-

M. Klimmasch, Account Manager
Connect Services at ITENOS

work and hence for our ARSC
whetheranalarm system dialsinvia
the primary path (DSL) or the back-
up path (mobile communication).
The benefit for the ARSC is that it
does not have to provide and opera-
te any receiver equipment for the
back-up path. We arealsoable toin-
tercept false alarms caused by lost
connections since our specialists in
the network management centre
are able to monitor the connection
paths 24/7."

Another crucial aspect of Secure
Connect is the fact that it received
a top certificate for transmission
paths from VdS Schadenverhiitung
(VdS 2471 Class C), which is another
benefit for the ARSC operator as he
does not have to work on that.

Bank alarms "speak" IP

Secure Connect has already proven
its benefits in the field. Niscayah,
the largest provider of security tech-
nology in Germany who is indepen-
dent of any vendors and is a global
player for high-level security solu-
tions is one of the users of ITENOS’
solution. Niscayah operates, among
other things, ARSC for banks. In or-
der to "ultimately” meet the de-
mands of these clients, Niscayah
opted for Secure Connect. One of
the reasons was that ITENOS is able
to provide service packages.

Niscayah’s intention had been to
account for the changing needs of
credit institutes — away from send-
ing simple alarm messages, towards
video transmissions in this environ-
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Internet-free
alarm transmis-
sion, overview

ment. Moreover, Niscayah thought
it was about time to harmonise
alarm systems with the energy
and building technology that was
already using IP.

Jorg Frey, Head of Sales Bank Secu-
rity at Niscayah, putsitin a nutshell:
"IP is the technical basis of the futu-
re. Stability and highest security
standards are taken for granted.
Since we at Niscayah do not only
want to provide mere network ser-
vices, we teamed up with ITENOS to
go one step further, fine-tuning the
solution with our services to create
our NIS Net which includes the ne-
cessary hardware and all services re-
lated to the network, offering
clients a holistic solution."

With the support of Secure Connect
and its services, Niscayah is now
able to provide a state-of-the-art
security network to its clients. This
security network which is supple-
mented by Niscayah services is
rather unique in the security in-
dustry. Thus, Niscayah installed
video management systems in all
branches of a bank from the South

of Germany that operates nation-
wide. They had been using X.31
connections with ISDN transmis-
sion paths. The ARSC operator did
not have to invest in his own net-
work infrastructure since ITENOS
provided just that.

Niscayah’s client profits from an
alarm network with DSLand IP tech-
nology including a bandwidth of
2 MBit/s downstream and 348 kBit/s
upstream. The client now has the
opportunity to actuate any branch
from his central ARSC, to switch to
the cameras installed on site in case
of an overhaul or alarm and analyse
images and/or video recordings.

In the meantime, alarm image
transmission to Niscayah has been
enabled, transferring video record-
ings from the client’s branches to
the Security Operation Centre of
Niscayah in Frankfurt am Main.

In case an alarm is triggered,
Niscayah can log into the client’s
network, retrieve the video data and
check the situation to take imme-
diate action, if necessary. The

broadband DSL connections allow
for this swift process and ensure
high quality of images.

Security par excellence

The bank that uses Secure Con-
nect’s solution has now reached the
peak of security thanks to VdS certi-
fication.

The system proved its effectiveness
in the field not least thanks toan in-
tegrated fall-back solution which
immediately switches to ISDN or
UMTS in case of a DSL failure.

Frey’s satisfied summary: "I could
have bought cheaper connections
almost anywhere. However, | was
looking for top quality and freedom
from interference elimination pro-
vided by a partner who was able to
commit to that." If nothing else,
he was persuaded by the fact that
ITENOS created a package solution
that also keeps costs under control.
This way, Niscayah is able to offer
Secure Connect to its clients for a
fair price — hence, a win-win situa-
tion for all parties involved.
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Longstanding Director of VdS‘ Business Unit Security passed away

Reinhard Conrads
went much too early ...

At this point, the editorial team of
s+s report has to perform a sad duty
and inform its readers of Reinhard
Conrad passing away. On 5 Decem-
ber 2010, Dipl. Ing. Reinhard Con-
rads died at age 59 after a long ill-
ness.

His mission — to advance
vdS laboratories

After his 1974 graduation in electri-
cal engineering, Reinhard Conrads
was first employed by the associa-
tion of property insurers (Verband
der Sachversicherer e.V.) which was
the legal predecessor of today’s VdS
Schadenverhiitung GmbH. Initially,
he was working as a test engineer
for intruder alarm systems at VdS'
laboratories; as early as 1978, he be-
came deputy head of the labora-
tories. He kept working tirelessly on
advancing the laboratories whose
service portfolio could be consider-
ably extended not least thanks to
Reinhard Conrads’ commitment
and ingenuity.

Commitment to every job:
Reinhard Conrads working with
his colleagues who are directors
of business units at VdS

S
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Important milestones in
his career at VdS

In 1993, Reinhard Conrads was ap-
pointed deputy head of VdS labora-
tories, and in 1994, he became the
head of VdS‘ certification body. In
early 2002, he was given power of
attorney and was appointed direc-
tor of VdS‘ Business Unit Security.

International commitment

Due to health problems, Reinhard
Conrads transferred this responsibi-
lity to his successor Thomas Urban
in summer 2008; as from this time,
he was in charge of European &
International Affairs, a post that
was tailor-made for him thanks to

his international experience and
excellent command of foreign lan-
guages.

Aside from his achievements for our
organisation, he also contributed
extensive knowledge and advice to
numerous national and European
bodies and committees for standar-
disation and the insurance industry
with great success.

We shall always treasure and ho-

nour his memory. Our heartfelt
sympathy goes to his family.
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Reinhard
Conrads who is
well-known

to our readers
from his nume-
rous articles in
this journal
passed away in
December 2010
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Drilling test on
a lock cylinder
in line with VdS
Guidelines

Test scenarios with conflicting priorities and possible solutions

Reproducibility versus
practical relevance?

AUTHOR: DIPL.-WIRTSCHAFTSJURIST (FH) SEBASTIAN BROSE

Introduction

Product certifications are based on
test reports compiled by an accre-
dited laboratory. The fundamental
task of a test is to obtain readings
(actual results) and document these
in comparison with the readings re-
quired (targets). If the readings are
within a specified tolerance and if
they are plausible, the relevant pro-
duct is considered to have passed
the test. The certification institute
then has to decide whether a certifi-
cate will be issued, which may de-
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pend upon compliance with other
requirements, e.g. the existence ofa
quality management system at the
vendor or a vendor declaration, for
instance, confirming the number of
locking differences in a series of lock
cylinders for example.

There are many different measured
parameters and processes in the
context of the test. Verifying
whetherthe dimensions of a lock cy-
linder are within the specifications
defined by a standard or whether
the output voltage in an electronic

lock cylinder meets a defined para-
meter is fairly straightforward. By
contrast, VdS Schadenverhiitung’s
range of tasks also includes, for in-
stance, manual tests of the burglar
resistance of lock cylinders as well as
facade elements or security contai-
ners. Speaking of the example of a
lock cylinder, the following section
will describe how the resistance
against cutting attacks (attempts at
drilling) is tested. While the quality
of measuring results can be consi-
derably streamlined through cali-
bration of measuring instruments
for validation of basic requirements
(e.g. dimensional accuracy), certain
test methods need different, addi-
tional means firstly, to achieve a
consistent measurement quality in
a test laboratory and secondly, to
minimise differences between va-
rious laboratories.

Let us remain with the example of
lock cylinders. In the course of the
so-called drilling test, a drill is used
to manipulate the cylinder in such a
way that it can be opened without a
key.Forinstance, drilling onthe part-
ing plane between cylinder cone
and cylinder body could sever the
pins and release the cone for turn-
ing. In order to prevent this, in ge-
neral one (or more) protective pin(s)
to prevent drilling are inserted.

The authors of the relevant stan-
dards on profile cylinders for door
locks DIN 18252 and/or DIN EN 1303
considered how to standardise the
drilling test. The test carried out in
line with DIN respectively EN there-
fore envisages a drill (oo W +10 %,
500 - 800 revs/min) mounted to a
slide on-axis and hydraulically ope-
rated is applied with a "maximum



force of 300 N + 5 %" to a spot of the
cylinder defined by the test insti-
tute. Three high-speed steel drills
(also known as HSS drills) of diffe-
rent sizes shall be used at the most.

Standardisation
above all?

This test ensures a high degree of re-
producibility. Thanks to the on-axis
guide of the drill and precise specifi-
cations for the pressure to be ap-
plied etc., the test is nearly always
carried outidentically. Unfortunate-
ly, this does not consider the fact
that the "common burglar" has
been successfully defying any at-
tempts at standardisation. Neither
does he select tools that have been
subject to standardised tool kits nor
does he proceed along the lines of a
standardised test. With reference
to the lock cylinder this means that
a drilling maschine as specified by
the standard is hardly used in the
field any more. Simple models for
less than EUR 40.00 have a better
performance and higher speed. To
make matters worse, a burglar
would never drill precisely axially.
Every DIY enthusiast knows how
easily a drill is distorted or deflects
when it hits something hard. That is
exactly what is going to happen to a
burglar when he drills manually
without a guide and hits a pro-
tective pin. While a drilling device
mounted on and guided by a slide
would wear out three drills almost
immediately, a burglar would
simply drill around the pin. Not to
mention the fact that he would not
necessarily use a comparatively soft
HSS drill but a car-bide-tipped one
instead.

True to the objective of not attemp-
ting to standardise the perpetrator
buttoadaptthestandardtothe per-
petrator, VdS specified, among
other things, a practice-oriented
test in its standard on lock cylinders
VdS 2156. A drill with a nominal
speed of max. 1,000 W with a maxi-
mum of 3,000 revs/min. is used for
the test. Moreover, and this is criti-
cal, the drill is hand-operated, and
carbide-tipped drills may also be
used. When the drill is hand-ope-
rated, one has to accept that repro-
ducibility of the test depends to a
large extent on the skill and experi-
ence of the test inspector.

As we have seen, a large degree of
standardisation may cause test con-
ditions to become incompatible
with field practice. On the other
hand, a practically relevant test is
more difficult to reproduce. Hence,
two aspects have to be accommo-
dated: onthe one hand, a maximum
level of reproducibility and on the
other hand, the best possible imita-
tion of criminal methods. Different
methods can be applied to achieve
this goal.

Learning from each other

So-called witness audits are one
option. They may be carried out
in-house or across different institu-
tions. During a witness audit, an au-
ditor and/or inspector carries out an
audit or test while one or several
other auditors or inspectors are
watching. The inspectors learn from
one another by watching and cross-
checking, and during the subse-
quent debriefing (feedback ses-
sion), they may explore where they

see discrepancies and how they in-
tend to make adjustments. It may
also help to highlight pros and cons
of certain test methods. Such audits
are often carried out to ensure stan-
dardised in-house testing in an in-
stitute. The costs of witness audits
are comparatively reasonable, and
they require little preparation
and/or organisation. Consent of the
organisation audited is required
however.

Round robin tests

So-called round robin tests are an-
other option. The term "round ro-
bin" is also used in sports where it
means that each contestant is mat-
ched in turn with every other conte-
stant.

Round robin tests are also common
in quality assurance where they are
also called proficiency test; in Ger-
man, the term "Ringversuch” has
become established. The method is
associated with external quality
assurance. To be precise, the pri-
mary purpose of this test is to ascer-
tain deviations rather than com-
pliance, though the measurement
results are used todraw the relevant
conclusions on compliance.

Round robin tests
in standards

DIN ISO 5725 on "Accuracy (trueness
and precision) of measurement
methods and results — Part 1: Gene-
ral principles and terms" defines a
round robin test as "a test that ex-
plores the capabilities of every labo-
ratory using a standardised mea-
surement method and identical ma-
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Standardised
test array for
the drilling test
on lock cylin-
ders (Figure C.2
from DIN EN

1303:2005)
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Attempt at
manually break-
ing open a
security contai-
ner at the VdS
laboratories

terials." Hence, round robin tests
would have the following characte-
ristics:

(J 1. Several laboratories are
involved.

[ 2. A standardised measurement
method is applied.

(1 3. Identical materials are
examined.

[ 4. The capabilities of every
laboratory are to be explored.

The first characteristic of a round
robin test is involvement of several
laboratories. As opposed to witness
audits which conduct one test only
with several auditors watching, a
round robin consists of several tests.
This becomes evident from the defi-
nition which stipulates that the
capabilities of every laboratory shall
be explored. The head of the round
robin selects the laboratories in-

volved. The head may be a superor-
dinate institution or a laboratory in-
volved itself — in effect, as a first
among equals. In case there are too
many laboratories that want to par-
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ticipate, it is necessary to make a
choice which should be as random
as possible, thus corresponding to a
statistical average. On no account
should laboratories be selected only
on the basis of their state-of-the-art
equipment or left out because they
are less familiar with the tests.

As the purpose of the standard is to
evaluate the capabilities of a labo-
ratory, standardised methods shall
be applied or else there would be a
risk of too many variables and
unidentified correlations leading to
the wrong conclusions. If the fourth
characteristic would be changed
and the purpose would be to ex-
plore the quality of a measurement
method instead, of course, different
methods would have to be applied.
However, the uniform capabilities
(within the specified requirements)
of the laboratories involved would
have had to be ascertained before-
hand. Although this would not have
been a round robin test in the spirit
of the standard, the term round ro-
bin would still be used colloquially.

Item 3 is of special importance as
this requirement cannot always be
met. In the area of non-destructive
testing, for instance, chemical ana-
lysis of a liquid, the test is organised
in such a way that a sufficient quan-
tity of a liquid is produced and
bottled, and the laboratories partici-
pating may extract some liquid for
their tests one by one using a stan-
dardised process (!). It is easy to see
some fuzziness in this approach
as well, and the true identity of the
materials may be difficult to ascer-
tain. In more simple terms: Was the
liquid shaken or stirred properly?

If destructive tests are to be carried
out on the materials, which is gene-
rally the case for lock cylinders and
security containers, identity of ma-
terials cannot be absolutely guaran-
teed. In order to minimise devia-
tions of individual products during
the production process (as required)
quality assurance processes such as
Six Sigma or a quality management
system in line with 1ISO 9001 must
be in place. In that case, the general
assumption is that all lock cylinders
of a production series are approxi-
mately identical with a view to the
properties to be tested.

The capabilities of a
laboratory

The standard specifies the capabili-
ties of a lab in the sense of its accu-
racy which consists of its trueness
and precision (see figure on the top
right).

Pursuant to DIN ISO 5725-1, Para.3.7.,
accuracy refers to the "degree of ap-
proximation between a mean value
obtained from a large series of test
results and a specified reference."
Trueness is generally indicated by
a systematic deviation. Determina-
tion of trueness requires simulta-
neous or prior determination of pre-
cision.

Precision describes "the degree of
mutual approximation between in-
dependent test results obtained un-
der specified conditions" (DIN 1SO
5725-1, Para. 3.12). Generally, preci-
sionisindicated by the degree of im-



precision of a series of measure-
ments: the standard deviation of
the measurement results is deter-
mined.

Round robin tests do not only pro-
vide columns of readings and statis-
tical data; the results of a round
robin often allow for conclusions on
the applicability of a certain measur-
ement method. In case the series of
measurements show considerable
variations—beitin onelaboratory or
in particular between different labs
- this may be an indication for the
measurement method to be insuffi-
ciently specified or standardised.

Example: Security containers

One of the main elements of tests
on security containers is an attempt
at breaking them open manually. In
this process, so-called tool coeffi-
cients are attributed to the tools
approved; in combination with the
time the tool is used and a relevant
base value, they are used to calcu-
late so-called Resistance Units (RU),
which in turn are the basis for clas-
sification of the relevant resistance
grade. The objective is to open the
container using the optimum com-
bination of tools which means
the combination that successfully
opens the container with the least
possible resistance units.

Round robin tests at EFSG

EFSG (European Fire and Security
Group) is an association of pres-
tigious European certification insti-
tutes with their associated test la-
boratories for the sectors of fire pro-
tection and security technology.
Its members concluded additional
product-related multilateral agree-
ments for mutual recognition of
test results and certifications, which
helps manufacturers to avoid dupli-
cation of extensive tests in different
countries and/or make them more
efficient to serve as a basis for certi-
fication. The English term used for
this process "one-stop-testing -
multiple-certification”  highlights
these benefits. In order for test re-
sults to be mutually recognized, it is
necessary that all members share
the same interpretation of a stan-
dardand are able to conduct the test

accuracy

on a consistently high level. In order
to align test methods and results,
EFSG members conducted various
tests in 2009 which could be consi-
dered asround robin tests; their pur-
pose was to align the results of the
different test institutes.

The test series basically consisted of
two phases. For this purpose, stan-
dardized samples of stainless steel
sheets were produced and sent to
the members. During phase 1, the
stainless steel sheets were cut with
the cutting torches available at the
relevant test institutes. They deter-
mined how much time was required
to make a cut of a specified length in
the sheet. Subsequently, they com-
piled and evaluated the results. Fol-
lowing that, all EFSG test institutes
purchased identical cutting torches

for phase 2 of the test series. Again,
standardised samples of stainless
steel sheets were produced and sent
out. Now, the institutes had identi-
cal tools to cut the stainless steel
sheets; again, they determined how
long it took to make cuts of specified
lengths.

These and similar measures are re-
gularly carried out in the context of
EFSG to ensure that even in case of
manual and barely standardised
tests, the levels of different insti-
tutes are harmonised to a maxi-
mum extent to make tests compar-
able.

This illustrates that selection of cer-
tified products should not only be
based on the certification class
declared but also the certification
institute that tested it.
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“Just enjoying

a cup of coffee
before I'm off to
the cinema with
friends" — burg-
lars also like to
read comments
like this

It’s all over town — nobody at home, rob me!

Subscribing to Twitter,
Facebook & Co
increases risk of burglary

AUTHOR: DIPL.-WIRTSCHAFTSJURIST (FH) SEBASTIAN BROSE
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Publishing one’s current
whereabouts is becoming
increasingly popular thanks
to a growing use of mobile
web-enabled telecommu-
nication devices and the
appeal of web-based social
networks. Unfortunately,
criminals are also making
use of this source of infor-
mation, significantly in-
creasing the risk of burg-
laries, which has prompted
UK insurance companies

to raise premiums.
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Following "Foursquare” and "Go-
walla", Facebook, the social network-
ing giant, has now launched its own
localisation service called "Places".
This function which will simply be
called "Orte" in Germany is first
available in the United States,
though its launch on European plat-
forms is only a matter of time. It
works as follows:

Facebook users may update their
profile with the latest details on
their whereabouts through their
mobile internet access. Members
who do not have mobile access may

be checked-in by a friend. This is a
fast and straightforward way to de-
termine the whereabouts of any-
body. The objective of this function
is to get an idea of which (digital)
friend is close by at the moment. If a
user finds e.g. that a friend is having
a cup of coffee round the corner,
he/she may go and see the friend —
or go to another coffee shop. More-
over, it is possible to call up ratings
or recommendations on the current
location, such as e.g. restaurant or
shopping information.

Checking-in or determining/trans-
ferring details on the current loca-
tion can be done manually or auto-
matically. Automatic tracking can
be done by way of a GPS module
built into the mobile phone, Black-
berry®, PDA etc. It can also be done
by way of charted WIFI networks.
Moreover, the current position can
be determined with the aid of the
radio cell on the basis of signal
strengths.

While "Foursquare" and "Gowalla"
are systems that were established
specifically for the sake of tracking
users, Facebook is a classical net-
working site where users may build
a network of friends from all over
the world, now using the "Places"
tracking service as an additional
perk.

"Big brother
is watching you"

However, Facebook’s "Places" ser-
vice is only the most recent and pro-
minent tip of the iceberg. Status in-
formation may also be published on



micro-blogging services such as
Twitter or the various VZ communi-
ties in Germany like StudiVZz, Mein-
VZ etc. Moreover, "friendticker" has
become the German counterpart to
Gowalla and Foursquare.

A posted picture of a sunny beach
in the Caribbean or a blog comment
like "Off for two weeks now. Sunny
regards from the Canary Islands!"
may easily attract the wrong people.
Announcing that you are going to
watch soccer with friends just round
the cornerfromyouis a detail which
may not only be interesting to
friends. What makes matters worse
is the fact that it is not exactly diffi-
cult to find out the user’s address.
Moreover, many mobile phones and
cameras feature a built-in GPS re-
ceiver that saves the geo-coordi-
nates of the place where a photo
or video has been shot in its meta
data.

In case these files are posted online,
automatic data evaluation becomes
a piece of cake. The time stamp on
the photo makes it possible to de-
termine how long ago it was taken.
The geo-coordinates help to deter-
mine where the photo or video has
been shot and how far that is from
the apartment or house.

Please rob me!

Meanwhile, a new internet service
has become established which has
the peculiar name "pleaserobme.
com”; it matches seemingly harm-
less comments from Twitter with
the coordinates from Foursquare
among others and marks currently
uninhabited places on an interac-
tive map. This prompted insurance
companies in the UK to charge a ten
per cent mark-up on household con-
tents insurance premiums from
users of the relevant social net-
works.

Though "pleaserobme.com" has
now been discontinued, it does not
meanthattherisk has been averted.
The most recent attempt by Face-
book underlines the graveness of
these tendencies.

No social
networking then?

Despite all risks, subscription to so-
cial networks also bears a number of
benefits. Nobody needs to unsub-
scribe. What matters though, is to
think about what kind of informa-
tion should be posted, how and
when to post it and most impor-
tantly who should have access to it.

Using an alias can often make a dif-
ference. Itis alsoimportant to select
your "digital friends" carefully and
not accept invitations to subscribe
from persons unknown too easily.
The old rule of not providing infor-
mation on your whereabouts and
the duration of absence on your
letterbox or answering machine is
still valid; it simply needs to be ap-
plied to the new means of commu-
nication.

Holiday pictures should only be
made accessible to genuine friends
whom you would also send a post-
card or — better yet — posted to the

relevant people after the trip. So-
called location-based services that
show and/or send information on
your location should be deactivated.

There is also
a silver lining ...

The temptations of social network-
ing may sometimes help to solve
crimes as demonstrated recently
by an unlucky burglar in West Virgi-
nia. He had broken into his victim'’s
house during the day when nobody
was home and taken two diamond
rings. However, a computer that
was still on had tempted him to log
onto Facebook and quickly look for
friends instead of doing a runner
with his loot immediately.

When he finally left, he forgot to
sign off. The occupant who returned
later did not only notice the missing
rings but also the unfamiliar profile
on Facebook which was still open
on her computer. It did not take long
to identify and arrest the alleged
burglar.
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Community
announcements
about holidays
may also have
unpleasant
repercussions:
criminals are
looking for out
of office post-
ings and make
immediate use
of their chances
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Improving fail safety

Software review
of alarm system
equipment

AUTHOR: DIPL.-ING. GUNNAR BELLINGEN

Software review
at vdS
laboratories

Software determines
function of devices

The function of current alarm sys-
tem equipment is predominantly
managed by the software built into
these devices. Standardised compo-
nents and circuits that could also
be used as controls for industrial ap-
plications or modern digital control
systems are being installed more
and more frequently. Consequently,
the split of development activities is
also changing. Thus, hardware de-
velopment now accounts for less

42 s report international 1/20m

than 50 % of R&D, while the soft-
ware share is growing continuously.

Another reason for the large share
of software development is the
technological functional diversity
that is made possible by software
application.

Detectors with extended detection
functions, alarm verification through
optimised and complex algorithms
as well as transmission of additional
information to alarm and fault sig-
nal receiving instruments, also

through the Internet, are but a few
examples.

As aresult of the increasing number
of functions managed by software,
probability of software failures is in-
creasing disproportionately. To en-
sure availability of reliably functio-
ning devices with validated soft-
ware, all devices that are supposed
to receive VdS approval and are con-
trolled by software shall be subjec-
ted to a software review.

Trouble shooting

First, it is necessary to highlight the
fact that software does actually not
cause any errors. It works just the
way it has been specified by the pro-
grammer. Any deviations are not
possible. A genuine software fault,
e.g.atypingerrorin the source code
would be detected by the compiler
during the software compiling pro-
cess. The software would not be
executable.

The errors that occur during opera-
tion are so-called run-time errors
that can be attributed to various
causes. The most common example
is dividing a number by zero, which
is an insoluble problem for proces-
sors and most people. This kind of
error has to be anticipated by the
programmer to prevent the soft-
ware from crashing and the device
from failure.



Avoiding run-time errors by way
of simulation or testing is only pos-
sible to a limited extent sinceevena
comparatively small programme is
able to create an almost infinite
number of functional and operatio-
nal statuses. Hence, run-time errors
cannot be avoided entirely, but they
can be contained in a targeted man-
ner and - in case they occur - re-
tained effectively.

The most important instrument to
preventrun-timeerrorsis documen-
tation of the entire software with all
modules, interfaces with input and
output parameters, objects as well
as the entire programme hierarchy.
Even though programmers do not
particularly like it, programming
predominantly means documen-
ting since only fully documented
software can be updated and fine-
tuned. In particular when the origi-
nal software engineer is no longer
available.

Software compiling

The documentation shall include a
description of the hardware on
which the programme is installed
and which long-term effects it
can have on the hardware. As men-
tioned earlier, the programme has
to be compiled before it can be in-
stalled on the respective hardware.
In doing so, commands of the pro-
gramming language used are trans-
lated into instructions understan-
dable for the microprocessor in-
stalled. At the same time, the pro-
gramme syntax is checked along
with the programmed interfaces to
modules and/or functions. Since the
software has to be regularly revised
for compiling, it is necessary to
document the version of the com-
piler used for compiling the pro-
gramme to be tested. Modifications
to the compiler might lead to
changes in commands, commands
no longer being available or res-
ponding differently in comparison
with previous versions.

The documentation shall also in-
clude a log of memory contents. In-
terim results of the microprocessor
(run-time data) must not be written
into the memory reserved for sys-

tem data; reserved memory mustal-
so be available for programme data.

Deadlock prevention and
interface plausibility

Other methods to avoid run-timeer-
rors are deadlock prevention and
interface plausibility. In the latter
case, data transferred by software
interfaces to a software module, for
instance, are checked for plausibi-
lity prior to transmission or return.
That is to say, the data type (string,
number, byte etc.) and the content
(domain) need to be checked. In
case the data contains figures that
could compromise computer opera-
tion, appropriate routinesin the pro-
gramme need to ensure adequate
correction.

Deadlock prevention is required for
application of loops or other recur-
sive or iterative programme ele-
ments. The purpose is to prevent oc-
currence of an infinite loop in the
programme which might happen
duringdivision by 0 as mentioned at
the outset. In case the possibility of
an infinite loop cannot be ruled out,

application of a watchdog is recom-
mended; it needs to be repeatedly
triggered by certain trigger points
set in the programme. In case the
programme freezes and does not
trigger the watchdog, it causes the
device to reset or it interferes with
the programme in such a way that
smooth operation is possible again.
However, if smooth operation is
not possible, this must be indicated
by the device itself or by an appro-
priate system error in the central
monitoring system.

Additional requirements have been
laid down for devices whose failure
would cause an entire system to
fail and/or obstruct alarm transmis-
sion to emergency services. In both
cases, monitoring of computer ope-
ration is required. The monitoring
mechanism detects any problems in
computer operation and tries to
solve them or generates a fault
alarm. This can be done by the watch-
dog mentioned earlier whose design
could be built into the hardware.

Control and indicating equipment
has to comply with yet another re-
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quirement: monitoring of memory
content. Memories that contain sys-
tem-related data are checked auto-
matically, at least once every hour.
Manufacturers also need to validate
this function in their documentation.

Application of SIL standard
for software review

Another instrument for software re-
view is provided by SIL standard EN
61508. These complex and rather
costly test methods shall be applied
when no other standards or regula-
tions are available for assessing the
safety of electronic, electrical and
programable electronic systems. How-
ever, European standardstosomeex-
tent even harmonized standards and
national regulations are available for
equipment of alarm systems; they
also cover security of software in-
stalled. Therefore, application of the
above standard is not necessary and
not recommended either.

VdS Schadenverhiitung requires
software review for all devices that

use software to be approved. They
are either required by the relevant
product standard, e.g. EN 54-X series
or VdS Guidelines VdS 2203: 2003 -
Software, Anforderungen und Priif-
methoden (Software - require-
ments and review methods) if the
product standard does not include
software requirements. As a result,
VdS approval is different from many
other standards where testing of
the most important functional
element is not required. Moreover,
vendors of approved devices are re-
quired to inform VdS Schadenver-
hiitung of any changes to the soft-
ware. Once the advice or amend-
ment by the vendor has been
screened, VdS decides whether re-
peated review of the software docu-
mentation is required or whether
the main programme operation re-
mains unchanged and does not
have to be reviewed again.

The software review does not pro-
vide any conclusions as to the
proper functioning of a device.
Functioning of a device could be de-

rived from the software documen-
tation with great difficulty, if at all;
the documentation does not help
to judge the environmental beha-
viour of a device (EMC, climate etc.).
These requirements can only be va-
lidated by a technical laboratory test
in the relevant specialist depart-
ment.

Conclusion

Software reviews on alarm system
components are more necessary
than ever as the function of almost
every electronic device is controlled
by software. This increases the pos-
sibility of a programmingerror caus-
ing severe system failure to a dis-
proportionate extent; it can only be
mitigated by appropriate methods.

Reviewing software documenta-
tion and screening the source code
in relevant parts of the programme
are able to verify whether the ven-
dorappliesthese methods, thus ma-
ximising fail safety of a device.
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Fires caused by short
circuits, contact problems
and inadequate planning

AUTHOR: DIPL.-ING. HERBERT SCHMOLKE

1Are short circuits in
electrical systems able
to cause fire?

Most people would probably ans-
wer yes based on their gut feeling.
Of course, short circuits pose a
threat! Do we not hear about fires
caused by short circuits often
enough? Isn’t this question super-
fluous?

However, at a closer look and with
sufficient expert knowledge, the
answer is no longer that obvious.
Provided a specialist company has
installed a system in line with the
relevant technical requirements, a
short circuit as such does not consti-
tute a serious danger. Every electric
circuitin a building is protected by a
so-called (automatic) circuit breaker
that cuts out overcurrent in a split
second. Consequently, a fire is not
likely to be caused.

So we can establish that common
short circuits in cable and line sys-
tems as well as electrical equipment
actually constitute an ideal scenario
from the perspective of preventing
fire loss since the circuit breaker sys-
tems would immediately trip (pro-
vided the installation has been done
correctly).

What makes electricity so danger-
ous? After all, statistical studies on
this topic confirm that approx. one
third of all fires are caused by an
electrical system and/or the electric
equipment.

In effect, the danger does not ema-
nate from short circuits caused by
energised components which come

into contact with one another or the
housing of electrical equipment.
The fault current generated is often
sufficient for the connected circuit
breaker. However, if the fault cur-
rent generated has to overcome ad-
ditional resistances and is not suffi-
cient, this may cause more severe
problems. The cause may be a tran-
sition resistance at the fault loca-
tion such as e.g. paint or coating. Or
the faulty contact is brought about
inside the electrical equipment,
which to some extent causes the
fault current to flow over the effec-
tive resistance inside the equip-
ment. There are manifold options
to reduce the fault current. Even an
electric arc which, from a fire pro-
tection point of view, is dangerous
and occurs frequently in electrical
systems represents aresistance that
contains the fault current. However,
the lower the fault current, the mo-
re difficult it is to capture it and con-
sequently cut it out.

1.1 Resistance-induced
short circuits

Unfortunately, a so-called resist-
ance-induced fault or short circuit
currentfrequently occursinthefield
as described above. Therefore, there
have been ample examples of elec-
trical installations causing a fire.
Two aspects have to be considered
in this context:

a) The fault current is often too
low to prompt the circuit breaker to
trip fast enough.

b) On the other hand, a considerable
thermal load is generated at the

fault location which may easily
cause an open or smoldering fire.

The tripping requirements for the
circuit breaker are laid down in the
standards. However, these stan-
dards only refer to the "mere short
circuit" as mentioned earlier, which
is to say that our electrical systems
are protected against it. The stan-
dards barely contain any reference
to resistance-induced short circuits.
They are to be avoided by way of
safe installation and functioning
electricequipment. There is an addi-
tional requirement for trade and in-
dustry stipulating that electrical
systems shall be subjected to pe-
riodical testing. There is no such re-
quirement for private homes
though.

Of course, it should also be possible
to cut out currents that exceed the
rated normal current only slightly,
e.g. in case of permanent overload
when too many devices are connec-
ted to a multiple socket supplied by
a fixed socket. However, there are
limits to this kind of protection:

a) The principle of conventional cir-
cuit breaker is the higherthe current
the faster the trip. This means that
highly dangerous fault currents
which for some unknown reason
might not be very high are cut out
too late. In the worst case, it may
take several seconds or even minu-
tes.

b) In case of currents ranging a-
round 45 % of the rated normal cur-
rent, safe trip cannot be guaran-
teed. There is no trip within a speci-
fied time. Potentially dangerous
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currents may run for hours without
being cut out.

Examples:

Acircuit breaker with a nominal cur-
rent of 16 A cannot cut out currents
between 16 A to 23 A sufficiently sa-
fely. This means, for instance, that
fault currents of 20 A could convert
power of 4,600 Watt (4.6 kW) to
heat without the circuit breaker cut-
ting out fast enough.

Note: Tests have shown that power
of 60 W (under extremely unfortu-
nate circumstances even less) may
be the cause of a fire.

2 How to cope with
the problem of resistance-
induced short circuits

Of course, there is no silver bullet
that would lead us to believe in
100% certainty. There is no such
thing. However, there are three fac-
tors that could help reduce the risk
considerably:

2.1 Do not use defective
or "age-worn" equipment

"Who goes to the danger comes to
it", says a german proverb. A defec-
tive device always poses a threat as
all safety requirements envisaged by
a manufacturer are compromised. It
does not matter whether there are
holes or cracks in the housing of a de-
vice, a defective power cord, where
the leads inside the plastic-sheathed
cable are already sticking out or a de-
fective plug. Often, users try tofind a
makeshift solution, mending the de-
fective part with masking tape, pla-
sters or wires. However, this almost
provokes potential dangers.

2.2 Leave work on electrical
systems to competent experts

Often, electro-technical amateurs
tend to boast: "l can do that. That is
no big deal. | don’t need a string pul-
ler for that."

The extensive training to become a
skilled electrician focuses to a large
extent on raising trainees’ aware-
ness of certain problems. Such
knowledge is not as if born to the
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manner. Moreover, humans have no
radar for electrical energy. It is al-
ready too late once we can feel it.
The dangers posed by electrical
energy are manifold and are des-
cribed in an extensive set of regula-
tions (VDE standards). Whoever
claimsthat he/she can handle every-
thing without any training is naive
and also negligent.

For any work that involves modifi-
cations to an electrical system, for
instance, installing new sockets or
new light outlets, a specialist com-
pany must be contracted.

Moreover, this is also required by
Article 13 of the low voltage supply
regulation (Niederspannungsan-
schlussverordnung (NAV)). This re-
gulation forms the basis of virtually
every power supply contract. Users
of electrical energy commit to con-
tracting a specialist company for
any work of this kind.

2.3 Designing a residual
current device

Residual current devices (RCD) are
not able to capture every fault cur-
rent. They only register and cut out
those fault currents that flow
through the earth conductor. A res-
istance-induced short circuit that is
generated by e.g. energised compo-
nentsinside the device would there-
fore not be registered. As there is a
release in the entire supply line,
which in case of many devices
is connected to their housing, it is
highly likely that a fault which ge-
nerates fault current would either
immediately or sooner or later also
affect the earth conductor.

An RCD monitors the circuit con-
stantly including all electrical appli-
ances powered by the circuit. The
latest VDE standards require such
release systems for almost all elec-
trical circuits that feature sockets.
However, it is important to make
sure that one release system does
not protect all or too many circuits;
otherwise the high standards foren-
suring power supply might be com-
promised.

However, the requirement of in-
stalling an RCD in circuits with

sockets only applies to new electri-
cal systems. VDE standards do not
imply that it is necessary to upgrade
old systems. The general recom-
mendation is therefore to retrofit
old systems on a voluntary basis. In
doing so, consideration should be
given to other electrical circuits that
do not supply any sockets; they
could also be protected by such a
release.

The following summary may be con-
cluded:

[ Circuit breaker protect cables and
lines pursuant to VDE standards
against high overcurrents (fault
and/or short circuit or overload cur-
rents).

[JAn RCD provides protection
against insulation defects that ge-
nerate power by way of resistance-
induced faults.

3 Transition resistances
— another problem

No electrical system works without
connections. Electrical power in a
circuit has to run through several
connections - for instance, the
transition at the blade contact of an
HRC fuse, threaded joints, crimp
connections, terminal clamping
points with or without screws or sol-
dered joints. All these connections
represent potential fire hazards be-
cause the homogeneous structure
of the copper conductor is interrup-
ted by them — a contact resistance
is generated. Only by limiting this
contact resistance can the danger of
overheating be prevented.

If terminal clamps are not selected
properly or if mistakes are made
during assembly, operation may
lead to high thermal loads that
often cause adverse changes to the
clamps and may have dangerous ef-
fects.

Experiments on clamps causing the
conductor to become loose were
able to establish temperatures of
several hundred degrees even be-
fore a potential electric arc was
formed. Often, colour changes on
the devices are indications of such
processes (Figure 1).



These colour changes should be
shown to an expert immediately
or prompt us to have the appliance
replaced. In general, this colour
change indicates that the necessary
electrical properties can no longer
be guaranteed.

Itisafactthatterminal clamp points
that are installed improperly have
commonly become known to cause
fires (Figure 2).

4 Fire hazards resulting from
the wrong cut backs

As aresult of cost pressure, a certain
room occupancy is specified, while
only the minimum of electrical in-
stallations required is considered.
For cost reasons, people often
haggle about every socket.

In case occupancy changes later
either to be extended or the occu-
pant changes furniture, there can be
a shortage of sockets. In such cases,
occupantstend to solve the problem
by way of makeshift installations.
However, such a makeshift often
represents a fire hazard. Extension
cables and multiple sockets should
not replace a fixed installation. In
such cases, the architect should con-
sult an electrical engineer to find
flexible solutions.

There is another danger caused by
too low a number of sockets and
electrical circuits that supply
sockets: it is not only the number of
sockets that is challenged for cost
reasons during the planning stage
of a building, but also the number of
electrical circuits. This number of
circuitsistoalarge extentaligned to
the number of exit lines from circuit
breaker systems in the distributing
panel to the various connections,
light outlets and sockets in the build-
ing. If cut backs are made here, even
a sufficient number of sockets is no
use.

Users of electrical energy do not
know the number of electrical cir-
cuits and are not able to assess the
hazard posed by too few circuits. In
case they need more sockets, the
number can simply be increased, as
mentioned earlier, by using exten-
sion cables with multiple sockets

that could power additional electri-
cal appliances.

The feeder to the socket in the wall
into which the extension has been
plugged has to conduct the sum of
all currents of a circuit though. This
iswhat users are unaware of as they
considerthe socket they are usingas
the source of power.

However, even two high-powered
devices may overload a power line
commonly used in electrical instal-
lations —and basically in a way that
the circuit breaker connected in se-
ries detects the overload way too
late (see chapter 1.1. of this article).
Of course, this is extremely dan-
gerous.

Whoever is stint on the number of
sockets and electrical circuits during
the planning of a building almost
automatically plans potential fire
hazards — that’s the name of the
game. In case of extensions to or
modifications of the electrical sys-
tem, a larger number of circuits
should seriously be considered.
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Figure 1:
Charring on a
clamp of a
residual current
device ina
distribution
panel

Figure 2:

A defective
clamp may
spark an open
flame in a split
second — as in
this example:
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Figure 3:

In case of shor-
tage of sockets
occupants tend
to solve the
problem by way
of makeshift
installations
which often
represents

a fire hazard
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The Cologne
conference
was well atten-
ded with

more than 200
participants

International VdS Expert
Conference on
Fire Extinguishing Systems

On 8 and 9 Dec 2010, VdS hosted the
international expert conference on
"Fire Extinguishing Systems" for the
seventh time in Cologne bringing
together experts from all over
the world to address topical issues
of fire protection and to provide
insight into specific national and
international problems and their
solutions.

The diversified programme was
supplemented by a trade exhibition
where the Bundesverband Techni-
scher Brandschutz (bvfa) and some
20 international exhibitors presen-
ted the most recent developments
in extinguishing technology and
were available for questions and
discussions.

More than 200 participants had ac-
cepted the invitation; 30 % of them
came from abroad - from Switzer-
land, Austria, the Netherlands, Bel-
gium, Sweden, Slovenia and Ukrai-
ne, even Brazil and India —in total, 15
different nationalities.

The key-note speakers from Ger-
many and abroad represented diffe-
rent sectors such as the insurance
business, industry or fire protection
organisations. 16 presenters ex-
plained protection concepts for in-
teresting applications world-wide
as well as current developments in
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engineering, standardisation and
applications of water and gas extin-
guishing as well as oxygen reduc-
tion systems.

The first day focused on current de-
velopments in water extinguishing
systems. Highlights of the presenta-
tions include the following:

[J Regulations on sprinkler systems:
an updated version of VdS Guide-
lines on Planning and Installation of
Sprinkler Systems VdS CEA 4001was
published at the time of the confe-
rence. Marco Weiler from VdS out-
lined the amendments and im-
provements.

[d Foam extinguishants: the so-
called PFOS Regulation of December
2006 which is a European environ-
mental protection regulation re-
stricts production and application of
PFOS, a substance contained in
foam extinguishants for fire-fight-
ing, among others. The most impor-
tant elements with a view to fire
extinguishing systems are transi-
tion periods for application of foam
extinguishants currently containing
this substance and AFFF foam extin-
guishants as an alternative that
does not contain PFOS and is there-
fore not subject to this Regulation.
Dr. Matthias Prall from Fabrik che-
mische Praparate von Dr.R. Sthamer
GmbH & CoKG elaborated on foam
extinguishants currently available,
their application and the most re-
cent legislation.

[ Sprinkler systems are safety-rela-
ted systems that in case of a fire still
need to work reliably even after de-
cades on stand-by. However, sprink-
ler systems are also subject to age-
ing. Defects that compromise the
functioning of components are de-
tected during periodical testing or
maintenance. This also applies to
defects of the piping or the sprink-
lers proper to the extent that they
are visible from outside, including
e.g. defects on alarm valves, pumps
or outside corrosion on piping. De-

fects that cannot be detected from
outside, however, pose a far greater
problem. They include in particular
damage to piping and/or defects
that compromise the sprinklers’
functioning. In order to identify
such defects caused by ageing, sys-
tems are subjected to special in-
spections after 12.5 respectively
25 years of operation. Jochen Krumb
from VdS reported on the findings
from more than a decade of testing
(see also the article on p. 20).

The afternoon focused on inter-
esting applications for fire extin-
guishing systems. Examples include
the following:

[ Water mist systems are most
commonly applied for the protec-
tion of trains. Dr. Markus Mdller
from Wagner Schweiz AG presented
the protection concept and tests for
the Munich underground system.

[ In the context of a holistic fire
protection concept for an integra-
ted iron and steel works in Brazil,
different fire extinguishing techno-
logies have been applied. Klaus An-
drzejak from ThyssenKrupp Steel
Europe AG and Anderson Queiroz
from ThyssenKrupp CSA Siderurgica
do Atlantico presented the concept
and the risks covered by fire extin-
guishing systems. In order to ensure
the necessary quality, functionality
and reliability of the fire suppres-
sion systems, their planning and in-
stallation had to be based on the
strictest Brazilian and international
standards and guidelines — for in-
stance, the basis for the gas extin-
guishing system were VdS Guide-
lines in combination with Brazilian
standards. Moreover, the engineers
used only components certified by
independent international certifica-
tioninstitutes such as VdS, FM or UL.

[ In the context of DIN18230-1, fire
extinguishing systems may be ap-
plied for protection of partial areas
in the future. Jorg Wilms-Vahren-
horst from VdS explained the pos-



sible applications and their limita-
tions in line with DIN 18230-1.

A joint dinner in the famous ban-
queting hall of Cologne’s Giirzenich
concluded day one of the confe-
rence.

Day two of the expert conference
was under the sign of fire protection
with extinguishing gases covering
the following topics, among others:

(1 Aside from CO,, a multitude of
different extinguishing gases are
being applied. In his presentation,
Dr. Carlos Pérez from LPG Tecnicas
en Extincion de Incendios explained
differences and common features of
inert gases and chemical extinguish-
ing gases, their possible applica-
tions and limitations; moreover, he
presented the most important as-
pects to be considered when select-
ing an extinguishing gas to protect
acertainindividual risk (see also the
article on pages 16-20).

[ Recently, there have been in-
creased reports on interferences
with hard drives caused by gas ex-
tinguishing systems. Jan Witte re-
ported on the findings and research
compiled by bvfa (Bundesverband
Technischer Brandschutz e.V.) re-
garding possible causes and correc-
tive actions.

(d The need for pressure relief of
rooms protected by gas extinguish-
ing systems is undisputed. Alan EI-
der from Tyco Fire Suppression &
Building Products presented a study
conducted in the UK on the calcula-
tion of over and under pressure ven-
ting that will also serve as a basis for
future improvement of standards
and regulations.

Finally, two presentations on oxy-
gen reduction systems concluded
the conference. Oxygen reduction
systems constantly reduce the oxy-
gen content in a room to be protec-
ted to a level low enough to prevent

ignition of combustible materials.
VdS Guidelines 3527 specify the re-
quirements for planning and instal-
lation in detail.

(dJurgen Schreiber from Daimler
AG described a user’s experience
with an oxygen reduction system
applied to protect an automated
warehouse for small parts. Some
special aspects had to be considered
during the planning as well as ope-
ration to ensure effective fire sup-
pression. Moreover, industrial safe-
ty aspects also needed to be consi-
dered.

(1 Dr. med. Peter Angerer presented
the results of a recent research pro-
ject of the German employer‘s liabi-
lity insurance association on health
aspects of working in oxygen-re-
duced atmosphere. From a medical
perspective, entering rooms with an
oxygen-reduced atmosphere be-
tween 13 or15vol % is acceptable un-
der certain conditions (occupational
health check-up, limited stay, only
minor physical work). The results of
the study will be incorporated into
therelevantregulations on personal
protection in the context of oxygen
reduction systems.

German and English were the
working languages at the interna-
tional expert conference, simul-
taneous translation was provided.
All presentations were published in
the bilingual conference documen-
tation which can also be obtained
from the VdS publishing house,
order number VdS 3642 (Contact:
verlag@vds.de).

VdS Conference on
Fire Protection in Warsaw

After successful conferences on fire
protection organised by VdS Scha-
denverhiitung in Prague, Warsaw,
Bratislava and Bucharest over the
past few years, there are now plans
for another conference in Europe:

On 28 September 2011, a VdS expert
conference on “Fire Protection Sys-
tems* will be held at Hotel Lord in
Warsaw, Poland. The conference
will be supported by CNBOP, the
Polish Centre for fire protection re-
search and development.

Ontheeve ofthe conference, that is,
on 27 September 2011, there will be
a get-together, where participants
will already have a chance to visit
the parallel trade exhibition.

Key-note speakers represent the in-
surance business, industry and fire
protection organisations; they will
report on sprinkler and gas extin-
guishing systems as well as smoke
and heat exhaust ventilation sys-
tems.

Technical regulations on different
fire suppression systems applied in-
ternationally will be covered as well
as practical applications and appro-
val and certification processes. Of
course, some presentations will also
address the current status of fire
protection systems in Poland. The
conference will be wrapped up by a
presentation on the application of
gas extinguishing systems in the
context of the protection concept
for Warsaw stadium.

The expert conference is therefore
animportant platform foroperators
of extinguishing systems, insurance
companies, regulators, installers/
manufacturers as well as planning
engineers.

The conference’s working langua-
ges will be Polish and English with
simultaneous translation. All pre-
sentations will be included in a bi-
lingual conference documentation.

Further information on the con-
ference and its programme can be
found on our website at:
www.vds.de

or send us an email at:
fachtagung@vds.de.
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(1 Radio-controlled communica-
tion technologies today are an
integral part of everyday life and
are present everywhere. The use
of wireless communication
systems and devices continues
experiencing an exponential
growth. Technical standards
have been achieved already
years ago which permit radio-
controlled technologies to be
used for highly sophisticated
intruder and alarm systems.
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