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(Block 19. continued)  purpose, scope, planning techniques,

attention to advanced technologies, and integration with broader doctrine.
Differing U.S. and Soviet perspectives on the principle of surprise, and
the place that sruprise holds within the respective doctrines, are key to

much of the contrast between our deceptive practices and Soviet
maskirovka.

This monograph concludes by offering four doctrinal improvements that are
suggested by this comparative analysis. First, the principle of surprise
needs to be given more emphasis in the context of our AirLand Battle
doctrine. Second, we need to simplify and integrate efforts taken under
the separate banners of deception, OPSEC, camouflage, and other programs
related to the principles of security and surprise in our doctrine.
Third, our doctrine needs to emphasize more easily attainable deception
objectives that include inducing the enemy not to act, reinforcing
preconceptions, and increasing ambiguities. Lastly, below the guiding
principles of doctrine there i1s a need for specifics that will support
the executability of deception by our Army.
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RS IKALT

NASKIRUVAA-=WHAT S IN 1} FUR US? Oy Major Daniel W. Krueger, USH,
4/ pages,

Lbeception 1s a subject that has drawn iacreased emphasis \n erlitary
studies 1n recent years., Within our Army we are undertaking concerted
ettorts to i1mprove our capabilities i1n this ared. 1In a broader arena, 1t 1§
our most powertul potential enemy who has drawn attention and acclaim in the
area ot deception. Numerous authors have noted the increased emphasis ot
Baskirov¥ka 1n Soviet military thought and warned o+ the vuinerability
ut the western powers to such a practice.

P4his monograph studies evolving U.S. Aramy doctrine tor deception and
soviel Raskirovka doctrine 1n order to develop a comparative analysis ot the
two concepts. While appropriate manuals and regulations are drawn on to
establish the essence o+ our doctrine, Soviet concepts are examined primarily
through the numerous open source writings on this topic. Historical examples
trom the second World War are included tor the 1llustration ot U.S. and
Soviet doctrinal concepts in execution. Wrile the applicability ot deception
at all levels ot war 1s recognized, this monograph tocuses on deception at
the tactical level.

lhis study ¢1nds that there are great similarities between U,.S%. Hray
deception doctrine and yoviet maskirovka. It also +1nds numerous subtle but
signiticant dxfferonclsz:etuoen the two bodies ot thought i1ncluding
gitterences /in scale, emphasis, purpose, scope, planning techniques,
attention to advanced technologles, and integration with broader doctrine.
Littering U.S. and Soviet perspzctives on the principle o+ surprise, and the
place that surprise holds =ithin the respective dectrines, are key to much ot
the contrast between our deceptive practices and Soviet saskirovka.

ih1s monograph concludes by ottering tour doctrinai 1mprovements that
are suggested by th:s comparative analysis~g rirst, the principle ot surprise
needs to be given mare emphasis in the context Ot our AirLand sattle
doctrine. Second, we need to simplity and 1ntegrate ettorts taken under the
separate banners ot deception, UFSEL, camoutlage, and other programs related
to the principles ot securtty and surprise in our doctrine. (hird, our
goctrine needs to emphasize more easily attainable deception objectives that
1nciude 1nducing the enemy not to act rather than act, reintorcing
preconceptions, and i1ncreasing ambiguities. Lastly, below the guiding
principles Ot doctrine there 1s a neea tor specitics that wi!ll support the
axecutability ot deception by our Army.
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. [IN{HUDUUI LUN
“All wartare 1s based on deception.” Sun 12u

buring the 4th century H.L., the Lhinese generai Sun Izu established 11
ine Hrt ot War a doctrine ior strategy and tactics that 1s tounded on deceptian
and rapid strikes at enemy vulnerabilities. bun lzu § concepts tor deception
1ncluded not only concealment o+ hi1s own dispositions and 1ntentions but aiso
misleading ot the enemy to talse perceptions ot these same eclements. He
wrote that “the ultimate 1n disposing one s troops 1$s to be without
ascertainable shape,” and that "the enemy must not know where | 1ntend to
give battle."! Beyond the passive object ot simply denying knowledge ot his
dispositions, he encouraged manipulating the enemy 1n accordance with the
enemy s Oown desires and perceptions 1n order to set him up tor 3 surprise
strike, by such actions as to "pretend i1nteriority and encourage n1s
arrogance,” and to "entice him With something he 1s certain to take."<4
Measures to accomplish these ai1ms 1ncluded deliberately giving tabricated
tntormation to “expenoable“ secret agents. Finally, Sun tzu recognized that
rapiogity ot hi1s own action and movement 1S what transtormea contusion or
misperception i1nto exploitable surprise. “"bdpeed 1s the essence ot war. lake
advantage ot the enemy & unpreparedness....Ih1s summarizes tnhe essential
nature ot war....and the ultimate in generalship.">

More than Z,VUu years later Llausewitz considered deception and surprise
1h writing hi1s treatise, Un War. Llausewitz took his typically dialectic
approach to this subject as he recognized the i1mpartance 0t surprise in
theory, but was pessimistic toward 1ts application i1n reality, wWccording to
Liausewitz, the desire to surprise 1s universal and “basic to al! aperations
tnr without 1t superiority at the decisive point 1s hardly conceivable,"* He

C1teq secrecy and speed as the tactors that procuce surprise., bLecrecy i3




accomplished by being "cunning,” and Lliausewitz asserted that cunning 15 3
key quality tor commanders, but less 1mportant than ti1erce ambition, will
pcwer, and coup d oeil. Whtile dealing with the topics ot surprise and
cunning wWithin the strategiC context, he recognized that surprise 1mpacts war
at poth the strategic and tactical levels, thouagh ditterentiy. bSurprise i1
one 5t the cited tactors that yield an adventage to the detender at both the
tactical and strategic levels. However, Llausewitz wrote that actually
dachieving surprise requires “tavorabie conditions which are rut otten
present, and can rareiy be created by the generai,.“> He saw the time and
3pdte tactors ot the higher level 2t war as (imiting the feasibility ot
achieving surprise and tor this reason Ceclared surprise as tasically "a
tactical device.” similariy, cunning actions taken anly t10r sppearances ancg
to contuse the enemy "should not be conesidered as a signitic.nt i1ndependent
ti1elo ot action at the disposal ot the commander."6

Many analysts arque that Llausewit2 s views ON surprise may have neen
valigd tor wartare ot h1s day but, unlike much Ot his other thought, have ROl
stosa the test ot time toO remdin valld tor wartare today. In h1§ essay,
“Llausewltz 1n the HAge o+ lechnology,” Michael Handel examines Llausewrtzian
thoughts 1n today s context ot wer. Among his conclusions are thot
technology has transtormed surprise "trom a course o+ action highly
attractivce 1n theory to an ever-present p0551bxlxtv.“’ Wh:le technoiogy has
vastly 1ntreased our 1ntelligence collection capablilties, reilance on tnhese
capabilities creates patential tor surprise through cunnintg and decepricn.
iechnology has 3lso 1ncreased the tempn Ot war to a point where reacticn time
can be as little as a iew seconds to A tew minutes over the range trogm
tactical to strategic wartare, L.J. LICh recommencs that 1t taced by the

soviets 1n war, Western armies today should accept that they will be

surprised. “NRIU senijor commanders would do well to plan on the basis that




they will (not may) be the victias of strategic surprise...As things stand at
present, the Hoviets will be able to i1apose their style ot warfare on NATU, Y

Ihe amaigasated concept of casoutlage, concealasent, and deception 1s
exprassad by the Soviets with the ters “saskirovka." While direct
translations ot the single word "maskirovka" may vary, the Letense
intelligence Agency considers “deception” as the closest single word kngiish
language transiation.Y Interestingly, the second edition ot the breat soviet
tncyciopedia parenthetically detines the ters "maskirevia" as "ellitary
knitrost,” a term +or which Llausewitz's “cunning” would be an acceptable
transiation, v

Wnhile auch ot Llausewitz's treatment ot surprise can be dississed as
possibly applicable in his tise but not today, he addressed two issues that
do seem relevant to our situation ot today, tacing a possible controntation
with the Soviets. Ihe tirst {s the ctoncept of mutual surprises by the

ottense and the detense, "in which case the side wil) ba justitied and

succeed that has hit the nail most squarely on the head.*!! ine second is s
assertion that use of cunning is eore appealing to the weaker side.

1he U.5, Aray has historical experience in conducting deception
operations and also has current doctrine that will guide our deception
ettorts 1n the next war. However, it seess to be tne Soviet capabilaity tor
deception that is touted as the tactor to be reckoned with should war break
out between the two nations. Whether this perception 1s justities or not, we
should i1nvestigate the Soviet concept of saskirovka in order to evaluate our
own deception doctrine and detersine how we might i1sprove it. (his paper is
focused on that purpose. i

In pursuing thas aim, | will]l ¢tirstly review U.S. Aray deception
doctrine, drawing froa our current manuals and regulations tor deception and

related aresas. In examining our doctrine tor deception this study will tocus

|
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on the basic questions o+ how 1t 1s detined, what purpose 1t tultillis, how 1t
tits 1nto the context ot broader doctrine, how 1t 1§ accomplished, how it 1%
pianned, and how 1t 1s controlled, A histurical example will he reviewed to
1llust”ate our deception concepts 1n execution, Ihe Soviet concept ot
Bask:ravka will then be examined 1n a similar manner, drawing primariiy on
recent Soviet open source writings on this subject. Selected Soviet
historical cxamp'es wil! bDe reviewso also to 1llustrate the concept ot
Raskirovka 1n execution., i will tnen continue with a comparative analysis ot
the two doctrines and +i1naily otter conciusions as to what the study ot
paskirovka reveals about our own deception coctrine and how it suggests we
might improve 1it.

Ueception 18 3 concept that 1s applicable across the levels ot war,
Ih1§ monograph will tccus on deception at the tactical level. AHccording to
our doctrine, tactical deception 1nciudes deception operations conducted at
echelons corps and belouw (ELB)., 10 maintain a similar perspective 1n
examining Soviet concepts, the tocus ot thi1s Study concerning maskirovia will

be at the equivalent command levels, army ang beliow,

{1, BAIILEFIELD UDELEFILUN=--A U.S. HAray Wartighting tLapability

ihe United btates Army doctrinally recognizes deception as a torm ot
support to the execution ot combat operations., |he Army s current ¢:eld
manual tor deception is HM YU~¢, lactical Ueception, published 1n Hugust
1v/4. In September 1Ydd, the U.S. Army Lombined wrms Lombat vevelopments
Hctivity published a3 Fi1etd Lircular Yu-£, Ueception Uperations Flanning
bulde, to augment the t+i1eid manual with emphasis on "how to." Both the manual
ang the circular will be superceded by a new FM YU-:, Battietield beception
which has been completed 1n ti1nal dratt torm and 1s currently 1n the

pubiication process. While the new manual contains si1gniticant changes 1n



terms ot scope and approach, auch ot the content ot the previous publications
1s incorporated i1n the new manual, In addition to the planning and execution
guidance set torth 1n the deception manual, the Aray prescribes policy tor
tactical deception i1n Army Regulation J245-41, lactical Ueception (1AL-U)

Folicy (including Lamoutiage, Lontersurvelllance, and Loncealment). rrom a

broader perspective, the Army addresses deception within the context ot
AirLand Battle 1n 1ts keystone wartighting manual, FM 100-D, Uperations.
Additionally, deception 1s addressed within HAK d40-<U, Lompand, Lontrol,
Lommunications Lountermeasures (LSLM), which establishes policy tor LsLMm, ot
which deception 1s one o+ tour components. Ihese publications represent Hray
doctrine as 1t exi1sts and 1s currently evolving with respect to deception at
the tactical level.
Ihe Lepartment o+ Uetense Dictionary ot Military and Associated lerms

{lyee) aetines "military deception” ast

action executed to mislead tore1gn decision makers, causing thea to

derive and accept desired appreciations ot military capabilities,

ihtentions, operations, or other activities that evoke toreign

actiong that contribute to the originator's objectives,
AR 929-Z41 narrows the scope ot tactical deception to that portion ot military
deception that 1s (!} planned and executed by combat, combat support, and
combat service support elements at corps echelon and below and (2) aimed at
hostile elements collecting 1nteliigence or i1ntormation against these
echelons. |he regulation turther 1dentit1es two roles ot tactical deception.
lhe +1rst 15 activities which seek to "hide the real,” the camoutlage,
counter-surveilllance, and concealment component ot IAL-U., Ihe second seeks
ta "partray the talse,” the deceptionh component.

ihe new tM YU-2 (Pi1nal Lrat¢t) detines battietield deception as “tnose

ogperations conducted at echeions theater (Army component) and belOow which
purposecl!y mislead enemy decislon makers by distorting, concealing or

talsi1tying 1ngicators ot triendiy 1ntentions, capabilities, or dxspostxons."lz



gattieti1eid deceptiaon 1ncludes aperations to deceive at both the operational
and tactical levels ot war. I|he manual delineates that operational deception
15 generally the purview ot theater army components, army groups or tield
armies (echelons above .orps (EAL)) while tactical deception 1s planned and
executed at echelons corps and beiow. Uur ooctrine calis tor deception to

be appited 1n peace as well as war,

(he purpose tor battieti1eld deception, as outlined 1n our new manual, 1§
delineated by & specitic objective and then a range ot qeneral goals which
are si1tuationally appiicable. |he objective 1§ "to 1nduce eneay decision
makers to take operational or tactical actions which are tavorabie to, and
exploitable by, triendly combat operations.”!3 Inis purpose 1s in close
accordance with that retiected 1n the previously cited Dol getinition tor
mi1litary deception. |Ihe goals ot battietieid deception may be such tunctions
as masking redeployment, blocking identitication, distracting attention,
overloading collection capability, creating 1ilusions, or conditioning
expectations. |he end served by achievement ot these goals 1§ succinctly
stated 1n AR 2Z5-Z1. By minimizing the ettectiveness o+ the hostile
commanders’ 1nteliigence capabilitiy, our tactical commanders "can control and
manage hostile commanders perceptions ot +riendly capabilities and
xntentlons."l‘

veception 1s by nature closely related to the principles ot surprise and
security. ithe new FM YU-2 points out that, “deception, when properiy
employed, can help create surprlse."la the gutdance tor tactical commanders
contained 1n AKX 24d-21 18 that 1n addition to accomplishing the assigned
M1SsS10n, Surprising the enemy and keeping casualties to a minimum must be
inciuded 1n a commander § “basiC strategy."” In 1ts discuss:on ot the
principles ot war, FM 10U-3 speciticaliy cites deception as a means to promote

botn security and surprise, principles which are 1dentitied as largely



reciprocal concepts.

Ihe role ot deception within our broader doctrine tor wartighting is
described 1n our keystone manual, FM 1UU-3. Use ot deception, along with
terrain, weather, and UFStL, 1s one ot the ten 1mperatives ot AirlLand Battie.
Also, deception 1s addressed as a major tunctional area ot coordinated
combined arms action. It 1s considered as a “vital part ot tactical
cperations as well (as campaigns or major oporatxonn."lb in conjunction with
command, control and communications countermeasures, deception 1s cited as a
typical activity conducted as part ot deep operations.

Ihe role ot deception as & component ot LSLM 15 emphasized within our
currentiy evolving battietield deception doctrine. “lLeceptiaon should be
understood to be a tool, which when synchronized with jamming, physical
destruction, and operations security (UPSEL) activities, can be optimized to
ettectively counter enemy LS capabiitie-.”l/ he new ¢M YU-2 calls
battietield deception “an 1mportant toundation to the LSLM strategy tor
RirLand Battle." ihe relationship ot deception with UPSEL, another component
ot LsuUM, deserves special attention,

UPSEL 15 cited by the new kM YU-Z as one cornerstone ot battletield
deception. [t goes on to say that “UrstlL and deception are truly mutually
supporting activities.” UPSEL establishes the "base ot secrecy” and 1§ the
“concealment aspect” necessary tor all deceptions. ihe concept ot mutual
support between these activities 1s also expressed within AK dsU-i,
Uperations Security, which conveys that deception can be used to support
UFSEL as well as be supported by UPSEL. Specitically, UPSEL 18 necessary to
guard against the enemy s discovery ot the talaclous nature o+ ueception
operations while deception can be practiced to mislead the enemy concerning
tndicators which he may collect.

10 guide the execution ot deception, our doctrine establishes principles



and recognizes specitic methods and techniques +or conducting battietield
deception. t(hese principles, or maxims as they are called, coulo be
summdarized as the tollowing:

t1) exploit exlsting preconceptions.

tZ) exploit the tendency to inter ¢rom iimited data .

($) explolt the susceptibiliity to conditioning.

t4) combine the ettects ot various deception techniques and methods.

{9) 1ncrease ambiguity or i1ncrease talse conviction.

(6) utilize assets at the right moment.

(/) deter 1ndicators ot true i1ntent as long as possible.

t8) 1nsure teedback.

(Y) recognize the possibility ot undesired ettects.

(10! co-opt skepticisa through subtle portrayal,
(he principles, explained i1n detail within the manual, are drawn ¢rom
historical experience, social science, decision analysis, and game theary.

With the essence ot deception being to hide the reai and portray the
talse, 1t tollows logically that the means available to a deceiver include
all the methods by which the eneay seeks to coiject intormation on the
battieti1eld. Ihus, our doctrine i1nciudes visual, oltactory, sonic, and
ejectronic methods tor conducting deception. Visual deception ettorts i1nclude
the use ot camoutlage, smoke, and dummies and decoys. Uur doctrine
emphasizes that visual deception "must present a realistic and complete
picture” that includes all normal i1ndicators associated with an activity such
as movement and evidence ot troop nccupancy.lu Ultactory anog sonic methods can
also be used to reintorce a deception ettort,

the ti1nal method, electronic deceptian, 1§ s0 extensive as to warrant a
separate manual which 1s currently being prepared. Uur doctrine draws
tunctional distinctions ot manipulative, i1mitative, and simufative electronic
deception and turther recognizes that within each tunctional area, both
communtications and nop-communications emissions otter opportunity tor

deceptive etturts. Manipulative electronic deception (MED) seeks to talsity

1ntormation that the eneay may obtain +rom our own emissions by moditying the



technical characteristics and protiles ot those emissions, lmitative

electronic deception (ltD) seeks to intrude into enemy systems to 1ntroduce
transmissions that will deceive or contuse. Simulative electronic deception
(StU) 1s the generation ot em1ssi0ns to represent talse units or activities.

In adoition to the tour deception methods, our doctrine establishes four
technigues tor executing deception--the t+eint, demonstration, ruse, and
display. Both teints and demonstrations are special purpose ottensive
operat{ons conducted 1n order to divert the enemy. treints are limited
objective supporting attacks, normaliy executed by brigade or smaller units,
and are designed to divert the enemy +rom the main attack. A demonstration
ditters 1n that 1t 1§ a show ot torce intended to threaten attack but not to
engage the enemy, Ruses are “tricks designed to deceive the eneay” and are
"tharacterized by deliberately exposing taise 1ntormation to eneay collection
means. 1Y Lisplays i1ntentionally present talse intormation to the enemy's
surveillance assets by simulating, disguising, or portray\ng. Simulation 1s
the projection onto the battietield ot such things as tield tortitications,
weapons positions, supply dumps, airfields, or bridges. Lisguises alter
objects which are ditticult to conceal completely. Portrayals present
non-existent units to the enemy or present existing units as ditterent types
than 1n actuality., Ut course, betore any ot these techniques can be
utili1zed, a sound deception plan must be developed.

Uur doctrine emphasizes that deception must be tully integrated with the
true operation. In order to insure integration, deception must be considered
and planning 1nitiated early 1n the military decision making process for an
upceming mission. LUeception should be included i1n the commander s planning
guidance. [he operations otticer prepares a deception estimate that analyzes
the situation and provides recommendations concerning the use ot deception,

Uur doctrine calls tor dgeception to be used "selectwely."“ the tactors to
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be considered when determining whether deception shouid be attempted are
generally the intormation that would be collected 1nto the situation analysis
0t the deception estimate, such as whether the enemy is susceptible to
deception, the time available, and the resources avallable., based on a
consideration ot these tactors and the mission, our doctrine valls +or
deception to be utilized when there 1s an opportunity +or sSuccess and when
that opportunity justities the expenditure ot the required recources.

viven the decision to attempt a deception, cur doctrinal planning
process includes a8 tramework ot components that are common to all battietield
deception operations. |hese components are the deception objective, target,
story, plan, and events. Ihe objective 15 the ultimate purpose ot a
decepti1on operation and specities "what action or lack ot action the enenmy
must be made to take at a specitic place or time on the battietreld as a
result ot the friendiy deception operation.“<l |he objective 15 tormulated
during the estimate process and i1ncliuded 1n the deception estimate. |he
deception target 1s the enemy decision maker who has the authority to ettect
the objective. |he target 1s tdentitied 1n conjunction with development ot
the desired perception, the view that the enemy must hold 1t he 1§ to act 1n
accordance with the objective. I|he 1ntormation which must be conveyed to the
target to cause him to torm the desired perception becomes the deception
story. |he deception plan then prescribes how the story will boe presented 1in
terms ot specitic operations and techniques. tvents are deta:led acticans
that convey the story in accordance with the plan. lhese last tour
components are developed during the preparation ot the deception annex andg
are 1ncluded 1n that document. tvents will normally be listed in an
impiementing schedule which serves to i1dentity specitic responsibilities and
coordinate the execution ot the plan.

rlanning may actually be conducted utilizing cne ot tour techniques that

10



are 1nciuded 1n our doctrine., (he preterred technique 1s to use normal statt
operations with the U3 having primary sta+¢ responsibility. battletield
deception elements, currently being ¢1elded at corps and division levels,
Will provide specialized deception expertise to the bS to pian deception
aperations, When more security 1s needed planning may be conducted by one ot
three other techniques--coamander only, close hold, or ad-hoc statt+. |he
coamandar only technique provides the sost secrecy but tails to capitalize on
the expertise and manpower ot the statt. Under the close-hold technique,
planners ¢rom the various statt sections and perhaps subordinate units are
detailed to the operations element to assist in the planning ettort. AN
ad-hoc statt may be appropriate tor smaller scale operations,<¢

Inteistigence support 15 essential to deception planning and 1s cited as
a cornerstone ot successtul deception oporatxons.26 tollowing Sun Izu s maxia
to “know your eneay," our doctrine emphasizes that deception planners aust
have detailed knowiedge ot the enemy sSituation and in parttcular, knowledge
ot his cotiection capabilities and command and control protile. Uuring
execution as well, 1nteiligence support 1§ required to provide teedback.
Feedback 18 necessary to "gauge the enemy reaction to the deception" and
“1ncreases the chance tor success in deception operations,"44

LDeception plans must be coordinated at the strategic, operaticaal and
tactical levels. Uur new doctrine clearly deiineates planning and control
rasposibilities tor these levels by command echelon. Uperational deception
operations are an EAL, or i1n some cases corps, responsibility. Ihey "most
normally will be land component-specitic, derivative slices ot strategic
deception plans,” although these commands are not precluded trom developing
plans 1ndepend¢nt1y.‘° Likewise, tactical deception operations, conducted by
carps and lower echelons, wil! "most normaily be derivative slices ot

operational deception plans.” lactical deception plans aust be decontlicted
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at the operational level. CLorps deception plans will usually target enemy
dray or front level comsanders and may receive the deception story fronm
higher cosmand. Divisions will not normally conduct independent operations
but will usually receive their deception story froam the corps. Division
deception operations will target regiment and division leve! enesay cosmanders
but may aim as high as aray level.26

While we may rewrite and iaprove our sanuals, msuch o+ the substance ot
our doctrine car stiil be seen in our past experiences. A well documented
historical example that retlects many tacets ot our current doctrine 1s the
deception undartaken in conjunction with XX Lorps's operations along the
Moselle Kiver i1n mid-September 1Y44 as part o+ the i(hird Aray's Lorraine
Lampaign. XX Lorps had advanced east and by 13 September had reached the
Moseile north ot Met:2 an& had achieved a bridgeheac at Arnavilie, south ct
Metz. Un 14 September the Lorps ordered a concentration ot 1ts torces 1in
order to renew the attack through the Arnaville bridgehead. Ws the Lorps
regrouped tor 1ts ettort 1n the southern part ot i1ts zone, 1t ordered the
45¢ Keconnaissance Squadron ot the 3d Lavalry Hroup to screen the Lorps north
tlank 1n a 23 mile gap that existed between the Lorps‘'s YUth Livision and V
Lorps, the southernmost element ot First Aray to the north. 10 assist 1n
this sector the Lorps planned to conduct a deception, code namsed Uperation
BE1 IEMBUUKE, that would portray an armored division occupying the area
vicinity Betteabourg, Luxesbourg.

By request, the Lorps was supported by the 23d Headquarters Special
iroops tor the conduct o+ this deception. (he 25d, a theater asset, was
specitically organized to plan and conduct deceptions and consisted ot a
headquarters cospany, an engineer camouflage battalion, a combat engineer
cospany, a signal cospany, and a signal service company. Halt ot the 1100

aan group participated in Uperation BE(IEMBUURY,
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the objective was “"to relieve pressure ot the XX Lorps bridgehead south
ot Metz by preventing the eneay trom reintorcing 1n the Metz area and to draw
eneay troops away from the Metz sector.“4/ |he story, developed and assigned
by XX Lorps, was to portray the é6th Armored Division, 1ess Lombat Lommana B
which actually was deplioyed 1n the X1l Lorps zone to the south, occupying the
Betteabourg area starting 1> Septaeber. Ihe plan, developed by the Z3d,
broke out the elements ot the Z3d to portray Lombat Lommands A and K while
the headquarters portrayed the division headquarters.

With only a platoon ot light tanks trom the 43d to augeent their organmic
resources, the 23d undertook 1ts task by employing radio (5tD), decoys, sonic
deception, and specilal ettects. Using 1ts organic signal assets, the 2id
became an active station on the Lorps command and i1ntelligence nets and the
39 Lavalry troup command net. It also established a talse 6th Armored
Vivision command net with 1ts subordinate commands and a 11a1son net with
YUth Uivision. |he two “combat commands” emplaced a total ot 23 i1ntlatable
M4 tank decoys but these were removed atter one day tor tear ot discovery by
local enemy agents. With loudspeaker systems, tank noises were broadcast tor
tour nmights.

4 vari1ety ot actions were taken under the category ot "special ettects.”
vehicles were paintsd with éth Armored bumper adrkings. Soldiers wore bth
Armored shoulder satches and were given a short division history to study.
Yroups ot soldier® were purposely sent i1nto the surrounding villages tor
showers and church services and to coincidentaliy spread civiilan awareness
ot the "division's" presence. Vehicular movements were staged, specitically
utilizing the light tank platoon trom the 43d and some organic halt+-tracks
trom the 313520 Si1gnal Service Lompany. tngineers were outtitted as
divisional military police and established trattic control along movement

routes. Ihe deception ettorts continued up to Z< Septeamber.

13



the results ot the deception were inconclusive by account ot the /s50°s
own historical records. lhey did report that additional torces, the German
Jéth Livision, appeared to their tront. GEarlier i1n the month the S&th
Volksgrenadgier Uivision had i1n tact been ordered tor deployment to that area
to reintorce the 5550 and SdYth Uivisions.<8 (he 2zsd detected increased
serman patrolliing activity and aerial reconnaissance over the 4th Armored
Vivision area. Hpparently the berman theater command, UB West, was decelved
by this ettort, as their maps depicted the "l14th Armored Livision” 1n the
Bettembourg area at this time although there was no such unit 1n theater.<Y
However, XX Lorps's ottensive out ot the Arnaville braidgehead was stopped at
the seille Kiver, s1x mijes east o+ the Moseile. It 15 speculated that
reintorcements +or the bSeille Kiver detenses probably came trom a regiment ot
the 55Yth Uivision, withdrawn +rom north ot Metz on ZU September, SV

while the results ot this ettort may have been inconclusive, the ezample
does present aspects ot our current doctrine in «ction. (here was a clear
deception objective, story, and plan, though a target was not specitied.
Flanning was accompl:shed by normal statt procedures augmented by the
expertise ot a special deception organization. An array ot methods was used
to convey the deception story to i1nclude visual, sonic, and electronic
methods. I|he techniques ot display, specitically portrayal and ruse, were
creatively applied 1n this ettort. {(he use ot a special organization to plan
and conduct deceptions 1§ a concept that was resurrected tor consideration 1n
the m1d-/0's and 1s now being t1eldeo 1n the BU's, though at a much smaller

scale than the 230, i1n the torm Ot our new battietield deception elements,>!

L1, MASKIKUVRA=--IN CUNLEFI AND [N EXELUILUN

“lo surprise 1s to conquer.” A. V. Suvorov

betore maskirovka 1§ examined, 1t 1§ 1mportant to establish the basis ot
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what constitutes maskirovka “doctrine.” Kather than manuals and rsgulations
48 18 the case {or our doctrine, the Soviets have expressaed their concept ot
Baskirovka 1n a numsber ot articles and books that speak to the role ot
Raskirovka in eilitary art, specitically as a aeans to achieve the principle
ot surprise. Ihese articles, mostly written within the {ast decade,

establish a common concept tor the subject ot msaskirovka.

lhere are three threads ot continuity that wind through almost atl these
soviet writings. I(hese are an emphasis on historical expsrience, recognition
ot changes 1n wartare since that experience, and i1mportance ot maskirovka in
current milatary art. Soviet maskirovka experience during Worid War 11!
provides & bassliine tor their current doctrine. |heir experiences were both
numerous and extensive and over the years they have studied thea rigorously.
However, the Soviets recognize that wartare has changed, thus this experience
must be placed in context. |Ihe three major developaments that 1mpact on their
Raskirovka doctrine ot today versus their war experience are more advanced
means of reconnaissance, the growing number ot weapons, and the higher tempos
ot attack.s$< Lastiy, without exception, Soviet authors emphasize that these
thanges have made ®maskirovka more, not less, i1mportant,
ihe Saviet Armed korces gigqugg[y.gi_ﬂgglg Military lermas (1Y63)

cetines Baskirovka as:

a torm ot support tor combat operations, its purpose being to

conceal the activities and disposition ot triendly troops, and to

deceive the enemy with regard to the grouping and i1ntentions ot

such troops.
H somewhat more current detinition 1s 1ncliuded 1n the Soviet Military
tncyclopedia (l1Y/") which renders the tollowing:

a torm ot security tor the combat actions and daily activity ot the

torces; a complex ot measures, directed at deceiving the eneamy

relative to the presence and location ot torces (the tleet),

various combat objectives, their status, battle readiness and
action, and also the plans ot the command.
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Levels ot maskirovka are distinguished by the echelon ot command at
which 1t 1s directed and by variations 1n scale and tocus commensurate with
each level., &Strateg:ic maskirovka inzludes actions ordered by the supreme
command and focuses on malntaining the "secrecy ot preparations for strategic
operations and campaigns and also disorientation ot the enemy relative to true
measures and actions ot the armed torces,” Uperational maskirovka 1§
conducted by tronts and armies and “1s directed at securing the secrecy ot
preparations for operations." lactical maskirovka 1s conducted by divisions
and lesser units and 1s ori1ented to “concealing preparation tor combat or the
presence ot objectives."Sd

Ihe i1mmedi1ate purpose ot Baskirovka, as stated by the tirst detinition,
1s to conceal and deceive. Although *"mislead* or “disorient” or “delude” are
all commonly used 1n lieu ot "deceive” the combined concepts ot concealment
and deception is retlected i1nvariably as the crux ot maskirovka by the wide
number ot Soviet authors who have recently written on this subject. While
concealment and deception are the essence ot maskirovka, they are not ends 1n
themselves. 1|he ultimate purpose ot maskirovka 1§ to achieve vnezaprost --
surprise,

surprise, for the Soviets, 1§ a principlie ot military art. Ihe above
cited Uictionary sta.es that "surprise makes 1t posssible to 1ntiict heavy
losses upon the enemy 1n short periods rt time, to paralyze his wiil, and to
deprive him ot the possiblilty ot ottering organized resistance."°% soviet
writers have given this topic, as well as maskirovka, considerable attention.
necent writings have examined the basic psychological and cognitive tactors
that are i1nvolved i1n surprise, 1ts 1mplications +or military units 1n combat,
and how surprise may be achieved. ASs with maskirovka, Soviets recognize that
surprise is applicable to all levels ot war and distinguish tactical,

operational, and strategic surprise. boviets also recognize the ettect ot
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tise with regard to surprise and eaphasize that it is a temporary condition
that quickly dissipates through reaction and adjustment., Soviet doctrine
stipulates that once achieved, surprise aust be exploited to the maximsum
extent, RS elements of surprise are achieved and exploited during battle,
commanders must continually seek to achieve new elements ot surprise.5°

While not the sole means, maskirovka constitutes the most important
means ot achieving surprise.5° Measures to achieve surprise include
maintenance ot secrecy ot the aim ot upcoming combat, misleading ot the enemy
as to true 1ntentions, preparing secretly, anc camoutlaging to deny enemy
reconnaissance ettorts, All ot these are integral to the concept ot
maskirovka. Additionally, striking with speed, striking where unanticipated,
striking with new weapons or varied tactics, along with resourcefulness and
boldness on the part ot the commander are other measures prescribed tor the
achievemaent ot surpriso.5/ Howaever, 1t 1s Baskirovka that 1s cited as the
“primary" means tor achieving surprxse.su

soviet doctrine includes four principles that must govern for successtul
maskirovka. though the exact termainology may vary slightly trom one article
to another, these principles are activity, conviction, cantinuity, and
variety. Hctivity reters to persistent and diligent execution by units ot
the entire compiex ot measures aimegd at deceiving the el'umy.-W Conviction
reters ro the convincing quality or believability ot deception measures.
this principle 18 also expressed as plausibility or naturalness. Lontinuity
calls tor constant and timely execution 0t measures in preparation tor and
during the course ot combat operatxons.40 Variety recognizes that maskirovka
must be undertaken by ditferent measures, developed with resourcetulness and
tunning tor the particular situation and planned comabat operation, Vatterns
are to be avoided.

ihere are four basic methods tor the conduct Ot maskirovka--
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concealment, simulation, demonstration, and disintormation., Loncealment
"i1ncludes the elimination or cutting down on revealing s1gns o+ the torces
(mifatary objectives) and their actxvnty.““l The immediate purpose ot
concealeent measures i1s to cause enemy intelligence ettorts to obtain talse
data with regard to the disposition ot torces. Loncealment measures are “"tg
be carried out by units (subunits) ot ail arms or services in any situation
without special i1nstructions ot the higher command."%!

soviet maskirovka doctrine recognizes and considers the capabilties ot
enemy reconnaissance and the activity i1ndicators ot their own troop units.
lhe various detection means such as sight, sound, radar, heat, and radio
intercept are considered, along with the limitations ot each and possible
countermeasures. While they give heavy emphasis to use ot terrain anga poor
weather conditions, technical means are additionally used to hinder enenay
surveilli.ance gttorts. Visual reconnaissance 1s countered by use ot terrain,
vegetation, night, and weather. Additionally camoutlage nets, screens, and
smoke are employed to hinder visual surveillance., Use ot terrain,
vegetation, and local structures as well as extensive use ot corner
retiectors and interterence or shielding screens are emphasized tor hindering
radar survelllance. (aking advantage ot weather, heat shieids, and use ot
talse heat sources are advocated measures tor countering thermal detection.
Kadio silence 1s prescribed to preclude detection by radio intercept. 1In his
manual on concealment, Beketov recognizes the advanced technological
capabilities ot U.5. reconnaissance assets but contidently acdresses how
each o+ these capabilities can be nxtlgated.45

1o insure ettectiveness when employing concealment techniques, Soviets
emphasize strict camoutlage discipline and supervision. Units are expected
to strictly entorce movement restrictions, weapons tire discipline, fight

discipline, sound discipiine, and radio communications restrictions. Use ot
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stoves or other heat sources may be prohibited to avoid generating a thermal
signature. In reviawing World War L[ experiences, i1nstances are described of
otti1cers being posted tor every $-O kilometers ot road and NLU's every 1-Z ka
tor the purpose ot insuring trattic regulation and camoutlage discipline
during covert movements.44 pircratt checked column movements and unit
positions and dropped pennants to the units on the ground 1f camoutlage
measures were violated., Soviet doctrine calls tor conceaiment measures to be
thoroughly and constantly checked through all media utilized by eneay
reconnaissance,

Simulation 1s the "reproduction ot disclosing si1gns present at actual
objectives."40 g0 referred to as 1mi1tation, simulation includes the
establishment ot talse positions, be they weapons positions at the tactical
level or assembly areas tor mobile reserves at the opurational level., Soviet
writings emphasize the use o+ equipment mock-ups to establish decoy
positions. kngineer units may be employed to construct these mock-ups based
on simaple standardized designs., Mock-ups are incorporated with talse
engineer works to portray detensive positions, located to portray talse
attack groupings, or combined with other elements to depict such activities
36 river crossings, logistical activities or even airtields., Soviets place
emphasis On "animating" or “"livening-up" decoys by use of some actual
equipment, and use o0+ other means to generate the indicators appropriate tor
the objective being simuiated. txplosives, smoke, sound, radar retlectors,
ang radio transmissi10ns are means commonly used +or animating decoys and
talse positions,

vemonstration 1s the "preconceived display by real units (subunits) ot
the movement ot troops (torces), the concentration of groups, the carrying
out ot combat and other actions tor the purpose ot creating i1 the enemy a

talse representation ot the i1ntentions of the command in combat
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(operations).”4° lypical demonstrations or diversionary actions in soviet
experience 1nclude actions such as strengthening detensive positions when
planning an attack, withdrawing though 1ntending to attack, conducting teints
away trom the axi1s ot the main attack, and congucting reconnaissance along
broad tronts to avoid showing i1nterest in one zone. ULemonstrations are
usustly conducted by limited torces, assigned the appropriate combat mission
tor the desired ettect but unaware as to the true role ot that mission. 4/

Lisintormation 1s the 1ntentional dissemination o+ talse intormation ang
15 conducted by making talse reports via the press, radio and television
broadcasts, and other means. Soviet experience and writings show that while
the 2nemy 1s the ultimate target audience tor disintormation, the liocal
populace and even their own troops may be the i1mmediate targets to ettect
deception. Lommand 1ntormation channels and unlt newspapers were commonly
usec during the War +or disintormation. Another typica! technique was the
staging ot various activities specitically tor consumption by the populace.

in addition to these tour basic methods, saome authors have delineated
other categories 1n which the measures tor the conduct ot Raskirovka can be
placed. Matsulenko states that maskirovka 15 conducted by application O+
operational and engineering measures.*® inhe tormer include demonstration
actions while the latter consist ot concealment and simulation activities.
teketov otters that measures can be broken down 1nto groups o+ organizational
or technical means.?4Y Urganizational measures include use ot terrain and
weather tor concealment, camoutlage discipline, and measures to protect
military secrets., iechnical means are those applied by engineer and
technical troaps and i1nclude concealment and simulation activities such as
paitnting, screening, mock-up construction, and smoke generation,

A delineation ot maskirovka means 1nto active dnd passive measures :is

also recognized by several Soviet authors although trom dittering
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pofopocttvos. Lasheveakiy describes active measures as those that require or
evoke immediate response by the ensmy while passive seasures do not.3V
Demonstration and simulation activities would be grouped under the forser
whije concealment and disintoraation activities would be i1ncluded under the
latter. Shchedrov states that active seasures are focused at deceiving the
eneay as to true disposition and intention while passive asasures are focused
on concealing true dispositions.d! Within his active/passive context,
demonstration, simulation, and disinformation activitios would generally be
considered active while concealaent is passive,

While the purpose, principlies, and asthods of saskirovka as discussed
hera are applicabie tor all levels, the distinction between operational and
tactical saskirovka as stated by the detinitions given earlier 1is claritied
by contrasting the i1asediate aims and the means utilized. By virtue ot scales
and the coamand level involved, operational maskirovka 1s clearly focused on
deception to insure secrecy of intention tor sajor operations. Loncealment
ot true dispostions is a larger component of saskirovka at the tactical
level. However, saskirovka at the tactical and operational level 1s
interdependent and cannot be regarded separately. Although the eaphasis aay
be ditterent at the tactical and operational levels, ettective operational
Bsaskirovka 1s dependent on ettective tactical amasures and conversely,
though to a lesser extent, operational measures will also 1mapact on tactical
ettects. ¥ Having examined the purpose, principles, and methous ot
paskirovka, let us turn to see how Bdaskirovka actions are planned and
controlled.

boviet doctrine continually emphasizes the importance ot centralized
control ot deception ettorts. As noted previously, all units are expected to
take passive-type concealsent ettorts without specitic orders trom higher

cosmands. However, active deception measures taken without orders or



coordination are viewed as a serious potential cause tor disruption of the
higher level aperation. [n hig 1YHU article on maskirovka, bLashevskiy

renders a 1Y42 historical example ot an Army commander who executed

maskirovka on his own, the author's point beinq to show "how i1ndependent
initirative on the part ot the commanding general, displayed without
coordinating deception measures with t+ront headquarters, trustrated the tront

otfensive operation plan.”93 bashevskiy advocates that deception ettorts must
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be 1ntegrated even among fronts in order to be successtul. In reviewlng
experiences in the breat Patriotic War, Matsulenko concludes that by the end
ot the war, ¢ront commanders were making the decisions and plans to execute

maskirovka according to the i1ntent ot the Supreme High Lommand. tEtven at aray

level, the role was one o+ execution,2%
[n developing plans for maskirovka ettorts, Soviet writings call tor

consideration ot the mission ot the true operation, the intent ot the

deception, the enemy, the terrain, and the resources available in terms ot
both troop units and technical means. With respect to the enemy, knowledge
ot his capabilities and plans are considered as important as specitic
consideration ot h1s reconnaissance capabilities. In addition to
consideration ot these tactors, Soviets emphasize that commanders must
display creativity, resourcefulness, and initiative in devising plans tor
maskirovka 1n accordance with the principles listed earlier.

several Soviet articles describe the development ot a statt system tor
the planning and supervision ot concealment, camoutlage and deception, At
the outset ot Worlig War 1i, responsibilities tor planning and supervision
1a1¢ with the chiet+ of engineers within a command 1n accordance with hield

service Kegulations and a specitic command directive ot that time.9 buring
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the second period ot the war, special statts at army and tront level were

organitzed to deveiop concealment and deception plans. !hese gtatts were
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comprised ot personnel trom the various statt sections ot the headquarters as
well as representatives from technical service units. By the third period of
the war, the tront statt had emerged as the prisary organizer ot easkirovka
ettorts, with this planning being done i1n a “"close hold* manner of strict
secrecy.bb tor current application, bashevskiy advocates that organization
and conduct ot maskirovka etforts are a command responsibility and should not
be relegated to the engineer or any one particular statt aqency.b/

soviet writings commonly include examples ot strident measures taken
during the War to insure secrecy while planning operations. {here are no
hints that such seasures would not be applicable today. Planning documents
would be drawn up by hand in only one copy. Lomamanders would be told only
their spectt+ic migsions without knowledge ot other aspects ot the operation.
Division commanders were given orders verbally only two days prior to an
operation., Support eleaents were sometimes excluded troms planning and
togistical actions would be handled by the operations section conducting the
plannxng.bu Kestrictions were placed on communications with use of telephones
being torbidden. If necessary, plans were communicated by courier. In the
case ot the Zd Ukrainian tront and the lasi-Kishinev operation ot 1Y44, only
tive personne! had any knowledge ot the cperation up to four days prior to
1ts 1niti1ation--the commander, the military council mseaber, the chiet ot
statt, and the chiets ot operations and artllliry.bv

Ihe maskirovka ettorts conducted by the ist Ukranian Front during the
Lvov-sandomierz operation ot July and Hugust 1Y44 provide a typical example
ot deception doctrine as 1t had deveioped by the third period ot the ULreat
tatriotic War. It 1s also representative ot the type experience trom that
war that has drawn renewed Soviet i1nterest and examination within this
decade. In July the Front was deployed trom the south edge ot the Pripet

Marshes across the Uniester River and was assigned seven combined arms armies
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ang three tank armies. Ihe Front, with Field Marshall ot the Soviet Uniion
lvan 5. konev commanding, had the mission ot attacking in the direction ot
Kava-Kusskal and Lvov to destroy the uLerman Northern Ukraine Army Group and
liberate the Western Ukraine. 10 support the operation, the ¢ront planned,
organized and conducted a deception to portray the main axis o+ advance
toward Stanislav, on its lett ¢+lank, while concealing the true directions on
which i1ts operational tormations were to be committed. |he Front ordered tts
southernmost units, the ist Guards and l¥th Armies, to simulate the
concentration o+ a tank army in each ot their zones. As these simulations
were conducted, the tront’'s mobile groups, the Ist Luards lank, the 3d bLuards
lank, and the 4th fank Armies actually regrouped for attack on the tront
r.ght +lank and center. Ine experience ot tha ldth Army provides an
excellent example of a Soviet simulation,bV

the ldth Army planned and directed the maskirovka ettorts by torming a
speclal statt operational group which reported to the Lhiet ot Statt, teneral
F.¥. Uzerov. Ihe group consisted o: ei1ght otticers +rom the various stat¢
sections and i1ncluded engineer, artillery, signal, political, transportation,
and chemical representatives, it was headed by the deputy chiet o+ army
stat+ operations department, Colonel Soloveykin. Ihe tront provided a tull
time representative and advisor, an engineer maj)or by the name o+ Momotov.

Front allocated lHth Army 10U men ot the Uetensive Lonstruction
Agministration, a platoon ot the Zzd Lamoutlage Lompany, two platoons ot a
reserve engineer battalion and 126 tank mock-ups as a start. Ihe Army
utilized three engineer battalions, two ritle battalions, a tank destroyer
squadron, two sel+-propelled artillery batteries, an anti-aircratt artillery
regiment, and three signal companies o+ various function. Additionally,
twenty trucks, three tractors, two trains, and several loudspeaker sound

units were utilized.
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Ihe si1muiation was conducted dring the period ot 4-20 July and included
rail movement ot the forces, unloading at two stations, moveaent ¢roms the
unfoading points to the asseaby area, occupation of the assembly ares, and
t1natly, movement 1nto attack postions. I|he rail sovement and unloading was
conducted with tank mock-ups on fiat cars which were soved at night to the
unioading stations but deliberately displayed to Herman aerial reconnaissance
1n the morning. Movesent to the assembly areas was primarily portrayed by
the tank destroyers and selt-propeliled guns. Day movements would be
cuonducted so as to display the activity to aerial reconnaissance. Night
movements were also sisujated using dismounted troops with tlashliights to
lonk like headlights ot vehicles. (he [i1ghts were deliberately 11t long
enouqgh to attract aerial reconnaissance and then "blacked out" when the
aircratt approached tor a closer look. Loudspeakers were used to broadcast
sounds of moving squipment.

Within the area tor concentration ot the tank army, positions were
designated and msock-ups set up tor separate brigades and regiments, A total
ot 4535 tank mock-ups, 412 qun mock-ups, and 200 vehicle mock-ups were
deployed. Mock-ups ot ¥Y> t+ield kitchens were also constructed. A taise
airtield was built and six aircrat+t mock-ups were displayed. A garrison ot
troops was assigned to each assembly area to animate and quard the displays.
Hadio nets were also established to support the notional concentration. trom
=12 July, only communications checks were made. From 13 July on,
transmissions were imitated. Un 18 July, signal stations were aoved torward
i1n preparation tor the “"attack.” Kadio procedures were conducted by standard
methods with call signs trom the Aray's existing code.

un the night ot 1Y July, "tank" regiments were simulated soving i1nto
torward attack positions, just prior to beginning the actual attack. Un ¢l

July, 1lst Guards and 18th Armies actually did attack in the southern part ot
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the tront zone toward &tanislav, However, the frontal ottensive was already
well developed by this time. First echelon armies to the north had commenced
the ottensave as early as {35 July. 1he three tank armies torming the true
operational reserve had been committed on 16 and 1/ July,

While simulation was certainiy the essential means of deception i1n this
operation, the other three methods were employed as well. Uisintormation ot
the local populace was conducted i1n order to convince them ot the
duthenticity ot the simulated regrouping using the Army newspaper and stiged
activities ¢or public consumption such as tank crews asking tor directions to
the assembly areas. Loncealment was essential to ettect the simulated
regrouping with the [i1mited resources. Vehicles made reverse movements at
night, bypasssing populated areas so that they could simulate forward
movements again the next day. Loncealment was also extensively employed to
hide the true areas ot concentration tor the three tank armies. HMatsulenko
tlaims that the regrouping o+ the 1st Guards lank Army and the 1Uth lank
Lorps ot the 4th i1ank Army was undetected. Actual regrouping that was
detected caused confus:én among German inteiligence.®! Demonstration actions
also supported the deception. Several reconnaissance in force missions were
conducted by iHth Army torces to indicate preparation tor a sechamzed
ottensive within that zone.

bashevskiy claims that the combined maskirovka ettorts ot the 18th and
Ist Guards Armies were successtul in t1xi1ng tour bLerman reserve d01visS1ons in
their area of the front zone.®4 1In any case the success ot a deception can
only be retilected 1n the accomplishment ot the true mission. In this case,
the 1st Ukranian tront encircled and destroyed the German X111l Lorps vicinity
Brody, subsequently advanced to and crossed the Vistula River, and secured a
kay bridgehead vicinity Sandomierz which was later to serve as a jump ott

point for the Vistu)a-Uder Uperation.

26



lhe Lvov-Sandaomierz Uperation demonstrates miany tacets ot Soviet
maskirovka doctrine. first, 1t was a typical deception operation of the
breat Fatriotic War 1n that 1t eaphasized a si1mulation ettort to misiead the
enemy as to where mobile reserves were being concentrated, thereby concealing
their true i1ntentions. Soviet deception ettorts tor this operation
demonstrated the tour methods of Baskirovka as well as the tour principles,
but especially plausibility, activity, and continuity., (he deception ettort
was planned 1n strict secrecy by a small operations group. Measures directed
tor the ettort were very detailed and very extensive in terms ot scale., Ilhis
operation was not atypical in terms ot the type and amount of resources
dedicated to the deception ettort.

Ihe same principles applied at the tront and army level can be seen at
the tactical fevel 1n maskirovka applied by divisions. Sverdlov recounts an
example of the 26th Luards Kitie Livision which conducted a crossing ot the
Neman Kiver in 1Y44, |he division established a decoy assambly area tor an
assault crossing with two ritle battalions, a tank company, three artillery
and mortar batteries, a coabat engineer company, and two radio stations.
fitter the decoy units had moved to their area, the remainder ot the division
moved under concealment to an actual assembly area 19 kilometers away. Ihe
next morning the division conducted a successtul crossing while the decoy
elements tought heavy German resistance. %Y

the Soviet emphasis oh their World War |l experiences in ®askirovka 1s
not at al! an 1ndication of a tailure to realize the new chaitlenges that
today s technology poses for deception operations. Articles recounting these
experiences ot more than forty years ago invariabiy recognize the vastiy
incredsed capadblliities ot today s reconnalssance means. However, 1t 1§ the
recognition ot today s and tomorrow’'s capabilities that has i1nspired their

tocused study ot their historical experience due to the perception that

2/



technology has increasec the i1mportance ot maskirovka 1n war. It 1§ obvious
by some articles that not al! leaders 1n the Ked Army are completely soid on
the ettectiveness or executabiiity ot maskirovka. However it 1s the views ot

those that are sold that continue to make 1t to the press in Moscow.

IV. ANALYSIS

¥roperiy planned and executed deception operations will make 1t

possibie tor operational ang tactical commanders to “"hide the reail”

and display the talse.* kL YU-Z

...during the years of the war two main trends 1n deception, as 1t were,

evolved: to conceal that which 1s, and to show that which 1§ not.

F. Sverdlov

the preceding surveys ot L.5. Army battletielo deception doctrine and
soviet saskirovka reveal much similarity., bBoth battletield deception and
paskirovka are torms ot support tor combat operations that contribute to the
security and survivability ot forces as well as the achievement o+ surprise.
Both tocus on a central theme ot hiding the real and portraving the talse.
While techniques and methods may be categorized ditferently, both concepts
recognize the same tools for conducting deception operations. Uboth concepts
also recognize that deception ettorts must be coordinated at higher levels ot
command 1t they are to be et+ective and that the big payot+ tor deception 1s
actually at the operational rather than the tactical level. BOoth the United
States Aray and the Soviet military consider deception applicable 1n times ot
peace and preparation tor war as weifl as during war. Lastly, both armies
tace training deticiencies and leader skepticism concerning the subject ot
deception despite their advocacy ot 1ts virtues.®%

1t we are to see potential improvements tor our own doctrine, however,
1t ts the ditterences and not the similarities that are i1mportant. As with
the similarities, comparison ot the two concepts reveals some obvious

ditterences, Uthers are more subtle but nevertheless signiticant. (he

purpose here is to review these ditterences, examine them 1n detail, attempt
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to explain them, and establish their signiticance.

Perhaps the most striking ditt+erence between the Soviets and us with
regard to deception 1s that ot scale. Lurrent writings emphasize the very
extensive ettorts that were given to camoutiage, cover, and deception during
the Great Patriotic War. tmployment ot hundreds and even thousands ot tank,
vehicle, and gun mock-ups for an operation was not exceptional. Matsulenko
reports ot Z4v kilometers ot vertical mask being constructed to conceal troop
concentrations 1n the Sandomierz bridgehead prior to the Vistula-uder
operatxon.bb Me! nikov describes complete smoke screens across an army tront
as typical by 1v45.66 wnile these particular examples are at the level ot
major operations, rather than battles, they illustrate the prominence ot
Basksrovka in Soviet miiitary art and indicate Soviet willingness to
commit great etfort to 1ts accomplishment.

U.S5. experience does include deception operations of some magnitude.
Uperation FUKILILUDE, for the cross-channel i1nvasion 1in June 1Y44, ano
Uperation VIEKSEN, tor the Khine crossing in March 1Y4d, are both examples ot
deception operations ot considerable scale. (hese were excepticnal, rowever.
Ihe experiences 2t the 240 Headquarters Special Iroops, which was invoived 1in
most ot the major deception operatrions in the kuropean theater during World
War 11, show that Uperation BEIIEMBUUKG was more typical 1n terms ot scale
than were these other operations,

this higher degree of i1mportance rendered to deception in Soviet
military thought :s also retlected 1n the ditterence as to when deception
Will be conducted. OQur doctrine otters considerations tor whether or not
deception ettorts should be undertaken. 10 the Soviets, however, success ot
an operation is inconceivablie without maskirovka.b’ Maskirovia measures “must
be accomplished in all forms, in any situation."®¥ ns resource justitication

15 one 0t our concerns 1n determning whether deception should be eaployed,
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greater availability of resources tor the Soviets may be considerec as one
tactor contributing to this ditterence. However, contrasts in scope,
content, and purpose also contribute to the disparity as to when waskirovka
or deception should be applied.

It 1s clear from the surveys that our deception doctrine and Soviet
saskirovka have signiticant dit+erences in terms of content and scope.
Maskirovka consists ot a complex ot coordinated measures which i1nclude those
that we would categorize under the programs ot deception, camoutlage, and
UFSkL. Uespite the considered opinion ot the UIA that "deception” i1s the
tlosest single word transiation for “saskirovka® the fact remains that
"camoutiage” 16 the single word transiation that 1s most commonly used. ihis
1s certainly not tnaccurate as saskirovka entarls all ot the measures that we
call camoutlage, but much more as well. While we think ot camoutlage 1n
terms of masking 1ndividual weapons systems or positions, Soviets think ot
camoutlaging operations. AK S5U-1 detines UFSEL as "the process ot denying
adversaries i1ntormation about triendly capabilities and 1ntentions by
1dentitying, zontrolling, and protecting indicators associated with the
planning and conducting of military operations and other activities.®
Maskirovka integrates all these measures within a unitied ettort directed
toward a single purpose,

Another perhaps more subtle way 1n which the content and scope ot Soviet
Baskirovka varies trom our deception doctrine 1s with regard to tocus. Whtile
our doctrine is actually a rather generic treatment ot the subject, 1t 18
clear trom the Soviet authors that they are tocused on mid- to high 1ntensity
contlict against the United Ltates in particular and the western powercs 1n
general, lheir World War 1l experiences in turope and Manchuri1a serve as a
baseline tor their current maskirovka doctrine below the strategic level.

when changes trom this baseline are discussed, the discussion coamonly
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inciudes specitic reference to U.5, or western capabilities and doctrine.
though they have tought a series of lesser contlicts since 1v4d, their recent
discussions ot operational and tactical maskirovka do not spend attention on
these experiences nor have their operations such as in Atghanistan typitied
their doctrinal maskirovka measures at the operational and tactical levels.

A detailed look at how Soviets conduct maskirovka also reveals some
signiticant ditterences when contrasted with our deception doctrine. Ihese
ditterences are seen specitically 1n the areas ot attention given to modern
technology and 1ts impacts, development of norms and quantitative standards
tor deception eftorts, organization ot statt ettort tor planning, and
supervision and monitoring of the execution of deception operations.

Ihe use of such technologies as radar and infrared detection have been
key to much of our recent ettorts tor developing and tielding intelligence
collection capabilities. We recognize that Soviet collection capabilites are
technologically comparable to ours but our doctrine +or deception and
camoutiage pay little attention to modern technology. Neither the 1v/H
version or the new M YU-Z address these areas specitically., Uur current
ti1eld manual on camouflage, published 1n 1¥sH, 1nciudes a one paragraph
discussion ot both radar and i1nfrared detection. While the Soviets are
certainiy not giving away all their detatled secrets, their open source
writings on the topic ot camoutlage and deception give much more attention to
mooern technologies and how they will utitize them or trustrate the enemy s
use ot them, MM YU-2 cateqgorizes our deception measures as visual, sonic,
oltactory, and electronic., 1he boviet Military kEncyclopedia ditterentiates
maskirovka measures as optical, thermal, radar, radio and electronic, sound,
and hydroacoustic, Shchedrov's 1Ysé article on “Lamoutlaging Iroops Luring
Kegrouping and Maneuver"“ shows that these technologies have had considerable

dttentyon tuor some time now, Ithe conclusion here 1s not that there iz any
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gap in developaent ot these technologies for intelligence collection or tor
deception, but that there is a gap in treataent of these technologies i1n our
doctrinal literature.

Soviet guidance for the conduct of maskirovka also varies trom our
doctrine in that they have typicaily applied a quantitative approach in
analyiring their past experience and developing norms or standards an which
tuture planning could be based, Shchedrov develops a “coetticient ot
camoutl age volume” which he advotates as a usetu! measure tor comparison ot
natural camoutlage along various aovement routes and a basis for estimating
additional camoutliage ettort needed., beketov includes a table that
quantities the capacity ot forests to conceal troop units, Matsulenko
quaotities Norld war 1l experience for capacities of toraests and viilages to
provide natural cover for densities of troops. I|hease samse sources also
include oxporicnc; based data for the ettort required to install and reaove
mock-ups and to prepare false positions. A quantitative orientation ot this
type is absent ¢rom our current doctrine for deception, UPStL, or camoutlage.

here are also signit+icant contrasts with regard to how planning ot
daception is accomplished. (Uur doctrine lays out a very coaplete and
logically saquential process for proceeding from receipt of a mission to
coapletion of a deception annex and iaplesenting schedule. G&oviet writings
are not as explicit in how plans are developed but do indicate that
saskirovka plans, like our deception annex, are support plans based on “the
cossander s decision ¢tor the operation (battle) and his instructions on the
type of support in which he assigns the lii;ionsland designates
(resources).*6Y tLxasples of Soviet plans trom World War 1! show that they are
s'ailar 1n teras of type inforaation presented to our implementing scheduless.

Comaand and sta¢t roles in preparing deception plans are ditterent.

While our doctrine emphasizes normal statf procedures for developing plans,
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they clearly esphasize close hold procedurss for developing operations and
camouttage plans. Soviet writings indicate that in order to preserve
secrecy, planning wii{ be conducted by a select group, similar to the
operational groups ot the Great Patriotic War, that will be supervised by the
chiet ot statt.’/VY 1he degree of secrecy routinely practiced by the Soviets
during the War contrasts sharply with our emphasis on aurtragstaktik and
decentralized jeadership based on commander 's i1ntent. It 1§ also i1nteresting
to note that while our deception doctrine stresses intelligence support (and
1s largely developed by our 1intelligence branch), the Soviet statt groups
during the War otten did not include an inteliigence statt member. Kecent
writings however, have indicted this shortcoming and now emphasize the
necessity ot intelligence.’!

As plans are completad and execution begins, both the Soviets and we
address the i1aportance of monitoring progress ot the deception. (here 18
di1vergence, however, in where these monitoring eftorts are tocused. Uur
doctrine emphasizes close monitoring of enemy reactions to our deception
ettorts through i1ntelligence coliection and teedback. What 15 emphasized,
however, 1n Soviet writing is constant, strict and systematic supervision ot
their own ettorts. Supervision and inspection inciudes checking ettorts with
the same type ot collection assets that will be eaployed by the eneay, While
both doctranes consider both aspects and neither doctrine considers either
unimportant, the emphasis 1n our doctrine is clearly on watching the enenmy
while the emphasis 1n Soviet writings 1s on watching themselves. iNh1s
ditterence 15 an i1ndicator ot a broader ditterence 1n emphasis.

Ilhe Soviets and we both recognize that the crux ot the 1ssue 1s hiding
the real and displaying the talse. Lomparatively, however, the Soviet
concept ot maskirovka emphasizes the tormer while our deception doctrine

emphasizes the latter, Un our part, the emphasis on portraying the taise can
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largely be explained by the distinction we have drawn between UPSEL and
deception. From the Soviet view, portraying the talse 1s undertaken btecause
modern technologies make 1t impossible to totally hide the true, as retlected
1n the tollowing:

Indeed 1t 15 hardly possible to conceal the locations ot troops

cospletely when the enemy has modarn reconnaissance equipment.

that 1s why 1t 1s necessary to organize diversionary operations

skilltully and set up dummy installations.’<

Ihis ditference in emphasis is also retlected in the results that both
armies look tor as a result ot their deception ettorts. bBattletield
deception seeks to tnduce the enemy to take an action which 1s tavorable to
or exploitable by us. In order to i1nduce this action 1t 1s i ecessary tor us
to "contrcl and manage hostile commanders  perceptions ot friendly
capabilities and intertion."/S Wnile Soviet writings convey that they like to
achieve such results trom maskirovka, their ettorts are tocused on
maintaining the secrecy ot their own dispositions and intentions. 1t this
can't be achieved through denial, then distraction and diversion will be
added. Shchedrov pointg out that while modern technologies have made passive
measures alone tnadeqrate, the main ettort now 18 to contuse the eneay,
Ltontusing the enemy, or 1ncreasing his uncertainty, is clearly easier to
achieve than 1s 1nducing the enemy to take a specitic desired action., !he
latter requires not i1ncreasing the enemy's uncertainty but increasing his
conviction of a talsehood.
these more linited results sought ‘rom saskirovka are whoily 1n line with

1ts purpose--to con./'bute to the achievement of surprise. Lolonel J,
Leltowsk) ottors the tollowing netinition tor surpriset

a phenomenon produced by unexpected vigorous action by the enenmy,

action which exerts a powertul psychological ettect, disrupting

one's 1nner equilibrium and thus depriving one ot the ability to

react quickly and ettectively to a threatening danqer."/4

In addition to the psychologically disorganizing and incapacitating
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etfects mentioned, Soviets also look to surprise to cause fear, weakened
sorale, and perhaps panic, Combat operations conducted in accordance with
the principles ot mobility and high teapo, creation ot the necessary
superiority, and concentration ot ettort will provide the "vigorous® action.
Basklirovka, 1n conjunction with the other means ot achieving surprise, sust
insure that these vigorous action are unexpected.

In the end, 1t 18 this ditference i1n the role and prominence ot the
principle ot surprise that explains many substantive ditterences in how the
Soviets approach maskirovka and how we approach deception. While our
doctrine recognizes the i1mportance ot surprise, it does not eaphasize this
principle as do the Soviets. According to laktika (1Yys4), “the elesent ot
surprise has long been the most 1mportant principle ot the art of war."/d
Beyond the degree ot emphasis tor surprise as a principle, there is
ditterence in the role surprise holds within the two doctrines. CLlausewit2
cites the utility ot surprise as twotold--as a means to gain numerical
superiority and as a means to ettect the eneay psych01091cally./b Gur doctrine
1s more tocused on the t1rst ot these etfects while consideration ot the

psychological aspects is tar more evident i1n Soviet thought.
V. LUNLLUSIUNS.

lhe study ot Soviet saskirovka reveals by contrast some distinct
ditterences 1n how they approach deception and how our doctrine treats
deception. 1he question at hand, then, is how this study suggests that we
might i1mprove our doctrine. |I|he value ot the study 1n answering this
question 1s not limited to seeing specitlc pieces of maskirovka which we
should borrow and i1ncorporate into our doctrine. HKRather, the value ot the
study 1§ 1n the examination of our doctrine from a ditterent perspective.

Prom that ditferent perspective, areas for improvement do become apparent,
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the f1rst isprovesent we could make would be to increase our doctrinal
emphasis On surprise and 1ts ettects. the tirst tenet ot our Rirland Battle
doctrine is i1ni1tiative and our keystone manual states that, "ipitiative
requires a constant ettort to torce the enemy to contorm to our operatiocnal
purpose and tempo while retaining our own freedom of action."// 1ms clearly
1ndicates that initiative is not merely exercised but, due to the interactive
nature ot war, 1s something which must be seized and maintained., Surprise,
“a phenomenon produced by unexpected vigorous action," can provide the
opportunity for seizure ot the initiative. 1t 1s a key 1n being active as
opposed to reactive, (n discussing i1nitiative, M 100-2 mentions surprise
tor the attack., Surprise is also addressed as a characteristic of all
successful ottensive operations. bSurprise is not addressed with regard to
the detense, as it should be noted, Soviets do. In the sections where 1t 18
addressed our treatment of surprise tends to be somewhat negative or at least
reserved as indicated i1n the tollowing:

10 sum up, surprise can be a vital itrgredient of succestul ottensive
operations., But 3t can never be guaranteed, and even when achieved,
rarely lasts.’t

lotal surprise 1s indeed very ditticult to achieve, av our doctrine
recognizes. Fartial surprise, however, can stil! be 2ttective and can be
achieved more easily. |he ettects ot surprise are by nature temporary but
present lucrative opportunity when aggressively exploited. ‘'he principle ot
surprise has increased 1n importance with the advent ot AirLand battle
doctrine and needs to be given more emphasis and positive treatment.

the second area suggested tor improvement concerns our complex ot
prugrams and functions that are related to the elements ot surprise and
security. In pursuing these two principles, our doctrine seems to have
violated a third principle--that ot si1mplicity. Uesplite the tact that these

prograams are mutually supporting, that deception can support or be supported
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by UPSEL, the tact remains that these are two separate programs that develop
two separate annexes for our operations plans. When we turn to the UFSEL
annex as presented in AN 630-1, we f1nd that protective mseasures under UPSEL
may include deception, jamming, camoutlage, or physical destruction. Ihese,
less camoutiage, are the comsponents of LsLM, a strategy covered by a tmrd
regulation and detined as the integrated use ot UrstL, military deception,
Jaaming and physical destruction.’? What 1s clear 1n this confusion is that
the same mpasur-es are involved in dit+ferent programs, that any hierarchy is
cloudy at best, and that the mere complexity can jeopardize ettorts being
placed most etticiently toward the true purpose.

Uur own experience provides a2 possible basis tor i1mproving this
situation., Frior to the 1Y/8 Field Manual vu-2, lactical Leception, our
doctrine included the integrated concept ot tactical cover and deception.
tover was defined as!

Measures designed to provide security to a plan, operation, or
activity. Cover includes special measures taken to shield the real
plan, operation, or activity as well as to intensity normal security
and passive defense measures.
As an integrated concept, cover and deception measures were detined as:
those passive measures i1ntended to withhold i1nformation trom the
enemy as through security and concealment (cover) coupled with those
active measures accomplished with the i1ntention that the eneay will
detect them (deception).
urstl was clearly a basic element subordinate to tactical cover and
deception.f8V wWnilie the tactical cover and deception estimate and annex
presented by our old manuals do not show the detail developed in our current
publications, the tact that they callied tor only one planning eftort to be
accomplished would seem to yield simplicity as well as i1ntegration. !he
similarity between the above detinition for cover and deception measures and

the sSoviet distinction ot active and passive saskirovka is also noteworthy,

the third area sugqgested tor i1mprovement in our doctrine is related to
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what we expect from deception. In surveying deception tailures as wel! as
successes, our new FM YU-2 points out that unreasonable expectations are a
common reason tor fallure ot deception eftorts. In reviewing our own
doctrine, however, i1t becomes evident that perhaps we tend to set our
expectations ftor deception unreasonably high. As pointed out in the
preceeding analysis, our deception doctrine seeks to induce the enemy to take
a specitic action which 1s tavorable to or exploitable by us. Ihe examgles
given in our manuals bear out that our deception objectives will be very
specitic on what 1t 1s that the enemy 18 expected to do. Lonsequentiy, theze
objlectives are very ditticult to achieve. Uur doctrine recognizes that there
are some deception objectives that are easier to achieve than others. (these
include objectives which call for the enemy not to act rather than act, which
reintorce preconceptions, or which confuse the enemy by overloading his
collection system. Uur doctrine could be improved by 1ncreasing the emghasis
on these types of more reasonable deceptions and decreasing the emphasis on
trying to make ‘Hed Army bSlst ¥n commander give the command to move the
majority ot his battalion's troop, armor, and ADA assets from hiil 4dé to
hifll 143 no later than 4 hours prior to the commencesent 0f blue ottensive. Bl
Ihis 1§ not to say that the latter type ot deception objective is
unreasonable, but that the other types will be more trequently appropriate to
enemy situations and availability o+ resources. Uur doctrine i1ncludes an
excellent methodology tor development ot deception plans. We need to insure
our objectives are attainable.

Lastly, we need to provide our Army with more specitics with regard to
deception. bkepticisa 1s likely to remain in much ot the army untii 1t sees
that deception 1s indeed executabie. While doctrine ttseit 1s only i1ntended
to provide guiding principles and operational concepts, there remains a void

in our training and Jiterature with regard to specitic techniques,
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capabilities of deception equipment, ettects ot terrain and weather,
sighatures ot various activities, and capabilities o+ various surveirllance
means. While classitication of some intormation would obviously be
restrictive, laying out some hard tacts and planning factors through such
media as training circulars could give leaders and planners throughout the
army a better grasp ot how to see, how to hide, and how to misiead. the
result would be a lot more contidence 1n the viability ot deception and our
ability to execute 1t.

the U.S. Army is heading in the right direction with regard to

deception. We have an overall doctrine within which deception can truly be a

vital element., Good eftorts are being made in developing equipment and
ti1elding torce structure that wiil enhance our capabiiity to pertorm
battiet1eid deception at the tactical level. Uur new battletield deception
manual sets deception within a coordinated framework at the tactical,
operational, and strateqgic levels. 1these suggestions for iaprovement can
35818t 1n developing a deception capability that will help us to achieve

surprise, seize the 1nitiative and deteat the enemy in the next war.
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