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Network Security Engineer

Class Code | FLSA Status EEO Category Represented Status | Salary Grade | Effective Date | Resolution #
205 Exempt Computer Technicians AFSCME 9 1-14-15 15-002

DEFINITION: Under general direction, performs Information Technology (IT) security functions associated
with designing and maintaining a secure and reliable network infrastructure. Works independently to identify
and remediate potential threats, and maintain security of internal and external networks; and in a team
environment to accomplish larger department goals.

REPRESENTATIVE FUNCTIONS may include, but are not limited to the following:

e Analyzes and monitors network traffic to provide early intrusion detection and prevention, and rapid
reaction to unexpected and suspicious situations; such as unusual traffic volume, port attacks, and rogue
devices in the network.

o Performs operational processes related to satisfying regulatory requirements, including requirements of
the Payment Card Industry’s Data Security Standards (PCI-DSS); and refines security awareness
programs and communications and security policy and procedure documents required for compliance.

e Performs regular internal and external IT security assessments and network penetration testing,
reporting, and issue resolution to ensure the security of traffic that passes through the network, and that
robust security is built into the design and implementation of all networks, servers, and storage.

e Performs routine audits of hardware and software entities on the network in order to find and address
security vulnerabilities.

¢ Documents computer and network security and emergency measures; and tests and monitors
compliance with information security procedures and policies.

e Serves as the District’'s network security resource to IT project team members, and consults on security
issues with other District departments.

¢ Provides consultation and reviews on project designs with infrastructure components, and ensures
compliance prior to moving designs into production.

o Performs operational processes related to satisfying regulatory compliance requirements.

¢ Develops, maintains and refines security awareness program communications and security policy and
procedure documents required for regulatory compliance.

e Provides infrastructure design solutions that conform to the security standards and requirements of the
District, as well as IT best practices, as applicable.

e Configures and troubleshoots software and hardware issues.
o Performs detailed analyses of web server security.

¢ Maintains up-to-date knowledge of available and emerging technologies as they relate to networks,
network security, and information systems.

e Performs related duties, as required.
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Network Security Engineer
MINIMUM QUALIFICATIONS:

Knowledge of: Principles and practices of computer networks in virtualized client-server, and operating
environments consistent with current technologies; PCI-DSS controls, and procedures for maintaining
compliance; security analysis tools and techniques, including Nessus, Webinspect, Paros, Fiddler, sql
injection, MiTM and OWASP; Cisco security products including ASA firewalls, routers, switches, IDS/IDP
sensors, and wireless LAN controllers; Active Directory authentication including Radius, TACACS, and
Kerberos; change control concepts in a highly regulated environment; VMware and Windows hardening, as
well as client OS hardening; large or complex Firewall and IDP/IPS environments; IPSEC and IKE security
protocols; Windows security tools and products including PKI and ISA; security concepts including Netlogon
logging, and Group Policy; third party security tools including Microsoft Anti-Virus and web filter proxies
including Websense; security websites and vulnerability disclosure reports from Mitre, SANS, Security Focus,
Microsoft and Cisco; and virus breakout mitigation and prevention.

Ability To: Monitor multiple computer networks on an ongoing basis; use forensic investigation tools and
techniques, as well as chain of custody; identify, contain, and mitigate virus intrusions; develop strategic
technical documentation and written communications relative to field of expertise, including Security Policies,
standards documents, and procedural documents; implement changes in a large network environment;
maintain strong analytical skills commensurate with changing IT technology and security requirements;
organize and plan work effectively, and perform duties quickly and accurately in emergency situations, and
under firm deadlines; work both independently, and collaboratively in a team environment, and lead teams
when required; communicate effectively in English, both orally and in writing with District staff at all levels;
develop and deliver effective presentations to various District departments; and establish and maintain
effective working relations with District personnel using principles of excellent customer service.

Education: A Bachelor's degree in computer science, management information systems or related field.
Additional experience beyond the minimum may be considered in lieu of the required education on a year-for-
year basis.

Experience: Six (6) years of recent and verifiable experience in Information Technology, including two (2)
years in security infrastructure.

Special Requirement: Must be able to: (1) work outside regular business hours as required by
implementation of special projects, and emergencies; and (2) travel between the various District divisions to
perform the duties of the job.

Physical Requirements: (1) Must maintain the physical condition necessary to perform tasks in an office
setting and operate computers, keyboards, and other peripheral equipment; and (2) lift up to fifty (50) Ibs. (3)
must possess the mobility necessary to travel expeditiously within a large office building and to other District
facilities.
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