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2.31 754 USB timeout parameter mismatch. April 5, 2011
2.3.1 755 Errata in Legacy MBR table and Legacy MBR GUID April 5, 2011
2.3.1 759 UEFI Errata - wincerts for rest of hash algorithms April 5, 2011
2.31 760 Suggested changes to 2.3.1 final draft spec April 5, 2011
2.31 761 Table 195. Information for Types of Storage April 5, 2011
2.3.1 762 DevicePath in the Image Execution Information Table. April 5, 2011
2.31 765 ECR to limit the hash and encryption algorithms used with PKCS April 5, 2011
certificates
231A 212 (revisit) final sentence section 28.2.15 missing final words. April 21, 2011
231A 767 The ReadBlocks function for BlocklO and BlocklO2 need August 17, 2011
synchronization
2.3.1A 770 Remove references to UEFI 2.1 spec August 17, 2011
231A 772 Definition of EFI_IMAGE_SECURITY_DATABAE_GUID incorrect August 17, 2011
23.1A 773 Clarify the value for opcode EFI_IFR_REFRESH_ID_OP August 17, 2011
231A 774 Define EFI_BLOCK_IO_PROTOCOL_REVISION3 August 17, 2011
23.1A 776 Clarifycomputation of EFI_VARIABLE_AUTHENTICATION_2 hash August 17, 2011
value
231A 777 Specified signature sizes incorrect in Section 27.6.1 August 17, 2011
231A 778 EF1_HII_CONFIG_ACCESS_PROTOCOL.CallBack() Errata August 17, 2011
231A 780 Errata in return code descriptions August 17, 2011
231A 785 Allowing more general use of UEFI 2.3.1 Variable time-based August 17, 2011
authentication
231A 786 PCI 1/0O Dual Address Cycle attribute clarification August 17, 2011
231A 788 SasEx entry in Table 86-Device Node Table contains optional August 17, 2011
Reserved entry that does not exist in device path
231A 789 Clarify HIl opcode definition August 17, 2011
231A 790 Add warning to ReadKeyStrokeEx for partial key press August 17, 2011
231A 793 Inconsistent wording about RemainingDevicePath August 17, 2011
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231A 794 Incomplete text describing clearing of Platform Key August 17, 2011
23.1A 795 Typo in ReadKeyStrokeEx() August 17, 2011
231A 796 Clarify IFR Opcode Summary and Description #1 August 17, 2011
231A 797 Clarify IFR Opcode Summary and Description #2 August 17, 2011
231A 800 Clarify IFR Opcode Summary and Description #3 August 17, 2011
231A 801 ClarifylFR Opcode Summary and Description #4 August 17, 2011
231A 803 Fix AcpiExp device node text description. August 17, 2011
2.3.1A 804 Clarify contraints and alternatives when enrolling PK, KeK, db or dbx August 17, 2011
keys
231A 805 Correct Wrong Palette Information in 28.3.7.2.3 example August 17, 2011
231A 806 Text update to Driver Health Description - clarify role of user August 17, 2011
interaction
231A 819 ECR715 was not fully implemented August 17, 2011
2.3.1A 820 Driver Health Needs to have Mantis 0000169 implemented August 17, 2011
231A Minor corrections in toes to tickets 772, 785, 794, 804, also formatting September 7,
correction for _WIN_CERTIFICATE_UEFI_GUID typedef’s parameters 2011
2.3.1B 771 SHA1 and MD5 references April 10, 2012
23.1B 807 Give specific TPL rules to Stall() boot services April 10, 2012
231B 808 Errata — Boot File URL April 10, 2012
2318B 809 Errata — Messaging Device Path Clarification April 10, 2012
2.3.1B 812 Errata — DUID-UUID usage April 10, 2012
2318B 819 Mantis 715 was not fully implemented April 10, 2012
231B 825 DMTF SM CLP errata April 10, 2012
2318B 826 Comments against Mantis 790 April 10, 2012
231B 828 Network Driver Options April 10, 2012
2318B 836 Structure comment for EFI_IFR_TYPE_VALUE references unknown April 10, 2012
value type.
231B 842 Text to explain how the UEFI revision is referred April 10, 2012
23.18B 845 EFI_SCSI_PASS_THRU_PROTOCOL replacement April 10, 2012
231B 847 When enrolling a PK, the platform shall not require a reboot to leave April 10, 2012
SetupMode
2318B 848 Clarification of semantics of SecureBoot variable April 10, 2012
231B 849 IFR EFI_IFR_MODAL_TAG_OP is also valid under April 10, 2012
EFI_IFR_FORM_MAP_OP
2318B 850 Clarification of responsibility for array allocation in April 10, 2012
EFI_HASH_PROTOCOL
23.1B 851 For EFI_IFR_REFRESH opcode, clarify Refreshinterval = 0 means no | April 10, 2012
auto-refresh.
23.18B 852 Various EFI_IFR_REFRESH_ID errata. April 10, 2012
23.1B 853 The EFI_HASH_PROTOCOL.Hash() description needs clarification on | April 10, 2012
padding responsibilities
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2318B 855 Clarification of UEFI driver signing/ code definitions April 10, 2012
23.1B 857 Absolute pointer typo April 10, 2012
2318B 858 Superfluous and incorrect image hash description April 10, 2012
2.3.1B 861 Globally Defined Variables Errata April 10, 2012
23.1B 862 User identity typo April 10, 2012
2.31B 863 Attributes of the Globally Defined Variables April 10, 2012
2318B 864 Typo in Question-Level Validation section April 10, 2012
2.3.1B 865 Modify Protective MBR Bootlndicator definition April 10, 2012
23.1B 866 PK, KEK, db, dbx relations clarification April 10, 2012
23.1B 867 Clarify requirment for use of April 10, 2012
EFI_HASH_SERVICE_BINDING_PROTOCOL
23.1B 869 Reference to FIPS 180 in Chapter 27.3 is obsolete and incorrect April 10, 2012
2.31B 870 Clarify FrameBufferSize definition under April 10, 2012
EFI_GRAPHICS_OUTPUT_PROTOCOL_MODE struct
2318B 871 Typo in InstallMultipleProtocollnterfaces April 10, 2012
2.3.1B 872 Change to April 10, 2012
SIMPLE_TEXT_INPUT_EX_PROTOCOL.RegisterKeyNotify/
UnregisterKeyNotify
2318B 873 Section 9.3.7 incorrectly assumes that all uses of BBS device paths April 10, 2012
are non-UEFI
231B 876 To clarify EDID_OVERRIDE attribute definitions and expected April 10, 2012
operations
23.1B 877 Table checksum update by the April 10, 2012
ACPI_TABLE_PROTOCOL.InstallAcpiTable
231B 878 Updated HIl "Selected Form" Behaviors to Reflect New Callback April 10, 2012
Results
23.1B 879 Reference to unsupported specification in SCSI Chapter (14.1) April 10, 2012
2.31B 880 netboot6 clarification/errata April 10, 2012
23.1B 881 netboot6 - multicast versus unicast April 10, 2012
231B 884 EFI_BOOT_KEY_DATA relies on implementation-defined behavior April 10, 2012
23.1B 885 Errata in the GPT Table structure comment April 10, 2012
2.3.1B 887 union is declared twice in same section April 10, 2012
23.1B 888 typo in EFI_USB_HC Protocol April 10, 2012
2.3.1B 890 Drive Configuration Protocol Phantom. April 10, 2012
2318B 891 Component Name Protocol References April 10, 2012
23.1B 893 SMM Communication ACPI Table Update April 10, 2012
2318B 896 Startimage and ConnectController return codes April 10, 2012
231C 831 PXE Boot CSA Type definition cleanup June 13, 2012
231C 874 Provide a mechanism for providing keys in setup mode June 13, 2012
231C 882 Indications Variable - OS/FW feature & capability communication June 13, 2012
231C 907 iSCSI Device Path error June 13, 2012
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231C 909 Update to return codes for AllocatePool / AllocatePages June 13, 2012
231C 912 UEFI 2.3.1 Type June 13, 2012
231C 913 Enum definition does not match what our current compilers implement. | June 13, 2012
231C 914 Error Descriptor Reset Flag clarification June 13, 2012
231C 915 For x64, Change Floating Point Default Configuration to Double- June 13, 2012
Extended Precision
231C 917 UNDI drive does not need to be initialized as runtime driver June 13, 2012
231C 921 Length of IPv6 Device Path is incorrect June 13, 2012
231C 882 Indications Variable - OS/FW feature & capability communication June 13, 2012
231D 924 New Error Code to handle reporting of IPV4 duplicate address April 3, 2013
detection
2.3.1D 926 UEFI Image Verification clarification April 3, 2013
231D 928 Best Matching Language algorithm April 3, 2013
231D 930 Clarify usage of EFI Variable Varstores in HIlI April 3, 2013
231D 934 Missing Figures and typos April 3, 2013
231D 935 Clarify chaining requirements with regards to the Platform Key April 3, 2013
231D 938 InstallMultipleProtocolinterface() is missing Status Code Returned April 3, 2013
values
231D 941 Add OEM Status Code ranges to EFI Status Code Ranges Table April 3, 2013
231D 942 ExportConfig() description does not make sense April 3, 2013
231D 943 Errata - Proposed updates to required interfaces in chapter 2.6 April 3, 2013
231D 944 Errata - Replace RFC reference April 3, 2013
231D 949 PCI 10.GetBarAttributes needs adjustment - - Address Space April 3, 2013
Granularity field
231D 950 Indeterminate behavior for attribute modifications may cause security | April 3, 2013
issues
231D 952 Clarification of requirements to update timestamp associated with April 3, 2013
authenticated variable
231D 953 Need text definitions for Device Path Media Type Subtype 6/7 April 3, 2013
2.3.1D 954 Loadlmage Errata April 3, 2013
231D 955 Clearing The Platform Key Errata April 3, 2013
231D 959 InstallAcpiTable() does not say what to do when an attempt is made to | April 3, 2013
install a duplicate table
231D 960 Typo in netboot6 description April 3, 2013
2.3.1D 962 Remove 2.3 table revision number April 3, 2013
231D 965 File 10 Async extenstion April 3, 2013
231D 970 Typo section 28.3.8.3.41 EFI_IFR_MODAL_TAG April 3, 2013
231D 971 typo April 3, 2013
231D 972 ISCSI DHCP6 boot April 3, 2013
231D 973 UNDI Mem_Map() Clarification April 3, 2013
231D 974 UNDI Incorrect CPB function names ECR April 3, 2013
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231D 975 UNDI errata to add missing memory type definitions April 3, 2013
231D 976 BrowserCallback text update to description April 3, 2013
231D 977 missing statement April 3, 2013
231D 978 Error Retun Indicates Capsule requires Boot Services April 3, 2013
231D 980 Errata on SNP Media detect April 3, 2013
231D 987 EFI_BLOCK_102_PROTOCOL has a copy paste bug describing the April 3, 2013
Token Parameter
231D 988 EFI_BLOCK_102_PROTOCOL blocks child from stopping while doing | April 3, 2013
non-blocking 1/0
231D 989 Clarify hot-remove responsibility of a Bus Driver April 3, 2013
231D 990 EFI_ATA_PASS_THRU need one clarification if it supports ATAPI April 3, 2013
device
231D 994 Spec typos April 3, 2013
231D 995 CSA link change April 3, 2013
231D 996 UEFI 2.0 version number still in the 2.3.1C spec April 3, 2013
231D 1000 Clarification to the IFR_REF4 opcode April 3, 2013
231D 1003 Missing “(* in section 11.7 April 3, 2013
231D 1011 Typo regarding Debug Port in UEFI Spec April 3, 2013
231D 1012 Touchup to text of GPT April 3, 2013
231D 1013 HIl Errata April 3, 2013
231D 1018 HIl Font Errata April 3, 2013
231D 1019 Alignment Requirements Clarification April 3, 2013
231D 1020 Clarify HIl variable store definitions. April 3, 2013
231D 1021 ATA_PASS_THRU on ATAPI device handle. April 3, 2013
24 905 Need more granularity in EFI_RESET_TYPE to support platform April 25, 2013
specific resets
2.4 920 Add a variable for indicating out of band key modification April 25, 2013
24 946 Forbid creation of non-spec variables in EFI_GLOBAL_ VARIABLE April 25, 2013
namespace
2.4 956 Require network drivers to return EFI_NO_MEDIA April 25, 2013
24 963 Add new device path node NVM Express devices April 25, 2013
24 964 Disk 10 2 Protocol to support Async 10 April 25, 2013
24 966 Spec typos April 25, 2013
24 968 HIl Forms op-code for displaying a warning message April 25, 2013
2.4 991 Greater than 256 NICs support on UNDI April 25, 2013
24 992 Adapter Information Protocol (AIP) April 25, 2013
24 993 (original ticket--superseded by 1026)
2.4 997 Driver Health Protocol error codes April 25, 2013
24 1002 Timestamp Protocol April 25, 2013
2.4 1007 Create a new Security Technologies section to avoid blurring with April 25, 2013
Secure Boot
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24 1008 New Random Number Generator / Entropy Protocol April 25, 2013
24 1009 Enable hashes of certificates to be used for revocation, and April 25, 2013
timestamp support
24 1015 Interruptible driver diagnostics April 25, 2013
24 1016 AIP Instance - Image Update April 25, 2013
2.4 1017 AIP Instance - FCOE SAN MAC Address April 25, 2013
2.4 1022 adapter information protocol for NIC iSCSI and FCoE boot April 25, 2013
capabilities and current Booot Mode.
2.4 1023 Definition of Capsule format to deliver update image to firmware April 25, 2013
management protocol
24 1024 Clarification to the NVMe Device Path text descriptions April 25, 2013
2.4 1026 (supersedes 993) Update to the AArch64 proposed Binding Change | April 25, 2013
2.4 1029 Method for delivery of Capsule on disk; Method for reporting Capsule | April 25, 2013
processing status
24 1031 NVMe subtype conflict errata April 25, 2013
24 1032 HiiConfigRouting->ExtractConfig Status Codes Errata May 16, 2013
2.4 1033 HiiConfigAccess->ExtractConfig Status Codes Errata May 16, 2013
2.4 1036 Comments on April 25 Draft May 16, 2013
2.4 1037 Add 2.4 to the system table version May 16, 2013
2.4 1044 Corrections to Mantis 1015, Interruptible driver diagnostics May 16, 2013
24 1045 PCI OpROM Device List changes to section 14.2 June 28, 2013
24 1047 Comment on Feb 25th draft - fix alignment issue May 16, 2013
24 1048 Comment against UEFI 2.4 - NVMe related May 16, 2013
24 1049 2.4 Draft April 25 has missing text for ECR 1008 May 16, 2013
24 1050 2.4 Draft April 25 has missing text for ECR 1009 May 16, 2013
2.4 1052 UEFI 2.4 Draft April 25th - corrections to ARM sections May 16, 2013
24 A 1035 PCI Option ROM Errata (five figures) Nov. 6, 2013
24 A 1053 Reduce Name space of Capsule Result variable to increase Nov. 6, 2013
performance
24 A 1054 Deprecate 6 Hash Algorithms with inconsistent usage Nov. 6, 2013
24 A 1055 Disk IO 2 errata Nov. 6, 2013
24 A 1056 text modification to definition of Nov. 6, 2013
EFI_FIRMWARE_IMAGE_DESCRIPTOR_VERSION 2
24 A 1058 Correct mistake in the system table revision Nov. 6, 2013
24 A 1059 Clarification of a return status code of HASH protocol Nov. 6, 2013
24 A 1060 Slight Clarification to FMP Authentication Requirments Nov. 6, 2013
24 A 1061 UEFI 2.4 section 2.6.2 and 2.6.3 don't use protocol hyperlinks Nov. 6, 2013
consistently
24 A 1062 EFI_CERT_X509_GUID does not specify the certificate encoding Nov. 6, 2013
24 A 1063 Correction to GPT expression for SizeofPartitionEntry Nov. 6, 2013
24 A 1064 AIP Errata Nov. 6, 2013
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24 A 1066 Errata - ISCSI IPV6 Root Path Clarification Nov. 6, 2013
24 A 1073 Add requirement for EFI_USB_IO_PROTOCOL Nov. 6, 2013
24 A 1074 Add clarifications on DMA requirements for PCI_IO Nov. 6, 2013
24 A 1075 Clarifications to Table 88. Device Node Table (Device Node to Text Nov. 6, 2013
Conversion)
24 A 1076 typo in UEFI v2.3.1d and v2.4 Nov. 6, 2013
24 A 1077 Fix wording in EVT_SIGNAL_EXIT_BOOT_SERVICES Nov. 6, 2013
24 A 1078 Adjust some text for handling Nov. 6, 2013
EFI_BROWSER_ACTION_CHANGING
24 A 1079 UEFI 2.4: Remove repetitive "the" (typo) Nov. 6, 2013
24 A 1081 Update Install Table protocol to deal with duplicate tables Nov. 6, 2013
24 A 1082 Mistake in 2.3.5.1 / 2.3.6.2 Handoff State Nov. 6, 2013
24 A 1085 Issues with Interactive password Nov.14, 2013
24 A 1088 Add revision #define to EFI_FILE_PROTOCOL Nov. 6, 2013
24 A 1089 Short-term CPER Memory Section errata Nov. 14, 2013
2.4B 1014 HIl Config Access Protocol Errata April 3, 2014
24B 1092 Clarification to PCI Option ROM Driver Loading Description March 27, 2014
24B 1101 Errata — ReinstallProtocollnterface March 27, 2014
24B 1111 Errors in DisconnectController() return code descriptions March 27, 2014
24 B 1115 Clarification on the usage of XMM/FPU instructions from within a March 27, 2014
UEFI Runtime Service on an x64 processor
248B 1118 Network Performance Enhancements Concerning Volatile Variables | March 27, 2014
24B 1120 Make time stamp handling consistent around all of the networking March 27, 2014
API's
24B 1122 Correct misleading language in the UEFI| 2.4a specification about the | March 27, 2014
EFI_ADAPTER_INFORMATION_PROTOCOL.EFI_ADAPTER_INFO_GE
T_SUPPORTED_TYPES function
24B 1124 Adding text description for NVMe device node March 27, 2014
24B 1127 USB Errata - unnecessary restriction on UEFI interrupt transfer types | March 27, 2014
24B 1128 URI device path node redux--supersedes (defunct) 1119 April 4, 2014
24B 1137 Typographic errors in the 2.4 Errata B draft April 16, 2014
24B 1146 Typos and broken links April 17, 2014
24B 1085 Error--added in missing text approved for 2.4A April 17, 2014
24 C 1042 Add Browser Action Request "reconnect” July 11, 2014
24C 1043 Ability to refresh the entire form [new content] July 11, 2014
24C 1066 Errata--reference to missing table (90) removed July 11, 2014
24C 1139 UEFI Errata on the storage security command protocol July 11, 2014
24C 1140UEFI Errata - image execution info table July 11, 2014
24C 1141 UEFI errata - ia32/x64 vector register management July 11, 2014
24C 1147 EFI_USB2_HC_PROTOCOL.AsynclInterruptTransfer() Errata July 11, 2014
24C 1150 Missing Line Break Character (HIl Errata) July 11, 2014
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24C 1162 Typo in ReinstallProtocollnterface() EFI 1.10 Extension section July 11, 2014
24C 1165 Option rom layout errata July 11, 2014
24C 1168 MTFTP Errata July 11, 2014
24C 1169 Errata - volatile networking variable cleanup July 11, 2014
24C 1170 Errata pxe bc api clarifiation July 11, 2014
24C 1172 EfiACPIMemoryNVS definition missing S4 July 11, 2014
24C 1173 EFI_IFR_NUMERIC Errata July 11, 2014
24C 1174 errata - Error in EFI_IFR_PASSWORD logic flowchart January, 2015
24C 1182 Errata - UEFI URI Device path issue January, 2015
24C 1184 errata - snp mode clarification January, 2015
24C 1185 errata - tcp api January, 2015
24C 1186 AArch64 binding clarifications and errata January, 2015
24C 1192 Cleanup GUID formatting issues January, 2015
24C 1194 Add EFI_IFR_FLAG_RECONNECT_REQUIRED January, 2015
24C 1198 EFI_ATA_PASS_THRU_PROTOCOL clarification January, 2015
24C 1200 Universal Flash Storage (UFS) Device Path January, 2015
24C 1205 Errata for Hii Set item January, 2015
24C 1209 Errata - UEFI networking API chapter 2.6 requirements January, 2015
24C 1211 EFI_LOAD_OPTION Definition January, 2015
24C 1244 sections of the spec misarranged January, 2015
24C 1257 Correct the typedef definitions for EFI_BOOT_SERVICES/ January, 2015
EFI_RUNTIME_SERVICES
24C 1287 Errata: EFI Driver Supported EFI Version not matching the spec January, 2015
revision
24C 1308 Fix typo's found in the final/published UEFI 2.4 Errata B spec January, 2015
25 1071 New EFI_HASH2_PROTOCOL February, 2015
25 1090 ESRT: EFI System Resource Table and component firmware February, 2015
updates
2.5 1091 Clarification of handle to host FMP February, 2015
25 1103 Longer term New CPER Memory Section February, 2015
2.5 1109 Smart Card Reader February, 2015
25 1121 IPV6 support from UNDI February, 2015
25 1147--REDACT February, 2015
25 1163 Inline Cryptographic Interface Protocol proposal February, 2015
2.5 1166 hash 2 protocol errata February, 2015
25 1158 errata - boot manager clarification February, 2015
2.5 1159 Proposal for System Prep Applications February, 2015
25 1167 Persistent Memory Type support February, 2015
25 1174 errata - Error in EFI_IFR_PASSWORD logic flowchart February, 2015
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25 1183 New Protocol with 2 Function for PKCS7 Signature Verification February, 2015
Services
25 1186 AArch64 binding clarifications and errata February, 2015
25 1191 Add new SMBIOS3_TABLE_GUID in February, 2015
EFI_CONFIGURATION_TABLE
2.5 1199 Add NVM Express Pass Thru Protocol February, 2015
25 1201 Exposing Memory Redundancy to OSPM February, 2015
2.5 1204 new UEFI USB Function I/O Protocol addition to the UEFI spec February, 2015
2.5 1212 UEFI.Next feature - HTTP API February, 2015
2.5 1213 UEFI.Next feature - HTTP helper API February, 2015
25 1214 UEFI.Next feature - HTTP Boot February, 2015
2.5 1215 UEFI.Next feature - DNS version 4 February, 2015
25 1216 UEFI.next feature - DNS version 6 February, 2015
2.5 1217 UEFI.Next feature - WIFI support February, 2015
25 1218 UEFI.Next feature - EAP2 Protocol February, 2015
2.5 1219 UEFI.Next Feature - UEFI TLS API February, 2015
25 1220 UEFI.Next feature - Bluetooth February, 2015
2.5 1221 UEFI|.Next feature - REST Protocol February, 2015
25 1222 UEFI.Next feature - BMC/Service Processor Device Path February, 2015
25 1223 UEFI.Next networking features - chapter 2.6 requirements February, 2015
25 1224 UEFI.Next - Adding support for No executable data areas February, 2015
25 1227 UEFI.Next feature - Platform recovery February, 2015
25 1234 UEFI.Next feature - Smart card edge protocol February, 2015
25 1244 sections of the spec mis-arranged February, 2015
2.5 1251 EFI_REGULAR_EXPRESSION_PROTOCOL and February, 2015
EFI_IFR_MATCH2 HIl op-code
2.5 1254 SD Device Path February, 2015
25 1255 UFS Device Path Node Length February, 2015
2.5 1257 Correct the typedef definitions for EFI_BOOT_SERVICES/ February, 2015
EFI_RUNTIME_SERVICES--Reiterate
25 1263 Customized Deployment of Secure Boot February, 2015
2.5 1266 UEFI.Next Feature - IP_CONFIG2 Protocol February, 2015
25 1268 RAM Disk UEFI Device Path Node February, 2015
25 1269 Configuration Routing Protocol and Configuration String Updates February, 2015
25 1287 Errata: EFI Driver Supported EFI Version not matching the spec February, 2015
revision
2.5 1288 The Macro definition conflict in February, 2015
EFI_SIMPLE_TEXT_OUTPUT_PROTOCOL.SetAttribute() in UEFI 2.4 B
25 1303 Update the UEFI version to reflect new revision February, 2015
25 1304 Add IMAGE_UPDATABLE_VALID_WITH_VENDOR_CODE to FMP | February, 2015
Check image
Version 2.5 April, 2015 XXi



Unified Extensible Firmware Interface Specification

XXii

Revision | Revision History (numbers = Mantis ticket numbers) Date

25 1308 Fix typo's found in the final/published UEFI 2.4 Errata B spec February, 2015

25 1309 Disallow EFI_VARIABLE_AUTHENTICATION from Secure Boot April, 2015
Policy Variables

25 1339 Errata in section 7.2.3.2 Hardware Error Record Variables April, 2015

25 1341 DNS4 - friendly amendment to be reviewed by USWG April, 2015

25 1342 DNSG - friendly amendment for review by USWG April, 2015

25 1345 EFI_USB2_HC_PROTOCOL Errata April, 2015

25 1346 Mantis 1288 Errata April, 2015

25 1347 Boot Manager Policy Errata April, 2015

25 1348 ERRATA - Section 10.12 April, 2015
EFI_ADAPTER_INFORMATION_PROTOCOL Custom Types

25 1350 Keyword Strings Errata April, 2015
1352 Errata for 1263 and 1227

2.5 1353 SATA Device Path Node Errata April, 2015

25 1358 v2.5 amendment and v2.4 errata (missed implementation of Mantis April, 2015
1089)

25 1360 Vendor Range for UEFI memory Types April, 2015

25 1362 HTTP boot typos/bugs April, 2015

2.5 1364 Extend supplicant data type for EAP April, 2015
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1
Introduction

This Unified Extensible Firmware Interface (hereafter known as UEFI) Specification describes an
interface between the operating system (OS) and the platform firmware. UEFI was preceded by the
Extensible Firmware Interface Specification 1.10 (EFI). As a result, some code and certain protocol
names retain the EFI designation. Unless otherwise noted, EFI designations in this specification may
be assumed to be part of UEFI.

The interface is in the form of data tables that contain platform-related information, and boot and
runtime service calls that are available to the OS loader and the OS. Together, these provide a
standard environment for booting an OS. This specification is designed as a pure interface
specification. As such, the specification defines the set of interfaces and structures that platform
firmware must implement. Similarly, the specification defines the set of interfaces and structures
that the OS may use in booting. How either the firmware developer chooses to implement the
required elements or the OS developer chooses to make use of those interfaces and structures is an
implementation decision left for the developer.

The intent of this specification is to define a way for the OS and platform firmware to communicate
only information necessary to support the OS boot process. This is accomplished through a formal
and complete abstract specification of the software-visible interface presented to the OS by the
platform and firmware.

Using this formal definition, a shrink-wrap OS intended to run on platforms compatible with
supported processor specifications will be able to boot on a variety of system designs without further
platform or OS customization. The definition will also allow for platform innovation to introduce
new features and functionality that enhance platform capability without requiring new code to be
written in the OS boot sequence.

Furthermore, an abstract specification opens a route to replace legacy devices and firmware code
over time. New device types and associated code can provide equivalent functionality through the
same defined abstract interface, again without impact on the OS boot support code.

The specification is applicable to a full range of hardware platforms from mobile systems to servers.
The specification provides a core set of services along with a selection of protocol interfaces. The
selection of protocol interfaces can evolve over time to be optimized for various platform market
segments. At the same time, the specification allows maximum extensibility and customization
abilities for OEMs to allow differentiation. In this, the purpose of UEFI is to define an evolutionary
path from the traditional “PC-AT”-style boot world into a legacy-API free environment.

1.1 UEFI Driver Model Extensions

Access to boot devices is provided through a set of protocol interfaces. One purpose of the UEFI
Driver Model is to provide a replacement for “PC-AT”-style option ROMs. It is important to point
out that drivers written to the UEFI Driver Model are designed to access boot devices in the preboot
environment. They are not designed to replace the high-performance, OS-specific drivers.
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1.2

The UEFI Driver Model is designed to support the execution of modular pieces of code, also known
as drivers, that run in the preboot environment. These drivers may manage or control hardware buses
and devices on the platform, or they may provide some software-derived, platform-specific service.

The UEFI Driver Model also contains information required by UEFI driver writers to design and
implement any combination of bus drivers and device drivers that a platform might need to boot a
UEFI-compliant OS.

The UEFI Driver Model is designed to be generic and can be adapted to any type of bus or device.
The UEFI Specification describes how to write PCI bus drivers, PCI device drivers, USB bus
drivers, USB device drivers, and SCSI drivers. Additional details are provided that allow UEFI
drivers to be stored in PCI option ROMs, while maintaining compatibility with legacy option ROM
images.

One of the design goals in the UEFI Specification is keeping the driver images as small as possible.
However, if a driver is required to support multiple processor architectures, a driver object file
would also be required to be shipped for each supported processor architecture. To address this
space issue, this specification also defines the EFI Byte Code Virtual Machine. A UEFI driver can be
compiled into a single EFI Byte Code object file. UEFI Specification-complaint firmware must
contain an EFI Byte Code interpreter. This allows a single EFI Byte Code object file that supports
multiple processor architectures to be shipped. Another space saving technique is the use of
compression. This specification defines compression and decompression algorithms that may be
used to reduce the size of UEFI Drivers, and thus reduce the overhead when UEFI Drivers are stored
in ROM devices.

The information contained in the UEFI Specification can be used by OSVs, [HVs, OEMs, and
firmware vendors to design and implement firmware conforming to this specification, drivers that
produce standard protocol interfaces, and operating system loaders that can be used to boot UEFI-
compliant operating systems.

Overview
The UEFI Specification is organized as listed in Table 1.

Table 1. Organization of the UEFI Specification

Section/Appendix Description

1. Introduction Introduces the UEFI Specification and topics related to using the
specification.

2. Overview Describes the major components of UEFI, including the boot

manager, firmware core, calling conventions, protocols, and
requirements.

3. Boot Manager Describes the boot manager, which is used to load drivers and
applications written to this specification.

4. EFI System Table Describes the EFI System Table that is passed to every compliant
driver and application.

5. GUID Partition Table (GPT) Format Defines a new partitioning scheme that must be supported by
firmware conforming to this specification.
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Section/Appendix Description

6. Services — Boot Services Contains the definitions of the fundamental services that are
present in a UEFI-compliant system before an OS is booted.

7. Services — Runtime Services Contains definitions for the fundamental services that are present
in a compliant system before and after an OS is booted.

8. Protocols — EFI Loaded Image Defines the EFI Loaded Image Protocol that describes a UEFI
Image that has been loaded into memory.

9 Protocols — Device Path Protocol Defines the device path protocol and provides the information
needed to construct and manage device paths in the UEFI
environment.

10. Protocols — UEFI Driver Model Describes a generic driver model for UEFI. This includes the set
of services and protocols that apply to every bus and device type,
including the Driver Binding Protocol, the Platform Driver Override
Protocol, the Bus Specific Driver Override Protocol, the Driver
Diagnostics Protocol, the Driver Configuration Protocol, and the
Component Name Protocol.

11. Protocols — Console Support Defines the Console I/O protocols, which handle input and output
of text-based information intended for the system user while
executing in the boot services environment. These protocols
include the Simple Input Protocol, the Simple Text Output
Protocol, the Graphics Output Protocol, the Simple Pointer
Protocol, and the Serial 1/0 Protocol.

12. Protocols—Media Access Defines the Load File protocol, file system format and media
formats for handling removable media.
13. Protocols — PCI Bus Support Defines PCI Bus Drivers, PCI Device Drivers, and PCI Option

ROM layouts. The protocols described include the PCI Root
Bridge 1/0 Protocol and the PCI 1/O Protocol.

14. Protocols — SCSI Driver Models Defines the SCSI I/0 Protocol and the Extended SCSI Pass Thru

and Bus Support Protocol that is used to abstract access to a SCSI channel that is
produced by a SCSI host controller.

15. Protocols —iSCSI Boot The iSCSI protocol defines a transport for SCSI data over TCP/
IP.

16. Protocols — USB Support Defines USB Bus Drivers and USB Device Drivers. The protocols
described include the USB2 Host Controller Protocol and the USB
1/0 Protocol.

17. Protocols — Debugger Support An optional set of protocols that provide the services required to

implement a source-level debugger for the UEFI environment.
The EFI Debug Port Protocol provides services to communicate
with a remote debug host. The Debug Support Protocol provides
services to hook processor exceptions, save the processor
context, and restore the processor context. These protocols can
be used in the implementation of a debug agent on the target
system that interacts with the remote debug host.
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Section/Appendix

18. Protocols — Compression Algorithm
Specification

19. Protocols — ACPI Protocols

20. EFI Byte Code Virtual Machine

21. Network Protocols—SNP, PXE, and
BIS

22. Network Protocols—Managed
Network

23. Network Protocols—VLAN and
EAP

24. Network Protocols—TCP, IP, IPsec,
FTP and Configuration

25. Network Protocols—ARP and

DHCP

26. Network Protocols—UDPv4 and
MTFPv4

27. Secure Boot and Driver Signing

28. Human Interface Infrastructure

Overview

29. HII Protocols

30. HII Configuration Processing and
Browser Protocol

Description

Describes in detail the compression/decompression algorithm, as
well as the EFI Decompress Protocol. The EFI Decompress
Protocol provides a standard decompression interface for use at
boot time. The EFlI Decompress Protocol is used by a PCI Bus
Driver to decompress UEFI drivers stored in PCI Option ROMs.

Defines a protocol that may be used to install or remove an ACPI
table from a platform.

Defines the EFI Byte Code virtual processor and its instruction
set. It also defines how EBC object files are loaded into memory,
and the mechanism for transitioning from native code to EBC
code and back to native code. The information in this document is
sufficient to implement an EFI Byte Code interpreter, an EFI Byte
Code compiler, and an EFI Byte Code linker.

Defines the protocols that provide access to network devices

while executing in the UEFI boot services environment. These
protocols include the Simple Network Protocol, the PXE Base
Code Protocol, and the Boot Integrity services (BIS) Protocol.

Defines the EFI Managed Network Protocol, which provides raw
(unformatted) asynchronous network packet 1/O services and
Managed Network Service Binding Protocol, which is used to
locate communication devices that are supported by an MNP
driver.

Defines a protocol is to provide a manageability interface for
VLAN configurations.

Defines the EFI TCPv4 (Transmission Control Protocol version 4)
Protocol and the EFI IPv4 (Internet Protocol version 4) Protocol
interface.

Defines the EFI Address Resolution Protocol (ARP) Protocol
interface and the EFI DHCPv4 Protocol.

Defines the EFI UDPv4 (User Datagram Protocol version 4)
Protocol that interfaces over the EFI IPv4 Protocol and defines
the EFI MTFTPv4 Protocol interface that is built on the EFI
UDPv4 Protocol.

Describes Secure Boot and a means of generating a digital
signature for UEFI.

Defines the core code and services that are required for an
implementation of the Human Interface Infrastructure (HIl),
including basic mechanisms for managing user input and code
definitions for related protocols.

Provides code definitions for the Hll-related protocols, functions,
and type definitions, including management of font, strings,
images and databases.

Describes the data and APIs used to manage the system’s

configuration: the actual data that describes the knobs and
settings.
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Section/Appendix
31. User Identification

32. Firmware Management Protocol

33. Secure Technologies

34.Protocols - Timestamp Protocol

A. GUID and Time Formats
B. Console

C. Device Path Examples

D. Status Codes

E. Universal Network Driver Interfaces

F. Using the Simple Pointer Protocol

G. Using the EFI Extended SCSI Pass
Thru Protocol

H. Compression Source Code

|. Decompression Source Code

J. EFI Byte Code Virtual Machine
Opcode Lists

K. Alphabetic Function List

L. EFI 1.10 Protocol Changes and
Deprecation Lists

M. Formats—Language Codes and
Language Code Arrays

N. Common Platform Error Record

O. UEFI ACPI Table

P. Hardware Error Record Persistence
Usage

Q. References

Description

Describes services which describe the current user of the
platform.

Provides an abstraction for devices to provide firmware
management support.

Describes the protocols for utilizing security technologies
including cryptographic hashing and key management.

Provides a platform independent interface for retrieving a high
resolution timestamp counter.

Explains the GUID (Guaranteed Unique Identifier) format.

Describes the requirements for a basic text-based console
required by EFl-conformant systems to provide communication
capabilities.

Examples of use of the data structures that define various
hardware devices to the boot services.

Lists success, error, and warning codes returned by UEFI
interfaces.

Defines the 32/64-bit hardware and software Universal Network
Driver Interfaces (UNDIs).

Provides the suggested usage of the Simple Pointer Protocol.

Provides an example of how the SCSI Pass Thru Protocol can be
used.

The C source code to an implementation of the Compression
Algorithm.

The C source code to an implementation of the EFI
Decompression Algorithm.

A summary of the opcodes in the instruction set of the EFI Byte
Code Virtual Machine.

Lists all UEFI interface functions alphabetically.

Lists the Protocol, GUID, and revision identifier name changes
and the deprecated protocols compared to the EFI Specification
1.10.

Lists the formats for language codes and language code arrays.

Describes the common platform error record format for
representing platform hardware errors.

Defines the UEFI ACPI table format.

Defines Hardware Error Record Persistence usage.

Lists all necessary or useful specifications, web sites, and other
documentation that is referenced in this UEFI specification.

R. Glossary Briefly describes terms defined or referenced by this specification.
Index Provides an index to the key terms and concepts in the
specification.
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1.3 Goals

The “PC-AT” boot environment presents significant challenges to innovation within the industry.
Each new platform capability or hardware innovation requires firmware developers to craft
increasingly complex solutions, and often requires OS developers to make changes to their boot
code before customers can benefit from the innovation. This can be a time-consuming process
requiring a significant investment of resources.

The primary goal of the UEFI specification is to define an alternative boot environment that can
alleviate some of these considerations. In this goal, the specification is similar to other existing boot
specifications. The main properties of this specification can be summarized by these attributes:

Coherent, scalable platform environment. The specification defines a complete solution for the
firmware to describe all platform features and surface platform capabilities to the OS during the
boot process. The definitions are rich enough to cover a range of contemporary processor
designs.

Abstraction of the OS from the firmware. The specification defines interfaces to platform
capabilities. Through the use of abstract interfaces, the specification allows the OS loader to be
constructed with far less knowledge of the platform and firmware that underlie those interfaces.
The interfaces represent a well-defined and stable boundary between the underlying platform
and firmware implementation and the OS loader. Such a boundary allows the underlying
firmware and the OS loader to change provided both limit their interactions to the defined
interfaces.

Reasonable device abstraction free of legacy interfaces. “PC-AT” BIOS interfaces require the
OS loader to have specific knowledge of the workings of certain hardware devices. This
specification provides OS loader developers with something different: abstract interfaces that
make it possible to build code that works on a range of underlying hardware devices without
having explicit knowledge of the specifics for each device in the range.

Abstraction of Option ROMs from the firmware. This specification defines interfaces to
platform capabilities including standard bus types such as PCI, USB, and SCSI. The list of
supported bus types may grow over time, so a mechanism to extend to future bus types is
included. These defined interfaces, and the ability to extend to future bus types, are components
of the UEFI Driver Model. One purpose of the UEFI Driver Model is to solve a wide range of
issues that are present in existing “PC-AT” option ROMs. Like OS loaders, drivers use the
abstract interfaces so device drivers and bus drivers can be constructed with far less knowledge
of the platform and firmware that underlie those interfaces.

Architecturally shareable system partition. Initiatives to expand platform capabilities and add
new devices often require software support. In many cases, when these platform innovations are
activated before the OS takes control of the platform, they must be supported by code that is
specific to the platform rather than to the customer’s choice of OS. The traditional approach to
this problem has been to embed code in the platform during manufacturing (for example, in flash
memory devices). Demand for such persistent storage is increasing at a rapid rate. This
specification defines persistent store on large mass storage media types for use by platform
support code extensions to supplement the traditional approach. The definition of how this
works is made clear in the specification to ensure that firmware developers, OEMs, operating
system vendors, and perhaps even third parties can share the space safely while adding to
platform capability.
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Defining a boot environment that delivers these attributes could be accomplished in many ways.
Indeed, several alternatives, perhaps viable from an academic point of view, already existed at the
time this specification was written. These alternatives, however, typically presented high barriers to

entr

y given the current infrastructure capabilities surrounding supported processor platforms. This

specification is intended to deliver the attributes listed above, while also recognizing the unique
needs of an industry that has considerable investment in compatibility and a large installed base of

Syst

ems that cannot be abandoned summarily. These needs drive the requirements for the additional

attributes embodied in this specification:

Version 2.5

Evolutionary, not revolutionary. The interfaces and structures in the specification are designed
to reduce the burden of an initial implementation as much as possible. While care has been taken
to ensure that appropriate abstractions are maintained in the interfaces themselves, the design
also ensures that reuse of BIOS code to implement the interfaces is possible with a minimum of
additional coding effort. In other words, on PC-AT platforms the specification can be
implemented initially as a thin interface layer over an underlying implementation based on
existing code. At the same time, introduction of the abstract interfaces provides for migration
away from legacy code in the future. Once the abstraction is established as the means for the
firmware and OS loader to interact during boot, developers are free to replace legacy code
underneath the abstract interfaces at leisure. A similar migration for hardware legacy is also
possible. Since the abstractions hide the specifics of devices, it is possible to remove underlying
hardware, and replace it with new hardware that provides improved functionality, reduced cost,
or both. Clearly this requires that new platform firmware be written to support the device and
present it to the OS loader via the abstract interfaces. However, without the interface abstraction,
removal of the legacy device might not be possible at all.

Compatibility by design. The design of the system partition structures also preserves all the
structures that are currently used in the “PC-AT” boot environment. Thus, it is a simple matter to
construct a single system that is capable of booting a legacy OS or an EFI-aware OS from the
same disk.

Simplifies addition of OS-neutral platform value-add. The specification defines an open,
extensible interface that lends itself to the creation of platform “drivers.” These may be
analogous to OS drivers, providing support for new device types during the boot process, or they
may be used to implement enhanced platform capabilities, such as fault tolerance or security.
Furthermore, this ability to extend platform capability is designed into the specification from the
outset. This is intended to help developers avoid many of the frustrations inherent in trying to
squeeze new code into the traditional BIOS environment. As a result of the inclusion of
interfaces to add new protocols, OEMs or firmware developers have an infrastructure to add
capability to the platform in a modular way. Such drivers may potentially be implemented using
high-level coding languages because of the calling conventions and environment defined in the
specification. This in turn may help to reduce the difficulty and cost of innovation. The option of
a system partition provides an alternative to nonvolatile memory storage for such extensions.

Built on existing investment. Where possible, the specification avoids redefining interfaces and
structures in areas where existing industry specifications provide adequate coverage. For
example, the ACPI specification provides the OS with all the information necessary to discover
and configure platform resources. Again, this philosophical choice for the design of the
specification is intended to keep barriers to its adoption as low as possible.
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1.4 Target Audience

This document is intended for the following readers:

[HVs and OEMs who will be implementing UEFTI drivers.

OEMs who will be creating supported processor platforms intended to boot shrink-wrap
operating systems.

BIOS developers, either those who create general-purpose BIOS and other firmware products or
those who modify these products for use in supported processor-based products.

Operating system developers who will be adapting their shrink-wrap operating system products
to run on supported processor-based platforms.

1.5 UEFI Design Overview

The design of UEFI is based on the following fundamental elements:

Reuse of existing table-based interfaces. In order to preserve investment in existing
infrastructure support code, both in the OS and firmware, a number of existing specifications
that are commonly implemented on platforms compatible with supported processor
specifications must be implemented on platforms wishing to comply with the UEFI
specification. (For additional information, see Appendix Q.)

System partition. The System partition defines a partition and file system that are designed to
allow safe sharing between multiple vendors, and for different purposes. The ability to include a
separate, sharable system partition presents an opportunity to increase platform value-add
without significantly growing the need for nonvolatile platform memory.

Boot services. Boot services provide interfaces for devices and system functionality that can be
used during boot time. Device access is abstracted through “handles” and “protocols.” This
facilitates reuse of investment in existing BIOS code by keeping underlying implementation
requirements out of the specification without burdening the consumer accessing the device.

Runtime services. A minimal set of runtime services is presented to ensure appropriate
abstraction of base platform hardware resources that may be needed by the OS during its normal
operations.

Figure 1 shows the principal components of UEFI and their relationship to platform hardware and
OS software.
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Figure 1. UEFI Conceptual Overview

Figure 1 illustrates the interactions of the various components of an UEFI specification-compliant
system that are used to accomplish platform and OS boot.

The platform firmware is able to retrieve the OS loader image from the System Partition. The
specification provides for a variety of mass storage device types including disk, CD-ROM, and DVD
as well as remote boot via a network. Through the extensible protocol interfaces, it is possible to add
other boot media types, although these may require OS loader modifications if they require use of
protocols other than those defined in this document.

Once started, the OS loader continues to boot the complete operating system. To do so, it may use
the EFI boot services and interfaces defined by this or other required specifications to survey,
comprehend, and initialize the various platform components and the OS software that manages
them. EFI runtime services are also available to the OS loader during the boot phase.

1.6 UEFI Driver Model

This section describes the goals of a driver model for firmware conforming to this specification. The
goal is for this driver model to provide a mechanism for implementing bus drivers and device drivers
for all types of buses and devices. At the time of writing, supported bus types include PCI, USB, and
SO on.

As hardware architectures continue to evolve, the number and types of buses present in platforms are
increasing. This trend is especially true in high-end servers. However, a more diverse set of bus
types is being designed into desktop and mobile systems and even some embedded systems. This
increasing complexity means that a simple method for describing and managing all the buses and
devices in a platform is required in the preboot environment. The UEFI Driver Model provides this
simple method in the form of protocols services and boot services.
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1.6.1 UEFI Driver Model Goals
The UEFI Driver Model has the following goals:

Compatible — Drivers conforming to this specification must maintain compatibility with the EF1
1.10 Specification and the UEFI Specification. This means that the UEFI Driver Model takes
advantage of the extensibility mechanisms in the UEFI 2. 0 Specification to add the required
functionality.

Simple — Drivers that conform to this specification must be simple to implement and simple to
maintain. The UEFI Driver Model must allow a driver writer to concentrate on the specific
device for which the driver is being developed. A driver should not be concerned with platform
policy or platform management issues. These considerations should be left to the system
firmware.

Scalable — The UEFI Driver Model must be able to adapt to all types of platforms. These
platforms include embedded systems, mobile, and desktop systems, as well as workstations and
servers.

Flexible — The UEFI Driver Model must support the ability to enumerate all the devices, or to
enumerate only those devices required to boot the required OS. The minimum device
enumeration provides support for more rapid boot capability, and the full device enumeration
provides the ability to perform OS installations, system maintenance, or system diagnostics on
any boot device present in the system.

Extensible — The UEFI Driver Model must be able to extend to future bus types as they are
defined.

Portable — Drivers written to the UEFI Driver Model must be portable between platforms and
between supported processor architectures.

Interoperable — Drivers must coexist with other drivers and system firmware and must do so
without generating resource conflicts.

Describe complex bus hierarchies — The UEFI Driver Model must be able to describe a variety
of bus topologies from very simple single bus platforms to very complex platforms containing
many buses of various types.

Small driver footprint — The size of executables produced by the UEFI Driver Model must be
minimized to reduce the overall platform cost. While flexibility and extensibility are goals, the
additional overhead required to support these must be kept to a minimum to prevent the size of
firmware components from becoming unmanageable.

Address legacy option rom issues — The UEFI Driver Model must directly address and solve the
constraints and limitations of legacy option ROMs. Specifically, it must be possible to build
add-in cards that support both UEFI drivers and legacy option ROMs, where such cards can
execute in both legacy BIOS systems and UEFI-conforming platforms, without modifications to
the code carried on the card. The solution must provide an evolutionary path to migrate from
legacy option ROMs driver to UEFI drivers.

1.6.2 Legacy Option ROM Issues

This idea of supporting a driver model came from feedback on the UEFI Specification that provided
a clear, market-driven requirement for an alternative to the legacy option ROM (sometimes also

10
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referred to as an expansion ROM). The perception is that the advent of the UEFI Specification
represents a chance to escape the limitations implicit in the construction and operation of legacy
option ROM images by replacing them with an alternative mechanism that works within the
framework of the UEFI Specification.

1.7 Migration Requirements

Migration requirements cover the transition period from initial implementation of this specification
to a future time when all platforms and operating systems implement to this specification. During
this period, two major compatibility considerations are important:

» The ability to continue booting legacy operating systems;

e The ability to implement UEFI on existing platforms by reusing as much existing firmware code
to keep development resource and time requirements to a minimum.

1.7.1 Legacy Operating System Support

The UEFI specification represents the preferred means for a shrink-wrap OS and firmware to
communicate during the boot process. However, choosing to make a platform that complies with this
specification in no way precludes a platform from also supporting existing legacy OS binaries that
have no knowledge of the UEFI specification.

The UEFTI specification does not restrict a platform designer who chooses to support both the UEFI
specification and a more traditional “PC-AT” boot infrastructure. If such a legacy infrastructure is to
be implemented, it should be developed in accordance with existing industry practice that is defined
outside the scope of this specification. The choice of legacy operating systems that are supported on
any given platform is left to the manufacturer of that platform.

1.7.2 Supporting the UEFI Specification on a Legacy Platform

The UEFI specification has been carefully designed to allow for existing systems to be extended to
support it with a minimum of development effort. In particular, the abstract structures and services
defined in the UEFI specification can all be supported on legacy platforms.

For example, to accomplish such support on an existing and supported 32-bit-based platform that
uses traditional BIOS to support operating system boot, an additional layer of firmware code would
need to be provided. This extra code would be required to translate existing interfaces for services
and devices into support for the abstractions defined in this specification.

1.8 Conventions Used in this Document

This document uses typographic and illustrative conventions described below.

1.8.1 Data Structure Descriptions

Supported processors are “little endian” machines. This distinction means that the low-order byte of
a multibyte data item in memory is at the lowest address, while the high-order byte is at the highest
address. Some supported 64-bit processors may be configured for both “little endian” and “big
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endian” operation. All implementations designed to conform to this specification use “little endian”
operation.

In some memory layout descriptions, certain fields are marked reserved. Software must initialize
such fields to zero and ignore them when read. On an update operation, software must preserve any
reserved field.

1.8.2 Protocol Descriptions

A protocol description generally has the following format:

P I'OtOCO| N ame. The formal name of the protocol interface.
Summary: A brief description of the protocol interface.
GUID: The 128-bit Globally Unique Identifier (GUID) for the protocol
interface.

Protocol Interface Structure:
A “C-style” data structure definition containing the procedures
and data fields produced by this protocol interface.

Parameters: A brief description of each field in the protocol interface
structure.

Description: A description of the functionality provided by the interface,
including any limitations and caveats of which the caller should
be aware.

Related Definitions: The type declarations and constants that are used in the protocol

interface structure or any of its procedures.

1.8.3 Procedure Descriptions

A procedure description generally has the following format:

P roced ure N ame () . The formal name of the procedure.

Summary: A brief description of the procedure.

Prototype: A “C-style” procedure header defining the calling sequence.

Parameters: A brief description of each field in the procedure prototype.

Description: A description of the functionality provided by the interface,
including any limitations and caveats of which the caller should
be aware.

Related Definitions: The type declarations and constants that are used only by this
procedure.

12

Status Codes Returned: A description of any codes returned by the interface. The
procedure is required to implement any status codes listed in this
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table. Additional error codes may be returned, but they will not be
tested by standard compliance tests, and any software that uses
the procedure cannot depend on any of the extended error codes
that an implementation may provide.

1.8.4 Instruction Descriptions

An instruction description for EBC instructions generally has the following format:

I n Stru Cti on N dame The formal name of the instruction.

Syntax: A brief description of the instruction.

Description: A description of the functionality provided by the instruction
accompanied by a table that details the instruction encoding.

Operation: Details the operations performed on operands.

Behaviors and Restrictions:
An item-by-item description of the behavior of each operand
involved in the instruction and any restrictions that apply to the
operands or the instruction.

1.8.5 Pseudo-Code Conventions

Pseudo code is presented to describe algorithms in a more concise form. None of the algorithms in
this document are intended to be compiled directly. The code is presented at a level corresponding to
the surrounding text.

In describing variables, a [ist is an unordered collection of homogeneous objects. A queue is an
ordered list of homogeneous objects. Unless otherwise noted, the ordering is assumed to be FIFO.

Pseudo code is presented in a C-like format, using C conventions where appropriate. The coding
style, particularly the indentation style, is used for readability and does not necessarily comply with
an implementation of the UEFI Specification.

1.8.6 Typographic Conventions

This document uses the typographic and illustrative conventions described below:

Plain text The normal text typeface is used for the vast majority of the
descriptive text in a specification.

Plain text (blue) Any plain text that is underlined and in blue indicates an active
link to the cross-reference. Click on the word to follow the
hyperlink.

Bold In text, a Bold typeface identifies a processor register name. In

other instances, a Bold typeface can be used as a running head
within a paragraph.

Italic In text, an Jtalic typeface can be used as emphasis to introduce a
new term or to indicate a manual or specification name.
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BOLD Monospace Computer code, example code segments, and all prototype code
segments use a BOLD Monospace typeface with a dark red
color. These code listings normally appear in one or more
separate paragraphs, though words or segments can also be
embedded in a normal text paragraph.

Bold Monospace Words in a Bold Monospace typeface that is underlined and
in blue indicate an active hyperlink to the code definition for that
function or type definition. Click on the word to follow the
hyperlink.

Note: Due to management and file size considerations, only the first occurrence of the reference on each
page is an active link. Subsequent references on the same page will not be actively linked to the
definition and will use the standard, nonunderlined BOLD Monospace typeface. Find the first
instance of the name (in the underlined BOLD Monospace typeface) on the page and click on
the word to jump to the function or type definition.

Ttalic Monospace In code or in text, words in Ttalic Monospace indicate
placeholder names for variable information that must be supplied
(i.e., arguments).

1.8.7 Number formats

A binary number is represented in this standard by any sequence of digits consisting of only the
Western-Arabic numerals 0 and 1 immediately followed by a lower-case b (e.g., 0101b).

Underscores or spaces may be included between characters in binary number representations to
increase readability or delineate field boundaries (e.g., 0 0101 1010b or 0 0101 1010Db).

1.8.7.1 Hexadecimal

A hexadecimal number is represented in this standard by Ox preceding any sequence of digits
consisting of only the Western-Arabic numerals 0 through 9 and/or the upper-case English letters A
through F (e.g., 0xFA23).

Underscores or spaces may be included between characters in hexadecimal number representations
to increase readability or delineate field boundaries (e.g., 0xB FD8C FA23 or 0xB_FD8C_FA23).

1.8.7.2 Decimal

A decimal number is represented in this standard by any sequence of digits consisting of only the
Arabic numerals 0 through 9 not immediately followed by a lower-case b or lower-case h (e.g., 25).

This standard uses the following conventions for representing decimal numbers:

* the decimal separator (i.e., separating the integer and fractional portions of the number) is a
period;

» the thousands separator (i.e., separating groups of three digits in a portion of the number) is a
comma;

» the thousands separator is used in the integer portion and is not used in the fraction portion of a
number.
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1.8.8 Binary prefixes

This standard uses the prefixes defined in the International System of Units (SI) for values that are
powers of ten. See “Links to UEFI-Related Documents™ (http://uefi.org/uefi) under the heading "SI
Binary Prefixes”.

Table 2. Sl prefixes

103 1,000 kilo K
108 1,000,000 mega M
10° 1,000,000,000 giga G

This standard uses the binary prefixes defined in ISO/IEC 80000-13 Quantities and units -- Part 13:
Information science and technology and 1EEE 1514 Standard for Prefixes for Binary Multiples for
values that are powers of two.

Table 3. Binary prefixes

Factor Factor Name Symbol
210 1,024 kibi Ki
220 1,048,576 mebi Mi
230 1,073,741,824 gibi Gi

For example, 4 KB means 4,000 bytes and 4 KiB means 4,096 bytes.
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2
Overview

UEFT allows the extension of platform firmware by loading UEFI driver and UEFI application
images. When UEFI drivers and UEFI applications are loaded they have access to all UEFI-defined
runtime and boot services. See Figure 2.

EFI er
Application Bootcode kg OS Loader

EFI API

EFl Image
Load

Platform
Init

Standard Drivers and Boot from Operation
firmware applications ordered list handed off

platform loaded of EFIOS to OS loader
initialization iteratively loaders
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I:l Boot Manager - EFI binaries
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Figure 2. Booting Sequence

UEFI allows the consolidation of boot menus from the OS loader and platform firmware into a
single platform firmware menu. These platform firmware menus will allow the selection of any
UEFI OS loader from any partition on any boot medium that is supported by UEFI boot services. An
UEFI OS loader can support multiple options that can appear on the user interface. It is also possible
to include legacy boot options, such as booting from the A: or C: drive in the platform firmware
boot menus.

UEFI supports booting from media that contain an UEFI OS loader or an UEFI-defined System
Partition. An UEFI-defined System Partition is required by UEFI to boot from a block device. UEFI
does not require any change to the first sector of a partition, so it is possible to build media that will
boot on both legacy architectures and UEF]I platforms.

Boot Manager

UEFI contains a boot manager that allows the loading of applications written to this specification
(including OS 1st stage loader) or UEFI drivers from any file on an UEFI-defined file system or
through the use of an UEFI-defined image loading service. UEFI defines NVRAM variables that are
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used to point to the file to be loaded. These variables also contain application-specific data that are
passed directly to the UEFI application. The variables also contain a human readable string that can
be displayed in a menu to the user.

The variables defined by UEFI allow the system firmware to contain a boot menu that can point to
all of the operating systems, and even multiple versions of the same operating systems. The design
goal of UEFI was to have one set of boot menus that could live in platform firmware. UEFI specifies
only the NVRAM variables used in selecting boot options. UEFI leaves the implementation of the
menu system as value added implementation space.

UEFT greatly extends the boot flexibility of a system over the current state of the art in the
PC-AT-class system. The PC-AT-class systems today are restricted to boot from the first floppy,
hard drive, CD-ROM, USB keys, or network card attached to the system. Booting from a common
hard drive can cause many interoperability problems between operating systems, and different
versions of operating systems from the same vendor.

2.1.1 UEFI Images

UEFI Images are a class of files defined by UEFI that contain executable code. The most
distinguishing feature of UEFI Images is that the first set of bytes in the UEFI Image file contains an
image header that defines the encoding of the executable image.

UEFT uses a subset of the PE32+ image format with a modified header signature. The modification
to the signature value in the PE32+ image is done to distinguish UEFI images from normal PE32
executables. The “+” addition to PE32 provides the 64-bit relocation fix-up extensions to standard
PE32 format.

For images with the UEFI image signature, the Subsystem values in the PE image header are
defined below. The major differences between image types are the memory type that the firmware
will load the image into, and the action taken when the image’s entry point exits or returns. An
application image is always unloaded when control is returned from the image’s entry point. A
driver image is only unloaded if control is passed back with a UEFI error code.

// PE32+ Subsystem type for EFI images

#define EFI_IMAGE_SUBSYSTEM EFI_APPLICATION 10
#define EFI_IMAGE_SUBSYSTEM EFI_BOOT_ SERVICE DRIVER 11
#define EFI_IMAGE_SUBSYSTEM EFI_RUNTIME DRIVER 12

// PE32+ Machine type for EFI images

#define EFI_IMAGE MACHINE_IA32 0x014c
#define EFI_IMAGE_MACHINE IA64 0x0200
#define EFI_IMAGE MACHINE_EBC 0x0EBC
#define EFI_IMAGE_ MACHINE_x64 0x8664
#define EFI_IMAGE MACHINE_ARMTHUMB_MIXED 0x01C2
#define EFI_IMAGE_ MACHINE_AARCH64 0xAA64

Note: This image type is chosen to enable UEFI images to contain Thumb and Thumb2 instructions

18

while defining the EFI interfaces themselves to be in ARM mode.
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Table 4. UEFI Image Memory Types

Subsystem Type Code Memory Type Data Memory Type
EFI_IMAGE_SUSBSYTEM_EFI_APPLICATION EfiLoaderCode EfiLoaderData
EFI_IMAGE_SUBSYSMTE_EFI_BOOT_SERVICES_ @ EfiBootServiceCode EfiBootServicesData
DRIVER

EFI_IMAGE_SUBSYSTEM_EFI_RUNTIME_DRIVER | EfiRuntimeServicesCode EfiRuntimeServicesData

The Machine value that is found in the PE image file header is used to indicate the machine code
type of the image. The machine code types for images with the UEFI image signature are defined
below. A given platform must implement the image type native to that platform and the image type
for EFI Byte Code (EBC). Support for other machine code types is optional to the platform.

A UEFI image is loaded into memory through the EFI BOOT SERVICES.LoadImage () Boot
Service. This service loads an image with a PE32+ format into memory. This PE32+ loader is
required to load all sections of the PE32+ image into memory. Once the image is loaded into
memory, and the appropriate fix-ups have been performed, control is transferred to a loaded image at
the AddressOfEntryPoint reference according to the normal indirect calling conventions of
applications based on supported 32-bit or supported 64-bit processors. All other linkage to and from
an UEFI image is done programmatically.

2.1.2 Applications

Applications written to this specification are loaded by the Boot Manager or by other UEFI
applications. To load an application the firmware allocates enough memory to hold the image,
copies the sections within the application to the allocated memory, and applies the relocation fix-ups
needed. Once done, the allocated memory is set to be the proper type for code and data for the
image. Control is then transferred to the application’s entry point. When the application returns from
its entry point, or when it calls the Boot Service EFI BOOT SERVICES.Exit (), the application
is unloaded from memory and control is returned to the UEFI component that loaded the application.

When the Boot Manager loads an application, the image handle may be used to locate the “load
options” for the application. The load options are stored in nonvolatile storage and are associated
with the application being loaded and executed by the Boot Manager.

2.1.3 UEFI OS Loaders

An OS loader is a special type of UEFI application that normally takes over control of the system
from firmware conforming to this specification. When loaded, the OS loader behaves like any other
UEFT application in that it must only use memory it has allocated from the firmware and can only
use UEFI services and protocols to access the devices that the firmware exposes. If the OS Loader
includes any boot service style driver functions, it must use the proper UEFI interfaces to obtain
access to the bus specific-resources. That is, [/O and memory-mapped device registers must be
accessed through the proper bus specific I/O calls like those that an UEFI driver would perform.

If the OS loader experiences a problem and cannot load its operating system correctly, it can release
all allocated resources and return control back to the firmware via the Boot Service Exit () call.
The Exit () call allows both an error code and ExitData to be returned. The ExitData
contains both a string and OS loader-specific data to be returned.
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If the OS loader successfully loads its operating system, it can take control of the system by using
the Boot Service EFI BOOT SERVICES.ExitBootServices (). After successfully calling
ExitBootServices (), all boot services in the system are terminated, including memory
management, and the OS loader is responsible for the continued operation of the system.

2.1.4 UEFI Drivers

UEFI Drivers are loaded by the Boot Manager, firmware conforming to this specification, or by
other UEFI applications. To load an UEFI Driver the firmware allocates enough memory to hold the
image, copies the sections within the driver to the allocated memory and applies the relocation fix-
ups needed. Once done, the allocated memory is set to be the proper type for code and data for the
image. Control is then transferred to the driver’s entry point. When the driver returns from its entry
point, or when it calls the Boot Service EFI BOOT SERVICES.Exit (), the driver is optionally
unloaded from memory and control is returned to the component that loaded the driver. A driver is
not unloaded from memory if it returns a status code of EFI_SUCCESS. If the driver’s return code
is an error status code, then the driver is unloaded from memory.

There are two types of UEFI Drivers. These are Boot Service Drivers and Runtime Drivers. The only
difference between these two driver types is that Runtime Drivers are available after an OS Loader
has taken control of the platform with the Boot Service

EFI BOOT SERVICES.ExitBootServices().

Boot Service Drivers are terminated when ExitBootServices () is called, and all the memory
resources consumed by the Boot Service Drivers are released for use in the operating system
environment. A runtime driver of type EFI IMAGE _SUBSYSTEM_EFI RUNTIME DRIVER
gets fixed up with virtual mappings when the OS calls SetVirtualAddressMap ().

2.2 Firmware Core

This section provides an overview of the services defined by UEFI. These include boot services and
runtime services.

2.2.1 UEFI Services

20

The purpose of the UEFI interfaces is to define a common boot environment abstraction for use by
loaded UEFI images, which include UEFI drivers, UEFI applications, and UEFI OS loaders. The
calls are defined with a full 64-bit interface, so that there is headroom for future growth. The goal of
this set of abstracted platform calls is to allow the platform and OS to evolve and innovate
independently of one another. Also, a standard set of primitive runtime services may be used by
operating systems.

Platform interfaces defined in this section allow the use of standard Plug and Play Option ROMs as
the underlying implementation methodology for the boot services. The interfaces have been
designed in such as way as to map back into legacy interfaces. These interfaces have in no way been
burdened with any restrictions inherent to legacy Option ROMs.

The UEFI platform interfaces are intended to provide an abstraction between the platform and the
OS that is to boot on the platform. The UEFI specification also provides abstraction between
diagnostics or utility programs and the platform; however, it does not attempt to implement a full
diagnostic OS environment. It is envisioned that a small diagnostic OS-like environment can be
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easily built on top of an UEFI system. Such a diagnostic environment is not described by this
specification.

Interfaces added by this specification are divided into the following categories and are detailed later
in this document:

¢ Runtime services

* Boot services interfaces, with the following subcategories:
— Global boot service interfaces
— Device handle-based boot service interfaces
— Device protocols
— Protocol services

2.2.2 Runtime Services

This section describes UEFI runtime service functions. The primary purpose of the runtime services
is to abstract minor parts of the hardware implementation of the platform from the OS. Runtime
service functions are available during the boot process and also at runtime provided the OS switches
into flat physical addressing mode to make the runtime call. However, if the OS loader or OS uses
the Runtime Service SetVirtualAddressMap () service, the OS will only be able to call
runtime services in a virtual addressing mode. All runtime interfaces are non-blocking interfaces and
can be called with interrupts disabled if desired.

In all cases memory used by the runtime services must be reserved and not used by the OS. runtime
services memory is always available to an UEFI function and will never be directly manipulated by
the OS or its components. UEFTI is responsible for defining the hardware resources used by runtime
services, so the OS can synchronize with those resources when runtime service calls are made, or
guarantee that the OS never uses those resources.

Table 5 lists the Runtime Services functions.

Table 5. UEFI Runtime Services

Name Description

GetTime () Returns the current time, time context, and time keeping
capabilities.

SetTime () Sets the current time and time context.

GetWakeupTime () Returns the current wakeup alarm settings.

SetWakeupTime () Sets the current wakeup alarm settings.

GetVariable () Returns the value of a named variable.

GetNextVariableName () Enumerates variable names.

SetVariable () Sets, and if needed creates, a variable.

SetVirtualAddressMap () Switches all runtime functions from physical to virtual
addressing.

ConvertPointer () Used to convert a pointer from physical to virtual
addressing.

GetNextHighMonotonicCount () Subsumes the platform's monotonic counter

functionality.
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Name Description

ResetSystem() Resets all processors and devices and reboots the
system.

UpdateCapsule () Passes capsules to the firmware with both virtual and
physical mapping.

QueryCapsuleCapabilities () Returns if the capsule can be supported via
UpdateCapsule ().

QueryVariableInfo () Returns information about the EF| variable store.

2.3 Calling Conventions
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Unless otherwise stated, all functions defined in the UEFI specification are called through pointers
in common, architecturally defined, calling conventions found in C compilers. Pointers to the
various global UEFI functions are found in the EFI_RUNTIME SERVICES and
EFI_BOOT_SERVICES tables that are located via the system table. Pointers to other functions
defined in this specification are located dynamically through device handles. In all cases, all pointers
to UEFI functions are cast with the word EFIAPI. This allows the compiler for each architecture to
supply the proper compiler keywords to achieve the needed calling conventions. When passing
pointer arguments to Boot Services, Runtime Services, and Protocol Interfaces, the caller has the
following responsibilities:

» Itis the caller’s responsibility to pass pointer parameters that reference physical memory
locations. If a pointer is passed that does not point to a physical memory location (i.e., a memory
mapped I/O region), the results are unpredictable and the system may halt.

* Itis the caller’s responsibility to pass pointer parameters with correct alignment. If an unaligned
pointer is passed to a function, the results are unpredictable and the system may halt.

o Itisthe caller’s responsibility to not pass in a NULL parameter to a function unless it is explicitly
allowed. If a NULL pointer is passed to a function, the results are unpredictable and the system
may hang.

* Unless otherwise stated, a caller should not make any assumptions regarding the state of pointer
parameters if the function returns with an error.

e A caller may not pass structures that are larger than native size by value and these structures
must be passed by reference (via a pointer) by the caller. Passing a structure larger than native
width (4 bytes on supported 32-bit processors; 8 bytes on supported 64-bit processor
instructions) on the stack will produce undefined results.

Calling conventions for supported 32-bit and supported 64-bit applications are described in m