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How Polish Mathematicians

Deciphered the Enigma

MARIAN REJEWSKI

The paper gives a personal view of work in the Polish Cipher Bureau Fom
1932 to 1939 as mathematicians worked to decipher the codes of the
military version of the Enigma. The author, who was a participant. relates
details of the device and the successes and frustrationsinvolved in the
work. He also describes mathematical principles that enabled him and his
colleagues to break successive versions of the Enigma code and to
construct technical devices (cyclometers and "bombs'’) that facilitated
decipherment of Enigma-coded messages.

Keywords: Enigma, cryptology
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; Introduction

At the end of 1927, or possibly at the begi nning o
1928, a parcel containing radio equipment, according
- to the declaration, arrived fram Germany at the cus-
- toms house in Vdr saw Because the parcel had been
- sent erroneoudy in place of other equipment, arep
- reentative of a German firm very insistently de-
- manded the return o the parcel to the German
- government before it was cleared through customs.
- HIs demands wereso urgent that they awakened the
- sugpicionsd the customs officers, who informed the
- Cipher Bureau of the Second Department o the Gen-
~ erd Staff, an ingtitution interested in every kind o
| innovation in the area d radio equipment. Since it
- heppened to be Saturday afternoon, the employees
- delegated by the bureau had timeto study the matter
- at leisure. The box was carefully opened, and it was

This article was entitled “Jak matematycy polscy rozszyfrowali
Enigme” in the Al S of the Polish Mathematical Society. Series
II, Wiadomosci Matematyczne, VOlume 23, 1980, 1-28, copyright
© Pasistwowe Wydawnictwo Naukowe, Warsaw, 1980, translated by
Joan Stepenske with the permission of the publisher. Trandation
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determined that indeed it did not contain radio equip-
ment; it containeda cipher machine. Themachinewas
thoroughly examined, and then the box was carefully
refastened.

Youcanessily surm se thatt hi s cipher machinevas
the Enigma--clearly the commercid verson—be
cause at that time the military version was not in use
at dl. The episode had no immediate significance,
being smply the time the Cipher Bureau became
interestedinthe Eni gn& machineand manifested that
interest by the completely lega purchase of another
unit of the commercia machine.

When the first machine-enciphered' messages ap-
peared on the air on July 15, 1928, transmitted by a
Qerman military station, Polish radio telegraphers
working at monitoring stations began to pick up the
transmissions. Polish eryptologists in the German sec-
tionvof the Cipher Bureau received-orders to undertake
an attempt to decipher them. But the effort was
unsuccessful and after a time was terminated. Very
minute traces o that work were left in the form of
several sheets of paper densely filled with writing; the
cominercial version of the Enigma machine also was
available.

Editpr’s. Note. We would liketo thank Jean Stepenskefor.
translating this article from the Polish. We 'alsowant to
thank Zbigniewbsgqueni'éxidfwmd}shw M. Turski for -
. obtaiming , ..o . : )
tran;lation: earegateﬁlifﬁ%:;%ﬁg ?e‘nenen f"(')‘g&lfﬁ:lilrg
bibliggraphic data. " . - ’
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But the Cipher Bureau, whose chief at that time
was Magjor F. Pokorny (relatedto the famous eryptol-
ogist O the Austrian army during World Var |, Cap-
tain Herman Pokorny), did not give up. At the end of
1928, a coursein cryptology was set up in Poznan for
studentswho were completingtheir course of study in
mathematicsand were fluent in German. When the
course ended, a temporary branch o the Cipher
Bureau was formed in Poznai for some d the partic-
ipants. Findly, on September 1, 1932, three math
graduatesemployed i n the agency were hired for per-
manent work at the Cipher Bureauin Warsaw, located
on Saski Square in the General St Building, which
isno longer standing.

There we three (Jerzy Rozycki, Henr yk Zygdski,
and Marian Rejewski) received as our first indepen-

Marian Regewski was born on August 16,1905, in
Bydgoszcz, Poland, where he graduated from
secondary school in 1923, He studied mathematics
at the University of Poznar and after receivingthe
degree of Master of Philosophyin 1929 he spent a
year in Géttingen specializingin the mathematics of
insurance underwriting.From September 1936 to
September 1932 he was a lecturer at the I nstitute of
Mathematicsat the University of Poznari. At the
same timehe worked at the Poznari branch of the
Pol i sh Cipher Bureau (thecipher bureau of the
General Staffdf the Polish army). He was
transferred fromthat office to Warsaw where the .
eventsrelated in thisarticle took place. After the -
war, Rejewski returned to Poland. For the next
twenty years, untif heretiredin February 1967, he,
worked in Bydgoszez asa clerk in variousfirms. He
diedin Warsaw on February 13, 1980.

S

dent assignment the task of solving a code o the
German navy. To da’this, knowledge d the German
language was very hdpful. Bat, as | will try to meke
clear later, knowledge d the language vwas not as
usefu as familiarity wth mathematics. Thegreat con
tributiond Mgor Pokorny, and d so o hissuccessors
Lieutenant Colonel Karol G. Langer and CaptainMak-
symilian Ciezki, isthat considerably earliert han their
counterpartsin other cipher bureausthey understood
the usefulness of requiring cryptologists to be mathe
nati cs graduatesaswell as to know | anguages.

Here | will introduce another person, whom | will
mention again, who played an absolutely exceptiond
role in bresking the Eni gna cipher: Generad Gustav
Bertrand d the French army, who died in 1976. In
1932 (at the rank o captain),as leader o the French
intelligence section D, he procured and ddivered to
the Polish Cipher Bureau intelligence nateria's of
tremendous significance; after that he repeatedly in
fluenced the fate o the Polish cryptologists in asub-
stantial way and eventually made their decisive role
in breaking the Enigma cipher known to the world
{Bertrand 1973).

It isnot my purpose to describe the commercid or
military machinein detail; | will briefly present o'y
what is needed for the understanding d subsequent
arguments. The machine (Figure 1) had the Sze and
appearance d a portable typewriter, with 26 keys
labeled with the lettersd the Latin alphabet, but in
place o typebars it had a platform with 26 eectric
lamps (the kind used in flashlights) labeled with the
same letters as the keyboard. A battery provided
electric current.

Themostimportantparts o themachinewerethree
rotating coaxia enciphering dr uns I, I, and I that
could be mutually transposed (inFi guresland 4these
drums are in the positionsdenoted by the lettersL,
M, and N) as wel asafourthdr umknown asreflecting
drum R (immovablein the military maching). A ring
vith the 26 letters d the alphabet engraved on the
circumferencewas fixed to each enciphering drum, as
illustrated in Figures2 and 3 The letter postioned at
the top could beseen through a small window located
in the metal cover d the machine. The ring could be
rotated Wt h respect to the rest of the drum

The central part of each drum was an ebonite disk.
Twenty& dationary contacts were positioned con
centrically along one- side of the ring (visible on the
right side d Figure 3) and connected irregularly by
insulated wires to the 26: spring contacts:locatéd on.
the other Sde, also positioned concentrically (visble
on theleft Sde of Figure 3). The reflecting drum had
26 spring CONtacts on one side only; they were inter-
connected in an irregular fash on' '

v : . : e R PO
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When a key is pressed on the machine, enciphering
drum N (that is, the drum at the rightmoest postion
) turns 1/26th of the circumference. Current from
the depressed key flowsthrough the threeenciphering
drums, throughth e reflectingdr umagainthrough the
enciphering dr uns, and lightsoneof thelamps (Figure
4). When key u, for example, is depressed, a lamp
labded with another letter lights (differingfrom the
depressad | etter; in Hgure4 thisistheletter d) ; at the
next depresson o the same key u, one gets—as a
result d the rotations of the drums performed in the
meantime—a different enciphered letter, usually a
different lampli gits.

Inthi s way, whenaseries o lettersdf unenciphered
text (called plaintext) is keyed, the letters o the
successvey lighted lamps constitute the ciphertext.
Convardy, when aseriesd cipher lettersiskeyed in
the same way, the sequenced lighted lamps génerates
plaintext. In dther words, under each aprangement of
the drums, the actual cipher permutation isan inve-
[ution, equivalent to the product of 13 transpaesitions.

)
- - [t
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Figure 1. Gnerd view o themilitary Enigma.
Woden outsde cover
Metal lid covering drums and lamps
O, Windows in the metal lid for wewmgthe
cor respondi ng to each lampis on the w nd
O, Windowsfar viewing letters on movablerings
Drums , H)

(the letter

Lever fastening drums
Lamps

Keyboard

Plug-type switchboard

Clearly, the number o enciphering drumswith dif-
ferent interconnectionsis

26! = 403,291,461,126,605,635,584,000,000

and the number o different reflecting dr uns is

2O = 7,905,853,580,025

. 2P.137 13

Therefore, the factory naki ng these Enigmas could
provide each | ot of machines that a customer ordered
with different drum connections. Thisis particularly .
relevant for the drums of military machines, which
obvioudy must have different conriections from the
drurns of any commiercial nachi re. Every setof druims
for military- machmes (numbering an. estimated
100,000 to 200,000 du.rmg wartime) had thesame con-
nections,. so cryptographers from any xmhtary tmit
copuld communicate with any other unis, asmlong as .
th;en' machines were Set to the same key.

PR
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Figure 2. Enciphering drums (see Figures 1 and 4)

The key—the starting pogtion for the dr uns- - was
asecond secret d the military Enigmaapart from the
interconnectionsd’ the drums. Eachencipheringdrum
can be set 26 different ways therefore, three drums
can beset 20 = 17,576 ways Since asegquenced three
druns on a shaft can again be arranged in six ways
the settingsand ordering o thedr uns together result
in6 . 26° = 105456 posshilities. That number seemed
too low to the specidists from the German Cipher
Bureau, so they added something in the nature d a
telephone switchboard to the military verson of the
machine. Thi s madeit possibletointerchangesix pairs
d lettersfredy, which created an additional

———26! = 100,391,791,500
P.61-148 T

new posshilities. So now the Germans figured that
even if the enemy captured an actua military ma
chine, perhapsas aresult of military operations, with-
out knowing the key they would be unable to deci pher
any messages. | will try to demondrate that- the
Germans were mistaken in thisview.

The collection o settings imposed on crypto-
graphers—the settings of the drums, their ordering,
sdected switchboard connections, and certain other
settings, which | will not di scuss for the time being—
wascaled the daily ey (adthoughseverd elementsd
that key were changed more frequently than every 24
hours, especidly during the last phase d the war;
otherswere changed lessfrequently, particularly dur-
ing the initia period d the machings 9. Cryptog-
raphersreceived the daily key in theform of aprinted
tablefor a period d an entire month.

Thi s is not the last o the secretsd the military
Enigma. Encipheringall méseages on agiven day with

thesame pogtion of the drums would be tantamount

_ Iﬁﬁré -

to exposing thosé messages, since the first Jétters of all
messages would then form aletter-for-letter substitu-
tion—that is a very dementary ciphertext, easlly -
solved when havi ng enough materials; the second let-
tersof all messagea would determine another substi-
tution, and o on. These are not mersly theoretical
considerations In France in 1940 we sol ved a SVss
cipher machine of the Eni gna type exaetly in this
way. Because d this, selection df the setting o the
drums at which encipherment of a given nessage
began was |€eft to the discretion of the German enci-
pherer, who hadto conmoni cat e that initial settingto
his deciphering colleague so that the latter vaud
know how to set the drums in order to read the
message. This r equi r ed sendi ng threeletters (theGer-
nans bdieved they should be enciphered), and be-
cause radio did not always ensure good reception, the
letters had to be sent twice, enciphered each time;
thussix letters were inserted at the begi nni ng o the
given message. These three |etters, freely chosen by
the cryptographer, were called the nessage key, as
distinctfranthedaily key, and they constituted the
third secret d the military cipher Eni gna.

MessageKeys

In the autumn of 1932 I was separated from my colleagues
up to that time, Rézycki and Zygalski; I was assigned my
own cubicle in the building of the General ST and vas
instructed tO resume the study of the Eni gna that hed
been abandoned by my predecessors.

Today, after the passing d amogt half a century, |
nolonger remember whether at that time | understood
the differences in the structure of the military and
commercid Bl gnas. It islikely that | received this
informationsomewhatlater, but in any case it wasnot
useful to me in the initial stage d nmy work. The
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Figure 4. Diagram of the flow of current in the military
Enigma.

bebenki = drums

lampki = lamps

klawisze = keyboard

lacznica Wtyczkowa= plugboard

commercid machine we had purchased, as wdl as
dozensdf messages enciphered each day on the mili-
tary Enigma, was placed at my disposd.

The fact that the first six letters of each message
formed its three-letter key, twice enciphered, was ob-
vious, and I will not dwell on the matter. But what
else could be done? I will show how 1 proceeded at
that time, and then I will try to justify my procedure.

I wrote down separately the first six letters of all
messages from a given day—that is, their keys tw:ce
enciphered. Every key that had the same first letter
also obvicusly had the same fourth letter. The sarne
can be said about the second and fifth and the thini
and sixth.

‘1 'selected a key arbitrarily and wrote its ﬁrst ﬁnd
fourth letters side by side. Then I looked for a key

“having the fourth letter of the previous key as lts first

- letter. I wrote the fourth letter of this kéy bes;de t.he o
fourth letter of the previous key. Proceeding ufthxs .

M. Raewski - Pdish Enigma Wak

way, after a certainnumber of st eps | encounteredthe

first letter that | had written. The second time | did
not copy thisrepeated letter, but enclosed the letters
| had already written in parentheses. An example will
illustrate my procedure moreclearly. Let

dmgq vbn
buy
puc fmg

be three somewhat artificially chosen enciphered keys
d messages on a given day. For greater clarity |
divided each key in hdf so that thefirst threeletters
were the key under the first encipherment and the
next threel etterswerethesecond encipherment. Then
| took the letter d from the first message and wrote
the fourth, v, besideit. Next to it | wrote the fourth
letter o the message starting with v (that is, p) and
thefourth letter o the message starting with p. | got

dvpf

From the keysd subsequent nassages it would turn
out that awhole cycled letters would emerge

dupfkxgzyo

From the remaining keys other cycles would emerge.
In this vay the aggregate of cyclesformed franthe
first and fourthletters could beseenas inthefollowing
example:

AD = (dupfkxgzyo)(eiimunglht)(be)(rw)(a)(s)

| labeled the aggregate o cyclesAD to dgnify that
it aroseframthefirst and fourthlettersof the nessage
keys of the given day. | proceeded in a similar way
withthesecond and fifth aswdl asthethird and sixth

lettersd the keysand came up with a representation
like. the following: -

= (dupfkxgzyo) eifmunglht)(be)(rw){a)(s)

BE (blfqveoum) (hjpswzzrn) (axt) (cgy) (d) (k)

CF

Thls su-ucture is most charactenstxc and although -
the Yepresentdtion of such a structure was different
ed¢hrday, one trait was always the-same: in each line
thgcycles of the same length always appeared in pa.u‘s

(abvlkt]gfcqny) (duzrehlxwpsmo)

el 3", July 1961
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How can one explain the origin of the characteristic
structure? If | wereto presseach key in successonin
such away that the positiond theencipheringdr uns
did not denge—by keeping one key depressed, for
example—then different lamps would light contin-
udly. In this way a certain permutationd theletters
would appear. Under a different setting o the druras,
the permutation would clearly be different, but the
reflecting drum would cause d| permutations to be
composed exdusively o the transpositions. For ex-
ample, if striking key t would cause lamp z to light,
then striking key z under the same setting o the
dr ums would causelamp ¢ tolight. (Intheintroduction
I mentioned that plaintext yieds ciphertext, and ci-
phertext yieldsplaintext.) '

One can easly veify that if theSx successive per-
mutations arising from enciphering the message keys
twice are denoted by the letters A to F, the products
d the permutationsAD, BE, and CF will beidentica
to the expressions congtituting the characteristic of
the given day, therebyj usti fyi ng this notation.

Yes, but why in these expressonsdo cyclesdf the
samelength dwaysappear in pairs? That also can be
explained easily by proving the following theorem:

If twopermutationsX and Y o thesamedegree
consist exclusvely of disjeint transpositions, then
the number o digoint cycdesoft he samelengthin
theproduct XY is even.

One can d so prove thefadlowing converse theorem:

If in some permutation (of an even degree)
differentcydesd the same |ength appear in
pairs, that permutation can be considered as the
product XY of auo permutations X and Y, each of
them being formed by digoint transpositions only.

A smple proof of these theoremsis lengthy and will
not be given. The fallowing also can be shown:

1 Lettersbelonging to one and the same
transposition of permutation X or Y adways
belong tot wo different cycdesdf the same
permutation XY.

2 YA oF permudation X Belo "’”es“kehﬁf“e
transposition, their neighboringletters (oneon

the right, the Other On the left) also belong to
the same transposition.

An appropriateinterpretation d thesefacts implies
that it is sufficientto know the practices of eryptog:-
raphers in order to reconstruct all message keys com:

pletely. As an example, cryptographersare inclined to
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choose three identica letters such.as aaa, bbb, and
the like as message keys Let us examinethe charac-
teristic shown earlier (Equationl).Becausetheletters:
a and sform one-letter cyclesin the product AD, if
the key aaa is to be found among the message keys,
the encipherment o the first |etter has to be s. Sup-
pose that among the enciphered message keys of a
given day there were three keys beginning with the
letter s

sug smf
gmspo
syx scw

The enciphered key sug snf could not come from
the letters aaa, since the second letter » isfoundin
the nineletter cyde d the product BE, while a is
found in the three-letter cycde o the same product.
Similarly, the enciphered key §m spo could not come
fromthe letters aaa, sincetheletter jisasofoundin
the nine-letter cyde. The enciphered key syx sew
could resultfrantheletters aaa, however, sinces and
aarefound in two one-letter cydesd product AD, y -
and a bdong to two different three-letter cydes o
product BE, while x and a bdong to two different
thirteen-letter cyclesdf product CF.

The fact that the enciphered key syx scw redly
denotesthe lettersaaa under encipherment vas con
firmed by the fact that with this very assumptiona
great many other enciphered keyscould be deciphered
as segquences bbb and ece.

Thus, one o the isteries o the Enigma cipher,
the secret o the messagekey, wassolved. It isinter-
eding that knowledge d neither the postionsd the
drums nor thedally keys— in other words, nonecdf the
remaining secretsd the Eni gna dpher—was needed
to attain thisresult. A sufficient number o messages
from the sameday were needed, around 60 specimens,
for the characteristic structure AD, BE, CF to be
established.

Beddes this, a good knowledge o the practlce d
cryptographers regarding the sdection d a message
key was necessary. \When | first assumed that,there
would be many keys of the SOrt aaa; bbb, etc., it was
only a hypothesis that luckily turned out to betrue
The changing tastes of cryptographers were yery care-.

followed, and other predilections were uncovered.
%r example, when the use o three identical letters
was forbiddeh, the cryptographers started avéiding
even double: repetitions of a given letter. That trait
also was enough to determinewhat the meSsage- keys-
werebefore encipherment. e T e

i
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These and severd S rila methods were developed.
It is wdl known that ‘a human being gifted vith
- constiousnessand memory does not have the ability
toimitate chancein a faultless manner. Anong other
things, it isthe task of a eryptologist to uncover and

suitably makeuse o these deviationsfrom chance.

“Interconnections of the Drums

It would have been better for the Germans if the
message keyshad not been enciphered at all because
encipherment, as we haveseen, not only did not guard
agang exposure but in addition supplied a bonusin
theform of six successve permutations, A to F. As |
- will demonstrate, knowing them brought me closer to
-finding the dr umconnectionsdof the military Eni gna.
- First, | must describewhat goeson inside themachine
interms d operationson permutations. | denoted by

| theletter Sthe permutation produced by the switch-
boad by the letters L, M, and N permutations from

the three enciphering drums, labeling them from left
‘  to right, and by the letter R permutations from the
reflectmg drum. Another drum should be mentioned:
theinitia drum, which vas stationary and constituted
L atransition from the switchboard to drum N; | de-
- noted this drumby the letter H. The path o the
i current could then be expressedin the following way:

f» SHNMLRL™ M~'H"'S™

i Because drum N rotated by 1/26th of itS circumfer-
enewith each strokeof a key, | had to introduce still
another specia permutation that would take this ro-
tation i Mo account. This permutation, which | Wl
. dwaysdenoteby theletter P, changed eachletter into
athenextletterlnthealphabet atob, btogc,...,2zt0
- a PermutationsA through F could now be repre-
sented interms d thefollowing equations:

A = SHPNP'MLRL'M™'PN~'PT'H"'S™
B = SHP’NP*MLRL'M™'P’N~'P*H~'S™*

F =SHP°NP*MLRL'M'P°N-'P*H™'S™ -

- In writing these equations, 1 assumed:that onlj the
' drum on the right, N, revolved, while dfums L and M
- did not turn at all during the six successive keystrokes.

' This assumption is correct in 21 out of26 cases on the
‘j average, wl‘uch is suﬁic:ent to justify’ it. In such acase

M. Rgewnski + Rdish Enigma Wak

the expresson MLRL™'M™ is repeated in dl 'the
preceding equations and can be replaced temporarily
by the letter Q, which denotesa fictitiousreflecting

drum o

Q= MLRL™'M"! (2)

This allows our set of equations to be smplified
significantly.
A = SHPNP'QPN~'P'H™'S™!
B =SHP®NP QPN 'P*H'S™!

F = SHPE NP *QP°N'P*H'S™’ @)

The actual problem lay in solving the above set of
six equations with four unknown permutations S, H,
N, and Q Redizing the difficulty of the problem, |
first tried 1O reduce the number o unknowns.Sincein
the commercial machine the connectionsd theinitia
drum had theform

H= quertzuioasdfghjkpyxcvbnml
\ abedefghijklmnopgrstuvwxyz

(wheretheupperlined the permutation H represents
the aphabet as given on the machines keyboard), |
originally assumed that permutationH had the same
form on the military machine, because on both the
commercia and military machinestheletterswerein
thesame order on the keyboard. | finally realized that
this hypothesis was incorrect and had led to much
needless work and considerablelossd time—so much
that thestudy of the Enigmawvas amost discontinued
once again. Thus, an unusua event had taken place
here: the Cipher Bureau's purchase o a commercid
ma¢hine withtheintentionof smplifyingthebreaking -
of themilitary Enigma cipher actually greatly impeded
thetask

For the time being, however, | assumed that per-
mutation Hwas known. So | had aset of Sxequations -
in three unknowns S, N, and @. While I puzzled over
how.to solve that set of equations; on Décember 9;°
1932 ‘completely unexpectedly and at the most oppor-
tune moment, a photocopy of two tables of dally keys :
for' September and October 1932 wais delivered t6 me.

Now the situation changed radieally. Since the table - -
of keysalgo included a daily change in the connections’
of {"e amtchboard I could conmder permutatmn Sas
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given and transfer it, in the same way as the known
permutation H, totheleftsde d theset d equations,
which would takeon the following form:
H™'S™'ASH = PNP™'QPN~'P™!
H'S™'BSH = P’NP*QP*N'P*

H'S'FSH = P°NP°QP°N'P~*

In thisset d equations, dl permutations on theleft
side are completely known, and on the right side only
permutations Nand Q are unknown. \We again trans-
form both sides d the first equation by the internal
automorphism determined by P, the second equation
by P? etc., and to be concise we denote the | eft Sides
by theletters U through Z.

U=P'H'ST'ASHP = NPT'QPN™*
P?H"'ST'BSHP? = NP’QP°N™"

Z = P-*H"'S"'FSHP® = NP °QP°N"!
In addition, we will form new productsby multiply-
i ng consecutivepairs d these equations.
UV =NP{QP'QP)PN™!
VW = NP-3(QP~'QP)P’N™!

YZ = NP~(QP'QP)P*N

from which, by diminating the common expression
QP"'gP, we get the set o four equations with only
thesingle unknown NPN!,

VW = NP-'N-{UV)NPN"!

WX = NP-'N-(VW)NPN™!
XY = NP-'N"(WX)NPN-!
YZ = NP'N-YXY)NPN"

We see that the expresson VW istransformed from
theexpression W by theuse d permutation NPN
Writing VW under W i nall possible ways—and there
are dozens of such ways—we get dozens of po&s.lb]e
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solutionsfor the expresson NPN ™. Similarly, WX is
transformed from VW by using the same expresson
NPN™, Therefore, writing WX under VW we again
get dozens o possible solutions for the expresson
NPN™' One d thesesolutions has to beidentica to
one d those previoudy obtained. That one is our
desired NPN, Thelast two equationsin XY and YZ
are aready superfluous.

The rest isstraightforward. It is sufficient to write
the known permutationPindl 26 possible waysbdow
the expression that was obtained for NPN~! in order
toobtain 26 variantsfor connectionsd drum N. Which
d these variantswe choose does not have grest si g-
ni fi cance for the time being, sincethe choiced onear
the other variants denotes only a greater or lesser
rotationd thefixed-contactsiderel ativeto thespring-
contactsideindrum N. Thefinal determinationd the
actud rotationy can takeplace only later.

Thi s ishow the problem looked in theory, In prac-
tice das, it was different. From the aboveformulasit
appearsthat the products W, VW, WX, XY, YZ dl
ought to besinilar to each other. But that was not
the case, and consequently it aso was impossible to
wite those products beneath one another. And even
though | carried out the sameoperation repeatedly an
the material from different days, because | suspected
that a shift o the middle drum occurred, the result
was aways negetive. Carrying out the tests took a
great dedl 0 time, and the discontinuation d work on
the Enigma was ddiberated again, when | findly
redlized that the reason for my bad luck might be only
an incorrect assumption regarding the connections d
theinitial drum

A small digression here. | have every reason to
believe the British cryptologists did not manage to
solvethe problem because d the difficulty caused by
the connections 0 theinitia drum. First,in July 1939,
when representativesd Polish, French, and British
cipher bureausattended a meeting in Poland, the first
question put forth by the British eryptologist Alfred
Dillwyn Knox vas: ""What are the connectionsd the
initial drun?  Second, Penelope Fitzgerald, Knox's
niece, in her book, The Krox Brothers(1978), stated
that Knox was furiouswhen heredized how smpleit
Was

Whdt, then, were the connections o the initia
drum? It turned out later that it was possibleto find
them using a deductive appreach, but in December
1932, or perhaps eerly in 1933 | came up with the
settings by guessing: I' assimed that since the keys
were riot- connected With successive contacts,d the
initial drum in the-order of letters on the keyboard,

very Ilkely they were corinécted in alphabetlcal order,




that is, the permutation created by the initial drum
‘was the identity, and it was possible to disregard it -

altogether. Thi S time | was in luck. The hypothesis
‘tuned out to be correct, and the first test gave a
positive result. As if under a magic spdl, numbers
daaing the settings o the drum N began flowing
from My pendl. So that is how the settings of one
drum the right-hand one, at last became known.

- How were the connectionsd the remaining drums
found? Recall that | received a photocopy o daily
‘keysfor a period of two months, September and Oc-
tober 1932. At thistime a change in the order d the
drus on the shaft occurred every quarter. Because
 September and October belong to two different quar-
ters they had different orderings d the druns, with
different dr uns located on the right-hand Side. There-
fare during both quarters| wasableto employ exactly
thesamemethod for findingtheir connections. Finding
the connections o the third drum and, in particular,
the reflecting dr um did not present great difficulties
by then. Likewise, there was no difficulty with the
determination of either the exact rotation d the aides
o the druns relative to each other or the moments
whn a revolution d the left-hand and center drums
occurred.

In principle, the work required for settling these
particularsconsisted d attempts to decipher parts of
Fvad messages from ths period and incorporating
axh corrections in the drum settings so that corn-
pletely error-free segmentswould be obtained. Some
smplification of this work was due to the German
ingructionsfor usi ng the Enigma machine that were
ddivered together with the monthly tables d daily
keys, In the instructions the plaintext of a certain
messegeand itsactual encipherment under aspecified
daily key and message key were provided as an ex-
ample In later editionsof the same instructions, the
examplethat was provided was always fictitious.

Because, as| havealready stated, it turned out that
the connectionsdf theinitial drum could be found by
deduction and not just by guessing, the obvious next
question was whether one could not also solve the set
of equations (Equation 3) and in this way obtain the
connections of the drums by a deductive approach
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not known whether Equation 3 is solvable. Admit-

tedly, another approach to the reconstruction of the
drum connections has been found, in theory at any
rate. But that approach is imperfect and laborious.
Even a superficial description would result in furthér

lengthening of this article, so I will mention only that

it requires the possession of messages from two days

of 1dent1ca.l or very similar connections of 'the drums,_'
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therefore; finding the connections of the drums would .
depend on luck. In addition; it requires so many tests -~
that it isnot clear whether the director o the Cipher
Bureau would have had enough patience to employ
several workersfor a long period without certain at-
tainment o success, or whether he would have once -
more discontinued wor k on the Eni gna

Therefore, the conclusion is that procurement of
intelligencemateria was the decisvefactor in break-
ing the machines secrets. Many y e . later | found
that the source d the material was the already men-
tioned Captain Bertrand.

The Dally Keys

As soon as the connections of the drums became
known, the search began for waysto discover thethird
and find secret of the Eni gna, thedaily keys. Earlier,
a commercid machine was suitably remade m the
technical section d the Cipher Bureau. | was told
(probably at the begi nni ng d January 1933) tolet my
two colleaguesHenryk Zygalski and Jerzy Rézycki in
on the secret S0 they could read cipher materia from
the two months & September and October 1932 by
maki ng use d the daily keysthat were delivered by
Frenchintelligence. |, however, had to remainin iso-
lation util theconclusond the assgnment.

That the conclusion was not at all easy and could
not be easy followsfrom the Germans convictionthat
the cipher, even with the machinein hand, could not
be broken without knowing the daily keys | focused
my attention on thefact that permutation S changed
only sx pairsd letters and thus fourteen letters re-
mained unchanged.

Let usagain examine the parts of Equation 3. We
already know that permutation HIS theidentity,soit
can be omitted. For the time being we will assume
that permutation S d<0 is an identity. If we now
transfer all permutations with the exception of the
unknown permutation Q to the left-hand Slde we
obtam the followmg set of equatlons

-Q

- PNT'P?BP'NP*=@Q

PN"P ‘APNP"

P“N “P"FP“NP“’ Q
T,he connectlons of drum N are mdeed known, how- -
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Totaket hi s into account,it is morecorrect towrite
P*N-'PAPNP™ =@
P:+1N—1P—S-IBP:+INP—:—1 = Q

Px+5 N— 1 P—z—sFP.ﬁ-s NP—:—& = Q

If permutationSactualy weretheidentity, then by
substituting the numbers 1 through 26 in succession
for the variable x and after each substitution eval uat-
ing theleft-handsidedf theaboveset d equations, for
aparticular vdued x wewould obtain thesamevaue
for all expressionsQ and in this way we would find
the setting o drum N. Permutation S does exist,
however, sofor no x will the expressions Q beequal to
each other, but among them there will be a certain
similarityfor aparticularvalued x, since permutation
Sdoes not changedl o theletters. But carrying out
the work described would be too laborious. | searched
for a more practica method. | found it in the form |
called the grid method.

For each o the three drums, the 31 permutations
N, PNP7, PNP3, ..,, PENP® N, PNP, ...,
P*NP™ and the connectionsd the three drums are
entered once and for all on a suitably sized sheet of
paper in the following way:

N kjpzydtiohxcsgubrnwfmveqla
PNP™? ioyxcshngwbrftagmueludpkzj
P:NP™?*  nxwbrgmfvaqeszpludktcojyih
P*NP™  uzpekdtyocqxnjsbiramhwgflv

On another chart with six dits, which | calledt he
grid, the previously determined permutations A
through Fare entered in the following way:

A [ abedefghijklmnopgrstuvwxyz
srwivhnfdolkygjtxbapzecqmu

“

F {abcdefghijklmnopgrstuvwxyz
wxofkduihizevgscyminrglabpj

<

TE RS

Next, the grid is moved dong the paper on which
the dr um connections are written util it hitson a
position Where some similarities show up among the
severd expressions Q. In this position the upper and
lower letters of each permutationA through F ought
to be displaced 20 that il permutationsQ becomethe
same In this way the setting  drum N and the
changes resulting from permutation S are found si-
multaneously. Thisprocess requiresconsiderable corn+
centration since the similarities | mentioned do not
always manifest themselves distinctly and can be very
easily overlooked.

The tak is ill incomplete, for the unknown Q
remains. Recdl that Qisonly an abbreviation (Equa
tion 2) denoting afictitias reflecting drum. At this
point the connections of drums M, L, and R are
already known. The positionsdf drums M and L are
still not known;, only drum R is stationary. Thus, it
would be betterto write

Q = PPMP7P~'LP™RP*L™"~*P’MP~ (4)

where the variablesy and z, anadogousto the afore-
mentioned variable x, can take on all valuesfrom 1to
26. At the time (thebegi nni ng of 1933) theonl y means
| could use to find y and z conmsisted d simply going
through all possible 26° = 676 positionsd the dr uns
M and L every day on the machine until | found their
true podtions. The work was quite tiresome, rather
mechanical, but still not the end.

Onemust recal | mother detail about the construc-
tion o the B gna, which | pointed out earlier while
describing the machine. On the circumferencesd the
enciphering drums L, #, and N movablerings were
engraved with the letters o the alphabet. The way
theserings had to be adjusted each day was delivered
tothe cryptographer a ong with the other components
d the daly keys. Thus the setting d the rings was
still to befound.

From the messages of September and October 1932
that were deciphered in the interim, it was learned
that in principie all messages (of course, not taking
into account succeeding parts of messages consisting -
of two or more parts) began with the letters ANX,
from the word an (Germanfor “to”) and the spacer X.
It was necessty to select an appropriate message
beginning, for instance, with t he letters tuv, andwhile
continually striking key t, both turn the dr uns and
simultaneously notice when lamp A lighted. Then it
was necessary to strike key u and, if by chance lamp
N lighted, also strike key v. If lamp X lighted, there
vas ahigh probability that we had found a good case;
it wasthen necessafy ts adjustthe rings accordingly.
If not, it was necessaryt6 search to the bitter end.”
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This method was very primitive and much more
-tiresome than that for finding the positions of drums
L and M, since even in the most unfavorable case one
had to go through all possible positions of the drums—
26 = 17,576 of them. The method was nevertheless
effective.

Thus, the results of the work accomplished during
the course o merely a feav monthscan be summarized
as follows:

1 Recongruction o the German military cipher
machine Enigma.

2. Finding a2 method for the daily reconstruction of
the message keys.

3. Finding a method for reconstructing the daily
keys.

A Period of Relative Peace (1933-1935)

Thefirst decision my superiors madewhen | informed
them of my results wasto issue an order to the AVA
factory, which was under the control d the Cipher
Bureau, to build a series of copies of the German
military Enigna patterned after the commercial
modd. They were to use the dr um connections |
provided and take into account other differences in
the construction of the two types of machines, first of
all by adding a switchboard. Next, five or sx young
- peopewereemployed and assigned to aseparateroom
“with the exclusvetask of deciphering the stream of
- messages for which daily keyssoon began being ddliv-
“ered. Finally it was arranged for my two colleagues,
 Zygalski and Rézycki, to work with me again, perma-
nertly fr orrthen on.,
' Now there were three of us instead of one. Using
the methods that have been described, day after day
we recovered the daily keys to be delivered to the
decipherers. Since the Germansintroduced no signifi-
 cant changesin the Enigma cipher in the three years
until the end d 1935, we were able to devote some
time to improving our methodsd decryption. .,

For example, for the six possible combinations o
drums—-I IL, | IT, 11 |, IX I, III |, and 111 11-we
created a catalog of all possible permutations @ ac-
cording to Equation 4. It encompassed a total of 6 -
| 26° = 4056 positions. When it was ready, if we: had
 already found the setting of drum N using the -grid

method, all we needed to do was look in the cathlog:

 for the simultaneously obtained permutation @ and in
a moment we would already have the settmgs of d,rpm.s
Land M.

- We made another improvement. When we turhed

the drums on the machine successively to.all pqsslble '

98¢ = 17,676 positions in order to find the, setgmge of

the nngs using the ANX method, we soon noticed that -
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if sorne part of the message was to begin with ANX,

several positions of drum N would be impossible and
should no longer be considered. Since there were a
dozen or so messages every day in which one could -
expect to find the letters ANX at the beginning, it was
usually possible to reject, purely by calculation, all
impossible positions of drum N, leaving just one or
two to consider. (I no longer remember which calcu-
lations had to be performed and on which theoretical
principlesthey were based.)

During this period Rézycki worked out a procedure
he called the clock method. In a great many cases it
allowed us to determine which of the three drums I,
11, or III was drum N on a given day; that is, which
drum was ontheright-handsidedf themachine. True,
the order of the drums changed only onceeach quarter
until the end of 1935, and thus the determination o
the drum N was not yet too important. But starting
on February 1, 1936, the change in the order o the
drums occurred every month and starting on Novem-
ber 1,1936, every day. What was this method?

If we write twotexts in German, one beneath the
other, | etter by letter—for example,

then on theaveragetwo columnswithidentical | etters
can befound within aspan of 26 letters. Thi s feature
will al 50" be observed when we encipher both texts
using the same key. If we encipher each text usinga
different key of the cipher machine, however, on the
average only one column with identical ietters wili be
found within aspan of 26 letters. The reason for this
phenomenon clearly liesin the unequal frequency of
lettersin G n@n (and in other languages, too). In a
span o 26 letters this phenomenon does not occur in
a noticeable way. 1f, however, we have two messages,
each 260 | etterslong, say, with thismethod we gener-
aly can decide whether the two messages were enci-
phered usi ng thesamekey or different keys. Wemake
useé.of t hi S possibility in thefollowing way. ,

Having a sufficient quantity of enclphered material

at our djsposal, we usually find a dozen or so pairs of

meseages such that in each pair the first two letters of
their keys are xdentlcal, ‘while the thlrd letters are -

different. Now we write both messages of orie pair one -

beneath the other 50 that letters enciphered. by the

same drum settmgs are dn'ectly beneath ‘each other.. -
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N place, the shift o drum M occurs when drum N
shifts from letter Q to R in the window. If drum Il is
located in the N place, the shift occurs during the
changefromletter Eto F, and if drum III is drum N,
the shift occurs during the change from V to W. For
each of thetwo possblewaysd writing the messages
beneath each other, it issufficient to count thenumber
o columnswith identical lettersin order to determine
which way o writing the messages is correct and
therefore to determine which of the three drums is
located on the right-hand side.

Rézycki’s dlock method, which smplified our work
in a great many instances, dso had an interesting
property: of dl the methodswe discovered, it wasthe
only one based on characteristicsd thelanguage—on
theactual frequency of | ettersin the Germanlanguage.
As | have mentioned, in genera the introduction of
cipher machinesinfluenced the change in the charac-
ter of a cryptologist’s work from linguistic tO mathe-
matical investigation.

The Period of Extensive Changes
(1936 to August 1938)

The growing German military power brought about
an expansion d the sphere d users of the Enigma
machine. On August 1,1935, the Ger nan air forcehad
formed itsown radio communication network wth its
own daily keys, but clearly employing the same
Enigma. Gradually other military and paramilitary

units joined in,-and because they were also formmg
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Figure5. Cyclometer.

separate networkswe had to recover more and more
daily keys | have aready mentioned the ever more
frequentchangesd theorder o thedrums, But begin:
ning on October 1,1936, the number of modified pairs
o letters on the switchboard was changed from Six to
anywhere from five to eight, which complicated the
use of the grid method. So we searched for another
method.

Our attention returned to the characteristics that
had ararely repeated form and for that reason labeled
agiven day te a certain degree. From the pattern

AD = SPNP'QPN'P3N P*QP*N-'P™§™

and thetwo ana ogousformsfor BE and CF, it follows
that perrautation Sas a transformationinfluencesnot
the length of the cyclesin the characteristic but only
thelettersin the cycles. Soif we managed toinvent a
devicethat woul d produce thelength of the cyclesfor-
each of the expressonsd the type AD (again, these
expressionsare not numerous, sincefor each o thesix
possiblesequencesdf the drums there are only 26° =
17,576 expressions), we would be ableto make a chart
o cyde lengthsfor expressons d the type AD and
determine the dr umsetting by comparing the cyde
lengths with the characterigtic d a given day. We
actually succeedeéd in-inventingsuch adevice, and it
is unusually simple (Figure 5); we named it the-eyelo: -
meter. |t was produced by the AVA factory, the same

. factory that earlier had built copies of the military

PO




In essence the cyclometer consisted of two séts of
drums (with drum N of the second set displaced by
three letters in relation to drum N of the first set), an
sbonite pand on which 26 flashlight famps with
switches were mounted, and a power source. When
the flip of a switch at one o the lamps turned the
current on, then not just the givenlamp but all lamps
bdonging to the same cycle and to the other cycle
thesamepair lighted. It remainedtowrite the position
of the dr uns and the number of lighted lamps on a
card and to arrange these cardsin a certain way—by
o/delength, for example.

- The work lasted a long time, over a year, since we
wor ked on it along with our normal job o recovering
ddly keyswith the aid of the grid. When all six card
fils were prepared, finding the daily key was an
‘Ordl nary matter that t ook a mere 10 or 15 minutes.
ﬁThedr umpositions vere read off the card, the order
of the dr uns was read from the box from which the
cad wes retrieved, and permutation S was obtained
by comparing the lettersin the cycles of the charac-
teristic with the lettersin the cydes of permutations
AD, BE, CF, which were found by typing them on the
machine.

~ Unfortunately,on November 2,1937, when thecard
files were ready, the Germans changed the reflecting
drum that had been used up to that time (whichthey
denated by A) to adifferent dr umB. We had to redo
all the work, starting with the reconstruction of the
connectionsd drum B.

In September 1937, and thus several weeks before
the change o the reflecting drum, a new network
gopeared on the ar. We soon learned it was the
nework o the party security staff, theso-caled Sich-
erheitsdienst (SD). | would like to devoteafew words
to the role our reading o this network played in the
wak on the Enigmasevera monthsl|ater.

The method o encipherment by the SD did not
differ in principle fram the method used in other
networks. When, for the first time, one day's charac-
teristic from that network wasformed, it wasfound in
ou files with no difficulty. Consequently, the order
ad positionsd the drumsas well as permutation S
wee determined, but when method ANX vas triedin
order to establish the settings of the rings, difficulties
were encountered. Obviously none of the messages

considered started with ANX. So we selected a frag-

nent from the middle d one of the messages and
began to type it on the machine under all possible

drum settings in the hope of recovering a fragment of

the content. We had good luck and recovered the
letters eun after a relatively short time. It could have

been-a fragment of the corltent or it also could have S
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been a completely acc1dental occurrence of just those
letters. When the entire message was typed in at those
drum:positions we did not find any other fragment in
German.

After a more thorough analysis d this apparently
senseless seriesof |etters, we could make out definite
repetitions o letters; these repetitions formed four-
letter groups, and the space between them wes a
multiple of four; in other words, it Was possible to
divide the entire message (leaving out the word ei n)
into four-letter code groups. Thus we were faced with
0-cdled double encoding. First, the sender o the
message, undoubtedly an officer, encoded the text o
the message using a codebook of four-letter code
groups and wote the word ein only because he did
not find it in the codebook. Only then did he turn the
prepared message over to cryptographersfor further
encipherment by machine.

Thanks tosuch aslip—mixing plaintext with code—
and asoto abit of luck, it became possible to recover
theentiredaily key as wel as thering settings. Luckily
the code & so turned out to be easy to solve, al t hough
clearly one can never recover a codebook 100% in such
i nstances, since not all code groups appear in the
Messages.

Early in 1938, the head o our intelligence depart-
ment, Colond Stefan Mayer, ordered that statisticsbe
gathered for a period of two weeks to measure the
guantity of deciphered material against all Enigma-
enciphered material picked up by the radiotelegra-
phers. | t turned out that therewasa 75%successrate.
Peter Calvocoressi, former employee of the British
Cipher Bureau, in atak broadcast on Britishradioon
January 18,1977, stat ed that no one else on earth had
attained such result. Obvioudy, he was thinking of
later times sincein 1938 no one except the Poles had
read a single message enciphered on the German mil-
itary Eni gna. Moreover, the 758%df messagesthat had
been deciphered did not define the limits of our ca
pabilities. With adight increasein personnel we could
havedeciphered80% of the nessages. (A certai nquan-
tity of enciphered material, because o faulty trans-

migsion, faulty reception, or various other reasons,

al V\ays remainsunread.),

The Greatest Changes

' (Se‘ptember 1938 to Sthember 1939)

‘ .-‘.rL

" As of September 15 1938 the Gennans, changmg
nothing in the machine itself and adding nothing to it,

changed the way of sending the message keys. From -~
- thisdate on, the cryptographer was required to choose.
threé arbltrary let.vers to be placed at the head of t.he o

(.
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message without being enciphered. He then set the
dr uns tot hese letters, choset hree other letters asa
message key, and, as before, after enciphering them
twice, placed them at the begi nning d the message.
Then heset the drums to the message key and began
the actual encipherment o t he message itsdf.

The changesin the transmission of the messagekey
were implemented in all military units but were not
carried out in the SD network. All we had produced
up to that time for the recovery o daly keys and
message keys—the card files and grid method-came
to naught with regard to the military units, because
there were no more characteristics. We could solve
and read only the SD network.

In a very short time, perhaps a wesk or two, we
came up with two idess—or rather, sincethi s ismore
important, we found ways to carry them out. | will
attempt to summarizetheideasand their execution.

W h the earlier method of transmitting the key, we
presented the key in the form of two three-letter
groups, Now we had to present it as t hr ee groups—for
example,

SHpP, CHV PzZT

The first group, separated by a comma from the
rest, isnot enciphered, and the other two groups make
up the message key enciphered two times. With
enough cipher material it can happen that on agiven
day three messages will befound with keysasin the
falowing example:

RTJ, WAH WIK
HPN, RAW KTW
DQY,DW MWR

wherethefirst and fourth, the second and fifth, or the
third and sixthlettersinthe keysd all three messages
are the same. Inthis caseit isthe letter W, but it
could d so beany other letter, just so it isthesamein
all three messages Let us assume for the time being
that permutation Swas theidentity. If theringsetting
was d=0 identicd and if we knew the order of the
drums on the sheft, it would be sufficient to set the
drumsat postion R7.J; then by striking key W three
timesin arow, the samelamp would light. The same
would happenin dr umpesitions HPN and DQY. The
setting d the rings nakes the positionsd the drums
at which this would happen unknown to us, but the
differences in the positions wl be maintained and
thusare known.

One need only construct a device that in principle
would consi st of sets of drurns from six Eni gnas and
that, preserving the known mutual differencesin the
positionsof the dr uns, would turn thedrums synchio-
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nously. After passing through all possible26® = 17,576
postions in a specified time (about two hours), the
machine would indicate when three pairs d lamp
(thesame lamp in each pair) lighted.

The order o the drums is unknown, so it would be
better to buildsix such devicesfrom the start, onefor
each possible ordering. But we must ded with per-
mutation S During thi s period, permutation Scon-
sisted of fiveto eight transpositions; that is it changed
hdf the letters on the average. One could therefore
expect that aletter that isrepeatedsix timesin three
messages (the letter W in this case) would not be
changed by permutation Sat |east every second time.

| have just presented the operating principle. The
AVA factory built six such devicesin an unbdievably
short time—it was only November 1938, For lack of a
better name we cdled them bombs. Our successwes
t hanks to the exceptiona service o the factory's di-
rector, Antoni Palluth, who was not a regular em-
ployee o the Cipher Bureau, but worked dlosdly vith
it. Beii a cryptologist hinsd f, he understood the
needsof the bur eau very welt

Thesecond idea, which originatedat practically the
same time as the idea o the bonb, was based on
apparently similar, but actually completely different
assumptions. As Wt h the bonb, wealso had to possess
enough suitable cipher material. Out o ths material
we could expect about ten messageswith keyssuch as

KTL, WoC DRC
SVW, DKR IKC
BWK, 7¢L TSD
EDV, PRS ZRT
GRN, UST uQa

In t hese keyseither thefirst and fourth, the second
and fifth or the third and sixth | etters are the same,
but theidentical pairs could be different in each key.
If werecdl the characteristicshown in Equation 1, we
should also remember that the identica letters in
corresponding place8 in the key represent one-letter
cycl es in the characteristic. But permutation S does
not, after dl, influence the length of cycles in the
characteristic and thereforedoesnet influencethefact
d the oceurrenee Or nonoccurrenced cyol esoneletter
long.

Thus in placed thecard flleofcyclelengthsm all
productsd thetype AD, we had to producea card file
d the positionsd all thoseproductsof the typeADin
which 'one-letter ¢ycles occurréd and then compare
them with the one-letter cycles oceurring in message
keysfor a given day. But how:could the comparison
be carried out? I n this process; as'im the previous one,
only the relative distances of one-letter cycles discov- -

GRA, FDR YDP
MDO, CTW YZW
AGH, SLM PZM
JBR, LPS TOS
ITY, APO ZPD

v
»
'
3
3
r
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ered in the message keysd a given day are known It
was herethat Zygalski pointed out a way to carry out
the comparison.

For each o the 26 possible positions d drum L. a
square partitioned into 51 X 51 smaller squares is
dram on alarge sheet of paper (about 60 X 60 cm).
The sguare is labeled with the consecutive |etters o
the aphabet: the letters A through Z followed by A
through Y are written dong the sides, on the top,
and on the bottomof eachsquar e. This was, as it were,
acoordinate systeminwhich theabscissa and ordinate
denated consecutive possible positions of drums M and
N, and each small square denoted a permutation with
or without one-letter cycles correspondingt 0 that po-
sition. Squareswithone-lettercycles vere perforated,

The work was vast, all the nor e because the in-
gances with one-letter cycles had to be perforated
four times. When thesesheets of paper were placedon
top d each other according to a precisdy defined
program, in proper order and preperly displaced with
respect to each other, the number o perforati ons
showing through gradually decreased. If an adequate
number o keyswith one-letter cycleswereat hand, at
the end one perforation remainedshowingt hr ough all
the sheets of paper, most likely eorresponding to a
good case.

The order of the drums wasderived from the iden-
fity of the set to which the sheets of paper belonged.
Fom the podition d the perforationand the letter on
the paper, we could computethesettingsd theri ngs,
and by comparing the letters d the keys with the
lettersin the machine, we could obtain permutation
S—that is, the entiredaily key. Still, as | mentioned,
the work was vast, since we had to cut out about a
thousand perforations in each sheet d paper, each
complete set contained 26 sheet s, and six sets had to
be made. We carri ed out thiswork in addition to our
norma activities; that iswhy we managed to produce
only two complete sets by December 15,1938,

Meanwhile, the Germansinstituted new changesin
the Enigmacipher by adding two more drums, |V and

.V, to the three orig ndl dr uns in the machines used
by al units, including the SD. There were ill only
.three drums on the shaft, but now the three were to
-be chosen from a set d five indead d six possble
- orderings thereweresixty. Besides thetenfoldi ncrease
.in the number f possibleorderings of thedrums, there
wee the unknown connectionsd the drums. How
- could they be obtained? Under the new system of
~encipherment there was no longer any characteristic;
.the cyclometerand thecardfileswereworthless. Luek-
-ily we had the SD network, which, although it intre-
. duced the druns |V and V; remained under the:old”

-system of encipherment. Using the grid ‘method wé -

M. Rejewski « Pdlish Enigma Work

lookied for arid found a day on which dram N wasone
d the original-—and therefore known—drums. \\e as-
sumed that one of the drums L or M bel onged to the
knowns anrd the otherto the unknowns. Wefound the
connections of the unknown drum the same way we
had found the connections of thet hi rd dram in 1932

In this way we obtained the connections o al five
drums and were able to read messages of the SD
network. It was not easy, however. We sometimes
knew which drum was at position N as a result o
Rézycki’a clock method, but the grid method, the only
onewe could nowapply to theSD network, sometimes
faled. It failed because on January 1, 1939, the Ger-
mans again increased the number of pairs of letters
modified by permutationSfrom sevent o ten. Never-
theless, we did read messages df the SD network
Calvocoressi Wongly stated (1077) that at this time
no oneon earth wasableto read messages enciphered
on afive~drum Enigma.

Reading messages o military units was a different
problem- Although we had found the connections o
drumsIV and V1t hr ough the SD network, thesedrums
had to be incorporated into our bomb and irto our
perforated sheets o paper. The AVA factory did sup-
ply a emall number of the druns IV and V for the
machines used by the decipherersto read the messages
of the SD network, but each bomb required 36 pairs
o drums IV and V. Since the work using the bombs
had to go on around the clock, several additiona
operators would have to be employed. As for the
perforated papers—we would haveto make 53 com-
plete sets in addition to the two we already had. We
deveoped methods that, in certain cases, helped us
establish with ahigh degreed probability which dram
was at position N. Nonetheless, all sets of the papers
were needed. This was the Stuation: aside from mes-
sages Of the SD network, we only read military mes-
sages when it happened that the threeorigind druns
wereon theshaft, which averaged out t 0 onetime out
d ten The introduction d drums IV and V meant a
changein the quantity but not in the quality o our
work. \\Wien the SD network al so changed to a new
way d goecifying the daily key on July 1, 1939, the
grid method became useless here, too.

Conitiusion -

On July:25 and 26, 1939, the Poles called representa-
tivés of the British, French,-and Polish intelligence .

- agéncies. together for a- taeeting IN.Warsaw: At that *.

mesting we told everything we knew and showed .

. everything we had. We provided Major Bertrand. with

two five-drum Enignias we hadmade He undertook-.
“the! qphganon to hand orié bf the:machines over tot he. -

5
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British, which he did. We learned nothing from our
guests. Neither the British nor the French had man-
aged to get past the first difficulties. They did not
have the drum connections. They had no methods
whatsoever.

The meeting did have far-reaching effects. Shortly
thereafter, the Germans, without a declarationd war,
invaded Poland. The Generd Staff, and with it the
Cipher Bureau, fled to Rumania. M agjor Bertrand then
brought 15 employees of the bureau, including the
chief, his assistant, ny two colleagues, and me, to
Francewhere he had created a workshopfor usin the
castleat Vignolles about 40 kilometersfranParis. But
how could we work there? All of the material's, equip-
nent , and machines (with the exception d two Enig-
mas transportedacrossthe border in Lt. Col. Langer’s
car) had been carefully destroyed before leaving Po-
land so that no trace d our work would fall into
German hands. At that point the British sent us the
entire collection of 60 sets of 26 perforated Zygalski
sheets.

The completlon of an enormous amount of work in
a relatively short time was nothing extraordiriary for

“ the British. They ‘had many people at their dxsposal
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Figure 8. |n the gardens of

) the castle Les Fouzes in

8 southern Francein 1941, Lt
! to right: Henryk Zygalski,

g Jerzy Rozycki, and Marian
.+8 Rejewski.

In Bletchley, a t own situated about 60 kilometers
north of London, wherethe Britishcipher bureau vas
then located, 60 cryptologists were employed aready
at the beginning of the var, and later there werefar
more. |t is not surprising that when we began to re-
create the daily keysusing the perforated sheet s and
send the keys back and forth to each other acr oss the
English "Channel, out o every 100 keys that wee
recovered 83 camefrom the British, and only 17 came
from the Poles.

When the French signed atruce with the Germans
in June 1940, Mgjor Bertrand arranged for ustoflee
to Algeria In the fall of the same year, when we
returned to the unoccupiedzone of Franee in order to
work clandestinely under the |eadershipd Mgor Ber-
trand, Ve discoveted that the Germans had again
changed the way of specifying the daily key, thereby
rendering Zygalski's sheets useless. We took up the
solution of ciphers other thaii the Enigma. As- Calve-

- coressi has aptlystated (1977), two things were needed

in order to break the Enigma type :of cipher: mathe-
matical theory and mechanical aid. As the Germang

perfected ways-to fransmlt messagés, the mechamcal,'j
support needed to bréak the crpher becarne more and.'




more complicated and costly. The amount of inter-
cepted traffic needed to break a cipher grew corre-
spondingly. Under the conditionswe had in France, in
zones that were unoccupied but controlled by the
Germans, we obtained little intercepted traffic. We
ooud not even dream about coneocting a plan to
build—much lessto actualy construct —the complex
and costly machinesthat would have been usef ul

By 1940 the British in Bletchley had reworked the
1938 Polish bonbs to correspond with changed re-
quirements, preserving the name bomband their elee-
- tromechanical character. Then they built more and
- more complicated machines to break the Enigma
' cipher until finally one of them, which came into use
at the very end of 1943, vas, as Calvocoressi (1977)
asserted, thefirst reat electronic computer built in the
world.

On November 8, 1942, when the Allies landed in
North Africa and in retaliation the Germans crossed
into the unoccupied zone of France, Mg or Bertrand
hurriedly evacuated all of usto the Cote d’Azur, from
: 8’3‘&'%1& Ig;%eag?:sdt% paJLOLllng tt?n & reat artles
* The crossing did not provesuccessf ul , however. Wh:le
" crossingthe Spanish border three d the pergons men-
tioned in thiswork fell ino German hands: Lt. Col.
Langer, Major Ciezki, and Palluth. Palluth died in a
labor camp on April 19, 1944, when he vas struck by
a fragment of o bomb the Allies dropped during &n air
* rad on the camp. Langer and Ciezki were placed in
. prisoner-of-warcampsfromwhich they were freed by
the Alliesin May 1945. Jerzy Rozycki perished earlier,
a January 9,1942, in ashipwreck as hewas crossing
the Mediterranean Sea. Only Henryk Zygalski and 1
- macke it to Great Britain. There we became part of a
- Polishmilitary unit and after a whilewe again became
' involved with breaking German ciphers (but not the
" Enigma) until our unit was disbanded on the strength

of relevant Soviet-British agreements.
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Afterwords

Editor’s Note: We solicited two responses to Re-
jewski's article—one from Cy Deavours, an amateur
cryptanalyst who has written about the work in Po-
land, and ON€ from Jack Good, who worked with

Turing during the war.

[J Cryptanalysis isan exciting combination o math-
ematics, statistics, linguistics, computational agility,
and inspired guesswork. If one needed convincing o .
this,-the Rejewski articleshould do it. After all, how
many applicationsaf group theory and computer sci- .
ence read like spy thrillers? =~ - . -
Polish penetration imto the | secrets of- the Emgma '
begani in eafnest when Réjewski realized the apphca-
bility of a. simple property of permutations—namely, -
that if G and P are permutatlons, then the permuta- -
tion:defiried' by PGP™' has the same ‘cycle structure as

* the. permutaﬁon G: 'I'hls elementary result along thh i\

théa;l-concewedGennan message keymg syspex_ns was .
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10 CLS

20 REM AUTADR C. DEAVOURS» MATHEMATICS DEFT.r KEAN COLLEGE OF Nasder UNIONs Node
88 ES?N}TQB(B);'SI“ULATIUN OF GeERMAN ARMY ENl GVA CRYPTOGRARK®

50 PRINT*THIS PROGRaAM S| MULATES THE ENGIMa Cl PHER MACHINE WH CH

60 PRINT' WAS EXTENSI VELY USED DURI NG WORLD WAR ii BY ALL ERANCHES®
70 PKINT F THE GERMaN ARMED FORCES, THE Cl PHER KEY CONSISTS OF:*
80 PRI NT TAB{(15)>:"A.ROTIR CRDER

90 PRI NT TAB{15):°E.ALPHABET RING SETTI NGS

100 PRINT TAE(15);°C.PLUGEBDARD CONNECTI ONS

110 PRINT TAEC15):°*D.ROTOR STARTI NG POSITONS®

120 PRINT®*TO DECIFHER A MESSAGEs USE SAME STARTI NG SETTI NGS AS*

130 PRNT" FCR ENCIPHERMENT AND ENTER CRYPTOGRAM.®

140 PRINT"MESSAGES ARE ENCI PHERED LETTER BY LETTER W TH THE

150 PRINT' CURRENT kOTOR POSI TI ONS DI SPLAYED FOR USER'

160 f NPUT®PRESS ENTER TO CONTINJE®$2ZZ

170 CLEAR 1500

i 6C LL=15B2zZ

190 DEFINTD:IsJ»KsH»S

200 DIMD(7+Z5)sRS(IIrK(BIwN(3)rAS(3)rTL(3)sF$(7)

210 FORJ=0TOZS:READD(4sJ) ¢NEXT

220 DATALZ+2112+28913+179399917923+5¢129148511,14,219179139391+25+23+9914515+9
230 T(1)=0:T(2)=10:T(3)=20

240 ReM ROTOR W RI NGS

250 R$(1)H)="LWFTBAXJDSCKFRZAYOEHUGHMIUN"

260 R${2)>=*AQCEORESDHPUFUKANCWITILMYZ®

270 R$(3)='kﬁSJYZKINDOHMTBUCG?GEFXRUH'

280 CLS!FRINTTAE(25) ROTCR WR NGS $TAB(50)°*ROTOR #*

290 PRI NT2IN?UT CONTACT:":TAE(20) " ABCLEFGAIJKLMNOFGRSTUVNXYZ®

300 FORI=1TO3IPRINT"OUTFUT CONTACT:®3TAE(20)R$(I) i TAB(SIIIINEXT

310 PRINT' REFLECTING ROTOR (AM) (BJ) (HG) (COY (TU> (ER)Y (BD) (NY) (IZ) (KP) (
LX) (5V) (FW)*

320 PRINTIPRINT'ENTER ROTOR ORDER (E.G. 3r1s2)"IINPUTNCL) #N(2)sN(D)
330 ReM CALCULATE DISFLACEMENTS

340 FORI=1TO3:A$=R$(N(I))FORJ=0TOZS

350 D(IyJ)=ASC(MIDS(ASsJ+1y1))-45-J

360 IFD(IsI<OTHEND{X yJ)=D(I»J)+24

370 NEXT iNEXT

380 FORI=1TO03:FORJ=0TO2S

390 H=J+D(IeJ)IFH:>25STHENH=H-24

400 DC=26~D(I1»J) IFDC=24THENDC=0

410 D{I+4sH)=DLCINEXTSINEXT

420 GOSUEP20

430 PRINTIPRINT*ENTER ROTOR STARTI NG POSI TIONS (E.G: AsHsED®

440 INPUTA$(1)+AS(2)vAS(3)SFORI=1TOBIK(I)=ASC(A$(I))-60INEXT

450 PRINT*READY., ENTER PLAI NTEXT (LAST CHARACTER=$)"®

460 | NPUT As

470 IFMNID$(A$SILEN(AS)11)="$"THENL=LEN(AS$)-13:C=1} ELSEL‘LEN(AQ)'-' 
480 cpoSuUBB20 S

490 FORI=1TOL!Z$=NID$(A$s1,1) o ' e
500 Y=ASC(Z$)IFY<LSLSORY>90THENGDTO770 R
510 K{1)=K(1)+1$IFK(1)=26THENK(1)=0 RS R
520 PDKE15771,K{1)+45 : R
530 IFKC1I=TU(NC(1)ITHENK(2)=K(2)+1 . T I e
. 546 IF FLAG=1THENK(2)= K(Z)f]'K(Q)-K(Q)*I’FLAG— e

- 550 IF K{2)=Z&ETHENK(2)=0

- . »

Simulationof Enignac'ryptqgraph _ _v ' e
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560 IFK{3)=Z6THENK{(3)=0
570 IFKI2Z)=T(N(2)) THENFLAG=1
580 POKE1S5773+sK(2)465
590 POKE1S775¢K(3)465

600 M=ASC(Z$)>-65

610 IFNN<»0THENCOBUR1I15C

$20 FORJ=1TO3

630 M=M+K{J) $IFM-25THENM=1-26

640 M=M+D{Jr M) $IFM>25STHENM=M~26

650 M=H-K<¢J)

660 IFM<O0THENM=M+26
670 NEXT
- 680 REM REFLECTI NG ROTOR
: 690 M=M+D {49 M) TIFU2STHENM=N-26

700 NEM REVERSE ROTORS
; 710 FORJ=1TO3
720 M=M+K{4~J) SIFM>2STHENM=M-24
730 H=M+D(B~-JsM) SIFM>2STHENM=M-26
1740 M=M-K(4-J) tIFM<OTHENM=M+26
750 NEXT
- 760 IFNN<:0THENGOSUB1156
770 POKEiLi s M+&53LL=LL+*1
- 780 CT=CT+1:IFCT=5THENLL=LL+1:CT=0
790 NEXT

B00 PRINTELL-15358s *xxxFRESS ENTER TO END PROGRAMXXX® {END
* 810 REN HEADIWGS
B20 CLSIFRINTTAB(ZGC)Y: "ENIGHA S| MULATI ON
830 PRINT:FRINT"ROTOR DRDER PENCL)INCZIINCG3)
840 PRINT"RING SETTINGS; *3F$<(1)iF$(2)5F3(3)
- B50 PRINT*ROTOR STARTI NG POSITIGNS: TAS(1IAS(2)3AS( )
- 860 FPRINT"FLUGEOARD: ";P$
870 PRINT"CURRENT ROTOR FPOSITIONG:®
" 880 FORBz=15770TO15774STEF2 POKEERBy170 :NEXT
FRINT*CIPHERTEXT?: *
RETURN
REM RINGSETTINGS
FRINT*ENTER RINGSETTINGS (E.G. HeXsT)!®
INFUT F$Ci)9F$(2),F$(3)
F$(S)=F$(1){F${E)=FSLZIIF$(7)=F$(3)
REM COMPUTE NEW CODING CYLINDER DISFLACEMENTS®
FORI=1TO7:IFI=4THENGDTO1020
970 FORJ=0T025:0(0sJ)=D(I»J) INEXT
980 DS=ASC(F${I>1-65
990 | F ps=0 THEN &0T8 1020

1000 FORK=DSTOZS:D(IsK)=D(0+K-D5){NEXT

1010 FORK=0TODS-1:D{I+K)=D(0s246~DS+K) INEXT
1620 NEXT
1030 REM PLUGBOARD o
" 104D FDRI=0TO25:D(0+I)=0:NEXT : .-
© 1050 PRINT"ENTER NUMBER OF PLUGS TO ‘BE USED €0-18)%° . . - “ R
1040 INFUTNNSIFNN=0THENGOTO1130 .PRINT'ENTER THE LETTER PAIRS (E.G. Aau):!.f-

-

1070 FORI=1TONN!FRINT"FAIR $":I1} . .
1080 INPUTPVSsFUSIFS=FPS+" ('+PU$+PH$4-') ' Coe T e RS
1090 DS=ASCI(PUE)I-ASC(PVE) ! IFDS&OTHEMDS"Z&*D‘S T T
1100 D(0sASC(FV$)-45)=DS? D(O:ASC(PH‘) 65)=26*-’DS ’

1110 NEXT :

1120 | F NN>10 THEN LL=LL+&4 . b
1130 RETURN S T
1146 REH PATCHPANEL ' S
1150 M=M+D(O,M) ¢ IFH)ZJTHENP“'M*Z&
80 'RETURN
170 END
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theory shouldintroducethisproperty d permutations
to students as"'the theorem that won World Ve 11.”
Of course, actually solving the Enigma traffic via sta-
tistical analys's, tablelookups, or mechanica compu-
tation (the Poles used all these methods) was an
immenseundertaking—one that no other country was
up to at that period of history. At the same time
Regewski and his compatriots were busting Eni gna
traffic on an ongoing besis, the only cryptanalytic
technique available was a method known as* cliques
on therods’ to the British or the " baton™ method to
the French. This technique vas perfected during the
Spanish Civil War and was really useful only for the
nonplugboard mode o the Enigmathat was used in
that conflict.

A salient point made by Rejewski that differsmark-
edly from accounts contained in popular historiesis
that the rotor wrings were reconstructed by Polish
cryptographers using the commercia modd o the
machineas an aid as wel as the “Asche” documents.
Thus, no military model of the device wasavailableto
the Poles, as has been claimed by some authors.

The Polish computational aids, the cyclometer and
bombs, were in no sense computersbut did hastenthe
advent of later British electronic calculators such as
the Colossusand Heath R 0 b i n devices, which be-
came operational around 1943. Rejewski givestheim.
pression that these later machines were also used to
solve Enigmamessages, but thisis not the casesince
the system being attacked was a series Of machines
cdled Geheimschreibers ("secret writers') whose
complexity generaly exceeded that of the Enigma.

(One point that should be made is that the British
machines called Bombes were not merdly high-speed
improvements o the Polish bombs but performed
Enigma solutions by radically different methods in-
volving known plaintext and parallel processing in
testing plugboard permutations. The architects of

these British Enigma solvers were Alan M. Turmg and
Gordon Welchman.

Some minor technical points:

1 The rotor movement d the Enigma was not
precisaly that of an odometer, at certain positionsthe
second rotor could step two steps in succession so that
the rotor period was 26-25-26 instead of 26°.

3. Besides the addition of a piugboard, the rotor
alphabet rings of the military Enigma were differently
constructed from those of the commercial model. This
led to some’ important differences in solution tech-
niges. Additionally, the reflecting rotor, as Rejewski
indicates, was not rotatable on the military Emgma

The Germans constantly revised and modxﬁed then- :

use of the Emgma dunng the war. More rotors were

«"‘ ,"':',
4?‘

s '232 Annals of lhe Hislory of Computmg Volume3"

introduced from which to choosethetree that were
used in the machine. A four-rotor model with a noich
better keying system was adopted for nava use. Ms:
sage-indicator systems were altered, ete. Polish and
later British cryptanalysts managed to keep up with
these changes. Eventuadly, the Germans must have
sensed the vulnerabilitiesd the Eni gna became a
new cipher machinewas being introduced on thefront
lineswhenthever ended. Ironically, thisnew machine
would havebeen eveneasierfor the Allies to penetrate
than had been the older Eni gnas.

Cipher A. Deavours

klean (%?tte‘%see, Il’v cw vl sey

Union, N] 07083

[] The editor has requested my reactions to Ra
jewski’s paper describing the cryptanalytic work on
the German Enigma by three Polish mathematicians,
My relevant experience was as a cryptanalyst during
World War 11, especialy in the attack on the German
naval Emgma when I was the chief statistical assistant
to A. M. Turing and later to the famous chess player
C. H. O'D. Alexander in Bletchley Park in the section
called Hut 8. I arrived at Bletchley Park on May 24,
1941, which happened to be the day the Bismarck was
sunk. In October 1943 I became the main statistical
assistant and first mathematical assistant to M. H. A.
Newman, F.R.S,, who was in charge of machine at-
tacks on the cryptographic machine called the Ge-
heimschreiber. At the time Newman had one other

cryptanalytic assistant, Donald Ml;:)hu;,h now a profes- |

sor of machine mtelhgence inE

Because of the gecurity principle of the ‘‘need to

know” I was not aware, during the war, o the details

of the Polish work, although | knew they had made a
contribution to the breski ng of the Enigma. It was

therefore an eye-opener for mewhenl read Rejewski's
paper. The Polish mathematicians, with the help d
French intelligence, certainly did an outstanding job.

I't would be a pity, however, if the publicationd .

should cause anyone to behttle tle‘ﬁ
British cryo

Bish coptanglyic £ - - IdmseoninoP &, sor
Hinsley (1979) It appears from Hinsley’s account thaI
some months were gained in the British reading of. the .
German air force Emgma traffic, owmg ‘to the Pohsh )
contribution, but “The regular solution of German’
naval and army Enigma keys [by the British] began
so much later than the beginning of 1941, and was the
outcome of 80 many other- developments that it is.
unlikely that the Polish coiitribution made any dnﬂ'er— :
ence to' the dates'froﬁ whnch they were mastered o

Rejewski’s paper
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The security of the Ger nan usage of the Eni gna
gradually increased, with the result that the Polish
eryptanalytic resources became i nadequatebefore the
outbregk o the var. TheGermans madethefollowing
cryptographic improvementsin the use o the nava
Enigma

In 1939 the number d distinct rotors used by the
Ger man navy increased to eight. The Poleshad read
much traffic when there were only three rotorsin the
st—that is six possblewhed orders. They recovered
the wirings of fiverotors, but 5-4.3 = 60 whed orders
for the military Enigma weret 0o many for their re-
sources With eight whedlsin the set there were 8.7
6 = 336 possble whed orders for the three-wheel
maching and later there were8.7.6.5 = 1680for the

four-whed (U-boat) machine. Moreover, ten pairs o
'|etters were plugged into the Stecker board so there
weae only six “self-steckers” or nonplugged letters
ingeed of the fourteen previoudy available. $X self-
steckers were t 00 few to be readily exploited by the
cryptanalyst Findly, the indicator system for the
naval Enigma, for the initial settings of individual
messeges, was made moresophisticated. (Thesettings
‘wareenci phered at asettingcalled the Grundstellung,
‘which wasfi xed for the day and had to be recovered
- cryptanalytically.)
- Part o the stock-in-tradedf the cryptanalyst is a
srch for repesats (Saccho 1951, p 186, Friedman
1922). Rézycki'’s ""dock method,”” mentioned by Re-
jewski, is an application of such a search. Rézycki
‘digned two messages, one under theother, in" depth,"
if the number of pairsd repeated cipher |etters (such
as an X underneath an X) was large enough. Severa
such alignmentsled to the identificationof the right-
“hand rotor. We used an elaboration o thi s procedure,
which we cdled Banburismus, but it was logicaly
‘much more complex because d the nature o the
sydem for indicatingthe initial settingsd the rotors
for each message. Information was derived from long
repedts, such as pentagraphs, found by sorting all the
traffic, and by short repeats, such as monographsand
digrephs found by sliding one message against an-
‘other. Not d | tetragraph repeats, for example, were of
equal value. By subdividing the population one could

improve the accuracy d one's scoring system. The

process of using the more accurate scores was called
ROMSINg, where ROMS meant “resources o modern
stence" Theentirerepeat pattern between two mes-

hypotheasthat thetwo messagesare correctly digned
"indepth" at a certain stagger (Good 1973). Of course,
the diding processcan be carried out. moreeasily with
the help of punched paper than by sliding written:.or
printéd messages.
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The punched forms o the messages were called
Banbury sheets because they wereprinted inthet own
of Banbury. The punching vas done laborioudy by
scores of young women known as "'the girls.” The
repeat patterns were scored up, using “'weights o
evidence”" (logarithms o Bayesfactors) measured in
"decibans The nanes deciban and ban were in-
vented by Turirg | ff isa Bayesfactor then 10 logiof
is the corresponding number of decibans. For more
discussion o this terminology see Good (1950), a-
though in that book | made the retrograde step o
calling decibans"decibdl .

One d my early contributionsin Hut 8 was the
intellectually modest oned proposingthe haf deciban
(hdb)as theun t, tobe rounded to the nearestinteger.
Previoudy the"girls" had been compilinglarge tables
o scores such as 37, meaning 37 decibans. My first
reaction wastot hi nk that thedecimal point should be
dropped, the unit then being a centiban, but then a
calculationshowed that theuse of haf decibanswould
loselittle accuracy, and writing 7 should be adequate.
This saved a great deal d writing, arithmetic, and
eyestrain and therefore saved hours every Banburis-
mus day, which for a time was roughly every second
day. Sone ideas are very useful without being very
clever.

Theprobabilisticinformation obtai ned from numer-
ous pairsdf messagesdl had to be fitted together to
makea consistent story concerning the simple substi-
tution applied to the third letter of each trigraphic
indicator group as a consequenced its encipherment
at the Grundstellung. 1t would taketoo longto gointo
further detail s. Banburismus was agamethat required
much gkill and judgment, because it involved numer-
ouslittle piecesdf probabilistic information, and it is
not surprising that the chess champion Hugh Alex-
ander-wasad so the champion at thisgame. The game
went further than theidentitication o the right-hand
wheel, which was the application mentioned by Re-
jewski. The information obtained fram Banburismus
or from cribs, or both, was fed to the Bombes for
finding more information about the daily keys. The
output from the Bombes was then returned to the
cryptanalysts to complete the daily job. :

It was in connection with Banburismus that Turing
had a number of new or fairly new statistical ideas, .
such as sequential analysis and the nontrivial form of .

. empirical Bayes. For arapid rundown of these ideas
Sages gives probabilistic evidence for or against the .

seeGood (1979a).

AsReJewskx surmises, our Bombes weremuch more
elaborate and sophisticated than the Polish Bomba.s, |
both-in their basic logic and in ‘their gngineering:de
sign.-Bath the Bambas and the Bombeswere électro- -
magnetic. The Colossus, which was el ectronic,wasnot

cay e P M. -
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related to nor derived from the Bombe nor to Polish
eryptanalysis. ThngRaisogki's penultimate sare-rovh
1sYP le aging. For'further information about'the Co-
lossi see Johnson (1978, p. 338), Randell (1980), and

Good (1979b).
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