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Chuong 1: Nhap mon mat ma hoc

CHUONG 1. NHAP MON MAT MA HQC

1.1. SO PO KHOI PON GIAN CUA MQT HE THONG THONG TIN SO

Dau vao rd Bén 1 Ban ma
® Bién d6i A/D | Ma _| Ma bao | Ma
(Tuong tu - sO) ngudn mat kénh
Ngudn tin
tuong tu Tur ma duogc
y (ruyén
Kénh truyén (Tap am,
da duong, giao thoa,
nhiéu, nghe trom...)
. ) l T ma nhan
Paura so Ban ro Ban ma duoc
O Blren doi D/A Giai pla P Giai ma < Giai ma
(S0 - twong tu) ngudn bdo mat kénh
Nhan tin

Hinh 1.1. So d6 hé thong thong tin sb
Trudng hop ngudn tin dau vao 1a ngudn tin s6 thi khong can bo bién ddi A/D ¢ dau vao
va b bién d6i D/A & daura
Trong hé thong nay khoi ma bao mat co chiic ning bao vé cho thong tin khong bi khai
thac bat hop phép, chong lai cac tan cong sau:
- Tham ma thu dong: bao g6m cac hoat dong:
+ Thu chan.
+ Do tim.
+ So sanh tuong quan.
+ Suy dién.
- Tham ma tich cyc: bao gdbm cac hoat dong:
+ Gia mao.
+ Nguy trang.
+ St dung lai.

+ Stra doi.
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1.2. SO LUQC VE MAT MA HQC
Khoa hoc vé mat ma (cryptology) bao gom:
-Mat ma hoc (cryptography).
-Phan tich mat ma (cryptanalysis).

Mit ma hoc 1a khoa hoc nghién ctru cach ghi bi mat thong tin nham bién ban tin rd
thanh cac ban ma.

Phén tich ma 1a khoa hoc nghién ciru cach pha cac hé mat nham phuc hdi ban rd ban
dau tir ban ma. Viéc tim hiéu cac thong tin vé khoa va cac phuong phap bién doi thong tin
cling 1a mét nhiém vu quan trong cta phan tich mat ma.

C6 ba phuong phép tan cong co ban ctia tham ma:

—  Tim khoa vét can.
—  Phan tich thong ké.
—  Phan tich toan hoc.
Viéc tn cong cua tham ma cé thé dugc thue hién véi cac gia dinh:
—  Téan cong chi v6i ban ma.
—  Téan cong véi ban rd da biét.
—  Tén cong voi cac ban rd dugce chon.

— Tan cong voi cac ban ma dugc chon.

— Mot hé mat c6 thé bi pha chi v6i ban ma thuong 1a hé¢ méat c6 dd an toan
thap.

— Mot hé mat 1a an toan véi kiéu tan cong co cac ban o dugc chon thuong
la mot hé mat c6 do an toan cao.
C6 4 loai hé mat ma sau:
— HE méat ma dong.
—  Hé mat ma khéi ddi ximg.
—  Hé mat ma co6 hdi tiép mat ma.
—  Hé mat ma khoa cong khai (Bat dbi xtmg).
Ta s€ nghién ctru cac loai hé mét trén & cac chuong sau.
Khi xdy dung mot hé mat ngudi ta thudng xem xét ti cac tiéu chuan sau:
— P06 mét can thiét.
—  Kich thudce khong gian khoa.
—  Tinh don gian va tc do ma hoa va giai ma.
—  Tinh lan truyén sai.

—  Tinh m¢ rdng ban tin.
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1.3. THUAT TOAN VA PQ PHUC TAP
1.3.1. Khai ni¢m vé thuit toan

1.3.1.1. Dinh nghia thudt todn

C6 thé dinh nghia thuat toan theo nhiéu cach khac nhau. O day ta khong c6 ¥ dinh trinh
bay chat ché vé thuit toan ma s& hiéu khai niém thuét toan theo mot cach thong thuong nhat.

Dinh nghia 1.1:

Thudt toan la moét quy tdac dé véi nhitng dit liéu ban dau da cho, tim dwoc 101 gidi ciia
bai toan dwoc xét sau mot khoang thoi gian hitu han.

Pé minh hoa céch ghi mét thuat toan cling nhu tim hiéu cac yéu ciu dé ra cho thuét
toan, ta xét trén céac vi du cu thé sau day:

Cho n sb X[l],X[Z],...,X [n]ta cantim m va j sao cho:

m =X [j]=maxX [k]

1<k<n

Va j 1a 16n nhat c6 thé. Didu d6 co nghia 13 can tim cuc dai ctia cac sd da cho va chi s6
16n nhét trong cac sb cuc dai.

Vi muc tiéu tim s6 cuc dai voi chi s6 16m nhat, ta xut phat tr gia tri X [n]. Budc thu
nhat, vi méi chi c6 mot sb ta c6 thé tam thoi xem m =X [n] va j =n . Tiép theo ta so sanh
X[n] véi X[n —1]. Néu X [n] khong nhé hon X [n —1] thi ta giit nguyén, trong truong hop
nguoc lai, X [n —1] chinh 13 s6 cuc dai trong hai s6 da xét va ta phai thay doi m va j . Dat
m =X[n-1], j =1,....n —1. V6i cach lam nhu trén, & mdi budc ta ludn nhan dugc s6 cuc
dai trong s6 nhimng s6 da xét. Budc tiép theo 14 so sanh nd voi nhitng s6 dung trude hodc két
thic thuat toan trong trudng hop khong con sd nao ding trude né.
1.3.1.2. Thudt todan tim cyc dai

MI1: [Budc xuat phat] dat j <—n, k <—n —1,m < X[n]

M2: [Pi kiém tra xong?]. Néu k = 0, thuat toan két thuc.

M3: [So sanh]. Néu X [k]<m , chuyén sang M5

M4: [Thay dbi m ]. Pat j <k, m < X[k] (Tam thoi m dang 1a cuc dai).

MS5: [Giam k ]. Pat k <k —1 quay vé M2.

Dau "<« " dung dé chi mot phép toan quan trong 1a phép thay chd (replacement).

Trén day ta ghi thut toan bang ngdn ngit thong thuong. Trong trudng hop thuat toan
dugc viét bang ngon ngit cua may tinh, ta c6 mot chuong trinh.
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Trong thuét toan c6 nhitng sé liéu ban dau dugc cho trude khi thuat toan bat dau lam
viéc dugc goi la cac dau vao (input). Trong thuat toan trén diu vao 1a cac sd

X[11,X[2],.... X [n].

Mot thuat toan c6 thé c6 mot hodc nhiéu dau ra (output). Trong thudt toan trén cac dau
ralam vaj.

C6 thé thay rang thuat toan vira mé ta thoa mén cac yéu cau cua mot thudt toan noi
chung, do la:

- Tinh hitu han: Thuat toan can phai két thuc sau mot s6 hitu han bude. Khi thuét toan
ngimg 1am viéc ta phai thu duge cau tra 1i cho van dé dit ra. Thuat toan m 15 rang
théa man diéu kién nay, vi & moi budc ta ludn chi tir viéc xem xét mot sO sang )
dung trude n6 va sb cac so 1a hitu han.

- Tinh xdc dinh: O mdi budc thuat toan can phai xac dinh, nghia la chi o viéc can lam.
Néu dbi véi nguoi doc thudt toan trén chua théa man dugc diéu kién nay thi do la 15
ctia nguoi viét.

Ngoai nhitng yéu t ké trén, ta con phai xét dén tinh hiéu qua cua thuat toan. Co rat
nhiéu thuét toan vé mat ly thuyét la hitu han budc, tuy nhién thoi gian “httu han” d6 vuot qua
kha ning lam viéc cta chiing ta. Nhing thuat toan d6 s& khong dugc xét dén ¢ day, vi chung
ta chi quan tdm nhing thuét toan c6 thé st dung thuc sy trén may tinh.

Ciing do muc ti€u trén, ta con phai chu y dén do phuc tap cta cac thuat toan. B9 phuc
tap cia mot thuat toan c6 thé duoc do bang khong gian tic 1a dung lugng bd nhé ciia may
tinh can thiét dé thuc hién thuat toan va béng thoi gian, tic 1a thoi gian may tinh lam viéc. O
day khi noi dén d6 phie tap cia thuat toan ta luén hiéu 1a d6 phirc tap cua thoi gian.

1.3.2. Do phirc tap cua thuat toan

Thoi gian lam viéc cua may tinh khi chay mdt thudt toan nao d6 khong chi phu thude
vao thudt toan ma con phu thudc vao may tinh dwoc st dung. Vi thé, dé c6 mot tiéu chuan
chung, ta s& do do phtrc tap ciia mot thuat toan bang s cac phép tinh phai lam khi thyc hién
thuat toan. Khi tién hanh cung mdt thudt toan, s6 cac phép tinh phai thyc hién con phu thudc
vao c& cia bai toan, tirc 1a do 16n cua dau vao. Vi thé do phuc tap cua thuat toan s& 1a mot
ham sb cta d 16n dau vao. Trong nhing ing dung thyc tién, ching ta khong can biét chinh
xac ham nay ma chi can biét “cd” ciia ching, tirc 1a can c6 mot wdc luong du tét cua chung.

Trong khi 1am viéc, méay tinh thudng ghi cac chir s6 bang bong dén “sang, tit”, bong
den sang chi sb 1, bong den tat chi s6 0. Vi thé dé thuan tién nhat 1a dung hé dém co s 2,
trong do dé biéu dién mot sd, ta chi can dung hai ky hi¢u 0 va 1. Mot ky hiéu 0 hodc 1 dugce
goi 1a 1bit “viét tat ctia binary digit”. Mot s nguyén n biéu dién boi & chir sé 1 va 0 duoc
goi 1a mot sé k —bit .

Do phuc tap ciia mot thuat toan duoc do bang sb cac phép tinh bit. Phép tinh bit 1a mot
phép tinh logic hay s6 hoc thuc hién trén cac s6 mot bit 0 va 1.

Dé ude lugng d6 phuc tap cia thuat toan ta dung khai niém béac O 16n.
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Dinh nghia 1.2:

Gia sit f[n] va g[n] la hai ham xéc dinh trén tp hop cdc s6 nguyén duong. Ta néi
f[n]c bac O-1én cita g[n] va viét f[n]=0(g[n]).néu ton tai mot sé C >0 sao cho voi
n di 16n. Cac ham f[n] va g[n] déuduongthi f[n]<Cg[n].

Vidy I.1. :

1) Gid sir f[n] 1a da thie: f[n]=a;n’ +a, n’" +..+an +a, trong 6 a, > 0. D&

chimg minh f[n]=0(n").

2)Néu f[n]=0(g[n]). £,[n]=0(g[n]) thi £, + f, =O(g).

3)Néu f;=0(g). f, =0(g,) thi fif, =0(gg,).

4) Néu ton tai gii han hitu han:

G
= g[n]
thi f=0(g)

5) Véimoisd & >0, logn :O(ng)

Dinh nghia 1.3:

Mot thuat toan dugc goi l1a c6 do phc tap da thuce hodc c6 thoi gian da thuc, néu sb cac
phép tinh can thiét dé thuc hién thuat toan khong vuot qua O(logd n ) , trong d6 n 1a @6 16n
ctia ddu vao va d 1a s6 nguyén duong nao do.

Noi cach khac néu ddu vao 1a céc sé & bit thi thoi gian thuc hién thuat toan 1a O(kd),
tic la trong duong voi mot da thirc cia k.

Céc thuat toan vai thoi gian O(n “ ) , a >0 dugc goi la thuat toan vai do phic tap mi
hodc thoi gian mii.

Chu y rang néu mot thuat toan nao d6 co6 do phuc tap O(g) thi cling ¢ thé ndi né co
do phtre tap O(h) v6i moi ham /4 > g. Tuy nhién ta ludn ludn cb ging tim wdc luong t6t
nhét c6 thé dé tranh hiéu sai vé do phtrc tap thuc su cua thuat toan.

Ciing c6 nhiing thudt toan cé do phuc tap trung gian gitra da thirc va mii. Ta thuong goi
d6 1a thuat toan dudi mil. Chflng han thuat toan nhanh nhit duoc biét hién nay dé phan tich
mot sb nguyén n ra thira s6 1 thuat toan c6 do phtic tap:

exp = (\/logn loglogn )
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Khi giai mot bai toan khong nhiing ta chi ¢6 gang tim ra mot thuat toan nao dé, ma con
mudn tim ra thuat toan “tot nhat”. Panh gia do phic tap 1a mot trong nhimng cach dé phan tich,
so sanh va tim ra thuat toan ti uu. Tuy nhién d6 phirc tap khong phai 1a tiéu chuan duy nhat
dé danh gia thuat toan. C6 nhimng thuat toan vé 1y thuyét thi ¢ do phirc tap cao hon mot thuat
toan khac, nhung khi str dung lai c6 két qua (gan dang) nhanh hon nhidu. Diéu nay con tiy
thudc nhiing bai toan cu thé, nhitng muc tiéu cy thé va ca kinh nghi€m cua nguoi st dung.

Chung ta can luu ¥ thém mot sd diém sau ddy. Mic du dinh nghia thuat toAn ma ching
ta dua ra chua phai 1a chit ché, nd van qua “cing nhic” trong nhiing ing dung thuc té. Boi
vay chung ta con can dén cac thuit toan “xac suat”, tic 13 cac thuit toan phu thudc vao mot
hay nhiéu tham sb ngiu nhién. Nhiing “thudt toan” ndy vé nguyén tic khong duoc goi 1a
thudt toan vi chiing co thé véi xac suit rat bé, khong bao gio két thiic. Tuy nhién thuc nghiém
chira rﬁng, céc thuét toan xac suit thuong hitu hiéu hon cac thuat toan khong xac suét. Tham
chi trong rat nhiéu trudng hop, chi cé cac thuat toan nhu thé 1a sir dung duoc.

Khi 1am viéc véi cac thut toan xac suat, ta thuong hay phai st dung cac sd “ngiu

nhién”. Khai niém chon so ngau nhién ciing can duoc chinh xac héa. Thuong thi nguoi ta sir
dung mdt “may” san xuat so gia ngau nhién nao do. Tuy nhién ¢ day khi noi dén viéc chon so

nge:lu nhién ta hiéu d6 1a duge thuc hién trén may.

Can chu ¥ ngay rang, d6i véi cac thuat todn xac suit, khong thé noi dén thoi gian tuyét
d6i, ma chi c6 thé noi dén thoi gian hy vong (expected).

Dé hinh dung dugc phﬁn nao “do phuc tap” cua cac thuét toan khi lam viéc voi nhiing
s6 16n, ta xem Bang 1.1 duéi day cho khoang thoi gian can thiét dé phan tich mot sb nguyén
n ra thira sb nguyén t bang thuat toan nhanh nhat dugc biét hién nay.

Bang 1.1. P9 phirc tap dé phan tich s6 nguyén ra thira s6 nguyén té

S6 chir s6 thap phan S6 phép tinh bit Thoi gian
50 1,4.10" 3.9 gio
75 9102 104 ngay
100 2,3.10" 74 nam
200 1,2.10% 3,8.10° nam
300 1,5.10” 4,9.10" nam
500 1,3.10” 4,2.10” nam

Tir Bang 1.1 trén, ta thdy rang ngay vi mot thuat toan dudi mil, thoi gian lam viéc véi
cac s6 nguyén 16n 13 qua lau. Vi thé néi chung ngudi ta ludn cb gang tim nhiing thuat toan da
thtrc.
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1.4. LY THUYET THONG TIN TRONG CAC HE MAT

Nim 1949, Claude Shannon di cong b mot bai bao c6 nhan dé “Ly thuyét thong tin
trong cac hé¢ mat” trén tap chi “The Bell System Technical Journal”. Bai b4do da cé anh hudng
16n dén viéc nghién ciru khoa hoc mat ma. Trong chuong nay ta s& thao luAn mot vai y tuong
trong 1y thuyét cia Shannon.

1.4.1. Do mat hoan thi¢n.

C6 hai quan di€m co ban vé df an toan cia mdt hé mat.

1.4.1.1. Dy an toan tinh todn

Do do nay lién quan dén nhitng nd luc tinh toan can thiét dé pha mot hé mat. Mot hé
mét 13 an toan vé mit tinh todn néu mot thudt toan tot nhat dé pha no can it nhat N phép toan,
N 14 s rat 16n nao d6. Van dé 1a ¢ chd, khong c6 mot hé mat thyc t& da biét nao c6 thé duge
ching t6 1a an toan theo dinh nghia nay. Trén thuc té, nguoi ta goi mot hé mat 1a "an toan vé
mit tinh toan" néu c6 mot phuong phap tot nhat pha hé nay nhung yéu cau thoi gian 16n dén
mirc khong chap nhan dugc. (Piéu nay tat nhién la rat khac voi viéc chimg minh vé d6 an
toan).

Mot quan diém ching minh vé d6 an toan tinh toan la quy do an toan ciia mot h¢ mat vé
mot bai toan da dugc nghién cuu ky va bai toan nay dugc coi 1a kho. Vi du, ta co thé chung
minh mot khfmg dinh c6 dang. “Mot hé mat da cho la an toan néu khong thé phan tich ra thira
s6 mot sb nguyén n cho trudc". Cac hé méat loai nay doi khi goi 1a “An toan chiing minh
dugc". Tuy nhién can phai hiéu rang, quan diém nay chi cung cap mot chimg minh vé d6 an
toan c6 lién quan dé mot bai toan khac chir khong phai 1a mét chirng minh hoan chinh vé do
an toan. (Tinh hinh nay ciing trong tu nhu viée chimg minh mot bai toan 1a NP day du: C6
thé chung t6 bai toan da cho chi it ciing kho nhu mot bai toan NP day du khac, song khong
phai 13 mot chimg minh hoan chinh vé do kho tinh toan ciia bai toan).

1.4.1.2. Bj an toan khéng diéu ki¢n

Do do nay lién quan dén do an toan cua cac hé mat khi khong c6 mot han ché nao duoc
dat ra vé khdi lugng tinh toan ma Oscar dugc phép thuc hién. Mot hé méat dugc goi 1a an toan
khong diéu kién néu n6 khong thé bi pha tham chi v6i kha niang tinh toan khong han ché.

Khi thao luan vé& d6 an toan cia mot hé mat, ta cling phai chi ra kiéu tn cong dang duoc
xem xét. Trong chuong ta thiy rang, khong mot hé mat nao trong cac hé ma dich vong, ma
thay thé va ma Vigenére duoc coi 1a an toan vé mit tinh toan v4i phuong phap tan cong chi
v6i ban ma (Vi khdi lwong ban ma thich hop).

Diéu ma ta s& 1am trong phan nay 1a dé phat trién ly thuyét vé cac hé mat c6 do an toan
khong diéu kién v6i phwong phap tin cong chi vdi ban ma. Co thé thiy rang, ca ba hé mat néu
trén déu 1a cac hé mat an toan vé diéu kién chi khi mdi phﬁn tr cda ban 16 dugc ma hoa béng
mot khoa cho trude.

R4 rang 1a d6 an toan khong diéu kién ctia mot hé mat khong thé duogc nghién ctu theo
quan diém do phirc tap tinh toan vi thoi gian tinh toan cho phép khong han ché. O day ly
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thuyét xac sudt 1 nén tang thich hop dé nghién ciru vé d6 an toan khong diéu kién. Tuy nhién
ta chi can mot s6 kién thuc so déng trong xac suét; cac dinh nghia chinh s& dugc néu duoi
day.

Dinh nghia 1.4:

Gid sir X va Y la cdc bién ngdu nhién. Ki hiéu xdc sudt dé X nhdn gid tri x la p(x) va dé
Y nhan gia tri y la p(y). Xdc sudt déng thoip (x ,y) la xdc sudt dé X nhdn giatrixvaY
nhan gia tri y. Xdc sudt cé diéu kién p (x |y) la xdc sudt dé X nhdn gia tri x voi diéu kién Y
nhan gia tri y. Cdc bién ngd?u nhién X va Y duoc goi la doc lgp néu p (x ,y) =p(x )p (y) VoI
moi gid tri c6 thé x ciia X va y ciia Y.

Quan h¢ giita xac suét déng thoi va xac sudt ¢6 diéu kién duge biéu thi theo cong thuec:
p(xy)=p(xp)r() (1.1)

Do6icho x vay taco:

p(xy)=p(|x)p(x) (12)
Tir hai biéu thirc trén ta c6 thé rat ra két qua sau:(dugc goi la dinh 1y Bayes)
Dinh ly 1.1: (Dinh ly Bayes)

Néu p(y) >0 thi:

p(XIy)=p+ (1.3)

H¢ qua 1.1.

x vay lacac bién doc 1ap khi va chi khi: p(x|y) =p(x), Vx,y.

Trong phan nay ta gia st rang, mot khoa cu thé chi ding cho mot ban ma. Gia st c6 mot
phan b xac suat trén khong gian ban 1 @ . Ki hiéu xac suét tién nghiém dé ban rd xuat hién
1a p,(x). Ciing gia sir rang, khoa K duogc chon (bdi Alice va Bob) theo mét phan bd xac suat
xac dinh nao d6. (Thong thudng khoa duoc chon ngiu nhién, boi vay tat ca cac khoa sé& dong
kha ning, tuy nhién day khong phai 1a diéu bat budc). Ki hiéu xac suat dé khoa K duoc chon
la p, (K). Can nhé rang khéa duoc chon trude khi Alice biét ban rd. Bai vy c6 thé gia dinh
réng khoa K vaban rd x 1a cac su kién doc lap.

Hai phéan bd xé4c sudt trén @ va K s& tao ra mot phan bd xéc sudt trén . That vay, co
thé dé dang tinh dugc x4c suit p,(v) véi y 1a ban ma duge giri di. Véi mot khoa K € K, ta

xac dinh:
C(K):{eK (x):x e@}

O day C(K) biéu thi tap cac ban mi c6 thé néu K 1a khoa. Khi d6 véi mdi y € C, ta co:
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pc()= 2 P(K)p,(di (v)) (1.4)

{Kyec(K)}
Nhan thdy ring, voi bat ki yelCvaxe®,co thé tinh dugc xac sudt c6 didu kién
pe(v]x) - (Tue 1a xéc suat dé y 1a ban ma véi diéu kién ban 15 1a x ):

rcb)= 2 pe(K) (1.5)

{wal,( (y)}

Bay gio ta c6 thé tinh dugc xac sut co diéu kién Do (x | y) (tirc xac suat dé x 1a ban rd

v6i didu kién y 1a ban mi) bang cach dung dinh 1y Bayes. Ta thu duoc cong thic sau:

po(x)= Z )}pK(K)

{K x=dy (v

pe ()= S b (K)pode (v))

{Kwee(K))

(1.6)

Céc phép tinh ndy c6 thé thyc hién dugc néu biét duoc cac phan bd xac suit.

Sau day sé trinh bay mot vi du don gian dé minh hoa viéc tinh toan cac phan bd xac suat
nay.
Vidu 1.2.

Gia st @ ={a,b} véip,(a)=1/4, p,(b)=3/4.

Cho K ={K,K,.K,} véi p, (K )=1/2, p, (K,)=p, (K;)=1/4.

Gia sur C={1,2,3,4} va cic ham md dugc xic dinh 1a e (a):l,eK] b)=2,

ex (@)=2,e, (b) =3¢, (a)=3,¢; (b)=4.He matnay dugc biéu thi bang ma trin ma hoa

sau:
a b

K, |12

Ll 203

K, | 2 4

Tinh phan bd x4c suat P, taco:
p()=1/8
p.(2)= 3/8+1/16 =7/16
p.(3)= 3/16+1/16 =1/4
p.(4)= 3/16
Bay gio ta di c6 thé cac phan bd xéac sudt ¢ dicu kién trén ban rd véi didu kién da biét

ban ma. Ta co:
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p@(a|1):1 p@(b|1)=0 p@(a|2)=1/7 p@(b|2)=6/7
p.(al3)=1/4 p,(b|3)=3/4 p,(a|4)=0 p,(b|4)=1
Bay gio ta dd co du diéu kién dé xac dinh khai niém vé do mat hoan thién. Mot cach
khong hinh thirc, d6 mat hoan thién c6 nghia la Oscar v6i ban ma trong tay khong thé thu
dugc thong tin gi vé ban rd. Y tudng ndy sé& duoc lam chinh xac bang cach phat biéu né theo
céc thuat ngir ciia cac phan b xac sudt dinh nghia & trén nhu sau:

Dinh nghia 1.5:

Mot hé mdt c6 dé mdt hoan thién néu Do (x |y)=p@ (x) voi moix € P,y € C. Tuc xdc
sudt hdu nghiém dé ban ré la x véi diéu kién da thu dwoc ban ma y la déng nhat véi xdc
sudt tién nghiém dé ban ré la x .

Trong vi du trén chi c6 ban ma 3 mdi thoa man tinh chat dd mat hoan thién, cic ban ma
khac khong co tinh chét nay.

Sau day s& ching té rang, ma dich vong (MDV - xem chuong 2) ¢6 ¢6 mat hoan thién.
Vé mit truc giac, diéu nay dudng nhu qua hién nhién. Véi ma dich vong, néu di biét mot
phén tir bt ky ctia ban ma y € Z,, , thi mot phan tir bt ky ctia ban 1d x € Z, cling c6 thé 1a
ban ma da gidi ciia y tuy thudc vao gia tri cua khoa. Dinh 1y sau cho mot khang dinh hinh
thirc hod va duoc chirg minh theo ¢ic phin bd xac suét.

Dinh ly 1.2:

Gid sir 26 khod trong MDV c6 xdc sudt nhw nhau va bangl/26. Khi dé6 MDV sé c6 dé
mdt hoan thién voi moi phan bé xdc sudt ciia ban ro.

Chimng minh: Ta ¢ P=C=K =2, va véi 0<K <25, quy tic ma hod e, la
ex (x)=x+K mod26 (x €Z,). Trudc tién tinh phan bd p,.. Gid st y € Z,, khi dé:

p()= 2 Py (K )P, (dy (v))

K eZy
= > 1/26p,(y-K) (1.7)
KeZy
:1/26 Z p@(y_K)
KeZy

Xét thay véi h% cb dinh, cac gia tri y —K mod26 sé tao thanh m¢t hoan vi cua Z,, va

P, 1a mot phan bo x4c suat. Béi vay ta co:

> r.(v-K)= > p,(v)=1

K Zyg KeZyg
Do dé: p,(v)=1/26 véibatky y € Z .

Tiép theo ta co:
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D (ylx) =p, (v —x mod26) =1/26

Vé&i moi x,y vi véi mdi cip x,y khoa duy nhat K (khod dam bio e, (x) =) 1 khoa

K =y —x mod26. By gid sir dung dinh 1y Bayes, ta c6 thé d& dang tinh:

P (x)pc(v]x)
P\ XY ) =777~
c( | ) P (y)
— p@ ()C )(1/26)
(1/26)
=Py (x)
Ba&i vay, MDV c6 d6 méat hoan thién.

Nhu vay, ma dich vong 1a hé mat khéng pha dugce mién 1a chi dung mot khoa ngﬁu
nhién dong xac suat dé ma hoa mdi ky tu cta ban rd.

Sau ddy s& nghién ctru do mat hoan thién trong truong hop chung. Trudc tién thy rang,
(st dung dinh 1y Bayes) diéu kién dé Py (x |y) =p, (x) voi moi x e P,y € P la tuong
duong voi pc(y |x):pc(y) VOimoix €@y e®.

Gia s rang p.(y)>0 voimoi ye C(pc(y) = O) thi ban ma sé khong dugc dung va
c6 thé loai khoi (C). C6 dinh mét gia tri ndo d6 x e®. Véi mdi ye( ta cb
28 (y |x) =p, (y) > 0. Boi vdy, véi moi p € C phai co it nhat mot khoa K va mot x sao
cho e, (x)=y. Diéu nay dan dén |7(| 2 |C| Trong mot hé mat bat ky ta phai c6 |C| 2 |(P| vi
K| =|c =

mdi quy tic ma hod 1a mot don anh. Trong trudng hop gidi han, , ta co dinh ly
sau (Theo Shannon).
Dinh ly 1.3:

Gid sit (B.CKED) la mt hé mt, rong ds |K|=|C| = |P|. Khi @6, hé mdt c6 @ mat
hoan thién khi va chi khi khoda K dwoc dung voi xdc sudt nhw nhau bc%ng l/ |7(| va véi méi
x €®P, moi y € Ccémdt khod duy nhdt K sao cho e, (x) =y .

Chung minh

Gia su hé mat da cho c6 d6 mat hoan thién. Nhu da théy & trén, voi méi x € P va
¥ € C, phai c6 it nhat mot khoa K sao cho e, (x) =y . B&i viy ta c6 bat dang thuc:

el =[lex () e xc}f=[x]

Tuy nhién, ta gia st rang |C| = |7( , boi vay ta phai co:

[fex (x):K ec}|=Ix]

11
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Tirc 1a & ddy khong ton tai hai khod K, va K, khac nhau dé e, (x) =e, (x)=y . Nhu
viy ta di chimg to dugc rang, voi bitky x e ® va y € C c6 dang mot khod K dé e, (x) = .
Ky hiéu n =|K|. Gia st @ ={x, :1<i <n} va ¢6 dinh mot gia tri y € C Ta c6 thé ky

hiéu cac khoa K |,K ,,...,K, saocho e, (x,)=y,,1<i <n.Si dung dinh ly Bayes ta co:

Pl ) =2 <€'2‘;3f§ )

p?((Ki)'(pT(‘xi))

)

Xét diéu kién d0 mat hoan thién Py (xi|y) =p, (xl. ) . biéu kién nay kéo theo
Py (K [) =P, (y) v6i 1<i <n . Thc 1a khoa dugc ding véi xac suat nhu nhau (chinh bang
Pp.(¥)). Tuy nhién vi sd khoa la n = |7(| néntaco p, (K)= l/|7(| véiméi K € K .

Nguoc lai, gia sir hai diéu gia dinh déu thoa man. Khi d6 d& dang thay duoc hé mat c6
d6 mat hoan thién v&i moi phan bd x4c sut bat ky cua ban ro (twong ty nhu chiing minh dinh
1y 2.3). Céc chi tiét danh cho ban doc xem xét.

Mit ma khoa sir dung mdt lan cia Vernam (One-Time-Pad: OTP) 1a mét vi du quen
thudc vé hé mat c6 d6 mat hoan thién. Gillbert Vernam lan dau tién mé ta hé mat nay vao nam
1917. H¢ OTP dung dé ma va giai ma ty dong cac ban tin dién bao. biéu tha vi la trong nhiéu
nim OTP dugc coi 1a mot hé mat khong thé bi pha nhung khong thé chimg minh cho t6i khi
Shannon xay dung duoc khai niém vé d6 mat hoan thién hon 30 nim sau do.

Mo ta vé hé mat ding mot 1an néu trén hinh 1.2.

Giast n >11asonguyénva P=C=%K = (Zz)" . Véi K € (ZZ)H , ta xac dinh e, (x)
1a tong vector theo modulo 2 ctia K va x (hay tuong dwong v6i phép hoic loai trir ctia hai diy
bit twong tng). Nhu vy, néu x = (xl,...,xn ) vaK = (Kl,...,Kn ) thi:

e () =(x,+K,,...x, +K, )mod2
Phép ma hoa 1a dong nhat v6i phép giai ma. Néu y = (yl,...,yn )thi:

de (x)=(y, +K,,....y, +K, )mod2

Hinh 1.2. H¢ mat st dung khoa mdt lan (OTP)
St dung dinh 1y 2.4, dé dang thiy rang OTP c6 d6 mat hoan thién. Hé thong nay rat hap
dan do dé thyc hién ma va giai ma.
Vernam d3 dang ky phat minh ctia minh v6i hy vong rang no s& c6 img dung thuong
mai rong rdi. Dang tiéc 1a co nhitng nhuge diém quan trong dbi véi cac hé mat an toan khong

diéu kién, chéng han nhu OTP. Piéu kién |7(| > |(P| c6 nghia la lugng khoa (cﬁn duoc thong
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bao mot cach bi mat) cling 16n nhu ban rd. Vi du , trong truong hop hé OTP, ta cAn n bit
khoa dé ma hoa n bit ciia ban rd. Van dé nay sé khong quan trong néu c6 thé dung cling mot
khoa dé ma hoa cac ban tin khac nhau; tuy nhién, do an toan cua cac h¢ mat an toan khong
diéu kién lai phu thudc vao mét thuc té 12 mdi khoa chi duoc dung cho mot lan ma. Vi du
OTP khéng thé dimg vitng trude tin cong chi voi ban rd da biét vi ta co thé tinh duge K bang
phép hoic loai trir xau bit bat ky x va e, (x). Bdi vay, can phai tao mot khoa méi va thong
bao no trén mot kénh bao mat ddi voi mdi ban tin trude khi gui di. biéu nay tao ra kho khan
cho van d& quan 1y khoa va gay han ché cho viéc st dung rong rai OTP. Tuy nhién OTP van
dugc ap dung trong linh vuc quan su va ngoai giao, ¢ nhiing linh vuc nay do an toan khong
diéu kién c6 tAm quan trong rat 16n.

Lich sir phat trién cua mat ma hoc 1a qua trinh ) ge'ing tao cac hé mat c6 thé dung mét
khoéa dé tao mot xau ban ma tuong d6i dai (tirc ¢ thé dung mot khoa dé ma nhiéu ban tin)
nhung chi it vin con giit dugc d6 an toan tinh toan. Chuén ma dir liéu (DES) 1a mét hé mat
thudc loai nay.

1.4.2. Entropy

Trong phén trudc ta di thao luan vé khai niém d6 mat hoan thién va dit mdi quan tam
vao mot truong hop dac biét, khi mot khoa chi dugc dung cho mét lan ma. Bay gio ta s€ xét
diéu s& xdy ra khi c¢6 nhiéu ban 15 duoc mi bang ciing mot khoa va bang cach nio ma tham
ma c6 thé thuc hién c6 két qua phép tan cong chi véi ban mi trong thoi gian du 1on.

Cong cu co ban trong nghieén cuu bai toan nay la khai niém Entropy. Pay la khai ni¢m
trong ly thuyét thong tin do Shannon dua ra vao nim 1948. C6 thé coi Entropy la dai lugng do
thong tin hay con goi 1a do bat dinh. N6 duoc tinh nhu mot ham cua phéan bd xé4c suit.

Gia sir ta c6 mot bién ngau nhién X nhan cac gia tri trén mot tap hiru han theo mot phan
bd x4c suit p(X ). Thong tin thu nhan dugc boi mot sy kién xay ra tudn theo mdt phan bd
p(X) 1a gi? Tuong tu, néu sy kién con chua xay ra thi cai gi 1a do bét dinh va két qua bang
bao nhiéu? Pai lugng nay duoc goi 1a Entropy cta X va dugc ki hiéula H (X).

Céc y tudng nay c6 vé nhu kha triru tugng, boi vay ta s€ xét mét vi du cu thé hon. Gia
sir bién ngau nhién X biéu thi phép tung dong xu. Phan bd xac suat 1a: p(mit xap) = p(mat
ngira) = 1/2. C6 thé noi rang, thong tin (hay Entropy) ciia phép tung dong xu 1a mot bit vi ta
c6 thé ma hoa mat xdp bang 1 va mit ngira bang 0. Tuong ty Entropy ctia n phép tung dong
tién co thé mi hoa bang mot xau bit c6 d6 dai n .

Xét mot vi du phirc tap hon mdt chuat. Gia su ta c6 mot bién ngﬁu nhién X c6 3 gid tri co
thé 1a x,,x,,x; V6i cac x4c suit tuong tng bang 1/2, 1/4, 1/4. Cach ma hiéu qua nhat cua 3
bién ¢ nay 1 ma hod x, 12 0, mi ctia x, 1a 10 va ma cta x, 1a 11. Khi d6 sd bit trung binh
trong phép ma hod nay la:

12x1+1/4%x2+1/4x2=23/2.

Céc vi du trén cho thay rang, mot bién c¢b xay ra véi xac sudt 27" c6 thé ma hod dugc

bang mot xau bit c6 d6 dai n . Téng quat hon, c¢6 thé coi rang, mot bién cd xdy ra véi xac suat
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p c6 thé mi hoa bang mot xau bit c6 do dai xap xi—log,p. Néu cho trudc phan bd xac suat
Uy ¥ Py>Pss-sP, clabién ngiu nhién X, khi d6 do do thong tin 1a trong sb trung binh cua

cac lugng —log, p, . Diéu nay dan t6i dinh nghia hinh thic hod sau.
Dinh nghia 1.6:

Gid sir X la mét bién ngdu nhién ldy cdc gid tri trén mét tdp hitu han theo phdan bé xdc
sudt p(X). Khi dé entropy ciia phdn bé xdc sudt nay dwoc dinh nghia la leong:

H(X)=-)p,log,P, (1.8)
i=1

Néu cdc gid tri ¢6 thé ciia X lax;, 1<i <n thi ta cé:

H(X)=—Zp(X =x,)log, P (X =x,) (1.9)
i=l

Nhén xét:

Nhan thiy ring log, p, khong xac dinh néu p, = 0. Béi vy doi khi entropy dugc dinh
nghia 13 tong tuong mg trén tat ca cac xac suat khac 0. Vi }Cillgx log,x =0 nén trén thyc té
ciing khong c6 tré ngai gi néu cho p; =0 voi gid tri 1 nao d6. Tuy nhién ta s€ tuan theo gia
dinh 1a khi tinh entropy ctia mot phan bd xac suat D téng trén s& duoc ldy trén cac chi sé i
sao cho p, # 0. Ta ciing thdy riang viéc chon co s cua logarit 13 tuy y; co sd nay khong nhat
thiét phai 1a 2. Mot co s6 khéc s& chi 1am thay d6i gia tri cta entropy di mot hang sd.

Chu y rang, néu p, =1/n v6i 1<i<n thi H(X)=log,n . Ciing dé dang thdy ring
H(X)20 va H(X)=0 khi va chi khi p, =1 v6i mét gid tri i nao d6 va p, =0 v&i moi
J#i.

Xét entropy cua cac thanh phﬁn khac nhau cta mot hé mat. Ta c6 thé coi khoa 1a mot
bién ngau nhién K nhén cac gid tri tuan theo phan bd xéac suét Py Vvaboi vay co thé tinh duoc
H(K). Tuong tu ta c6 thé tinh cac entropy H(P) va H(C) theo cic phan bd xac suit
twong ung ctuia ban ma va ban 0.

Vi du 1.2: (tiép)

Ta cé:
H(P) =-1/4log,1/4-3/4log,3/4

= —1/4(-2)—-3/4(log, 3-2)
=2-3/4log,3
~ 0,81

bang c4c tinh toan twong tu, ta co H (K )=1,5 va H(C)~1,85.
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1.4.2.1. Cdc tinh chit ciia Entropy

Trong phan nay s& chimg minh mét sb két qua quan trong lién quan dén Entropy. Trudc
tién ta s& phat biéu bat dang thirc Jensen. Day 1a mot két qua co ban va rat hiru ich. Bat dang
thirc Jensen c6 lién quan dén ham 15i c6 dinh nghia nhu sau.
Dinh nghia 1.7:

MGt ham c6 gia tri thuc f 1a 16i trén khodng I néu:

X4y ) S+ ()
f( . )z : (1.10)

voi moi x,y €1 . fla ham 16i thuc s trén khodnglnéu:

xX+y ) S&)+f )
f( . j> . (1.11)

voimoi x,y €l , x #y.
Sau day ta s& phat biéu ma khong chimg minh bat dang thirc Jensen.
Dinh Iy 1.4: (Bit ding thirc Jensen).

Gia sir h la mot ham 16i thue swva lién tuc trén khoang |,

iai =1
i=1

vaa, >0;1<i<n Khido:

iaif(xi)Sf(iaixij (1.12)

trong dé x, €l;1<i <n . Ngodi ra diu "=" chi xay ra khi va chi khi x, =x, =...=x

Bay gid ta s& dua ra mot sé két qua vé Entropy. Trong dinh 1y sau s& sir dung khing
dinh: ham log,x la mot ham 16i thuc sy trong khoang (0, «0) (Piéu nay d& dang thay dugc tir
nhing tinh toan so cap vi dao ham cip 2 ciia ham logarith 1a 4m trén khoang (0, o).

Dinh ly 1.5:

Gid sir X la bién ngdu nhién c6 phdn bé xdc sudt D1sPys-sD, trong do p, >0; 1<i<n.
Khido H(X)<log,n. Ddu "=" xay ra khi va chi khi D= l/n , 1<i<n

Chtng minh:

Ap dung bat dang thiic Jensen, ta co:
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HX) = _Zpi log, p, = Zpi log,(1/p,)

i=1 i=1
<log, > (p;x1/p,)
i=1

=log,n

n_n

Ngoai ra, du "=" chi xay ra khi va chi khi p, =1/n, 1<i<n.
Dinh ly 1.6:
H(X)Y)<H(X)+H(Y) (1.13)
Pang thire (dau "=") xdy ra khi va chi khi X va Y la cdc bién cé doc lap
Chimg minh.
Gia st X nhan cédc gia tri x,,1<i<m; Y nhdn cac gia tri y,,1<j<n. Ki hi¢u:
zp(X le.),lﬁiﬁm va g, zp(Y zyj),ISj <n. Ki hiéu r, zp(X =x,,Y zyj),
1<i<m, 1<j <n.(Pay la phan b6 xac suat hop).

Nhan thiy rang

Zl/’ =
va q_ZU’ -

Ta c6
HX)+HY )= —(ip,- log,p, + iqj log,q,)
= —(i; log, p, + ;Zl log,q,)
= —i;n log, pg,
Mit khéc: HX)Y)= —i iry log, 7,

i=1 j=1

Két hop lai ta thu dugc két qua sau:
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HOXY)=HX)=HE) =3 Y7, log, (/) + Y Y r, log, pg,

i=1 j=1 i=1 j=1

<log,>.> pg,

i=l j=l
=log,1
=0
(O day da ap dung bat dang thirc Jensen khi biét rang cac r,; tao nén mot phén bd xac
suit ).
Khi dang thirc xdy ra, c6 thé thay rang phai c6 mét hang s6 ¢ sao cho p;, /’”,-j =c Vil
moi i,/ . St dung dang thirc sau:

= Z i 10g2 (piq_/‘ /’”[/)

Diéu nay din dén ¢ =1. Béi vay diing thie (déu "=") s& xdy ra khi va chikhi 7, =pg,,

nghia la:
p(X =x,Y =y, ) =p(X =x,)p(Y =y,)

v6i 1<i <m,1<j <n . Diéunay c6 nghia la X va ¥ doc lap.

Tiép theo ta s& dua ra khai niém Entropy c6 diéu kién
Dinh nghia 1.8:

Gid st X va Y la hai bién ngau nhién. Khi d6 véi gid tri xdc dinh bdt ky y ciia Y, ta c¢é
mét phdn bo xdc sudt cé diéu kién p (X |y). Ré6 rang la:

HX |y)=-)_px|y)log, p(x |¥) (1.14)

Ta dinh nghia Entropy cé diéu kién H(X|Y) la trung binh c¢6 trong sé (itng véi cdc xdc
sudt p(v)) cua Entropy H(X|y) trén moi gid tri c¢é thé y. H(X|y) dwoc tinh bang:

HX |Y)==2 > p0)p(x|y)log,p(x|y) (1.15)

v
Entropy c6 diéu kién do lwong thong tin trung binh vé X do Y mang lai.
Sau day 14 hai két qua truc tiép ( Ban doc c6 thé tu chimg minh)
Dinh ly 1.7:
H(X,Y):H(Y)+H(X|Y) (1.16)
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Hé qua 1.2.
H(X|Y)<H(X)
Dau bang chi xay ra khi va chi khi X va Y déc lp.

1.4.2.2. Cdc khod gid va khodng duy nhit

Trong phin nay ching ta s& ap dung cac két qua vé Entropy & trén cho cic hé mat.
Trudc tién s& chi ra mot quan hé co ban giita cac Entropy ciia cic thanh phan trong hé mat.
Entropy c6 diéu kién H (K |C) duoc goi la do bat dinh vé khoa. N6 cho ta biét vé luong
thong tin vé khoa thu duoc tir ban ma.

Dinh Iy 1.8:

Gia sir (B,CKE D) la mot hé mat. Khi do:

H(K|C)=H(K)+H(P)-H(C) (1.17)

Chirg minh:

Trude tién ta thdy rang H (K,P,C)=H (C |K,P)+H (K,P). Do y =e, (x) nén
khoa va ban rd s& xéc dinh ban ma duy nhat. Dicu ny c6 nghia la H (C|K ,P )=0. Béi vay
H(K,P,C)=H (K,P).Nhung K va P doc lap nén H (K ,P)=H (K )+H (P). Vi thé:

H(K,P,C)+H(K,P)=H(K)+H(P)
Tuong ty vi khod va bin ma xic dinh duy nhit ban 1d (thc x =d, (v)) nén ta c6
H(K,P,C)=0 vabsivay H(K,P,C)=H (K ,P).Bay gio ta sé tinh nhu sau:
H(K|C)=H(K.C)-H(C)
=H(K,P,C)-H(C)
=H(K)+H (P)-H(C)
Day la ndi dung ctia dinh 1y.
Ta s& quay lai vi du 2.1 dé minh hoa két qua nay.
Vi du 1.1 (tiép)

Ta da tinh duoc H (P )~ 0,81, H (K )=1,5 va H(C)~1,85. Theo dinh Iy 1.8 ta ¢6

H(K

,C) ~1,5+0,81-0,85~0,46. C6 thé kiém tra lai két qua nay bang cach ap dung
dinh nghia vé Entropy c6 diéu kién nhu sau. Trudc tién cin phai tinh cic xac suat xuat
p (Kj |]) , 1<i <3; 1<j <4.Pé thuc hién diéu nay co thé 4p dung dinh Iy Bayes va nhan

dugc két qua nhu sau:
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Chuong 1: Nhap mon mat ma hoc

p(K, [1)=1 p(K,11)=0 p(K,[1)=0
p(K, [12)=6/7 p(K,[2)=6/7 p(K,12)=0
p(K,[3)=0 p(K,[3)=3/4 p(K;13)=1/4
(K, 14)=0 p(K,|4)=0 p(K,14)=1

Bay gio ta tinh:
H(K|C) =1/8x0+7/16x0,59+1/4x0,81+3/16x0 = 0,46
Gia tri ndy bang gia tri duoc tinh theo dinh 1y 2.10.

Gia su (@,C,?{,@,@) la hé mat dang dugc sir dung. Mot xau cua ban 1o x,,X,,..,X, S€
duoc ma hoa béng mot khoa dé tao ra ban ma V1sYVaseiesy, - Nho lai rﬁng, muc dich co ban cua
tham ma 14 phai xac dinh dugc khoa. Ta xem xét cac phuong phap tan cong chi v6i ban ma va
coi Oscar c¢6 kha ning tinh toan vo han. Ta ciing gia sir Oscar biét ban rd 1a mot vin ban theo
ngdn ngit ty nhién (chang han vin ban tiéng Anh). No6i chung Oscar c6 kha ning rit ra mot sb
khoa nhét dinh (cac khoa c6 thé hay céc khoa chap nhan duoc) nhung trong d6 chi c6 mot
khoa dung, cac khoa c6 thé con lai (cac khoa khong dung) duoc goi 1a cac khoa gia.

Vi du, gia st Oscar thu dugc mot xau ban mda WNAJW mi bing phuong phap mé dich
vong. D& dang thiy rang, chi c6 hai xau ban rd c6 y nghia 14 river va arena tuong mg voi cac
khoa F(=5) va W(= 22). Trong hai khoa nay chi c6 mot khoa ding, khoa con lai 1a khoa gia.
(Trén thuc té, viéc tim mot ban ma cia MDV ¢6 d6 dai 5 va 2 ban giai ma co6 nghia khong
phai qua kho khan, ban doc c6 thé tim ra nhiéu vi du khac). Muc dich cua ta la phai tim ra gioi
han cho sd trung binh céc khoa gia. Trudc tién, phai xac dinh gia tri nay theo Entropy (cho
mot ki tu) cua mot ngon ngtr tw nhién L (ki hi¢u 1a Hy). Hy 1a lugng thong tin trung binh trén
mot ki ty trong mot xau ¢6 nghia cua ban rd. (Chi y ring, mot xau ngiu nhién cac ki ty cta
bang chit cai s& c6 Entropy trén mot ki tu bang logy 26 ~ 4,76). Ta c6 thé 1iy H(P) 1a xap xi
bac nhét cho Hy. Trong truong hop L 14 Anh ngit, ta tinh duoc H(P) ~ 4,19.

Di nhién cac ki ty lién tiép trong mot ngon ngit khong doc 1ap véi nhau va su tuong
quan giita cac ki tu lién tiép s& lam giam Entropy. Vi dy, trong Anh ngit, chit Q ludn kéo theo
sau 1a chir U. D& lam x4p xi bac hai, tinh Entropy ctia phan b x4c suit cta tat ca cac by doi
r0i chia cho 2. Mot cach tong quat, ta dinh nghia P" 1a bién ngiu nhién c6 phan bd xac suét
cua tit ca cac bo n clia ban rd. Ta sé sir dung tat ca cac dinh nghia sau:

Dinh nghia 1.9:

Gia sw L la mét ngon ngit tw nhién. Entropy cua L dwoc xac dinh la lwong sau:

H, =1im 7D (1.18)
n—0 n
D¢ du ciia L la: R, =1-(H, [log,|?|) (1.19)
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Chuong 1: Nhap mon mat ma hoc

Nhdn xét: H; do Entropy trén mdi ki tur ctia ngdn ngir L. Mot ngon ngit ngau nhién s&

co6 Entropy la log, |(P| . Boi vy dai lugng R; do phan "ki tu vuot troi" 13 phan du.

Trong trudng hop Anh ngit, dua trén bang chira mot s6 16n cac bo doi va cac tan so, ta
c6 thé tinh duge H (P?). Uédc lugng theo cach nay, ta tinh dugec H (P*) =~ 3,90. Cir tiép tuc
nhu vay béng cach lap bang cac b ba v.v... ta thu dugc udc lugng cho Hy. Trén thuc té, béng
nhiéu thuc nghiém khéc nhau, ta ¢6 thé di t6i két qua sau 1,0 <H ; <L1,5. Tuc la lugng thong
tin trung binh trong tiéng Anh vao khoang 1 bit t6i 1,5 bit trén mdi ki tu.

Gia st ldy 1,25 1a gia tri udc luong cia gid tri ciia H;. Khi d6 d6 du vao khoang 0,75.
Tic 1a tiéng Anh c6 d6 du vao khoang 75%! (Piéu nay khong c6 nghia loai bo tuy y 3 trén 4
ki tuy cia mdt van ban tiéng Anh ma van c6 kha nang doc dugc nd. N6 chi c6 nghia Ia tim
dugc mot phép ma Huffman cho cac bd n véi n dit 16n, phép ma nay sé nén vin ban tiéng
Anh xudng con 1/4 d6 dai cta ban gbe).

Véi cac phan bd xac suat ¢ di cho trén K va @". Co thé xac dinh phan bd xéac suat
trén 14 tip cac bd 7 cua ban ma. (Ta da lam diéu nay trong trudng hop n =1). Ta di xac
dinh P" 1a bién ngau nhién biéu dién bo n cua ban rd. Tuong tw C” 13 bién ngau nhién biéu
thi b0 n cta ban ma.

Véi y eC”, dinh nghia: K (y) = {K eK; dx e (P",p@”(x) > 0,e, (x) =y} nghia la
K (v) 1a tap cac khoa K sao cho y la ban ma cta mot xau ban rd do dai n c6 nghia, tic la
tap cac khod "cé thé" véi y 1a ban ma da cho. Néu y 1a day quan sat dugc ctia ban ma thi s6
khoa gia s€ 1a ‘K (y )O‘ —1vi chi c6 mot khoa 1a khoa dung trong s6 cac khod c6 thé. Sé trung
binh cac khoa gia (trén tat ca cac xau ban ma co thé do dai n ) dugc ki hiéu 1a 5, va né duoc

tinh nhu sau:

- ;p(y)\K(y)\—gp(y)
- ;p(y)\K(y)\—l

Tir dinh 1y 1.8 ta co:
H(K|C")=H(K)+H(P")-H(C")
C6 thé dung udc luong sau:
H(P")~nH, =n(1-R,)log,|?|
voi diéu kién n dt 16n. Hién nhién la:

H(C”)Snlog2|C|
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Chuong 1: Nhap mon mat ma hoc

Khi d6 néu |@|=|c| thi:
H(K|C")2H (K)-nR, log,|®| (1.20)

Tiép theo xét quan h¢ cua lugng H (K |C") véi s6 khoa gia s, . Ta cé:

H(K[c")= 2 p(r)(Ky)

yeC”

<Y p(y)log, K (v)

yeC”

<2 r)K )

yeC”
=log, (g + 1)
O day ta ap dung bat dang thic Jensen (dinh ly 1.5) voi f(x) = log,(x). Boi vy ta c6
bat dang thirc sau:

HEK|C")<log,(s, +1) (1.21)
Két hop hai bat dang thirc (1.20) va (1.21), ta cé:
log,(s, +1)>H (K )~nR, log, |P|
Trong trudng hop cac khoa duge chon dong xac suat (Khi ¢6 H (K ) c6 gi tri 16n nhat)
ta co két qua sau.
Dinh Iy 1.9:
Gia su ((P,C,T(,E(D) la mot hé mdt trong do |C| = |(P| va cdc khoa dwoc chon déng xdc

suat. Gid sw Ry la do dw cua ngén ngir goc. Khi do voi mot xdu ban md do dai n cho trudce

(n la sé di Iém), s6 trung binh cdc khod gid s, thoa man bdt dang thirc nhw sau:

5,2 KI/(Plnk, )}

Luong |K | / (|P|nR L)—l tién t6i 0 theo ham mil khi 7 ting. Udc luong nay co thé
khong chinh xéac véi cac gia tri n nhé. D6 la do H(P") / n khong phai 1a mot woc lugng tot
cho H; néu n nho.

Ta dua ra day mot khai niém nita
Dinh nghia 1.10:

Khodng duy nhét ciia mot hé mdt duwoc dinh nghia la gia tri cua n ma ung voi gia tri
nay, sé khod gid trung binh bang 0 (ki hiéu gid tri nay la n). Diéu @6 cé nghia la n, la @6
dai trung binh can thiét ciia ban ma d@é tham ma cé thé tinh todn khod mét cach duy nhdt véi
thoi gian du lom.
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Néu dat s, =0 trong dinh ly 1.11 va giai theo n ta s€ nhan dugc udc lugng cho
khoang duy nhét:
n, = log2|7(|/RL log, |GP|
Vi dy véi ma thay thé, ta c6 |@|=26 va |[K|=26!. Néu liy R, =0,75 thi ta nhan
dugc ude lugng cho khoang duy nhit bang:
n, ~88,4/(0,75x4,7) ~ 25

Diéu d6 c6 nghia 1a thong thuong néu ma tham cé duge xau ban mi véi do dai tbi thiéu
14 25, anh ta c6 thé nhan dugc ban giai ma duy nhét.

BAI TAP CHUONG 1.
Bai 1.1: Cho n 1a mot sd nguyén duong. Mot hinh vudng 16n latin cap 7 (L) 1a mot
bang n xn cac sb nguyén 1,...,n sao cho mdi mot s6 trong n sd nguyén nay chi xuat hién

dung mot lan ¢ hang va mdi cot ciia L. Vi du hinh vuéng Latin cip 3 c6 dang:

1 2 3
3 1 2
2 3 1

Véi mot hinh vudng Latin L bat ky cap 7 , ta c¢6 thé xac dinh mot hé ma tuong tng. Gia
st P=C=K= {1,...,n} . Véi 1<i <n, quy tic ma hoa e, duoc xac dinh la e, (]) :L(i,j)
(Do d6 mdi hang ctia L s& cho mot quy tic mé hoa).

Chirng minh réng h& mét hinh vuéng Latin nay c6 d§ méat hoan thién.

Bai 1.2: Hay chiing to rﬁng ma Affine ¢ d6 mat hoan thién

Bai 1.3: Gia st mot hé mat dat dugc do hoan thién véi phan bd x4c sudt p, nio do cia
ban rd. Hiy chung to rang do mat hoan thién van con gitt duoc dbi voi mot phan bd xac suat
bat ky cia ban r0.

Bai 1.4: Hay chung té réng néu mot hé mat c6 d6 hoan thién va |7(| = |C| = |@| thi moi
ban ma la dong xéc suat.

Bai 1.5: Hay chung t6 rang H (X,Y ) =H (Y )+H (X |Y ) . Sau d6 hay ching minh bd
dé1a H(X |V )<H (X ), ding thirc chi xdy ra khi va chi khi X va ¥ doc lap.

Bai 1.5: Ching minh rﬁng moét hé mat c6 d0 mat hoan thién khi va chi khi

H(PIC)=H(P).
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Chuong 1: Nhap mon mat ma hoc

Bai 1.6: Ching minh rang trong mot hé mat A (K |C ) >H (P C ) (vé mit tryc giac két
qua nay noi rang véi ban ma cho trude do bat dinh cia tham ma vé khoéa it nhat ciing 16n bang
d6 bét dinh khi tham ma r5).

Bai 1.7: Xét mot hé mat trong @6 @ ={a,b,c}, x ={K .K,.K,} va ¢={1,2,3,4}.

Gia stir ma trdn ma hoa nhu sau:

a b c
K, 1 2 3
K, 2 3 4
K, 3 4 1

Gia s cac khoéa duogc chon déng Xac sudt va phan bd x4c sudt cua ban rd la
po(a) =1/2, p,(b) =1/3, p,(c) =1/6.Haytinh H(P),H(C), H(K), H(K|C) va
H(P|C).
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Loi n6i dau

LOT NOI PAU

Trong su phat trién cua x4 hoi loai nguoi, ké tir khi c6 sy trao doi thong tin, an
toan thong tin tré thanh mot nhu ciu gin lién voi nd nhu hinh véi bong. Tir thua so
khai, an toan thong tin dugc hiéu don gian 1a gilt dugc bi mat va diéu nay dugc xem
nhu mot nghé thuét chir chua phai 1a mgt nganh khoa hoc. Véi su phat trién ctia khoa
hoc k¥ thuat va cong ngh¢, cung vdi cac nhu cau dic biét ¢ lién quan tdi an toan
thong tin, ngay nay cac k¥ thuat chinh trong an toan thong tin bao gom:

- K¥ thuat mat ma (Cryptography)

- Ky thuat nguy trang (mi an) (Steganography)

- Ky thuat tao bong mo, thily van s6 (Watermarking)

K§ thuat mat ma nham dam bao ba dich vu an toan co ban:

- Bimat (Confidential)

- Xac thuc (Authentication)

- Péam béo tinh toan ven (Intergrity)

Co thé théy réng mat ma hoc 1a mdt linh vuc khoa hoc rong 16n c6 lién quan rat
nhiéu nganh toan hoc nhu: Pai sb tuyén tinh, Ly thuyét thong tin, Ly thuyét d6 phuc
tap tinh toan...

Béi vay viéc trinh bay dﬁy dt moi khia canh cua méat ma hoc trong khuén khd
mot gido trinh 14 mot diéu kho co thé 1am duoc. Chinh vi 1y do d6, trong gido trinh nay
chung t6i chi dimg ¢ mirc mé ta ngin gon cac thudt toan mat ma cha yéu. Cac thuat
toan nay hodc dang dugc su dung trong cac chuong trinh tng dung hi¢n nay hoac
khong con dugce dung nita, nhung van duge xem nhu 1a mot vi du hay, cho ta hinh
dung 18 hon birc tranh tong thé vé sy phat trién ciia mat ma hoc ca trén phuong dién 1y
thuyét va ing dung. Con mot ndi dung rat Iy tha chua duoc néu trong gido trinh nay la
van dé tham ma. Ban doc quan tdm c6 thé tham khao thém trong cac tai liéu [1], [2],
[3].

Noi dung gido trinh bao gém sau chuong:

Chwong I - Nhiap moén mit méi hoc: Trinh bay nhiing khai niém va so lugc vé
mat ma hoc, do phuc tap tinh toan, va co s¢ ly thuyét thong tin trong cac hé mat.

Chuong II - Mat ma khéa bi mat: Trinh bay cadc phuong phép xur 1y thong tin
ctia cac hé mat khoa bi mat (hé mat khoa ddi xtng) bao gdm cac thuat toan hoan vi,
thay thé va chuan ma dit liéu cia My (DES) va AES.

Chuwong III - Mét mé khéa cong khai: Trinh bay mot s6 bai toan mot chiéu va
cac thudt toan mat ma khoa cong khai (hay méat mi khoa bat déi xtng) lién quan bao
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gém: hé mat RSA, Merkle-Hellman, Rabin, McEliece, h¢ mat trén dudng cong
elliptic...

Chuwong IV - Ham bim, xic thue va chir ky s6: Khai quat vé ham bam, mot sé van dé
vé xé4c thuc, dam bao tinh toan ven va chit ky $6.
Chuong V - Cic thii tuc va cac chii y trong thue té khi sir dung ma héa

Chuong VI: Cac chuin va ap dung

Sau mdi chwong déu c6 cac cau hoi va bai tap nhim gitp cho ban doc nim vimg hon
cac van dé da duogc trinh bay

Phén phu luc cung cip chuong trinh ngudn ciia DES.

Do thoi gian va trinh d con han ché, viéc lua chon va trinh bay céc thuat toan nay
khong thé tranh khoi nhitng khiém khuyét nhat dinh. R4t mong ban doc déng gop y
kién vé mat ciu trac, cac ndi dung dugc trinh bay va céac sai sét cu thé.

Céc dong gbp y kién xin gui veé
KHOA KY THUAT BIEN TU 1 - HOC VIEN CONG NGHE BUU CHINH VIEN THONG

KM 10. PUONG NGUYEN TRAI - HA BPONG

Email: KhoaDT1@hn.van.vn
Hoac: nguyenbinh1999@yahoo.com

Xin chan thanh cam on!

NGUOI BIEN SOAN
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Chuong 2 — Mat ma khoa bi mat

CHUONG 2. MAT MA KHOA Bi MAT

C6 ba phuong phéap chinh trong méat ma c6 dién (con goi 1a mat ma khoa riéng, mat ma
khoa bi mat hay mat ma khoa doi xang):
- Hoan vi
- Thay thé
- Xu Iy bit (chii yéu nam trong cac ngdn ngit 1ap trinh)
Ngoai ra con c6 phuong phap hdn hop thuc hién két hop cac phuong phap trén ma dién
hinh 1a chuan ma dir liéu (DES — Data Encryption Standard) cuia My.

2.1. SO PO KHOI MQT HE TRUYEN TIN MAT

Tham ma (Oscar)
Béan 1o Ban ma i Ban ma Ban 1o
. o Kénh mé o o
Nguon tin || Bomahoa | | (khong af toan) | Bo giaima | | Nhan tin
A
(Alice) K| K, (Bob)

Kénh an toan

A4

Ngudn khoda

Hinh 2.1. So d6 hé mat khoa bi mét
Dinh nghia 2.1:
Mot hé mat 1a mot bo 5 (2,C,KE D) thoa min cac didu kién sau:
a) @ la mot tap hitu han cac ban 15 c6 thé
b) C 1a mdt tap hitu han cac ban ma co thé
¢) K 1a mot tap hitu han cac khoa co thé (khong gian khoa)
d) D6i v6i mdi k € K c6 mot quy tic mi ¢, € E
e, P—>C (2.1)
va mot quy tic gidi ma tuong tmg d, € D
d:C—>® (2.2)

sao cho: d, (e, (x))=x voiVx e®.
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2.2. MAT MA THAY THE
2.2.1. Mat ma dich vong (MDV)
Giast P=C=%K =2Z,, v6i 0<k <25, ta dinh nghia:
e, (x) =x +k mod26
d,(v)=y—k mod26 (2.3)
(x, y e Z26)

Ta sir dung MDV (v6i modulo 26) d&& ma hoa mot van ban tiéng Anh thong thuong
bang cach thiét 1ap sy twong tng gitta cac ky tu va cac thing du theo mod 26 nhu sau:

Ky tu A |B |[C |D |E |F |G |H |I J K |[L |M
Ma twong tmg | 0 1 2 3 4 5 6 7 8 9 10 |11 |12
Ky tw N |O |P |Q (R |S |T |U |V |[W |X |Y |Z

Matwongtng |13 |14 |15 |16 |17 |18 |19 |20 |21 |22 |23 |24 |25

Vidu 2.1:
Gia su khoa cho MDV 1a £ =5 va ban rd la: meet me at sunset.
Trudc tién, ta bién d6i ban rd thanh chir in hoa va bién d6i thanh diy cac sb nguyén theo
bang trén (khong bién doi ddu cach (space) gitra 2 tir):
12.4.4.19.12.4.0.19.18.20.13.18.4.19
Sau d6 ta cong 5 vao mdi gid tri ¢ trén va rat gon tong theo mod 26, ta dugc day sb sau:
17.9.9.24.17.9.5.24.23.25.18.23.9.24
Cudi cung, ta lai bién d6i ddy sb nguyén trén thanh cac ky tu tuong tng, ta c6 ban ma sau:
RJJY RJ FY XZSXJY
Dé giai ma cho ban ma nay, trude tién ta bién ban ma thanh diy s6 nguyén rdi trir mdi
gi4 tri cho 5 (rat gon theo modulo 26), va cudi cing 14 lai bién doi lai ddy s6 nhan duoc nay
thanh cac ky tu.

Nhdn xét:

Khi k£ =3, hé mat nay thuong dugc goi la ma Caesar da timg dugc Hoang dé Caesar sur
dung.

MDV (theo mod 26) 1a khong an toan vi né c6 thé bi tham theo phuong phap tim khoa
vét can (tham ma c6 thé d& dang thr moi khoa d, co thé cho t6i khi tim duoc ban rd co
nghia). Trung binh c6 thé tim dugc ban r& dung sau khi thir khoang (26 /2) =13 quy tic giai
ma.

Tt vi du trén ta théy réng, diéu kién can dé mot hé mat an toan 1a phép tim khoa vét can

phai khong thé thyuc hién dugc. Tuy nhién, mot khong gian khoa 16n van chua dii dé dam bam
d6 mat.
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2.2.2. M thay thé (MTT)

Cho ?=(C=2Z,,. K chta moi hoin vi c6 thé co cua 26 ky tu tir O dén
25. Vi mdi phép hoan vi 7 € K, ta dinh nghia:

e, (x)=7(x)
va d. (y):/f1 (y)

z -1 1x , . B
trong d6 7~ 1a hoan vi nguoc cua 7

Sau day la mot vi du vé phép hoan vi ngau nhién 7 tao nén mot ham ma hod (twong tu
nhu trén, cac ky tu ctia ban roé dugc viét béng chir thuong, con cac ky tu ctia ban ma duoc viét
bang chit in hoa).

Ky tu ban rd a | b c

d
Ky tu ban ma XIN|]Y|A|H|P|O |G| Z

Ky tu ban o n o | p

Ka]
—
]
-
=
<

J

Q

w | x|y | z
Ky tu ban ma S| F|]L|R|C|V | M|U|E]|K

Nhu vay, e (a)=X,e (b)=N,...

Ham giai ma 1a phép hoan vi ngugc. Diéu nay dugc thyc hién bang cach viét hang tha
hai 1én trudc roi sap xép theo thi tur chir cai. Ta co:

Ky tu ban ma A|B|{C|DJE|F|G|H]|I J K| L | M
Ky tu ban 1o d 1 T y v 0 h e Z X | w | p t
Ky tu ban ma NI O|P|Q|R|S | T|U|V | W | X|Y|Z
Ky tu ban rd b g t | j q n |m| u ] k a c 1
Vidu 2.2:
Vi phép thay thé trén, tir ban rd: meet me at sunset
ta thu duogc ban ro sau: THHM TH XM VUSHM

Str dung phép hoan vi ngugc, ta dé dang tim lai dugc ban 1o ban dau.

Mdi khoa ctia ma thay thé 1a mot phép hoan vi cta 26 ky tu. SO cac hoan vi nay
1226!>4.10*. Pay 1a mot sb rat 16n nén khé c6 thé tim duoc khoa bing phép tim khoa vét
can. Tuy nhién, bang phuong phap thdng ké, ta co thé dé dang tham duoc cac ban ma loai
nay.

2.2.3. Mat ma Vigenére

Trong hai h¢ MDV va MTT ¢ trén, mot khi khoa da dugc chon thi mdi ky tu s& duoc
anh xa vao mot ky tu duy nhit. Vi vdy, cic hé trén con dugc goi 1a cac hé thay thé don biéu.
Sau day ta s€ trinh bay mét hé thay thé da biéu duogc goi la hé mat Vigenere.
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Str dung phép tuong img A <> 0,B <> 1,...,Z <> 25mb ta & trén, ta c6 thé gan cho mdi
khoa k& mot chudi ky tu c6 do dai m , dugc goi 1a tir khoa. Mat ma Vigenére s& ma hoa déng
thoi m ky tu: mdi phan tir cia ban 1 twong dwong véi m ky tu.

Vidu 2.3:
Gia st m =6 va tr khoa la CIPHER. Tu khod niy tuwong ung véi diy s
k=(2,8,15,7,4,17). Gia str ban 0 la:
meet me at sunset

Ta s& bién doi cac phan tir ciia ban rd thanh cac thing du theo mod 26, viét chung thanh
cac nhom 6 rdi cong vai tir khoa theo modulo 26 nhu sau:

12 4 4 19 12 4 0 19 18 20 13 18 4 19 Banrd
2 8 15 7 4 17 2 8 15 7 4 17 2 8 Khoa

14 12 19 0 16 21 2 1 7 1 17 9 6 1 Ban ma
Nhu vay, day ky tu tuong ing véi xau ban ma s¢€ la:
OMTA QV CB HBRJGB

Ta c6 the m6 td mat ma Vigenere nhu sau:

Cho m 1a mét sé nguyén duong cb dinh nao do.

Ta dinh nghia P =C =K :(Z%)"

Vé6ikhod k= (k. k,, ..., k, ), taxac dinh:

e, (x5, x, )= (o, +h,x, +ky L x,, +E)

Vé’ dk (yl’yZ’ ”"ym):(yl _kl’yZ _k2’ ””ym _km)

trong do tit ca cac phép toan duoc thyc hién trong Z,.

Chii y: D¢ giai ma, ta co thé ding cung tir khoa nhung thay cho cong, ta trir nd theo
modulo 26.

Ta thiy rang, sd cac tir khoa c6 thé véi d6 dai m trong mat ma Vigenere 1226" . Boi
vay, tham chi vi m kha nho, phuong phap tim kiém vét can ciing yéu cau thoi gian kha 16n.
Vi dy, v6i m =6 thi khong gian khoa ciing c¢6 kich thuée 16n hon 3.10° khoa.
2.2.3.1. Ma Affine

MDV la mot truong hop dic biét cia MTT chi gdm 26 trong s6 26! cac hoan vi c6 thé
ctia 26 phan tir. Mot truong hop dic biét khac ciia MTT 1a ma Affine dwoc mo ta dudi day.
Trong ma Affine, ta gi6i han chi xét cdc ham ma c6 dang:

e(x)=ax +bmod26; a,beZ,

Céc ham nay duoc goi 1a cac ham Affine (cha y rang khi @ =1 , ta c6 MDV).
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bé viée giai ma co thé thuc hién duoc, yéu cau can thiét 1a ham Affine phai 1a don anh.

Noi cach khac, voi bat kyy € Z, , ta muon c6 dong nhat thirc sau:

ax +b =y mod26
phai c6 nghiém x duy nhit. Pong du thirc nay tuong dwong véi:
ax =y —b(mod26)

Vi y thay d6i trén Z,, nén y —b ciing thay d6i trén Z,,. B&i vay, ta chi can nghién

ctru phuong trinh dong du:
ax =y mod 26

Ta biét rang, phuong trinh ndy c6 mot nghiém duy nhat dbi v6i mdi y khi va chi khi
UCLN (@,26) =1 (6 day ham UCLN Ia uéc chung 16n nhét ctia cac bién ciia no).

Trude tién ta gia st rang, UCLN (a,26) =d > 1. Khi d6, dong du thic ax = 0mod 26
s& c6 it nhat hai nghi¢m phan biét trong Z,, 1a x =0 va x =26/d . Trong trudng hop nay,

e(x)=ax +bmod 26 khong phai 1a mot ham don anh va boi vay né khong thé 1a ham ma
hoa hop 1€.

Vidu 2.4:
Do UCLN (4,26) = 2nén 4x + 7 khong 1a ham ma hoa hop 1é: x va x +13 s& ma hoa

thanh cling mot gié trj dbi voibat kyx € Z,, .
Ta gia thiét UCLN (a,26) = 1. Gia st v6i x, va x, nao d6 thoa man:
ax, =ax, mod26
Khi dé:
a(x,—x,)=0mod26
boi vay
26|a(x, —x,)

Bay gio ta s& sir dung mot tinh chat cta phép chia sau: Néu UCLN (a,b) =1va a |bc
thi a |c. Vi 26 |a(x, —x,)va UCLN(a,26) = I nén ta co:

26 | (xl _xz)
tic la
X, =x,mod26

T6i day ta dd chimg to rang, néu UCLN (a,26)=1thi mot dong du thic dang

ax =y mod 26 chi c6 (nhiéu nhat) mot nghiém trong Z,,. Do do, néu ta cho x thay doi trén
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Z,thi ax mod26sé nhan dugc 26 gia tri khac nhau theo modulo 26 va dong du thirc

ax =y mod 26 chi c6 mot nghiém y duy nhat.

Khéng c6 gi dic biét dbi voi sb 26 trong khang dinh nay. Boi vy, bang cach twong tu,
ta c6 thé chimg minh duge két qua sau:

Dinh Iy 2.1:

Dong du thircax =bmodm chi ¢6 mét nghiém duy nhat x € Z, véi moi b e Z, khi va
chi khi UCLN (a,m ) =1.

Vi 26 =2x13nén céac gia tri a € Z,,thoa man UCLN (¢,26)=11aa=13,5,7,9, 11,
13, 15, 17,19, 21, 23 va 25. Tham s6 b c6 thé l1a mot phan tir bat ky trong Z.,, . Nhu viy , mi
Affine c6 12x26 =312 khoa c6 thé (di nhién, con s nay 1a qua nho dé bao dam an toan).

Bay gio, ta s& xét bai toan chung vi modulom . Ta can mot dinh nghia khac trong 1y
thuyét so.

Dinh nghia 2.2:

Gid sir a >1 va m >2 la cac s6 nguyén. UCLN (a,m ) =1 thi ta néi rang ava m la
nguyén t6 cung nhau. S6é cdc sé nguyén trong 2. nguyén 16 cung nhau véi m  thwong duwoc
ky hiéu la o(m ) (ham nay dwoc goi la ham phi-Euler).

Mot két qua quan trong trong 1y thuyét sd cho ta gia trj cia @(m) theo cac thira sb
trong phép phén tich theo luy thira cac sd nguyén té ctia m . (Mot sb nguyén p >1 1a sb
nguyén t6 néu n6 khong ¢6 udc duong nao khac ngoai 1 va p ). Moi s6 nguyén m >1 cé thé
phan tich duoc thanh tich ciia cac luy thira cac s6 nguyén t6 theo cach duy nhét.

Vidu 60=2"%3x5 va 98=2x77).

Ta s€ ghi lai cong thitc cho ®(m ) trong dinh 1i sau:

Dinh ly 2.2:

Giastm =] [pS;

i=l

Trong d6 cac sb nguyén t6 p, khac nhau vae, >0; 1<i<n.Khido:
om)=11(p" -p™") 2.4)

Dinh 1y nay cho thiy rang, s6 khoa trong ma Affine trén 7, bang m .p(m ), trong d6
@(m ) dugc cho theo cong thirc trén. (S6 cac phép chon ctia b 1a m va sd cac phép chon cua

a 1a ¢(m)véi ham ma hoala e(x)=ax +b).

Vi dy, khi m =60, p(60) =2x2x4 =16 va s cac khoa trong ma Affine 1a 960.
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Bay gio, ta s€ xét xem cac phép toan giai ma trong mat ma Affine véi modulo m =26.
Gia stt UCLN (a,m ) =1. Dé giai ma can giai phuong trinh dong du y =ax +bmod 26 theo
x . TUr thao ludn trén thay rang, phuong trinh nay c6 mot nghiém duy nhat trong Z,. Tuy
nhién, ta van chua biét mot phuong phap hiru hiéu dé tim nghiém. Diéu can thiét ¢ day 1a c6
mot thuat toan hitu hiéu dé 1am viéc d6. Rat may 1a mot sb két qua tiép sau vé sd hoc modulo
s& cung cap mot thuat toan giai ma hiru hiéu can tim.

Dinh nghia 2.3:
Gia sir a € Z,, . Phdn tir nghich dao (theo phép nhdn) cia a la phan tir ale 7 sao
choaa™ =a”'a =1modm .

Bang cac 1y luan twong tw nhu trén, ¢ thé chimg to rang a ¢ nghich dao theo modulo
m khi va chi khi UCLN (@,m ) =1, va néu nghich dao nay ton tai thi n6 phai 1a duy nhat. Ta

cling thiy rang, néu b=a ' thi a =b~'. Néu p 1a s6 nguyén té thi moi phan tir khac khong
cua Z » déu cb nghich ddo. Mt vanh trong d6 moi phén tir khac 0 déu co nghich dao duoc
goi 1a mdt trudng.

Trong [3] c6 mot thuat toan hiru hiéu dé tinh cac nghich ddo cia 72, v6i m tuy y. Tuy
nhién, trong Z,, chi bang phuong phép thir va sai cling c6 thé tim duoc cac nghich dao cua
céc phan tir nguyén t cing nhau véi 26:

1"'=1,3"=9,5"=21, 7"=15, 117" =19, 17 ' =23, 25" =25. (C6 thé d& dang
kiém chimg lai diéu nay, vi du: 7x15=105=1mod 26, bsi vay 7' =15 ).

Xét phuong trinh dong dur y =ax +hmod 26 . Phuong trinh niy tuong dwong véi

ax =y —b(mod 26)

Vi UCLN (a,26) =1 nén a c6 nghich déo theo modulo 26. Nhén ca hai vé cta dong du

thitc voi a ™', ta co:
a'(ax)=a'(y —b)mod 26

Ap dung tinh két hop cua phép nhan modulo:

a'(ax)=(@'a)x =1x =x

Két qua lax =a~'(y —b)mod 26 . Pay 1a mot cong thirc tudng minh cho x . Nhu vy
ham gidi ma la:

d(y)=a"'(y —b)mod 26

Hinh 2.2 cho mé ta day du vé mi Affine. Sau ddy 1a mot vi du nho.
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Cho P =C =17, va gia sir:

K ={(a,b)€ZyxZ, :UCLN (a,26)=1 |
Véi k = (a, b) € K , ta dinh nghia:

e, (x)=ax +b mod 26
Va  d (y)=a"'(y—b) mod 26

X,y €2y

Hinh 2.2. Ma Affine

Vidu 2.5:

Gia st k =(7,3). Nhu d néu 6 trén, 7~ =15. Ham ma ho4 la:

e,(x)=7x+3

Va ham giai ma twong ung la: d, (x)=15( —3) =15y -19

O day, tat ca cac phép toan déu thyc hién trén Z,,. Ta s& kiém tra li¢u d, (e, (x)) =x
v6i moi x € Z,, khong. Dung cic tinh toan trén Z,,ta co:

d (e, (x)=d (Tx +3)=15(7Tx +3)-19=x+45-19 =x

Pé minh hoa, ta hay ma hoa ban ro "hot". Trudc tién, bién d6i céc chit h, o, t thanh cac

thang du theo modulo 26. Ta dwoc cac s6 twong tng 1a 7, 14 va 19. Bay gio s& ma hoa:

7x7+3mod26 =52mod26=0
7x14+3mod26 =101mod26 =23
7x19+3mod26 =136mod26=6

Béi vay, ba ky hi¢u cua ban ma 1a 0, 23 va 6, tuong tng voi xau ky tu AXG. Viéc gidi
ma s€ do ban doc thuc hién nhu mdt bai tap.
2.3. MAT MA HOAN VI (MHYV)

Khac v6i MTT, y tuong ciia MHV 1 giit cac ky tu cta ban 15 khong thay doi nhung s&
thay do6i vi tri cia chung bang cach sap xép lai cac ky tu nay. O day khong c6 mot phép toan
dai sb nao can thuc hién khi ma hoa va giai ma.

Vidu 2.6:
Gia st m =6 vakhoa la phép hoan vi sau:

1 2 3 4 5 6

3 5 1 6 4 2
Khi d6, phép hoan vi nguoc sé la:

1 2 3 4 5 6

3 6 1 5 2 4
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Gia su ta c6 ban ro: a second class carriage on the train
Trudc tién, ta nhom ban rd thanh cac nhém 6 ky tu:
asecon | dclass | carria | geonth | etrain
Sau d6, mdi nhém 6 chir cai lai duoc Sép xép lai theo phép hoan vi 7, ta co:
EOANCS | LSDSAC | RICARA |OTGHNE | RIENAT
Cubi cung, ta c6 ban ma sau:
EOANCSLSDSACRICARAOTGHNERIENAT

Khi sir dung phép hoan vi ngugc 77" trén day ban ma (sau khi da nhém lai theo céac
nhom 6 ky tu), ta s€ nhan lai dugc ban rd ban dau.

Tu vi du trén, ta c6 thé dinh nghia MHV nhu sau:

Cho m 1a mét s6 nguyén duong xac dinh nao do.
Cho ?=C-= (Z26 )m va cho K 1a tat ca cac hoan vi c6 thé c6 cua:
{L2,..,m}.
i véi mot khoa w (trc 1a mot phép hoan vi nao do), ta xac dinh:
e =(x,....x,)= (x”(l), oo x”(m))

va d”=(x1,...,xm)=(y”,,(l),...,yﬂ,,(m))

trong do nl phép hoan vi ngugc cua

2.4. MAT MA HILL

Trong phﬁn nay s€ mo ta mot h¢ mat thay thé da biéu khac dugc goi la mat ma Hill. Mat
mi nay do Lester S.Hill dua ra nim 1929. Gia st m 1a mot s6 nguyén duong, dit

P=C= (Zzs )m .Y tuong ¢ ddy 1a lay m 16 hop tuyén tinh ctia m ky tu trong mot phan tir
cua ban rd dé tao ra m ky tu 6 mot phﬁn tr cia ban ma.

Vi du néu m =2 ta co thé viét mot phan tir cta ban rd 1a x = (x,,x,) va mot phan tir
cia ban mi 1a y = (y,,y,). O day, y, ciing nhu y, déu la mot t6 hop tuyén tinh cua x, va

x,. Chang han, c6 thé 1ay:

=11x, +3x
Vi 1 2 2.5)
v, =8, +7x,

TAt nhién c6 thé viét gon hon theo ky hi¢u ma tran nhu sau:
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B 11 8
0V y) =0 x,) 3 7 (2.6)

Noi chung, c6 thé léy mdt ma tran & kich thudc m xm 1am khoa. Néu mot phﬁn to &
hang i va cot j cua k la &, thi co thé viét k =(kid.), Vol X = (X,,X,,....X, ) EP va

keX,tatinhy =e, (x)=(,,V,,---,y,, ) nhusau:

kll k1,2 kl,m
k k
2,1 2,2 2.m
W15V aseeesV ) = (XX 550000X, ) (2.7)
km 1 km 2 km m

Noi cach khac y =xk .

Chung ta noi rang ban ma nhan duoc tir ban rd nhd phép bién ddi tuyén tinh. Ta s& xét
xem phai thyc hién giai ma nhu thé nao, tic 13 1am thé nao dé tinh x tir y . Ban doc da lam
quen véi dai s6 tuyén tinh s& thiy rang phai dung ma tran nghich dao k' dé giai ma. Ban ma
dugc giai ma bang cong thirc x = yk ™.

Sau ddy 1a mot s6 dinh nghia vé nhitng khai niém can thiét lay tir dai s6 tuyén tinh. Néu

A= (xl.j ) 12 mot ma trén cap 1xm va B= (b,k> ]2 mot ma tran cp m xn thi tich ma tran

AB= (c[’k )duqc dinh nghia theo cong thirc :

iy =D, b (2.8)

i)k

v6i 1<i </ va 1<k <. Tuc la cac phan tir & hang i va cot thir k cia AB duoc tao ra
bang cach ldy hang thi i ctia A va cot thir k& ciia B, sau d6 nhan twong tmg cac phan tir véi
nhau va cong lai. Can dé y ring AB 1a mot ma tran cép 1xn .

Theo dinh nghia nay, phép nhan ma tran 1a két hop (tic (AB)C=A(BC) nhung noi
chung 1a khong giao hoan (khong phai luc nao AB=BA , tham chi d6i voi ma trdn vudng A
va B).

Ma tran don vi m xm (ky hiéu 1a I ) 1a ma trdn cap m xm c6 cac sé 1 nam & duong

chéo chinh, va cic s6 0 ¢ vi tri con lai. Nhu vay, ma tran don vi 2x 2 la:

1—10 2.9
=l 29)

I, duoc goi la ma tran don vi vi Al =A v6i moi ma tran cap 1xm va I B=B vdi

moi ma tran cap m xn . Ma trdn nghich ddo ctia ma trdn A cap m xm (néu ton tai) la ma
~ - -1 ~ ). . ~ A , . , A A .
tran A™' sao cho AA™ = I, . Khong phdi moi ma tran déu c6 nghich dao, nhung néu ton tai

thi n6 duy nhét.
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Véi cac dinh nghia trén, c6 thé dé dang xay dung cong thirc gidi ma da néu: Viy =xk ,

ta c6 thé nhan ca hai vé cua déng thie v6i k' va nhan duge:
vk =@k =x1, =x (2.10)
(Chu y: st dung tinh chat két hop)

C6 thé thay rang, ma trin ma hod & trén cd nghich dao trong Z,:
1 8)' (7 18
3 7) |23 11
11 8) 7 18} (1Ix7+8x23 1Ix18+8x11
3 7)\23 11) (3x7+7x23 3x18+7xll

(261 286) (1 0
182 131 (o 1

(Hay nhé rang moi phép toan sb hoc déu dugc thyc hién theo modulo 26).

vi

Sau day la mot vi du minh hoa cho viéc ma hoa va giai ma trong hé mat ma Hill.
Vidu 2.7:

11 8
Gia st khoa k =
3 7

T cac tinh toan trén, ta co:

. 7 18
(23 11
Gia str can ma hoa ban rd "July". Ta c¢6 hai phan tir ciia ban 16 dé ma hoa: (9,20) (ing

voi Ju) va (11,24) (ang voéi ly). Ta tinh nhu sau:

11
3

C 20)( §J=(99+60 72+140) (3 4)

11 8
(11 24)(3 7J:(121+72 88+168):(11 22)

Boi vay, ban ma cua July 1a DELW. Dé giai ma, Bob sé tinh
(3 4)k7=(9 20)va(11 22)k"'=(11 24)
Nhu vay, Bob da nhan dugc ban dung.

Cho t6i ltc ndy, ta da chi ra rang c6 thé thuc hién phép giai ma néu k co6 mot nghich
dao. Trén thuc té, dé phép giai ma la cé thé thuc hién dugc, didu kién can 1a k phai c6 nghich
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dao. (Piéu nay dé dang rat ra tir dai s tuyén tinh so cip, tuy nhién s& khong chimg minh &
day). Boi vay, ta chi quan tdm tdi cac ma tran k kha nghich.

Tinh kha nghich cia mgt ma trdn vuong phu thudc vao gia tri dinh thirc cia no. bé
tranh sy tong quat hoa khong can thiét, ta chi gidi han trong truong hop 2x 2.

Dinh nghia 2.4:
Dinh thirc cua ma trdgn A = (ai’j) cap 2x2 la gid tri

det4 = a,a,, —a,a,,

Nhan xét: Pinh thiic cia mot ma tran vuéng cép m xm cb thé duoc tinh theo cac phép
toan hang so cap (hiy xem mot giao trinh bat ky vé dai sd tuyén tinh).

Hai tinh chit quan trong ciia dinh thirc 1a:
detl =1
va quy tac nhan: det (AB) = detA xdetB.

Mot ma tran thuc k& 1a ¢6 nghich dao khi va chi khi dinh thirc cua n6 khac 0. Tuy nhién,
diéu quan trong can nhé 1a ta dang 1am viée trén Z,. Két qua twong img la ma tran k ¢
nghich dao theo modulo 26 khi va chi khi UCLN (detk,26) =1.

Sau day s& chimg minh ngin gon két qua nay.

Trude tién, gia st rang UCLN (detk,26) =1. Khi d6 detk co6 nghich dao trong Z,.
Véi 1<i<m, 1<j <m , dinh nghia kij la ma tran thu duoc tir & bang cach loai bo hang
thr i va cot the j. Va dinh nghia ma tran k" co phan tir (7,j)cta nd nhan gia tri

(=)™ detk, (k" dugc goi 1a ma tran bu dai s6 cua k). Khi do, co thé ching to ring:
k™' =(detk) 'k
Boi vay k la kha nghich.
Nguoc lai, k& c¢6 nghich dao k™. Theo quy tic nhan cua dinh thirc:
1=det/ =det(kk ") = detk detk '
Béi vay detk co6 nghich dao trong Z,,.

Nhén xét: Cong thirc d6i v6i k™' & trén khong phai 13 mot cong thirc tinh toan cé hiéu
qua trir cac truong hop m nho (chang han m = 2, 3). V&i m 16n, phuong phép thich hop dé
tinh cac ma tran nghich dao phai dua vao cac phép toan hang so cap.

Trong truong hgp 2x 2, ta c6 cong thirc sau:
Dinh ly 2.3:

Gia st A = (a,;) 1a mot ma trin cap2x 2 trén Z, sao cho:
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detA =(a,a,,—a,a,,) conghich dio. Khi do:

a —a
A7 =(det A)l( 22 “J

—a,, 4

Tré lai vi du da xét ¢ trén. Trudc hét ta co:

11 8
det(3 7j:ll><7—8><3mod2:77—24m0d2:53mod2:1
Vi 1"'mod26 =1 nén ma tran nghich dao la:
1 8)' (7 18
3 7) (23 11
Dbay chinh la ma trdn da c6 ¢ trén. (Cha y: -8 =18;-3=23)

Bay gi¢ ta s€ mo td chinh x4c mat ma Hill trén Z,, (Hinh 2.3).

Cho m 13 mot s6 nguyén duwong c¢b dinh. Cho @ =( = (Z26 )m va cho
K = { cac ma tran kha nghich cap m xm trén Z, |
V6i mot khod k € K ta xac dinh:
e, (x)=xk
va d, (y ) = k™

Tt ca cac phép toan dugc thyc hién trong Z,

Hinh 2.3. Mat ma Hill
2.5. HE MAT XAY DUNG TREN CAC CAP SO NHAN XYCLIC CUA VANH PA
THUC
Trong phan niy ta xét mot ing dung ciia nhém nhan xyclic trén vanh da thic
Z [x]/x" +1véin= 2k bay l1a mot truong hop dic biét khong duge xem xét toi khi xay

dung cac ma khong ché sai. Tuy nhién,truong hop nay lai ¢6 nhimng ting dung khé 1y thi trong

mat ma [4].
2.5.1. Nhom nhan cia vanh
Bé dé 2.1:
Trong vanh Z [x]/x" +1 véi n = 2%, tap cac da thuc co trong sb 1 s& tao nén mot
nhom nhan cac da thirc theo modulo x" +1.
Chiing minh: Vi n = 2" nén:(x" +1) = (1+x)". Do d6, moi da thirc a(x)cé trong s6 1é

déu thoa man diéu kién:
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(aGo).(@+x)")=1 @2.11)
Cic da thoc ndy sé tao nén mot nhom nhan G c6 luy dang e(x)=1va c6 cap
bang:|G |=2"".
Bo dé 2.2:
Moi phén tir trong nhém nhan G ¢6 cip 1a 2" hodc c¢6 cap 1a wdc cua 2° .

Chitng minh: DPay 1a mét trudng hop riéng cta dinh 1y & phan 2.4.10. Ta c6 thé chimg
minh bang qui nap:

k =1: vanh nay chira nhém nhan cap 2 1a nhém nhan xyclic don vi L.

k=i:Giast 4 ={a(x),a’(x).a’(x),....a" (x)}1a mot nhém nhan xyclic cép n trong
vanh (n =2").

k =i +1 : Binh phuong cac phan tir ciia A ta c6 nhom nhén xyclic sau:

A* ={a’(x).a* (x),a’(x),...a™ (x)}

r A . B « R A <\ r 5 r A . A i i+l
Nhom nhén xyclic nay hién nhién la nhém con ctia nhém nhén xyclic cap 2.2 =2 ¢c6

phan tir sinh 1a mot trong cac can bac hai cua a(x).
Goi Q 1a tap cac thang du bac hai trong G. Ta c6 bo dé sau:
Bo dé 2.3:
S cac thang du bac hai trong nhém nhén G cua vanh duoc xac dinh theo biéu thirc sau :
02" (2.12)
Chirng minh: Xét f(x) €@ . Gia su can bac hai cua f(x) 1a g(x), tuc la:

g (x)=f(x)modx" +1

Néu g(x) = Zgl.xi thif(x) = Zgix o
Tic 1a £(x) (c6 trong sb 1¢) chi gdm mét s6 1é cc don thirc ¢6 mii chin.
S6 lugng cac da thiic ndy bang:
0]|=C,,+C.,+...+C!"
2.5.2. Céc phan tir cAp n va cic nhém nhan xyclic cip n
Xéta(x)eG.a(x)= Zalxi . Ta c6 b6 d¢ sau:
Bo dé 2.4:

Da thirc a(x)1a phan tir cap n khi nd c¢6 chira mdt so 1€ cac don thitc c6 mii 1¢é ¢6 cap
n va mét sO chan cac don thuc c6 mii chan c6 cap 1a udc ctia n . SO cac da thuc cap n

bang2" >,

37



Chuong 2 — Mat ma khoa bi mat

Chirng minh: Vi a(x) €G nén né c6 trong sb 1é. S6 lugng cac don thirc co cap n 1a
(n/2)va s6 lugng cac don thirc con lai 1a (n/2). Nhu vay, sé cic da thic a(x)cé cip n
bang:

(chzjzlj(zcnz{z] — /21y (/2 _ -2
i J

Viduy 2.8:

V6i trudng hop n =8, c6 tit ca 2° = 64 cac phén tir cép 7 .

Ta c6 thé str dung cac phan tir nay dé xay dung cac nhoém nhan xyclic cip 7 .

4, =1a,(0)a (0).a] (x),a] () =a] (x) =1}

C6 tat ca 2" *cac nhom nhan xyclic cdp 7 va nhém nhén I ciing thude vao 16p cac
nhom nhan nay. Ta goi n6 1a nhom nhan xyclic don vi.
2.5.3. H¢ mat xdy dung trén cac cap sé nhan xyclic
2.5.3.1. Céc cdp sé nhén xyclic cdp n

Néu ta nhan cac phan tir cuia mot nhom nhan xyclic cap 7 vdi mét phan tu bat ky trong
nhom nhom nhén G cta vanh da thac ta s€ thu dugc mot cap so nhan xyclic c6 cong boi 1a
phan tir sinh ciia nhém nhan va c6 s6 hang ban dau la da thire dem nhéan.

Bé dé 2.5:

S cac cap s nhan xyclic cdp n xdy dung duogc trong G xac dinh theo biéu thirc sau:

N =277 (2.13)

Vidu 2.9:

n=238 N =281282 =21 -8192

n =16 N =212 =2% =536.870.912

n =32 N = 23219322 _nel

n =64 N = 264—1 264—2 _ 2125

n =128 N = 2128191282 _ 253
2.5.3.2. H¢ mdt xdy dwng trén cdc cﬁ'p sé nhén xyclic

Moi cap s6 nhan xyclic cap n c¢6 thé coi 1a mot phép bién doi tuyén tinh ctia vector ma
ban dau (dugc coi 1a nhém nhén xyclic don vi I).

Goi ¢ 1a phan tir sinh cia mot nhém nhén xyclic cép 7 . Ta c6 bd dé sau:
B dé 2.6:

Tong cac s6 hang cua mot cap so nhan xyclic cap n c6 cong bdi « va so hang dau f

dugc x4c dinh theo biéu thuc sau:
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k-1 )
S, :ﬁ{H(l+azl )} (2.14)
Hién nhién 1aS, #0.

Hé mat xay dung trén céc cap s0 nhan nay co6 thé dugc mo ta theo so d6 khoi sau:

Hé mat
¥ ¢ A a, B
I » Ma hoa ( 2
Vo Ala, ) Ra
Khoa UI TB
Ala,
V(‘U“ B) > Giai ma I;
a0
Ao B) fa
Khoa (II IB
Hinh 2.4.

Mai phép bién d6i (ma hod) A cé thé duoc dic trung boi mot ma trdn vudng cip n ¢
dang sau:

p.o

2
A= ﬂa

p.a’
A 12 mot ma tran khong suy bién va boi vay, ludn ton tai A~ thoa man:
AA'=1

Tap cac phép bién d6i nay 1a mot tap kin ddi v6i phép tinh (nhan ma trén) va tao nén
mot nhom nhan c6 phan tir don vi 1a phép bién doi dong nhat (ma tran don vi I).

Nhom nhan trong vanh cac ma tran vuéng nay la nhom tuyén tinh diy da va duogc ky
hi¢u la GL (n,GF (2)).

Thuat todn ma hoa kha don gian, chi dya trén phép toan nhan va binh phuong mot da
thirc a(x) € G theo modulo (x" +1) (a(x) ¢ cap n ) véi mot da thirc b(x ) batkyeG .
2.5.3.3. Vin dé giai ma

Dé giai ma ta phai tim phép bién doi nguoc A~ 1a ma tran nghich dao ciia ma tran A.
Tuy nhién ta c6 thé dé dang thuc hién gidi ma dua trén bd dé sau:

39



Chuong 2 — Mat ma khoa bi mat

Bo dé 2.7:
Ma tran A c6 cap (order) hodc 14 7 , hodc 1a wdc ctia 7 . Tic 1a ta ludn co:
A" =1
2 2
Hay (((Az)z) )
—

O day, A dugc xem la phan tir sinh ctia mdt nhém nhan xyclic ¢6 cap bang n hoac bang
udc cua 71 .

Vidu 2.10: n =38
= {(012),(024),(01356),(4),(456), (046),(12457), (0)}

Ma trén twong tng:

S = === O = O
S = O = O = O O
S O = = O = O O
S = O O O O o O

O = O O O = O =
oS = O O O O =
S O O o O = O O
[ < T S o S o S S

= {(014),(2),(236),(4),(045),(6),(267),(0)}

= {(124),(024),(01235),(4),(056),(046), (14567), (0)}

={(1,(2).(3).(4).(5),(6).(7),(0)}

Chii y: O day ta biéu dién cac da thirc qua cac s6 mil cua cac thanh phan khac khong. Vi
du: (01235) =1+x +x° +x° +x°.
Vao Mahoda Ra Vao Giaima Ra
I > A -> A A > A= 1
Vidu 2.11:
Xét cap s6 nhan c6 cong boi (023) voi s6 hang dau (023) (012) = (015).

B:{(015),(12457),(03467),(456),(145),(01356),(02347),(012)}

(124),(136),(346),(035),(056),(257),(027),(147)}

=
* ={(02567),(047),(167),(23567),(12346),(034),(235),(12367)}
=

(02456),(13567),(02467),(01357),(01246),(12357),(02346),(13457)}

40



Chuong 2 — Mat ma khoa bi mat

B’ =1{(347),(12345),(01245),(146),(037),(01567),(01456),(025)}

245),(123),(467),(345),(016),(567),(023),(017)}

1
{d

B’ ={(24567),(236),(127),(01347),(01236),(267),(356),(03457)} =B™'
1

(w1

Thuét toan giai ma chi la mdt thuat toan lap cia thuat todn ma hoa. S6 lan lap tbidala k.
2.5.3.4. Cac ma trdgn luian hoan

Khi str dung cap s6 nhan c6 cong bdi x va co so hang dau la mot da thiuca(x) €G ta s€
c6 mot 16p cac bién doi dac biét, duge dac trung boi mét loai ma tran dac biét, dugce goi 1a ma
tran luan hoan.

Dinh nghia 2.5:
Ma tran vuong A n xn trén truong F dugc goi 1a ma trdn ludn hoan néu né cod dang

sau:

a(x) a, a, .. a,,

xa(x) a,, Qa, .. d,,

= . = . . AN ackF
x"a(x) a, a, .. a,

Bé d¢ 2.8:

Pai s0 ciac ma trdn ludn hoan cap n trén truong F ding cau voi dai so

Fx]/(x" —1)dbi v6i phép anh xa cac ma tran ludn hoan thanh cac da thirc dang:
n-1 )
alx)= Za X'
i=0

Bo dé 2.9:
Téng va tich cua hai ma tran luan hoan la mdt ma tran luan hoan.
Ta co: AB=C
Trong d6: ¢(x) =a(x)b(x)mod(x" —1)
Bé dé 2.10:
Ma tran luan hoan A 1a kha nghich khi va chi khi da thic a(x) 1a nguyén t6 cung nhau

v6i (x" —1). Ma tran nghich ddo B néu ton tai s& twong ing véi b(x ) thoa man diéu kién:

a(x)b(x)=1mod(x> —1)
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Trong truong hop vanh GF,[x]/(x" +1) vaa(x) €G , ta ludn co:

(a(x),(xzk +1))=(a(x),(x +1)? ) -1
Bé dé 2.11:

Tép cac ma tran ludn hoan A ung voi a(x) €eG s€ tao nén mot nhom con nhan Abel
trong nhom nhan cua vanh cac ma tran vuong. Trong nhém nay ton tai cac nhém con la cac

nhom nhan xyclic ¢6 cap bang n hodc udc cua n .

Moi quan hé gitta nhém nhan cua vanh da thiic va nhom nhén cta vanh cac ma tran
vuong dugc mo ta trén hinh sau (Hinh 2.5).

Vinh GF[e]fa? +1

Nhom nhin

ludn hoan

Vinh cac ma trin vuéng cip 2*
Nhoém nhan cua vanh ma trdn

Nhom nhidn cac ma tran

ludn hoan co alz/ =@

Ma tran don vi

Hinh 2.5. Quan hé giita vanh da thirc va vanh ma tran
Bo dé 2.12:
Cép clia ma tran luan hoan A bang cap cua da thiic a(x) twong tng ciia no.
Khi ord (a(x)) = 2 thi ma tran luan hoan A tuong ng la mdt ma tran ty nghich dao.
Bo dé 2.13:

SO cac ma tran ludn hoan dung de 1dp ma bang s6 cac phan tir cia nhém nhén trong
vanh da thuec.

Trong truong hop ma tran luan hoan, thuat todn ma hoa chi 1a m¢t phép cong voi n
budc dich vong.
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Thuét toan giai ma bao gdm mot phép tinh nghich dao ciia mot da thirc theo modulo

(x" +1)va n budc dich vong twong tmg ctia phan tir nghich dao nay.
Vidu212: a(x)=1+x+x’
{ 01 ) (123) (234) (345),(456),(567),(067),(017)}

124),(135),(246),(357),(046),(157),(026),(137)}

01356),(12467),(02357),(01346),(12457),(02356),(13467),(02457)}

(

=

=

={(4).(5):(6):(7):(0),(1-(2).(3)}
*={(456).(567),(067),(017),(012),(123),(234),(345)}
{( )

(

(

(

):
046),(157),(026),(137),(024),(135),(246),(357)}
= {(12457),(02356),(13467),(02457),(01356)
12467),(02357),(01346)} = A

)-(6

={(10:(2).3):(4).(5

Vao

Y > | | 6 | @ ||| DO
(10110101)

N ((20001000)

V\
PARANVERSW
{0y, ....(7N'}

Y
/1
N
A=

Hinh 2.6. So dd thiét bi ma hoa

Vao ) ) )
Y (1) | ©) | O | @ | G| @ | @) O
(00001000)
v v v v (10110101)
o/ N SN VdA) VA >
ANVARRANY) U U > Ra
4 ={(0),(D), ....(N}
Hinh 2.7. So d6 thiét bi giai ma
a'(x)=x+x>+x"+x’+x’
Ta co:
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1 1100000 (0110T1T1°0°1 1 000 0O0O0TO0
01110000 1 01 10110 01 00 0O0O0O
0011 100®O0O{01O0T1T1O0T1:1 001 00O0O0TO
L, /00011100 1 01 01101 0001 00O0O0O0
AAT = X = =1
00 0O0T1T1T1FPO0 1 1010110 00 0O0T1O0O0TO0
00 0O0O0T1 11 01 101011 00 0O0O0OT1TO0OTO
1 00 0O0O0T 1 1 01 101 01 00 0O0O0OO0OT1O
1 1000001 11011010 00 0O0O0TO0TO 01

2.6. CAC HE MAT MA TIiCH

Mot phat minh khac do Shannon dua ra trong bai bao ctia minh nim 1949 1a y tuong két
hop cac hé mat bang cach tao tich ciia chung. Y tudng nay ¢ tam quan trong to 16n trong viée
thiét ké cac hé mat hién nay (chfmg han, chuin ma dir liéu - DES ).

Dé don gian, trong phﬁn nay chi han ché xét cac hé mat trong d6 C=@ : cac h¢ mat loai
niy dugc goi 4 ty dong cau. Gia sa S, = (?,®,K,,E,,D,) va S, =(®,?,K,,E,,D,) 1a hai
hé mat ty dong cdu ¢ cung cac khong gian ban ma va rd. Khi do, tich cia S , va S, (ki hiéu
1a$, xS, ) dugc xac dinh 1a h¢ mat sau:

(?,P,K,xK,,E,D)

Khoa ctia hé mat tich ¢6 dang k = (k,,k,) trong d6 k, € K, vak, € K, . Cac quy tic mi
va gidi mi cua hé mat tich duge xac dinh nhu sau: V&i moik = (k,,k,), ta co mot quy tic ma
e, xac dinh theo cong thuec:

€k, k) (x)= €, (ekl (x ))
va quy tic giai ma:
d(kl,kz)(y) :dkl (de (y))

Nghia 13, trude tién ta ma hoa x bang e, ro6i ma lai ma hoa ban két qua bang e, . Qua

trinh gidi ma twong ty nhung thuc hién theo thi ty nguoc lai:

d(kl ky) (e(kl ,kz)(x)) :d(kl k) (ekz (ekl (x))) =dk1 (dkz (ekz (ekl (X)))) =dk1 (ekl (x)) =X

Ta bi€t rang, cac h¢ mat déu cod cac phan bd xac suat ing voi cac khong gian khoa cia
chung. Béi vay, can phai xac dinh phan bo xac suat cho khong gian khod K ctuia hé mat tich.
Hién nhién ta co the viet:

Py (ky,ky) = py (k) py, (k)
Noi mét cach khac, ta chon k, c6 phan bd Pk, (kl)réi chon mét cach dc lap &, co phan

bépxz (ky).
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Sau day 1a mot vi du don gian dé minh hoa khai niém hé mat tich. Gia st dinh nghia h¢
mat ma nhan nhu trong Hinh 2.8 sau.

Gid sit P =C =Z,; va gia sir
k={a,Z, UCLN (a,26)=1}

Véia €K , taxac dinh:e, (x ) =ax mod 26

vi d (v)=a"y mod 26

(x,y)eZ26

Hinh 2.8. Méat ma tich

Cho M 1a mot hé mé nhéan (véi cac khod duoc chon dong xac suit) va S 1a MDV (véi
cac khoa chon dong xac suat). Khi d6 dé dang thiy rang M xS chinh Ia hé ma Affine (cing
v6i cac khoa dugc chon dong xéac suit). Tuy nhién, viéc chimg t6 S xM ciing 1a hé ma
Affine kho hon mét chiit (cling véi cac khoa dong xac suat).

Ta s& ching minh cac khang dinh nay. Mgt khoa dich vong 1 phan tir k € Z,,va quy
taic mi héa tuong ung 1a e (x)=x +kmod26. Con khoa trong h¢ ma nhan la phan tir
a € Z,, sao cho UCLN (@,26) =1. Quy tic mi tuong tng 1a e, (x ) =a mod 26 . B&i vy, mot
khoa trong ma tich M xS ¢6 dang (a,k), trong d6

€5y =ax +kmod26

bay chinh la dinh nghia vé khoa trong hé ma Affine. Hon nira, xac suét ctia mot khoa
trong hé ma Affine la: 1/ 312 = (l/ 12)(1/ 26) . D6 1a tich ciia x4c suat twong (mg ciia cac khoa
ava k.Boivay M xS 1a hé ma Affine.

Bay gio ta s& xétS x M . Mot khoa nay trong hé mé nay c6 dang (k,a), trong do:

€um(X)=a(x +k)=ax +ak mod26

Nhu vay, khoa (k,a) ciia mi tich S xM ddng nhit véi khoa (a,ak) cua hé ma Affine.
Van dé con lai 1a phai ching to rang mdi khoa ctia ma Affine xuat hién véi cling xac suat
1/312 nhu trong ma tich S x M . Nhan thdy rang ak =k, khi va chi khi kK =a 'k, ( hdy nh&
lai ring UCLN (a,26) =1, béi vy a c6 phan tit nghich dao). Néi cach khéc, khoa (a,k,)
cua hé ma Affine twong duong véi khoa (ailkl,a) cia ma tich § xM . Boi vay, ta c6 mot

song anh giita hai khong gian khod. Vi mdi khod 14 dong xéac suat nén ¢ thé thay rang S x M
thuc su 1a ma Affine.

Ta ching minh ring M xS =S xM . Boi vay, hai hé mat 13 giao hoan. Tuy nhién,
khong phai moi cap hé mat déu giao hoan; c6 thé tim ta duoc cac cap phan vi du. Mit khac ta
thdy rang phép tich luon két hop:

(8, %8,)x8; =8, x(§,%S;)
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Néu ly tich cia mot hé mat ty dong cau véi chinh no thi ta thu duge hé mat S xS (ki
hiéu 1a S*). Néu lay tich n 1an thi hé mat két qua 1a S” . Ta goi S” 1a hé mat lap.

Mot hé mat S duge goi 1a luy ding néu S 2 =S . Co6 nhiéu hé mat d3 nghién ctru trong
chuong 1 1a hé mat luy dang. Chang han cac hé¢ MDV, MTT, Affine, Hill, Vigenére va hoan
vi déu 1a luy dang. Hién nhién 1a néu h¢ mat S 1a luy dang thi khong nén sir dung hé mat tich
S? vi né yéu ciu luong khoa cuc 16n ma khong c6 do bao mat cao hon.

Néu mot hé mat khong phai 14 luy dang thi co thé 1am ting d6 mat bang cach ldp nhicu
lan. Y tuong nay da duoc dung trong chuan ma dir liéu (DES). Trong DES dung 16 phép lap,
tat nhién hé mat ban dau phai 1a hé mat khong luy dang. Mot phuong phap c6 thé xay dung
cac hé mat khong luy dang don gian 1a 1dy tich ciia hai hé mat don gian khac nhau.

Nhdn xét:
C6 thé d& dang chimg to rang, néu ca hai hé¢ mat S, va S, 1a luy dang va giao hoan thi
S, va S, ciling 1 luy dang. Diéu nay rat ra tir cac phép todn dai sb sau:
(S1%8,)(8,x8,) =58, %(S5,%S,)xS,
=S,(S,xS,)xS,
=(S,x8,)x(S,xS,)
=S, %8,
(Chu y: Dung tinh chat két hop trong ching minh trén).
Béi vay, néu ca S, va S, déu 14 luy dang va ta mudn S, xS, 1a khong luy dang thi diéu
kién can 1a S, va S, khong giao hoén.
R4t may mén 13 nhiéu hé mat don gian thoa mén diéu kién trén. K¥ thut thuong duoc
st dung trong thuc té 1a léy tich cac hé mi kiéu thay thé va cac hé ma kiéu hoan vi.
2.7. CAC HE MA DONG
2.7.1. So @0 chirc ning ciia h¢ mat ma dong
Trong cac hé mat nghién ctru & trén, cac phan tir lién tiép cia ban rd déu duoc ma hoa
béng cung mot khoa & . Turc xau ban ma y nhan dugc c6 dang:
Y=Yy, =e(x,)e (x,y)...

Céc hé mat thudc dang nay thuong duge goi 1a cic ma khdi. Mot quan diém st dung
khac 1a mat ma dong. Y tuong co ban ¢ ddy 1a tao ra mot dong khoa z =zz,... vadung nd dé

ma hod mot xau ban ré x =x x,... theo quy tac:

y :nyZ"' :ezl (xl)ez2 (x2)"'

So d6 ma hoa va giai ma cua hé mat ma dong mé ta trong Hinh 2.9
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xi yi yi x,'
tm > :m >
101100... N 111010... 111010... S 101100...
kT010110... k T010110...
a) Ma hoa b) Gidi ma

Hinh 2.9. So db chirc ning hé mat ma dong

Ma dong hoat dong nhu sau: Gia st k € K 1a khoa, va x =xx,... la xau ban rd. Ham
f. dugc dung dé tao z, (z,1a phan tir thit i ctia dong khoa), trong d6 f; 1a mot ham ctia khoa
k vai—1 1aky tu dau tién cua ban rd:

z, =fi(kx X, )

Phan tir z, ctia dong khoa dugc dung dé mi x, tao ra Y, =e_ (x,). Boi vay, dé ma hoa
xau ban rd x =xx,... ta phdi tinh lién tiép Z1 V1295V g

Viéc giai ma xau ban ma yy,... ¢ thé duoc thuc hién bang cich tinh lién tiép
Z1,3X (32 55X 55eee

Sau day la dinh nghia dud¢i dang toan hoc:
Dinh nghia 3.6:

Mdt ma dong la mot bo (Q’,C,(I(,L,CF,E(D) thod man cdc diéu kién sau:

(1) ®@ la mét tdp hivu han cdc ban ro co thé.

(2) C la tap hitu han cac ban ma cé thé.

(3) K 1a tap hitu han céc khod c6 thé (khéng gian khod)

(4) L la tap hitu han cac bg chit cua dong khoa.

(5) F =(f,f,-..)la bo tgo dong khod. Véi i > 1
fiKx® > r

(6) Vi méi z € L ¢ mot quy tdc ma e, € E va mot quy tdc gidi md tuwong ungd. € D.
e,.:®—>Cvad, :C— P lacdcham thoa man d, (ez (x)) =X v&imoi banréox € .

Ta c6 thé coi ma khdi 12 mot truong hop dic biét cia ma dong, trong d6 dung khoa
khong d6i: z, =k véimoii>1.

Nhdn xét:

- Pé hé théng an toan, day bit khoa ngiu nhién va |k| 2 |m | (Day ngau nhién dugc iy

1a két qua ciia qua trinh tung dong xu: p (0) =p (l) =0,5).
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- Viéc tao ddy ngau nhién rat ton kém va viéc luu trir khong hiéu qua, do vay ta phai st
dung day gia ngau nhién, cic diy niy co tinh tién dinh va duoc xay dung tir cac bit
mam.

2.7.2. Tao diy gia ngiu nhién (M-diy)
2.7.2.1. Tao diy gid ngdu nhién theo da thirc nguyén thiiy
Dinh nghia 2.6: Pa thiic nguyén thiy
Da thirc bat kha quy bac m duogc goi la da thirc nguyén thuy néu no 13 udc cua x”" +1
v6i n =2" —1 nhung khong 1a wéc cua x“ +1 véi £<n .

(chu ¥: da thic bat kha quy 1a da thuc chia hét cho 1 va chinh né, twong dwong sb
nguyén td)

Vidu 2.13:

+m=3->n=7,taco:x +1=(1+x)1+x+x" )1+x>+x°).

Trén vanh da thic x” +1 ¢6 hai da thic: f;(x)=(1+x +x°) va £,(x)=(1+x"+x7)
1a hai da thtrc nguyén thiyy vi n6 khong 1a wéc cua x“ +1v6i £<6.

+m=4—>n=15,taco

xP+1=0+x)A+x +x2) 1 +x +x DA+ +xHA+x +x° +x° +x4)

V6i trudong hop nay chi ¢6 hai da thire 1+x +x* va 1+x° +x* 13 nguyén thuy, con da

thirc 1+x +x> +x° +x* khong phai nguyén thuy vi n6 1 udc cia x° +1.
x =1 +x)A4+x +x° +x° +x)

Bo dé 2.14:

Diy gia ngau nhién (M-diy) duoc tao tir phuong trinh dong du sau day:

a(x)=b(x)x" modg(x) i=1,2,..,2" -1 (2.15)

Véi: g(x) la da thirc nguyén thuy bac m

b(x) 1a da thac mam tng v6i m bit, dugc chon ngiu nhién théa man
degb(x)<m —1

Vi du 2.14:
Véim =4; g(x)=1+x +x*, M-ddy duoc tao nhu sau:
a(x)=b(x)x' modl+x +x*

Coi l+x +x*=0—-ox*=14+x.Giasu b(x)=1+x <> 1100

Trang thai cia M-day nay dugc mo ta trong Bang 2.1
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Nhan xét:

Béng 2.1. Trang thai cia M-day

TT a(x) a

0 1+x 1100
1 v +x? 0110
2 FETNE 0011
3 1+x +x° 1101
4 1422 1010
5 ] 0101
6 1+x +x° 1110
7 x +x7+x° 0111
8 T+x +x° +x° Il
9 1+x% +x° 1or1
10 145 1001
11 1 1000
12 X 0100
13 2 0010
14 e 0001
15 I+x 1100

- Khi liy bat ky mdt cot nao trong 4 cot ciia @ ta s& dugec mot M-day.

- Chuky cuaday: t =2" —1 vdi truong hopnay m =4 —>¢ =15.

S6 con "1" trong day: N, =2" ,véim =4—> N, =8.
S6 con "0" trong day: N, =2" —1,v6im =4 >N, =7.

Khi m — o0 ta cé: lim p(0) = lim p (1) =1/2

CAu tric tong quat mach dién phan cimg M-diy dugc thuc hién bang cac thanh ghi dich
héi tiép tuyén tinh (LFSR) va c6 dang nhu Hinh 2.10.

g() gl g2 gm—l gm
» 1 > 2 MDDy o _ m
Clk /' \ /
- m Y ¥
i=l..,2 M-day M-diy M-diy

Hinh 2.10. Mach dién thyc hién M-day
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Trong so d6 Hinh 2.10 cac g, nhan gia tr1 "0" hodc "1" 1a cac hé sO cta da thirc nguyén
thiy g(x) =g, +gx +gx° +..+g,x" . Riéng g, =g, =1 (luon bang "1"). Néu g, =1 thi
mach dién sé& ndi tit, con g, =0 thi s¢ hé mach.

Vidu 2.15:

Gia sa g(x)=1+x +x*, (m =4), ta thiy g, =g, =g, =1;g, =g, =0, mach dién tao
M-day nhu sau:

g =1 g =1
v ‘
i » 1 YD 2 3 » 4
AT
i=1..15 )4 Y )4
M-day M-diy M-day M-day

Hinh 2.11. Mach dién tao M-day v&i g(x) =1+x +x*

Béang 2.2. Trang thai hoat dong cua cac 6 nhd

L. Trang thai ciac 6 nhé
Nhip 1 1 2 3 4
0 1 1 0 0
1 0 1 1 1
2 0 0 1 1
3 1 1 0 1
4 1 0 1 0
5 0 1 0 1
6 1 1 1 0
7 0 1 1 1
8 1 1 1 1
9 1 0 1 1
10 1 0 0 1
11 1 0 0 0
12 0 1 0 0
13 0 0 1 0
14 0 0 0 1
15 1 1 0 0

Trong Bang 2.2 thi trang thai cac 6 nhd tai dong dau tién tuong mg voi cc bit mam (da
thuc b(x)=1+x).
2.7.2.2. Tao diy gid ngdu nhién trén vanh da thirc cé hai l6p ké xyclic
Dinh nghia 2.7: Vanh da thirc ¢6 hai 16p ké xyclic 1 vanh c¢6 phan tich nhu sau:
n-1

x" +l:(1+x)2xi

i=0
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n-l1
Trong dé: (1+x) va ) x' 1a cac da thirc bat kha quy.

i=0

Vidu: n =5,11,19,...
x° +1=(1+x)(1+x +x2+x° +x4)

Bé dé 2.15:

M-day trén vanh da thirc c6 hai 16p ké xyclic x" +1 duoc tao tir phuong trinh dong du

sau:
n-l
a(x)=b(x)c' (x)mod ) x’ (2.16)
i=0
Trong d6: "f:x" 1a da thire bat kha quy
i=0
b(x) 1a da thirc bat ky, thoa min degh(x)<n —2
c(x) 1a da thtrc théa man ordc(x) =max =2"" -1
Dinh nghia 2.8:
Cép ctia da thic ¢(x) 1a cap ciia nhém nhan xyclic sinh béi ¢ (x)
C= {ci(x),i = 1,2,...} =ordc(x)= |C|
Viduy 2.16:

4
Xét truong hop n =5 va » x' 1a da thic bat kha quy, khi d6 M-ddy dugc xdy dung

=0

theo cong thuc (2.16) c¢6 dang nhu sau:

a(x)zb(x)ci(x)modixi

4
Chii : dé lay modulo theo ) x' =1+x +x°+x’ +x* ta coi 1+x +x”+x"+x* =0 tirc
i=0

lacoi x* =1+x +x*+x°.

Chon b(x)=1¢>(0) va c(x)=1+x’+x*«>(024), chu y (024) 1a dang bicu dién so
mii cua c(x). Nhom nhan xay dung tir da thirc sinh ¢(x) nhu sau:

C ={c' ()i =1,2,..§ ={(024),(034),(1),(013),(014),(2),(124)

(012),(3),(023),(123) ,(4),(134),(234) ,(0)}

Trén co sé nhom nhan C ta tinh dugc M-day nhu sau:
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A= {c/’(x)modgxf} ={(13),(12),(1).(013),(23).(2),(03),(012)
(3).(023),(123),(0123),(02),(01),(0)}

Bang 2.3. M-ddy trén vanh x° +1

TT Da thire Pa thire Dang vecto
dang sé mii
1 (13) x +x° 0101 1 M-day
2 (12) x+x2 0110
3 (1) x 0100
4 (013) l4x +x° 1101
5 (23) X2 +x° 0011
6 (2) x> 0010
7 (03) 1+x° 1001
8 (012) T4x +x° 1110
9 (3) x* 0001
10 (023) 1+x2+x° 101:1
11 (123) X +x*+x° 011i1
12 (0123) T+x +x2+x° 1111
13 (02) 1+x2 101:0
14 (01) 1+x 1100
15 (0) I 1000

M-day trong Bang 2.3 thyc chét 1a mot hoan vi cia M-diy trong Bang 2.1.
S6 cac da thirc nguyén thity (cac phan tir sinh) tinh theo cong thirc sau:
N =o(c])
Trong d6 ¢ 1a ham Phi-Euler, gi4 tri cia ¢(|C|) cho biét s6 c4c s nguyén t6 cing nhau
voi |C | . Céch tinh ¢ da dugc trinh bay ¢ muc 1.1.12.
Vidu 2.17:
Xét n =15=3.5, khi do:

@(15)=15(1—§j(1—§j=8

Néu « 1a mét phan tir nguyén thily thi ' ciing 1a phan tir nguyén thiy voi (i N ) =1.
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Vé6i truong hop n =15 ta c6: i ={1,2,4,7,8,11,13,14} tic la c6 8 phan tir bang véi
@(15). Va 8 phan tir nguyén thiy nay sé& tao thanh mot nhém nhan, cac phan tir déu cé nghich

dao nhu mo ta nhu hinh 2.12 sau day:

(024),(034),(013),(124),(012),(123),(134),(234)

T A A A A A A T
o ail
-1
B B} B
s st 7
Hinh 2.12.
) 1
024)=(234)" hay 14x*+x‘=—"— —
(024)=(234) " hay

2.8. CHUAN MA DU’ LIEU
2.8.1. Mé dau

Ngay 15/5/1973. Uy ban tiéu chuan qubc gia My di cong bd mot khuyén nghi cho cac
hé mat trong HO so quan 1y lién bang. Diéu niy cudi cing di din dén sy phat trién ctia Chuan
ma dit liéu (DES) va né da tré thanh mot hé mat dugc sir dung rong rai nhét trén thé gidi.
DES duoc IBM phat trién va duoc xem nhu mot cai bién cua hé mat LUCIPHER. DES duoc
cong bd 1an dau tién trong HO so Lién bang vao ngay 17/3/1975. Sau nhiéu cudc tranh luan
cong khai, DES da duoc chﬁp nhan chon lam chuan cho céc ung dung khong duoc coi 1a mat
vao 5/1/1977. Ké tir d6 ¢t 5 nam mét 1an, DES lai duoc Uy ban Tiéu chuan Quéc gia xem xét
lai. Lan d6i méi gan day nhit ciia DES 13 vao thang 1/1994 va tiép toi s& 1a 1998. Ngudi ta
doan rang DES s& khong con 1a chuan sau 1998.

2.8.2. Mo ta DES

M6 ta day du cua DES dugc néu trong Cong bd sb 46 vé cac chuan xir 1y thong tin Lién
bang (M¥) vao 15/1/1977. DES ma hoa mét xau bit x ctia ban rd d6 dai 64 bang mot khoa 54
bit. Ban ma nhan dugc cling 1a mot xau bit c6 do dai 64. Trudc hét ta mé ta & mitc cao vé hé
thong.

Thuét toan tién hanh theo 3 giai doan:

1. Vi ban 16 cho trude x , mot xau bit x, s& dugc xay dung bang cach hoan vi cac bit

ciia x theo phép hoan vi ¢ dinh ban dau IP. Ta viét:
x,=IP(x)=L,R,
trong d6 L, gom 32 bit dau va R, 1a 32 bit cudi.

2. Sau d6 tinh toan 16 lan 1ap theo mot ham xac dinh. Ta s& tinhL ,R,,1<i <16theo

quy tac sau:

L, =R,
R, =L, (_Bf(Rifl’ki)
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trong d6 @ ki hiéu phép hoac loai trir cia hai xau bit (cong theo modulo 2). f* 1a mot
ham ma ta s€ mo ta ¢ sau, con k,k,,....k,, 1a cac xau bit do dai 48 dugc tinh nhu

ham ciia khod & . (trén thuc té mdi k, 12 mot phép chon hoan vi bit trong & ).

k,k,,....,k,s s€ tao thanh bang khod. Mot vong ctia phép ma hoa dugc mod ta trén
Hinh 2.13.

i-1

!
L | R,

1

Hinh 2.13. Mot vong cia DES
3. Ap dung phép hoan vi nguoc IP~' cho xau bit R 16L16 - ta thu duoc ban ma y . Ttc la
y =1P"'(R,L,,). Hiy cha y thir ty da dao ctia R,, va L,,.
Ham f c6 hai bién vao: bién thir nhat 4 1a xau bit do dai 32, bién thir hai J 1a mot xau
bit do dai 48. Pau ra cua f1la mot xau bit do dai 32. Cac budce sau duogc thuc hién:

1. Bién thir nhat 4 dugc mo rong thanh mot xau bit 36 dai 48 theo mot ham mao rong cb
dinh E(EA) gbm 32 bit ciia A (dugc hodn vi theo cach cb dinh) véi 16 bit xuit hién
hai lan.

2. Tinh E (4) @®.J va viét két qua thanh mot chudi 8 xau 6 bit= B,B,B,B B .B,.

3. Budc tiép theo dung 8 bang S,,S,,...,S, (dwoc goi la cac hop S). Vi mbi S, 1a mot
bang 4x16 cb dinh c6 cac hang 1a cac sd nguyén tir 0 dén 15. Vi xau bit co do dai 6
(ki hi¢u B, =bb,bDpb,), ta tinh S, (B;)nhu sau: hai bit bb, xac dinh biéu dién nhj
phan cua hang 7 ctia S, (0 <r <3)va bén bit bbb, xic dinh biéu dién nhi phan
ctia cot ¢ cua S, (0 <c <15). Khi d6, S;(B;)s& xéac dinh phan tir S, (r,c); phan tir
nay viét dudi dang nhi phan 1a mot xau bit c6 d6 dai 4. (Boi vay, mdi S, cb thé duoc
coi 12 mot ham ma ma dau vao la mot xau bit ¢6 do dai 2 va mot xau bit co do dai 4,
con dau ra la mot xau bit c6 do dai 4). Bang cach tuong tu tinh cac
C,=5,(B,),1<j<8.

4. Xaubit C =CC,..Cy c6 d9 dai 32 dugc hoan vi theo phép hoan vi c6 dinh P . Xau
két qua la P (C)duogc xac dinh 1af(4.,J).
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I :
[ E(A) } V)
B, | B, | B, | B, I B, | B, | B, | B,
I T T T
SIS, |8, S, | S, |8, |S, |8,
v v Y v v v v ¥
c,lc,lc,|c, e, |c,|c,|c
P
fAJ)

Ham f dugc mb ta trong Hinh 2.14. Cha yéu n6é gdbm mot phép thé (st dung hop S), tiép
sau do 1a phép hoan vi P. 16 phép lap cua f's€ tao nén mot h¢ mat tich néu nhu ¢ muc 2.6.

Trong phan con lai cia muyc ndy, ta s& mo ta ham cu thé duoc dung trong DES. Phép

hoan vi ban dau IP nhu sau:

Hinh 2.14. Ham f'cua DES

Béang 2.4. Bang IP cua DES

IP

58
60
62
64
57
59
61
63

50
52
54
56
49
51
53
55

42
44
46
48
41
43
45
47

34
36
38
40
33
35
37
39

26
28
30
32
25
27
29
31

18
20
22
24
17
19
21
23

10
12
14
16

9
11
13
15

~N L W= 0 N BN

Bang ndy c nghia 1a bit thir 58 ciia x 14 bit dau tién cta IP(x); bit thr 50 ctia x 1a

bit thtr hai cua IP(x).v.v...

Phép hoan vi nguge 1P~ 1a:
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Bang 2.5. Bang 1P~ cua DES

P
40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

Ham mo rdng E duoc xac dinh theo bang sau:

Bang 2.6. Ham md rong E cia DES

Bang chon E bit
32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1
Tam hop S nhur sau:
Si
14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
4 1 14 8 13 6 2 11 15 12 9 3 10 5 O
15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13
S;
15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10
3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5
14 7 11 10 4 13 1 5 812 6 9 3 2 15
13 8 10 1 3 15 4 2 1 6 7 12 0 5 14 9
S3
10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8
13 7 O 9 3 4 6 10 2 8 5 14 12 11 15
13 6 4 9 8 15 3 0 11 1 212 5 10 14 7
1 10 13 0 6 9 8 7 4 1514 3 11 5 2 12
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Sy

7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15
13 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9
10 6 9 0 12 11 7 1315 1 3 14 5 2 8 4
3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14
Ss
2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9
14 11 2 12 4 7 13 1 5 015 10 3 9 8 6
4 2 1 11 10 13 7 & 15 9 12 5 6 3 0 14
1 8 12 7 1 14 2 13 6 15 0 10 4 5 3
Sé
12 1 10 15 9 2 6 8 0 13 3 4 14 7 15 11
10 15 4 7 12 9 5 6 1 13 14 0 11 3 8
9 14 15 5 2 8 12 3 7 0 4 10 1 13 11
4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13
S,
4 11 2 1415 0 8 13 3 12 9 7 5 10 6 1
13 0 11 74 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 -3 7 14 10 15 6 8 0 5 9 2
6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12
Ss
13 28 4 6 15 11 1 10 9 3 14 5 0 12 7
1 1513 8 10 3 7 4 12 5 6 11 0 14 9
7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8
2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11

Va phép hoan vi P c6 dang:
Bang 2.7. Phép hoan vi P trong ham f'cua DES

P
16 7 20 21
29 12 28 17

32 27 3 9
19 13 30 6
22 11 4 25
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Cudi cling, ta can md ta viéc tinh toan bang khoa tir khoa k . Trén thuc té, k£ 1a mot xau
bit d6 dai 64, trong d6 56 bit 1a khoa va 8 bit dé kiém tra tinh chin 1é nham phat hién sai. Cac
bit & cac vi tri 8,16,..., 64 dugc xac dinh sao cho mbi byte chira mot s6 16 cac sb "1". Boi vay,
mot sai sot don 1é co thé phat hién duoc trong mdi nhém 8 bit. Céc bit kiém tra bi bo qua
trong qua trinh tinh bang khoa.

V&i mot khoa & 64 bit cho trude, ta loai bo cac bit kiém tra tinh chin 1é va hoan vi cac

bit con lai ctia k& theo phép hoan vi ¢6 dinh PC-1. Ta viét:

PC -1(k)=C D,
Véi i thay doi tir 1 dén 16:
C,=LS,(C,,)
D; =LS,(D, )

Viéc tinh bang khoa dugc mo ta trén Hinh 2.15.

K

PC-1

(o [ &)
[co Dy
[c16 D4

Hinh 2.15. Tinh bang khoa DES

PC-2 Ky

PC-2 Kie

Céc hoan vi PC-1 va PC-2 dugc dung trong bang khoa.
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Bang 2.8. Hoan vi PC-1

PC-1
57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

Béang 2.9. Hoan vi PC-2

PC-2
14 17 11 24 1 5
3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32

Bay gio ta s& dua ra bang khoa két qua. Nhu da néi & trén, mdi vong sir dung mot khoa
48 bit gdm 48 bit nam trong K. Cac phan tir trong cac bang dudi day biéu thi cac bit trong K
trong cac vong khod khac nhau.

Vong 1
10 51 34 60 49 17 33 57 2 9 19 42
3 35 26 25 44 58 59 1 36 27 18 41
22 28 39 54 37 4 47 30 5 53 23 29
61 21 38 63 15 20 45 14 13 62 55 31

Vong 2
2 43 26 52 41 9 25 49 59 1 11 34
60 27 18 17 36 50 51 58 57 19 10 33
14 20 31 46 29 63 39 22 28 45 15 21
53 13 30 55 7 12 37 6 5 54 47 23

Vong 3
51 27 10 36 25 58 9 33 43 50 60 18
44 11 2 1 49 34 35 42 41 3 59 17
61 4 15 30 13 47 23 6 12 29 62 5
37 28 14 39 54 63 21 53 20 38 31 7
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Vong 4

35 11 59 49 9 42 58 17 27 34 44 2
57 60 51 50 33 18 19 26 25 52 43 1
45 55 62 14 28 31 7 53 63 13 46 20
21 12 61 23 38 47 5 37 4 22 15 54

Vong 5

19 60 43 33 58 26 42 1 11 18 57 51
41 44 35 34 17 2 3 10 9 36 27 50
29 39 46 61 12 15 54 37 47 28 30 4
5 63 45 7 22 31 20 21 55 6 62 38

Vong 6

3 44 27 17 42 10 26 50 60 2 41 35
25 57 19 18 1 51 52 59 58 49 11 34
13 23 30 45 63 62 38 21 31 12 14 55

20 47 29 54 6 15 4 5 39 53 46 22

Vong 7

52 57 11 1 26 59 10 34 44 51 25 19
9 41 3 2 50 35 36 43 42 33 60 18
28 7 14 29 47 46 22 5 15 63 61 39
4 31 13 38 53 62 55 20 23 37 30 6

Vong 8

36 41 60 50 10 43 59 18 57 35 9 3
58 25 52 51 34 19 49 27 26 17 44 2
12 54 61 13 31 30 6 20 62 47 45 23
55 15 28 22 37 46 39 4 7 21 14 53

Vong 9

57 33 52 42 2 35 51 10 49 27 1 60
50 17 44 43 26 11 41 19 18 9 36 59
4 46 53 5 23 22 61 12 54 39 37 15
47 7 20 14 29 38 31 63 62 13 6 45

Vong 10

41 17 36 26 51 19 35 59 33 11 50 44
34 1 57 27 10 60 25 3 2 58 49 43
55 30 37 20 7 6 45 63 38 23 21 62
31 54 4 61 13 22 15 47 46 28 53 29
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Vong 11
251 49 10 35 3 19 43 17 60 34 57
18 50 41 11 59 44 9 52 51 42 33 27
39 14 21 4 54 53 29 47 22 7 5 46
15 38 55 45 28 6 62 31 30 12 37 13

Vong 12
9 50 33 59 19 52 3 27 1 44 18 41
2 34 25 60 43 57 58 36 35 26 17 11
23 61 5 55 38 37 13 31 6 54 20 30
62 22 39 29 12 53 46 15 14 63 21 28
Vong 13
58 34 17 43 3 36 52 11 50 57 2 25
51 18 9 44 27 41 42 49 19 10 1 60
7 45 20 39 22 21 28 15 53 38 4 14
46 6 23 13 63 37 30 62 61 47 5 12

Vong 14
42 18 1 27 52 49 36 60 34 41 51 9
35 2 58 57 11 25 26 33 3 59 50 44
54 29 4 23 6 5 12 62 37 22 55 o6l
30 53 7 28 47 21 14 46 45 31 20 63

Vong 15
26 2 50 11 36 33 49 44 18 25 35 58
19 51 42 41 60 9 10 17 52 43 34 57
38 13 55 7 53 20 63 46 21 6 39 45
14 37 54 12 31 5 61 30 29 15 4 47

Vong 16
18 59 42 3 57 25 41 36 10 17 27 50
11 43 34 33 52 1 2 9 44 35 26 49
30 5 47 62 45 12 55 38 13 61 31 37
6 29 46 4 23 28 53 22 21 7 63 39

Phép giai ma dugc thyc hién nhd dung cung thudt toan nhu phép mi néu dau vao 1a y

nhung dung bang khod theo thir ty nguoc lai K .., . Dau ra ciia thuét toan s& 1a ban 15 x .
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Mét vi du vé DES
Sau day 1a mot vi du vé phép ma DES. Gia sir ta mé ban 1 (& dang ma hexa):
0123456789ABCDEF
Bing cach dung khoa
123457799BBCDFF1
Khoa ¢ dang nhi phan ( khong chtra cac bit kiém tra) 1a:
00010010011010010101101111001001101101111011011111111000

Sur dung IP, ta thu duoc L, va R, (¢ dang nhi phan) nhu sau:

Ly=11001100000000001100110011111111
L, =R, =11110000101010101111000010101010

Sau d6 thyc hién 16 vong ctia phép ma nhu sau:

E(Ry)=011110100001010101010101011110100001010101010101

K, =000110110000001011101111111111000111000001110010

E(Ry) ® K, =011000010001011110111010100001100110010100100111
S-box outputs 01011100100000101011010110010111
f(Re,K;)=00100011010010101010100110111011
L,=R;=11101111010010100110010101000100

E(R,)=011101011110101001010100001100001010101000001001

K,=011110011010111011011001110110111100100111100101

E(R;) ©K, =000011000100010010001101111010110110001111101100
S-box outputs 11111000110100000011101010101110
JR,K;)=00111100101010111000011110100011
L; =R, =11001100000000010111011100001001

E(R,)=111001011000000000000010101110101110100001010011

K;=010101011111110010001010010000101100111110011001

E(R,) ©K; =101100000111110010001000111110000010011111001010
S-box outputs 00100111000100001110000101101111
f(R,,K;3)=01001101000101100110111010110000
L,=R;=10100010010111000000101111110100

E(R;)=01010000010000101111100000000101011111111010100

K4,=011100101010110111010110110110110011010100011101

E(R;) ®K4=001000101110111100101110110111100100101010110100
S-box outputs 00100001111011011001111100111010
S(R3,K,)=10111011001000110111011101001100
Ls=R,=01110111001000100000000001000101

E(R4)=101110101110100100000100000000000000001000001010

Ks=011111001110110000000111111010110101001110101000

E(R,) ® K5 =110001100000010100000011111010110101000110100010
S-box outputs 01010000110010000011000111101011
f(R4,K5)=00101000000100111010110111000011
Le=Rs= 10001010010011111010011000110111
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E(Rs)=110001010100001001011111110100001100000110101111

K¢=011000111010010100111110010100000111101100101111

E(Rs) ® K¢=101001101110011101100001100000001011101010000000
S-box outputs 01000001111100110100110000111101
fIR5,K¢)=10011110010001011100110100101100
L;,=Re=11101001011001111100110101101001

E(Rg)=111101010010101100001111111001011010101101010011

K;=111011001000010010110111111101100001100010111100

E(Rs) © K;=000110011010111110111000000100111011001111101111
S- box outputs 00010000011101010100000010101101
f(R,K5) =10001100000001010001110000100111
Ls=R;=00000110010010101011101000010000

E(R;) =000000001100001001010101010111110100000010100000

Kg=111101111000101000111010110000010011101111111011

E(R;,) ® Kg=111101110100100001101111100111100111101101011011
S-box outputs 01101100000110000111110010101110
fR7,Kg) =00111100000011101000011011111001
Ly=Rg=11010101011010010100101110010000

E(Rg)=011010101010101101010010101001010111110010100001

Ky =111000001101101111101011111011011110011110000001

E(Rg) @ Koy =100010100111000010111001010010001001101100100000
S-box outputs 00010001000011000101011101110111
f(Rs,K9)=00100010001101100111110001101010
Lip=Ry=00100100011111001100011001111010

E(Ry) = 000100001000001111111001011000001100001111110100
K;p=101100011111001101000111101110100100011001001111
E(Ry) ® K, =101000010111000010111110110110101000010110111011
S-box outputs 11011010000001000101001001110101
S(Ry,K ) =01100010101111001001110000100010
L, =R;,=10110111110101011101011110110010

E(R;)=010110101111111010101011111010101111110110100101

K;; =001000010101111111010011110111101101001110000110

E(Ryp) © K;; =011110111010000101111000001101000010111000100011
S-box outputs  01110011000001011101000100000001
S(R0,K;1) =11100001000001001111101000000010
L,=R,;;=11000101011110000011110001111000

E(R;;)=011000001010101111110000000111111000001111110001

K, =011101010111000111110101100101000110011111101001

ER;) ® K, =000101011101101000000101100010111110010000011000
S-box outputs 01110011000001011101000100000001
SRy1,K2) =11000010011010001100111111101010
Li;=R;=01110101101111010001100001011000

E(R;;)=001110101011110111111010100011110000001011110000

K;3=100101111100010111010001111110101011101001000001

E(Ry;) ®K;3=101011010111100000101011011101011011100010110001
Sbox outputs 10011010110100011000101101001111
SIR12,K3)=11011101101110110010100100100010
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Li4=R;3;=00011000110000110001010101011010

E(R;3)=000011110001011000000110100010101010101011110100
K;;=010111110100001110110111111100101110011100111010
E(R;) © K4, =010100000101010110110001011110000100110111001110
S-box outputs 01100100011110011001101011110001
S(R3,K4)=10110111001100011000111001010101
L5 =R;,=11000010100011001001011000001101
E(R;4)=111000000101010001011001010010101100000001011011
Ky;s=101111111001000110001101001111010011111100001010
ERy4) ®K;5=010111111100010111010100011101111111111101010001
S-box outputs 10110010111010001000110100111100
AR 14,K;5)=01011011100000010010011101101110
R;5=01000011010000100011001000110100
E(R;5) =001000000110101000000100000110100100000110101000
Ky6=110010110011110110001011000011100001011111110101
E(R;5) ® K;6=111010110101011110001111000101000101011001011101
S-box outputs 10100111100000110010010000101001
S(Ry5,K;6) = 11001000110000000100111110011000
R =00001010010011001101100110010101

Cubi cung, ap dung IP'vao L,..R,, tanhan dugc ban ma hexa la:
85E813540F0AB40S5
2.8.3. Mot s6 y kién thao luan vé DES
Khi DES dugc dé xuat nhu mot chuan mat ma, da co rat nhiéu v kién phé phan. Mét ly
do phan dbi DES co lién quan dén cac hop S. Moi tinh toan lién quan dén DES ngoai trir cac
hop S déu tuyén tinh, tic viée tinh phép hodc loai trir ciia hai ddu ra ciing gidng nhu phép
hoic loai trir ciia hai dau vao roi tinh toan dau ra. Cac hdp S - chira dung thanh phan phi tuyén
cua hé mat la yéu tb quan trong nhat d6i v6i do mat caa hé théng (Ta da théy la cac hé mat
tuyén tinh - chang han nhu Hill - ¢6 thé d& dang bi ma tham khi bi tAn cong bang ban rd da
biét). Tuy nhién, tiéu chuan xay dung cac hop S khong dugc biét day du. Mot sd nguoi da goi
¥y 1a cac hop S phai chtra cac "cira sap" duoc dau kin, cho phép Cuc An ninh Quéc gia My
(NSA) giai mi duoc cac thong bao nhung van giit dwgc murc do an toan cia DES. Di nhién ta
khong thé bac bo duoc khing dinh nay, tuy nhién khong c6 mot ching c6 nao dugc dua ra dé
chimng t6 rang trong thuc té ¢ cac cira sap nhu vay.
Nim 1976 NSA di khang dinh rang, céc tinh chit sau ctia hop S 1a tiéu chuan thiét ké:
- MG&i hang trong mdi hop S 1a mot hoan vi cua cac sb6 nguyén 0, 1,... , 15.
- Khong mot hop S nao 1a mot ham Affine hodc tuyén tinh cac dau vao cua no.
- Viéc thay do6i mot bit vao cia S phai tao nén sy thay ddi it nhat 12 hai bit ra.
- Dbi v6i hop S bat ky va voi dau vao x bat ky S(x) va S(x @ 001100) phai
khac nhau t6i thiéu 1a hai bit (trong d6 x 14 xau bit d6 dai 6).
- Hai tinh chit khac nhau sau day cia cac hop S ¢co thé coi la duge rat ra tir tiéu
chuan thiét ké ctia NSA.
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- Vé6ihop S batky, dau vao x batky vavéie,f €{0,1}:S(x) =S (x ©11ef00).

- Véihop S bat ky, néu cb dinh mot bit vao va xem xét gia tri cia mot bit dau ra
c¢d dinh thi cac mau vao dé bit ra ndy bang 0 s& xap xi bang sé mau ra dé bit do
bang 1. (Cha y rang, néu ¢ dinh gié tri bit vao thir nhat hodc bit vao thir 6 thi co
16 mau vao lam cho mot bit ra cy thé bang 0 va ¢6 16 mau vao lam cho bit nay
bang 1. Vi cac bit vao tir bit thir hai dén bit thi 5 thi diéu nay khong con ding
nira. Tuy nhién, phan bd két qua van gin vé6i phan b déu. Chinh xac hon, véi
mot hop S bét ky, néu ta c6 dinh gia tri ciia mdt bit vao bét ky thi s6 mau vao
1am cho mét bit ra c6 dinh nao dé cé gia tri 0 (hodc 1) luén nam trong khoang tir
13 dén 19).

Nguoi ta khong biét rd 1a liéu ¢6 con mot chuan thiét ké nao ddy du hon duoc ding
trong viéc xay dung hop S hay khong.

Su phan dbi x4c dang nhat vé DES chinh 1a kich thuéc ciia khong gian khoa: 214 qua
nhé dé dam bao an toan thuc sy. Nhiu thiét bi chuyén dung da dugc dé xuAt nham phuc vu
cho viéc tdn cong véi ban rd da biét. Phép tin cong niay chu yéu thuc hién tim khoa theo
phuong phap vét can. Tirc v6i ban 16 x 64 bit va ban ma y tuwong ting, mdi khod déu c6 thé
duoc kiém tra cho téi khi tim duge mot khod & thoa man e, (x) =y . (Can chi y 1a ¢ thé c6

nhiéu hon mét khoa k& nhu vay).

Ngay tir nam 1977, Diffie va Hellman da goi ¥ rang c6 thé xdy dung mot chip VLSI
(mach tich hop mat do 16n) ¢ kha ning kiém tra duge 10° khoa /gidy. Mot may c6 thé tim
toan bd khong gian khod ¢& 10° trong khoang 1 ngay. Ho wéc tinh chi phi dé tao mot may nhu
vay khoang 2.107$.

Trong cudc hdi thao tai hoi nghi CRYPTO'93, Michael Wiener da dua ra mot thiét ké
rt cy thé vé may tim khoa. Méy nay xdy dung trén mot chip tim khoa, c6 kha ning thuc hién
dong thoi 16 phép ma va tde do toi 5x107 khoa/gidy. V6i cong nghé hién nay, chi phi ché tao
khoang 10,5%/chip. Gia cua mot khung may chira 5760 chip vao khoang 100.000$ va nhu vay
n6 c¢6 kha ning tim ra mot khoa ciia DES trong khoang 1,5 ngay. Mot thiét bi dung 10 khung
méy nhu vdy c6 gia chimng 10° $ s& giam thoi gian tim kiém kho4 trung binh xudng con 3,5
gio.

2.8.4. DES trong thyc té

Mic du viéc mo ta DES kha dai dong song ngudi ta c¢6 thé thuc hién DES rat hiru hiéu
bang ca phan cimg 1an phan mém. Céc phép toan duy nhat can dugc thuc hién 1a phép hoic
loai trr cac xau bit. Him md& rdng E, cac hdp S, cac hoan vi IP va P va viéc tinh toan cac gia
tri K ,...,K ,, déu c6 thé thuc hién dugc cling lac bang tra bang (trong phin mém) hogc bang

cach ndi cig chung thanh mot mach.

Céc ung dung phan cing hién thoi c6 thé dat duoc tdc d6 ma hoa cuc nhanh. Cong ty
Digital Equipment da thong bao tai hoi nghi CRYPTO'92 rang ho dd ché tao mét chip co 50
ngan tranzistor ¢6 thé méa hod véi toc d6 1 Gbit/s bang cach ding nhip c6 téc d6 250MHz. Gia
ctia chip nay vao khoang 300$. Téi nam 1991 d c6 45 tmg dung phan ctimg va chuong trinh
co s& cia DES duge Uy ban tiéu Chuan qubc gia My (NBS) chap thuan.
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Mot ing dung quan trong ctia DES 1a trong giao dich ngan hang My - (ABA) DES dugc
dung dé ma hod cac sd dinh danh ca nhan (PIN) va viéc chuyén tai khoan bang may tha quy
tu dong (ATM). DES ciing dugc Hé thong chi tra gitta cdc nha bang ctia Ngan hang hdi doai
(CHIPS) dung dé xéac thyc cac giao dich vao khoang trén 1,5x10'* USA/tudn. DES con dugc
sir dung rong rai trong cac to chic chinh phi. Ching han nhu B6 nang lugng, B Tu phap va
Hé théng du trit lién bang.
2.8.4.1. Céc ché dp hoat dpng ciia DES

C6 4 ché d6 1am viéc da dugc phat trién cho DES: Ché d6 quyén mi dién tir (ECB), ché
d6 phan hodi ma (CFB), ché d6 lién két khdi ma (CBC) va ché do phan hdi dau ra (OFB). Ché
d6 ECB tuong mg vi cach ding thong thuong ctia ma khéi: véi mot diy cac khdi ban rd cho
trudc X,,X,,... (mdi khdi c6 64 bit), mdi x, s& dugc mi hod bang ciing mot khoa k dé tao
thanh mot chudi cac khdi ban ma y,,y,,... theo quy tic y, =e, (v, , ®x,). Viéc str dung ché
d0 CBC duoc md ta trén Hinh 2.16.

Xy X Y V)
IV :yo ij ;\ _’ oo dk dk
v ¥ ‘\ .
Mai hoa e, e, _ e
(Encrypt) ¢ l IV=y, N
N N A A
y, v, | Gial ma X, X,
(Decrypt)

Hinh 2.16. Ché d CBC

Trong cac ché d6 OFB va CFB dong khoa duoc tao ra s€ dugc cong mod 2 vdi ban rd
(ttrc 12 n6 hoat dong nhu mdt hé ma dong, xem phﬁn 3.8). OFB thuc sy 1a mét h¢ ma dong
déng bd: dong khoa dugce tao boi viéc ma 1ap vector khéi tao 64 bit (vector IV). Ta xac dinh
z, =1V va rdi tinh dong khoé z,,z,,... theo quy ticz, =e (z,,),i >1. Ddy ban 3 x,,x,,...
sau d6 s& dwoc ma hoa bang cach tinhy, =x, @z,,i >1.

Trong ché 6 CFB, ta bat dau véi y, = IV (1a mot vector khoi tao 64 bit) va tao phan tir
z, cua dong khod bang cach ma hoa khdi ban mi true do. Ticz, =e, (yl._1 ), i >21. Cing nhu
trong ché do OFB:y, =x, ®@z,, i 21. Viéc str dung CFB dugc mo6 ta trén Hinh 2.17 (chu y
rang ham mi DES e, dugc dung cho ca phép ma va phép gidi ma & cac ché do CFB va OFB).

Ciing con mot sd bién thé ciia OFB va CFB duoc goi 1a cac ché do phan hdi k bit
(1<k <64). O day, ta dd mo ta cac ché do phan hdi 64 bit. Cac ché do phan hdi 1 bit va 8 bit
thuong duoc ding trong thyc té cho phép ma hoa dong thoi 1 bit (hoic byte) s6 licu.

Bébn ché do cong tac c6 nhiing wu, nhugc diém khac nhau. O ché do ECB va OFB, su
thay d6i ctia mot khoi ban 18 x ; 64 bit s¢ lam thay d6i khoi ban ma y; tuong ng, nhung cac
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khéi ban ma khac khong bi anh huong. Trong mot sd tinh hudng, ddy 1a mot tinh chat dang
mong mudn. Vi dy, ché do OFB thuong dugc dung dé ma khi tmyén v¢€ tinh.

X Xy
X 2
IV=y, & NP > & Y ce
v Y
Ma hoa
(Encrypt) Y1 Ya
Y1 b
Y Y
IV =y, ™ & =<\ > e, =<\ —> e 00
Y Y
Giai ma
(Decrypt) X *

Hinh 2.17. Ché 46 CFB

Mit khéc & cc ché do CBC va CFB, néu mét khdi ban rd x, bi thay doi thi y, va tat ca
céc khdi ban ma tiép theo s& bi anh huong. Nhu vy cac ché d6 CBC va CFB c6 thé duoc sir
dung rat hiéu qué cho muc dich xac thuc. Dac biét hon, cac ché d6 nay co thé dugc dung dé
tao ma xac thuc ban tin (MAC - message authentication code). MAC duoc gén thém vao cac
khéi ban rd dé thuyét phuc Bob tin rang, diy ban 1d d6 thuc sy 1a cia Alice ma khong bi
Oscar gia mao. Nhu vay MAC dam bao tinh toan ven (hay tinh xac thuc) ciia mét ban tin
(nhung tt nhién 13 MAC khong dam bao d6 mat).

Ta s€ mo ta cach st dung ché 36 BCB dé tao ra mot MAC. Ta bat dau béng vector khoi
tao IV chua toan sb 0. Sau do dung ché 30 CBC dé tao cac khdi ban ma Vis-es), theo khod
K . Cubi cing ta xac dinh MAC la y, - Alice s€ phat di day cac khdi ban rd Xy,...,X, cung
véi MAC. Khi Bob thu dugc x,,...,x, anh ta s& khéi phyc lai y,,...,y, bing khoa K bi mat va

xac minh xem liéu y, c6 gidng véi MAC ma minh da thu duoc hay khong?

Nhan thiy Oscar khong thé tao ra mot MAC hop 1¢ do anh ta khong biét khoa K ma
Alice va Bob dang ding. Hon nira Oscar thu chin dugc day khéi ban 16 X{,...,X, va thay doi it
nhiéu ndi dung thi thi chic chin 1a Oscar khong thé thay d6i MAC dé duoc Bob chap nhén.

Thong thuong ta mudn két hop ca tinh xac thuc 14n d6 bao mat. Picu do c6 thé thuc
hién nhu sau: Trudc tién Alice dung khod K, dé tao MAC cho X5....X, . Sau do Alice xac
dinh x, 18 MAC r6i ma hod diy x,,..,x,, bang khod tht hai K, d tao ra ban mi

V15V, .1 - Khi Bob thu duoc y,,...,y, ., trude tién Bob s& giai mi (bang K ,) va kiém tra
xem x, ., c6 phai la MAC déi vé6i ddy x,,...,x, ding K, hay khong.
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Nguoc lai, Alice co thé dung K, dé m3 hoa X,,...,X, va tao ra dugc y,,...,y, , sau do
ding K ,dé tao MAC y, ., d6i voi day y,,...,y, . Bob s& ding K, d¢ xdc minh MAC va dung
K, dégiaimiy,,..y,.
2.8.4.2. Mi nguon DES (Xem phu luc 1)

2.8.5. Chuin mi dit li¢u tién tién (AES)

Vao 1997, Vién tiéu chuan va cong nghé qudc gia (NIST) Ctia My da phat dong cudc thi
nham x4y dung mot chuan ma dir liéu moi thay thé cho chuin ma dit liéu cii DES di duoc
dua ra nim 1974. Qua qua trinh tuyén chon vao thang 10 nam 2000, NIST di cong bd chuan
ma dit liéu mai duge lya chon la thudt toan Rijndael. Day 1a mot mat ma khdi ddi xung voi ba
kich thude khoa c6 thé lua chon (128 bit, 192 bit va 256 bit). Sau day ta s€ mo ta thuat toan
AES nay.
2.8.5.1. Co so toan hoc cua AES

Trong AES cac phép toan cong va nhan dugc thuc hién trén cac byte trong truong hiru
han GF(28).

Phép cong:

Phép cong giita hai phan tir (cac byte) trong truong hiru han dugc thuc hién bang cach
cong theo modulo 2 céc bit trong tmg trong bicu dién ctia cic byte nay. Phép cong cac byte A
va B voi:

A=(a, a, ay a, a5 a; a, ay)
B=(b b, by b, by by b b)
AC=4+B v6iC=(c, ¢, ¢; ¢, ¢ ¢4 ¢ ¢)

trong d6 C, =a, +b, mod2 véi i =1,8
Céc phan tir cia truong hiru han con c6 thé duoc biéu dién duéi dang da thirc. Vi du tong
cia 4 =73, va B =4E,, (viétduéi dang co sb 16 - hexa) la:
73, +4E, =3D,,
Viét dudi dang nhi phan:
01110011+01001110=00111101
Viét dudi dang da thirc:

(x"+x5 +x*+x +1)+(x"+x3 +x? +x)=(x5+x4+x3 +x? +1)

Phép nhén:
Phép nhan dugc thyc hién trén GF (28 ) béng cach nhan hai da thirc rat gon theo modulo

ciia mot da thirc bt kha quy m (x) .

Trong AES da thic bat kha quy nay 1a m (x ) =x* +x* +x° +x +1
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Vidu 2.18: A =C3, , B =85, tuong ing voi:

a(x):x7+x6+x +1 va b(x)=x7+x2+l

Khido C=A.B

c(x) =a()c)b()c)mod()c8 +x+x’ +x +1)

c(x)=x"+x"+x> +x° +x

hay C =4E, =10101110

2.8.5.2. Thudt todn AES

AES mi hoa mot khdi ban rd M 128 bit thanh mot khéi ban ma C 128 bit bang cach dung
mot khoa ma K c6 do dai 128 bit (hoac 192 hoac 256 bit) twong ung vdi AES —128 (hoac
AES —192 hodc AES —256). Thuat toan thyuc hién trén cac byte va kich thudc khdi dbi voi

dau vao dau ra va khoa duoc biéu thi bang cac tir 32 bit (4 byte).

AES s& thuc hién mot sé vong md héa N . phu thugc vao do dai khoa duoc su dung

(Bang 2.10)
Béng 2.10. S cac vong ma hoa ciia AES
Thuat toan AES | D06 dai ddu vao/daura | DO daikhéa N, S6 vong N,
AES —128 4tlr 4 tir 10 vong
AES —192 4 tlr 6 tir 12 vong
AES —256 4 tlr 8 tir 14 vong
M3 héa AES:

MB&i vong gdm 4 phép bién doi mat ma theo byte
- Thay thé byte
- Dich cac hang ciia mang trang thai (State Array)

- Tron di licu trong mdt cdt cua State Array

- Cong khoa vong vao State Array

Phép thay thé byte: SubBytes( )

Phép bién d6i AES dau tién 1a mot phép thay thé byte phi tuyén goi 1a phép bién d6i
SubBytes( ), né hoat dong ddc 1ap trén mdi byte. Trude tién n6 sé& tinh nghich dao ciia phép

nhan trong GF (28) , sau d6 str dung mot phép bién ddi trén nghich dao nay.

b1 1 0o
bl {110
bl |11
bl |11
bl 111
bl o1 1
bl o 01
b |0 0 0

0

0
0
1
1
1
1
1

—_—m = = S o o

D
O

e = = = e

by

FSIRSES,

S

S
+
o = =, o0 0 o = =

—_— = o O O = = =
—_— 0 O O M = =
S

S
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trong d6 b, biéu thi bit thir i ciia byte b
Dich céc hang cua State Array; Phép bién ddi ShiftRows( )
Phép bién ddi tiép theo cua AES 1a dich cac hang cua State Array. Lwong dich

Shift(r,N,) phu thudc vao s6 hang r . Cac khdi dau vao (ban rd) vao céc khodi du ra (ban
ma) 1a cac khdi 128 bit gdbm N, =4 tir 32 bit
Phép bién d6i ShiftRows( ) dugc biéu thi nhu sau:

5!, =s, (c+shift (r,N,))modN,

trong d6 0<c <N,

Hang déu tién s& khong dich, tic 1a shift(0,N, =4)=0

V6i cac hang con lai lugng dich sé tiy theo s6 hang
shift (0,4)=0

shift (1,4) =1
shift (2,4) =2
shift (3,4) = 3

Tron dit liéu trong mot ¢t State Array: Phép bién dbi Mixcolumns( )

Phép bién d6i Mixcolumns( ) dugc dung dé tron dit liéu trong mot cot cia ma tran trang
thai. Cac cdt dugc xem nhu cac da thic trong GF (28). Déu ra cta Mixcolumns( ) 1a s '(x)
duogc tao bang cach nhan ¢t véi s (x) véi da thirc a (x) varat gon theo mod (X " 1)

s'(x)=a(x)s (x)mod(x4 +1)

trong d6: a (x)=03,x* +01,x +02,

O dang ma tran phép bién do6i nay cé thé viét nhu sau:

So. | 102, 03, 01, 01, ||s,
s, 01, 02, 03, 01, (s,

si. | |01, o1, 02, 03,|s,.
Sy, 03, 01, 01, 02, ]|ss,

Oday 0<c<N,

Mo rong khoa AES: KeyExpansion( )
Thuat toan AES s€ tao tir khéa ma 128 bit (hodc 192 hodc 256 bit) mot tdp khdi tao N,

tir 32 bit va N, tir 32 bit cho mdi vong bao gdbm N, (N, +1) tir 32 bit. Chuong trinh giai ma
KeyExpansion( ) chtta cac SubWord( ) va RotWord( ).
Ham SubWord( ) 1a mot phép thay thé (hop S) mét tir vao 4 byte bang mot tir ra 4 byte.
Ham RotWord( ) thuc hién phép hoan vi vong cac byte trong mat tir 4 byte (32 bit) W, :
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RotWord (ay,a,,a,,a;)=(a,,a,,a;,a,)

KeyExpansion (bytekey [4.N,],word W[N (N, +1)],N k)
Begin
i=0
while (i <N,)
w [1] =word [key [4*1'] ,key [4*1' + 1] ,key [4*1' + 2] ,key [4*1' + 3]]
i=i+l
end while
iON,
while (i <N,. (N, +1))
word temp =w|i —1]
if (imodN, =0)
temp = SubWord(RotWord (temp))xor Reconwl[i/N ]
elseif (N, =8 and imodN, =4)
temp = SubWord (temp)
end if
wli]O0w([i —=N,|=xor temp

i=i+l1
end while
end

Chuwong trinh gidi mad cua AES
Cipher (byte in[4.N, |.byteout [4.N,],wordw [Nb* (N, + l)])

Begin byte state [4,N, | state = in AddRoundKey(state,w)
forround =1step 1 to N, —1

SubBytes (state), ShifRows (state),
Mixcolumns(state), AddRoundKey(state,w+round.N, )

end for
SubBytes (state), ShifRows (state)
AddRoundKey(state,w+N N, )

out = state

end
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2.9. UU VA NHUQC PIEM CUA MAT MA KHOA Bi MAT
2.9.1. Uu diém

- Mat ma khoa bi mat (mat ma ) dién) no6i chung don gian, tuc 1a cac yéu cau vé
phan ctig khong phirc tap, thoi gian tinh todn nhanh.

- Mat mi khéa bi mat ¢ tinh hiéu qua, thong thuong téc d6 ma Ry = 1 (sd bit
dau ra ma hoa bang véi sd bit dau vao).

Tur cac uu diém nay cho thay mat ma co dién dé sir dung cho cac dich vu nhay cam véi
do tré va cac dich vu di dong.

2.9.2. Nhwoe diém

- V6i mat ma khoa bi mat phai dung kénh an toan dé truyén khoéa, diéu nay din
dén chi phi s& cao hon va viéc thiét 1ap kénh an toan kho khan hon.

- Viéc tao khoa va gilt bi mat khoa phirc tap. Khi lam viéc trén mang néu dung
mat ma khoa bi mét s€ phai tao va lu trit sb lugng khoa nhiéu.

- Néusu dung mat ma khoa bi mét s¢ kho xay dung cac dich vu an toan khac nhu
cac dich vu dam bdo tinh toan ven cua dir liéu, dich vu xac thuc va chit ky $0.
Céc dich vu nay s€ dugc thyc hién boi mat ma khoa cong khai.
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BAI TAP CHUONG 2

Bai 2.1: Tham ma thu dugc ban ma sau:
PSZI QIERW RIZIV LEZMRK XS WEC CSY EVI WSVVC
Biét rang day 14 ban ma cuia mat Caesar véi khoa k chua biét. Hay dung phuong phap
tim khod vét can dé tin duoc ban rd tiéng Anh twong tng.
Ghi chii: Phuong phap tim khoa vét can 1a phuong phap thir giai ma bang moi khoa c6
thé co.
Bai 2.2: Tham ma thu duoc ban ma sau:

_EHOHWSI_ON_E_TREVADYC_YQNOREUGNIOS_ EMAEFH
R_SATONEL_NRA DEEHTES_ERCO_TL_FEFI

Hay chi ra rang ddy 1a mot hé mat hoan vi va thuc hién thim ma bang phuwong phéap tim
khoa vét can. (Ky hiéu () 1a khoang tring (space)).
Bai 2.3: Thyc hién thAm ma cac ban ma sau ciia mot hé mat ma dich vong véi khoa k& chua biét,

bang cac phuong phap tim khéa vét can va Thong ké, biét rang cac ky tu c6 xac sut xuat hién 1on
trong tiéng Anh duoc sép xép theo thir tur sau:

_LE,T,A,H,O,N
Véi gia sir ““khoang trong’’ (_)duoc xemla 1 ky tu

a) XMQIDMWDQSVIDZEPYEFPIDXLERDQSRIBDBSYDGERDKIXDQ
SVIDQSRIBDFYXDBSYDGERRSXDKIXDQSVIDXMQI

b) YMIJEKTTQNXMERFSEXJIPXEMFUUNSJIXXENSEYMJEI
NXYFSHIEYMJEANXJELWTAXENYEZSIJWEMNXEKIJY

¢) ZNKFZX KFYOMTFULFOTZKRROMKTIKFOYFTUZFQTUBRKIMKFH_ ZFOSG
MOTGZOUT

d) IDRIZIVDORS DXLIDPSZIDSIDSYVDTEVIRXWDJSVDYWDXM
PPD_IDLEZIDFIGSQIDTEVIRXW

Bai 2.4: Duéi day 1a 4 ban ma thu duoc tir ma thay thé. Mot ban thu duoc tir mé thay thé, mot
tir ma Vigenére, mdt tr mat ma Affine va mét ban chua xac dinh. Nhiém vu & day 1a xac dinh
ban rd trong mdi truong hop.

Hay mo ta cac budc can thyuc hién dé giai md mdi ban ma (bao gdm tat ca cac phan tich
théng ké va céc tinh toan can thuc hién).

Hai ban 16 dau lay tr cuén "The Diary of Samuel Marchbanks" cia Robertson

Davies, Clack Iriwin,1947; ban ro thu tu 1€iy tu "Lake Wobegon Days" ctua Garrison Keillor,
Viking Penguin, 1985.

a) Ma thay thé.
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EMGLOSUDCGDNCUSWYSFHNSFCYKDPUMLWGYICOXYSIPJCK
QPKUGKMGOUCGINCGACKSNISACYKZSCKXEOCKSHYSXCG
OIDPKZCNKSHICGIWYGKKGKGOLDSILKGOIUSIGLEDSPWZU
GFZCCNDGYYSFUSZCNXEOINCGYEOWEUPXEZGACGNFGLKNS
ACIGOI'YCKXOUOUZCFZCCNDGY Y SFEUEKUZCSOCFZCCNC
IACZEINCSHFZEJZEGMXCYHCIUMGKUSY

Chi ddn: F s& giai ma thanh w.

b) Hé mad Vigenere
KCCPKBGUFDPHQTYAVINRRTMVGRKDNBVFDETDGILTXRGUD
DKOTFMBPVGEGLTGCKQRACQCWDNAWCRXLZAKFTLEWRPTVC
QKYVXCHKFTPONCQQRHJVAJUWETMCMSPKQDYHJVDAHCTRL
SVSKCGCZQoDZXGSFRLSWCWSITBHAFSLASPRJAHKJRJUMV
GKMITZHFPDLSPZLVLGWTFPLKKEBDPGCEBSHCTJRWXBAFS
PEZQNRWXCVYCGAONWDDKACKAWBBIKFTLOVKCGGHJVLNHI
FFSQESVYCLACNVRWBBIREPBBVFEXOSCDYGZWPFDTKFQLY
CWHIJVTNHIQ/BTKH/VNPIST

c) Hé ma Affine.
KQEREJEBCPPCJCRKIEACUZBKRVPKRBCIBQCARBJCVFCUP
KRLOFKPACUZQEPBKRXPEIIEABDKPBCPFCDCCAFIEABDKP
BCPFEQPKAZBKRHALBKAPCCIBURCCDKDCCIJC/DFUIXPAFF
ERBICZDFKABICBBENEFCUPLCVKABPCYDCCDPKBCOCPERK
IVKSCPICBRKLJPKABL

d) Hé ma chwa xac dinh duoc.
BNVSNSIHQCEELSSKKYERIFIKXUMBGVKAMQLITYAVFBKVT
DVBPVVRIJYYLAOKYMPQSCGDLFSRLLPROYGESEBUUALRWXM
MASAZLGLEDFIBZAVVPXWI CGJIXASCBYEHOSNMULKCEAHTQ
OKMFLEBKFXLRRFDTZXCIWBJSICBGAWDVYDHAVFJXZIBKC
GJIWEAHTTOEWTUHKRQVVRGZBXYIREMMASCSPBNLHIMBLR
FFJELHWEYLWISTFVVYFJCMHYUYRUFSFMGESIGRLWALSVVM
NUHSIMYYITCCQPZSICEHBCCMZFEGVJYOCDEMMPGHVAAUM
ELCMOEHVLTIPSUYILVGFLMVWDVYDBTHFRAYISYSGKVSUU
HYHGGCKTMBLRX
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Bai 2.5:
a) C6 bao nhiéu ma tran kha nghich cdp 2x 2 trén Z7,?

b) Gia sir p 1a s6 nguyén t6. Hiy chiing t6 s6 cac ma tran kha nghich cap 2x 2 trén Z,
la (p2 —1)(p2 —p).

Chi dan Vi p 1a s nguyén té nén Z,1a mot truong. Hay su dung khang dinh sau: Mot

ma tran trén mot truong la kha nghich khi va chi khi cac hang ctia né 1a cac véc to doc 1ap
tuyén tinh (tirc khong ton tai mot to hop tuyén tinh cac hang khac 0 ma tong cua ching 1a mot
véc to toan sb 0).

¢) Vi p la sO nguyén to va m 1a mot so nguyén m > 2. Hay tim cong thirc tinh so cac
ma tran kha nghich cap m xm trén Z,.
Bai 2.6: Gia st ta d3a biét rang ban rd "conversation" s&€ tao nén ban ma

"HIARRTNUYTUS" (dugc ma theo h¢ ma Hill nhung chua xac dinh dugc m ). Hay xac
dinh ma trdn ma hoa.

Bai 2.6: Hé ma Affine - Hill 1a hé ma Hill duoc stra d6i nhu sau: Gia st m 1a mot sd nguyén
duong va P =C = (Z% )m . Trong hé mat nay, khoda K gdm cic cip (L ,b) , trong d6 L la
mot ma tran kha nghich cap m xm trén Z,,va be(Z,,)" theo cong thiuc y =xL +b. Bdi

vay, néu L = (4;) vab= (bl,...,bm ) thi:

W - L,
L, I [

(V1o ) = (3 1seesx,, ) 21 2:’2 2m +(b,,...h,,)
m,l m,2 oo lm m

Gia si Oscar di biét ban rd 1a "adisplayedequation” va ban mi tuong tmg la

"DSRMSIOPLXLJBZULLM". Oscar ciing biét m = 3. Hay tinh khoa va chi ra tat ca cac
tinh ton can thiét?
Bai 2.7: Sau day 1a cach tham ma hé ma Hill sir dung phuong phap tin cong chi véi ban ma.
Gia str ta biét m = 2. Chia cac ban ma thanh cac khéi c6 do dai 2 ki tu (cac bo doi). Mdi bd
d6i nay 1a ban ma ctia mot bd doi cua ban rd nhd ding mot ma trin ma hoa chua biét. Hay
nhit ra cac b doi thudng gip nhat trong ban mi va coi rang d6 1a ma ciia mot bo doi thuong
gip trong danh sach ¢ bang 1.1 (vi du TH va ST). Vi mdi gia dinh, hiy thuc hién phép tin
cong voi ban rd da biét cho t6i. khi tim duogc ma tran giai ma ding.

Sau déy 1a mét vi du vé ban mé dé ban giai ma theo phwong phap di néu:

LMQETXYEAGTXCTUIEWNCTXLZEWUAISPZYVAPEWLMGQWVA

XFTGMSQCADAGTXLMDXNXSNPJQSYVAPRIQSMHNOCVAXFV.
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Bai 2.8: Ta s& mo ta mot trudng hop ddc biét ciia ma hoan vi. Gia st m 7 1a cac s6 nguyén
duong. Hiy viét ban rd theo thanh timg hang thanh mot hinh chir nhat m xn . Sau d6 tao ra
ban mi bang cach 14y cac cot ciia hinh chit nhat nay Vi du, néu m =4,n = 3thi ta s& ma hoa
ban 1d "cryptography" bang cach xdy dyung hinh chir nhat :
cryp
togr
aphy
Ban ma s€ la: "CTAROPYGHPRY"
a) Hay mo ta cach Bob giai ma mot ban ma (voi m ,n da biét).
b) Hay giai ma ban ma sau: (nhan dugc theo phuong phap da néu):
MYAMRARUYIQTENCTORAHROYWDSOYEOUARRGDERNOGW

Bai 2.9: Hiy ching minh rang phép giai ma DES c6 thé thyc hién bang cach ap dung thuat
toan ma hoa DES cho ban r6 vdi bang khoa dao nguoc.

Bai 2.10: Cho DES(x,K) la phép ma hoa DES cua ban & x v&i khoa K . Gia st
y =DES(x,K)va y'=DES (c(x),c(K))trong d6 c(.) ki hiéu la phan bu theo cac bit cia
bién. Hiy chimg minh rang y =c(y) (tirc 12 néu ldy phan bu ctia ban rd va khoa thi ban ma
két qua cling 1a phan bu cua ban ma ban dau). Chl y rang két qua trén c6 thé chimg minh

duoc chi béng cach st dung mo ta "muc cao" cua DES - céu trac thuce té cua cac hop S va cac
thanh phan khac ciia hé thong khong anh huong toi két qua nay.

Bai 2.11: M3 kép 1a mot cach dé 1am manh thém cho DES: véi hai khéa K, va K, cho
trude, ta xdc dinh y =e; (e (¥)) (di nhién day chinh Ia tich ciia DES véi chinh no). Néu
ham ma hoa e, giong nhu ham giai ma d «, thi K, va K, duoc goi la cac khoa d6i ngau (day

1a truong hop khong mong mudn ddi véi phép ma kép vi ban ma két qua lai trung véi ban 13).
Mot khoa duoc goi 1a tu doi nga:lu néu né d6i ngﬁu vo1 chinh no.

a) Hay chung minh rang néu C 0 gdm toan céac s6 0 hodc gdm toan cac s6 1 va D, ciing

vay thi K 1a ty d6i ngau.

b) Hay tu chimg minh rang cac khoa sau (cho ¢ dang hexa) la ty di ngau:
010101010101010O0°1
FEEFEFEFEFEFETFEFTF
l1F1F1F1FOFOFOFOFTF
EOEOEOEOFI1FI1FI1FI1

¢) Hay ching t6 rang néu C, =0101...01 hodc 1010...10 (& dang nhij phan) thi XOR

cac xau bit C, va C,_, 1a 111...11, v6i 1<i <16 (khing dinh tuong tu ciing ding dbi véi
D,).
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d) Hay chiimg to cac cap khoa sau 1a ddi ngiu:
EOO1EOO1F101F101
FE1FFE1FFOEFEOE
EOLFEOLFFF10FF10

0lEOO1EOO1F101F1
lFEFEIFFEOEFEQOEFE

1FEOIFEOOEF10EF1
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CHUONG 3. MAT MA KHOA CONG KHAI

Trude khi tim hiéu hé mat khoa cong khai chung ta 6n tap lai mot sb kién thirc vé ly

thuyét so.
3.1. SO HOC MODULO
3.1.1. S6 nguyén

Tap cac sb nguyén:

{...,—3,—2,—1,0,1,2,3,...}:Z 3.1)

Dinh nghia 3.1:

Cho a,beZ, a laudc cia b néu IceZ : b=ac.Ky hiéua |b
Cdc tinh chit chia hét

Ya,b,c €Ztaco:

() ala.

(i) Néua|b va blc thialc

(iii) Néu a |b va a |c thi a |(bx +cy) voi Vx,y eZ

(iv) Néu a |b va b|a thi a =1b
Dinh nghia 3.2:

Thuat toan chia d6i v6i cac s6 nguyén:

Néu a va b 1a cac sd nguyén véi b>1thia =gb+r, 0<r <b

g va r la duy nhat.

Phan du ctia phép chia a va b duoc ky hidu ¢ modb =r

Thuong cua phép chia a va b dugc ky hiéu adivb =g
Tacod adivb = [%} , amodb =a —b{%}

Vidu3.1: a =73,b=17=73div17=4, 73modl17=>5
Dinh nghia 3.3: Udc chung.
¢ 1a wéc chung cia a va b néu ¢ |a &c |b
Dinh nghia 3.4: Udc chung 16n nhat (UCLN)

S6 nguyén duong d 1a UCLN cua cac sd nguyén a va b (Ky hiéud = (a,b)) néu:
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(1) d laudc chungciuaa vab.

(i) Néucé cla va c|b thic|d .

Nhu vay (a ,b) 1a s6 nguyén duong 16n nhat udc cia ca @ va bkhong ké (0,0) =0.
Vidu 3.2:

Céc uée chung cua 12 va 18 1a {£1,+2,+3,+6} — (12,18) =6

Dinh nghia 3.5: Boi chung nho nhat (BCNN)

S6 nguyén duong d 1a bdi chung nho nhat (BCNN) cia cac s6 nguyén a va b (Ky hiéu
d =BCNN (a,b)) néu:

(i) ald ,b|d.

(i) Néucd a|c,blc thid|c.

Nhu vay d 14 s6 nguyén duong nhé nhat 1a bdictiaca a va b .
Tinh chit
_.a b

(a.b)

Vidu3.3: (12,18)=6 =  BCNN (12,18):%:36

BCNN (a.b)

(3.2)

Dinh nghia 3.6:
Hai s6 nguyén duong a va b dugc goi la nguyén té cuing nhau néu: (a ,b) =1
Dinh nghia 3.7:

SO nguyén p >2 dugc goi la s6 nguyén t6 néu cac udc duong ciand chila 1 va p.

Nguoc lai p dugc goi 1a hop $6.
Dinh Iy 3.1: (Pinh 1y co ban ciia s6 hoc)

Vi mdi s0 nguyén n > 2 ta luén phan tich dugc dudi dang tich ctia luy thira ciia cac so
nguyén to.

n=pl'py..p (3.3)
Trong d6 p, 1a cac s6 nguyén t6 khac nhau va e, 1a cic sb nguyén duong. Hon nita
phan tich trén 1a duy nhat.
Dinh nghia 3.8:

Vé6i n =2, ham ¢(n) dugc xéc dinh 1a s6 cac sb nguyén trong khoang [1,n] nguyén

to cung nhau véi n .

Cic tinh chit ciia ham ¢(n)
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Néu p 1a s6 nguyén t6 thi go(p) =p—1.
Néu (m ,n)zl thi (p(m .n):go(m )(p(n)

Néu n = p}' p...p{* 1a phan tich ra thira s6 nguyén t6 ctia 7 thi:

gp()(lpiJ(lpiNlpij 64

Dinh Iy 3.2: Véi Vn >5:

o(n)>— (3.5)

6Inlnn
3.1.2. Cac thuit toan trong Z
Cho a va bla cac sé nguyén khong 4m va nho hon hodc bing a xb =bxa . Can chu y
rang so cac bit trong biéu dién nhi phan cua n 1a [lgn ] +1 va sb nay xap xi bang lgn . SO
cac phép toan bit ddi véi bdn phép toan co ban trén cac s6 la cong, trir, nhan va chia s dung

céc thuat toan kinh dién duoc tom luoc trén bang sau. Cac ky thuat tinh té hon ddi voi cac
phép toan nhan va chia s€ c6 do phuc tap nho hon.

Bang 3.1. B¢ phtic tap bit ciia cac phép toan co ban trong Z

Phép toan D¢ phirc tap bit
Cong a+b 0(lga +1gb) =0(Ign)
Tru a—b 0(lga +1gb) =0(lgn)
Nhan —— a.b 0((lga).(Igb)) = 0((Ilgn)*)
Chia a=gb+r 0((Iga).(Igb)) = 0((1gn)*)

UCLN ciia 2 s6 nguyén a va b c6 thé dugc tinh theo dinh 1y sau:
Dinh Iy 3.3:
Néua =pi ps...p{ ,b=pl' pl>...p/ trongdo e, >0, f, >0

thi UCLN (a,b)=p[™@/) prness) | pmentesi)

va BCNN (a ,b) :plmax(epfl)pmax(ez,fz) pmax(ek,fk)

) Dy
Vi du 3.4: Cho a = 4864 =2°19 ,h =3458=2.7.13.19 . Khi d6

UCLN (a,b) = (4864,3458) =2.19 =38
BCNN (a,b)=(4864,3458) = 2°.7.13.19 = 442624

Dinh Iy 3.4: Néu a va b 1a cac sb nguyén duong véi a >b thi:

80



Chuong 3 - Mat ma khod cong khai

UCLN (a,b)=UCLN (b,a modb) (3.6)

Thuat toan Euclide sau sé cho ta cach tinh UCLN rat hiéu qua ma khong can phai phan
tich ra thira s6 nguyén t6.

Thudt toan Euclide
Tinh UCLN cua 2 sé nguyén
VAO : Hai s6 nguyén khong am a va bvéi a >b
RA :UCLNcuaavab.
(1) While 6#0 do
r<amodb ,a<b 6 b<«r
(2) Return (a).
Dinh ly 3.5: Thuat toan trén co thoi gian chay chung 0( (Ign )2) cac phép toan bit.

Vi du 3.5: Sau day 1a cac budc chia cta thuét toan trén khi tinh:

(4864,3458) = 38
4864 =1.3458+1406
3458 = 2.1406 + 646,
1406 =2.646 +76
646 =5.114 +38
76 =238 +0

Thuét toan trén ¢ thé duge md rong dé khong nhimg chi tinh duoc UCLN cua 2 s6
nguyén @ va b ma con tinh dugc cac s6 nguyén x va y thoa min ax +by =d .

Thudt toan Euclide mo rong
VAO : Hai s6 nguyén khong am a va bvédi a >b
RA :d=UCLN (a ,b)vé cac s6 nguyén x va y thoa man ax +by =d .
Néub=0thidatd <—a , x <1, y < Ova return(d,x,y)
(Hbatx, <1 ,x,<0,y,<0,y <1
(2) While 5> 0do
2.1q <—La /bJ,r —a—gbx <x,—qx,,y <y, —qy,
22a b b1 X, X, X, X, Y,V Y, <Y
() Pitd «a ,x «x,,y «y,vareturn(d,x,y)
Dinh Iy 3.6:

Thuat toan trén co thoi gian chay c& 0((lgn )2) cac phép toan bit.
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Vi du 3.6: Bang 3.2 sau chi ra cac budc cua thuat toan trén voi cac gia tri vao a = 4864 va

b =3458

Bang 3.2. Thuit toan Euclide mé rong véi cac dau vao a = 4864 va b = 3458

Q r X y a b X, X, v, Vi
- - - - 4864 | 3458 1 0 0 1
1 1406 1 -1 3458 1406 0 1 1 -1
2 646 -2 3 1406 646 1 -2 -1 3
2 114 5 =7 646 114 -2 5 3 7
5 76 =27 38 114 76 5 =27 =7 38
1 38 32 —45 76 38 =27 32 38 —45
2 0 -91 128 38 0 32 -91 —45 128

Bai vay ta co:

UCLN (4864,3458) =38 va (4864)(32)+(3458)(-45) =38
3.1.3. Céc s6 nguyén modulo n
Dinh nghia 3.9:

Néu a va b 1a cac s6 nguyén thi @ duogc goi 1a dong du véi b theo modulo (ky hiéu la
a =bmodn ) néu n |(a —b).

S6 nguyén n dugc goi 1a modulo ddng du.
Vidu3.7: 24=9mod5 vi 24-9=3.5

—11=17mod7 vi -11-17 =-4.7
Cic tinh chit

Déi véi a,a,,b,b,,c eZ taco:
D a Eb(modn ) néu va chi néu a va b cling c6 phan du khi chia cho 7 .
(2) Tinh phan xa : a =a (modn ) )
(3) Tinh déi xtmg :Néua =b(modn ) thi b=a(modn )
Tinh bac ciu: Néu @ =b(modn ) va b=c(modn ) thi a =c(modn )
(4)Néua =a,(modn ) va b =b (modn ) thi

a+b=a, +b(modn) vaab=a b (modn)
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L&p tuong duong ctia mot sd nguyén a 1a tap cac so nguyén dong du véi @ modulo 7 .
Tir cac tinh chat (2), (3) va (5) ¢ trén ta co6 thé thdy rang ddi v6i n ¢6 dinh, quan hé dong du
theo modulo 7 s€ phan hoach Z thanh céac 16p twong duong.

Néua=gn +r v6i 0<r <n thia Er(modn).

Boi vy mdi s6 nguyén a 1a dong du theo modulo 7 véi mot s6 nguyén duy nhat nam
trong khoang tir 0 téi n —1, ) nay dugc goi 1a thang du tdi thiéu ctia @ modn . Nhu vay a
va r c6 thé dugc dung dé biéu thi cho 16p twong duong nay.

Dinh nghia 3.10:

Céc s nguyén modulo 7 (ky hiéu Z.,) la tap (cac 16p twong duong) cia cac s6 nguyén

{0,1,2,. L= 1} . Céc phép cong, trir, nhan trong Z, dugc thuc hién theo modulo 7 .
Vidu3.8: Z,;={0,1,...,24} . Trong Z,; ta cé:
13416 =4 vi 13+16 =29 = 4(mod 25)

Tuong tu 13.16 =8trong Z,;.
Dinh nghia 3.11: (Phan tix nghich dao)
ChoaeZ,, phan tir nghich dao (nguoc theo phép nhan) cia a modn 1a mot s6
nguyén x €Z, sao cho: ax =1(modn )

Néu x ton tai thi no 1a duy nhat, @ dugc goi 1a kha nghich. Phan tir nghich dao cta
a dugc ky higu la a.

Dinh nghia 3.12:

Phép chia cta véi a cho bmodn 1a tich cua a va b modn tich nay dugc xac dinh néu
b 14 phan tir kha nghich.

Dinh ly 3.7:
Cho a € Z,, khi d6 a 1a kha nghich néu va chi néu: (a,n)=1
Vidu 3.9: Cac ph?m tir kha nghich trong Z, 1a 1, 2, 4, 5, 7 va 8. Chfmg han 47' =7 vi
4.7=1(mod9).
Dinh Iy 3.8:
Cho d = (a,n), phuong trinh dong du ax Eb(modn) c6 nghiém x néu va chi néu
d |b, trong truong hop nay c6 ding d nghiém nidm giita 0 va n — 1, nhiing nghiém nay 13 tat

ca cac dong du theo modulo 7 |d .
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Dinh Iy 3.9: (Phan dw China)
Néu cac s6 nguyén n,,n,,...,n, languyén t6 cling nhau timg d6i mot thi hé cac phuong

trinh dong dur:
x =a,(modn, )

x =a,(modn, )

s& c6 nghiém duy nhét theo modulo n (n =n,.n,...n,)

Thudt toan Gausse

Nghiém x cua hé phuong trinh dong du trong dinh 1y phan du China c6 thé duoc tinh
bang:

k
X = ZaiNl.Ml. modn (3.7)

i=1
Trongd6 N, =n /n, va M, =N, modn,
Céc tinh toan nay c6 thé duoc thuc hién trong 0( (lgn )2) cac phép toan trén bit.
Vidu 3.10: Cap phuong trinh dong du x = 3(m0d7) ,X = 7(m0d13) c6 nghiém duy

nhit x = 59(mod91)
Dinh ly 3.10:

Néu (nl,nz) =1 thi cap phuong trinh dong du.

x =a(modn,),x =a(modn, )

c6 mot nghiém duy nhat x =a (modn o7, )

Dinh nghia 3.13:

Nhém nhan cia Z, 13 Z = {a eZ,

(a,n ) = 1}
Pic biét, néu n 1a s6 nguyén tb thi Z: = {a |1 <a<n- 1}
Dinh nghia 3.14:
Cép cia Z: 1a s6 cac phan tir trong Z: (ky hi¢u ‘Z: ‘)
Theo dinh nghia ctia ham Phi-Euler ta thay:

=p(n) (3.8)
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Chuy:néuaecZ, vabeZ, thia,beZ vabsivay Z ladong ddi véi phép nhan,
Dinh Iy 3.11:
Cho p 1a mot s6 nguyén to:
(1) Dinh Iy Euler: Néu a € Z,, thi a”") =1(modn ).
(2) Néu nla tich cia cac sd nguyén khac nhau va néu 7 =s (mod o(n ))thi
a =a’ (modn) dbi voi moi s6 nguyén a . Noi mot cach khac khi lam viée véi
modulo 7 thi cac sé mil ¢6 thé dugc rat gon theo modulo (p(n )
Dinh Iy 3.12:
Cho p 1a mét s nguyén to:
(1) Dinh Iy Ferma: Néu (a,p) =1 thi " =1(modp).
(2) Néu r =s (modp —l)thi a =a’ (modp)déi voi moi s6 nguyén a . Noi mot cach

khac khi 1am viéc v6i modulo ciia mot s6 nguyén t6 £ thi cac luy thira co thé duoc
rat gon theo modulo p —1.

(3) biac biét a” =a (modp) v6i moi s6 nguyén a .
Dinh nghia 3.15:

Cho a € Z: . Cép cia a (ky hiéu l1a ord (a)) 1a s6 nguyén dwong nho nhit ¢ sao cho
a' =1(modn).
Dinh nghia 3.16:

Choa €Z, ,ord(@)=t vaa' =1(modn) khido ¢ 1a uée cia s .

Dic biét 7 [o(n).

Vidy 3.11: Cho n =21,khidé Z;, ={1,2,4,5,8,10,11,13,16,17,19,20}

Chu ¥ rang §0(2l) = g0(7).g0(3) =12= ‘Z;‘ . Cap cua cac phan tir trong Z; dugc néu

trong bang sau:

Bang 3.3. Cép ciia cic phan tir trong Z,,

an; 1 2 4 5 8 (10 | 11 | 13 |16 | 17 | 19 | 20

ord (a) 1 6 3 6 2 6 6 2 3 6 6 2
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Dinh nghia 3.17:
Cho o € Z: . Néu cép cia « 1a ¢(n) thi o dugc goi la phan tir sinh hay phan tir
nguyén thuy cta ZZ . Néu Z: ¢6 mot phan tir sinh thi Z: dugc goi la cyclic.
Cic tinh chit ciia cic phan tir sinh ciia 7.,
(D Z: c6 phén tir sinh néu va chi néu n =2,4,p* hodc 1a 2p*, trong d6 p 1a mot s6
nguyén td 1¢ va k > 1. Dic biét, néu p lamét sb nguyén tb thi Z: co phén tlr sinh.
(2) Néu « 1a mot phén tir sinh ctia Z: thi:
Z, ={a'modn [0<i<®(n)-1} (3.9)
(3) Gia st rang @ 1a mot phan tir sinh ciia Z, khi d6 b = &' modn ciing 1a mot phén tir
sinh cua Z : néu va chi néu (i ,o(n )) =1. Tir d6 ta rat ra rang néu Z: la cyclic thi
s6 cac phan tir sinh 1a go(go(n )) .
(4) @ € Z, 1a mot phan tir sinh ciia Z, néu va chi néu o’ 2 l(modn ) d6i véi mbi
nguyén té p cia p(n)
Vi du 1.12: Z; khong 1a cyclic vi né khong chira mét phin tir c6 cap
(13(21) =12 (Chu ¥ rang 21 khong thoa man diéu kién (1) & trén).
Z.,. 1a cyclic va 6 mot phan tir sinh o = 2
Dinh nghia 3.18:
Cho a € Z: , a dugc goi la thang du bac hai modulo n (hay binh phuong cua modulo
n ) néu ton tai x € Z: sao cho x> =a (modn ) Néu khong ton tai x nhu vay thia dugc goi
1a thing du khong bac hai modn . Tap tat ca cac thing du bac hai modulo n duoc ky hiéu la
0, , con tap tat ca cac thang du khong bac hai duogc ky hiéu 1a Q_n . Can chii y rang theo dinh
nghia 0 ¢ Z| . Béivay 020, va 0¢0. .
Dinh ly 3.13:
Cho p 1a mot s6 nguyén t6 va « 1a mot phan tir sinh ctia Z;. Khi d6 a € Z; la mot

thang du bac hai modulo p néu va chi néu a = ' modp , trong d6 i 1a mot s6 nguyén chan.

Tu d6 rut ra:

LQP\=(‘D2_1) va‘Q_p‘=M (3.10)

86



Chuong 3 - Mat ma khod cong khai

tirc 1a mot nira s6 ph?m tr trong Z; la cac thang du bac hai va ntra con lai thang du
khong béc hai.

Vidu 3.12: o =6 1a mot phan tir sinh ciia Z;. Cac luy thira cia a dugc liét ké ¢ bang
3.4. sau day:

Bang 3.4.

I 1 2 3 4 5 6 7 8 9 | 10 | 11 | 12

admodiz | 6 110 8 | 9| 2127 (3|5 /|4]11]1

Boivay O, ={1,3,4,9,10,12} , O,; ={2,5,6,7,8,11}
Dinh Iy 3.14:

Cho n 14 tich ctia hai s6 nguyén t6 1¢ khac nhau g va p, n =pg,khidé a e Z: la

mdt thdng du bac hai modulo n neu vachintua €0, vaa €Q, . Dicu do dan t6i:

_ _(p-1)(¢-1)
Q, _pq"pﬂ‘_ £ 4q
‘ = _3(p-D(g-1)
va ‘Qn _p+

Vidu 3.13: Chon =21.Khi d6:
0,,={1,4.16} 0,,=1{2,5,8,10,11,13,17,19,20}
Dinh nghia 3.19:

A * 5 ~ 3 c 1N - A . 5
Cho a €Q, ,néu x € Z, thod man x’=a (modn) thi x dugc goi la can bac hai cta

amodn .
Dinh Iy 3.15: (S6 cac can bac hai).
Néu p lamot sb nguyén th 16 va a €@, thia duoc goila can bac hai theo modulo p .
Tong quat hon, cho n =p;" p>...p* , trong d6 p, 14 cac sb nguyén t6 1é phan bigt va
e, >1.Néua €Q, thicé ding 2° cin bac hai khac nhau theo modulo7 .
Vi du 3.14:
- Cac can bac 2 cuia 12mod371a 7 va 30.

- Cac can bac 2 cua 121mod3151a 11, 74, 101, 151, 164, 214, 241 va 304.
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3.1.4. Cac thuit toan trong Z
Cho n 12 mét sé nguyén duong. Cac phan tir cia 7., s& duoc biéu thi bai cac s nguyén
0, = {0,1,2,...,n —1}.

Ta thay rang, néu a,b € Z, thi

a+b a+b<n
(a+b)modn = (3.11)
a+b-r a+b>n

Boi vdy phép cong (va trir) theo modulo co thé thyc hién dugc ma khong can phép chia
dai. Phép nhan modulo cta a@ va b c¢6 thé dugc thuc hién bang cach nhan cac sd nguyén
thong thuong rdi 1y phan du ciia két qua sau khi chia cho n . Cac phan tir nghich dao trong
Z, co thé dugc tinh bang cach ding thuat toan Euclide md rong dugc mo ta dudi day.
3.1.4.1. Thudt toan (Tinh cdc nghich ddio trong Z,)

VAO:aeZ,

RA :a 'modn (néu ton tai).

(1) Dung thuat toan Euclide mé rong dé tim cac sd nguyén x va y sao cho

ax +ny =d trongdé d =(a,n).

(2)Néud >1 thi a ' modn khong ton tai.

Nguoc lai return (x )

Phép luy thira theo modulo c6 thé dugc thuc hién c6 hiéu qua bang thuat toan nhan va
binh phuong c6 lap. Pay la mot thuat toan rat quan trong trong nhiéu thi tuc mat ma. Cho
biéu dién nhi phéan cua & 1a:

Zt:ki 2' trong d6 mdi k, €{0,1} khi do

i=0
! . 0 k() 1 kl r kr

a* :Hak' 2 :(a2 ) (a2 ) ...(a2 ) (3.12)
i=0

3.1.4.2. Thugt todn nhén va binh phwong c6 lgp dé ldy luy thiva trong 7,

VAO: a €Z, vasd nguyén k, (0<k <n) c6 biéu dién nhj phan:

K=k
i=0

RA :a*modn

(1) Pat b «1.Néu k =0 thi return (b)
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2)bat 4 «a.
(3)Néu k, =1 thidit b <a.
(4)Fori from1tot do
(4.1). Pit A < A’ modn .
(4.2). Néu k, =1 thi dat b <~ Abmodn
(5) Return (b)
Vi du 3.15: Bang 3.5 sau chi ra cac budc tinh toan 5 mod1234 =1013

Bang 3.5. Tinh 5% mod1234

2 3 4 5 6 7 8 9

—
(e
—_

1 0 1 0 1 0 0 1

b
(e)
[e)

A 5 25 625 | 681 | 1011 | 369 | 421 779 | 947 | 925
b 1 1 625 | 625 67 67 1059 | 1059 | 1059 | 1013

S6 cac phép toan bit ddi véi phép toan co ban trong Z., duoc tom lugce trong bang 3.6

duoi day.
Bang 3.6. Do phirc tap bit ciia cac phép todn co ban trong Z
Phép toan Do phirc tap bit
Cong modulo a+b 0(lgn)
Trir modulo a-b O(lgn)
Nhan modulo a.b 0 ((1 an)? )
Nghich dao modulo a”' modn 0 ((lgn ) )
Luy thtra modulo a*modn ,k<n 0((lgn )’ )

3.1.5. Cac ky hi¢u Legendre va Jacobi

Ky hiéu Legendre 1a mét cong cu hitu ich dé xem xét liéu mét sO nguyén a co6 1a mot

thang du bac hai theo modulo ctia mot s6 nguyén to p hay khong.
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3.1.5.1. Ky hiéu Legendre
Dinh nghia 3.20:

Cho p 1a mét s6 nguyén t6 1¢ va a 1a mot sé nguyén. Ky hiéu Legendre [gJ dugc xac
dinh nhu sau:
0 p |a
1 aeQ , (3.13)
-1 ac é »

3.1.5.2. Cdc tinh chit ciia ky higu Legendre

Cho p 1a mét sb nguyén té 1¢ va a,b € Z. Khi d6 ky hiéu Legendre c6 cac tinh chét

sau:

(1) (gjza(”‘l)”(modp). Pic biét (lJZI - [_ljz(_l)(zﬂ—l)/z Boi vay

p p p
~1€Q, néu p =1(mod4)va ~1€Q, néu p =3(mod4)

2
Q) [@j = (3}(2} .Béiviynéua eZ) thi (“—j ~1.
p) \p)\p p

(3) Néu a =b(modp) thi [KJ:@)'

p p

4) [%J :(—1)(’7271)/8. Boi vay (gj:l néu p =1 hoic 7(m0d8)vé [zJ =—1 néu
p p p

p =3 hodic 5(mod8).

(5) Luat thuan nghich bac 2:

Gia str p 1a mot s6 nguyén t6 1é khac véi g , khi do:

[{5}:(%)(—1)(’”)(‘11)/4

No6i mot cach khac [BJ:(QJ trir phi cd p va g la dong du véi 3(mod4), trong
q p

truong hop nay (gj =— [QJ .
q p

Dau hiéu Jacobi 1a tong quat hoa ciia ky hiéu Legendre ddi v6i cac s6 nguyén 1¢ n
khong nhat thiét 1a mot sd nguyén to.
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3.1.5.3. Ky hiéu Jacobi
Dinh nghia 3.21:

Cho n >3 1a céc s6 nguyén t c6 phan tich n =p{' .pS...p¢* . Khi d6 ky higu Jacobi

GGG

Ta thay rang néu n 1a mot s6 nguyén to thi ky hiéu Jacobi chinh 14 ky hiéu Legendre.

(gj duoc dinh nghia la
n

3.1.5.4. Cdc tinh chit ciia ky hiéu Jacobi
Cho n >3 1a cac s6 nguyén to a,b € Z . Khi d6 ky hiéu Jacobi c¢6 cac tinh chat sau:

(1) gj =0,1 hodc —1. Hon nira (gj =0 néu va chi néu UCLN (a,n);tl.
n n

) %) Méj. Boivay a €Z thi (a—] =1
n n
a )_(a)(a
® m.n jz[m J(n J
(4) Néu a =b(modn ) thi (ﬁ}(é)
n
ofty
n

6) (—lj:(—l)("')/z. Boivay: |-+
n

n

=1 néun = l(m0d4)

=—1 néu n =3(mod4)

S o

(7) (zj:(—l)("”)/g. Bai vay: =1 néu n =1hoic 7(m0d8)
n

(gj= —1 néu n =3hoic 5(m0d8)
n

ﬂ _ i _ (m—1)(n-1)/4
oS H)
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No6i mdt cach khac [ﬂjz[ij trir phi ca hai s6 m va n déu dong du véi 3(m0d4) ,
n m

\ \ m n
trong truong hop nay | — |=—| — |.

Tir cac tinh chat ctia ky hiéu Jacobi ta thay rang n 1é va a = 2°a, trong do a,la mot sO

1é thi:
B
n n n n a,

Tir cong thirc ndy ta co thé xay dung thuat toan dé quy sau dé tinh (%J ma khong can
phai phan tich 7 ra cac thira s6 nguyén t6 .
3.1.5.5. Thudt toan tinh todn ky hi¢u Jacobi (va ky hiéu Legendre)

JACOBI (a,n)

VAO: S6 nguyén 1é n >3 s6 nguyén a, (O <a Sn)

a

RA : Ky hiéu Jacobi ( j(Sé 1a ky hiéu Legendre khi n 14 s6 nguyén td)

n
(1) Néu a =0 thi return (O)

(2) Néu a =1 thi return (1)

(3) Viét a = 2°a, , trong d6 a,1a mot s6 1é

(4) Néu e chan thi dit s < 1. Nguoc lai hiy dat s < 1 néu n =1 hoic 7(m0d8)
(5)Néu n =3(mod4) va a, =3(mod4) thi dit s « —s

(6) bat r, <—n moda,

(7) Return (SJA COBI (n,,a, ))
Thuat toan trén c6 thoi gian chay ching 0((lgn )2 ) céc phép toan bit.

3.1.5.6. Nhin xét (tim cdc thing dw bdc hai theo modulo ciia s6 nguyén té p)

Cho p la mdt sO nguyén t0 1€. Méc du da biét rang mot nira cac phan tir trong Z , 1a
cac thing du khong bac hai theo modulo p nhung khong c6 mot thuat todn xac dinh theo thoi

gian da thirc nao duoc biét dé tim.
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Mot thuat toan ngﬁu nhién tim mdt thang du khéng bac hai la chon ngﬁu nhién céac sb
* Y . a f 1 aks e A .
nguyén a € Z, cho t6i khi s6 d6 thoa man (—J: —1. Phép 1ap doi vai s6 dugce chon trude
p
khi tim dugc moét thang du bac hai 1a 2 va béi vay thuét toan dugc thuc hién theo thoi gian da
thirc.

3.1.5.7. Vi du tinh todn ky hi¢u Jacobi

Cho a =158 va n =235 . Thuit toan trén tinh (%j nhu sau:

@iij - (2?5)(27395) B (_1)(%j(_1)7&234/4 - (%)

Khac voi ky hi€u Legendre, ky hiéu Jacobi (—j khong cho biét liéu a c6 phai 1a mot
n

thing du bac 2 theo modulo 7 hay khong. Su thyc 1a néu @ €Q, thi (ﬁj =1 Tuy nhién
n
(gj =1 thi khong conghiala a €Q, .
n
3.1.5.8. Vi du (Cdc thing du bdc 2 va khong bdc 2)
Bang 3.7. Céc ky hiéu Jacobi ctia cic phan tir trong Z),
a eZ; 1 2 4 5 8 10 | 11 | 13 [ 16 | 17 | 19 | 20

Cmodn | 1| 4 16| 4 | 1 | 16]16] 1 | 4 |16 4 | 1
(aj1—11—1—11—111_11_1

a 1 -1 1 1 -1 | -1 ] -11] -1 1 1 -1 | -1
21

Béng 1.6 liét ké cac phan tir trong Z; , va cac ky hiéu Jacobi cua chung. Ttr vi du trong

phanctacd Q,, =1{1,4,16}. Ta thiy rang (%J =1 nhung 5¢0Q,, .
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Dinh nghia 3.22:

Cho n >3 la cac s6 nguyén t6 1é va cho J, = {a eZ:‘(ij = 1} tap cac thang du gia
n

bac 3 theo modulo » (Ky hi¢u Qn ) dugc dinh nghia la tap J, —Q, .
Dinh Iy 3.16:
Cho n = pg latich cua hai s6 nguyén t6 1é khac nhau. Khi do:

tirc 1a mot nira cac phan tir trong J , 1a cac thang du gia bac hai.

=(p-1)(g-1)/4 (3.15)

3.1.6. Cac s6 nguyén Blum
Dinh nghia 3.23:

S6 nguyén Blum 1a mot hop s6 co dang n =pg , trong d6 p va gla cac sb nguyén tb

khac nhau va thoa man:

p =3mod4

3.16
g =3mod4 (3.16)
Dinh Iy 3.17:

Cho n = pg 1a mot sé nguyén Blum va cho a €@, . Khi d6 a co ding 4 can bac hai

modulozn va chi c6 mot sé nam trong 0,.
Dinh nghia 3.24:

Cho n 1a mot s6 nguyén Blum va cho a €0, . Can bac hai duy nhit clia ¢ nam trong

Q, dugc goi 1a can bac hai chinh @ modn .
3.1.7. Vi du (S0 nguyén Blum)

Déi véi s6 nguyén Blum n =21. Ta ¢6 J, ={1,4,5,16,17,20} va Qn ={5,17,20}.
Bén can bac 2 cia a =4 12,5, 16 va 19, trong d6 chi c6 16 1a cling némg trong Q, . Boi
vay 16 la can bac 2 chinh ctia 4mod 21.
Dinh ly 3.18:

Néu n = pg 1a mot sé nguyén Blum thi anh xa.

f:0, >0, dugc xac dinh boi f(x)=x>modn 1a mot phép hoén vi.

Anh xa ngugc cia f la: £ (x) = 49 od
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3.2. GIOI THIEU VE MAT MA KHOA CONG KHAI

Trong mé hinh mat md cb dién trude ddy ma hién nay dang dugc nghién ctu Alice
(nguoi giri) va Bob (ngudi nhan) chon mot cach bi mat khoa K. Sau d6 dung K dé tao luat ma
hoa e, va luét gidi ma d, . Trong hé¢ mét nay d, hoac giong e, hodc dé dang nhan duoc tir n6
(vi du trong hé DES qua trinh giai ma hoan toan tuong ty nhu qua trinh ma nhung thu tuc
khoa nguoc lai). Cac hé mat thudc loai nay dugc goi la hé khoa bi mat, néu dé 10 e, thi lam
cho hé théng mét an toan.

Nhuogc diém ciia hé mat nay 1a nd yéu cau phai c6 thong tin trudc vé khoa K giita Alice
va Bob qua mot kénh an toan trude khi giri mot ban ma bat ky. Trén thuc té diéu nay rat kho
dam bao. Chfmg han khi Alice va Bob & cich xa nhau va ho chi ¢ thé lién lac v6i nhau béng
thu tin dién tir (E.mail). Trong tinh hudng d6 Alice va Bob khong thé tao mot kénh bao mat
véi gia phai chang.

Y tuong xdy dung mot hé mat khoa cong khai (hay ding chung) 1a tim mot hé mat
khong co6 kha nang tinh toan dé xac dinh d, khi biét &y Néu thuc hién duge nhu vay thi quy
tac ma e, co thé dugc cong khai bang cach cong bo né trong mot danh ba (boi vay nén co
thuat nglt hé mdt khod cong khai). Uu diém cua hé mat khoé cong khai 1a & chd Alice (hodc
bat ky ai) ¢ thé giri mot ban tin d3 ma cho Bob (ma khong can thong tin trude vé khoa mat)
bang cach dung mat méa cong khai e, . Nguoi nhan A s€ 1a nguoi duy nhat c6 thé giai duge
ban ma nay bang sur dung luat giai bi mat d, cta minh.

C6 thé hinh dung hé mat nay tuong tu nhu sau. Alice dat mdt vat vao mdt hdp kim loai
va roi khod n6 lai bang mot khoa s6 do Bob dé lai. Chi co6 Bob la ngudi duy nhit c6 thé mo
dugc hop vi chi co anh ta mdi biét to hop ma cia khoa sd ciia minh.

Y tudng vé mot hé mat khoa cong khai duoc Diffie va Hellman dua ra vao nam 1976.
Con viée hién thuc hoa no thi do Rivesrt, Shamir va Adleman dua ra 1an dau tién vao nam
1977, ho di tao nén hé mat noi tiéng RSA (s€ dugc nghién ciru trong chuong nay).

Mot cht ¥ quan trong 1a mot hé mat khoa cong khai khong bao gid ¢6 thé dam bao duoc
dd mat tuyét doi (an toan vo diéu kién). So di nhu vay vi doi phuong khi nghién ctru mét ban
ma, anh ta c6 thé md lan luot cac ban tin ré bﬁng luat ma hoa cong khai e, cho t6i khi anh ta
tim dugc ban rd duy nhit M dam bao C =e, (M ). Ban rd ndy chinh la két qua giai ma. Boi
vay, ta chi nghién ctru d§ mat vé mit tinh toan cua cac hé mat nay.

Mot khai niém co ich khi nghién ctru hé mat khoa cong khai 1a khai ni¢m v& ham cira
sap mot chiéu. Ta s& dinh nghia khai niém nay mdt cach khong hinh thue.

Ham ma khoa cong khai e, ctia Bob phai 1a mot ham dé tinh toan. Song viéc tim ham
nguoc (ham giai ma) rat kho khan (d6i v6i bat ky ai khong phai 1a Bob). Piac tinh dé& tinh
toan ham nguoc thuong dugc goi 1a dac tinh méot chiéu. Boi vay diéu kién can thiét 1a e, phai
12 ham mot chiéu (tinh thuan don gian, nhung tinh nguoc rat phic tap).

Céc ham mot chiéu déng vai trd quan trong trong mat ma hoc, chung rit quan trong
trong cac hé mat khoa cong khai va trong nhiéu linh vuc khac. Pang tiéc 1a mic du co rat
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nhiéu ham dugc coi 12 ham mét chiéu nhung cho dén nay van khong ton tai mot ham nao 6
thé ching minh dugc 1a ham mot chiéu.

Sau day la mét vi du vé& mot ham duoce coi 1a ham mét chiéu. Gia sit n 1a tich cia hai
s6 nguyén to 1én p va ¢, gia st b 1a mot s6 nguyén duong. Khi d6 ta xac dinh anh xa
f:Z,—>7Z, 1a f(x)=x"modn (véi b va n da duogc chon thich hop thi day chinh 1a ham ma
RSA, sau nay ta s& noi nhiéu hon vé no).

bé xay dung mot hé mét khoa cong khai thi viéc tim dugc mot ham mot chiéu van chua
da. Ta khong mudn e, la ham mot chiéu dbi voi Bob vi anh ta phai c6 kha ning giai mi cac
ban tin nhan dwoc mot cach hidu qua. Diéu can thiét 13 Bob phai c6 mét clra sip chua théng
tin bi mat cho phép dé dang tim ham ctia e, . Nhu vay Bob c6 thé gidi ma mot cach hiru hidu
vi anh ta c6 mot hiéu biét tuyét mat nao do vé K. Boi vay mot ham duoc goi 1a cira sdp mot
chiéu néu n6 13 mot ham mot chiéu va né tré nén dé tinh nguoc néu biét mot cira sap nhét
dinh.

3.3. SO PO CHUC NANG CUA HE MAT KHOA CONG KHAI

Tham ma (Oscar)

A (Alice) Encryption ! Decryption B (Bob)
. M C C . M )
Nguon tin » Mai hoa » Kénh mo »  Gidi md » Nhan tin
7y T
K Cy K Ry

Hinh 3.1. So d6 chirc nang hé mat khoa cong khai

So d6 truyén tin bi mat tir A dén B sir dung mat ma khoa cong khai duoc mo ta trong
Hinh 3.1, trong d6:

+ M : ban tin r0
+ C : Banma
+ K, la khoa cong khai cua B (khda mé hoa) duoc lay trén kénh mé.
+ K, lakhoa bi mét cia B (Khoa giai ma).
Ham ma hoa la mot anh xa 1:1:
C :E(M,KCE) (3.17)

Va ham gidi ma:

M:E’I(C,KRB) (3.18)
Theo so d6 cta hé mat khoa cong khai ta thay cac vu diém la:

- Khong cin hai khoa bi mat.

- Khong can kénh an toan riéng
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- Biét khoa ma héa trén kénh mo nhung rat kho giai ma, tic 1a biét K ¢, hhung rat
kho suy ra dugc K %, (d0 kho & day chinh 1a @6 phuc tap tinh toan hoac tai
nguyén va thoi gian tinh toan)

Céc nghién ciru trén thé gioi tir naim 1976 cho dén nay di dua ra dugc 5 bai toan mot
chiéu nhu sau:

- Bai toan logarit roi rac

- Bai toan phan tich thira s6 (gan v6i hé mat noi tiéng RSA)

Bai toan xép ba 16

Bai toan ma stra sai

Bai toan xay dung hé mat trén duong cong elliptic.

Trong phén tiép theo dudi s& lan lugt tim hiéu timg bai toan mot chiéu va ung dung
trong cac hé mat lién quan.
3.4. BAI TOAN LOGARIT ROI RAC VA CAC HE MAT LIEN QUAN

3.4.1. Bai toan logarit roi rac

3.4.1.1. Bai todn logarit trén truong sé thuc R

+ Bdi todn thudn: Ham sb y=a" vbia,x € R, viéc tinh toan ham mil nay co thé dugc
thuc hién dé dang bang thuat toan nhan va binh phuong.

+ Bai todn ngwoc: nhu ta dd biét phép tinh nguoc cia ham mii chinh 13 ham logarit
vy =log, x , viéc tinh toan ham nguoc logarit nay s€ kho khan hon nhiéu so véi ham thuan.
Tuy nhién, ca hai phép hdm mii va logarit déu 1a cac ham ddng bién cho nén c6 thé xac dinh
gia tri twong dbi cua ham logarit dugc (nhu Hinh 3.2).

4y —
y=x
=log x
_/l /y ;
o /1 x

Hinh 3.2. P4 thi ham y =a* va y =log, x

Mot sd tinh chat ctia ham logarit.

+y =log, bc =log,b+log, c
b

+y =log,—=log,b—log,c
c

+log,1=0
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+y =log,x "' =-log,x

3.4.1.2. Bai todn logarit trén truong hitu han
Xét vanh Z ) v6i p la s6 nguyén t6. Theo dinh 1y 2.7 néu p 1a nguyén t6 thi ¢ , la
mot truong (¢ , = GF(2)).

Tap tat ca cac phan tir khac khong ctia truong sé tao nén mot nhom nhan xyclic ¢ ; .

¢ =¢ J{0}={1,2,..p-1}

+ Bai todn thudn: |y =a* modp, (a,x e¢ ;)

Vidu 3.16: Xét p =19,a =2 taco6 cac gia tri y =a” nhu trong Bang 3.8

Béng 3.8. Cac gia tri cua y =2" mod19 trén ¢79

X 1213|4567 |8 ]9 1011 ]12]13 1415|1617 |18

2214816137 (149 | 1817|1511 |3 |6 (12| 5 |10 1

Chuy:
+ Néu a la mét phan tir nguyén thiyy thi a* sé di qua tdt ca cdc phan tir ciia nhém.

+ Néu a la phan tir nguyén thiy thi a' ciing la nguyén thity véi (i,p —l) =1(pla

sd nguyén td).
Trong vi du 3.16 cac gia tri cia [ théa man (i,18):1 la i:(1,5,7,11,13,17). Sé
luong cac gia tri cua 1 béng gia tri ham (p(p —1).
N, =¢p(p-1)=¢(18)=6
Céch tinh ham Phi-Euler ¢ nhu trinh bay tai muc 1.1.12.
Nhu vay trong nhom ¢ ’19 ¢6 6 phéan tir nguyén thuy:
2=2" 13=2"; 14=27; 15=2"; 3=2"; 10=2" (3.19)
Céc phan tir nguyén thuy nay tao thanh cac cip nghich dao nhu sau:
(2,10)>2=10"
(13,3) - 13=3"
(14,15) —14=15"

+ Bdi todn ngwoc: |y =log x, (a,x ¢ ;)

Tur bang 3.8 ta tinh dugc ham nguoc log,x nhu trong bang 3.9.
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Bang 3.9. Gid trj log,x (mod19) trén ¢,

X 11213 (4|56 |7 8|9 1011121314 15|16 17|18

2% 2 4|8 |16(13 |7 |14 9 [18|17 15113 |6 12| 5 |10 1

log,x |18 1 (132 16 14 6|3 |8 1712155 |7 |11} 4 |10]9

Cha y: vi 2'® =1 nén log,1=18.
Mot sé tinh chdt ciia ham logarit roi rac.

+ y =log,bc =(log,b+log,c)modp —1
b

+ y =log,—=(log,b—log,c)modp -1
c

+ log ,x =—log,x =p—1-log,x

+ log,1=0=p—1(coi 0=p-1)

Nhin xét: Tir hai Bang 3.8 va Bang 3.9 ta thdy hai ham thuan va ngugc déu khong phai
ham ddng bién, khi biét bai toan thuan thi moi tim dugc bai toan ngugc. Do d6 viée giai bai
toan nguoc gidng bai toan vét can, phai thir 1an luot cac truong hop.

Viéc xac dinh logarit cia mot phan tir bat ky trong truong 1a bai toan kho giai.
+ Bai todn logarit roi rac

Cho ¢ ; v6i p 1as6 nguyén td, o 1a mot phan t nguyén thuy o € ¢ ; .

Yéu cau tim y =log,x v6i a,x e ¢’

Nhan xét: Vx ¢ p thi:

- Bai toan c6 nghiém khi ¢ 1a phan tir nguyén thiy.

- Bai toan c6 thé khong c6 nghiém khi « bat ky.
Vi du 3.17: V&i trudng hop p =19 ta da tinh dugc 6 phan tir nguyén thuy nhu trong (3.19)

ta s& di tinh bai toan logarit roi rac véi co sd 13 6 phan tir nguyén thily nay.

Tuy nhién ta cé thé ap dung tinh chét ctia ham logarit roi rac:

log ,x =—log,x =p—1-log,x, hay log ,x +log,x =p-1

dé tinh logarit v6i co sb 1a cac cip s nghich dao.

Tuc la (2,10) 1a cap s nghich dao, khi do log,,x =p—1-log,x =18-log, x .Tuong tu
(13,3)va (14,15) 1a cac cdp nghich dao nén log,x =18—log,;x va log;x =18—log,x .

Véi quy tac nhu thé c6 thé tinh duoc cac gia tri logarit nhu trong Bang 3.10.
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Bang 3.10. Bai toan logarit roi rac trén ¢ jg

x 1123|4567 |89 (1011|1213 |14|15]|16|17 |18

2> | 2|48 [16[137 149 (18|17 |15|11| 3 |6 [12| 5 [10| 1

10g2x181132161463817121557114109

10g10x181751624121510163131171489

13" 1317 (12| 4 (14|11 (10|16 |18 | 6 | 2 | 7 (15|58 |9 |3 |1

log,x [ 181111714 1141101215167 6 |3 |1 |5 13 8 29

log,x (18 7 | 1|14 41816 |3 |2 |11]12]15]17|13| 5 |10|16| 9

14" 1416 | 8 [17|10| 7 |3 |4 |18 5 |13 |11 2|9 1216|151

log,x [ 18131 71811002163 145 1215 111 17 /16 4 |9

10g]5x185111081612154136371712149

C6 thé tinh 13° thong qua 2°, ta thdy rang 13=2° do d6 13° =2, twong ty nhu thé
14 =27,
3.4.2. Mot s6 hé mat xay dung trén bai toan logarit roi rac
3.4.2.1. Trao déi va théa thuin khéa Diffie-Hellman

Gia s A va B muén lién lac st dung hé méat khoa bi mat. Dé thoa thuan mot khoa K
chung cho ca hai bén qua mot kénh khong an toan ma khong ai khac co thé biét duoc, A va B
c6 thé dung thu tuc thoa thuan khoa Diffie -Hellman sau:

Chon trudc mot s6 nguyén td p thich hop va mét phan tir nguyén thuy o € ¢ ; .
Cip sb (p,a) tao thanh khoa cong khai.

Qua trinh trao ddi khoa duoc thuc hién nhu sau:

A B

+ A chon mot s6 nguyén x bi mat thoa + B chon mot s6 nguyén y bi mat thoa

man 1<x <p -1 vatinh: mén 1<y <p—1 va tinh:

. Gtri cho B i
o modp | ———» M o’ modp

Sau d6 A gui gia tri nay cho B. Sau d6 B giri gia tri nay cho A.
+ A nhan o’ mod p va tinh ra khoa dung + B nhan " modp va tinh ra khoa dung

chung: chung:
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K =(@")" modp = modp K =@y modp = modp

Vidu 3.18: Giasou AvaBchon p=19 va ¢ =2

A B
+ A chon mot s6 nguyén x =3 va tinh: + B chon mot s nguyén y = 5va tinh:
2°mod19 =8, sau do A gui 8 cho B 2°mod19 =13, B guri gié tri 13 cho A.

+ A nhén 13 va tinh ra khoa dung chung: + B nhan 8 va tinh ra khoa dung chung:

K =13’mod19 =12 K =8 mod19=12

Nhan xét:
+ Tham ma biét (a,p) nhung khong biét x,y, néu muén biét khoa ding chung
K =a” modp thi tham ma phai giai bai toan logarit (bai toan nguoc) dé tim x va y .

+ Tuy nhién viéc thoa thuan theo phuong thirc nay s& chiu phép tan cong "ké ditng
giita" (Man in the midle). Tham ma dimg giira s& gia mao B dé thoa thuan khoa K, dung
chung véi A, dong thoi tham ma gia danh A dé thoa thuan khoa K, dung chung v6i B. Tham
ma lién lac voi A bang khoa K, giai ma dé ldy cip thong tin cta A, sau d6 lai ma hoa thong
tin ciia A bang khoa K, dé lién lac v6i B (va tuong tu nhu thé theo chiéu tir B dén A). Hai bén
A va B van nhan dting thong tin tuéng 1a lién lac diing véi nhau, nhung thyc té 13 lién lac voi
tham ma. Day 1a diém yéu ciia phuong phap thoa thuan khoa kiéu nay, dé khic phuc nguoi ta
st dung cac phuong phap xac thuc (s€ dugc trinh bay sau).

Tham ma

K] K2
A B'[| A B

<&
<

Y
A 4

A

Hinh 3.3. Phép tén cong ké dung giira

3.4.2.2. H¢ mdt Omura-Massey
a) So' 6 hé mit Omura — Massey

Y tudng ctia hé mat Omura — Massey dugc mo ta trong Hinh 3.4.

Hai bén lién lac A va B sir dung hai khoa bi mat khac nhaula K, va K, dau tién ban
tin M duoc A ma hoa bﬁng khoa bi mat cia A 1a K, va giri ban ma cho B, tat nhién trén
duong truyén tham ma khong thé c6 duge ban tin M vi khong c¢6 khoa K , - Bén B nhan duoc
ban ma lai thuc hién ma hoa mot 1an nira béng khéa K, va guri lai ban ma méi cho A. Khi A
nhan lai ban ma thi tién hanh giai ma bang khéa K ,» loc nay ban tin M chi dugc ma hoa bang
khoa K, . A giri bian ma nay cho B, bén B nhan dugc va tién hanh giai ma bang khoa K 5 dé

lay lai ban tin M.
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Bén gl A Bén nhan B

_"@ A ma3 hoa ban tin M bang

khoa K, va glri cho B
M > M
ﬁ B m# hoa tiép bang khoa Kg
va gui lai cho A
M <
A giai ma khoa K, va gt cho B
> M

B giai ma khoa Kg dé
[Ay ban tin M

Hinh 3.4. Luu d6 hé mat Omura - Massey

H¢ mat nay vé co ban rat an toan, tuy nhién n6 ¢6 mot nhugc diém 1a ban ma truyén
giita A va B phai dugc thyc hién 3 lan, tic 13 toc do ma thap hay dung luong thong tin can
truyén s& tang lén.

b) HEé mit Omura — Massey xay dung trén bai toan logarit roi rac
Hai bén lién lac A va B chon trude ¢ ,, voi p 14 s6 nguyén to.
Tao khéa: Hai bén lién lac A va B tao cho minh khoa bi mét nhu sau:
A chon m ,n ngau nhién théa man mn =1modp —1. Khoa bi méat ctia A 1a m ,n
B chon u,v ngau nhién thoa man uv =Imodp —1 — Khoa bi mat ctia B 1a u,v

Gia st A can gui mot ban tin M cho B, qua trinh truyén tin bdo mat sit dung hé mat
Omura — Massey dugc mo td nhu Hinh 3.5:

Ap ) B
+ A tinh |M " modp|va giri cho B ——» + B nhan M" modp va tinh
(M " )u mod p |—
) B gtri gia tri nay cho A
+ A nhén (M'" ) modp va tinh: <
M™ )" modp =M" modp|va giri cho B —» + B nhin M" modp va gidi mara
ban tin M: (M" )V modp =M

Hinh 3.5. M6 ta h¢ mat Omura — Massey st dung bai toan logarit roi rac.
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CHUONG 4. HAM BAM, XAC THUC VA CHU KY SO

4.1. CAC HAM BAM VA TINH TOAN VEN CUA DU LIEU

4.1.1. Khii niém vé haim bam

Céac ham bam dong vai tro co ban trong mat ma hién dai. Ham bam s¢ tao ra mot dau ra
c6 d6 dai cb dinh tir ban tin dau vao. Pau ra nay dugc dinh nghia 1a ma bam (két qua bam, gia
tri bam).

No6i mot cach chinh xac hon, ham bam 4 s€ tao ra 4nh xa cac xau bit ¢6 do dai hiru han
tuy ¥ thanh cac xau bit c6 d6 dai n cb dinh.

Xét xau bit x €(Z,)" va mot anh xa:

h:x —>ye(Z,) “4.1)
Trong d6: n >m nhan gia tri bat ky, con m =const
Ham y =h(x) dugc goi la ham bam (hay méa bam, tom lugc thong bao)

Ham bam /4 13 mot anh xa ddu ra ¢6 d6 dai m cd dinh h:D — R va |D| > |R| diéu
nay c6 nghia 1a khong thé tranh khoi cdc va cham (tirc 1a cing mot gia tri dau ra cé thé c6
nhiéu bd gia tri vao khac nhau). Néu ham /4 13 ngiu nhién theo nghia tat ca cac dau ra 1a dong
xac suat thi ¢ chimg 2" ™ cac dau vao anh xa téi moi dau ra (7 : sd bit dau vao, m : sb bit
dau ra, n >m ) va 2 dau vao duoc chon ngiu nhién s& c6 cung dau ra véi xac sudt 27"
(khong phu thudc vao 7 ).

Y tuéng co ban cia viéc sir dung cac ham bam trong mat ma 1a sir dung chiing nhur mot
anh biéu dién rat gon (d6i khi con duoc goi 1a vét, ddu tay s6 hay tom lugc thong béo) cia
mot xau vao va co thé duge ding nhu thé nd chinh 1a xau vao do.

Céac ham bam duoc ding cho cac so d6 chit ky s6 két hop véi viéc dam bao tinh toan
ven cua dit liéu, khi d6 ban tin trudc hét duge bam va rdi gia tri bam (dugc xem nhu dai dién
cho ban tin) s& duoc ky thay cho vi tri ban tin gdc.

Mot 16p cac ham bam dwgc goi 1a cdc md xdc thuc thong bdo (MAC - Message
Authentication Codes) s& cho phép xac thuc thong bao bang k¥ thuat doi ximg (mat ma cb
dién).

Céc thuat toan MAC su dung 2 dau vao (bao gém ban tin va mot khoa bi mat) dé tao ra
mot dau ra co kich ¢& ¢d dinh (7 bit) véi y d6 dam bao rang néu khong biét khoa thi viéce tao
ra cing mot dau ra 1a khong kha thi. MAC c6 thé duge dung dé dam bao tinh toan ven cua dix
liéu, xac thyc tinh nguyén ban cta s6 lidu cling nhu dinh danh trong so dd mat mi ¢ dién.

Mot ung dung dién hinh cta ham bam (khong dung khod) dé dam bao tinh toan ven cua
dit liéu c6 thé duge mo ta nhu sau:

Gi4 tri bdm tuong Gng v6i mot ban tin riéng x s& duogc tinh ¢ thoi diém T , - Tinh toan

ven cua gia tri bam nay (chu khong phai 1a ban than ban tin) s€ dugc bao v¢ theo mot cach
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nao do6. O thoi diém tiép theo sau T, phép kiém tra sau s& dugc tién hanh dé xac djnh xem
lidu thong bao c6 bi sira ddi hay khong, tirc 1a xem liéu ban tin x’ ¢ gidng ban tin gdc hay
khong. Gi4 tri badm ctia x’ s€ duoc tinh todn va so sanh véi gia tri bam da duoc bao vé, néu
ching bang nhau thi bén thu s& chip nhan ring x va x’ 13 nhu nhau va nhu vy c6 nghia 1a
ban tin da khong bi stra ddi. Nhu vay van dé dam bao tinh ven toan ctia mdt ban tin 1on sé
dugc gui vé dam bao cho mot gia tri bam co kich ¢& c¢b dinh (va nho).

Ung dung trén thuong duoc goi 1a ma phat hién sw sira doi (MDC - Manipulation
Detection Codes).

4.1.2. Cac dinh nghia, tinh chit co ban va phin loai him bim
4.1.2.1. Dinh nghia ham bam
Dinh nghia 4.1: Him bam 1a mot 4nh xa /4 (x) théa man hai tinh chét:
a) Tinh chdt nén: h s& 4nh xa mot dau vao x c6 do dai bit hitu han tuy y t6i mot dau ra
h(x) c6 do dai bit m htu han.
b) Tinh chdt dé dang tinh todn: Voi h cho trude va mot dau vao x , c6 thé d& dang tinh
duoc h(x).
4.1.2.2. Mt s tinh chit ciia cic ham bim khong cé khod

Gia sir & 1 mot ham bam khong c6 khod, x va x' 1a cac dau vao va y va y' 1a cac
dau ra twong (mg. Ngoai hai tinh chat co ban trén ham bam mat ma con ¢ 3 tinh chit sau:

a) Tinh kho tinh toan nghich anh:

P6i v6i hau hét cac dau ra duoce xac dinh trude, khong c6 kha néng tinh toan dé tim mot
dau vao bat ky ma khi bam s& cho ra dau ra twong tmg (Ttc 13 tim mot nghich anh x sao cho
h(x)=y véi y cho trudc va khong bién dau vao tuong Gmg).

b) Kho tim nghich anh thir hai:

Khong c6 kha ning tinh toan dé tim mot dau vao da cho trude: Tic 1a véi x cho trude
phai tim x" #x sao cho h(x)=h(x")

¢) Tinh khé va cham. Khong c6 kha niang vé tinh toan dé tim hai dau vao khac nhau bt
ky x'#x d&& h(x)=h(x").
4.1.2.3. Pinh nghia ham bam mét chiéu (OWHF - oneway hash function)

Dinh nghia 4.2: Dinh nghia ham bam mot chiéu (OWHF - oneway hash function) 1a mot ham
bam (ngoai hai tinh chit co ban) co tinh chat bo sung 1a:

- Kho tim nghich anh
- Kho tim nghich anh tha hai.
4.1.2.4. Dinh nghia ham bam kho va cham (CRHF: Collision resistant HF)

Dinh nghia 4.3: Dinh nghia ham bam kho va cham (CRHF: Collision resistant HF) 1a mot
ham bam (ngoai hai tinh chat co ban) co tinh chit bo sung la:
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- Kho tim nghich anh thir hai

- Kho va cham

4.1.2.5. Chii y vé cdc thudt ngir

Kho tim nghich anh = Mot chiéu

Kho tim nghich anh thir hai = Khé va cham yéu.

Khoé va cham = Kho va cham manh

OWHF = Ham bam mot chiéu yéu.

CRHF = Ham bam mot chiéu manh.

Vi du: 7 bit kiém tra ctia mot mi xyclic (n,k) voi k >r co6 thé coi 1a mot ham bam

thoa man hai tinh chat co ban (d& tinh toan va nén). Tuy nhién n6 khong thoa man tinh chat

kho tim nghich anh thir hai.

4.1.2.6. Phdn logi cac ham bam mdt md va wng dung

Ham bam
Ham bam khong c6 khoa Ham bam co6 khoa
v v v v
MDC Cac tng Cac ung MAC
dung khac dung khac

+ it

OWHF

CRHF

MAC: Message Authentication Code — Ma xac thuc thong bao.

Hinh 4.1. Phan loai ham bam
MDC: Manipullation Detection Code — Ma phat hién sira d6i

4.1.3. Cac ham bam khéng c6 khoa (MDC)

Cac ham bam khong khéa dua trén mdt ma khoi

Dinh nghia 4.4:

Mat ma khéi (7,7) 1a mot ma khéi xac dinh mot ham kha nghich tir cac ban & n bit

sang cac ban ma 1 bit bang cach str dung mot khoa 7 bit. Néu E 1a mot phép mé hoa nhu vay

thi £, (x) ky hi¢u cho phép ma hod x bang khoa k .

Dinh nghia 4.5:

Cho % 1a mot ham bam cé lap % duoc xay dung tr mot mat md khdi voi ham nén f
thuc hién s phép mi hoa khéi dé xtr 1y timg khdi ban tin 7 bit. Khi d6 toc do cua 1a 1/s .
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4.1.3.1. MDC d¢ dai don

Ba so d6 trong Hinh 4.2 dudi dy co lién quan chit ché véi cac ham bam o6 dai don,
xay dung trén cac mat ma khéi. Cac so d6 nay co st dung cac thanh phan dugc xac dinh trude

nhu sau:
Mot mat ma khdi n bit khoi sinh E . duoc tham s6 hod bang mot khoa d6i xung k .
Mot ham g anh xa 7 bit vao thanh khoa k st dung cho E (Néu cac khod cho E ciing
c6 do dai n thi g c6 thé 1a ham dong nhat).

Mot gia tri ban dau ¢b dinh IV (Init Vector) thich hop dé dung véi E.

X; H,_, Xi

H; 4 ° X; - Hi_ -
— g ¥ E — E g E
>

a) So dé Matyvas-Maver—Oseas b) So dé Davies-Maver ~ ¢) So do Mivaguchi - Preneel
Hinh 4.2. M6t s6 phuong phap xay dung ham bim don
Thudt toan bam Matyas - Mayer — Oseas (M-M-0O)
VAO: Xau bit x
RA : Ma bam n bit cua x
Pau vao x duoc phan chia thanh cac khdi n bit va dugc don néu can thiét nhim tao
khéi cudi cung hoan chinh. Ta duoc ¢ khdi 7 bit: x = (’,,x,,...,x,). Phai xac dinh trudc
mot gié trj ban dau n bit (ky hiéu IV).
Paurala H, duge xac dinh nhu sau:
H,=1V
H, =E,, (x,)®x,, 1<i<t

Thudt toan bam Davies - Mayer (D-M)

VAO: Xau bit x

RA : Mi bam n bit cua x

Pau vao x dugc phan thanh cac khéi k& bit (£ 1a kich thudce khoa) va duoc don néu can
thiét dé tao khdi cubi cing hoan chinh. Biéu thi thong bao da don thanh ¢ khdi k bit:
x = (X;,X,,...,X, ) . Xac dinh trudc mot gia tri ban dau n bit (ky hiéu IV).

Paurala H, dugc xac dinh nhu sau:
H,=1V
H =E, (H,)®H,_, 1<i<t
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Thudt toan bam Miyaguchi - Preneel
So d6 nay twong ty nhu M-M-O ngoai trir H i (dau ra ¢ giai doan trudc) duoc cong
modulo 2 véi tin hi€u ra ¢ giai doan hién thoi. Nhu vay:

H,=1V
H,=E, ,(x)®x,®H, _, 1<i<t

Nhdn xét: So d6 D-M c6 thé coi 1a so d6 ddi ngau véi so @ M - M - O theo nghia x,
va H,_, d6ilan vai tro.
4.1.3.2. MDC d¢ dai kép: MDC-2 va MDC- 4

MDC-2 va MDC- 4 1a cac ma phat hién su sira d6i yéu cau twong tng 1a 2 va 4 phép
toan ma hod khéi trén mdi khdi dau vao ham bam. Ching st dung 2 hodc 4 phép lip cia so
dd M - M - O d tao ra ham bam c6 do dai kép. Khi ding DES chung s& tao ra ma bam 128
bit. Tuy nhién trong cau tric tong quat cé thé dung cac hé mat ma khdi khac MDC-2 va
MDC#4 str dung céc thanh phan xac dinh nhu sau:

DES dugc dung lam mét ma khéi E ; €O dau vao/ ra 64 bit va dugc tham sb hoa béng
khoa k 56 bit.

Hai ham g va g anh xa céc gid tri 64 bit U thanh cac khoa DES 56 bit nhu sau:
Cho U =uu,..u,,, xo4d moi bit thr 8 bat dau tir u, va dit cac bit tht 2 va thtr 3 vé
"10" d6i voi g va "01" dbi véi g
2(U) =u,10u gt gu g .01,
g(U) =u, 0l gy ugu,,.. 1

Dong thoi diéu nay ciing phai dam bao rang chiing khong phai 1a cac khoa DES yéu
hodc nira yéu vi cac khod loai nay c6 bit thir hai bang bit thir ba. Pong thoi diéu nay ciing dam
bao yéu cau bao mat la g([V ) ¢§(1V ) .

Thuét toan MDC -2 ¢6 thé duge mo ta theo so do sau:

Hf—l Hl'—l
— 9 g jfe—
Int3 Int4

| A

Outl J H, ﬁi < Out2

“

Hinh 4.3. So 6 ham bam MDC — 2
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Thuat toan MDC - 2
VAO: Xaubit x c6do dai r =64t véir2=2.
RA : Ma bam 128 bit cua x
Phan x thanh cac khdi 64 bit x; : (x ,x,,...,X,) .
Chon céc hing sb khong bi mat IV va IV tr mot tap cac gia tri khuyén nghi da dugc
mo ta trude. Tap ngam dinh cac gia tri cho trude nay 1a (& dang HEXA)
IV =0x5252525252525252
IV = 0x2525252525252525
Ky hiéu || 1a phép ghép va .. 1a cac nira 32 bit phai va trai ciia C ;

Pau ra h(x):Ht ||I-}t duoc xac dinh nhu sau: (voi 1<i <t)

H,=1V, k, :g(Hi—l)’ G, :Eki (xi)®xi’ H, :CiL ”ézR
Hy=1V,ki=gH, ), C =E (x)®x, H =C/||Cf

Thuat toan MDC - 4 ¢6 thé duge md ta theo so dd sau:

LI’:
int 1 l—i—lim 2

Gy mnt3 _ int4 Gy
MDC -2
f, int 1 ¢y tnt 2" Gy i
nt 3 MDC .2 int 4 :
lout 1 lom 2
G G

Hinh 4.4. So d ham bam MDC - 4

4.1.4. Cac ham bam c6 khoa (MAC)
Dinh nghia 4.6: Dinh nghia thuit toan ma xac thuc thong bao (MAC).

Thuét toan MAC 1a mét ho cac ham /4, (dugc tham s6 hod bang mot khoa bi mat k) co
céc tinh chét sau:

a) Dé dang tinh toan: Vi h, da biét va gia tri k cho truéc va mot dau vao x , A, (x) co
thé dugc tinh dé dang (4, (x ) duoc goi 1 gia tri MAC hay MAC).

b) Nén: h, anh xa mot dau vao x c6 do dai bit hitu han tuy t6i mot dau ra /1, (x) c6 do

dai bit n ¢b dinh.
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¢) Kho tinh toan: Véi cac cap gia tri (xi,hk (xl.)) khéng ¢6 kha nang tinh mot cap
(x,,7,(x,)) v6i x #x, (ké ca c6 kha nang h, (x) =h, (x,) véimot i nao do).
Néu tinh chét ¢ khong thoa mén thi thuat toan dugc coi la gia mao MAC.

Céac ham bam c6 khoa duoc sir dung dé xac thuc thong bao va thuong duoc goi 1a cde
thudt toan tao ma xdc thyc thong bdao (MAC).

MAC dua trén cac mat ma khéi.
Thudt toan
VAO: Dit liéu x , mat mi khdi E, khos MAC bi mat k cua E.
RA: n bit MAC trén x (n la do dai khéi cia E)
1) Bon va chia khdi: Pon thém céc bit vao x néu can. Chia dit liéu d3 don thanh tung
khéi n bit: x,,X,,...,X, .
2) Xt Iy theo ché d6 CBC.
Ky hi¢u £, 1a phép ma hod E véi khoa £ .
Tinh khéi H , nhu sau:
H «E,(x))
H, «K,(H_®x )2<i<t
3) Xt Iy thém dé ting sirc manh cua MAC
Dung mét khoa bi mat thir hai £'# k. Tinh
. A ,
H, «E,'(H,), H, =E,(H,)

4) Két thiic: MAC 1a khéi n bit H,

Ht—lé
X1 X2

L7

—
V=0 H, [k v
—D —P Ny

k| k v e
— E —» E <—DE_1

1 xuly |, v _H
them |—" E

v H

Hinh 4.5. Thuat toan MAC dung CBC
4.1.5. Tinh toan ven cia dir li€u va xac thuc théng bao
Dinh nghia 4.7:

Tinh toan ven cua dir liéu 13 tinh chit dam bao dit liéu khong bi stra doi mot cach bat
hop phap ké tir khi dir liéu duge tao ra, duoc phat hoac duoc luu gilr boi mot nguén duoc xac
dinh.
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Dinh nghia 4.8:

Xac thyc tinh nguyén ban cua dir liéu 1a mét kiéu xé4c thuc dam bao mot bén lién lac
duoc ching thuc la nguén thuc su tao ra dit liéu d6 & mot thoi diém nao do trong qua kh.

Xac thuc théng bao 1a mot thuat ngit duge dung twong duong véi xac thuc nguyén goc
cua dir liéu.

C6 ba phuong phap cung cip tinh toan ven cta dit liéu bang cach dung cac ham bam.

a) Chi dung MAC:

Khoa bi mat
Thong bao »| Thuat tooan MAC  |—
M M Kénh khoéng an toan
Théng bao MAC | >
b) Dung MDC va ma hoa:
Thong bao » Thuat toan MDC Khoa bi mit
Thong bao MDC |  Thuattoan
ma hoa
I
.................................................... Kénh khong an toan
- Thong bdo: - MDIC: e >
¢) St dung MDC va kénh tin cgqy
Thong béo »  Thuit toan MDC
¢ Kénh tin cdy

MDC (+—»

»  Kénh khong an toan

»

Cdc phwong phdp dam bdo xdc thuc tinh nguyén ven cua dit li¢u.
— Dung MAC.
— Dung cac so do chit ky sb.

— Gén (trude khi ma hod) mot gia tri thé xac thuc bi mat vao van ban dugc ma.

4.2. CHU KY SO
Trong qua trinh 1am viéc vdi cac vin ban bang gidy chung ta sir dung chit ky tuoi, cac
yéu cau co ban quan trong cua chit ky tuoi bao gom:

+ Ngin gon (ngan hon vin ban can ky)
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+ La dai dién duy nhat cho nguoi ky.
+ Kho bit chude.

Khi lam viéc qua mang, do khong gip truc tiép nén phai dung chit ky dién tir va no
cling théa man cac yéu cau nhu chir ky twoi. Tuy nhién chit ky sé gin véi timg van ban.

Néu dung ham bam khong khoa dé lam chir ky thi ai ciing lam dugc, con ding ham bam
c6 khoa thi phai trao ddi khoa, c6 thé gia mao duogc.

4.2.1. So @0 chir ky s6

Pé thuc hién duge chit ky $0, nguoi ta xay dung trén co sé két hop ma hoa khoa cong
khai v&i ham bam nhu dugce mo ta trong Hinh 4.6.

K

Bén A i l
- - Ma hoa khoa
Thong bao M MDC +» Hype cong khai —* DSy _'®7
T Tham ma
Kénh md ‘J
Bén B Ko
b Giai ma khoa h
Sd— So ‘SaI]h L Hype ¢ cong khai DSs ‘—QD

Hyre e MDC |¢ M

F 3

Hinh 4.6. So d6 chir ky sb

Trong so d6 Hinh 4.6, qua trinh tao chit ky sé ciia A nhu sau:

Bén A can tao chit k¥ so cho thong bdo M (vin ban can ky), dau tién A bam M bang
ham bam khong khoéa (MDC) dugc ma bam dau ra Hypc, ma bdm nay dugc ma héa bang mot
hé mat khéa cong khai bang khéa bi mdt K ,, cta A, két qua dugc chit ky sé cua A 1a DSy,
Cubi cung chit ky sb nay dugc ghép véi thong bao M va giri dén cho B.

Bén nhén B tién hanh kiém tra chit ky so:

— Téch chita ky s6 DS, khoi thong bao M.
— Dung khoa cong khai cua A la K ., dé giai ma DS, thu dugc ma bam Hypc cia
thong bao M cta A khi chua truyén qua kénh mo.
— Tién hanh bim théng bao M theo dung thuat toan ciia A dé c6 dugc mi bam
H,,,. cua thong bio M di truyén qua kénh mo.
—  So sanh hai ma bam H,,. va H},,. dé xac thuc thong bao M.
Trong so dd chir ky s6 ta nhan théy r@ing vi€c str dung ham bam la dé xac thuc noi dung

thong bdo M, con hé mat khoa cong khai dung dé xac thyuc chi thé ndi dung (Bén A)
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4.2.2. So do chir ky s6 RSA.
Co thé coi bai toan xac thuc 1a bai toan "dbi ngau" voi bai toan bao mat. Vi vay, st
dung nguoc thuat toan RSA ta ¢ thé c6 dugc mot so dd chit ky s6 RSA nhu sau:

Bén A d, l
Théng bao M+ MDC (¥ Hype —* RSA DSy (D—
T Tham ma
Bén B e, Kénh m¢ J
5 <
+— So sanh Giai md RSA |« DS,
S -~
Hyme [ MDC M

Hinh 4.7. So d6 chir ky s6 RSA khong bao mat
Tao chit ky sb:
+ Bam thong bao M: H,,,. = h(M)
+ M4 hoa mi bam bang khoa bi mat d, dé tao chit ky s6: DS, = [h(M)]dA modn,
+ Ghép chit ky s6 véi thong béo: M || DS,
Kiém tra chir ky sé:
+ Tach DS, khéi thong bao M
+ Giai mi DS, bang khoa cong khai ciia A (e,) dé tim ma bam:

Hype = h(M) = (h(M)* )" modn,

+ Bdm thong bao nhan dugc: H . = h(M)
+ So sanh hai ma bam H,,. va H,. dékiém tra chit ky so.

So d6 chit ky sb trong Hinh 4.7 1 so do khong bao mat, khi can bao mat ca thong bao
M nguoi ta str dung so d6 Hinh 4.8.

Trong so d6 Hinh 4.8, sau khi A tao duoc chir ky s DS, va ghép véi thong bao M, thi
ching dugc ma hoa bang hé mat RSA véi khoéa cong khai ctia B (ey) va sau do g dén B.

Bén B s& tién hanh giai ma bang khoa bi mat cua B (d ) trude khi kiém tra chit ky sd.
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Thong bao M

Bén A

Tham ma

Y l
MDC + Hyoe M RSA ¥ DS, B RSA | Kénhmd o RSA! —

(fI °s T d,
BénB 4
b <
+«——| So sanh « RSA™ DSa '_qb
S
Hyme MDC f#— M

Hinh 4.8. So db chir ky s6 RSA ¢6 bao mat

4.3. HE MAT DU'A TREN PINH DANH
4.3.1. Y twong co ban

Hé mat dya trén dinh danh do Shamin dé xuat [16] la mdt hé mat bat dbi xung trong do
thong tin dinh danh cta thuc thé (tén riéng) dong vai trd khoa cong khai cua nd. Trung tim
xac thuc T duoc sir dung dé tinh khoa riéng tuong tng cua thyuc thé nay. Trong cac hé mat
khoa cong khai thong thudng mdi ngudi sir dung 6 mot cip khod (s,P) trong d6 s 1a khoa
bi mat (chi c6 ngudi ding nay biét) con P 1a khoa cong khai ma moi ngudi déu c6 thé biét.
Nhu vdy, cac khoa cong khai khong can phai giit kin ma can cong bd rong rii. Tuy nhién tinh
cong khai nay lai tr& thanh ddi tuong cho céc tan cong tich cuc nhu viée thay khoa cong khai
gia vao vi tri khoa cong khai thuc trong danh ba. Boi vy, ngoai cip khoa (s,P) ta cin phai
c6 chudi dinh danh 7 va khong mot d4u hiéu dam bao G dé biét ré“lng P thyc su 1a khoa cong
khai cua nguoi dung I va khong phai 1a mot ké gid mao. Khi ta sir dung cac h¢ mat dua trén
dinh danh, khod cong khai sé twong duong véi dinh danh (P =17). Con diu hiéu dam bao s&
tuong duong v6i khod bi mat (tic 1a G =s ). Hé thong nay c6 nhiéu dic tinh tét do khong
phai luu trit ching chi dé kiém tra.

Sau khi tinh khoa riéng ctia mot ngudi ding 7 s& chuyén khoa riéng cho ngudi dung dé
trén mot kénh riéng an toan. khod riéng nay dugc tinh khong chi tir thong tin dinh danh cua
thuc thé ma con phai 1a mot ham ciia mot thong tin riéng nao d6 chi cd 7'méi biét (Khoa riéng
ctia 7). Pay la diéu can thiét nham tranh gia mao va bat chude. Didu chu yéu 1a chi 7' méi co
kha nang tao cac khoa riéng hop 1€ phu hop véi thong tin dinh danh.

4.3.2. So' d6 trao d6i khoa Okamoto-Tanaka

Phan nay mo ta tom luogc so dd trao doi khoa Okamoto-Tanaka [17] 12 mot hé théng
phan phéi khoa dwa trén dinh danh. So d6 nay gdm 3 pha sau:

Pha chudn bi.

149



Chuong 4 - Ham bam, xac thyc va chit ky )

Trung tdm xéac thyc tin cdy chon 2 s nguyén td p va g va dua cong khai cac gia tri
n,g vae,trongdon=pqg, gla phan tir sinh cia ca Z; va Z; ,cone e Z;(n). O day, ham
Carmichael cua n duoc xac dinh nhu sau:

A(n)=BCNN (p-1,4-1)
Cho d € Z;,(n ) la kho4 bi mat cta trung tdm thoa man diéu kién:

ed =1mod A(n)

s, =ID}’ B_ 0

Nguoi dung
Bob

Nguoi dung
Alice

7

x,=s,g" X, =5,8"
- ><B B

WK, =(IDyx )’ WK, =(ID,x; )’

Hinh 4.9. So d6 trao d6i khoa Okamoto-Tanaka

Pha tham gia cua nguwoi dung.

Cho ID, la thong tin dinh danh cta nguoi dung thir i (i :A,B,C,...). Cho s, la khoa
bi mat cua nguoi dung i thod man:

s, =1D;" modn

Sau d6 trung tdm T s& cong bd (e,n,g,ID,)va phan phét s, t6i mdi ngudi dung i qua
mot kénh an toan (hodc bang cach dung the).

Pha tao khod chung.

Ta gia st & day rang hai nguoi dung Alice va Bob mudn chia sé mot khoa chung (chang
han dé dung cho mdt h¢ mat khoa bi mat).

Trudc tién Alice tao mot s6 ngau nhién r, va tinh:
p— 'y
x, =s,g" modn

va gui no cho Bob.
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Tuong tu, Bob tao mot sb ngﬁu nhién 7, va tinh:
X, =5, modn
va gui no cho Alice.
Tiép theo, Alice tinh:
WK 5 =(ID,x; )" modn
Tuwong tu, Bob tinh
WK,, =(ID,x;)" modn
WKap va WKg4 s€ dung 1am khoa chung vi:
WK 5 =(IDyx; )" modn
(1D, 5,7 )’
(1D, uDf &’

erg.ry

=8
=WK,, modn
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Vidu 3.19:
Hai bén lién lac A va B chon p =19.
Tao khoa: + A chon (m,n)=(11,5) thdbaman 11x5=55=1mod18.
+ B chon (u,v)=(7,13) thoa man 7x13=91=1mod18

Gia str A can giri ban tin M =6 cho B. Qua trinh truyén tin thyc hién nhu sau:

Ans) B
+ A tinh 6'""'mod19=17 va giti cho B ——» + B nhan 17 va tinh:
177 mod19=5 —]
+ A nhén 5 va tinh: . B gtri 5 cho A
5mod19=9 vagui9choB  ——> + B nhan 9 va giai ma ra ban tin M:
5 mod19=6=M

Nhdn xét:

- Pé tim ban tin M tham mi phai gii bai toan logarit roi rac, v6i truong hop p

16n thi day 1a hé mat an toan.

- bé truyén ban tin M thi phai thuc hién truyén 3 1an, do d6 tdc d6 ma R, . =1/3
(thdp). Vi vay hé mat nay chi thich hop khi truyén cac ban tin ngin hodc truyén
khoéa, phan phéi khoéa cho hé mat khoa bi mat.

3.4.2.3. H¢ mdt Elgamal
a) Tao khoa

Moi bén lién lac A,B tao cho minh mét cip khoa cong khai — bi mat theo cac budc sau:
Buée 1: Chon mot s6 nguyén td p 16n va ¢« 1a mot phan tir nguyén thiy (a e¢ ;)
Buéc 2: Chon mot s6 nguyén a ngiu nhién véi 1<a < p —1 va tinh
a’ modp
Buée 3: + Khoa cong khai 1a b 3 s6: (p,a,a“ )
+ Khoa bi mét la: a
b) M héa
Gia st B can giri ban tin M cho A, B s& thyc hién cac budc sau:

Budc 1: B nhan khoa cong khai ctia A: (p,a,a“ )

Buée 2: B chon sd nguyén k ngau nhién véi 1 <k < p —1 va tinh:
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y =o' modp
k (3.20)
5=M(a”) modp

Gia sir ban tin da dwoc biéu thi dudi dang mot sé nguyén M trong dai {1,...,p —1}.
Phép tinh mii trong (3.20) dugc tinh bang thuét todn nhan va binh phuong theo modulo.
Budc 3: B giiban ma C = (7,5) cho A.

Ta thiy ban ma C duoc ghép tir y va o nénnod co do dai bit bang 2 1an do dai ciia M,
day 1a nhuoc diém cta hé mat nay.
¢) Giai ma
A nhan ban mi C tir B va tién hanh giai ma theo cac budc sau:
Buée I: A sit dung khoa bi mat @ dé tinh:
7’ modp = modp.
(Chiy y" " =y =(a) " =a™)
Buée 2: A khoi phuc ban 1 bang cach tinh:
o' modp =Ma“a ™ modp =M
Vidu 3.20:
Tao khoa.
Budc 1: A chon p = 17 va phan tir nguyén thuy o =3 cua ¢ Z .
Budc 2: A chon khoa bimat @ =6 vatinh ¢” modp =3°mod17 =15
Buée3:  +Khoa cong khai cita A 1a bo 3 s6: (p,a,a" ) =(17.3,15)
+Khoa bimatcia Ala: a =6
Ma hoa
Gia str B can giri ban tin M =7 cho A.
Buéc 1: B nhan khoa cong khai cta A: (p,a,a“ ) = (17,3,15) )
Budc 2: B chon s6 nguyén k =4 va tinh:
y=a"modp =3"mod17=13
S=M (a” )k modp =7.(15)* mod17 =10

Budc 3: B giri ban ma C :(7/,5) :(13,10) cho A.
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Giai ma
A nhan banma C = (7,5) = (13,10) va tién hanh giai ma.
Budc 1: A st dung khoa bi mat a =6 dé tinh:
" modp =13 mod17 =16
Budc 2: A khoi phuc ban rd bang cach tinh:
Sy’ modp =10.16mod17=7=M
Nhdn xét:
- Dé tim khoa bi mat a (tr «”) tham mi phai giai bai toan logarit roi rac (tinh
a =log,, a"), véi trudng hop p 16n thi khong thé gidi dugc, hé mat 1 an toan.

- Hiéu qua tmyén tin thép, vi toc d6 ma chi dat R .=1/2
3.5. BAI TOAN PHAN TiCH THUA SO VA HE MAT RSA

3.5.1. Bai toan phan tich thira s6

Theo dinh Iy 1.1, véi mdi s6 nguyén n >2 ta ludn phan tich #n dugc dudi dang tich
ctia luy thira ctia cac s6 nguyén té va phan tich nay 13 duy nhat nhu sau:

n=p;ps..py (3.21)
Trong d6 p, la cac s6 nguyén té khac nhau va e; lacac s6 nguyén duong.

Néu n 1a tich cua hai s6 nguyén to n = pq , trong d6 p,q 1a hai s6 nguyén tb Iém c6 do
lon xcfp xi nhau, thi viéc phan tich n thanh tich cia p va g la bai toan kho. Hay 1a, néu ta

biét p,g thitinh n rat don gian, nhung nguoc lai biét 7 thi rat kho im p va g .
3.5.2. H¢ mat RSA (Rivest — Shamir — Adleman)

3.5.2.1. Tao khoa

Moi bén lién lac A va B tu tao cho minh mot céip khéa cong khai — bi mat theo cac budc
sau day:

Bue 1: Chon 2 s nguyén t6 16n p va g c6 d6 16n twong dwong.
Budc 2: Tinh n =pq va o(n)=@(pq) =(p —-1)(g-1)
Buée 3: Chon mot s6 nguyén e ngiu nhién véi 1 <e < @(n) thoa man: (e,(o(n )) =1
Budre 4: Tinh s6 nguyén duy nhit d, 1<d < ¢(n) théa man ed =1 modg(n).
(Co thé st dung thuat toan Euclide mé rong dé tim d )

Buéc 5: + Khoéa cong khai cong khai ctia A 1a cap s6: (n,e)
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+ Khoa bi mét ciia A lasd d.

Chu y: Cac sb nguyén e va d trong thudt toan tao khod RSA duogc goi 1a s6 mi ma
hoa va sd mii giai ma con sd n dugc goi 1a modulus. Ta thdy e va d 1a hai s nghich dao
nén vai tro clia chiing 1a giéng nhau, tic 1a néu khoa cong khai 1 (n,e) thi khoéa bi mat 1a d

nguoc lai néu khéa cong khai 1 (n2,d) thi khoa bi mat s 1a e

3.5.2.2. Ma héa
Gia st B can gl ban tin M cho A (v6i M <n ), B thuc hién cac budc sau:
Buéc 1: B nhan khoa cong khai cua A (n,e).
Buoce 2: B tinh (ma hoa):
C =M*°modn (3.22)
Budce 3: B giriban ma C cho A.

3.5.2.3. Gidi ma
A nhan ban ma C tir B va tién hanh giai ma:
C“modn =M* modn =M (3.23)
Nhdn xét:
- Tham ma c6 e mudn biét d thi phai biét @(n), ma mudn biét ¢(n)thi tham ma
phdi thuc hién bai toan phan tich thira s6 n = pg dé biét p va ¢. Khi p va gla
céc s6 nguyén t6 16n thi tham ma khong thé giai duogc.

- Hiéu qué truyén tin cia RSA cao (R,; =1).

- Thuét toan RSA ¢6 tinh bén virng, vi cac ly do trén ma RSA 1a mét trong cac hé
mat dugc su dung rong rai trong vong hon 30 nam qua.

Chii y (S6 mii van ning)

S6 A= BCNN(p—l,q—l) do6i khi duoc goi la s6 mil van nang cua n, 4 co thé duogc
dung thay cho ¢(p—1)(g—1) khi tao khod RSA. Cén chu y rang A la udc thuc su clia ¢.
St dung A co thé thu dwoc s6 mii giai md d nho hon (lam cho giai ma nhanh hon). Tuy
nhién, néu p va q dugc chon ngiu nhién thi UCNN ( p—-Lgqg —1) s€ kha nho va boi vay @ va
L s& 1a cac s6 co kich thude xap xi.
3.5.2.4. Mt s6 vi du

Vidu 3.21:
Xay dung cdc tham sé cho hé mdt RSA (Tao khod)
Bucc I: Achon p=7 vag=17.

Bude 2: A tinh:
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+n=pqg=Tx17=119
+pn)=pE-Dg-1)=6x16=96
Budc 3: A chon e =5 thoa man (5,96) =1 vi (5,6)=1; (5,16) =1
Budc 4: Tinh d théa man:
ed =1mod ¢p(n) = 5d =1mod 96 (3.24)

V6i cac gia tri p,g connho ta c6 thé giai phuwong trinh dong du dé tim d . Tir biéu thic

(3.24) ta c6 phuong trinh sau:
5d =1+k96
1+4.96

Véi k =4 tim duogc: d = 77

Bucdc 5:  +Khoda cong khai cua A la: (1 19,5)
+ Khoa bi mat cua A la: 77
Ciing c6 thé chon khoa cong khai 1a (l 19,77) va khoa bi mat 1a 5.
Vi du 3.22:
Xay dung mot hé mat RSA dé giri ban tin M = CRYPTOGRAPH tir B dén A.
Tao khoa:
Budc 1: A chon p =43, =59.
Budc 2: A tinh n = pg =43x59 =2537
Va p(n)=(p—-1)(g—-1)=42x58=2436
Budc 3: A chon e =1357
Bu6c 4: Atinhrad =e ' =1357"' =517
Buéc 5:  + Khoda cong khai cia A: (n ,e) = (2537,1357)
+ Khoa bi mat cuia A: d =517
Ma héa:
Bén B bién déi ban tin M = CRYPTOGRAPH nhu sau:

Biéu dién dang Hexa cta M:

M= C R Y P T 0] G R A P H

Muex=| 43 52 59 50 54 4F 47 52 41 50 48

Céc gia tri hexa ctia cac ky tu 1y tir bang ma ASCII, vi du chit cai C ¢6 mi hexa tuong
ung la 43.
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Sau do chuyén ddi cac s6 hexa thanh sb nhi phan, vi du sb 43 gém 2 sb hexa 1a 4 va 3,
khi chuyén sang nhi phan ta chuyén timg s6 mot: sé 4, <>0100,, ,s6 3, <> 0011, va
<> 0100.0011,,, . Tién

hanh chuyén d6i toan bo 11 chir cai cia M ta dugc biéu dién nhj phan tuong tng ciia M nhu

nhu thé s 43 s& chuyén thanh 8 bit nhi phan twong ng la: 43

Hex

sau:

M. =01000011.01010010.01011001...01010000.01001000 (8 x11 =88bit)

43 52 59 50 48

Co6 mdt chu y 1a khi ma hoa thi gia tri M <n , véi n tinh dugc 6 trén ta théy:
n =2537 > 2048 = 2" nhu viy mdi lan chi mi hoa dugc tdi da 11 bit thong tin.
Chudi bit ctia ban tin & gdm 88 bit, vay B chia thanh 8 khdi, mdi khdi 11 bit nhu sau:

M, =01000011010.10010010110...00001001000

M, M, My

Tiép theo B s& chuyén 8 khdi 11 bit (M, +M ) thanh gia tri thap phan tuong tmg:

M, . =538.1174.672.1348.1955.1353.42.72
Dec oo S S S

M, M, M, M, Mg Mg M, M

B tién hanh ma hoa timg khéi M ; dé co cac khdi ban ma C . tuong Umg nhu sau:

C,=M; modn = 538" mod2537 =905
C, =M;modn =1174"*"mod 2537 =1307
C,=M;modn =672""" mod 2537 =1040
C, =M modn =1348""mod 2537 =1987
C, =M;modn =1955""" mod2537 = 750
C,=M:modn =1353""mod 2537 =1567
C, =M:modn =42"" mod2537 =1590
C, =M¢modn =72"" mod2537 =1093

Cudi ciing B s& bién d6i cac ban mid C, thanh cac bit nhj phan va ghép lai thanh chudi
88 bit va truyén chudi bit nay dén A.

Gidi ma:

A nhén chudi cac bit ban ma do B giri lai tach thanh cac khdi 11 bit va bién ddi thanh
gi4 tri thap phan tuong tmg dé c6 cac khdi ban ma C ;- Tiép theo A s& giai mi cho ting khoi
ban ma C, dé co cac khoi M ; theo nguyén tac giai ma:

M, =(C,) modn

1

Vidu: M, =(C,) modn =905 mod 2537 = 538
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Sau khi da gidi ma hét 8 khéi C,, A c6 8 khéi M, va A s& thuc hién theo quy trinh
nguoc lai bén B dé c6 ban tin 13 cudi cung 1a M = CRYPTOGRAPH

Viéc ma hoa va giai ma cua h¢ mat RSA déu dya vao ham mi, trong truong hop cac sb
mil 16n, dé tinh toan duge nguoi ta st dung thuat toan nhan va binh phuong dé tinh ham Ity
thira modulo. Thuat toan nay da duogc trinh bay trong muc 3.1.4.2.

3.5.3. Van dé diém bit dong trong RSA

Xét mot anh xa y = f(x) (phép ma hoa trong hé mat), ton tai cac diém x ma sau khi

ma hoa ban tin khong thay doi, tuc la:

dx :x =f(x)
Céc diém nay goi 1a cac diém bat dong.
Ay y =X
y=fx)
N .
x
<]
Céc diém bat dong

Hinh 3.6. Cac diém bat dong ctia y = f'(x)
Hé mat RSA ciing ton tai cac diém bat dong.
Vidu 3.23:

Xét hé mat RSA véi cdc tham sé: (n,e) =(35,17)v6i p =5, =7. Gia sir ban tin

M =8, tathiy:
C =M*‘modn =8"mod35=38

Tac 1a M =C nhu vay la khong che gidu duoc thong tin.

S6 cac diém bat dong ciia mot hé mat RSA dugc xac dinh theo dinh 1y sau day:
Dinh ly 3.19:

V6i hé mat RSA c6 tham s6 khoa cong khai 1a (n ,e) v6i n =pg thi s ban tin khong

thé che gidu dugc (s6 diém bt dong) tinh nhu sau:

N =[1+UCLN (e -1,p—1) |[1+UCLN (e 14 -1)] (3.25)

Vidu 3.24:

+ V6i h¢ mat RSA c6 (n,e)=(35,3) véi p=5,¢=7 thi s6 ban tin khong che gidu

duoc la:
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N =[1+UCLN (2,4) |[1+UCLN (2,6)]=9
Céc diém bat dong la: M = {0,1,6,14,15,20,21,29,34}
Nhu vay xéc sudt gip phai cac ban tin khong che gidu dugc khodng 1/4.
+ Van hé hé mat RSA nhu trén nhung ta thay ddi sbe : (n ,e) = (35,17) thi lac nay sb
ban tin khong che gidu duoc la:
N =[1+UCLN (16,4) |[1+UCLN (16,6)]=15
Céc diém bat dong la: M = {0,1,6,7,8,13,14,15,20,21,22, 27,28,29,34}

Va xéc suat gip phai cac ban tin khong che gidu duoc khoang gan 1/2.

3.5.4. H¢ mat Rabin

3.5.4.1. Tao khod

M&di bén lién lac tao cho minh mét khoa cong khai va mot khoa bi mat tuong g theo
cac budc sau:

Buée I: Tao 2 s6 nguyén t6 1on, ngdu nhién va phan biét p va g c6 kich thudc xap xi

nhau.
Buédc 2: Tinh n = pq .
Buoc 3:  +Khoa cong khaila n .

+ Khoa bi mat la cac cip s6 (p,q) .

3.5.4.2. Ma hoa

B cén gui ban tin M cho A, phai thyc hién cac budc sau:

Buoce 1: Nhan khoa cong khai cia A: n

Buéc 2: Tinh C =M *>modn .

Budce 3: B gliriban ma C cho A.
3.5.4.3. Gidi ma:

Dé khoi phuc banrd M tir C , A phai thyc hién cac budce sau:

Budc 1: Tim 4 can bac hai cia C modn la M|, M, M,,M,.

Buéc 2: Thong bao cho ngudi ghi 14 mot trong 4 gia tri M,,M,,M,M ,. Bang mot
cach nao do A s& quyét dinh M 1 gia tri nao.

Chit y:
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Tim céac can bac 2 cuia C modn, n =pg khi p =g =3mod4 . Trong truong hop nay,
viéc tim 4 can bac 2 ctia C modn dugc thuc hién kha don gian nhu sau:

Str dung thuat toan Euclide mé rong dé tim cac sb nguyén @ va b thoa man:
ap +bg =1.Chuyrang a va b c6 thé dugc tinh trong giai doan tao khoa.

Tinh 7 =C*** modp.

Tinh s =C @/ modgq .

Tinh x = (aps +bgr )modn .

Tinh y = (aps —bgr )modn .

Bon gia tri can bac 2 cia C modn la: x,—x modn,y va —y modn

Vidu 3.25:
* Tao khoa.
Bude 1: Bén A chon hai s6 nguyén té p = 277, = 331.
Budc 2: A tinh n = pg =91687
Budc 3:  + Khoa cong khai ctia A la n =91687 .
+ Khoa bi mat ctia A la cip s (p = 277, =331).
* Ma hoa

Gia su rﬁng 6 bit cudi cung cua ban tin géc duoc 1ap lai trude khi thye hién ma hoa.
Viéc thém vao do thira nay nham gitip cho bén giai ma nhan biét duoc ban mi ding.

Dé ma hoa ban tin 10 bit M =1001111001, B s& lap lai 6 bit cudi cung cua M dé c6
dugc ban tin 16 bit sau: M =1001111001111001, biéu dién thap phan twong tng la
M, =40596.

dec
Budc 1: B nhén khoa cong khai cua A: n =91687
Bude 2: B tinh C =M > modn =40596” mod91687 = 62111
Budce 3: B gui C cho A.
* Giai ma
Pé giai ma ban ma C , A thuc hién:
Budc 1: Tinh bdn gia tri cin bac 2 ciaC modn

M, =69654, M, =22033, M,=40596, M,=51118

Bi€u dieén nhi phan tuong Gng cua céc so trén la:
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M, =10001000000010110, M, =101011000010001
M, =1001111001111001, M ,=1100011110101110
Vi chi ¢6 M ; méi co do thira can thiét nén A s& giai ma C bang M ,va khoi phuc lai
ban tin gbc 1a M =1001111001.
Danh gia hiéu qua
Thuét todn ma hoa Rabin 1a mot thuét toan cuc nhanh vi nd chi can thuc hién mot phép
binh phuong modulo don gian. Trong khi d6, chang han véi thudt toan RSA c¢6 e =3 phai
can téi mot phép nhan modulo va mot phép binh phuong modulo. Thuét toan giai ma Rabin

c6 cham hon thuat toan ma ho4, tuy nhién vé mit tbc do nod cung tuong duong véi thuat toan
giai ma RSA.

3.6. BAI TOAN XEP BA LO VA HE MAT MERKLE - HELLMAN
3.6.1. Bai toan xép ba 16

3.6.1.1. Day siéu ting
Dinh nghia 3.25: DAy siéu ting

i—1
Day cac so6 nguyén duong (al,az,...,an ) duoc goi 1a day siéu tdng néu a; > Zaj voi
Jj=1
Vi,2<i<n

Vi du: day s6 (1,2,4.8,16,32,64,128)

3.6.1.2. Bai todn xép balo

Cho mét tap hop cac goi co cac trong lugng khic nhau, lidu c6 thé xép mot sd goi nay
vao ba 16 dé ba 16 c6 mot trong lwong cho trude hay khong. V& mat hinh thirc ta c6 thé phat
biéu bai toan trén nhu sau:

Cho tap cac gia tri M| ,M,,...,M, va mot téng S. Hay tinh cac gié tri b, dé:
S=bM,+bM,+..+b M,

voi b, € {0,1}

b =1: C6 nghia 1a g6i M, duge xép vao ba 16.

b =0: Co nghia la géi M, khong duoc xép vao ba 16.

Bai toan c6 2" phuong an (2" vecto nhi phan b), bai toan véi n 16n (vai tram) thi
khong thé giai ¢ thoi gian thuc, hay day 1a bai toan kho.
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3.6.1.3. Gidi bai todn xép ba 6 trong truong hop day siéu ting.

Trong truong hop M = {M oMy, M, } la mot day siéu tang thi viéc tim
b= (bl,bz,...,bn ) tuong duong nhu bai toan tim biéu dién nhi phan ciia mot sé S. Biéu dién
nay sé tim duoc sau toi da 1a 7 budc (do phic tap twong duong 71 ).

Thudt toan gidi.:

VAO: Diy siéu ting M = {MI,MZ,...,Mn} va mot s6 nguyén S 1a téng clia mot tap

con trong M
RA: (b.b,,...,b, ) trong d6 b, €{0,1} sao cho: ibiMl. =S (Phuong 4n sdp xép)
i=l
Bugc 1: i <=1
Budc 2: Chung nao i >1 hay thuc hién:
Néu S >M, thi
b <1
va S« S-M;
ngugc lai: b, <0
i<«i—1
Budce 3: Return (b)
Vi du 3.26:

Cho M :(1,2,4,8,16,32,64) ; ;S =57, hay tim phwong an sép xép b :

n=

Buécl: i=7

Budc2: i=7: 57<64 —>b,=0,i=6
i=6: 57>32—>b,=1,S=57-32=25;i=5
i=5: 25>16 >b,=1,S=25-16=9; i =4
i=4: 9>8—>b,=1,S=9-8=1;i=3
i=3: 1<4—5b,=0;i=2
i=2: 1<2-5b,=0;i=1
i=1: 1=1-b=1,S=1-1=0;i=0

Budc 3: ta c6 phuong an sip xép: b = (bl,bz,...,b7) = (1,0,(),1,1,1,0)
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3.6.2. H¢ mat Merkle - Hellman

Hé nay va cac hé lién quan dua trén tinh kho giai cua bai toan tong cac tap con (bai toan
nay 1a bai toan NP day du - 1a mot 16p kha 16n cac bai toan khong c6 giai thuat duoc biét
trong thoi gian da thirc). Tuy nhién tat ca cic hé mat xép ba 16 khac nhau déu di bi ching to
1a khong mat (ngoai trir h¢ mat Chor-Rivest).

3.6.2.1. Thudt toan tao khod

M&di bén lién lac tao cho minh mdt cap khoa khoa cong khai - khoa bi mat theo cac
budc sau day:

Buoce 1: Chon mot day si€u tang {M1 My, M, } va mdt gia tri modulo M thdéa man:

M > ZMi (M 13 phan tir tha n +1 cta day siéu ting)

i=1
Buéc 2: Chon mdt sd nguyén ngau nhién W (1 <W <M) sao cho (W ,M) =1. (Dé
nhat 1a chon M 1a sb nguyén t6)
Buoc 3: Tinh a, =W M, modM , véii=1,2,..,n
Bu6c 4:  +Khoa cong khai: 4 =(a,,a,.....a, )

+ Khoa bi mat: (MW (M ,M,,...M,})

3.6.2.2. Ma hoa:

B can gui ban tin m = (ml,mz,...,mn ), m, € {0,1} cho A. B thuc hién céac budce sau:
Budc 1: B nhan khoa cong khai cua A: (M N4 ,{MI,M2,...,MH })

Budc 2: B tinh C = Zmiai

i=l
Budc 3: B giri ban ma C cho A.
3.6.2.3. Gidi ma

A nhan ban ma C va tién hanh giai ma theo cac budc sau:

Buée I: A tinh d =W "'C modM =) m M,

i=1

(Chay: d =W ~'C =W _limiai =W ‘limiWMi = aniMl. )

i=1 i=1 i=1
Do (W M ) =1 nénsé& IW ~'viéc tim W ' ¢6 thé theo thuat toan Euclid mo rong.

Bue 2: Str dung thuét giai bai toan xép ba 16 trong truong hop diy siéu ting dé tinh
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Va tim lai dugc m = (ml,mz,...,mn)
Vidu 3.27:
Bén A tao khoa:
Buée I: A chon ngau nhién cac gia tri M ; trong cac dai s6 sau dé tao ddy siéu ting:
M, e[1,16],M, €[17,32], M, €[33,64], M, €[113,128]

A c6 ddy siéu ting: M =(5,23,57,119)

4
do ZM . =204 nén A chon M =257 (nguyén t6).

il
Bude 2: Chon W =113, 3W ' vi (113,257) =1, va tinh dugc

W =w " modM =113 mod257 =116

Bucce 3: Tinh a, =W M, modM , véii=1,2,3,4

a,=113.5mod 257 = 51
a, =113.23mod 257 = 29
a, =113.57mod 257 =16
a, =113.119mod 257 = 83

Bu6c 4:  + Khoa cong khai: 4 =(a,,a,.a;,a,)=(51,29,16,83)
+Khoa bi mat: (M W {M.M,,...M, })=(257,113,{5,23,57,119})
Ma héa:
B can giri ban tin m = (1,1,0,1) cho A.
Bude 1: B nhan khoa cong khai ctia A: (257,113,{5,23,57,119})

Buéc 2: Btinh C = ma, =1x51+1x29+0x16+1x83 =163

il
Budc 3: B giri ban ma C =163 cho A.
Giai ma:
A nhan ban tin C =163 va giai ma:
Butc I: A tinh d =W ~'C modM =116.163mod 257 =147

Buée 2: St dung thuat giai bai toan xép ba 16 trong truong hop diy siéu ting dé tinh
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d=3mM, =147

i1
i=4 147>119 ->m,=1,S=147-119=28, i =3
i=3: 28<57T>m;=0;i=2

i=2: 28>23 >m,=1;8S=28-23=5;i=1
i=1: 5=5->m,;=1,8S=1-1=0;i=0

Va ban tin sau giai ma la: m = (ml,mz,m3,m4) = (1,1,0,1)

3.6.3. H¢ mat Chor-Rivest (CR)

Hé mat CR 13 hé mat khoa cong khai xép ba 16 duy nhat hién nay khong sir dung phép
nhan modulo dé nguy trang bai toan tong tap con.

3.6.3.1. Tao khoa
Moi bén lién lac tao mot khoa cong khai va mot khoa riéng twong tmg. A thuc hién cac
budc sau:
) Chon mot truong hiru han F, c6 ddc s6 g , trong d6 ¢ :ph ,p =>h va ddi véi
nod bai todn logarit roi rac la kho giai.
(2) Chon mdt da thirc bat kha quy dinh chuin ngau nhién f (x) bac h trén Z . Céc
phan tir cia F, s& dugc biéu dién bing cac da thic trong Z ) [x] ¢6 bac nho hon A
v6i phép nhan dugce thuce hién theo mod f (x) .
(3) Chon mot phan tir nguyén thuy ngau nhién g(x) cua Fq .
(4) Voi mdi phan tir cia trudng co s6 i €Z > tim logarit r0i rac a, = logg(x) (x +i )
clia céc phén tir x +i theo cosd g(x).
(5) Chon mét phép hoan vi ngiu nhién 7 trén cac sd nguyén {1,2,. v — 1} .
(6) Chon mét s nguyén ngau nhién d, 0<d <p" -2

% TinhCiz(aﬂ —l—d)mod(ph—l),()éiép—l.

()
(8) Khoa cong khai ctia A 1a ((CO K CHN G ),p ,h)
Khoa riéng cua A la ( f(x),g(x ),7Z',d).
3.6.3.2. Ma hoa

B can mi hoa thong bao m dé giri cho A. B thyc hién cac budc sau:

(1) Nhap khoa cong khai ctia A ((CO ,C, ,...,Cpfl),p,h)
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(2) Biéu dién thong bao nhu mot xau bit c6 d6 dai {lg (iﬂ trong do:

A

(3) Xem m nhu 13 biéu dién nhi phin cia mot sé nguyén. Bién ddi s nguyén nay
thanh moét vécto nhi phan M = (MO Mo, ..,Mpfl) c6 do dai p va codung i con
1 nhu sau:
(aybatl «h
(b) For i from 1to n do:

X —i
NéumZ( jthidétMHel,m (—m—(pl J,l(—l—l.
Néu khong thi dat

M. <0 (CY : [

o S
N
Il
—_
S
Vv
)

R
~ O
Ne—
I
)
~
\Y
[a—
N——

(4) Tinh C = pz:_lMic,. mod(ph —1) :

i=l

(5) Gui ban ma C cho A.

3.6.3.3. Gidi ma
bé khoi phuc ban ma r6 m tr C, A phai thyc hién cac budc sau:
(1) Tinh r = (c ~hd )mod (p" ~1)
(2) Tinh u (x ) =g" (x )mod f(x)
(3) Tinh s (x ) =u (x )+ f (x ) 1a mot da thirc dinh chuan h trén Z .
(4) Phan tich s (x) thanh céc nhan tir bac nhét trén Z .
h
S (x) = H(x +tj) trongdo ¢, €Z,
j-1
(5) Cac thanh phan c6 gia tri 1 clia vecto M ¢6 cac chisd 1a 7~ (tj) voi 1< <h.

Céc thanh phan con lai bang 0
(6) Thong bao m dugce khoéi phuc lai tir M nhu sau
aybatm <0,/ «<h

b) For i from 1 to p do:
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. -1
Neu M, , =1thidat m <m J{pl j,l(—l—l.

Chung minh hoat dong gidi ma:
Ta thay
u(x)=g*(x)mod f(x)

=[g(x)] " =[e(x )][TZ;M@ o

p-1
modulo f(x) nén s(x)=ux)+f(x)= H(x + ()"
i=0
Boi vy tat ca cac can bac s cia s (x) déu nam trong Z, va ap dung ' d6i véi cac

can nay ta s€ co cac toa do cua M1a 1

Vidu 3.28:
Tao khod: A thuc hién cac budc sau:
(1)Chon p=7 va h=4.
(2) Chon da thite bat kha quy f(x)=x*+3x>+5x>+6x +2 c6 bac 4 trén Z,.

Céc phén tir cua truong hitu han F74 dugc biéu dién bang cac da thirc trong

Z, [x ]
(3) Chon phan tir nguyén thuy ngiu nhién g(x) =3’ +3x7 +6.

(4) Tinh céc logarit roi rac sau:
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(5) Chon phép hoan vi ngau nhién trén {0,1 ,2,3,4,5 ,6} nhu sau:

ﬂ(0)26 7z(3):2 7z(5):5
z(l)=4 z(4)=1 7(6)=3
7z(2)=0
(6) Chon sb nguyén ngau nhién d = 1702
(7) Tinh
C,= (a6 +d)m0d2400 =1925
C, :(a4 +d)m0d2400 = 2081
C, :(ao +d)m0d2400 =330
C,= (a2 +d)m0d2400 =1356
C

. =(a, +d)mod 2400 =1237
C, =(a, +d)mod2400 =1082
C, =(a, +d)mod 2400 =310
(8) Khod cong khai ciia A 1a ((C,,.C,.C,.C5.C,.C5.Cy).p =7.h =4)
Kho bi mat ctia Ala ( f(x).g(x),7.d)
M hod:

Dé mi hoa ban tin m =22 giri cho A, B lam nhu sau:
(1) Nhan khoa cong khai cua A.

. x . 7
(2) Biéu dién m nhu mot xau bit d6 dai 5: m =10110 (Cht y rang {lg(étﬂ =5)

(3) Dung phuong phap dd néu & trén budc ¢ trong thuat toan trén dé bién d6i m
thanh vécto nhi phan M ¢6 d6 dai M: M = (1,0,1,1,0,0,1)

(4) Tinh C = (CO +C, +C, +C6)m0d2400 =1521

(5) Gui C =1521 cho A

Gidi ma
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A nhan ban ma C va giai ma:

(1) Tinh r = (¢ —hd )mod 2400 = 1913

(2) Tinh u(x)=g()c)1913m0df()c)=x3 +3x7+2x +5

(3) Tinh g(x)=u(x)+f(x)=x*+4x’ +x° +x

(4) Phén tich s (x ) =x (x +2)(x +3)(x +6)

(Dodo 1, =0¢, =2,t, =3,1, =6)

(5) Cac thanh phan ctia M bang 1 ¢6 céc chi s6

7z(0)=2 x'(2)=3 x'(3)=6 x'(6)=0
Béi vay M =(1,0,1,1,0,0,1)

(6) Str dung budc 6 trong thuat toan giai ma dé bién doi M thanh sé nguyén m =22 va

Chii y:

nhu vay khéi phuc dugce ban rd ban dau

H¢é mat nay dugc xem la an toan néu khong bi 16 khoa bi mat.

C6 thé mé rong hé mat nay cho truong hop Zp v6i p 1a luy thira cia mot s6
nguyén to .

Dé 1am cho bai toan logarit roi rac 1a dé giai, cac tham s6 p va A phai chon sao cho
g =p" —1 chi co cac nhén tir c6 gia tri nho.

Trong thyc té kich thudc khuyén nghi ctia cac tham sb 1a p ~ 200,k =~ 25 (Vi du
p=197 va h =24)

Tré ngai 16n nhét cua thuat toan 1a khod cong khai véi kich thude chimg p.hlogp

bit 1a qua lon. Vi du voi p =197 va h =24 khoa cong khai c6 chung 36.000 bit.

3.7. BAI TOAN MA SUA SAI VA HE MAT McELIECE

3.7.1. Bai toan ma swra sai

Dinh nghia 3.26:

Giai str k,n 1a cac s6 nguyén duong va k <n .Ma C (n ,k) 1a mot khong gian & chiéu

cua (¢ 5 )n (khong gian vécto clia tat ca cac vécto nhi phan n chiéu).

Ma trén sinh G, ciami C (n ,k) la ma tran nhi phan c6 kich thudc k xn , cac hang

cua ma tran nay tao nén co s¢ cua C.

Matran H, , v6i r =n —k la ma tran kiém tra, v6i: G.H' = [O]
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Gia su y,z € (¢ 2)", trong do y :(yl,yz,...,y”) va z :(zl,zz,...,zn ) Ta xac dinh
khoang cach Hamming: d(y,z) = ‘{l 1<i<n,y, #z, }‘ tirc 12 s6 cac toa dd ma 6 do y va z
khac nhau.

Khoang cach ma dugc dinh nghia nhu sau:

d =min{d(y.z )} (3.26)
véi y,z 1a hai tr ma khac nhau.
Ma stra sai C (n ,k) c6 khoang cach d duogc ky hiéu la ma C (n ,k,d).

M3 stra sai duoc dung dé stra cac sai ngau nhién xay ra khi truyén s6 liéu (nhj phan) qua
kénh ¢6 nhiéu. Pidu d6 duge thuc hién nhu sau: Gia st G 13 mot ma tran sinh ddi véi ma
C (n k,d ), x 1a vécto nhi phan k chiéu can truyén di. Nguoi giri Alice sé ma hoa x thanh
mot vécto n chiéu y =xG 1di truyén y qua kénh.

Co6 hai phuong phap giai ma:

* Phirong phdp “ngwoi lang giéng gan nhat”

l e

!
X Y u=y+e X
—» Maihoa Kénh

\ 4
A 4

Giaima ——*

x e(¢,) 1aban tin du vao (k bit)

y e(¢ 2)" 1a tir ma dau ra (n bit): y =xG

Gia st Bob nhan dugc vécto n chiéu u khong giéng y , Bob sé giai mi u bang chién
thudt giai ma "ngudi lang giéng gan nhét". Theo chién thuat nay, Bob s& giai ma tat ca 2
vécto dau vao x dé duogc tap tir ma |C | = 2¥vécto, sau d6 so sanh tap nay vadi vécto thu duge
u dé tim thay y’c6 khoang cach ti # nhé nhat. Va tir d6 s& xac dinh vécto k chiéu x' sao
cho y' =x'G . Bob hy vong y =y'va do d6 x' =x (tirc 1a Bob tin rang cac sai s6 trén dudng
truyén da duogc sira).

D@ dang thay rang, néu sai s6 trén dudng truyén nhiéu nhat 1a (d — 1) / 2 thi trén thyc té
chién thuat nay s& sira duoc tit ca céc sai.

Vi |C | = 2" khi Bob so sanh u v&i mdi tr m, anh ta phai kiém tra 2% vécto 1a mot sd
16n theo ham mii. No6i cach khac, thuét toan nay khong phai la thuét toan chay trong thoi gian
da thirc. Hay do phtre tap cua thuét toan theo ham mii, va khi gia tri & 16n thi n6 s€ la bai toan
kho giai.

* Phuong phap giai ma theo syndrom
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Mot bién phap khac (tao co s¢ cho nhiéu thuat toan gidi ma thyc té) dua trén khai niém
vé syndrom. Cac hang cta ma tran kiém tra H s& tao co s& cho cac phan bu truc giao ctia C
(ky hiéu 1a C ) va dugc goi 1a ma dbi ngau voi C . Noi cach khac, cac hang cia H 14 nhiing

vécto doc 1ap tuyén tinh, con GH' = [O]er 1a mOt ma trin [O] cap k xr .

Cho vécto y € (¢ 2)n , ta xac dinh syndrom cta y 1a s(y)=yH' . Syndrom s(y)la
mot vécto hang ¢6 » =n —k thanh phan.
Dinh ly 3.20:

Gia st C 1a mot bo ma (n ,k) c6 ma tran sinh G va ma tran kiém tra tinh chin & H .

Khidé y €(¢,)" 1amot tir ma khi va chi khi yH™ =[00...0].
Hon nitanéu y €C e e(¢ 2)" vau=y+e thi uH" =eH" hay s(u)=s(e)=uH" .

Dinh 1y trén phét biéu rang syndrom chi phu thudc vao cac sai sé ma khong phu thudce
vao tr mi cu thé nao duogc truyén di.

Diéu nay goi ¥ toi mot cach giai ma goi 1a gidi ma theo syndrom. Trudc tién Bob tinh
sw)=uH" néusu)= [O] , thi anh ta c6 tir ma dung y =u va tim ra x . Néu khong thi Bob
s& lan luot tao tat ca cac vécto sai e ¢o trong so 1. Vi mdi vécto nay, Bob tinh se)=eH T,
néu c6 mot vécto e niao d6 thoa min s(e)=eH' =s(u) thi Bob s& co tir ma dung la
y =u —e va tu sé tim lai dugc x . Néu khong c6 e nao thoa man Bob tiép tuc lam nhu thé

v6i cac vecto sai co trong s6 2,3,...,|_(d - 1)/2J dé timra e thoa man se)=su).

S6 cac truong hop sai N, <t , tinh nhu sau (v6i ¢ 1 s6 sai kha stra ¢ = L(d —l)/ZJ):

t
N,=>C! (3.27)
i=0

Nhu vay, khi giai ma theo syndrom Bob phai so sanh s(u) véi s(e) trong N, truong
hop. Va theo (3.27) @6 phirc tap cua bai toan twong dwong 2", tirc 1a van theo ham mii, khi »
16n thi bai toan 1a kho giai.

3.7.2. H¢ mat McEliece

3.7.2.1. Tao khoa
MBJi bén lién lac tao cho minh mdt ciap khoa cong khai - khéa bi mat theo cac budce sau:
Buée 1: Chon mot ma tuyén tinh sira sai (n Jk,d ) (khuyén nghi k ~n/2) véi ma trén
sinh G , bd ma c6 mot thuat toan giai ma hiéu qua.

Buorc 2:
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A , . A A . A . 5 -1
+ Chon ma trén hoan vi P, cap n xn , sao cho ton tai ma trdn nghich dao P,

7. -1 re \ A . X \ \ X A 5 9 ,
voi: P P~ =1 (v6i I 1a ma tran don vi). Moi hang va moi ¢t cia P, chi co

n n

duy nhat mot con s6 1.
+ Chon mot ma tran khd nghich §, , (HS_I, SS! :I)
Budc 3: Tinh G' =SGP
Bu6c 4:  +Khoda cong khai: (G',t).
+ Khoa bi mat: (S,P,G )
Chu ¥: Cac tham sb ciia md Goppa c6 dang n =2",d =2t +1 va k=n —vt. Dé ap
dung trong thyuc té cho mot hé mat khoa cong khai, McEliece dé nghi chon v =10 va ¢t =50.

Diéu nay ung voi ma Goppa (1024,524,101). Mdi ban 13 m 1a mot vécto nhi phan cép 524

va mdi ban md C 1a mdt vécto nhi phan cép 1024. Khoa cong khai G' 1a mdt ma tran nhj
phan cap 524x1024.

3.7.2.2. Ma hoa
Gia st B can gui ban tin m cho A, B thuc hién cac budc sau:
Budc 1: B nhan khoéa cong khai cua A: (G',t )
Buéc 2: Btinh y =mG'=xG', (x =m)
Budc 3: Bchon e € (¢ z)n thoa man W (e) <t
Budc 4: B tinh ¢ =y +e (Chén thém vécto sai)
Budc 5: B guri ban ma ¢ cho A.

3.7.2.3. Gidai ma
A nhan ban mé ¢ tir B va tién hanh giai ma theo cac budc sau:
Budc 1: A tinh:
u=cP' =(y+e)P =yP " +eP™
=xG'P ' +eP™!
=xSGPP ' +eP ™' =xSG +eP "'
Hay u=x'G+eP ' =y'+e
Trong d6: e’ =eP ' 1a mét vécto sai nao do.
Budc 2: A giai ma sira sai tir ma u dé tim x'.

Budc 3: A tinh x =x'S™ =x =m dé 13y lai ban tin r3.
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Vi du 3.29:
* Tao khoa: Bén A tao khda.

Buée 1: Chon ma tuyén tinh stra sai (n ,k,d) = (7,4,3) , v&i ma tran sinh:

1 000110
01 001 011
G =
001 001 1
0001 111
Va t = {—d _ 1J =1
2
Buore 2:
+ Chon ma tran hodn vi P, :
01 000 0O
0001 00O
0 00 0 0 01
P=10000 00
0O 01 0O0O00O0
000 0O0OT1FO0
0000100
+ Chon mét ma tran kha nghich S, :
1 1 0 1
1 0 0 1
S =
01 1 1
1 1.0 0
Budc 3: Tinh G'=SGP
1 111000
, /110 01 00
G =
1 001 1 01
01 01110

Buéc 4:  +Khoa cong khai: (G',r).
+ Khoa bi mat: (S,P ,G)
* Ma hoa:
GidstBcanguibantinm =x=(1 1 0 1) choA.

Budc 1: B nhan khoa cong khai cua A: (G',¢)
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Budc 2: Btinh y =m G’

y=(1 1 0 1) =(0 1100 10

= N e
oS O O =
—_— = O =
—_— = = O
- o O O
S = O O

1
1
1
0
Budgc 3: B chon véctosaie=(0 0 0 0 1 0 0) coW (e)=1=¢

Buéc 4: Btinh c =y +e
c=(0110010)+(0000100):(0110110)
Budc 5: B giri ban ma ¢ cho A.

* Giai ma:

Khi A nhén duoc ban mi ¢, A tién hanh giai ma:

Bude 1: A tinh u =cP ™

wu=(0 110 11 0) (1000111

S O O©O O O = O
S O O = O O O
- O O O O o O
S O O O o O =
S O O o = O O
S =, O O O O O
S O = O O O O
I

Buée 2: B giai mid u =y’ +e' bang phuong phap syndrom tim duoc:
»=(1 00011 0)
Candéylae'#e dophép nhan véi P!
Saud6Blap x'=(1 0 0 0) (bdn thanh phan dau tién clia y', vi ma sira sai la ma hé
théng).
Buoc 3:

Cuodi cung B tinh ra ban rd:

x=xS=(1 0 0 0) =1 1 0 1)=m

e =

1
1
0
1

O = = =
S = O O
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3.8. PUONG CONG ELLIPTIC VA CAC HE MAT LIEN QUAN

3.8.1. Cac duong cong Elliptic.

Mot duong cong Elliptic 1a mot phuong trinh bac 3 ¢6 dang sau:

y2 +axy +by =x> +cx’ +dx +e (3.28)

Trong d6 a,b,c,d e 1a cac so thuc.
Trén cac duong cong E ta xac dinh mot phép cong dac biét voi mot diém O dugc goi 1a
diém vo6 cyc. Néu trén duong thing cit dudng cong E ¢ ba diém thi téng cta chung bang
diém vo cuc O (diém O nay c6 vai trd nhu phan tir don vi trong phép cong nay). Hinh 3.7 sau

mo ta cac duong cong E y* =x  +2x +5 va y® =x" —2x +1

—
=

10

8 s 8 n, S
‘ o ‘ "
4 Eran 4 A
2 R e i - R ,4"’ // i
0 L Q= i 0t TN i
2 "’K‘\‘ H 2 "Q:.:;__-/ :
-+ B S ' 4 “‘n\‘\ !
-6 THAY i 6 e \\!
-8 Y -8 TN
-10 _171\‘\n\ -10 _P]‘“\u\
2 1 o0 1 2 3 4 5 6 2 1 0 1 2 3 4 5 6

Hinh 3.7. Cac duong cong y° =x> +2x +5 va y’ =x’ —2x +1
3.8.2. Cac duong cong Elliptic trén truwdng Galois
Dinh nghia 3.27:

DBuong cong Elliptic trén truong hitu han Z | (v6i p 1a sd nguyén t6) dang Weiestrass

duoc mo6 ta nhu sau:
y? =x +ax +bmodp (3.29)
voi x € Z ; a,bnguyén duong.

Diéu kién ton tai la:

A=4a’+27b* modp # 0 (3.30)

Vidu 3.30:
Xét p =17 va dudng cong elliptic: y* =x> +x +1mod17.
A=4+27mod17 =14 # 0 dam bao diéu kién ton tai.

Xac dinh cac thang du bac 2: O,
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i (11213145678 |9 10|11 12|13 |14|15]16

2141090168 |2 151313152 |8 (169 |41

Vay O, = {1,4,9,16,8,2,15,13} va céc can bic hai:
J1=(1,16); V4 =(2,15); /9 = (3,14);4/16 = (4,13);
V8 =(5,12);v/2 =(6,11); V15 =(7,10); V13 =(8,9)

Chu y: Viéc tinh thang du béc 2 va cac can bac 2 theo cac dinh nghia 3.18, 3.19; va cac
dinh 1y 4.14 va 3.15.

Tu day tinh duoc cac cap gia tri (x ,y) trén duong cong elliptic nhu bang dudi:

X o1 (2|3 |45 |6|7|8|9 1011|1213 |14 |15]16

2 1|3 (1114|1122 (11|11, 88|07 |1|5]|8]16

e, ? | Y| N|IN|N|Y | N|Y | N|N Y| Y|N N|Y| N|Y|Y

¥, 1 1 6 50510 1 514

16 16 11 12 121 0 16 12 | 13

Y

Cht y: mdc du y* =0 khong thudc Q,, nhung s6 0 c6 can bac hai chinh 14 0.
T day ta c6 dugc nhom cong £,,(1,1) gom 18 phan tir trén duong cong elliptic
y? =x’ +x +1mod17 nhu sau:

E (1) ={(0,1),(0,16),(4,1),(4,16),(6,6),(6,11),(9,5),(9,12),(10,5)
(10,12),(11,0),(13,1),(13,16),(15,5),(15,12),(16,4),(16,13),0}

Hinh 3.8. Toa d6 cac diém ctia nhom cong trén dudng cong elliptic y* =x* +x +1mod17

127




Chuong 3 - Mat ma khod cong khai

Trong nhom cong nay c6 thém phan tir cudi cing 1 phan tir zero (0) Nhom nay cé cap

bang 18 va c6 6 phan tir nguyén thiy (CD (1 8) = 6) dé tao nhom cyclic.

Toa dj cac diém ciia nhém dwoc mé ta trong Hinh 3.8

3.8.3. Cac phép toan cong va nhan trén cac nhom E
Giasir P =(x.,y,), O =(x,,y,) la cac diém trong nhom E,(a,b),01a diém vé cuc. Céc
quy tdc ddi v6i phép cong trén nhém con E, (a,b) nhu sau:
(1) P+0=0+P =P .
(2) Néux,=x, vay,=—y, tacla P =(x.»,) va 0 =(x,.y,)=(x,,—»,)=-P thi
P+0=0.
(3) NéuQ #—P thiténg P +Q =K (x,.,y,) véitoadd x,,y, ciia K xac dinh nhu sau:

— 22y _
x,=A"—x,—x,modp

(3.31)
Y3 =2’(x1 _x3)_J/1 modp
Trong do:
umodp, néu P #Q
!
AN (3.32)
X, Ta modp, néu P =0
2y,

* Cach xdy dung nhom cong trén dwong cong elliptic
Céc phan tir ciia nhom duoc tinh nhu sau:
- Phan tir zero: 0(00, oo) nam ngoai tap hop.
- Cac phan tir khac tinh theo quy tic phép cong cac diém trén duong cong Elliptic nhu
trinh bay trén day.
Vidu 3.31:
Xay dung nhom £ (a ,b) =F, (1,1) tir phan tir nguyén thiy P (0,1) va tim tat ca cac
phan tir nguyén thity ctia nhom.

Theo nguyén tic tinh cac diém & bicu thirc (3.31) va (3.32) ta tinh duoc cac diém cia
nhom cdng nhu sau.

+ Piém P (0,1)
+Piém 2P =P +P

3.0+1
2.1

A

=2"mod17 =9mod17 = x, =81mod17 =13,y, =1
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Vay 2P (13,1)

Chu y: s6 2 va 9 1a hai s6 nghich dao, c6 nhiéu cach tinh nghich dao, sau day la mot

cach tinh theo nhom nhan Z |, ¢6 phan tir sinh 14 3.

Bang 3.11. Nhom nhan Z;, véi phan ti sinh =3

i 11231456789 |10411]12|13 14|15 |16

3Fmodl7 |3 |9 (10|13 |5 15|11 |16 (14| 8 | 7|4 12|26 1

+Piém 3P =P +2P

0 x,=-13mod17 =4
A=—=0=

12 y;=—1mod17=16
=3P (4,16)

+Piém 4P =P +3P

15 i’ x,=9
A=—=154"mod17=15.13mod17=8=

4 vy =12
= 4P (9,12)

+Piém 5P =P +4P

15 4 x,=16
A=—=159 modl7=15.6modl7=5=

9 y;=4
= 5P (16,4)

+Didm 6P =P +5P

3 —1 x3:10
A=—=3.16" =3.16mod17 =14 =
16 y,=12

= 6P (10,12)

+Piém 7P =P + 6P

11 4 X, =6
A=—=11.10" =11.12mod17 =13 =
10 y; =6
= 7P (6,6)
+Diém 8P =P + 7P

5 B x;=15
A=—=56" =53modl7=15=
y; =12

N | DN
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= 7P (15,12)

+ Diém 9P =P +8P

11 ., x;=11
A=—=11.15 =11.8mod17=3=
15 y,=0

= 9P (11,0)
Tir diém 10P trd di c6 thé tinh theo quy tac sau: P (x,y)=—P (x,—y)
+Piém 10P = —8P = 10P (15,—-12) =10P(15,5) . (Chi1 y: —12mod17 = 5mod17)
+Piém 11P =-7P = 11P(6,-6) =11P (6,11).
+Piém 12P = —6P = 12P (10,-12) =12P(10,5).
+Piém 13P = -5P = 13P(16,—4) =13P(16,13).
+Diém 14P = —4P = 14P(9,-12) =14P(9,5).
+Piém 15P = 3P = 15P (4,-16) =15P (4,1).
+Piém 16P = 2P = 16P (13,-1) =16P(13,16).
+Piém 17P =—P =17P(0,~1)=17P(0,16).

+Piém 18P =0.

Céc diém nguyén thuy ciia nhom nhan dugc xac dinh nhu sau:

E (a,b)‘) =1

Trong vi du nay ta c6 ‘E” (1,1)‘ =18 vay céac diém nguyén thiy kP c6 (k,18) =1, hay
k={1,5,7,11,13,17}.

Néu P la mét diém nguyén thiy thi kP sé la nguyén thity voi (k,

Céc diém nguyén thay la: P,5P,7P,11P ,13P,17P (6 diém)

3.8.4. Cac hé mit trén dwong cong elliptic

3.8.4.1. Trao déi théa thuin khéa Diffie - Hellman

Xét nhom E (a,b) trén duong cong elliptic va P 1a diém nguyén thay P € E ) (a,b).

Qua trinh trao doi khoa dién ra nhu sau:

A B

+ A chon ngau nhién x voi dicu kién: + B chon ngau nhién y véi diéu kién:

(1<x <#E,(a,b)) saudo A tinh xP va (1<y <#E, (a,b)) sau do A tinh yP va
gui cho B. gui cho A.
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+ A nhan yP va tinh ra khoa dung chung:

K =x(yP) =xyP

+ B nhan xP va tinh ra khoa dung chung:

K=y (xP)zxyP

Vidy 3.32: Xét E,,(1,1) va diém nguyén thiy P (0,1) (Nhém £, (1,1) nhu da tinh & vi

du 3.31)

A

B

+ A chon ngiu nhién x =3 va tinh:

3P =(4,6) va giii cho B.

+ A nhan 5P va tinh ra khoa dung chung:
K =3(5P)=15P (4,1)

+ B chon ngu nhién y =5 va tinh:
5P =(16,4) va gt cho A.
+ B nhan 3P va tinh ra khoa dung chung:

K =5(3P)=15P (4.1)

3.8.4.2. H¢ mdt Omura — Massey
Tao khoa:

+ Hai bén lién lac chon trudc nhom £ » (a ,b) lam khoéa cong khai

+ Khoa bi mat tao nhu sau:

- A chon ngau nhién hai s m,n 1am khéa bi mat, sao cho m +n = #Ep (a,b)

- B chon ngiu nhién hai s6 u,v lam khéa bi mat, sao cho u +v = #Ep (a,b)

Gia sir A can guri ban tin A/ cho B, qué trinh truyén tin bao mét dién ra nhu sau:

A(m ,n)

B

+ A tinh mP +M va gui cho B

+ B nhin mP + M va tinh
(mP +M )+uP vagiilai A,

+ A nhén (mP +M)+uP va tinh:
[(mP +M)+uP |+nP =M +uP

va gui cho B.

+ B nhan M +uP va giai ma ra ban tin:

(M +uP)+vP =M

Vi du 3.33:

Xét E,,(1,1) va diém nguyén thuay P (0,1) Nhém E; (1,1) nhu da tinh & vi dy 3.31).

Ban tin M (4, 1 6) =3P (Cha y phai c6 phép bién d6i ban tin thanh mot trong cac diém thude

El7(191) )

+ Khoa cong khai: £, (1,1)
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+ Khoa bi mat:
- A chon ngau nhién hai s6 (m N ) = (3,15) véim +n =18 =#E, (1,1)
- B chon ngdu nhién hai s6 (u,v)=(5,13) véi u +v =18 =#E (1,1)

Qua trinh truyén tin bao mat:

Ay Bisuy
+ A tinh + B nhin 6P (10,12) va tinh
mP +M =3P +3P = 6P (10,12) 6P +5P =11P (6,11) va g lai A,
va gui cho B
+ A nhin 11P (6,1 l) va tinh: + B nhan 8P (15,12)V2‘1 giai ma ra ban tin:
11P +15P =8P (15,12) va giri cho B. 8P +13P =3P (4,16) =M

3.8.4.3. H¢ mdt Elgamal
a) Tao khéa
MJi bén lién lac tao cho minh mot cap khoa cong khai — bi mat theo cac budc sau:

Buéc 1: Chonnhém E (a,b) va diém nguyén thuy P
Buée 2: Chon ngau nhién a voi (1 <a <#E, (a,b)) vatinh aP =Q

Buoc 3:  + Khoa cong khai: (Ep (a,b),P, Q)
+ Khoa bi méat: a
b) M héa
Gia st B can gtri ban tin M cho A, B thyc hién cac budce sau:

Bude 1: B nhan khoa cong khai cé A : (Ep (a,b),P, Q)
Buée 2: B chon k ngau nhién (1 <k <#E, (a,b))vél tinh:
y =kP
{5 =M +kQ
Buéc 3: B giri banma C =(y,5) cho A.
¢) Gidi ma
A nhdnbanmi C = ( 7,0 ) va giai ma theo cac budc:

Budc I: A tinh ay =akP =kQ
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Budc 2: Atinh 6 —kQ =M +kQ —kQ =
Vidy 3.34: Xét E,;(1,1) va diém nguyén thity P (0,1) (Nhém £, (1,1) nhu da tinh ¢ vi
du 3.31). Ban tin M (15,5) =10P
* Bén A tao khoa:
Bude I: A chon a =3 vatinh aP =3P (4 16) =0
Bucc 2: + Khoa cong khai cua A: ( 17 (L1),P(0,1),0(4, 16))
+ Khoa bi mit: a =3
* Ma hoa:
B guii ban tin M =10P (15,5) cho A
Bude 1: B nhan khoa cong khai ca A : (E]7 (1,1),P (O,l),Q (4,16))
Buée 2: B chon k =5 ngiu nhién va tinh:
y =kP =5P (16,4)

{5:1\4 +kQ =10P +50 =10P +5x3P =7P (6,6)
Budce 3: B giri banma C = (7/,5) = (SP 7P) cho A
* Giai ma:
A nhanbanmi C = (SP , 1P ) va giai ma theo cac budc:
Budc I: A tinh ay =3x5P =15P (4,1)

Buéc 2: A tinh 6 —kQ =P —15P =10P (15,5) =M

3.8.5. D) an toan ciia hé mat trén dwong cong Elliptic

Strc manh ECC nidm & sy kho khin ddi voi tham ma khi phai xéc dinh s6 ngau nhién bi
mat k£ tr kP va P. Phuong phap nhanh nhat dé giai bai téan nay la phuong phap phan tich S
- Pollard. B¢ pha ECC d¢ phuc tap tinh toan khi dung phuong phdp S — Pollard la
3,8.10° MIPS - nam v&i kich thudc khoa 150 bit (ddy 1a s6 nam can thiét véi mot hé thong
tinh toan c6 tbc do hang triéu 1énh/gidy). Dé so sanh véi phuong phap nhanh nhat pha RSA
(12 phuong phap sang trimg s dé phan tich hop s6 n thanh tich cua 2 s nguyén té p va q)
ta thay rang vdi n co kich thudc 768 bit do phuc tap tinh toan 1a: 2.10°MIPS - nam , véi n
c6 kich thude 1024 bit, do phuc tap tinh toan 13 3.10" nim .

Néu d¢ dai khoa ciia RSA ting 1én t&i 2048 bit thi can 3.10°°MIPS - niam, trong khi d6
v6i ECC chi can d¢ dai khoa 1a 234 bit da phai yéu cau t6i 1,6.10* MIPS - nam.
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3.9. UU VA NHU'QC PIEM CUA MAT MA KHOA CONG KHAI

3.9.1. Uu diém
+ Mat ma khoa cong khai khong sir dung kénh an toan riéng dé truyén khoa.
+ Dé sinh khoa, bao vé va luu trir khoa.
+ D@ x4y dung céc dich vu an toan khac nhu: xac thyc, chir ky s6...
So sanh v6i mat ma khoa bi mat nhu bang sau (gia st ta xét n ngudi dung trén mang):

Béng 3.12. So sanh s6 luong khoa ciia mat ma khoa bi mat va mat ma khoa cong khai

n ngudi dung S6 khéa can tao S6 khéa can lwu triv
Mat ma khoa bi mat n (n _1) n—1
2
Mat ma khoa cong khai 2n 1

3.9.2. Nhuoe diém

+ Noi chung mat ma khoa cong khai phuc tap (phai xay dung trén cac truong lon, mach
dién phurc tap, thoi gian xtt ly chdm hon so voi mat ma khoa bi mat)

+ Hiéu qua khong cao (n6i chung cac hé mat khoa cong khai ¢6 téc ¢ ma thap)

T cac nhuge diém nay ta théy mat ma khoa cong khai kho thuc hién cho cac dich vu
nhay cam véi d6 tré hoidc cac dich vu di dong.
3.10. XAY DUNG CAC CHUONG TRINH UNG DUNG KIEN TRUC PGP

(PGP — Pretty Good Privacy: tam dich 1a “Riéng tu tot dep”)

Tu cac wu va nhuoc diém cua mat ma khoa cong khai va mét ma khoa bi méat, nguoi ta
két hop vu diém cua hai loai mat ma nay xdy dyng nén mét cau trac truyén tin PGP nhu Hinh
3.9:

Tham ma
Ban ma ctua l
A . B
1. .| ban tin C C e a1
Ma hoa khoa M M| Giai ma khoa
( r—» | Kénh mo —»( )
bi mat bi mat
M A Ban ma ctua c 7} M
khéa C . Khéa bi
Khoa bi .
N o e o, mat K
mat K | Ma hoa khoa Giai ma khoa
- cong khai cong khai
yy
Sinh khoa T
Khoa cong khai Khoa bi mat
cuiaB: K, cuaB: K,

Hinh 3.9. So dd kién trac PGP
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Trong so dd nay, ban tin M dugc truyén di bao mat st dung mat ma khoa bi mat voi
khoa 1a K. Khoa bi mat K dugc ma hoa bﬁng hé mét khoa cong khai tor A dén B (str dung
khoa cong khai va bi mat cia B).

Viéc ma hoa ban tin béng mat mi khoa bi mat s& c6 vu diém téc d6 ma hoa nhanh, hiéu
qua cao, con viéc truyén khoa sir dung mat ma khoa cong khai 1a dé thay thé kénh an toan tiét
kiém chi phi.

BAI TAP CHUONG 3

Bai 3.1: St dung thuat toan Euclide mé rong dé tim wdc chung Ién nhat cia hai sd
a=1573, b=308.

Bai 3.2: Hay tinh 3 mod 23 bang cach dung thuat toan nhin va binh phuong c6 lap.
Bai 3.3: Hay tinh céc can bac hai ctia 12mod37 .

Bai 3.4: Tim tat ca cic phan tir nguyén thuy ctia nhom nhéan ZT9 .

Bai 3.5: Tim phan tir nghich dao cua 3 trong Z;l .

Bai 3.6: V61 m,n,s e N va p, 1a cac s6 nguyén t0. Hiy chimg minh cac tinh chét sau cta
ham Phi-Euler

2) (p(p“‘)=ps(1—1%j-

b) go(m,n):(p(m)go(n) néu UCLN (m,n)zl.

1 1
c) (o(n ) =m (1 ——J...[l ——j trong d6 m = p{'...p;" 1a phan tich cia m thanh tich
P p,

ctia thira s6 nguyén t6.
Bai 3.7: Hay tinh ¢(490) va ¢(768).

Bai 3.8: Giai hé phuong trinh dong du sau:

5x =20mod 6
6x = 6mod>5
4dx = Smod77

Bai 3.9: Hiy dung thuat toan Euclide m& rong dé tinh cac phan tir nghich déo sau:
a) 17 'mod 101
b) 357 ' mod 1234
¢) 3125 mod9987

Bai 3.10: Ta nghién ctru mot s6 tinh chit cua cac phan tir nguyén thuy:
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a) 97 1a mot s6 nguyén t6. Hay ching minh rang x # 01a mot phan tr nguyén thuy
theo modulo 97 khi va chi khi:

x> #1mod97 va x* #1mod97
b) Hay dung phuong phap nay dé tim phan tir nguyén thuy nhoé nhét theo modulo 97.
¢) Gia st p 1a mot s6 nguyén té va p —1 co phén tich ra luy thira ciia cac nguyén t6

sau:

p-1=]1pf
i=l

O day p,; la cac s6 nguyén t6 khac nhau. Hay ching to rang x # 0 1a mot phan tir

,1)

nguyén thuy theo modulo p khi va chi khi x”™" % 1modp véi 1<i <n .

Bai 3.11: Cho ¢ , biét @ =2 14 phan tir nguyén thuy cua ¢ |,. Hay:
a) Tim tat ca cac phan tir nguyén thuy cia ¢ ’;3
b) Giai bai toan logarit ro1 rac: Tim log,y voi a la phan tir nguyén thuy, y € ¢ ’;3
¢) Tim céc thing du bac 2 cta ¢ |,
Bai 3.12: Giai bai 3.11 trong cac truong hop sau:
a) ¢, biét & =2 1a phén tr nguyén thuy cua ¢ jg .
b) ¢ ;s biét & =5 1a phan tir nguyén thuy cua ¢ *23.
¢) ¢ 5, biét @ =2 1a phan tir nguyén thuy ctia ¢ 5, .

Bai 3.13: Tinh khoa chung trong thu tuc thoa thuan khoa Diftie — Hellman véi cac truong hop
sau: (v6i p -nguyén td, e 1a phan tir nguyén thiy).

a)p=lla=7€Z],.
by p=17,a=6€Z,,.
) p=19a=10eZ,.
dyp=23,a=11eZ,.
e) p=29a=8€Z,.

Bai 3.14: Hay xay dung h¢ mat Omura-Massey dé thuc hién viée truyén khod bi mat &£ tir A
dén B:

- Tinh s cac truong hop cod thé lua chon tham sb cua hé

- Lay 1 vi du v6i khoa duoc chon boi A la k =5
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Véi cac truong hop sau: p =11,13,17,19,23,29
Bai 3.15: Hay xay dung hé mat ElGamal véi mdi trudng hop sau va thuc hién ma hoa ban tin
M =7.(p nguyéntd, @ 1aphan tir nguyén thiy)

a)yp=1L,a=8 b) p=13,a=11

co)p=17,aa=10 d)p=23,a=14

e) p=29a=10 Hp=3La=12

Bai 3.16: Vi du vé hé¢ mat RSA. Cho p =7 vaq=17.
a) Tinh n .
b) Cho e (s6 mii mi hod) bang 5. Hay tinh s6 mii gidi ma d .

¢) Hiy ma hoa va giai mi cho cac s6 49 va 12.

Bai 3.17: Nguoi ta biét ré“lng dbi voi hé mat RSA, tdp cac ban rod béng tdp cac ban ma. Tuy
nhién ban c¢6 cho rang mot s6 gia tri trong khong gian thong béo (ban rd) 1a khong mong
mudn?
Bai 3.18: Tim n va sb mii giai ma d ciia moi hé mat RSA c6 tham s6 dudi day va ma hoa
ban tin M =5 v&i mdi trudng hop tuong tmg:

a) p=13,g=17,e=11

b) p=19,g =17, =149

c)p=19,g =23, =85

d) p=23,g=29,e=123

Bai 3.19: Trong h¢ mat Rabin, gia st p =199,q =211.
a) Xac dinh 4 can bac hai cua Imodn , trong d6 n = pq .
b) Tinh ban ma cua 32767.
¢) Xac dinh 4 ban giai ma c6 thé cia ban ma trén.
Bai 3.20: Xét truong hop don gian ctia hé mat Merkle-Hellman sir dung phép hoan hoan vi
déng nhat. Gia st day siéu ting dugc chon 1a (2, 3. 6, 13, 27, 52) gi4 tri ngau nhién w duoc
chon 1a 31, modulo M duogc chon 1a 105.
a) Hay xac dinh khoa bi mat.
b) Ban tin ¢ dang nhi phéan c6 dang 011000 _110101_101110.
Hay tinh ban mi va hiy giai ma dé tim lai ban tin ban dau.
Bai 3.21: Pay 1a mot vi du vé hé mat ElGamal ap dung trong GF (33). Pa thie x> +x2 +1
1a mot da thirc bat kha quy trén Z, [x] vaboivay Z, [x ]/(x3 +x° 4+ 1) chinh 1a GF (33) .Ta

c6 thé gin 26 chit cai ciia bang chit cai tiéng Anh véi 26 phan tir khac khong cia truong va
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nhu vy c6 thé ma hoa mot vin ban thong thuong theo cach truyén théng. Ta s& diung thir tu
theo tir dién cua cac da thirc khac khong dé thiét 1ap su tuong tng.

A1 B o2 C ox

Do x+1 Eox+2 F o2

G < 2x +1 H <> 2x +2 I &x°

J ox’+1 K <x*+2 L <x®+x
M o x?+x+1 N ox*+x+2 O >x*+2x
P ox’+2x+1 O ox*+2x+2 R & 2x’

S o2+l T < 2x°+2 U 2x° +x
V 27 +x +1 W o 2x" +x+2 X &2 +2x
Y &2 +2x +1 Z P +20+2

Gia sir Bob dung @ =x va a = 11 trong hé mat ElGamal, khi d6 a“ =x + 2. Hay chi ra
cach ma Bob s¢€ gidi ma cho ban ma sau:
(K, H) (P,X) (N.K) (H,R) (T, F) (V,Y) (E.H) (F, A) (T, W) (J,D) (V,J).

Bai 3.22: Ma BCH (15, 7, 5) c6 ma tran kiém tra sau:

1 0001 001 1O0T1O0T1T11
01 o0o01T1O01®0O11T1T1T®O0F®O0
001001 101011T1T1F®@0
H:O()OlOO]lOlOllll
1 0001 10O0O0T1TT1TUO0O0O01
0001 1O0O0O0OT1TT1TUO0O0O0TI1
001 100O01T1O0O01T1T1F®O
111101 1T1TT1SQO0OT1T1T1:1

Hay giai mé cho cac vecto nhan dugc sau bang phuong phap giai mi theo syndrom:
a)r=(1, ;, o0, 0, 0o, 0,0 O, O, O, O, O, O, 0O, O, 0)

b)r:(la 1, 0) l) la 17 l) 09 13 07 l’ 1’ 0’ 0’ 0)
c)r=(1, o, 1, o, 1, 0, O, 1, O, 1, 1, 0, O, O, 0)
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CHUONG 5. CAC THU TUC VA CAC CHU Y TRONG THUC
TE KHI SUDUNG MA HOA

Trong cac chuong 3 va 4 ta da xem xét cac vi du vé cac hé théng mat ma duoc coi la
mat. C6 hang trdm phuong phap ma hoa khac nhau ngoai DES va RSA 1a hai h¢ mat khoa
cong khai va khoa bi mat dugc thira nhan rong rai nhat trong thuc té.

Tuy nhién chi don gian 1a c6 va sit dung mot hé mat manh 1a chua du dé dam bao moi
giao dich sir dung h¢é¢ mat d6 dugc dam bao an toan. Coé nhiing cach thic dung hoac khéng
dung khi str dung cac phuong phap ma hoa. Hon nita cac thuat toan nay c6 thé duoc dung dé
giai quyét cac vin dé ma bi mat hodc xac thyc chi 1a mot phan ciia no. Trong chuong nay ta s&
nghién ciru va danh gia cac k¥ thuat sir dung ma hoa dé thiét 1ap mot kénh lién lac mat giira
hai nguoi ding. Ta ciing khai thac cc cach thich hop dé sir dung ma hoa

5.1. CAC THU TUC: HANH VI CO THU TU

Céc hé thong ma hoa 1a mot cong cu quan trong trong an toan may tinh, ching cho phép
ban phat thong tin ¢ dang dugc che ddu. Chiing dwoc dung dé phat cac tai liéu va sb lidu trén
mot kénh cé thé bi thu chin. Bang cach sir dung cac quy ude duoe thiét 1ap giira hai bén véi
hé mat c6 thé duge dung cho nhiing muc dich khac vai viéc lién lac an toan. Cac quy udc nay
duoc goi la cac thu tuc, ching sé la chu dé cua phﬁn sau:

5.1.1. Dinh nghia thi tuc

Mot tha tuc 1a mét ddy cac budc co thir ty ma hai bén (hoac nhiéu hon) phai thuc hién
dé hoan tat mot cong vigc nao do. Cac bén st dung thu tuc phai nhét tri hoan tat thu tuc trude
khi dung n6. Thir fir ctia cac bude ciing quan trong nhur hoat dong ctia mdi budc. Ngudi ta sir
dung céc tha tuc dé didu chinh hanh vi va quyén loi chung.

Str dung dién thoai la mot vi du don gian ctia mét tha tuc. Nguoi quay s6 s& nghe ca am
chuong va tiéng nhéc may khi két ndi dugc thiét lap. Trong thuc té, thu tuc & day l1a nguoi
nhan sé& ndi trude (chang han “xin chao”, hodc “t6i nghe day”). Ngudi ta s& tra 10i bing mot
101 chao gidi thidu ban than. Hai bén sau d6 s& 1an luot trao ddi. Khong co thu tuc nay ca hai
bén c6 thé noi cung mot luc khi két ndi dugc thiét l1ap va khong mét ai co thé nghe dugc
nguoi khac.

Twong tuy nhu vi du trén ta co thé thdy ring mot thu tuc tdt s& co cac dic tinh sau:

- Puoc thiét 1ap trude : Thi tyc dugc thiét ké hoan chinh trude khi nd
duoc st dung.

- C6 su thong nhét chung : M6t thanh vién nhét tri tuan thi cac bude trong
thu tuc theo thir tu.

- Khong nhép nhang : Khong mot ai ¢6 thé thuc hién sai mot bude do
khong hiéu no.
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- Hoan chinh : P61 véi moi tinh hudng c¢6 thé xay ra déu phai co
mot hanh dongduge mo ta trude can thyc hién.

Céc thu tuc cling dugc dung trong lién lac gilta may tinh voi may tinh. Mot may tinh
can phai biét khi ndo “ndi” va “nghe” véi may dang lién lac voi n va liéu né da nhan du
thong tin chua... Hién nhién 13 ca hai may tinh phai tuan theo cliing mot thu tuc.

5.1.2. Cac loai thu tuc

Céc nhiém vu nhat dinh, chéng han nhu thoa thuan hop déng, béu cir, phan phéi thong
tin va tham chi 1a choi bai déu 1a cac hoat dong cua con nguoi. Tuy nhién nhiéu nhiém vu
kiéu nay phu thudc vao ngudi lam ching dé dam bao vi cong bang. Liéu ban c6 tin vao mot
ngudi ndi rang anh ta s& xoc cac quan bai ma khong nhin vao chiing va dwa cho ban? Liéu ban
0 tin vao mot ngudi néu ban khong quen biét va néu sb tién dit cuoc cao?

Xa hoi hién dai doi hoi viéc st dung may tinh va lién lac nhu nhiing cong cu thuong
mai. Nhiéu ngudi st dung may tinh khong c6 sy quen biét ca nhan ddi véi nguoi quan 1y va
nhitng nguoi st dung khac trong hé thong. Trong nhiéu truong hop viée lién lac may tinh
duogc thuc hién trén nhiing khoang cach 16n. Do tinh v6 danh va do khoang cach nguoi dung
s& khong tin vao cac nha quan 1y va nhitng ngudiding khac trong hé thong. Dé sir dung may
tinh mot cach hiéu qua ta phai phat trién cac thi tuc ma nho chiing hai ngudi da nghi c6 thé
giao tiép v6i nhau va tin vao su cong bang.

Hon nita dé diéu chinh hanh vi, cac thu tuc con phuc vu cho mét muc dich rat quan
trong khac 1a cac thu tuc phai tach qua trinh hoan tat mot nhiém vu khoi co ché thuc thi no.
Mot thir tuc s& chi xac dinh cac quy tic cta hanh vi. Bang cach nay ta c¢6 thé kiém tra mot thu
tuc dé tin rang n6 dat két qua mong mudn. Ta s& kiém tra tinh dung dén cta qua trinh & mirc
cao.

Sau khi da tin vao tinh ding dén cua thiét ké ta co thé 4p dung thu tuc biang cach ding
mot co ché nao d6 (tire 1a dung mot ngdn ngir riéng nao d6 hodc mot hé thdng ma hoa). Ap
dung phai tach khoi thiét ké. Boi vy ta chi can kiém tra rang co ché s& phai anh thiét ké ding
dén, ta khong can kiém tra lai ring Gmg dung sé& giai quyét van dé ma thu tuc duoc thiét ké cho
n6. Hon nita, sau ndy ta c6 thé thay doi tmg dung ma khong anh hudng toi thiét ké. Viée tach
10i thiét ké khoi cac ing dung 1a mot uu diém quan trong trong viée dung cac thi tyc.

5.1.3. Céc thi tuc cé trong tai

Trong tai & mdt bén tht ba v6 tu duogc tin cdy dé hoan tat mot giao dich gilia hai bén
khong tin cay nhau. Néu ban ban mot chiée xe cho mot ngudi la va anh ta dua cho ban mét
tam séc thi ban khong ¢ cach nao dé biét rang tAm séc nay co gia tri khong. Ban mubn gii
tam séc ndy va giit xe lai trong it ngy cho t6i khi ban tin chic rang séc khong c6 van dé gi.
Mot nguoi mua da nghi s& khong chiu nhu vy vi ban lai ¢ ca xe va séc va biét dau ban c6
thé chudn khoi thanh phd véi ching?

Giai phap ¢ day la sit dung mot bén thir ba dugc tin nhiém chéng han mot chii nha bang
hodac mot luat su lam trong tai. Ban trao chiing nhan s& hitu xe va chia khoa xe cho trong tai
va ngudi mua xe dua séc cho trong tai. Ban c6 mot sy dong y tay ba vao thoi diém séc duoc
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xac nhén. Trong tai s€ gui séc vao tai khoan cua ban. Néu trong mot thoi han xac dinh séc
duoc xac nhan thi trong tai s€ chuyén xe cua ban cho ngudi mua. Néu séc khong dugc xac
nhan thi trong tai s€ trd xe vé cho ban. Trong mdt tha tuc may tinh, trong tai [a mdt bén tha ba
tin cdy da dam bao su cong bﬁng. Trong tai co thé 1a mot nguoi, mot chuong trinh hodc mot
may tinh. Vi du trong mdt mang, trong tai co thé 12 mot chuong trinh chay trén mgt may trong
mang. Chuong trinh s& nhan va gui cac thong bao giita cac ngudi dung. Ngudi ding tin rang
khi trong tai giri toi mot thong bao ndi ring nd t6i tir A thi thong bao thuc su duge giri tir
nguoi dung A. Khai niém trong tai 1a mot khai niém co ban ddi voi loai thi tuc an toan duoc
goi 1a thu tuc c6 trong tai.

Céc thu tyuc may tinh c6 trong tai c6 mdt s6 nhugc diem:

- Hai bén khong c6 kha nang tim mot bén thir ba v tu ma ca hai déu tin tuong. Nhing
ngudi dung da nghi c6 1y khi ho khong tin vao mot trong tai khong duoc biét trén mang.

- Viéc duy tri hoat dong cuia trong tai s€ lam tang chi phi cho nhiing nguoi sit dung hodc
mang chi phi ndy c6 thé rat 16n.

- Trong tai s€ gay nén thoi gian giit chadm khi lién lac vi bén thu ba phai thu, xem xét va
roi mé&i gui di d6i véi mdi giao dich.

- Neéu dich vy trong tai dugc dung qua nang né thi né co thé tré thanh mot “nit co chai ”
trong mang vi nhieu nguoi dung déu muon c6 trong tai riéng

- Tinh bi mat trd nén d& bi ton thuong vi trong tai phai truy nhap ti nhiéu théng tin nhay
cam.

Vi nhiing 1y do trén ma ngudi ta thudng tranh ding thi tuc nay néu cé thé.

5.1.4. Céac thi tuc cé phan xét

Tuong tu nhu trong tai 14 ¥ tuong st dung quan toa. Quan toa 1a mot bén thir ba co thé
phan xét liéu mot giao dich c6 dugc thuc hién mot cach cong béng hay khong. Vi du cong
ching vién 1a mdt bén thir ba vo tu dugc tin cdy sé chung thuc rﬁng mot tai liu da duoc ky
mot cach tw nguyén va xac nhan rang anh ta c6 day du 1y do dé xac dinh ring ngudi ky 1a c6
thaim quyén. Chit ky ctia cong chimg vién thudng can thiét d6i v6i nhimng tu liéu hop 1&6 ma
tinh x4c thuc clia nd sau niy c6 thé bi nghi ngd. Cong chimg vién khong thém mot ty gi vao
giao dich ngoai viéc 1a mot nguoi 1am chimg - mot ngudi sau ndy c¢6 thé kiém tra khi ¢é su
nghi ngo.

Mot s6 thu tuc méy tinh str dung mét kiéu twong tu cong chimg vién dé xay dung bang
ching cong bang. V&i mot thu tuc c6 kha ning phan xét, sd liéu da 1a can thiét dé bén thir ba
vo tu phan xét dugc tinh cong bang dua trén bang chimg. Bén thir ba khong chi c6 thé xac
dinh liéu hai bén tranh chap c6 sir sy dung khong (tc 12 nam trong cac quy tic ciia thu tuc)
ma con c6 thé xac dinh dugce ai la nguoi gian lan.

Céc thu tuc c6 phan xét s€ xoay quanh cac dich vu cua bén thur ba chi trong truong hop
c6 tranh chap. Boi vay cac thu tuc nay co chi phi thip hon cac tha tuc ¢é trong tai. Tuy nhién
ching chi xac dinh dugc sai sot sau khi sai sot xay ra.
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5.1.5. Cac thi tuc tw rang bugc

Mot th tyuc ty rang budc 1a mot thu tuc dam bao su cong bang. Néu mot bén nao dé cb
ging gian lan thi diéu nay phai dugc ben kia thay rd. Khong can bat cr mot ngudi ngoai nao
dé dam bao su cong béng. Hién nhién 1a cac thu tuc tu rang budc dugc uu thich hon ca. Tuy
nhién, khong c6 mét thu tuc tu rang bude ddi v&i moi tinh huéng.

Nhu vay c6 ba mirc céc thu tuc:

—  Cdc thii tuc c6 trong tai trong d6 mot bén thir ba tin cy s& tham gia vao mdi giao dich
dé dam bao rang ca hai bén déu st sy dung dan.

—  Cdc thii tuc ¢6 sw phdn xét trong d6 mot bén thir ba c6 thé phan xét liéu ca hai bén co
sir sy dung dan hay khong va néu khong thi bén nao 13 gian 1an.

—  Cdc thu tuc tw rang bugc trong d6 nhitng muu toan gian 1an cua mdt bén nao do6 s€ bi
bén khac hién.
Céc loai thu tuc nay dugc mo ta ¢ hinh 5.1.

!
N |n| / Trongtai\ lil .

a) Céc thu tuc c6 trong tai

A da choi dep

w B > .
I 4 Quan toa

Béng chimg Bing ching

b) Céc thu tuc c6 phan xét
A dang gian lan

(]
:IIIB

¢) Céac thu tuc rang budc

>
==
A

Hinh 5.1. Céc loai tha tuc
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Sau day ta s€ huéng moi quan tdm vao viéc st dung cac thu tuc dé gidi quyét cac bai
toan trong an toan mang may tinh.

5.2. CAC THU TUC PE GIAI QUYET CAC VAN DE

Bay gio ta s& nghién ciru viée sir dung cac tha tuc trén nhing bai toan thuc té. RS rang
1a khi hai nguoi tiép xuc tryc tiép ho s& lam khac véi khi c6 mot may tinh giita ho. Mic du ¢o
thé c6 nhitng khac biét vé quan diém nhung chiing t6i van muén dua ra nhitng thu tuc cho mot
moi truong ty dong ma nhd nd con ngudi co thé tién hanh cac cong viéc hang ngay nhu ky
céc hop dong, chi tra cic hoa don, bo phiéu bau ciing an toan nhu cac giao tiép gitta ngudi véi
ngudi. Ta ciing nghién ciru mot s6 van dé ma cé cac tha tuc an toan cho chung.

5.2.1. Phéan phoi khoa

Thay d6i khoa md hoa la mot van dé quan trong nhung khong d&. Co6 thé thiy rang
thAm mi s& cang c6 co may thanh cong néu c6 cang nhiéu ban ma. Ban ma tir cac khoa khac
nhau c6 thé giup cho viéc xac dinh ciu tric ciia mot thuat toan bi mat hodc cac khoa bi mat
nhung ban ma tir cling “mot khod” lai gitip cho viéc tim gia tri ctia khod. Nhu véy, trén thuc té
can thay d6i khoa mot cach dinh ky dé dam bao luong ban ma tao tir mot khoa bat ky khong
gitip ich dang ké cho tham ma.

Tuy nhién ta hdy xem xét mot viéc st dung ma hod cho cac chit ky s6 trén cac hop
dong. Néu ban dua ra hogc thu nhan mot hop dong da duoc ky bang chit ky s6 thi ban mudn
giit hop dong 1am bang ching cho téi khi moi tranh chap c6 thé c6 da duoc giai quyét . Picu
nay co thé 1a phai nhiéu nim sau khi hop dong da duogc thuc hién . Nguoi giri va ngudi nhan
can phai giit moi khod can thiét dé kiém ching gia tri cac chit ky cua hop dong. Néu ngudi
giri thay ddi cac khoa méd hoa hang ngay hodc tham chi 1a hang thang thi van phai luu  giit
hang trdm hodc hang nghin khoa. Va nhiing khod nay phai dugc luu gitt mot cach an toan.
Diéu nay cho thdy khong nén thay ddi khoa thudng xuyén hon muc can thiét. Mat khac, néu
mot khoa bi mat hode bi 16 thi cang dung it khoa nguy co nay cang it. Béi vy viéc chon mot
tan suat thay d6i khoa thich hop khong phai 1a mot cong viéc dé dang.

Mot s thi tuc da duoe phat trién cho viée phan phdi khoa. Cac thu tuc nay phu thude
vao muc d¢ chia s¢ thong tin gilta nguoi guri va ngudi nhan.

5.2.1.1. Trao déi khod déi xieng khéong cé Server (mdy chii)

Gia sir rang hai ngudi st dung déu c6 mot ban sao ciia khoa ma hoa dbi xtmg (bi mat) K
ma chi ¢6 ho biét. Khi luong thong bao khong 16n 1dm hodc néu khong cé nguy co xam nhap
dang ké thi ho c6 thé dung K dé trao d6i cac thong bao.

Tuy nhién néu hai ngudi mudn an toan hon ho c¢6 thé dong ¥ thay doi khod thuong ky
tham chi 1a dung kho4 khac nhau d6i voi mdi thong bao. Dé lam duogc didu nay mot trong hai
ngudi c6 thé tao mot khoa mai (duge goi 1a Knew) rdi ma hoa nd bang K va giri £ (Knew, K)
téi nguoi con lai. Trong mot s6 hé mat K duoc goi 1a khoa chi hay ma hoa khoa va Knew
duogc goi 1a khod phién hay khéa luu chuyén.
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Nhugc diém cua phuong phap nay 1a hai nguoi ding phai cing chia sé mot khoa duy
nhat ctia ho. Cac cip ngudi dung khoa ciing can cac khod duy nhat va noi chung n nguoi
dung phai can t6i n(n +1)/2 khoa.

5.2.1.2. Trao doi khod doi xieng cé Server

Mot phuong phap khéc 1a sir dung dich vu phan phdi khoa trong tdm cho 2 nguoi dung.
O thi1 tyc nay s6 khoa s& giam nhung tinh mém déo cua giai phap ciing giam di mot mic nao
do.

Gia str Pablo va Roné muén c6 mot khoa bi mat ding dé trao ddi cac thong bao nhung
ho khong c6 khoa chung. Tuy nhién ta ciing coi rang c6 mot kho chira khoa trung tdm sao cho
Pablo va kho nay c6 mot khoa chung K, , Roné va kho c¢6 m¢t khoa chung khac K, . Nhu
da néu trong [8], trudc tién Pablo s& gui toi kho (P,R,/,) bao danh tinh ciia minh (P),
danh tinh ctia ngudi nhan (R) va mot dinh danh 7, dé dénh diu két qud, kho s& giii tro lai
thong tin ctia Pablo (gia sir ring Pablo co thé giri nhiéu yéu cau t6i kho va cin mot dinh danh
dé phén biét) va dé tranh cac tdn cong theo kiéu phat lai (cac tAn cong dang niy c6 thé budc
Pablo va Roné dung lai kho4 truc). Thong tin nay khong cin phai ma hoa vi:

— Néu thong bao duoc doc boi mot ngudi ngoai (Chang han Octavia) thi viée biét
rang Pablo va Roné muén trao doi thong bao riéng ciing chang gay ton hai gi.

— Néu thong bao bi thu chin va bi stra doi thi truong hop xau nhat co thé xay ra la
yéu ciu s& bi thay dbi tir yéu cau Pablo/ Roné sang yéu cau Pablo/ Octavia, vi vy
su thay ddi nay s& dugc phat hién ngay ¢ budc sau.

— Néu thong bio bi Octavia thu chan va khong phét di thi Pablo s& nhan thiy khong
c6 tra 10i va sé co hanh dong dbi pho.

- Néu thong bao bi Octavia thu chan va gia mao tao mdt cau tra 101 thi Pablo s& nhan
thdy rang cau tra 1oi khong dugc ma hoa dung ¢ budc tiép.

Trung tim phéan phdi khoa s& tao mot khoa ma hoa méi cho Pablo va Roné dé sir dung

(ta goila K ,, ). Trung tdm phan phéi s& giri cho Pablo.

E((1p R K o E (K P )oK 1)K 5 ) (5.1)
— Trong phan giao dich nay Pablo s& nhan 4 tin sau dugc ma hoa bang K Pt
— Dbinh danh théng bao 7/, .
— Tinh danh cua Roné R .
— Khoaliénlac K, .

— Mot x4u bao gdm tinh danh ciia anh ta va ciing khoa d6 dugc ma bang khoa cia

trung tAm phan phdi chung voi Roné, E ((KPR P ),KR ) .
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Pablo khong thé giai ma thong tin cudi cing ndy nhung anh ta c6 thé gii n6 cho Roné.
Mot 1an nira, cac tdn cong ctia Octavia ciing khong thanh cong vi:

— Néu Octavia thay R bang O trong thong bao gdc ciia Pablo dé thay doi tinh danh
ctia minh vao vi tri cia Roné thi trong tra 10i tir trung tdm phéan phi Pablo s& nhan
thdy rang tinh danh ctia Roné da bi thay d6i thanh tinh danh cta Octavia.

— Néu Octavia thay P bang O trong thong bao gdc ciia Pablo dé thay tinh danh cia
minh vao bi tri tinh danh cta Pablo. Khi d6 Octavia (chit khong phai 1a Pablo) s€
thu dugc tra 16i, con vé phan minh Roné sé& xac dinh rang Octavia (chir khong phai
1a Pablo) 1a ngudi mudn lién lac véi minh (qua thong bao duoc mi bang khoa chi
c6 trung tAm phan phdi va Roné duoc biét).

— Néu Octavia thu chin thong bao tir trung tdm phan phdi thi toan b théng baod
duoc ma bang khoa Kp nén Octavia khong thé biét dugc va ciing khong thé thay
d6i n6é mét cach logic.

PR

Cubi cung Pablo s& giri cho Roné E ((K P ),K 2 ), khoa duoc xac nhan va dugc ky

boi trung tAm phan phdi 1a khoa dung dé lién lac v&i Pablo. Thu tuc nay dugc chi ra trén hinh
5.2.

Trung tam
phan phoi

(1) Hay trao cho toi
khoa dé lién lac véi

(2) bay la khoa cho Ro né

ban va mot ban sao
cho Ro né

(] v (]

w (3) Rong, trung tAm phén phdi da cho t6i khod nay w
dung dé lién lac giita hai ta

Hinh 5.2. Phéan phdi khoa qua trung tim phan phdi khoa

Thi tuc dugc dua ra & day doi hoi phai luén co trung tdm phan phdi khoa. Viéc thém
vao trung tdm nay c6 thé gay ra hién tugng tic nghén (do nhiéu ngudi yéu cau khoa), né ciing
1a mdt muc tiéu rat hﬁp dan dé qua mat tai sao Octavia lai phai mat thoi gian dé thu chin va
thay ddi céc thong bao riéng néu nhu ¢6 ta c6 thé qua mat, gid mao hoac lam mét hiéu luc cua
trung tAm phan phdi.

Tuy nhién so @6 nay t6t khi mo rong vi khi thém mot nguoi dung méi chi can thém mot
khoa chung voi trung tAm phan phdi khoa. Hon nita, nguoi dung c6 thé thay d6i khoa thuong
xuyén theo mong mudn bang cach dua ra yéu cau khoa méi cho trung tim phan phdi. Thii tuc
nay ciing thich hop khi Pablo va Roné khong can trao di lién lac trudc néu ho da duoc ghi
nhan & trung tim phan phdi.
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5.2.1.3. Trao déi khod khéng doi xieng khéong cé Server

St dung ma hoa khong ddi ximg (khoa cong khai) s& lam giam nhu ciu ddi voi cac
khoa riéng va ciing khong 1am giam kha ning d& bi tdn cong ciia kho chira trung tim. Gi sir
Pablo va Roné mudn trao d6i mot thong bao, mdi nguoi déu c6 mot cip khoa riéng va khoa
cong khai va mdi nguoi déu c6 thé truy nhap dugc vao khoa cong khai ctia nguoi khac. Ta ky
hi¢u céc khoa réng va khoa cong khai cua Pablo 1a £, va D, , cac khoa tuong ing nay cua

Ronéla E, va D, .

Pablo c6 thé giri tryuc tiép E » (M) t61 Roné. Tuy nhién cac thuat todan ma hoa cong khai
dién hinh thyc hién chdm hon hén so véi cac thuat toan ma hoa ddi xtimg (thuong kém t&i mot
vai bac). Béi vay, trong khi ban than viéc ma hoa la mt ganh nang dbi véi tde d6 lién lac thi
mi hoa kho4 cong khai lai 1a mot ganh ning t6i mirc khong thé chap nhan dugce. Vi Iy do do,
Pablo va Roné c6 thé khong mudn sir dung thuat toan khoa cong khai dé bao vé tong thé qua
trinh lién lac.

Pablo c6 thé chon mot khoa ma hoa K »p Cua mot thudt toan dbi xtmg S dé sir dung véi
Roné. néu Pablo gt £, (K ,,) t6i Roné thi chi c6 Roné méi c6 thé doc duge né vi chi co
Roné méi c6 khod riéng D, dé giai ra khod. Hon nira viéc st dung mi hoa khoa cong khai
cho cong viéc nay chi trong mot thoi gian ngan khong anh huong nhiéu t6i viée sir dung céc
tai nguyén tinh toan. Tuy nhién Roné khong thé dam bao dugc rang khod nay thuc sy t6i tir
Pablo ngay ca khi anh ta giii £, (P.K,,). Nhimg thong bdo nay c6 thé bi gia mao boi
Octavia.

Pablo c6 thé giri £, (D, (K, )) t6i Roné. Chi c6 Roné méi chi c6 thé gidi ma dugc 16p
ngoai, bdi vay Roné dugc dam bao vé tinh bi mat cta thong bao. Tuong tu, chi c6 Pablo méi
c6 thé ap dung ma hoa 16p trong (DP ( )), do d6 Roné dugce dam bao vé tinh xac thyc cua né.
Boi vy thong bao nay s& chuyén mot khoa xac thyc va tin cdy.

Tuy nhién bang viéc trao d6i khoa d6i xing hai bén ciing trao d6i mot thong bao kiém
tra dé chung to rang mdi bén di nhan ding mot khoa méi (tirc 1a khong phai mot khoa duoc
dung lai). Sau khi thu khoa ciia Pablo, Roné phai giit mot sé ngau nhién da ma n , Pablo s&
giai md s6 nay va dé ching to rang minh d lam viéc d6 anh ta s& gui tra lai ban ma cua sb
(n +1). Thu tuc nay dugc mo ta trén hinh 5.3.

Thu tuc nay tra 161 cho cau hdi Pablo va Roné phai lam thé nao dé nhan dugc cac khoa

cong khai cua nhau mot cach bi mét. Ta s€ xét cau tra 101 nay trong truong hop co trung tam
phan phbi khoa.
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(D) Ey(D,(K))
° Pablo gtri khoa méi duge dam [ ]
bao bi mat va xac thuc

@ S.K)

<

Roné giri 0 ngau nhién dugc ma hoa

Roné
Pablo 3) Sn+1LK)

Pablo tra 101

v

Hinh 5.3. Tha tyc trao dbi khoa déi ximg

5.2.1.4. Trao doi khod khéng doi xieng cé Server

Thi tuc nay 1 sy mé rong truc tiép ciia thi tuc sir dung trung tim phan phdi khoa dbi
xung. Pablo s& giri mot thong bao t6i trung tAm phan phdi noi rang anh ta mudn lién lac véi
Roné (P/R). Nhu da ndi & trén, thong bdo ndy ¢ thé sir dung & dang 5. Trung tim phan
phdi sé tra 10i bang D,(E,,R) (khoa cong khai cua Roné va tinh danh cta c6 ta). Thong béo
nay duoc ma bang khoa riéng ciia trung tim phan phdi. Khong ¢ bi mat nao chira trong thong
bao niy ngoai tinh toan ven. Boi vdy, bét ctr ai ¢6 khoa cong khai cta trung tdm phan phdi
déu c6 thé doc nd nhung chi ¢ trung tdm phan phoi méi co thé tao ra dugc thong bao nay.
Pablo bay gio dd c6 khod cong khai ciia Roné va c6 thé bat dau lién lac tryc tiép voi Roné
nhung tha tuc chua két thuc. Néu Pablo giri mot thong bao bang khoa cong khai ctia Roné thi
anh ta tin rang chi c6 Roné mdi c¢6 thé doc dugc nd. Tuy nhién Roné khong co khoa dung dé
tra 10i ngay ca khi Pablo gui khoa cong khai ctia minh kém theo thong bao, Roné chang ¢6 1y
do nao dé tin rang d6 1a khod ctia Pablo chtr khong phai la cta Octavia.

Pablo sé& gui £,(P,/,) t6i Roné chua tinh danh cua anh ta va m¢t thong tin phu dung
cho thong bao tra 15i cua Roné. Bay gid Roné sé lién lac véi trung tAm phan phdi theo cach
ma Pablo di lam dé nhan duoc khoa cua anh ta. Roné gui (R,P) vanhan trd lai D, (E,,R).
Cb ta giri cho Pablo E,(I,,I,) dé cho Pablo biét rang cb ta da thu dugc thong bao cua ta, da
nhan dugc khoa cong khai cua anh ta va dang san sang lién lac. 7, bao cho Pablo biét rang
thong bao nay toi tir Roné (boi vi anh ta d giri n6 cho Roné sau khi dd ma né bang ma cong
khai ctia Roné). Pablo s& hoan tat thi tuc bang viéc giri cho Rone thong bao M va gui [ 7 dé
chtng t6 rang thong bao nay that sy 1a tir Pablo, tirc 1a nd c6 sau khi co ta da c6 khoa cong
khai ctia Pablo nhan tir trung tam. Tom lai, Pablo s& gtri cho Roné E, (M ,I,) (Thong thuong
M 1a mot khoa mé hoa dbi ximg cho ca hai nguoi sir dung. Néu khong, ho co thé tiép tuc gui
céc tinh danh I dé tiép tuc dam bao tinh xac thyc). Thua tuc nay c¢6 7 budc nhu duge mo ta trén
hinh 5.4.
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Trung tim phan phéi

(4) Xin hay trao cho
toi khoa cong khai

(1) Xin hay trao cho
toi khoa cong khai

cua Pablo (5)Payla khoa (2)DPaylakhod cua Roné
cong khai cua cong khai cua
Pablo Roné
(3) Toi la Pablo, ta n6i chuyén véi nhau nhé °

v

(6) Roné day, c6 chuyén gi vay?

A

(7) O t6i d3 quén
Hinh 5.4. Thu tyc trao d6i khoa khong ddi

Trung tdm phan phéi 1am thé nao dé c6 duge cac khoa? Trung tdm phan phdi ¢ thé
cong bd khoa cong khai cia minh mot cach rong rai va bat ky ai mudn ghi nhan vao trung tim
nay chi can dua khoa va tinh danh di dugc ma bang khoa cua trung tim. Do hiéu ning, do tin
cay va kich cé ma co thé c6 nhiéu trung tdm phan phdi. O cac budc 2 va 5, néu trung tam
phan phéi khong c6 cac khoa duoc yéu cau thi nd ¢6 thé dan xép véi cac trung tdm khac dé
thu nhan va phan phdi lai cac khoa. Ngudi dung khong can biét qua trinh thoa thuan nay. Hai
hodc nhiéu trung tdm c6 thé diing nhu b phan du phong cuia trung tam khac dé néu mot trung
tam bi qua tai hodc hong thi trung tim khéc c6 thé cung cdp cac gia tri khoa nhu vay. Ciing
nhu vay, mot khi Pablo va Roné c6 khoa cong khai cua nhau thi ho co thé tu luu trit khoa nay,
chi khi mot bén mudn thay doi khoa cong khai thi méi phai yéu cau t6i trung tim phan phdi.

Trung tdm phan phdi khoa 1a mot khau quyét dinh trong tha tuc: n6 phai hoat dong bét
ctr khi ndo c¢6 nhu cau vé khoa. Tuy nhién, cin chu ¥ 1a trung tdm phan phdi s& giri cho Roné
D,(E,,P) bao gom khod va tinh danh cta Pablo dé dam bao rang khoa nay thyc sy t6i tir
trung tAm phan phdi (boi vi day 1a két qua duoc ma hoa bang D,, 1a khoa riéng cta trung tam
phan phdi). Pablo c6 thé yéu cau khod riéng ctia minh ¢ bét cir thoi diém thich hop nao va sé
nhan duoc két qua tuong tyr tir trung tim phéan phdi. Sau d6 anh ta c6 thé chuyén cac ban sao
cua kiéu xac thuc nay dbi v6i khoa cua minh t6i bat cir ai ma anh ta mudn thiét 1ap lién lac.
Theo cach nay, tinh kha dung lién tuc ctia trung tim phan phdi khong con quan trong nita.

Cau hoi con lai 1a diéu gi lam cho ta tin rang cac khoa 1a xéc thyc, tirc 1a cac khod nay 1a
dung cua ngudi 6 tinh danh twong tng. Liéu Octavia c6 thé dua ra khoa cong khai cia minh
ma tuyén b rang d6 1a khoa cir Roné khong? Piéu can néi ¢ ddy 1a ta phai lam thé nao dé
rang budc mét cach chic chén tinh danh va khoa cong khai theo mét cach thuc su tin ciy?
Cau hoi nay duoc goi la chung thuc.

5.2.1.5. Chirng thuc

Ciing nhu moi ngudi chiing ta s& thiét 1ap su tin cdy & moi luc. Vi con nguoi ta thuong
xac dinh ho qua céc dac diém nhu giong noi, khuén mat hoac chir viét. Tuy nhién, doi khi ta
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trd 101 dién thoai va nghe théy nhiing cau dai loai: "T6i 1a dai dién ctia chinh quyén dia
phuong..." hodc "Téi thay mat to chtrc tir thién....". Tuy theo ndi dung cua cudc goi ma ta
quyét dinh lidu c6 nén tin vao nguoi goi hay phai tim mot cach kiém tra doc 1ap ching han
nhu nho canh sat kiém tra s6 may di goi dén trong danh ba dién thoai. Ta ciing c6 thé tim
kiém thong tin phu tir nguoi goi: ("C6 ta mic 40 mau gi"). Ta c6 thé hanh dong dé ngin chin
ké loi dung ("Tbi s& giri séc tryc tiép toi to chire tir thién cia ban"). Tuy nhién dbi voi nhitng
cong viée giao tiép kiéu nay ta déu c6 mot ngudng tin cdy nao do, mot mic do dé ta co thé
san 10ng tin tudng vao mot nguoi chua duoc biét.

Dbi vai lién lac dién tir ta can phai xay dung nhimg phuong phap dé hai bén thiét lap
dugc sy tin cdy ma khong phai gip gd. Trong thwong mai rat cdn nhimg tng dung nay. Cong
ty ché tao may Acorn gui téi cho cong ty thép Big mot don dat hanh 10.000 tam thép can
dugc dong hang xong trong mot tuan va s& tra tién trong vong 10 ngay. Pon dat hang duoc in
theo mau cta Acorn va dugc ky boi mot nguodi co tén 1a Helen Smudge - dai dién thuong mai.
Big c6 thé bat dau chuan bi thép. Big co thé kiém tra mire do tai khoan ciia Acorn, dé quyét
dinh xem c6 nén giri hang ma khong duoc tra tién trude hay khong. Néu nghi ngd, Big c6 thé
dién thoai cho Acorn va yéu cau néi chuyén v6i ba Smudge ¢ b phan thuong mai.

Tuy nhién thuong 14 Big s& dong hang ma khong can biét ai s& 1a ba Smudge, liéu ba ta
c6 phai 1a dai dién thuong mai khong va lidu ba ta c6 tham quyén dé dat nhitng hop dong co
tam ¢& nhu vay hay khong. Doi khi nhiing giao dich kiéu nay duoe thyuc hién qua Fax nén Big
tham chi ciing khong c6 ca chir ky gdc trén tai liéu. Cac giao dich kiéu nay thuong xuyén xay
ra. O day sy tin cay dugc dua trén tinh xac thyc (khuén dang ban in, chir ky), thong tin phu
(bdo céo tai chinh) va mirc d6 khan cap (Acorn yéu cau c¢6 thép nhanh).

Tét ca chung ta da ting cho ban bé vay mot thir gi d6. Gia st ban gap 6 mot bira tiéc
mot nguoi noi réng cO ta la ban cuia mot nguoi ban va c6 ta yéu cau ban vay tién. Ban trao d6i
vGi ¢ ta mot sd chi tiét va ban co thé hai long biét rang c6 ta c6 biét doi chut vé ngudi ban
nay. Dua trén moi quan hé d6 ban c6 thé quyét dinh cho co ta vay tién. Su tin tuong & day 1a
dua vao vé ngoai dang tin cdy cia cd ta va su quen biét ctia ¢o ta véi ngudi ban ciia ban. Cau
chuyén tuong tu co thé tiép tuc v&i mot sd nguoi ban cua mdt ngudi ban ("To6i séng canh
Anand va anh ta thuong noi vé Clara 1a nguoi lang giéng ciia anh, anh c6 biét co iy khong?").
Ban c6 thé cho mot nguoi ban cua mot ngudi ban vay tién néu ban cam théy da tin cay véi
chudi tinh ban nay. Mdi quan hé "ban cua" khong d& dang chuyén bic cau nhu vay.

Tuy nhién, trong thuc té co thé théy duoc mot s6 diéu dam bao trong cac vi duy trén.
Canh sat s& dam bao tinh xac thuc cua ngudi goi. Acorn s& dam bao rang ba Smudge 13 dai
dién thuong mai ciia ho (bang cach chuyén cudc goi téi ba ta & bo phan thuong mai) va theo
mot nghia nao do, cong ty dién thoai s& dam bao tinh xac thyc ctia bd phén canh sat hodc cua
Acorn qua danh sach cua ho trong danh ba dién thoai. Nhimg "dam bao" nay co thé duoc
duing 13 co so dé tin cdy trong cac quan hé thuong mai ma hai bén khong biét nhau.

Mot cong ty 16n co thé c6 mot vai bo phan, mdi bo phan c6 thé c6 mot sd phong, mdi
phong c6 thé c6 mot vai dé an va mdi mot dé an co thé c6 mot sé nhom tac nghiép (voi nhimg
khac biét vé tén, s6 muc va cép d6 hoan chinh cua ciu tric). Nguoi diéu hanh cao nhét c6 thé
khong biét tén va mat ciia mdi nhan vién trong cong ty nhung truong nhom tac nghiép phai
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biét tt ca cac thanh vién trong nhoém minh va lanh dao dy an phai biét tat ca cac truong nhom
tac nghiép...

Xem xét co ciu to chirc ciia mot cong ty ¢ thé cho ta thay su tin ciy dugc xdy dung ra
sa0. Gia sir Ann va Bob gip nhau. Bob néi rang anh ta ciing lam trong cong ty v&i Ann.

Trong cong ty cua ho Andrew va Betty 1a hai truong nhom tac nghi€p trong cung mot
du an ma Camilla 1a giam dbc va Annlam viéc cho Andrew, Bob lam viéc cho Betty. Cac yéu
t6 nay c6 thé giup cho Ann va Bob tin cdy nhau. (Cac quan hé vé mit t6 chic duoc chira &
hinh 5.5).

Camilla

Andrew Betty

Ann Bob

Hinh 5.5. T chirc trong mot cong ty gia dinh

Ann s& hoi Andrew: Bob 12 ai, Andrew hodc hoi Betty néu anh ta biét Betty, néu khong
anh ta s€ hoi Camilla, (Camilla hdi Betty), Betty tra 161 Bob lam vi¢c cho minh. Cau tra 161
nay sé di theo con dudng ngugc véi cac cdu hoi. Tuy nhién néu Bob nim trong tic nghiép
khac thi c6 thé can phai leo cao hon theo ciy to chiic ndy cho téi khi tim thiy diém chung.

Camilla
Dang 632a ciia Andrew
Dang 3)
632a cua \
Camilla
Dang 632a ctia Camilla
Andrew
Dang
Betty 632a cla
Betty
Bob

Ann

Hinh 5.6. Bob chuyén khoa cho Ann
Ta c6 thé st dung mot qué trinh tuong tu dé trao d6i khoa mat ma. Néu Bob va Ann
mudn lién lac, Bob co thé trao khoa cong khai ctia minh cho Betty 14 ngudi s& chuyén né cho
Camilla hoc trao tryc tiép cho Andrew - 14 ngudi trao né cho Ann. Tuy nhién cach thic trong
thuc té khong dién ra ding nhu vay, khoa phai duoc gin thém mot ghi chii ndi rang né 1a tir
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Bob ¢ dang thong tin trong danh ba dién thoai hodc ¢ dang 947 cia HO so ¢4 nhan (twong tu
nhu mau 2a/TCTW H6 so cong chirc Viét Nam). Va néu dang 947 duoc sir dung thi Betty
phai gin thém thong tin dang 632a. Camilla ciing s& gan thém mot thong tin dang 632a khéc
va cudi cing 1a Andrew ciing 1am nhu vay (Xem hinh 5.6).

Chudi cac thong tin dang 632a nay mudn noi rang "Toi 1a Betty va t6i dd nhan khoa nay
va ¢o gin kém ho so ¢4 nhan ctia mot nguoi ma toi biét 1a Bob". "T6i la Camilla va toi da
nhan khoa niy c6 gan kém hd so ¢4 nhan va trich lyc dang 632a tir mot ngudi ma toi biét 1a
Betty" va ctr nhu vay. Khi Ann nhan dugc khoa c6 ta c6 thé xem lai chudi bang chimg nay va
két luan v6i mot dam bao hop 1y 1a khoa nay thyc su da toi tir Bob. Thu tuc nay 1a mot cach
dé thu dugc mot khod cong khai ¢6 chimg thuc (két hop gitra khoa va mot tinh danh tin cay).
Mo hinh nay lam viéc tét trong mot cong ty vi luén c6 mot nguoi nao d6 1a chung dbi voi hai
nhan vién bat ky, tham chi néu hai nhan vién ndm & cac bd phén khac nhau t6i mirc ma ngudi
chung 1a Giam déc cong ty.

Tuy nhién qué trinh nay s& gip tré ngai do mdi khi Ann va Bob mudn lién lac thi ca
Ann, Andrew, Camilla, Betty va Bob déu phai tham gia. Néu Betty di cong tac hodc Andrew
bi 6m thi thi tuc s& chuyéch choac. Thi tuc nay ciing khéng 1am viée t6t néu giam dbc khong
thé 1am dugc bat cr mot viéc quan trong nao do phai mét thoi gian vao viéc tao cac biéu 632a.

Giam dbc Edward

Giam ddc bd phan Diana- Giam ddc bo phan Andrew-Giam déc bd phan

Debbi - Trudng phong Delwyn - Truong phong

Mekesh Mary
Quan 1y du 4n Quan 1y du 4n
Charles - Trudéng nhém Camilla - Truéng nhom
Andrew Betty
Truong nhom tac nghiép Trudng nhom tac nghiép
Ann - Nhan vién Bob - Nhéan vién

Hinh 5.7. CAu tric cong ty mé rong

Dé khic phuc van dé thir nhat Bob c6 thé yéu cau duoc cung cip day du cac mau biéu
632a tir giam doc xudng anh ta. Sau d6 B6 co thé trao ban sao ciia ching t6i bat ky ai trong
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cong ty can téi khoa ctia minh. Thay cho phai lam tir day t6i diém chung, Bob s& bat dau tir
dinh va nhan chudi day du cdc mau biéu cia minh. Anh ta s& nhan cac chir ky can thiét vao
bt ctr lic nao ma céc cép trén cua anh ta rdi viéc, nhu vay ho khong nhat thiét phai c6 mat
khi anh ta muén trao khod cong khai da duoc ching thuc ctia minh. Thay cho viéc bat dau tir
day (tir cac nhén viéc tac nghiép) va lam viéc dan toi dinh cia cdy (Giam ddc) ta s& bat dau tir
dinh. Nhu vay, Bob s¢ c6 mét khoa da dugc chimg thuc trude dé co thé s dung dugc khong
han ché trong tuong lai. Ta s& mé& rong cdu triic ctia cong ty gia dinh tir giam déc t6i cac mirc
(Xem hinh 5.7).

Giam ddc cong ty s& viét mot buc thu cho mdi giam dbc bd phan néi rang."Toi 1a
Edward - chu tich cong ty. T6i ching nhan cho Diana 1a giam dbc b phan 1a nguoi ma toi
biét 16 va t6i trao cho Diana quyén ching nhéan cho cac thudc cap cta minh". Tuong ty mdi
giam ddc sé sao lai thu nay va kém theo thu ctia minh... Bob s€ nhén dugc mot tap thu tir chu
tich xudng toi truong nhom tac nghiép ctia minh, mdi thu duoc két ndi theo tén toi thu tiép.
Néu mdi nhéan vién trong cong ty déu c6 mot tap thu nhu vay thi hai nhan vién bat ky mudn
trao doi cac khoa da ching thyc thi ho chi can so sanh céac tap thu nay cia nhau: ca hai tap thu
s& co it nhat mot ngudi chung 1a Edward. Ching han Bob va Ann sau khi so sanh thiy ring
céc thu nay 1 nhu nhau sau Camilla con phan con lai & bén du6i thi Bob biét ring phan cua
Ann di dugce Camilla chimg thyc vi né gidng nhu phan cia anh ta va Ann ciing biét nhu vay.
Mdi nguoi déu biét phan con lai 1a dung vi n6 duoc gin voi nhau bang mot day lién tuc cac
tén va chit ky.

Thi tuc nay vé mit dién tir ¢6 thé biéu thi dé hon trén gidy. Vi gidy to thi phai dam
bao chong gia mao nham tranh dé mot thu nao d6 trong tap thu bi thay thé va dé dam bao
rang khoa cong khai & day duoc gan két vai ddy nay. Vé mit dién tir thi toan bd cac cong viée
nay duoc 1am thong qua cac chit ky s6 va cac ham bam (hash). Co thé coi Kohnfelder 1a
nguoi du tién dua ra y tuong nay va sau d6 Merkle dd mé rong no trong bai bao cia minh va
gan day hon 1a trong chuan qude té X.509.

Khoa cong khai va tinh danh ciia nguoi ding dugc gan véi nhau thanh mot ching chi va
10i no lai duoc ky badi mot ngudi nao d6 dé ching thuc tinh ding din ciia mbi lién két nay.
Trude tién Edward chon mot ciip khoa cong khai va dat phan cong khai & noi ma moi ngudi
trong cong ty c6 thé nhan dugc né va giir lai phan bi mat ciia minh. Sau d6 mot giam ddc bo
phan (chang han Diana) s& tao cip khoa cong khai ctia minh roi dit khod cong khai trong mot
thong bao clng voi tinh danh va chuyén né mét cach an toan t6i Edward. Edward s& ky né
bang cach tao ra mot gia tri bim cua thong bao (tom luge thong bao) va rdi ma hoa thong bao
va ham bam nay bang khod riéng ctia minh. Bang cach ky thong bao nhu vay Edward s&
khang dinh rang khoa cong khai (ctia Diana) va tinh danh (ciing ctia Diana) trong thong béo la
cua cung mot ngudi. Thong bao nay dugc goi la chiing chi cia Diana. Céc truong phong cta
Diana déu tao cic théng bao bang khoa cong khai cuia ho. Diana s& ky va tom luoc (bam)
chung roi chuyén lai dong thoi gin thém vao mot ban sao chimg chi ma minh di nhan duc tir
Edward. Bang cach nay moi ngudi c6 thé kiém tra chimg chi ctia ngudi phy trach bang cach
xudt phat tir khoa cong khai da biét cua Edward dé giai ma ching chi ciia Diana nham thu
duogc khoa cong khai (va tinh danh) cua Diana va ding khoa nay dé giai ma cho chung chi cua
nguoi phu trach. Hinh 5.8 chi ra cach tao cac ching chi cho Diana va Delwyn. Qua trinh nay
clr tiép tuc nhu vay cho t6i Ann va Bob. Hinh H.5.9 ta thiy ring chimg chi ctia Bob 14 ching
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chi riéng ctia anh ta kém theo tat ca cac ching chi cac xép tir nguoi phu trach truc tiép cho t6i
ong giam ddc cong ty.

Pé tao chung chi ciia Diana Pé tao chung chi ciia Delwyn
Diana tao va chuyén téi Edward Delwyn tao va chuyén téi Diana
Tén : Diana Tén  : Delwyn
Chirc vu: Giam ddc bo phan Chuc vu: Trudng phong
Khoa cong khai: 17EF83CA.. Khoa cong khai: 3AB3882C...
Edward thém vao Diana thém vao
Tén : Diana Gia tri Tén : Delwyn Gia tri
Chirc vu: Giam ddc bo phan bam Chuc vu: Trudng phong bam
Khoa cong khai: 17EF83CA.. 128C4 Khoa cong khai: 3AB3882C... 48CFA
Edward ky bang khoa riéng ctia anh ta Diana ky bang khoa riéng cia minh

Diana gan thém chung chi ciia minh.

Day la chung chi cua Delwyn

Hinh 5.8. Cac chirng chi c6 ky

Trong vi du nay, cc chiing chi dugc dua ra theo tuyén quan 1y. Tuy nhién khong nhét
thiét phai c6 hodc tuan theo ciu trac quan ly dé sir dung viéc ky chimg thyc. Bat ¢t mot ai
dugc coi 1 c6 thim quyén déu co thé ky mot ching chi. Vi du, néu ban mubn xac dinh xem
bac mot ngudi ndo do6 coi diing 1a c6 bang dai hoc hay khong thi ban khong can gip giam doc
hodc vién truong, thay vao d6 ban chi can di toi co quan luu trir. Pé kiém tra cong vigc cua
mot ngudi ndo d6 ban phai glri tdi co quan nhan nhan sy hodc ngudi phu trach nhan su. Va dé
kiém tra xem liéu mot nguoi nao do co séng & mot dia chi x4c dinh thi ban c6 thé hoi co quan
luu trlr hanh chinh cong cong. Mot cong chiing vién s€ chitng nhén tinh hop phdp cua mdt
chtr ky trén mot tai lidu mot s6 cong ty co co quan an ninh, mot s cong ty co mot co quan
nhan su tach biét ddi véi mdi bd phan hodc méi mot nha may. Cac can bo phu trach cia bo
phan nay c6 thé ky x4c nhan cho nhitng ngudi trong pham vi quan 1y ciia ho. Cac phan cép tu
nhién ton tai trong xa hoi va cac phan cﬁp tuong tu cling co thé dugc st dung dé tao hiéu luc
cho cac chimg chi. Van dé duy nhét trong ciu tric phan cdp 14 can phai trong cdy vao miic
dinh. Toan bd chudi xac thuc 13 an toan vi mdi ching chi sé chira khéa phai ma cho ching chi
tiép sau ngoai trir mirc dinh. Trong mot cong ty viéc dit niém tin vao giam dbc 1a mot diéu
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hop ly. Tuy nhién néu cac chung chi tr¢ nén dugc s dung rong rai trong thuong mai dién ti
thi moi nguoi phai c6 kha ning trao doi cac chiing chi mt cach an toan qua cac cong ty, cac
to chuc va cac quoc gia.

@ Puogc mia bang khoa riéng cua Betty

Pugc ma bang khoa riéng ctia Camilla

Puoc ma bang khoa riéng ciia Mukesh

KhodeonsKhal 2068 A6CD:
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Puoc ma bang khoa rién gcua Delwyn B
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Puogc mia bang khoa riéng cua Diana & VIiik s Aty
AWE-vUa: N.all A\,\l_l"iil :51
Duogc mi bang khod riéng ctia Edward ~ [-Kho# ¢0ig khai: 47F0F0008 1680

Hinh 5.9. Chudi cac ching chi

Internet 1a mot tdp hop rdng 16n clia cac mang dung trong li€n lac bén ngoai cac cong
ty, cac t6 chic va quoc té (ciing nhu bén trong cac cong ty, cac to chic va mot dat nude).
Internet duoc chay (n6i mét cach chinh xac hon 1a dugc phéi hop) boi mot nhom nho duoc
goi 1a Cong dong Internet. Cong dong Internet da dé nghi rang no 1a nguoi ky cho cac ching
chi v6i khoa cong khai cho lién lach Internet. Cong dong nay sé& ky cac ching chi cho Nha
chuc trach chung thuc ctua canh sat va co quan nay lai chung thuc cho cac ching chi cho céac
co quan nha nudc, cac doanh nghiép, cac nha truong, cac td chirc khac va cho céc ca nhan.
Quan diém nay c6 1& 1a mot quan diém dung dan nhat.

Bay gio ta s& luét qua mot s6 quan diém vé phan phdi khoa tir phan phdi qua trao d6i
tryc tiép t6i phan phdi qua trung tim phdi co chimg thuc. Mdi loai déu cd wu nhuoc diém
riéng. Nhitng diém can nhé trong cac thii tuc nay (cling nhu nhitng diém khac ma ta s& nghién
cuu) la:

—  C6 nhing han ché hoat dong nao? Chang han thu tuc ¢6 cin mot phuong tién kha
dung lién tuc vi nhu trung tdm phan phdi khoa hay khong?

— €6 nhitng yéu cau tin cdy nao? Ai va nhiing thuc thé nao phai dugc tin cdy dé
hoat dong dung?
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— Co nhiing gi dé bao vé tranh khoi nhiing tryuc trac? Li€u mot ké bén ngoai cod thé
gia mao mot thuc thé nao do trong thu tuc va gay ton hai toi tinh an toan? Liéu c6
mot ké déng lod nao d6 trong thu tuc thuc hién Itra ddo ma khong bi phat hién?

— Hiéu qua cua tha tuc ra sao? Mot thu tuc yéu cau mdt so budc de thiet 1ap mot
khoa ma hoa s€ dugc st dung nhiéu lan 1a mot van dé, mot van deé khac 1a phai
qua mdt sO budc mat rat nhicu thoi gian dé c6 mét khoa stir dung mot lan.

—  Sir dung mot thii tuc c6 dé dang khong? Can chu ¥ rang do phirc tap trong cac g
dung may tinh c¢6 thé khac v6i do phirc tap trong cac mg dung thii cong. Ta s&
dua ra mot sé mé ta cho mot vai thu tuc, mot sd thu tuc s& dugce dua ra trong cac
vi du cudi chuong. Ban cin phai ghi nhd nhimg diém nay khi nghién ciru nhiing
thu tuc con lai trong chuong nay.

5.2.2. Céc chir ky s6

Ta s& nghién ctru mot tmg dung dién hinh trong may tinh thé hién mot nhu cau théng
thuong ciia con nguoi. Lénh chuyén tién tir mot nguoi nay téi mot ngudi khac. Vé can ban
day 1a mot dang séc dd dugc may tinh hoa. Theo truyén thong ta di hiéu giao dich nay s&
dugce thue hién nhu thé nao & dang giéy to.

Séc 1a mot ddi tugng xac dinh co tu cach giao dich thuong mai.

— Chir ky trén séc s& xac nhan tinh xac thuc boi vi chic chin chi ¢6 ngudi ky hop
phap méi cé thé tao duge chir ky nay.

— Trong trudng hop ¢6 su gia mao bat hop phap thi mot bén thir ba ¢ thé dugc goi
va dé phan xét tinh xac thuc.

—  Séc bi huy dé n6 khong thé sir dung lai.

—  Séc gidy khong thé thay d6i duoc hay hau hét cac kiéu thay d6i déu co thé dé
dang phat hién dugc.

Viéc giao dich thuong mai béng séc phu thudc vao cac ddi tuong xac dinh ¢ dang dugc
mo ta trudce.

Doi véi cac giao dich trén mdy tinh khong ton tai cac d6i twong xac dinh (séc). Boi vay
viéc chip nhan chi tra bang may tinh doi hoi mot mo hinh khac. Ta s& xem xét cac yéu cau
trong mot tinh thé twong tu tir phia nha bang va phia ngudi s dung.

Sandy giri cho ngan hang ctia minh mét théng bao cho phép ngan hang chuyén 100
USD cho Tim. Ngéan hang cta Sandy phai c6 kha ning kiém tra va ching t6 dugc rang thong
bao thyc sy dén tir Sandy néu sau d6 co ta khong nhan 1a minh di giri n6. Ngan hang ciing
mudn biét rang toan b thong bao nay 1a cuia Sandy va né khong thé sira di. Vé phan minh,
Sandy ciing mudn chic chin ring ngin hang cia c6 ta khong thé gia mao nhimng thong bao
do6 1a thong bao mai, khong phai 1a mdt thong bao trudc d6 da duoc st dung lai va no phai
khong bi sira doi trong khi truyén. Viée sir dung cac tin hiéu dién tir thay cho gidy s& lam phirc
tap thém giao dich nay.
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Chir ky s6 1a mot tha tuc tao ra mot hiéu qué tuong tu nhu chir ky thuc. N6 1a mot dau
hiéu ma chi ¢6 ngudi giri méi ¢6 thé tao ra nhung nhitng ngudi khac c6 thé dé nhan thay duoc
rang né 1a cia nguoi gui. Gidng nhu chit ky thuc, chir ky s6 duoc dung dé xac nhan ndi dung
cua mot thong bao.

Céc chit ky phai thod man céc dicu kién co ban sau:

— Khong thé gia mao. Néu P ky thong bao M bang chir ky S(P, M) thi khong mot ai
c6 thé tao dugc cap [M, S(M, P)]

—  Xaéc thuc. Néu R nhan duge cap [M, S(M,P)] dugc coi 1a cia P thi R c6 thé kiém
tra duoc réng chit ky co6 thuc su 1a cua P hay khéng? Chi c6 P moi co thé tao duoc
chit ky nay va chit ky duoc "gan chat" voi M. Hai yéu cau dau tién nay 1a nhimng
tré ngai chinh trong giao dich qua may tinh. Hai tinh chét bo tro sau 1a nhing tinh
chat mong mudn ddi véi giao dich dugc hoan tt nhd chir ky s6:

— Khong thé thay doi. Sau khi dugc phat M khong thé thay doi boi S, R hodc bai
mot ké thu trom nao.

— Khong thé st dung lai. Mot thong bao trude do dugc dua ra s& ngay lap tic bi R
phat hién.
Trude tién ta s& trinh bay mot co ché thoa man hai yéu cau dau tién, sau do ta s& thém vao do
giai phap dé thoa méan duoc cac yéu cau khac.

5.2.2.1. Cdc chii ky so khod déi xirng

Vi hé théng ma hoa riéng viéc giit bi mat khoa s& dam bao tinh xac thuc cua thong bao
cling nhu d6 mat cua né. Néu Sandy va ngan hang c6 mot khoa ma hoa chung thi Sandy co6
thé ma hoa yéu cau chuyén tién ciia minh. Ngan hang c6 thé tin vao tinh xac thyuc ciia thong
bao vi khong mot ai ngoai Sandy c6 khod nay.

Tuy nhién hé théng ma véi khoa dbi xtng truyén thong khong tranh khoi dugc su gai
mao: Ngan hang c6 thé tao ra thong bao nhu vdy vi ngan hang ciing c6 khoa nay. Bdi vay
ngan hang c6 thé tin chic vao tinh xac thuc cua thong bao, nhung ngan hang khong ¢ su bao
vé chong lai sy chdi bo (khong thira nhan viéc giri théng bao). Vi ca Sandy va ngan hang déu
¢6 ciing mot khod nén ca Sandy va ngan hang déu c6 thé tao mot thong bao bt ky. Khi Sandy
nhan mot théng bao tir ngan hang, o ta tin vao tinh xac thuc ctia né nhung co ta c6 thé tin
vao bat cr mét ai khac. Xac thuc nhung khong thé 1a khong chdi bo 12 mot dic diém cta ma
hoa ddi xtung. Véi cac h¢ mat doi xting nhu chuin ma dit liéu (DES) can phai c6 mot trong tai
dé tranh khéi viéc gia mao.
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s C6 thé xéc thuc
Ke gia mao A w \CMOVQQ‘
hit ky s6
w Chtr ky s6 °

Khong thé
gia mao
C

Hinh 5.10. Nhiing yéu cau ddi véi chit ky sd

Sau day la mot phac thao cua thu tuc chir ky s6. Gia sir S 1 nguoi giri (Sandy), A 1a
trong tai va R 1a nguoi nhan (Ngan hang). S c¢6 khoa K¢ chung véi A va R c6 khod K,
chung véi A. Gia sir S va R da thoa thuan trude vé khuén dang cho mét chir ky s6. S mudn
giri mot thong bao M cho R véi cic yéu cau phu tro 1a thong bao nay khong thé gia mao vé
tinh x4c thuc cta né co thé kiém tra dugc.

Nhu trén hinh 5.11, trudc tién S s€ gui £ (M,KS) tGi trong tai A. A s& giri ra M bang
céch dung Ks. Sau khi kiém tra thdy ring thong bao nay thuc sy 1 tir S (vi trong tai c6 thé
giai n6 bing khod Ks ctia Sandy), A sé giti £ ((M,S.E (MK ))K ) t6i R. R s& thu toan bd
thong bao M da duoc mé bang khoa Kr dé R ¢6 thé giai ma va xir sy theo ndi dung cua thong
bao. R ciing thu thong bao S clia A, thong bao nay néi rang A chimg thuc 1a théng béao téi tir
S. R cling thu dugc £ (M K ) , day 1a thong bao ma R khong thé giai ma vi né duoc ma bang
khoa Ks. Tuy nhién R s& gilr lai mot ban sao cuia M va £ (M K ) phong truong hop co su
tranh chip sau nay. O day diéu kién xac thuc dugc thoa méan vi R tin tuong vao trong tai (Ia
ngudi noi rang théng bao tdi tir S). Tinh chat khong thé gia mao ciing dugc thoa méan vi néu
sau d6 S tuyén bd rang d6 1a ban gia mao thi S sé duara M va E (M K ) Trong tai ¢6 thé
mi hoa lai M bang Ks va xac nhan rang chi ¢6 S (hodc trong tai - ngudi ma ta coi la trung
thuc) méi cé thé tao dugc E (M K ) vi n6 duoc ma bang K. Béi vay trong tai c¢6 thé ching
thuc rﬁng S (hodc mdt ai d6 c6 khoa Kg) da gui M.

Thu tuc nay s€ tao ra mot hé théng thyc sy manh hon yéu clu, thong bao da dugc phat
& dang di ma hoa ngay ca khi khong can phai bi mat trong moi tinh huéng. Nhu ta di thiy,
mot s6 thudt toan ma hoa tiéu ton kha nhiéu thoi gian va st dung no s€ lam giam tde do
truyén thong bao. Boi vy ta mudn c6 mot thu tuc khac khong can phai ma hoa toan bo thong
béo.
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Nguwoi giri S
(1) S giri M di dugc gin kin t6i trong tai

Ks
Trong tai
M (2) Trong tai khoéi phuc lai M
ban tin ro Mt S
o
S | M
(3) Trong tai gan lai ban tin di dugc gin kin cia M,
tinh danh cua S va ban sao ctia ban rd M. Sau do
gui toan bo tdi R
Nguwoi nhian R

Hinh 5.11. Chit ky s6 khoa dbi xting c6 trong tai

5.2.2.2. Cdc chii ky s6 khong cé ma hod

Néu S va R khéng quan tdm ti ¢ mat thi ho c6 thé thoa thuan ding ham niém phong
mat ma nhu mét chir ky. Niém phong la mét con tem, con d4u hodc mot nhan ga‘m ¢ dinh vao
tu liéu dé chung t6 tinh xac thuc cua n6. Ham niém phong 1a mgt ham toan hoc chiu tac dong
bodi moi bit dau vao cua né. Vi du, cac bytes ciia mot thong bao co thé dugc dung nhu céac sb
va téng clia tat ca cac bytes ciia mot thong béo co thé tinh toan duoc. Tong nay 1a duy nhat
d6i voi mot thong bao vi bit ky mot sy thay ddi nao ctia thong bao ciing déu gy nén sy thay
ddi cua téng nay. Ham niém phong c6 thé 14 mot ham bam hodc mot ham ma hoa mot chiéu,
hodc no cling co6 thé 1a mot ham khac phu thudc vao toan b dau vao va dé& tinh toan.

Gia sir S va R déu dang ky mot ham niém phong ciia minh véi trong tai: gia st fs va
/% 1a hai ham nay. Sau do, S gui M va f; (M) t6i A. A ciing tinh f; (M) theo ban sao cua
M di nhan duoc tir S. Néu hai gia tri nay cua f; (M ) trung nhau thi thong béo tir S dugc coi
la xac thuc. Sau do, A gui M, S, f;(M) va f,(M,S) cho R. R khong thé hiéu dugc
I (M ), nhung R sé& giit lai n6 1am bang ching béo rang S di gui thong bdo M. S s& kiém

tra tinh dung dan cua f, (M , S ) dé biét tinh xac thuc cia thong bao.
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5.2.2.3. Ngin chan sir dung lai hodc bién doi

Ca hai giai phap trén déu thoa man cac doi hoi vé tinh xac thuc va chdng gia mao. Boi
vay, chiing déu 1 cac thu tuc chir ky sé chap nhan dugc. Tuy nhién, ta con mudn tranh dugc
vi€c st dung lai hodc bién d6i mot thong bao cii. Mac du R khong thé tao céc thong bao maoi
b%mg K, hodc f; nhung bén thu co thé sir dung lai cac thong bao cii. Vi du, bén thu c6 thé
Iwu 1énh cii tra cho Tim 100 USD hang thang. Hon nita, biét k§ thuat ma hoa nhung khong
biét khoa bén thu van co thé cit cic mau tir cac thong bao cii va dan chung véi nhau dé tao
nén mot thong bao méi. Viéc kiém tra gidy to s& gidi quyét van dé nay nhu sau: ngén hang s&
dong dau huy séc va tra no lai cho ngudi giri dé ngudi giri biét khong thé st dung lai séc nay.
Ta cin c6 mot cach dé tao mot chir ky mdy tinh tu huy twong tu dé khong thé sir dung lai
dugc.

Pé minh chung viéc st dung mdt thong bao, ta phai tao mot phﬁn cua chir ky vao mot
nhan thoi gian. Vi dy, néu théng bao cua Sandy ¢ ghi ngay thang va thoi gian giri thi ngan
hang khong thé tao lai thong bao tuwong ty vao tuan sau ma khong bi Sandy va nhiing nguoi
khac phat hién ra sy gid mao. Nhan thoi gian khong phai 1a thoi gian va ngay thang theo nghia
den ma 1a mot ma bét ky khong ldp lai, chang han nhu ting s loat. Diéu nay s& gy kho khan
cho viéc tao lai.

Dé tranh viéc cat thong bao thanh nhiéu méu va su dung lai mot mau nao do, Sandy co
thé lam cho mdi mau déu phu thudc nhan thoi gian. Vi dy, véi DES (thudt toan nay s€ ma cac
khdi vin ban 64 bit thanh mot dau ra 64 bit). Sandy c¢6 thé ma thoi gian va ngay thang & 8 bit
dau cia mdi khoi va chi dé 56 bit lam ndi dung cua thong bao. Vi tit ca 64 bit ciia mdi khoi ra
déu phu thudc vao toan bd 64 bit vao nén ngan hang khong thé gin 56 bit thong bao voi mot
nhan thoi gian 8 bit khac. Qua trinh nay duogc chi ra trén hinh 5.12. Nhu s& thay & cudi
chuong, ché d6 lién két khoi ma cia DES ciing 1a mot phuong phap khac nham tranh viéc sir
dung lai mét khéi ctia mot thong bao vao mot thong bao khac.

Hinh 5.12. Chir ky sb khoa ddi xting

Nhiing giai phap trén 1a kha phic tap. Chiing yéu ciu phai luén c6 mot trong tai trong
mdi giao dich va dé dam bao bi mat thi thong bao phai dwoc ma hai 1an. Rat may 1a thu tuc
khoa cong khai s€ cho ta tao mot phuong phap don gian hon.
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5.2.2.4. Thu tuc khod cong khai

Céc hé thong khoa cong khai 1a cac hé thong thich hop nhét cho chir ky s6. Dé don gian
vé ky hiéu, ta gia st ring E (M, K, ) 1a md hoé khoé cong khai cho ngudi ding U va phép
bién d6i khoa riéng cho U dwoc ky hiéu 1a D (M , K, ) Ta ciing c6 thé coi £ 1a phép bién
d6i riéng (vi chi c6 U méi co thé giai ma nd) va coi D 1a mot phép bién ddi xac thuc (vi chi
c6 U méi c6 thé tao ra nd). Tuy nhién, can nhd rang véi mot s6 thuat toan khong ddi ximg
(nhu RSA), D va 4 la giao hoan. Boi vay:

D(E(M,-),-)=M =E(D(M,-),-)

Néu S muén giri M cho R thi S s& dung phép bién doi xdc thuc dé tao D (M, K ).
Sau d6 S giri D(M, KS) cho R. R s& giai ma thong bao bang phép bién d6i khoa cong
khai cia S (S tinh £ (D (M, K, ), KS)=M , xem hinh 5.13). Vi chi ¢c6 S méi c6 thé tao ra
mot thong bao c6 nghia dudi dang E (—, K S) nén thong bao nay phai thyc sy la tr S. Phép
kiém tra nay thoa méin yéu cau vé tinh xac thyec.

R s€ luu giir D(M , K ) Néu sau d6 S khang dinh ring théng bao nay la gia mao
(khong phai tir S) thi R chi can duara M va E (M , K ) Bit ky ai ciing c6 thé kiém tra
duoc rang vi D (M , K ) dugc chuyén thanh M nhd dung phép bién doi khod cong khai cua
S nhung chi ¢c6 S m&i co thé tao ra D (M,K) nén D (M, K, ) phai 14 tir S. Phép kiém tra
nay thoa man yéu cau khong thé gia mao.

Giai phap khoa cong khai hién nhién Ia it phuc tap hon nhiéu so véi giai phap khoa
riéng. Mot nhugce diem cia giai phap nay la: thong bao 1a xac thuc nhung khong dam bao tinh

bi mat. Tuc 13, bét ¢l ai biét khoa cong khai ciia S déu c6 thé dich dugc thong bao nay. Ta co
thé khic phuc nhugc diém nay bang cich ma hod 2 lan.

Vi S can phai giri M cho R nén tinh xac thyuc c¢6 thé dugc dam bao bang cach dung
khod riéng cta S, con tinh bi mat c6 thé duge dam bao bang khoa cong khai cia R. Vi dy, S
c6 thé giri E(D(M,K),K,) t6i R (nhu dugc chi ra trén hinh 5.13). Vi chi ¢6 S méi c6
thé tao ra D (—, K ) nén thong bao nay phai tir S. Nhung vi chi c6 R méi co thé giai mi cho
E (—, K, ) nén ndi dung cua thong bao van duoc gitr bi mat cho tdi khi R giai n6. Nhu vay,

v6i hai phép ma ho4, ta s€ c6 mdt thu tuc ddm bao cé tinh ri€ng tu va tinh xac thuec.

DK, )
Pé xac thyc khon - Giaira
M X . ; s c A : IR D:K
thé gia mao - Luu lai mot ban sao dé tra loi s
» R cho céc tranh chip trong M
tuong lai

Hinh 5.13. Chir ky s khong ddi xtng
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E :K, débimat S D:K
- Giai ma s
: s : at M
D:K, bé xac thyc khong (b.?? mfl )
- Gial ma

M thé gia mao

< (xac thyc)
- Luumot bansao dé traloi D : K|

cho nhiing tranh chép

M

trong tuong lai

\
Hinh 5.14. Sir dung hai phép ma hoa trong chir ky s6 khong ddi ximg

Nhu da néu ¢ trén, cac nhan thoi gian co thé duoc dung dé dam bao chéng lai viéc st
dung lai. M6t ham niém phong ciing c6 thé khiac phuc dugc viée thay thé cac mau trong ban
ma.

5.2.3. Giao kéo vé khoa

Gia st ban lam mat chia khoa nha. Vi d6i chit bat tién, ban c6 thé goi mot thg khoa dé
mé khod cho ban, va thim chi c¢6 thé 1am cho ban mét chia khoa khac. Ban can phai thuyét
phuc ngudi thg khoa dé ban vao nha. Tuy nhién, néu ban c6 mot giéy to xac nhan nao do,
hodc nhing nguoi lang giéng dam bao cho thim quyén ciia ban thi ban khong can phai thuyét
phuc nguoi thg khoa.

Néu ban mét khoa ctia két bac thi vin dé sé phirc tap hon do6i chut va nguoi tho khoa
phai mit nhiéu thoi gian hon. Tuy nhién, trong mot thoi gian twong ddi ngén, ban van co thé
mé duge. S¢ di nhu vay vi céc loai khod nha va khoa két bac duoc thiét ké chi dé chéng lai
céc kiéu tAn cong trong mot khoang thoi gian ngan: mot hodc tdi da hai ngdy. An toan vé vat
ly dong mot phan quan trong trong viéc dam bao an toan cho cac ngdi nha va cac cong so. Ta
mong mudn c6 thé ngan chin mot cude tin cong kéo dai trong nhidu gio.

Ban ma khong cé tinh an toan vé mit vat 1y. Trén thuc t&, n6 duoc ding dé lién lac trén
cac kénh khong an toan, noi ma cac tham ma co thé thu duoc cac ban ma va phan tich no
trong nhiéu gio, nhiéu ngay, nhiéu tuan va tham chi 12 hang nam. Boi vy, cac thuat toan ma
hoa phai ¢ manh dé chéng choi duoc voi cac kiéu tan cong. Do do, khong c6 mot "nguoi tho
khod" nao c6 thé tim duoc cac khoa bi mit hodc bi quén. Néu ban lam viéc trong mot cong ty
va ban di ma hoa céc file cia minh thi van ¢6 ngudi ¢6 nhu cau chinh dang dé truy nhép vao
khi ban roi khoi co quan trong mot chuyén cong tac hay trong cac ngay nghi, hodc khi ban 6m
hay khi ban khong con & cong ty nita. Ban ciing c6 thé quén mét khoa cua ban. Day 1a mot
trong cac wu diém cua giao kéo khod va tai sao né lai thich hop trong nhirng tinh huéng nhu
vay: giao kéo khoa s& cung cip mot phuong tién dé dam bao an toan sb liéu & mot muic do
thich hop nhung van cho phép nhing nguoi ding hgp phap khac truy nhap vao.

5.2.3.1. Giao kéo khoa Clipper

Quan diém Clipper 1a mot vi du vé mot tha tuc giao kéo khoa. Ban chét cua thuét toan
nay la chia mot khoa thanh » mau rdi giao cho n ddi twong sao cho k nguoi nao trong s6 nay
déu co thé giai ma nhung khong ¢ (k —1) ngudi nao co thé giai ma duge. Thu tuc nay duoc

goi 1a thi tuc & trong n . D61 véi thu tuc Clipper, k =n =2 . (Trudng hop téng quat hon khi
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n >2 da dugc Shamir nghién ctru, 6ng da dua ra mot giai phap dua trén viéc tim cac nghiém
ctia mot da thirc bac # . Tuy nhién, Blakley da doc 1ap giai quyét van dé trén theo mot phuong
phap khac; chuong 9 trong [9] ctia Simon dd c6 mot tong quan kha hay vé cac so d6 khac.)

Nhimng yéu cau dbi véi mot thu tuc giao kéo khod bao gom:
— Lién lac phai xac dinh dugc nguén ma hoa cua no.
— Tinh danh chi cho biét don vi ma hoa ma khong dé 16 khoa ma hoa riéng.
— Cothé phuc hoi duge khoa nho thu tuc & trong n .

Thi tuc ma hoa Clipper thod mén duoc cac yéu cau trén. Vi thu tuc Clipper, don vi ma
hoa xuat phat s& tao ngiu nhién mot khod phién 80 bit. N6 s& ma hoa khoa 80 bit nay bang
mot khoa duy nhét ctia mdi don vi vat ly cu thé c6 gén sb loat d6i v6i mdi don vi vat ly va ma
hoa c4 hai béng mot khoa duoc chia xé boi tat ca cac thiét bi tuong tu; nhom dugce ma hoa nay
duogc goi 1a LEAF (nhom truy nhap hop 1€).

N6 ciing sir dung thu tuc trao d6i khoa riéng ctia minh dé chuyén khoa nay téi noi thu.
Tat ca cac don vi Clipper dd dugc lap trinh trudc tir nha may voi mot khoa ma hoa dbi ximg
dugc chia xé (goi 1a khoa gia dinh). Clipper sir dung mot thii tuc trao doi khoa 3 giai doan dé
trao d6i khoa. Bai toan nay c6 nhitng doi hoi sau:
— Céc khod ma hoa chi dugc phat ¢ dang da ma hoa.
—  Viéc trao doi giita cac don vi Clipper phai chong duoc viéc sir dung lai.
— Hai don vi Clipper trong trao doi phai xac thuc nhau.

Thuét toan can 3 budc dé trao doi khod cong thém 4 budc dé xac thuc nhau. Thuat todn
nay do Bellovin va Merritt dua ra [10]. Bén giri S va bén nhan R chia sé mot mat khau
chung P , ngoai ra chiing c6 mot thuat toan ma hoa khong ddi ximg £ va mot thuat toan ma
hoa dbi ximg chung ¥ .

1. S tao mot khoa cong khai ngau nhién E,. S mi hoa E, bang ¥, va gii ¥, (Ey)
cho R.
2. R biét P va dung n6 dé giai ma va nhan duoc E s - R s€ tao mot khod phién ngau

nhién X . R chuyén X cho S bang cich mi hoa kép bang ¥, va E g1 Rgui
Es (Y, (X)).

3. § dung E, va P dé thu duoc X . Luc ndy, viéc trao d6i khoa da hoan tat. Bay gio,

S va R phai dam bao rang ho di c6 khoa méi X dé sir dung.
4. S tao mdt xau ngdu nhién M vagui E, (M ) cho R .

5. R giai mi thong bdo nay dé thu duoc M . R chon mdt xau ngiu nhién N khac va
chuyén tra lai cho S xau ghép di dugc ma hoé bang khod X : E, ((M , N )) .
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6. S giai mi thong bao nay dé thu dugc (M , N ) . Néu phan ddu M chinh la xau ma S
da giri thi R da dugce xac thyc dbi véi S . S guitrda E, (N ) cho R .

7. Néu R thu dugc N da giri & budc 4 thi S di dugc xac thuc ddi voi R. Sau khi
Clipper da hoan thanh viéc trao d6i khod, n6 bat dau luu chuyén thong bao véi bén thu

(mdi thong bao c6 kém theo LEAF). Nhu dugc mo ta trén H 5.15, mot thong béo co
kém theo LEAF s& cho phép bén nhan hop thirc thu dugc khoa duge dung dé ma hoa.

2. Bing thu tuc nay, cac dbi tic hop thirc thu chin thong bao co thé dung khod gia dinh
F dé giai ma doan cudi cing cia E ((E (K , U) +ID), F) va thu duoc ID 1a s6 cua
thiét bi da tao ra khoa ma hoa thong bao. Ho co thé dé trinh 1én mot "toa 4n" dé nhan
duge U ma tir né, ho 6 thé thu dugc K tir E (K , U).

Nguoi gui S : chon khoa phién K

»
L

CK :gri K t6i ngudi nhan R bang mét thu tuc trao ddi khoa CK

: tao thong bao M

M

: tao LEAF tir khod va ID cua thiét bi K ID

: guii thong bao va LEAF
duoc mi biang khoa

M K ID |— | M K | ID

Hinh 5.15. Trao déi thong bao Clipper

Tuy nhién, tha tuc nay ¢6 mot s6 diém khong mong mudn. Trude hét 1a, mot khi cac ddi
tac hop thirc da nhan dugc U tir "toa an" thi gia tri nay sé cho phép ho truy nhap téi moi
thong bao da duoc gui boi thiét bi ndy (trong quéa khir hodc trong twong lai), tham chi ca khi
thiét bi nay da dugc mua hodc ban mét cach hop phap cho mot nguoi khac. Cling vay, mot
khi cac ddi tac hop thirc dd c6 U thi ho c6 thé tao cac thong bao mang danh nguoi gui, boi vi
E 1a mot thuat toan khong d6i ximg. Tuy nhién, nhiing nguoi st dung cé thé tranh duoc tinh
hudng nay néu dung ma hod boi: cac dbi tac hop thirc chi c6 thé giai ma £ (M , K ) dé tim ra
cai ma nguoi giri dd ma (1a M ) trudc khi chuyén no ti Clipper dé ma. Tac 1a, M phai 1a
E '(M, K ') dbi véi mot phép ma hoa E' khac hoic mot khoa K ' khac. Can chu y ring,
viéc dit phép mia hoa Skipjack chi ¢ trong phan cting nham chdng tra c6 hidu qua viéc tham
mi bang Gmg dung mat ma.
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5.2.3.2. Giao kéo khod biang phan mém

Céc tng dung mat ma bang phdn mém c6 ca vu va nhuoc diém so véi ung dung phin
ctmg. Chiing dé sira doi hodc d& 1am phu hop theo cac yéu ciu cta cac ung dung riéng biét.
Chung c6 thé dugc gin vao hodc dugc tich hop vao cac img dung co thé duoc cai dit hodc
chay trén mot may tinh bat ky. Cac sai sot néu c6 c6 thé d& dang duoc stra va chi phi dé sira
khong déng ké. Tuy nhién, kha ning thay duoc ciing 1a mot bat loi 1on nhét: ching co thé bi
thay d6i boi mot su ¢ hodc boi mot chuong trinh ac ¥ nao d6 nam trén phuong tién luu trit
chung, trén bo nhé hodc khi thyc hién chwong trinh. Ta ciing da timg thdy rang chi mot thay
d6i rat nho, tham chi chi 1a 1 bit cling c6 thé giy nén hau qua nghiém trong ddi véi sirc manh
ctia thuat toan mat ma. Tuy vay, tinh mém déo cua phan mém van lam cho no c6 thé sir dung
duoc trong mot s6 tinh huéng.

Viéc mi hoa co giao kéo khoa dya trén phin mém ciing hoat dong tuong ty nhu giao
kéo khoa Clipper. Mot co quan giao kéo sé& lap trinh truée mot img dung mat ma (phan mém)
voi mot khod gia dinh va mét ID cia thiét bi. Ung dung nay s& duoc ban cho mot nha ché tao
phan mém dé gin né vao mot san pham phan mém. Mdi ban sao ciia phan mém (twong tu nhu
dbi vi mot thiét bi phan ctng riéng) phai c¢6 ID riéng cua nd. San pham s& nhan vao ban rd
va moOt khod m3 ho4, tao ra ban ma va mot LEAF. Phan mém thu s& kiém tra sy ton tai cta
LEAF va giai mi. Nguoi ta thdy rang str dung ma hoa khoa cong khai trong thu tyc giao kéo
kho 14 thich hop hon ca. Denning va Branstad [11] da trinh bay mot s6 két qua nghién ciru 1y
tha vé cac thu tuc giao kéo khoa bang phan mém.

5.2.4. Choi bai qua thw tin

Trong phdn nay, ta s& xem xét mot tinh hudng tuong tir khi can dam bao ca bi mat lan
xéc thyc. Ta xét mot trd choi bai ma nhimg ngudi tham gia khong nhin thay nhau (chang han,
choi bai qua thu tin). Ngay ca khi viéc choi bai qua thu tin khong phai la mgt cong viéc quan
trong thi thi tuc choi van c6 nhiing tmg dung quan trong. Phan khé khin nhét cua viéc choi
bai qua thu tin 13 viée dam béo rang cc quan bai phai dugc chia va phan phdi mot cach cong
bang. Trong phan sau, ta s& st dung thi tuc nay dé phan phdi cac khod ma hoa, trong truong
hop nay, cic quan bai chinh 13 cac khoa. Viéc dit quan bai sé dé hon cho viéc giai thich thu
tuc.

Gia stir Ann va Bill quyét dinh choi bai qua thu tin. Ann 1a ngudi chia va x6c cac quan
bai. (Pé don gian, gia sir chi c6 10 quan bai va mdi bén choi bai nhan 5 quan. Thi tyc ndy c6
thé dé dang mo rong cho bo bai truyén thong 52 quan).
5.2.4.1. Thii tuc phéin phéi

Pé x40 bai, Ann sé& dat chiang theo mot thir tu tuy y va dat mdi quan bai vao mdt hop
khong danh dau sin rdi khoa ting hop lai. Sau d6, Ann s& giri 10 hdp cho Bill. Vi cac hop déu
nhu nhau nén Bill s€ chon 5 hop va dat thém mdt khoa thu hai vao cac hop nay. 5 hop nay la
lya chon cua Bill va Bill khong dong cham dén 5 hop con lai (chi ¢6 khoa ciia Ann trén do).
Sau @0, Bill s¢ gtri tra lai Ann ca 10 hop.

Theo cac hop da nhan, Ann co thé xac dinh dugc Bill co xir su dang dén khong: anh ta
da chi chon 5 hop va khong dung cham t§i cdc quéan bai (vi cac khoa cua Ann van con
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nguyén). Ann s€ md ca 10 khoa ctia minh. Khi d6, Ann c6 5 quén bai ma Bill khong dong téi
(day la nhitng quéan bai ma Ann da chon).

Ann s& giri tra 5 hop con lai van con khoa cua Bill. Bill s md khoa cho 5 hop nay. Ann
khong biét cac quan bai nay vi Ann khong duge mé cac khoa cua Bill. Bill (tin vao sy cong
minh cta viéc xao bai) s¢ tiép tuc choi.

Qua trinh trén dugc mo ta trén hinh 5.16.
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b) Bill thém khoa ctia minh vao 5 hop

6w

m3|

¢) Ann mé khod cua minh va md 5 hop
Hinh 5.16. Thu tuc choi bai

5.2.4.2. Ap dung khod déi xiing

Thi tuc nay lam viéc dé dang véi cac hé théng ma hoa truyén thong. Dé khai quat hoa,
ta s dung thuat ngtr "thong bao" thay cho "quan bai" trong thu tuc. Thu tuc nay dugc mo ta
trén hinh 5.17.

Ann s& "xa0" cac thong bao va ma hoa chiing bang khoa K 4 (khoda cua Ann). Sau do,
Ann s& giri 10 thong bdo dd ma nay cho Bill. Khi nhan dugc ching, Bill s& chon ngau nhién 5
céi. Bill khong thé xac dinh duoc cac thong bao nay vi chiing di duoc ma bang khoa ctia Ann.
Bill s€ gui tra lai cho Ann nhitng thong bao khong dugc chon.
Bill s& nhdn 5 thong bdo con lai (ta ky hi¢u chung la B,,...B,). Bill s& gui
E (Bl, K, ), LE (Bs, K, ) cho Ann. Chu ¥ ring Ann di giri cac thong bao da ma cho Bill,

cac B, chinh1a £ (cj , K, ) (thong bao ¢ dugc mi bang khoa ctia Ann). Béi viy, trén thuc
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té Bill da guri E (E (cj , K, ), K, ) cho Ann. Phép ma hod véi khoa cia Bill s€ tao nén mot

khoa kép trén cac thong bao nay dé dam bao rang Bill s& nhan tro lai nhiing thong bao nay va
Ann khong thé biét noi dung cia chung.

E(C).K,) % //% % % %
E(C).K,) % % % // %
E(=K,)

E(E(C,.K,).K,)

\IF JE

E(C,.K,) 1 §§ !
Q A 10 J
A L) A

Hinh 5.17. Thu tuc choi bai véi phép ma hoa
Bay gio Ann da nhan dugc 5 thong bao dugec ma mot lan E (cj , K A) va 5 thong bao
dugc mi bang hai khoa E (E (c Ky ), K, ) Ann s& méd khoa 5 thong bao can giir bang cach
giai ma 5 thong bao £ (cj , K, ) Cb ta ciing giai mi cho 5 thong bao ma Bill dd chon bang

cachtaora D (E (E (cj , K, ), K, ), K, ) . Néu phép mi hoa va giai ma 1a giao hoan thi:

D(E(E(c;,K,).Ky ). K )=E (D(E(c;- K, ). K, ). Ky ) =E(c;. K,)

Nhu véy, cac thong bao nay by gio chi con duoc "gan" boi khoa cua Bill. Sau d6, Ann
s& guri lai nhimg thong bao nay cho Bill dé giai chung va tiép tuc trd choi. Trén hinh 5.17, cac
thong bao dugc xem la nhitng quan bai. (Trén thuc té, thu tuc ndy c6é mot yéu diém néu Ann
chi cung cap cho Bill 10 thong bao d¢ Iya chon. Hay xem cac bai tap & cudi chuong dé thay
10).

5.2.4.3. Ap dung khod cong khai

Ta st dung D () dé ky hiéu cho phép bién dbi riéng (bi mat) va E () dé ky hiéu cho
phép bién dbi chung (cong khai). Trude tién, Ann s& "khoa" cac thong bao bang phép bién doi
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cong khai; sau d6 Bill s& khoa tiép cac thong bao dugc chon bang phép bién doi cong khai cua
minh. Ann s€ m¢ khoa cong khai cua minh dé thu duoc thong bao dugc chon.

5.2.4.4. Phiin phéi khod: Mgt ieng dung ciia thii tuc

Thii tuc khong bi han ché boi tinh hudng kha phi thyc té 1a phan phdi cac quan bai bang
may tinh. Thay vao dé, ta xét mot hé thong ma hoéa yéu cau cac khoa dic biét dé khong phai
bat ctr s6 nao cling 1a mét khoa chép nhan dugc. (Mot ) ung dung cua DES doi hoi mdi bit
thir 8 ctia khod phai 1a bit kiém tra chdn cta 7 bit ding trudc. Diéu nay dé dang duogc thuc
hién v6i mot khoa 56 bit bat ky. Tuy nhién, diéu nay khac voi diéu mot sé nhi phan 56 bit bat
ky co thé 1a khoa. Nhu dd mo ta trong chuong 4, cac thudt toan RSA, Merkle - Hellman va
ElGamal déu yéu ciu mot cdp khoa dac biét chi co thé do nguoi st dung thuat toan xac dinh).

Nhin chung, nhitng nguoi sir dung khong thé hodc khong mudn ty minh tao khoa. Boi
vdy, viéc cung cap khoa cho ngudi dung ciing 1a mot van dé. Mot giai phap 14 phai c6 mot
trung tdm dé tao va phan phdi cac khoa. Tuy nhién, lai c6 nhiing lo ling x4c dang vé viéc giir
bi mat cho cac kho giir va gan cac khoa.

Cén phai c6 mot tha tuc cho phép ngudi dimg nhin duge mot khoa méi trong khi khong
mot ai (ké ca kho Iuu trir) biét duoc khoa ma nguoi ding da nhan 1a khoa nao. O ddy c6 hai
van dé:

— Khong mét ai ¢é thé xac dinh duoe khoa riéng ciia ngudi ding cho ra khoa cong khai ctia
minh. Ta khong thé xuit ban mdt "thu muc khoa" va cho phép moi nguoi chon khoa ngau
nhién. Néu c6 mot danh ba nhu vay thi nguoi ta ¢6 thé tim mot khoa riéng phu hop véi
mot khod cong khai ngay khi mt ngudi st dung chon mét cap khoa va dua ra khoa cong
khai. Boi vay, tinh riéng tu cua mot khoa riéng phai dugc dam bao khi nguoi st dung lya
chon mdt khoa mai.

— Trung tdm phan phdi khoa phai khong biét khoa ma nguoi dung da chon 1a khoa nao?
Trung tdm khong chi don gian 1a phan phdi mot cip khoa cho mot ngudi ding, nguoi
dung phai c6 mét su lua chon ndo d6 dé trung tim khong thé biét chac khoa nao 1a khoa
ma ngudi dung di chon. Pidu quan trong 13 ta mudn trung tdm phan phdi khoa dit cac
khod trong cac "phong bi" duoc gin kin trong mot "thung chira" va dé cho mdi nguoi
dung nhat mot phong bi.

Mot trung tAm phan phdi khoa t6t phai 1a mot ngudn trung tdm tao ra va ma hod céac
khoa (giéng nhu Ann trong vi du trudc). Ann s& dua ra mot dong lién tuc cac khoa ma hoa da
duoc ma. Vi cac khoa déu duge ma nén khong ai co thé xac dinh duoc cac khoa nay.

Mot ngudi st dung riéng mudn c6 mot khoa méi (gidng nhu Bill) s& cho phép mot it
khoa d& ma hod cua Ann chuyén téi va roi chon ngiu nhién mot khoa E (kl. , K, ) Sau do
(sau khi da c6 du s6 khoa dé Ann khong thé biét duoc khod ma Bill da chon), Bill s& ma hoa
khoa da chon dé tao ra E (E (kl. , K, ), K, ) . Bill s& gtri khoa di dwgc ma hoa hai 1an nay cho
Ann. Ann sé& giai mi khoa nay dé bay gio no6 chi con duoc ma boi khod cua Bill va giri n6 trg
lai cho Bill. Cubi cung, Bill s€ giai ma dé su dung khoa nay. Qua trinh nay tuong ty nhu thu
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tuc choi bai da dugc mo ta ¢ H5.18. Can chi y rang ddi v6i hé thdng ma khoa cong khai, mdi

khoa tir Ann thyc sy 1a mot cép khoa £ ((kpuB kory ), K ) .

Trung tam | o0t I e S RGN 5
tao khoa ot s
v
Phép ma ban ﬁ Chon duoc
dau dugce giai ookt mot khod roi
ma 0] ma hod kép
e Nguoi sir dung giai ma
k, d6i voi phép ma hoa thir
hai

Hinh 5.18. Thii tuc phan phdi khod mat

5.2.5. Bé phiéu bang may tinh

Mot vin dé tuong tu xoay quanh viéc phat mot thong bao xac thuc nhung khong xac
dinh dugc dau vét. Ching han, cho phép mot ngudi (tham gia vao mot thi nghiém) tra 101 mot
cau hoi kin theo cach vo danh tinh. Trong mét trudng hop khac, cac cir tri ¢ thé phai duoc
1ap danh sach bang may tinh. Mot vi du thi ba ¢6 lién quan dén cac giao dich riéng tu ty dong
(chang han nhu céc tai khoan trong ngan hang Thuy S¥), trong d6 viéc chuyén tién 1a xac thyuc
nhung khong thé truy tim trd lai duoc nguoi tao giao dich.

Trong ca ba truong hop nay ta can c6 mot tha tuc dé dam bao bi mat va hop thirc. Mdi
thong bao trong hé thong phai xuat phat tir mot nguoi sir dung hop phap nhung khong mot
nguoi st dung nao c6 thé gan két duoc véi mot thong bao rieng mot khi noé duoc phat. Cac
yéu cau bi mat cta thi tyc nay bao gom:

—  Chi c6 nhitng nguoi dung hop phap méi cé thé phat cac thong bao.
— O mot thoi diém, mdi ngudi dung chi c¢6 thé phat mot thong bao.
— Khéng mot ai co thé x4c dinh duoc ai 1 ngudi da giri mot théng béo riéng.

Demilo va Merritt da thiét ké mot tha tuc nhu vay. Dé chi rd hoat dong cua mot thu tuc,
ta s& xét mot vi du bo phiu. Gia sir c6 ba cir tri 1a Jan, Keith va Lee bo phiéu "C6" hoic
"Khong" cho mdt van dé tranh cii nao d6. Gia st mdi cur tri c6 hai ham ma hod khoa cong
khai. Ham that nhat £ 1a mot ham ma hoa cong khai thong thudng nhung ham thu hai, R , s&
gin théng bao trong mot xau ngau nhién va rdi ma hoa két qua. D 1a ham giai ma cho E , con
Q 1 ham giai mi cho R . Vi ¢6 nhiéu 16p ham nén ta s& ky higu £, 1a phép bién doi cta ca
nhan U .
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Hai nguoi ¢ thé c6 phiéu bau nhu nhau. Thu tuc ndy phai cho phép mdi nguoi dung
biét dugc phiéu bau ctia minh nhung khong thé biét dugc phiéu bau cua cac cu tri khac cho du
c¢6 cung y kién. Phép ma hoa R véi xau ngiu nhién phai cung cip d6 bao mat mong mudn va
kha nang phan biét. V& hinh thirc, cac phiéu bau dwogc giri kin vi hai phiéu nhu nhau déu dugc
gin voi cac xau ngiu nhién khac nhau. Tuy nhién, mdi cir tri déu c6 thé xac dinh dung phiéu
bau cua minh. Vi mdi phép giai ma R cua mdi ngudi 1 cia riéng timg ngudi nén chi co
ngudi gii méi ¢ thé xac nhan rang phiéu cua minh c6 ndm trong sé phiéu dugc tinh hay
khong?

5.2.5.1. Thii tuc bé phiéu

MBoi ctr tri chon mot phiéu v va tinh:

& (R (=, (5 (£ (2,0)

bang cach dung cac phép ma hoa khoéd cong khai. Tat ca cac phieu da ma hod s€ dugc
gui cho ctur tri thtr nhat 1a Jan. Jan s€ kiém tra xem la phi€u cia minh c6 nam trong so cac
phiéu da nhan hay khong? Jan s€ gidi ma cho mirc ma hoa dau tién cho tat ca cac 14 phicu:

0, (R (e (R (£, (i (2 0N))) =R (R (2 (2 (2, 0)
vi 0, (R, (x))=x

Bay gid Jan s€ gui cac 1a phicu to1 Keith. Keith s€ kiém tra 14 phiéu cia minh va gidi ma
mirc mot dé tao ra:

O (B (R, (£ (. (£, () =R (E, (£ (£, ()

Keith s& gtri két qud nay cho Lee. Lee s& gti £, (EK (EL (V))) cla tat cd cic v cho
Jan. Lee ciing ky cac biéu quyét bang mot chit ky s6 va giri chit ky nay cho Jan va Keith.

Jan s& giai ma thém mgt mirc nira va kiém tra dé thay ring biéu quyét cia minh 13 vin
con nam trong tap. Jan s& guri cac 14 phiéu cho Keith va giri cac chit ky s6 cua cac 14 phiéu cho
Keith va Lee. Keith s& thu dugc E, (E, (v)) tir Jan. Tir o, Keith s& giai ma dé taora £, (v)

cho Lee. Lee s€ gidi ma E, va cong bo céac két qua.

Thi tyc ndy s& lam viéc vi qua trinh phan tich 13 mdi chudi 6 lién két:
J >K —»L —>J »>K —L.Cac két qua & mdi két ndi ciia chudi cé thé duge lam cong khai
ma khong pha huy tinh v danh tinh ctia mot 14 phiéu bat ky. Hon nira, trong ba lién két cudi
ctia chudi, bét ctr ai ciing c6 thé di "nguoc" trd lai nhung chi c6 mot ngudi co thé di "xubi".
Tuc 1a, gia st Jan bién ddi cac 14 phiéu va chuyén chung cho Keith. Chi ¢6 Jan méi c6 thé
thuc hién phép bién ddi nay. Nhung Keith hodc bat ctr mot ai khac co thé thyc hién phép bién
d6i nguoc (J «—K ) dé xem liéu cai ma Jan da chuyén cho Keith c6 phi hop voi cai ma Jan
da bat dau xu ly. Diéu nay nhim kiém tra cong vi€c ctia nhau va ngan chan sy gian 1an cua bat
cur ai.
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Cir tri Phiéu bau M3 ho bang E Mi hoa bang E va R
] ! 1110fi]1o
K 0

1
N 1 0101[0]o1

011111

J,K va L tinh cac phiéu dd ma hoa cia ho; K va L giri cac 14 phiéu ctia minh cho J .

J nhan 1110[E]10 0101[0] 01 0111f0]11

]

~ g 1

~ 5 , A 7 < K I I

J g&bo R, xédo tron cac phicu Va}’gur\ghung cho K !
- ~ ]

1

-
-

K nhan 101'1 11610 11111

K gdbo R, ,xd0 tron Cé.C phiéu va giri chiing cho L \\>:f'
L nhan 101 111“A 11
L gdbo R, , xdo tron cé:c phiéu va gui chiing cho J \\\\:,«:’,’

; L

J gdbo E , ky tat ca cac phiéu va giri chung cho K va L

T6i K va L [0]7 Ky [©] [T]J ky [1] [r] Ky [1]
K gdbo E , ky tit ca cac phiéu va gui ching cho J va L

TéiJ val EE K & BBk ky BBk ky

G& bo E |, ky tat ca cac phiéu va giri ching cho J va K
Cong khai 0 1 1
T6iJ va kK 0 L ky 1 L ky 1 L ky

Hinh 5.19. Thu tuc bé phiéu

5.2.5.2. Phadn tich thii tuc

Ta s& phan tich mdi budc trong thi tuc nay. Trude tién, ta thdy khong c6 thong tin nio
dé gén mot 14 phiéu voi mét ca nhan nao va nhu vay, cac 1a phiéu van giit duogc bi mat. Tha
hai 12 mdi ca nhan chi c6 thé bo phiéu duge mét 1an vi chi ¢6 3 14 phiéu va moi ngudi s&
ching thyc ¢ vong dau tién 14 14 phiéu ctia minh ndm trong 3 1a phiéu nay. Cubi cting, khong
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mot ai ngoai 3 nguoi co thé bo phiéu duoc vi mot trong 3 cir tri s& thay dugc rang minh da bi
mat phiéu.

Gia st & vong thir hai c6 mot nguoi ndo d6 quyét dinh can thiép bat chinh vao mot 1a
phiéu. Mot khi két qua da duoc cong bo thi 3 cir tri c6 thé giai ma cac phiéu két qua bang R
dé kiém tra rang cac phiéu nay phu hop véi tap di giri ban dau. Boi vi mdi mét ctr tri déu ky
cho tap cac 14 phiéu can duoc chuyén tiép nén co thé xac dinh dugc ai di bop méo cac két
qua.

Hinh 5.19 mé ta mét vi du vé thi tuc nay. Pé don gian cac phép ma hoa kiéu £ dugc
mo ta bang cac vach truc tiép con cac phép ma hoa kiéu R dugc mo ta bang cach Jan thém
vao 1 bit ngiu nhién vé phia trai, Keith thém vao 2 bit ngiu nhién vé phia phai va Lee thém
vao 3 bit ngau nhién vé phia trai.

5.2.6. Chuyén giao khong nhé

Thu tuc sau day la mot cong cu sé dugc st dung trong nhiéu thu tuc phtic tap hon sau
nay. O ddy, bai toan xoay quanh viéc giri mot trong hai théng bao véi mot han ché 1a khong
mot ai (ké cd nguoi gui va ngudi nhan) biét duge thong bao nao da dugc gui. Mot vi du cia
bai toan nay la viéc gieo dong tién tir xa. Mot ngudi (nguoi giri) s& tung dong tién va viét két
quéa (x4p hodc ngira). Nguoi khac (nguoi thu) s& viét ra dyu bao két qua. Sau d6 hai nguoi s&
gidp nhau va trao ddi cac bién ban. Khi dé, néu cac két qua trén cdc bién ban gidng nhau thi
ngudi thu sé thing, nguoc lai 1a nguoi giri sé thang,

Gia st rang hai nguoi khong thé gap nhau dé trao doi cac bién ban. Hay thtr hinh dung
tinh hinh sau: Pete va Nancy ru nhau di choi vao budi tdi. Trén dién thoai. Pete dé nghi tung
mét déng tién, néu xuit hién mat ngua thi Pete s€ tra tién an va tién vé xem phim, néu xuit
hién mit sdp thi Nancy sé tra. Nancy tra 1oi rang ¥ kién do rat hay ddi voi co ta. Pete biét rang
néu Nancy tung dong tién thi ¢6 ta s& béo rang "mit ngira xuat hién" bat chap két qua ra sao;
Pete biét diéu d6 vi anh ta cling s€ xur su nhu vdy. Tuy nhién, ho da quyét dinh qua dién thoai
dé ngudi con lai phai ra ngan hang nhan tién cho budi tbi.

Van dé& nay dugc goi 1 vin d& chuyén giao khong nhé. Pete mudn giri mot trong hai
thong bao tdi Nancy véi xac suat xuat nhan ctia moi thong bao 14 0.5. Thong béo dau tién cua
Pete c6 thé 1a "T6i sé tra. Pete". Néu Nancy chi cho anh ta thong bao nay thi anh ta s& co trach
nhiém chi tra, thong bdo khac ma Nancy c6 thé nhan 1a mot sy bop méo vO nghia, trong
truong hop ndy ¢ ta sé phai chi tra. Néu xac suat nhan duoc cia mdi mot trong cac thong bao
ctia Pete 12 0.5 thi n6 trong dwong véi viée tung dong tién mot cach thong minh.

5.2.6.1. Thii tuc chuyén

Thi tuc ban dau do Blum dwa ra [12]. Giai phap cta Even [13] dua ra rat dé hiéu, mac
du né can c6 mot s6 khoa ma hoa. Sau day la cac budc cua thu tuc:

1. Pete chon hai cip khoa ma hoa cong khai (tong cong 1a 4 khoa). Ta ky hiéu céac
khoanayla E,, D,, E, va D, . E, 1a mot phép bién doi cong khai v6i khoa i va D,
la phép bién doi riéng twong tmg cua né. (Tic 1a D, (E ; (M )) =M vdi thong bao
M Dbatky).
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2.

Nancy chon mot khod K, cho mdt thuat toan ma hoa doi xung S .
Pete giri ca hai khod cong khai (E o Ej) cho Nancy va gitr lai cac khoa riéng.

Nancy chon ngu nhién mot khoa va giri E, (K, ) cho Pete, tirc 1a ¢6 ta md hoa

khoa d6i xtimg K ,, clia minh bang mot khoa cong khai E, .

Pete chon ngiu nhién hoic i hodc j (gia sa Pete chon j), Pete tinh
P =D, (E 5 (K y )) . Bdi véi Pete thi day 1a mot khau nhi phan, bai vy anh ta khong
thé biét liéu j c6 phai la gia tri ma Nancy da chon hay khong?. Néu 4 =, thi P 1a
khoad K, cua Nancy, nguoc lai thi 7 1a mét khau nhi phan vo nghia.

Pete tinh S ("Tbi s& tra. Pete", P ) roi giri cho Nancy, cung véi gia tri j .

Nancy giai mi thong bao cua Pete bang K, . C6 ta da chon 4 va Pete da chon ;.
Néu / = thi cb ta thing, khi gidi ma dting thong bao clia Pete, ¢ ta s& gii M va
h cho Pete dé chung thyc ring co ta dd chon ding. Néu 4 = thi c6 ta thua, két
qua giai ma chi 1a mot xau bit vo nghia.

Sau khi nguoi théng cudc da dugc xac dinh, Pete s€ trao cac khoa riéng la D, va
D, cho Nancy. Tt cac khod nay, c6 ta cé thé kiém tra xem 4 da chon 14 i hay j
va xem liéu j ma Pete dd dung c6 phai 1a mot trong hai gia tri nay hay khong? Néu
h =j va co ta khong nhan duge théng bao thi cb ta co thé két luan rang Pete d an

gian.

Cac budc cua thu tuc nay dugc mo ta trén hinh 5.20.

Pete Nancy

Bat dau voi

Ky

Bit dau vai
E.,D,E; D,

Gui Ei’Ej Chon Eh :E‘. hOE‘VlC Ej

v

, . mot cach ngﬁu nhién
Tinh D, (E, (K, ))=P ) Gui E, (K, )

(P =K, hodc v6 nghia)

Gui s(m,p)  Tinh S7(S(M,P).K, ) gia
tri nay hodc béng M hoiac

khong c6 nghia

Hinh 5.20. Chuyén khong nhd

5.2.6.2. Phan tich thu tuc

Thu tuc nay s€ lam viéc nhu thé nao? Trudc tién, Nancy chon mdt trong cac khoa cta
Pete, co ta s& "nguy trang" n6 va tra lai cho Pete. Pete khong biét khod ma Nancy da chon bai

vi anh ta khong thé biét K v - BO1 vay, khi anh ta chon ;j thi co may dé anh ta chon dung khoa
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ma Nancy di chon chi 14 1 trong 2. Anh ta s& mi hoa thong bio ma Nancy phai giai dung dé
thuyét phuc anh ta 1a anh ta da chon dung khoa cua c6 ta. Néu ho cung chon mot khoa thi
khoa K, cua Nancy s€ giai ma dugc thong bdo, ngugc lai thi K, s€ tao ra mot khau vo
nghia. Sau do6, khi gdp nhau ho cé thé trao d6i cac khoa va kiém tra duoc mdi bén co tuan
theo ding cic quy tic cta thi tuc hay khong?

Di nhién 1a viéc tung dong tién qua dién thoai khong phai 1a mot cong viée rat quan
trong. Tuy nhién, thu tuc ndy 1a co s& cho 2 thu tuc ma ta s€ xem xét dudi day.

5.2.7. Ky thoa thuén

Gia st rang Charles va Diane ciing thong nhat v6i nhau vé mot van dé nao d6 va mudn
ky mét thoa thuén dé x4c nhén sy déng v cta ho. Ca hai phai cam két thuc hién mot cong viéc
nao d6 theo thoa thuan nhung nguoi nao ciing chi mudn cam két khi nguoi khac ciing lam nhu
vay. Vi duy, Charles cam két ban xe cua anh ta cho Diane néu Diane dong y trao cho anh ta
mot ¢6 phan trong viée kinh doanh ban banh pizza cua co dy.

Charles ¢ California va Diane & NewYork. Charles s€ khong ky thoa thuan trudc va gui
n6 cho Diane, boi vi diéu d6 s& dat sé phan cua anh ta vao ban tay ciia Diane: anh ta da dong
¥ ban xe, bdi vay anh ta phai dwa n6 ra khoi gian hang. Tuy nhién, Diane c6 thé xé ban thoa
thuan dé mic Charles v&i chiée xe; mat khac Diane c6 thé ky thoa thuin bat budc Charles
phai san xuit xe. Charles s& bi rang budc boi thoa thuan ngay khi anh ta ky. Tuy nhién, anh ta
khong biét liéu Diane c6 ky hay khong, bdi vay, co ta khong bi rang budc bdi ban thoa thuan.
Tinh hinh ciing twong tu néu Diane ky trudc: o ta s& bi rang budc con Charles thi khong.

Trong thyc té, diéu nay dugc khac phuc khi ca hai bén cing ky. O day chung ta mubn
thiét 1ap mot thu tuc dé ky cdc thoa thuan bang may tinh. Giai phap nay nham tranh phai gip
g& nhau va ky trén gidy.

Co6 mot giai phap phai nho téi mot bén thir 3 tin cay: Charles va Diane, mdi nguoi phai
ky vao mot ban sao ctia ban thoa thuan dé giri cho mot ngudi thir 3 tin cdy, ngudi nay sé giir
hai ban sao c¢6 mot chit ky nay. Day la bang chiing chimg t6 ring ho déu mudn ky thoa thuan.
Khi bén thir 3 cong bd rang anh ta di nhan duoc cic ban sao duge ky tir mdi bén thi Charles
s& ky mot ban sao khac dé giri cho Diane va Diane ciing ky vao mot ban sao khac dé guri cho
Charles. Charles va Diane phai bao cho bén thir 3 biét va bén thir ba s& huy céc thoa thuan chi
c6 mot chit ky. Tuy vay, ta vin mudn khong phai sir dung toi bén thir 3 néu cé the.

Boi vdy, mot thu tuc thoa thuan can c6 hai diéu:
—  Cam két. Sau mot thoi diém nhat dinh, ca hai bén s& bi rang budc bdi ban thoa thuén cho
t6i mot thoi diém nao do.
— Tinh khong thé gia mao. Cac chir ky trén ban thoa thuan phai chimg t6 dugc 1a xac thuc.
Tire 1a mdi bén phai c¢6 kha nang chimg minh rang chir ky ctia bén con lai 1a xac thyec.

Thi tuc phai c6 kha niang thu dugc hai van dé néu trén mot cach gian tiép, khong can
phai mat d6i mat. Mot thii tuc gian tiép 1a thich hop trong tinh hudng da dugc may tinh hoa.
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5.2.7.1. Véi gidy va but

Mot thu tuc gian tiép c6 thé hoat dong theo cach sau. Thu tuc nay co thé khong duoc
st dung trén thuc té, nhung né twong ty véi mot thu tuc may tinh dugc mo ta & phén sau.
Charles va Diane s& chuyén t6i lui it nhat 3 ban thoa thuan. Mdi nguoi giit mot ban lam bang
ching vé su viéc d3 xau ra con mot ban dang dugc chuyén. Viéc ai gilt ban sao nao cho ai dé
gilt mot ban lam bang ching 1a rt 16 rang, boi vay ta s& khong mo ta cac ban sao khac nhau
Iru chuyén t6i lui.

Charles s& viét chit cai dau tién trong tén ctia minh 1én ban thoa thuan la chit "C" va gui
n6 cho Diane. Co ta s& viét chit "D" va giri tré lai. Charles s& viét mot chir cai tiép theo trong
tén ctia minh "h" va cit nhu vay ho tiép tuc thuc hién trao doi bﬁng cach mdi lan gén thém mot
chit cai trong chit ky. Chi véi chir "C" trén ban thoa thuan, Charles biét rang khong mot ai co
thé yéu cau anh ta thuc hién ban thoa thuén. Tuy nhién, mdi chit cai 1a mot hanh dong ching
t6 su trung thuc ma anh ta mudn t6 cho Diane thay. Diane ciing s& dap mg bang nhimng hanh
dong tuong tu.

Sau mot vai chir cai trén moi chit ky, Diane biét rr;“lng ¢o ta co thé thuyét phuc Quan toa
la Charles thuc sy da bi rang budc bdi ban thoa thuan . C6 ta giai thich cac tinh huéng va hy
vong rang Quan toa s& dong y. O ddy van con c6 mot d6 bat dinh: Charles khong bi rang budc
boi cac chir cai "C' ma anh ta chi bi rang bude boi chit ky day du cua minh. Tuy nhién, thoi
1 2

diém ma anh ta bt ddu bi rang budc 13 khong 16 rang: khi co ~

3 A ~ s
5> 3 hay 5 s chir cdi trong

chit ky?

Béi vi ho khong biét chic ding vao thoi diém nao ho bi rang budc nén ca hai déu lo
ngai ho s€ bi rang budc & mdi 1an, boi vay ho khong c6 1y do nao dé khong tiép tuc tha tuc.
Ho ciing biét rang cang tiep tuc thi xac suat chlmg to rang bén kia ciing bi rang budc cang 16n,
boi vy mdi quan tdm 16n nhat ctia ho 1a phai tiép tuc cong viéc. Ngoai ra, ca hai déu mudn ky
thoa wdc bang bat cir cach nao nhung phai dam bao ho bi rang budc cing lac. Tinh khong
chic chin cia diém cam két 1a co s¢ cua giai phap may tinh.

5.2.7.2. Tom lwoc vé thii tuc gidn tiép

Thi tuc may tinh 1am viéc kha giéng cach trén. Cac bén trao doi thong bao thoa thuan
theo cac mau bang cach str dung thu tuc chuyén khong nhé. Can nhd lai 14 viéc chuyén khong
nh¢ 14 cach phat mot trong hai thong bao dé khong mot ai (ca nguoi phét 1an nguoi nhan) biét
chic thong bao nao da duoc phat. Bdi vy, khong mdt bén nao biét dugc mot nira thong bao
da duoc phét boi vi v6i viée chuyén khong nhd, khong mot ai biét chinh xac cai ma nguoi
khac da nhan duoc.

Gia sir mdi chir ky ctia mdi ngudi duge chia thanh 4 khéi va khong thé ghi nhan chir ky
bang cach nhin vao né. Charles va Dianne thyc hién viéc chuyén khong nhé mdi nguoi 8 lan
Charles s& gtri mdi khdi mot 1an theo i va mot lan theo j . Diane ciing 1am nhu vay.

Trong 3 lan d4u, Charles cam thy an toan vi Diane khong c6 du 4 khdi trong chit ky
ctia anh ta. Charles s& giri khéi thir 4. V6i khdi nay, Diane c¢6 thé ¢ mot chit ky day dii nhung
c0 ta khong thé biét diéu do. Trén thuc té, xac suit dé co ta nhan du 4 khdi coa chir ky 1a kha
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thap (nh6 hon 0.02). Néu ¢6 ta dimg lai thi Charles co thé di c6 % chir ky ctia c6 ta va c6 thé

thuyét phuc Quan toa réng Diane da phai boi lai thoa thuan. Diane khong c6 su lya chon nao
khac ngoai viéc tiép tuc . Khi ho tiép tuc cong viéc, ho s& ngay cang tién gan hon téi viéc dam
bao thoa thuan.

O mét thoi diém bat ky sau 4 vong khéng mot ai cod thé dung lai, bdi vi ¢ ta hodc anh
ta co thé da phat di mot chir ky day du va boi vay, da bi rang budc boi ban thoa thuan. Do do,
diéu quan tim 16n nhat cta ca hai 1a phai tiép tuc cong viéc cho téi khi két thuc, 1a khi cac chir
ky diy du da dugc trao ddi hoan toan xéac dinh.
5.2.7.3. Thii tuc ky thod thudn gidn tiép

Sau day la thu tuc do Even va céac cong su dua ra [13].

1) Charles chon ngﬁu nhién 2n khoa ctua mot hé mat khoa dbi xtng (chéng han, DES). Ta ky
hiéu chung 13 ¢, c,, ..., ¢,, . Cac khoa dugc gom thanh céc cap sau (¢, c,., ), (¢,.¢,.,), -

Day chi la mot cach ky hi¢u chir khong c6 sy phan biét nao gitta ¢, vac, ;.

2) V6i mdi khoa, Charles tinh C, =E (S, c,) d6i voi mot thong bao chuan nao d6 ma noi
dung cua no la khong c6 lién quan. Charles sé gui C, t61 C,, cho Diane. Ttrc la Diane c6
dang d3 ma hod cua théng bao chuan dudi moi khoa.

3) Charles nhét tri réng anh ta s€ bi rang budc boi ban thoa thuan néu Diane c6 thé dwa ra ca
hai khod ¢, va c,,. voi i bat ky. (Cha : theo mo ta cua Even, mdi C, dugc goi 1a mot

i

thach d6 S va khod (c,, c,,, ) duoc goi la giai phap).
4) Diane lap lai 3 bude nay theo cach tuong tu voi cac khod d; va cac thong bao da ma D, .

5) Charles s& giri moi cip ¢, va c,,., 1<i <n cho Diane qua thi tuc chuyén khong nhé. Tuc

14, Charles s& giri hodc ¢, , hodc ¢, ,, cho Diane nhung ca Charles 1an Diane déu khong biét

chic khoa da nhan dugc. Diane cling 1am tuwong tu v6i tat cd cac d, va d,,, véi 1<i<n .

n+i

Téi lac nay, Charles va Diane mdi ngudi da c6 mot nira bi mat ctia ngudi khac.
6) Goi / 1a d¢ dai ctia mdi ¢, hoic d, .
For 1< </ begin
Charles phat bit thir j ciia tat ca cac ¢;, 1<i<n cho Diane
Diane phat bit thir j cua tat ca cac d;,1<i<n cho Charles

End

7) Gia st rang khong mot ai két thuc soém, ¢ cudi thu muyc ca hai déu co tat ca / bit cia tat ca
cac bi mat cua nhau va thod thuan da duogc ky.

Khi budc 6 bat dau, ca hai bén Charles va Diane déu c6 mdt nira bi mat ciia ngudi khac, tuy

nhién Diane vin khong xac dinh dugc khoé ¢, tir thong bdo dd ma C, ctia né cho du Diane da
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c6 c,... Vi budc niy dang tiép dién nén Diane sé nhan dugc 1 bit cta ¢, , 1di bit tiép theo, roi
bit tiép nira... Néu Diane sir dung mot phép tin cong manh dé xac dinh c, thi mdi bit c6 ta
nhén dugc s€ 1am giam nhe cong vi€e cua co ta di mot nua.

O thoi diém ma co ta nghi rang cong viéc can 1am con lai 1a du dé dang dé co ta co thé
xac dinh duoc ¢, v6i i nao do. Boi vay co ta co thé ngimg viéc giri cac bit cho Charles. Ciing
vao luc d6, Charles ciing c6 mot luong thong tin trong duong vé mdi d. Néu Diane c6 thé dé
dang xac dinh dugc ¢, thi Charles cling co thé d& dang xac dinh duoc d, v6i k nao do. Boi
vay, thoi gian ma Diane can dé gian lan ciing cho Charles thoi gian dé tim ra giai phap cia c6
ta dé ca hai déu bi rang budc vao ban thoa thuén.

5.2.8. Thu tin dugc chirng thue

Viéc giri thu tin ¢6 ching thyc 13 van dé cudi ciing ma ta s& phat trién mot giai phéap thu
tuc. Gia st Gina mudn giri mot thong bao cho Hal nhung ¢6 ta mudn ching té rang Hal da
nhan dugc thong bao. C6 ta khong mudn dé lai thong bao cho Hal ma khong nhan dugc phuc
dap. Di nhién la Hal s& khong ky phtic dép cho t6i khi anh ta thyc su c6 thong bao. Cac buu ta
va trong tai c6 thé giai quyét dugc van dé nay. Tuy nhién, nhu thuong 1€, ta mudn c6 mot giai
phap khong can c6 trong tai. Giai phap nay rat gidng véi thu tuc ky thoa thudn ma ta van néu.
Trén thuc té, giai phap nay ciing do Even va cac cong sy dua ra [13].

Gia sir thong bao ma Gina chuyén téi Hal 1a M . Co ta s& phat M cho Hal ¢ dang duoc
ma hoa va s€ chi trao cho Hal khod ma hoa khi c¢6 ta dd nhan dugc mdt thong tin xac nhan
thich hop tur Hal bao vé viéc anh ta da nhin duoc M . Hal chi biét dugc M khi anh ta nhan
duoc khoa cho phép anh ta thu dugc ban 16 M .

1) Gina chon ngau nhién n +1 khoéa cia mot hé mat ddi xtimg (ching han DES). Ta ky hiéu
chingla g,, g,,....,g, . Cotacingtinh g . =g, ®g V61 1<i<n (ddu @ chi phép hoic loai
trir - hay phép cong theo modulo 2).

2) Gina tinh G =F (M , go) (mi hoa thong bao M bang khoa g,)- Co ta giri G cho Hal. Vi

voimdi i
8 =& PG
8,18 =8 Pg Dg,
=g,®0=g,

Béi vay Hal c6 thé x4c dinh duge M néu biét mot cdp (g, g,,, ) batky.

3) Gina tinh va gui cho Hal G, =E (S , g,.) v6i 1<i <2n trong d6 S 1a mot thong bao chuan

nao d6 ma nd dung cua no 1a khong quan trong. Vao luc nay Hal da c6 thong bao d@ ma G va
mot thong bao tiéu chuan S duoc ma bang 2n khoa khac nhau cia Gina.

4) Hal chon 2n khod hy, h,, ..., h,,. Hal tinh H, =E (S, h;) v6i 1<i <2n . Hal giii H, cho

Gina.
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5) Hal guri mét thong béo cho Gina ndi rang anh ra sé bao viéc nhén ban vé cia G néu Gina

c6 thé tao ra mot trong cac cip cta Hal (h, va h, )va tat ca cac g Vo1 1<j<2n.

n+i

Khi néi diéu nay, Hal néi rang néu Gina c6 thoi gian dé xac dinh mét trong cac cap

khod cua anh ta (A, va h ) thi anh ta cling c6 thoi gian dé x4c dinh mot trong cac cip khoa
cliaco ta (g, va g, ). Ching nao c6 dugc mot cip khoa, Hal co thé tinh dugc khoa ma hoa
g, va thu dugc théng bdo M =D (G, g, ).

Diéu kién thtr hai trong tuyén bd ctia Hal dam béao rang Gina da xir su cong minh, tic 1a

mdi cap déu dan ra duoc g, .

6) Ciing nhu trong thii tuc ky thoa thufn. Gina va Hal s& trao ddi cac cap (g, g,.,),
(8- 8y12) 5 VA (By, hyLy)s (Bys b,y ) ... theo thu tye chuyén khong nhé. Tt 13, Hal s& nhan,
hoic g, hoic g ., nhung ca Hal 1an Gina déu khong biét la gia tri nao? Gina s& nhan mot nira

trong mdi cdp (h,, h,,, ) ma khong biét gid tri nao.
7) Ciing nhu trong thi tuc ky thoa thuan, gid sir / 1a d6 dai ctia mdi khoa g, .
For j =1 to / begin
Gina giri cho Hal bit thir j ctia méi g, v6i 1<i <2n .
Hal giri cho Gina bit thir j ctia mdi A, v&i 1<i<2n .
end

Khdéi luong cong viée can lam dé pha ma cta ngudi khac ciing giéng nhu trong viée
ky thoa thuédn. Boi vay, tot hon ca 1a tiép tuc cong viéc. Mac du ca hai tha tuc ky thoa thuan
va thu tin ¢6 chtng thuc 1a kha phirc tap d6i véi con ngudi nhung ching lai dé dang thich hop
trong lién lac may tinh.

5.3. SUDUNG MA HOA NHU THE NAO

Trong nhitng phan trudc, ta di nghién ciru mot s6 vi du vé cac thu tuc dé sir dung trong
may tinh. Ta da coi cac tha tuc 1a cac ddy c6 thir tu clia cac budc dé giao tiép giita hai bén.
Cac phuong phap di dua ra cac cach thong minh trong khi van giit dugc tinh bi mat, tinh vo
danh tinh hodc tinh riéng tu.

Céc thu tuc st dung ma hoa nhu mot céng cu dé thu dugce tinh bi mat, tinh xac thuc
hodc tinh toan ven, mac du trong tdm la nam & trén tha tuc va cac dic tinh an toan can dat
duoc chtr khong phai ¢ ban than phép ma hoa. Cac thu tuc (khong phu thugc vao mot thuat
toan ma hoa riéng nao) chi gia dinh sy ton tai cia mot kiéu ma hoa (ddi ximg hodc khong dbi
xtng) c6 thé ¢ mot tinh chit chung (ching han nhu tinh giao hoén).

Trong phan nay ta s& nghién ctru viéc st dung cac phép ma hoa trong thuc tién. Mic du
cac tmg dung thyc tién nay khong hinh thirc nhu cac thu tuc nhung ching sé huéng dan ta
trong viéc st dung cac phép ma hoa dé thuc hién cac nhiém vu trén may tinh. Mot sb tinh
hudng trong may tinh chi lién quan t6i mot ngudi sir dung. O ddy chang can t6i mot quy tic
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nao vi khéng c6 mot sy khong nhét tri ndo vé tinh ding dén hodc vé sy tuan thu ddi véi mot
quy tic. Trong nhing truong hop ndy, tinh bi mat va tinh xac thyc 1a nhitng van dé quan
trong. Nhiing tinh hudng nay dugc goi 1a céc thuc té ma hod hay cac ky thuat ma hoa. Chiing
1a chi dé cua phan con lai trong chuong nay.

Chiing ta phai thong thao vé céc dic tinh, cac vu nhuge diém cua thudt toAn ma hoa.
Khi d6 ta ¢ thé chon céc thuat todan mot cach ding dan va sir dung nhiing phuong phap ma
hoa thich hop. Trong phan nay ta s& xem xét cac tiéu chuan dé phan xét cac hé thong ma hoa
riéng. Hai so do chu yéu can xem xét 1a RSA va DES. Ta ciing nghién ctru nhitng han ché
chung ctia cic hé thong khoa dbi xtmg va khoa khong ddi ximg.

Ta biét rang, Shannon da dé xuét cac tiéu chuan chung cho cac hé thong ma hod. Mic
du céc tiéu chuan nay da duoc xdy dung trudc khi phd cap cac may tinh - modem nhung
ching van con c6 kha ning ap dung vao nhing van dé cdn quan tim dén ngay nay. Ta s& nhic
lai cac tiéu chuan nay.

—  Mirc d6 bi mat can thiét s& xac dinh khéi lwong cong viéc thich hop dé ma hod va
giai ma.

— Téap cac khoa khong lién quan téi do phire tap.

— Ung dung phai don gian nhu c6 thé duoc.

—  Cac sai st trong ma hod phai khong lan truyén va gdy nén ngung tré nhiing thong
tin tiép sau trong thong bao.

—  Kich thudc ctia ban ma phai khong 16n hon kich thudc cua théng bao gdc.

Tiéu chuan dau tién 13 co so cua cac hé mat. Tiéu chuan tht hai 13 quan trong hon khi
cac khoa (va toan bo hé théng ma hod) duoc tinh bﬁng tay. V6i cac may tinh dé thuc hién mot
cong viéc phirc tap hay té nhat thi do phirc tap ciia viéc chon khod khong phai 1a van dé. Trén
thuc té, v&i cac thuat toan toan hoc nhu RSA hay ElGamal thi cac khoa la rat phuc tap theo
nghia chi ¢6 nhimg s6 nguyén hodc nhing cip sé nguyén nhat dinh méi co thé 1a khoa. Tuy
nhién, khi viéc trao doi kho4 1a can thiét hodc mong mudn thi viéc phan phdi khoa téi nhimng
ngudi s dung ciing 1a mot khé khian. Ung dung mot so d6 ma hod vin can thiét phai don
gian. Tuy nhién, vdi viéc sit dung may tinh, cac thuat toan trudc kia khong c6 kha nang thyc
hién thi nay da tré nén c6 thé tmg dung. Viéc lan truyén sai dugc mo ta trong tiéu chuan thi
tu van con phai luu tim. Cubi cing, tiéu chuan vé kich thudc ban ma khong con quan trong
nira.

Ta s€ xem xét cac tiéu chuan nay chi tiet hon trong phan sau.

5.3.1. Mirc d§ bao mat

Cudc tranh luan lién quan t6i viéc xac nhan lai DES 1a mét vi du tdt cho su thich ung
clia bio mat ngay nay. Viéc DES c6 thé bi tham néu co du thoi gian va tai nguyén tinh toan
van chua du dé nguoi ta loai bo nd. (Co thé coi DES chinh thic bi loai vao cudi nam 1998,
Triple - DES tam thoi thay cho DES trong khi chd doi chuian méi AES ra doi (AES -
Advanced Eneryption Standard - Chuin mat m3 tién tién) du kién dua ra vao nam 2001, cac
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thdo luan trén mang dang thuc tién viéc xay dung AES co6 khoa 256 bit, chfmg han nhu cac
thudt toan RC-6, CAST-256,...).

Tir 1979, Hellman da chimg to rang mot tham ma c6 cha dich ¢ thé giai ma mot théng
bao dugc mi bang DES. Mic du gia cac chip giai ma ngay cang ré nhung chi phi dé xay dung
mot may gidi ma DES van con 16n t¢i mic kho c6 thé c6 mot cong ty tu nhan nao, hodc tham
chi mot to chirc toi pham nao hay mot co quan chinh pht nao dam bo ra. Mot s6 nguoi sir
dung mi hoa chi can giir duoc bi mat ddi voi nhitng thim ma tinh cd chir khong nhat thiét giir
duoc bi mat dbi véi cac tham ma thuc sy mudn pha. Vi dy, mét cong ty co thé ma hoa cac dit
lidu c6 lién quan t6i mot dong san pham méi dé duy tri wu thé canh tranh. Cac ngén hang ma
hoa cac thong bao dé chuyén cac tai khoan nham tranh cac stra doi bat hop phap va dé xac
dinh viéc truyén gia mao céc sai chir khong nham bao vé tinh riéng tu. Mot ngudi st dung ma
hoa file chtra chwong trinh ngudn nham tranh cac sira doi bat hop phap.

Trong nhiing truong hop nay va trong nhiéu truong hop khac, gia tri ctia thong tin dugc
mi hod phai dwoc can nhic v6i chi phi tham ma. Khi ¢6, DES van dugc coi 1a di mirc an
toan. P6i v6i hé mat RSA, tinh hinh cling tuong tu nhu vay. Ké tir khi duoc dua vao nam
1978 t6i nay, van chua c6 mot thach dd nghiém trong nao dugc dua ra ddi véi tinh an toan
cua no.

Toém lai, tinh bao mat cua mot hé méat ma phai thich hop vdi mie d6 quan trong cia di
liéu can bao vé. Nguoi st dung cac hé théng mat ma phai xem xét gia tri cua dit liéu can bao
v¢ khi chon mot hé théng mat ma.

5.3.2. Quan ly khoa

Doi voi cac hé théng ma hoa phirc tap hon, cac khoa khong thé chi dugc chon don gian
mot cach ngau nhién. Cac hé thong khoa cong khai thuong can 2 khoa trong mét cap duoc
xac dinh rat can than. Ngay ca doi voi cac thuat toan ddi xung, viéc ton tai cac khoa yéu cling
khong cho phép tao khoa hodn toan ngau nhién. Vi cac Iy do ndy nén cac khoa thuong duoc
tao tr mot trung tam tao khoa.

Khi xem xét t&i van dé trén, viéc phan phéi khoa c6 thé 1a mét nhiém vu chinh. Khi t&i
lac can thay d6i khoa, mdi mot chii s¢ hitu khoa phai duoc thong bao vé viée thay doi khoa va
tat ca nhitng ngudi dung phai bat dau st dung khoa méi dong thoi (dé tranh c6 mot s6 thong
bao lai dugc ma hoa bang khoa cii thay vi bing khoa méi va nham phén biét giita chung).

Viéc thay thé khod ciing 1a mot van dé vi cac khoa cii phai dugc luu giit dé cho phép
giai ma cac thong bao (duge ma bang cac khoa cii) duoc luu lai.

5.3.3. C4c kho4 bi mit (bi 1)

Ca hai hé thong khoa dbi xing va khong d6i xtmg déu nhay cam ddi véi viéc mat khoa,
16 khoa hodc bi danh cip khoa. Cach xir Iy duy nhat duoc biét 1a phai kiém tra dinh ky. Nguoi
sir dung phai biét khi nao mot khoa c6 thé bi ton hai. Néu diéu d6 xay ra thi nguoi sir dung
phai bao cho kho trung tAm hodc cho tit ca nhiing ai c6 thé nhan cac théng bao tir ho rang
khoé ¢ kha niang da bi 16. TAt ca nhitng noi thu nhan cac thong bao tir nguoi sir dung nay
phai dugc biét rang ho phai nghi ngd moi thong bao nhan duoc sau ngay bao. Ho ciing phai
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biét rang ho khong duogc guri bat ky mot thong bao nao nira dwoc méi hoa bang khoa cong khai
cua nguoi da bi 16 khoa.

Thu tuc nay (khong thuc sy 1a mét thi tuc tbi uu) 1la mot thu tuc kha hitu dung. Mot
ngudi ding mudn rat lai mot thoa thuan da ky chi can tuyén bd da 16 khoa riéng ¢ thoi diém
truée ngay ky thoa thuan. Boi vi khoa riéng di duoc coi 13 10 nén bét ctr ai cling ¢ thé lam
nhu nguoi ding (da bi mat khod).

5.3.4. By phirc tap ma hoa

Ta s& xem xét tiép t6i tinh phirc tap dé thyc hién mot phép ma hod. C6 hai van dé chinh
o day la do tré trude khi thut toan ma hoa co6 thé bit dau tao ra ban ma va do cham cta ban
than thuat toan ma hoa.

5.3.4.1. Dj tré trwée khi ma hod

Do tré trude khi mé hoa bét dau phu thudc vao loai ma 1a ma khdi hay ma dong va kich
thude cua khdi. Nhu dd mo ta trong chuong 2, cac ma dong 1a thich hop dé thuat toan ma hoa
c6 thé ma hod ngay mdi khi c6 mot ky tu xuat hién. Kém thich hop hon mot chat 1a cac ma
dong 1am viéc trén cac khdi. Mbi ky tu khong thé dugc ma hoa ngay khi né xuét hién nhung
céc ky tu mai s& dugc giir cho téi khi nhan duge mot khdi (vi du 8 ky tu 8 bit hay 64 bit ddi
v6i DES). Cac ham ma hoa it thich hop nhat 1a cac ham ma toan bo thong bao rd phai dugc
nhén trudce khi c6 thé bét dau viéc mé hoa.

Nhiéu thuat toan mat ma thoéng thuong (bao gom RSA, Merkle - Hellman, ElGamal,
DES va Skipjack) 1a cac mat ma khéi. Véi DES, mot khéi gdm 64 bit. Vi RSA, khong co do
dai khéi bat budc (mic du cac khdi ngin s& co d6 mat han ché). Do dai khdi 16n nhét ciing 1a
mdt tham sd lua chon doi vai nguoi ap dung.

Céc nha nghién ciru phat trién RSA khuyén nghi do dai khdi nén tir 100 t&i 200 bit. Cac
d6 dai khéi cia DES va RSA thich hop cho cac ing dung trong thuong mai.

5.3.4.2. Toc dp ma hod

Mot s6 thudt toan ma hod thue hién mot khoi lugong cong viéc khong ddi d6i voi mot ky
tu dugc ma. (Chéng han, vgi cac méat ma thay thé, tat ca cong viéc chu yéu la qua trinh tra clru
bang). DES, Skipjack, RSA, Merkle - Hellman va ElGamal méac du 1a cac thuat toan phirc tap
hon nhiéu nhung déu thuc hién cung mdt luong tinh toan ddi voi mot khoi. Tét ca cac thuat
toan nay hoat dong theo mot thoi gian ti 1€ voi kich thude ctia ban 10, chi co héng sb ti 1é 1a
khac nhau.

Téc d6 ma hoa 1a mot tham sd quan trong vi né dam bao rang néu mot thuat toan ma
hoa c6 thé mi hoa xong mot khdi trude khi nhan duge khdi tha hai thi thuét toan nay sé
khong 1am giam toc d6 cta tmg dung. Ludn c6 cac Gmg dung phan ctng (chip) d6i v6i hau hét
cac thuat toan thong dung dam bao 1am viéc véi cac téc do hop 1y.

Céac thuat toan khoa cong khai cham hon rat nhidu so vé6i cac thudt toan khoa ddi xung.
Céc thuat toan d6i xtimg déu duya trén cac phép toan hiru hiéu nhu cac phép tra ctru bang, dich,
chuyén vi va cac phép logic (nhu VA, HOAC, cong mod 2...). Tat ca cac phép toan nay déu
c6 cac chirc nang phan cing tiéu chuan. Cac thuat toan khong d6i xtimg déu xay dung trén cac
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bai toan kho. Vai cac khoa c6 do dai cang lon thi d§ phirc tap tinh toan cang tang theo ti 1¢
ham ma. Cac s6 liéu trong bang B 5.1 cho ta thay ring ma ho4 d6i ximg thuc hién nhanh hon
tir 1000 téi 5000 1an so voi mat ma khoa cong khai.

5.3.5. Lan truyén sai

Céc sai trong truyén dan 1a chi yéu va gy tac han nghiém trong. Ta ciing biét ring cac
mang cuc bd hodc cac mang ¢ xa thuong chiu cac sai truyén dan. Céc sai ndy co thé khong
bao cho ta biét co ké thu chan. Cac thuat toan ma hoa 1y tuong phai khong bi anh hudng cua
cac sai cia mang. Thong thuong, mang s€ chiu trach nhiém xac dinh cac cude lién lac bi sai
va phat lai cac théng béo c6 13i sao cho nguoi dung khong phai quan tim dén.

Bang 5.1: Toc d6 ma hoa

Thuat toan Phan cting (bits/s) Phan mém (bits/s./MIPS)
Ma hoa RSA 220K 0.5

Ma hoa RSA 220K 32K

MD4 220K 1300K

DES 1,26 (1,2. 10%) 400K

Mot sai thuc su (do su thay doi cua tham ma) phai thé hién rd trén ban ma sao cho mot
su thay d6i bat ky déu d& dang thay duoc. Khong c6 mot thuat toan thong dung nao cd co ché
chéng xam nhdp. Nho cic co ché nay, thuat toan ma hoa s& bj bop méo t6i mirc tham chi chi
can thay doi 1 bit dau ra ciing s& din t6i thong bao dwoc giai ma bi bop méo nghiém trong.
Néu ban rd 1a mot doan van thi su thay doi s& duge théiy rat ro. Néu ban rd 1 dit liéu nhi phan
thi sy thay doi c6 thé khong bi phat hién.

5.3.6. Kich thwoc ban ma

Kich thudc cua ban ma dugc tao thanh ciing 1a mdt tham ) quan trong. Trong mét sb
truong hop, ban ma c¢6 thé nam trong ciing mot khong gian véi ban rd. Khi d6, viée ting mot
chut vé kich thudc ciing 1a diéu khong thé chap nhan duoc. Can chil ¥ rang cac mat ma khoi
phai md hoa dong thoi mot khdi day du. Mic du c¢6 thé dé dang don thém vao khéi cudi cing
khong day du dé tang kich thudc nhung viéc don thém nay s& lam ting kich thudc ciia vin
ban ¢ dau ra. DES va Skipjack tao ra mot dau ra co kich thudc ding bang kich thude dau vao
hoac hoi 16n hon mét chat. (Mét vector khoi tao hodc cac bit don lam dﬁy du cho khéi cudi
cung s& lam tang toi da 12 mot hodc hai khdi). Trong cac thuat todn cong khai, dau ra c6 quan
hé véi kich thudc dau vao nhung khong nhat thiét phai ti 1¢ véi kich thude nay.

5.4. CAI THIEN PQ MAT CUA HE MAT

DES va RSA duoc xem la cic thudt toan ma hoa an toan qua nhiéu nim nghién ctru ciia
cac nha tham ma. Cac thuat toan Skipjack va ElGamal ciing dugc coi la an toan mac du ching
chua duoc thir thach 1au nhu DES va RSA. Mic du tham ma kho co thé tim duge nodi dung
ctia cac thong bao duge ma bang cac thuat toan trén nhung viéc mo ta nhiing tan cong c6 kha
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nang ddi voi mot hé mat s& chira dung nhiéu yéu diém tiém nang hon viéc pha bi mat ciia mdt
thong bao. Trong phan nay, ta s& xem xét mot sb phuwong phap tan cong nay.
5.4.1. Ngan ngira va phat hién sai

Trong DES, mdi khoa 1amét thyc thé. Mot tham ma dd nim dugc khudn dang cua cac
thong bao clia ngudi giri c6 thé sira d6i cac thong bao ma khong can phai pha ma.
5.4.1.1. Lip lai khoi

Vi dy, ta xét tinh hung sau. Hai ngan hang thoa thuan trao d6i dién tir cac thong tin vé
chuyén tién trao do6i gitra hai ngén hang. Pé bao mat, ho st dung cac sb liéu duoc ma hoa. Ho
thod thuén phat cac ban ghi c6 khuon dang xac dinh nhu sau:

Chu tai khoan S tai khoan Luong tién chuyén

24 bytes 8bytes 8 bytes

Céc ban ghi nay gdm 40 bytes = 320 bits = 5 khoi 64 bit (xem hinh 5.21).

Gia sir John c6 thé thu trom kénh dir liéu giira hai ngan hang. Ngay dau tién, John véi tu
céch chu tai khoan s& chuyén 100 USD tir mdt ngan hang nay sang mot ngan hang khac. Ngay
tiép theo anh ta cling lam nhu vdy. O ca hai ngay, anh ta van déu thu chin va ghi lai qua trinh
truyén dan tir ngdn hang nay ti ngan hang khac. Gia st rang ca hai 1an truyén dan déu duoc
guri bang cung mot khoa ma hoa va ca hai lan déu bat dau bang mot ban ghi. John biét rang ca
hai lan truyén déu c6 3 khdi biéu thi tén ctia minh, mot khéi biéu thi sé tai khoan va mot khoi
biéu thi lugng tién chuyén. John ciing biét ring 5 khdi nay & ca hai ngay déu nhu nhau. Viéc
xéac dinh dit liéu trong céc truong nay chi 1 mot qua trinh tim kiém hai phan giéng nhau.
Cong viéc té nhat nay c6 thé thuc hién d& dang bang may tinh.

Khéi 1 ‘ Khdi 2 ‘ Khoi 3 Khoi 4 Khoi 5
Pamihoa (| Tén Tai khoan | SO luong
cac bytes ; | !
1 24 125 32133 40
Hinh 5.21.

Ngay tiép theo, John kiém tra gia dinh cta minh bang cach giri qua mot giao dich khac
v6i mot luong tién khac. John lai tim kiém 4 khdi gidng vai 4 khdi truée do, tuy nhién cac
ban ghi nay s& khac nhau & khéi thir 5. Néu chi c6 mot tap cac khdi phi hop véi mau nay thi
John c6 dang da ma tén, sb tai khoan cua anh ta.

Bang cach chén thém cac s lidu vao duong truyén thay cho viéc doc cac thong bao tir
n6, John bay gio ¢ thé thay thé mot nguoi bat ky va s6 tai khoan ciia anh ta bang tén va s tai
khoan ctia minh, riéng s6 luong tién thi khong dung cham téi. John khong can biét ai 1a nguoi
nhan tién va luong tién duoc nhéan 13 bao nhiéu, anh ta chi don gian la thay vao tén vao tén va
sd tai khoan cia minh va quan sat ngan sach trong tai khoan ctia minh tang truong. K¥ thuat
nay duoc goi 1a k¥ thuat lp lai khdi. Trong ky thuat nay, cac khdi dd ma tir mot 1an truyén
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dan s& dugc giri lai ¢ 1an truyén dan thir hai. Dé str dung k¥ thuat nay, nguoi thu chian khong
can phai pha ma.

O cubi mdi lan truyén, cac ngan hang thuong guri tong cac chuyén khoan nhung John s&
khong can thiép vao, bai vay, tong s6 s& can bang. Néu John may min thi it nhét 1a mot trong
nhitng 1an truyén da sira doi s& lam anh ta giau to. Cac khach hang c6 thé khong nhan thay
thiéu mot 1an chuyén (khi John chuyén sang tai khoan ctia minh) téi mot thang sau khi John
bat dau can thiép. John sé& tiép tuc tro choi nay trong vong toi da 1 thang va rat tién mat ra
khoi tai khoan ctia minh.

John c6 thé coi 1a nguoi trong cudc theo nghia anh ta biét khudén dang truyén, tan suat
thay d6i khod, cac truyén dan nay thuong xay ra nhu thé ndo... John ciing biét cach dam bao
an toan khi co su c6. Ky thuat dugc dung & day da don gian hoa doi chit nham lam cho viéc
giai thich d& dang hon va tranh cac hudng dan chi tiét cho ké xau loi dung.

Do cach xtur ly mdi khdi cia ban rd 1a doc 1ap nén DES va cac mat ma khdi khac déu bi
anh hudng boi loai tan cong nay. Rat may 1a c6 mot giai phap khic phuc dé dang, duoc goi 1a
giai phap xich khoi.
5.4.1.2. Gidi phdp xich khéi

Ta biét rang khi cong mod 2 mot xau nhi phan véi chinh né thi két qua s& bang 0 va
phép "hodc ¢o loai trir" ndy 1a mot phép toan giao hoan. Boi vay, vdi 2 xdu batky a va b, ta
co:

(a (—Db)(—Ba z(a (—Ba)(—Db
=0®b
=b

v
=
&
Il
a

Khoa K —»| DES

'
’ E(B,®C)) O

Khoa K —»| DES .

)
E(B,®C,) = | C

DES

A 4

A 4

, E(B,®E (B, ®E (B,)))

\
B »(N >
! \J E - = C
DES » £ (B,. @CH) ;
Khoa K —»

Hinh 5.22. Vi du vé giai phap xich khéi
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Véi giai phap xich khéi, mdi khéi can phét s& duge két hop bang phép cong mod 2 véi
cac khdi trude. Néu céc khoi la B,, B,, B, va cac ham ma hoa 1a £ ( ) thi cdc khoi sau s&

dugc phat:

(8))

C,=E
C,=E(E(B,)®B,)=E(C,+B,)
C,=E

1

(E(E (B,)®B,)®B,)=E (C, +B,)

3
Qua trinh nay dugc mo ta trén hinh 5.22.
Bén nhan sé& giai ma khéi dau tién nhan duge C , nhu thong thuong. Bén nhan s€ giai
ma khéi thtr hai nhan dugce (chinh 1a C, =E (C, +B,)) va thu dugc C, +B,. T C, da nhén
duoc trude kia, bén thu s tinh (C, ®B,)@®C, . Ta co:

(C,®B,)®C, =(C,®C,)®B, =0®B, =B,

Day 1a gia trj 16 ctia khdi thtr hai. Cac khdi tiép sau ciing duoc xir 1y twong tu.

Nhu d4 néu ra trén hinh 5.23, ta thdy rang cic khoéi ban rd nhu nhau dugc phat tach biét
hodc duoc phat trong cing mot lan truyén khong nhat thiét tao ra ciing mot ban ma. Co su
khac nhau nhu vay vi mdi khéi s& phu thudc vao tit ca cac khdi ¢ phan trude. Vi vay, tham
mi khong thé 13p lai cac khdi nhat dinh tir mot duong truyén nay sang mot lan truyén khac
hodc tham chi 14 chi tim cac khoi xuat phat ttr cing mot ban 0.

Déi voi DES, mot khdi khong lam 16 khdi khac vi:
E(Cl ®B,)#E (CI)CJBE (Bz)
Tham chi néu thAm ma biét rang C, =E (C,®B,) va da nhan duge C, thi thong tin
nay ciing khong bi dé 16 B, hodc tham chi chi la E (B,).

> ) ) =1 C

o e e | - [
04 K —» \

B. =B.
- C, #C, trlr phi
¢ ijl Ci—l =Cj—1

Bj =Bi —>@—> /

. » E(B,oC,,) | = | C

DES ;R
Khoa K —»

Hinh 5.23. M4 hoa céc khéi ban t& nhu nhau
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5.4.1.3. Gid tri ban dau

Ché d¢ xich khoi s€ che dau cac khoi nhu nhau. Tuy nhién, doi véi mot so thong bao
mot s0 khoi dau tién co6 thé lai tuan theo mot khuén dang dinh trude. Véi cung mot khoa ma
hoa4, tat ca cac thong bao dang nay s€ lai tao ra cung mot ban ma ¢ dau ra.

Néu diéu nay khong thé chap nhan dugc thi ta c6 thé dung mot gia tri ban ddu dé nang
cao d6 an toan. Gia trj nay 1a mot xdu ngiu nhién nao d6 dugc dung nhu khéi khoi dau.
Chang han, x4u nay c6 thé 1a thoi gian, ngdy thang hién thoi hodc 1a mot khdi ngiu nhién.
Xau nay phai khac nhau dbi véi mdi thong bao dugc ma hoa. Ca bén giri va bén nhan déu
phai giai ma khdi nay nhung chi ding né dé giai ma cho cac khéi tiép theo (khdi nay khong
chtra dir licu).

Bang cach sir dung mot vector khoi tao, théng bao B.B,B,... sé tr¢ thanh thong bao
IBB,B,..., khdi dau tién dugc giri 1a E (), trong d6 I la gid tri ban dau. Khéi tiép theo
duoc guila £ (E (1 ) ®B 1) . Tham chi, néu hai khdi giong nhau ndm trong cac thong bao khac
nhau (vi du B,) thi chung ciing khong tao ra cac ban ma gidng nhau (boi vi 7 13 khac nhau

di v6i mdi thong bao nén E (E (1)®B,) s& ludn khac nhau).

5.4.2. Mi hoa mgt chiéu

Mot sb phép ma hoa phu thuéc vao mdt ham kho tinh toan. Vi dy, xét ham 1ap phuong
y =x. C6 thé d& dang tinh x> bang tay. Him ngugc 3/y khé tinh todn hon nhiéu. Ham
y =x? khong c6 ham ngugc vi ¢6 hai kha ning d6i véi %/)7 la +x va —x . Cac ham nhu vay

(dé tinh hon nhi€u so voi cac ham ngugc ctia chung) dugc goi 1a cac ham mot chicu.

5.4.2.1. Str dung ma hod mét chiéu

Céac ham mot chiéu dic biét hitu ich trong xac thyc. Cac mat khau thuong duoc dung dé
kiém tra xem mot nguoi sir dung dang cd gang dang nhap c6 phai 1a mot nguoi ding hop 16
hay khong? Viéc dua ra cong khai bang mat khau cta cac nguoi ding 1a nguy hiém ddi v6i hé
théng may tinh, boi vy nhiéu hé théng di st dung ham mot chiéu dé ma hoa bang mat khau.
Hé théng s& luu f(pw) khi ngudi st dung nhan dugc mot khau méi pw , trong d6 f 1a ham
mot chidu. Khi c6 mot ngudi st dung ddng nhap thi hé thong s& hoi mat khau. Nguoi s dung
dua vaot vahé théng s& luu mat khau duge ma béng khoa 14 chinh mat khau do.

Hé théng mat khéu 13 an toan vi khong thé khong ¢ kha ning tinh dugc /. Tham ma
phai tim bang mat khau ciia nguoi dung 1a f (pw). Tuy nhién, thong tin nay khong cho phép
thAm ma suy ra pw . Hon nita, tham ma c6 thé thir cic mat khau khac nhau cho dén khi tim
thy mét tir w sao cho f(w)=f(pw). Véi cac mat khau ¢ do dai 16n dugc chon tir mot bo

ky tu 16n thi kiéu tin cong nay dugc xem 1a khong kha thi.
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5.4.2.2. Niém phong mdt md

Mot tinh chit hitu dung khac ctia mat ma 1a c6 kha nang bao vé dir liéu khoi nhirng can
thiép bét hop phap. Vi du, trong mét file dit li€u thong thuong, mdt dit liéu nao d6, mot ban
ghi nao d6 hoic toan bo file c6 thé b stra d6i ma khong bi phat hién. O day, ta chi xem xét t6i
cac file mic du nhing tinh hudng tuwong tu ciing c6 thé dp dung ddi vdi mot ban ghi, mot
truong hoac mot byte rié€ng 1¢.

Mi hoa thudng dung dé bao mat. Tuy nhién, trong mot sd truong hop, tinh toan ven lai
la mot yéu to quan trong hon. Vi du, trong mot hé théng trich xuét dit liéu, diéu quan trong la
phai biét réng ban sao duoc trich xuét 1a dang voi tu li€u da luu trit. Tuong ty, trong mot hé
thong lién lac an toan, nhu cau truyén din cac thong bao dang c6 thé con vuot trén cac nhu
cau vé bi mat. M4 hoa c6 thé dam bao dugc tinh toan ven cling nhu tinh bi mét.

Trong hau hét céac file thuong khong cé su rang budc ndo giita cac yéu td, tirc 1a mdi
byte, mdi bit hay mdi ky tu 1a doc lap véi nhau trong file. Viéc thay d6i mot mot gia tri s€ anh
hudng tdi tinh toan ven cua file, tuy nhién diéu nay rat khé phat hién duoc.

Mat mi ¢6 thé duoc dung dé niém phong mét file (gidng nhu bao né bang mot vo chat
déo) sao cho bat ky mot sy thay doi nao déu bi phat hién. Mot trong nhitng k¥ thuat nay 1a
tinh mot ham mat ma cua file (thuong dugc goi 1a ham bam (hask) hay tong kiém tra). Trong
chuong 4, ta da nghién ctiru mot s6 thuat toan bam . Ham nay phai phu thudc vao tat ca cac bit
cua file cin niém phong sao cho bét ky mot sy thay ddi nao tham chi chi 1a mot bit riéng 1¢
cling 1am thay ddi két qua tong kiém tra.

Gia tri téng kiém tra duoc luu cung voi file. Sau do, mdi khi file dugc st dung thi téng
kiém tra s& duoc tinh lai. Néu tong kiém tra tinh dugc phu hop voi gia tri da luu thi diéu do6 c6
nghia 1 file di khong bi sua doi.

Mot ham mat ma (chfmg han DES) 1a dic biét thich hop cho viéc niém phong cho cac
gia tri vi cac tham ma khong thé biét phai thay doi gia tri dwoc luu nhu thé nao dé phu hop
v6i dit liéu can stra d6i. Nhu dd mo ta & trén, ché do xich khdi cua DES s& tao ra mot dau ra
ma mdi khdi s& phu thudc vio gia tri ciia cac khdi trude. Tong kiém tra mat ma cua file co thé
1a khéi cudi cung trong phép mi hoa DES & ché d6 xich khéi vi rang khdi nay s& phu thudc
vao tat ca cac khi khac.

5.4.2.3. Xac thuc

Ta nhd lai mot cau chuyén cb ké vé hai nguoi cit mot déng tién lam doi, mdi nguoi gilt
mot nira va rdi ra di. Anh ta néi rang: "Néu c6 mot ngudi dua tin mang dén cho ban mét cai gi
d6 kém theo nira dong tién nay thi ban s& biét ring d6 1a cua t6i". Vi ma ho4, ta c6 thé lam
tuong tu. Trong giao tiép ca nhan, khi néi vé mot ngudi ma chung ta biét, ta c6 nhiéu cach dé
dam bao rang nguoi ma ching ta ndi chinh 1a ngudi ma ta da biét. Ta ghi nhan giong noi,
phong cach, cac mau ngir diéu. Trong giao tiép may tinh, ta khong c6 nhiéu chimg cir d¢ dam
bao cho ta viéc nhan dang.

Phuong thirc xac thyc chu yéu 12 mot mat khau: d6 1a mot tir hodc mdt xau ma chi co
mot ngudi biét. Hé théng may tinh s& coi rang mot nguoi nao d6 biét mat khau s& chinh 1a
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nguoi co mat khau d6. Nhu ta sé théy sau ndy, cac mat khau c6 thé coi 14 an toan, mic du néu
duoc str dung khong diung thi ching chi bao vé dugc cht it.

M3 hoa 1a mdt dang khac cua xac thuc. Néu ban nhan dugc mot thong bao da ma hoa
ma ban c6 thé giai ma bang khod chi ¢6 ban va ngudi khac biét thi thong béo 1a x4c thuc. Trix
phi so 6 ma hoa da bi khod hodc ma d bi 19, con khong thi théng bao chi ¢ thé dugc tao boi
nguoi co khoa.

Khiang dinh nay c6 thé md rong cho toan bd thong bao. Vi mot thuat toan ma hoa
manh thi khong ai c¢6 thé thay thé mot cau nao d6 trong thong bao va ciing khong thé dan cac
méu thong bao cii voi nhau. Chéng han, ché dd xich khdi mat ma da xét & trén khong cho
phép thay bat ky mot khoi nao trong thong bao. Thong bao di nhan 1a dugc giri boi mot nguoi
da biét va khong thé bi stra d6i trude khi thu né.

5.4.2.4. Cac nhan thoi gian

Mot van dé an toan khac can dit ra 1a ¢ thé c6 mot thong bao da bi thu chéan va bay gio
dang dugc phat lai. (Tinh huéng nay twong tu nhu viéc doi tién bang mot ban sao ctia séc ma
ngudi giri khong biét d6 1a mot ban sao). Trong tinh hudng nay, nguoi gui va ngudi nhan cé
thé gan véi mdi théng bao mot nhin thoi gian hodc mot s6 théng bao.

S6 thong bao 1a mot con sé duoc gin vao mot thong bao. Tham ma khong co cach nao
dé biét dugc cac bit ctia s6 nay nam & vi tri nao trong thong bao hoac khong thé biét cach thay
d6i cac bit dé tao ra dang ma hoa cuia s6 tiép sau hodc khong thé biét cach thay doi cac bit nay
ma khong 1am gian doan viéc giai ma phan con lai ciia thong bao. Cac sd thong bao nay
khong thé bi thay thé, thay d6i hodc gia mao. Nguoi nhan phai duy tri viéc dém céac sé thong
bao di nhan duoc. Néu hai nguoi sir dung mét tap cac sb thi nguodi nhan co thé ngay lap tirc
biét duoc lidu co thong bao nao trudc thong bao hién thoi da bi mat hodc bi cham tré vi sb
dugc ma hoa ciia thong bao hién thoi phai 10n hon sé duge ma hoa ctia thong bao trude.

Néu ngudi giri ¢6 nhiéu thong bao thi c6 thé gap phai van d& s6 thong bao qua dai. Vi ly
do nay, ngudi ta thuong dat lai bo dém s6 thong bao khi né dat t6i gia tri qua 16n (thuong 1a
sau khi d6 dai ctia s6 thong bao vuot qua 30 bit). Trong trudng hop nay, tit ca cac bén thu
phai dugc thong bao rang s6 thong bao duoc gui tiép theo sé& dugc dit lai vé mot sd nho
(chang han 12 0).

Con mot van dé khac 1a véi mdi cip ngudi guri - ngudi nhan phai c6 mot bo dém riéng.
Thong thudng, nguoi giri hodc ngudi nhan phai duy tri nhidu bo dém khac nhau cho nhiéu ddi
tuong khac nhau.

C6 mét van dé nita 1a mot nguoi gui s€ c6 mot b tao sb thong bao duy nhét cho cac
thong bao t6i moi ddi twong. Néu ngudi guri gii thong bao cho hai nguoi A va B thi thong
bao 1 co thé di téi A, thong bao 2 t6i B, cac thong bao 3 va 4 téi A, thong bao 5 téi B...

Khoéng mot bén thu nao c6 thé biét dugc théng bao nao di bi mét vi cac sb thong bao
chi 1a mot ddy tang chir khong nhat thiét phai 14 tit ca cac sd trong mot dai nao d6. Tuy nhién,
bat ctr ¢ ndo, bén thu ciing ¢ thé yéu cau phat lai thong bao trudc. S6 thong bao can phai
duoc ma hoa hodc phai dugc bao vé bﬁng mdt cach nao d6 dé ngan chan viéc stra doi.
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Céc nhin thoi gian va ngay thang c6 thé xem 1a mot cich mém déo hon d6i chut. Chiing
1a cac dau hiéu vé thoi gian va ngay thang ma thong bao dugc giri véi muc chinh xac du dé
cho khong c6 hai thong bao nio c6 cing mot dau hiéu. Cac nhan nay khong phai dit lai.

Bén thu phai dong bo vé thoi gian rat chit ché voi bén giri. Khi truyén nhanh, néu cac
ddng bo cua bén thu va bén phat khong dong bo thi nhan thoi gian cta nguoi giri ¢6 thé cham
hon thoi gian hién thoi ciia bén nhan. Co6 thé cho phép c6 mot sai 1éch nho ddi véi thoi gian
ddng bo hodc phai ghi nhan rang cac nhén thoi gian ciia bén giri luén nhanh hon mot chut.

Bay gio, chung ta s€ nghién ctu cac khia canh khac nhau cia DES trong cac ting dung
riéng trong viéc ddm bdo tinh toan ven, tranh sir dung lai va ddm bao bi mat. Cac tng dung
nay c6 thé thu duoc tir nhidu hé thong ma khoa khac boi vi chiing chi phu thudc vao nhiing
tinh chat chung cta phép ma hoa.

5.5. CAC CHE PO MA HOA

Bay gio chung ta nghién ctru mot s6 phuong phap khéc nhau ma phép ma hoa cé thé sir
dung. Cac nguyén tic chung & day c6 thé ap dung cho hau hét cac thuat toan ma hoa thong
thuong (ké ca ddi xtmg va khong dbi ximg). Mot dang st dung DES dé duogc trinh bay trong
chuong 3, dugc goi 1a ché d6 quyén ma dién tor (ECB). Trong nhitng phan sau ta s& trinh bay
cac ché do st dung DES khac.

5.5.1. Ché d9 xich khéi mat ma (CBC)

Nhu dd néu & trén, ché d6 CBC bat dau bang mot vector khéi tao ngiu nhién (IV),
vector nay dugc ma hoa va dugc giri nhu khéi 1. Sau d6, vector nay s€ dugc cong mod 2 voi
khéi ban 1o dau tién (E (p, ®1V , k)). Két qua nay s& dugc ma lam khdi 2. Sau do6, khdi ban
ma thir hai nay s& dugc cong mod 2 v6i khdi ban 13 tiép theo trong théng bao nham khong thé
thay thé kh6i ban ma bang mot khéi khac ma khong bi phat hién. Ché do CBC da duoc chi ra
trén hinh 5.24.

Ché d6 CBC ciing co tinh cht tu sira sao cho mot sy thay doi trong khéi ¢, chi anh
hudng toi viéc giam ma cho cac khoi p; va p,,, . Tuy nhién, cac khoi D, Va tiép theo s&
khong bi tac dong. Sau hai khdi ham cong mod 2 s& huy bit ky mot sai ndo. (Can nhd rang,
ddi voi mot khau bat ky x, x ®x =0). Tinh chét tu sira 1a thun tién vi mot sai sb trong
truyén dan hodc ma hoa s& khong pha huy mot lwong 16n ban ma.

5.5.2. Ché d9 hoi tiép mat ma (CFB)
Ban chit dinh hudng theo khdi ciia DES 1a khong thuan tién véi 2 1y do sau.

— Tht nhéat 1a khdi cubi cung phai dugc don thém. Bai vay, kich thudc cia ban ma
két qua c6 thé 16n hon mot chiit so v6i ban rd twong tng.

— Thu hai 1a khong thé thuc hién viéc md hoa néu chua nhan du 64 bit ciia mot
khéi. Boi vay, tdc d6 m3 hoa cho mot ky tu co thé phu thudc vao tdc d6 nhan
ctia mot vai ky tu tiép sau. Co mot s6 Gmg dung doi hoi phai ma hoa ngay timg
ky tu. Vi duy, trong mdt mdi trudng mang an toan, ngudi dung phai phat moi ky
tu nhu n6 duge dua vao tir dau cudi.
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l Hoi tiép vé khdi tiép sau
5 @] &
DES » E (B, &C,,)
Khoa K —»{ Mahod

a) Ma hoa

Hoi tiép tir khéi trude

C, > E
DES —» B,

Khoa K —{ Gidima

b) Giai ma
Hinh 5.24. Ché d6 CBC

Ché d6 CFB hoat dong trén mdt hang doi 64 bit. Ban dau, hang doi dugc lam dﬁy béng
vector khdi tao (giéng nhu vector IV trong ché do CBC). Hang doi nay sé& dugc ma hoa va 8
bit tan cung bén trai cua két qua sé¢ dugc cong mod 2 voi ky tu dau tién can ma hoa. 8 bit
dugc mé hoa nay s& dugc phat di. 8 bit nay cling duge chuyén vao vi tri 8 bit tan ciing bén
phai ctia hang doi. Tét ca cac bit khac s& duoc chuyén sang trai 8 bit va 8 bit tin cung bén trai
s€ bi loai bd. Qua trinh twong tu ciling dugc thuc hién & dau thu. Thu tuc nay duogc chi ra trén
hinh 5.25.

Uu diém ctia ché do CFB la c6 thé mi hoa ngay lap tirc mot ky tw. Ciing nhur trong ché
d6 CBC, mdi ky tu ciing anh huong tdi tit ca cac ky tu tiép sau sao cho mot sy thay doi toi
mot ky tu bat ky trong qua trinh truyén ciing tac dong tdi cac ky tu ké tiép. Mot sai trong qua
trinh ma hoa sé& tac dong téi ky tu dang dugc chuyén va ciing tac dong téi 8 ky tu tiép theo boi
vi n6 s& nam trong hang doi & 8 phép ma hoa ky tu sau d6 cho toi khi ky tu sai dugc day ra
khéi 6 tan cung bén trai trong hang doi.

Hai ché do6 nay mé rong co ban tinh hi¢u qua ctia DES. Chung khéc phuc duoc 2 han
ché chu yéu ctia DES: han ché khi m3 hoé cac ban rd lap lai va sy gitt chdm dé doi m3 hoa
ddng thoi mot khéi van ban. Khong co nhimng han ché nay, DES c6 chat lugng tuong duong
véi cac thudt todn ma hoa dong.
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Thanh ghi dich Thanh ghi dich

< c < c

8 byte cudi | i 8 byte cudi l
v | T | / e
E : : D 7 //I
DES : : DES
Khoi K —»| Mahod P Khod K —»| Gidima |7
A 4 E E P 24
Byte tdn cung trdi | ¢, | E E Byte tan cung tréi/,” ¢,
N .
Byte b, b, > > c c > >—> b.
y-t i i \J i i \ i
a) Ma hoa b) Gidi ma

Hinh 5.25. Ché d6 CFB

5.5.3. Hai khoa cho hi€éu qua twong dwong mdt khoa 112 bit

Maic du do dai khoa ctia DES dugc coi la du dai nhung mot sb nguoi van khong tin
tuong vao do dai 56 bit ciia né. Sau day la mot phuong phap nham ting do dai hiéu qua cua
khod. Phuong phap nay khong doi hoi phai thay doi ban than thuat ton, né thich hop trong
truong hop thuat toan duge ap dung boi thiét bi phan ctng hodc trong truong hop phan mém
¢6 nhitng doan khong thé stra doi.

Do d3 c6 nhing khao sat vé d6 mat cta mot khod 56 bit nén hop 1y hon ca 1a nén xem
x¢ét viéc sir dung 2 khoa. Néu bﬁng mot cach nao do6, mot phép tim kiém vét can di tim duge
mot khoa thi can phai thoi gian gap doi dé pha khoa thir hai. Dang tiéc 1a diéu nay khong don
gian nhu vdy. Merkle [14] dd ching t6 rang hai khod 56 bit dung lién tiép co thé bi pha bang
phép tan cong theo ban rd chon loc trong 2°7 phép thir chir khong phai 1a trong 2''? phép thir
nhu mong mudn. Béi vy, phép ma hoa 1an hai hau nhu khong 1am ting do mat.

Tuchman [15] tinh réng hai khoa duoc dung theo mdt cach dic biét s€ lam tang d¢ mat.
Tuchman str dung mot k¥ thudt dugc goi la DES bdi ba (Triple DES) do Matyas va Mayer
dua ra. TDES dugc IBM str dung khi ma hoa céc khoa chu trong mot sb hé théng ma hoa cua
ho. Véi hai khod (K, va K, ), nguoi guii s€ ma hoa bang K ,» gldi ma bang K , va lai ma hoa
bang K, .Bén thu s& gidi ma bang K,,ma hoa bang K, valai giai ma bang K,.

Quan diém nay rat dang xem xét trong st dung v&i mot thiét bi ma hoa tu dong (co thé
bang phan cing hodc phan mém). Néu thiét bi can hai khoa va nguoi dung chi mubn ding
mot khoa thi nguoi dung s& cung cip K , ba lan. Thiét bi s& mi bang K |» gldi ma bang K )
(tro vé ban rd ban dﬁu) va cudi cung lai ma hoa bﬁng K. Theo cach nay, mot thiét bi c6 thé

dung cho ca cac phép ma hoa don va kép.
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5.6. TOM LUQC VE CAC THU TUC VA CAC UNG DUNG THUC TE

Trong chuong ndy, chung ta da xem xét mot s6 vin dé quan trong trong sir dung cac hé
thdng lién lac va cac hé théng may tinh. Ta dd nghién ciru cac thii tuc ma c6 thé tach biét mot
céch ¢o hiéu qua giita thiét ké cia mot giai phap voi tmg dung cua giai phap do.

Chung ta ciling da xac dinh nhitng nhiém vy dbi voi chang, cac thu tuc phai dugc thiét
ké. Cac nhiém vu nay c6 ung dung trong thuong mai dién tir, lién lac ca nhan va nhiing hoat
dong thong thuong khac ma ta mudn tu dong thuc hién. Cac nhiém vu nay la:

— Ky bang chit ky b

—  Choi bai bang tam linh (phan phdi kho4)
— Giao keo khoa

— BO phiéu

—  Chuyén khong nhé (tung dong tién)

— Ky thod thuan

— Thu tin ¢6 chiing thuc

Céc thu tyc da giai quyét nhitng van dé thudng doi hoi khi giao tiép mat mat giita con
nguoi. Tuy nhién, béng cach thiét ké can than, ta d c6 thé dam bao duoc tinh bi mat va xac
thuc trong khi van giit duoc tuyét déi trung thuc.

Nhu dd néi & trén, viéc tach biét thiét ké ra khoi tmg dung 13 diéu dang mong mudn.
Céc thi tuc (co thé phan tich va kiém tra duoc) 1a mot phuong tién thiét ké tét boi vi tinh
dung din cua mot thii tue ¢6 thé duoc xac dinh khong lién quan toi bat ky mot tng dung riéng
nao cua no.

Dbi v6i mdi thir tuc, trude tién ta khai thac duoc van dé can giai quyét. Sau do, ta xac
dinh nhing yéu cau bao mat can phai thoa man vai tha tuc. Tiép theo, ta thiét ké mot thu tuc
thoa man dugc cac yéu cau bao mat. Cubi cung, ching ta thyc hién vi€c phéan tich thu tuc dé
khang dinh rang né da thoa min duoc cac yéu cau.

Chung ta ciing xem xét nhirng tng dung thuc té thich hop khi str dung mé hoa. Chi sir
dung ma ho4 thi khong du dam bao dugc d6 mat, tinh riéng tu hodc xac thuc. Tuy vdy, bang
cach sir dung dang phép ma hoa s& mang lai cho ta nhiing két qua do6. Ta ciing danh gia cac hé
thdng ma hoa DES va RSA theo cac tiéu chuan kinh dién ctia Shannon va céc tiéu chuan bao
mét khac. Cudi cung, ta nghién ctru cac ky thuat méat ma nham han ché cac sai sot khong bi
phat hién (chang han nhu st dung lai) thong qua céc k¥ thuat nhu nhan thoi gian...
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BAI TAP CHUONG 5

Bai 5.1: Tai sao ngudi ta khong mudn c6 trong tai trong mot thii tuc trao doi bi mat?
Bai 5.2: Cho mdt vi du vé mot thu tuc tu rang budc trong doi séng thuc t&?

Bai 5.3: Ham niém phong mét m3 trudc tién dugc dé xuat (Tong gia tri sb cua tat ca cac byte
trong mot thong bao) c6 mot yéu diém nghiém trong: viéc trao doi vi tri cua hai byte trong
thong bao s& khong dugc phat hién boi ham nay. Hay dé xudt mot ham khac khong ¢ yéu
diém nay.

Bai 5.4: Phép ma hoa xép ba 16 ciia Merkler Hellman khong phai 1a mdt anh xa "vao", tuc la
c6 mot s6 nhi phan nao d6 khong phai 1a két qua ap dung phép ma hod xép ba 16 1én mot
doan ban rd. Véi nhitng thu tuc nio thi dic tinh nay sé gay ra van d&? Hay giai thich?

Bai 5.5: Co mot yéu diém trong co ché niém phong mat ma dugc néu ¢ day. Néu R co thé
tinh fgdé kiém tra xem tu liéu M da nhan duoc c6 phai 12 tu lidu da phat hay khong thi R

cling c6 thé tinh fq dé gia mao mot chir ky s6. Hay dé xuat mot giai phap cho van dé nay.

Bai 5.6: Hay mo ta mdt thu tuc trao ddi cac bi mat mot cach cong béng theo cach thiét 1ap cua
con ngudi (khong phai theo kiéu mdy tinh). Hai ngudi mudn trao doi thong tin bi mat nhung
khong mot ai mudn dua mot bi mat ma khong nhan dugc mdt bi mat tr phia bén kia.

a) Céac yéu cau bi mat cia tinh hudng nay 1a gi?
b) Thé nao 13 mot thu tuc trao d6i bi mat cong béng?

Bai 5.7: Hiy liét ké cac yéu cau ciia mot so do chir ky s6 khoa bi mat. Co thé co mot yéu cau
nao trong cac yéu cu nay can thoa man véi mét thu tuc co trong tai? Tai sao co, tai sao
khong? Co thé c6 mot yéu ciu nay can thoa man trong mot tha tuc rang bude? Tai sao co, tai
sao khong?

Bai 5.8: Hay trinh bay mét thu tuc chit ky s sir dung ma hod d6i ximg sao cho ngudi giri va
ngudi nhan khong phai dé 16 ndi dung thong bao cta ho cho trong tai.

Bai 5.9: Hiy giai thich tao sao thu tuc chir ky sb ding ma hoa khoa cong khai s& can tré bén
thu gia mao thong béo tir ngudi giri bang cach sir dung khoa cong khai ctia nguoi giri.

Bai 5.10: Hay chi ra rﬁng hé mat RSA c¢6 ca hai tinh chét sau: vira 1a 4nh xa giao hoan, vira 1a
anh xa "vao". Tai sao hai tinh chét nay lai can thiét dbi v6i mot thu tuc chir ky s6 khoa cong
khai?

Bai 5.11: Mot ham bam (hash) s& rat gon mot khéi s6 liéu (16n) thanh mot tom luge (nho
hon). Biéu nay c6 nghia la khong phai moi stra doi c6 thé c6 dbi véi s6 lidu gbe déu duge phat
hién boi ham bam. Tuy nhién, mét thuat toan nén van ban cling rit gon s6 liéu 16n thanh dang
dugc nén nho hon. Liéu mot thut toan nén c6 kha nang phat hién duoc tit ca nhing thay ddi
trong van ban géc? Tai sao co, tai sao khong? Li¢u mot thuat toan nén van ban co thé st dung
nhu mot ham bam hay khong? Tai sao c6, tai sao khong?
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CHUONG 6. CAC CHUAN VA AP DUNG

6.1. BAO MAT THU PIEN TU SU DUNG PRETTY GOOD PRIVACY (PGP)

6.1.1. Mé dau

PGP 1a mot hién tugng ndi bat. PGP chu yéu duoc kién tao boi Phil Zimmerman. PGP

cung cap dich vu xac thuc va bi mat c6 thé dung cho E-mail va cho viéc luu trit file. V& co

ban Phil Zimmerman da 1am dugc cac cong viéc sau:

Chon dugc céac thuét toan mat ma tot dé tao dung cac modun.

Tich hop cac thuat toan nay vao mot ung dung ddc lap voi hé diéu hanh va bo xur ly.

Ung dung nay str dung mét tap nho cac 1énh dé ding.

Tao goi phan mém véi diy du tai liéu ké ca ma ngudn cung cap mién phi trén
mang Internet.

Thoa thuan v&i mot cong ty (ViaCrypt - Hién nay la Network Associates) dé cung
cép phién ban thuong mai véi gia re.

PGP da phat trién manh m& va hién nay dang duoc sir dung rong rai (dugc xem nhu mot

chuan bao mat E-mail cho cong dong Internet).

Mot sb 1y do thuc day su phat trién ciia PGP:

6.1.2.

C6 nhiéu phién ban mién phi c6 thé chay duoc trén nhiéu nén nhu:
DOS/Windows, UNIX, Macintosh... Ngoai ra con ¢6 mdt san pham thuong mai
co su trg giup day du cho khach hang.
PGP dua trén céc thudt toan da dugc xem xét k¥ va duogce coi 1a cyc mét nhu:

+ Cac thuat toan ma hda cong khai RSA, DSS, Diffie-Hellman.

+ CAST-128, IDEA, TDEA cho mat ma ddi xtmg.

+ Ham bam SHA-1
C6 lyc lwong dong dao nhitg nguoi ding tir cic cong ty téi cic ca nhan mudn
giao tiép an toan voi cac ngudi khac bén ngoai theé gidi qua Internet va qua cac
mang khac.

Khong bi khéng ché va rang budc boi bat ky mot chinh phu nao hodc boi bét ctr
mot co quan tiéu chudn nao.

Ky hi¢u

— Ks : Khoa phién duoc ding cho mi héa déi xing.

— KRa : Khoa riéng cua user A duoc ding trong so dé mé hoa cong khai.

— KUa : Khéa cong khai cua user A dugc dung trong so dd ma hoa cong
khai.
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~ EP
~ DP
- EC
~ DC
- H
—_—
-z
— R64
Cha y:

: M2 hoa cong khai.

: Gidi ma khoa cong khai.

: Ma hoa khoa dbi xtng.

: Giai ma khoa doi xung.

: Ham bam.

: Phép ghép.

: Nén dung thuat toan ZIP.
: Bién d6i sang khuon dang ASCII co sb 64.

+ Thuat ngr khoa bi mat 1a khoa cung cap voi khoéa cong khai trong mat ma hoa

cong khai .

+ Thuat ngir khoa riéng la khoa cua mat ma doi xung.

6.1.3. M6 ta hoat dong

Khoéng ké t6i viec quan ly khoa hoat dong cua PGP gém 5 dich vu: Xac thuc, bi mat,

nén, tuong thich E-mail va phan doan.

Bang 6.1: Tém lugce cac dich vy cia PGP

Chirc nang Cac thuit toan dugc Mo ta
dung
Chir ky s6 DSS/SHA hoéac Mi bim cta théng bio duoc tao bing cach
RSA/SHA dung SHS-L. Tom lugc thong bao nay dugc ma
bang DSS hodc RSA véi khoa riéng cua ngudi
gui va dugc kém vai thong bao
Mi hoa thong | CAST hodc IDEA hoic | Thong bao duwoc mi bang CAST-128/IDEA/

bao

TDEA véi 3 khoa véi
Diffie-Hellman hoac

3DES véi khoa phién mot lan dugc tao boi
nguoi giri. Khoa phién dugc ma bang Diffie-

RSA Hellman hodc RSA vdéi khoa cong khai ctia bén
thu va dugc gui kém vadi thdng bao.
Nén ZIP Thong bao c6 thé duoc nén (dé luu giir hodc dé

truyén) bang ZIP

Tuong thich E-
mail

Bién d61 co so 64

Pé cung cép tinh trong sudt dbi vdi cac ung
dung thu dién tir, thong bao da ma co thé duogc
bién doi thanh 1 xau ASCII sir dung phép bién
d6i co s6 64

Phan doan

Pé phu hop v6i han ché vé kich thude 10n nhat
cua thong bao, PGP s€ thuc hién viéc phan doan
va sap xép lai.
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6.1.3.1. Xdc thye

—  Nguoi gui tao mdt thong bao.

Thuat toan SHA-1 dugc dung dé tao mot ma bam 160 bit cta thong bao.
— Mi bam duoc mi hoa bang RSA sir dung khoa riéng cua nguoi giri va két qua
duogc gin vao thong bao.
— Bén thu sir dung RSA véi khoa cong khai ctia ngudi giri dé giai ma va khoi phuc
lai ma bam.
— Bén thu tao mdt ma bam mai do thong bao va so sanh n6 véi ma bam da duoc
giai ma. Néu hai ma nay phu hop thi théng bao duoc coi 1a xac thuc.
Viéc két hop SHA-1 va RSA tao nén mét so d6 chit ky co hiéu qua. Nho do mat cua
RSA bén thu duge dam bao rang chi ¢ ngudi chu ciia khoa bi mat twong tmg méi co thé tao
ra chit ky.
Nho thuat toan bam SHA-1 bén thu ciing ddm bao réng khong mot ai co thé tao duogc
mot thong bao mdi ma thong bao do lai c6 cung ma bam. Con mot tuy chon khac 1a sir dung
DSS/SHA-1.

6.1.3.2. Bimat

Bi mat 1a mot dich vu khac ctia PGP. N6 thuc hién ma hoa cac thong bao can phat hoac
can duoc luu giit tai chd nhu mét file. Trong ca hai trudng hop ¢ thé diung mot trong cac ma
phap CAST-128, IDEA hodc TDEA. Ché d6 hoi tiép khdi ma 64 bit duoc sir dung .

Trong PGP mdi khoa riéng chi dugc dung mot lan. Tuc 1a mot khda méi s& duoc tao ra
nhu mot s6 ngau nhién 128 bit. Vi chi duoc ding mot lan nén khoa phién duoc gin vao thong
bao va dugc truyén cung thong bao. Pé bao vé khoa, né dugec mi hoa bang khoa cong khai
cua nguoi nhan.

Quaé trinh nay dugc mo ta nhu sau:

— Ngudi gui tao mot thong bao va mot sé ngau nhién 128 bit dugc dung lam khoa
phién cho chinh thong bao nay.

— Thong bao duoc mi hoa biang CAST-128 (hoicIDEA/ TDEA) véi khoa phién
nay.

— Khoéa phién dugc mi bang RSA nh¢ ding khéa cong khai ctia ngudi nhan va
dugc gin vao thong bao.

— Bén thu dung RSA véi khoa bi mat cia minh dé giai ma va khoéi phuc lai khoa
phién.

— Khoa phién dugc dung dé giai mi thong bao.
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a

Eqgq JHM)] KU

KR, !
Jags o -
"Thong @
T @ @@ e @Y
nén" —>

a) Xac thuc
KU,

KS:
*H‘—¢
M (2)(E)-(1)

b) Bi mat

KU,
EKUb[KS] KRb

o o o)
y v E[HM)] KU,

ST S
FOOQPOO ih o

M So sanh

¢) Bi mat va xac thuc

Hinh 6.1. Cac chuc nang cua PGP

6.1.3.3. Bi mdt va xdc thuc

Co thé str dung ca hai dich vu nay cho cung mot thong bao. Trudc tién mdt chit ky duoc
tao ra d6i voi mot thong bao ro va duoc gan vao thong bao. Sau d6 thong béo rd va chit ky s&
dugc ma bang CAST-128 (hoiacIDEA/ TDEA) va khoa phién duoc mi bang RSA (hoic
ElGamal) theo khoa cong khai cua nguoi nhan.

6.1.3.4. Nén

Theo ngam dinh, PGP s& nén thong bao sau khi ky nhung trudc khi ma. Piéu nay nham
tiét kiém bo nho dé truyén thu dién tt hodc dé luu trit file. Ngoai ra, diéu nay con thuan tién
cho khi can kiém tra.

Chu y: Z:nén, Z™': Giai nén.

6.1.3.5. Tuwong thich E-mail.

Nhiéu chwong trinh E-mail chi cho phép dung cac khdi chira cac vin ban ASCII Nham
phut hop véi han ché nay PGP ¢6 cung cip dich vu bién ddi dong bit chira cac day 8 bit tiy ¥
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thanh dong bit gdm cac ky tw ASCII. So dd dugc dung cho phép bién do6i nay 1a so d6 bién
d6i co s6 64, mdi nhom 3 bytes dir liéu nhi phan duoc bién doi thanh 4 ky tw ASCIIL.

24 bit

A
v

6 bit 6 bit 6 bit 6 bit

8 bit 8 bit 8 bit 8 bit

«——— 4kyty=32bit —>

Hinh 6.2.
Béng 6.2: Ma hoa co 0 64

Giatri Mihod | Gidtri Mihod | Gidtri  Mahoa | Gidtri  Maihos
6 bit ky tur 6 bit ky tur 6 bit ky tur 6 bit Ky tu
0 A 16 Q 32 g 48 w
1 B 17 R 33 h 49 X
2 C 18 S 34 i 50 y
3 D 19 T 35 j 51 z
4 E 20 §] 36 k 52 0
5 F 21 \% 37 1 53 1
6 G 22 W 38 m 54 2
7 H 23 X 39 n 55 3
8 I 24 Y 40 0 56 4
9 ] 25 Z 41 p 57 5
10 K 26 a 42 q 58 6
11 L 27 b 43 r 59 7
12 M 28 c 44 s 60 8
13 N 29 d 45 t 61 9
14 o) 30 e 46 u 62 +
15 P 31 f 47 v 63 /

(pad) =

St dung phép bién ddi co s6 64 nay s& lam ma rong thong bao ching 33%. Tuy nhién
do phan khoa phién va chit ky khong 16n, mat khac théng bao rd da dwoc nén. Trén thyc té
qua trinh nén da du strc b cho phan mé rong nay.

Vi du: Khi dung ZIP, ty s6 nén vao khoang 2 1an. Néu ta b6 qua cac thanh phan khoa va
chir ky twong ddi nho thi hiéu qua chung ctia ca nén va mo rong ddi vai 1 file c6 do dai X 1a:

1,33.0,5.X=0,665.X.

Nhu vay file két qua van dugc nén 33% (1/3).
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6.1.3.6. Phén doan va sip xép lgi.

Céc chuong trinh E-mail thudng han ché d¢ dai 16n nhit cua thong bao (Chang han
50.000 bytes).

Mot thong bao dai hon phai dugc phan doan thanh cac doan nho hon, mdi doan phai
duoc giri tach biét.

Dé phu hop v6i han ché nay PGP sé& ty dong chia mot thong bao qua 16n thanh cac doan
du nho dé giri qua E-mail.

Viéc phan doan dugc thyuc hién sau tat ca qué trinh khac (bao gdm ca phép bién ddi co
s6 64). Boi vay thanh phan khoa phién va thanh phan chir ky chi xuat hién mét lan ¢ dau cia
doan déu trén.

O phia thu, PGP phai tach ra tit ca cac header ctia E-mail va lap rap lai toan bo khbi ban
dau trude khi thue hién cac cong doan con lai.

6.2. GIAO DICH DPIEN TU AN TOAN - SET

6.2.1. Mé dau

SET 12 mot dic ta vé ma hoa va an toan duoc xay dung nhiam bao vé cac giao dich béng
thé tin dung trén Internet.

Phién ban hién thoi SETv1 dugc phat trién voi sy tham gia cua cac cong ty IBM,
Microsoft, Netscape, RSA, Terisa va Verisign. Téi nam 1998, cic phin mém tuong thich véi
SET da xuat hién. Ban than SET khong phai 1a mot hé thong chi tra. N6 1a mot tap cac thua tuc
an toan va cac khuon dang an toan cung cap cho nhimng nguoi sir dung ha tang chi tra bang thé
tin dung hién thoi trén mang mo (Internet) theo mot cach an toan.

Vé co ban SET cung cap 3 dich vu:

— Cung céip mot kénh 1ién lac an toan gilta cac bén thuc hién giao dich.

—  Cung cp xéc thyc nho st dung cac chimg chi s6 X509v.3.

—  Pam bao tinh riéng tu vi thong tin chi kha dung ddi véi cac bén vao luc can
thiét va & noi can thiét.

SET duoc md ta trong 3 cudn sach duge xuat ban nim 1997:

Q1: M6 ta thuong mai (80 trang).
Q2: Hudng dan cho lap trinh vién (629 trang).
Q3: binh nghia thu tuc hinh thirc (262 trang).

6.2.2. Mo ta SET

6.2.2.1. Cdc yéu cau thwong mai

Q1 md ta cac yéu cau thuong mai cho qua trinh chi tra an toan va cac thé tin dung trén
Internet va cac mang khac.

- Cung cdp sw bi mdt cho cdc théng tin dét hang va chi tr.
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Diéu can thiét 1a phai dam bao cho ngudi s hitu thé tin dung rang thong tin nay 1a an
toan va chi ¢ bén nhan hop phap méi co thé truy nhap duoc. Tinh bi mat nay ciing 1am giam
nguy co gian tra cua bén thuc hién giao dich khac hoac cta bén thir ba &c y. SET st dung ma
hoa dé cung cip kha ning nay.

- Ddam bdo tinh toan ven cia tat ca céce dw lidu da phat

Tic 1 phai dam bao rang khong thé xay ra bat cir mot su thay d6i niao trong ndi dung
khi truyén cac thong bao SET.

O day chir ky s dugc dung dé cung cap tinh toan ven.
- Cung cdp sw xdc thiee rang chii s¢ hitu thé tin dung (card) 12 ngudi st dung hop phép cua
tai khoan.

Mot co ché két ndi chit so hiru thé téi mot s6 tai khoan riéng lam giam kha niang gian
lan.

Céc chit ky sd va cac chimg chi duge ding dé kiém tra rang chi thé 1 nguoi dung hop
phép cua mdt tai khoan hop 1€.

- Cung cdp sw xdc thwc rang ngwoi ban (nha buon) cé thé chap nhan cdc giao dich dung thé
qua mdi quan hé ciia né véi mot co quan tai chinh. Chu thé phéi c6 kha niang xéac dinh céc nha
budén ma ho thuc hién cac giao dich.

Lai mot 1an nita ¢ day SET str dung céc chit ky s6 va cac chimg chi.

- Pam bdo sw dung cdac ky thudt thiét ké hé lh(fng 16t nhét va cdc thuc té an toan tét nhat dé
bao v€ cac bén hop phéap tham gia giao dich thuwong mai di¢n tur.

SET la mot dic ta da duogc kiém tra ky dua trén cac thuat toan va cac thl tuc mat ma an
toan cao.

- Tao mét thi tuc va cac khuén dang cia SET 1a doc 1ap voi phan cing, hé diéu hanh va phan
mém Web

6.2.2.2. Cdc dic diém chii chot ciia SET

- Tinh bi mdt cua thong tin

Tai khoan cta chu thé va thong tin chi tra phai duwoc bi mat. Mot diém quan trong va thu
vi ctia SET 12 nd tranh cho nha budn khoi phai biét s6 thé tin dung, sé nay chi ding cho ngan
hang.

DES duoc dung dé dam bao tinh bi mat
- Tinh toan ven cua dit liéu

Thong tin chi tra dugc giri tir chu thé téi nha budn bao gdm: thong tin dit hang, s6 liéu
ca nhan va cac Iénh chi tra.

SET dam béo rang cac ndi dung thong bao nay khong bi bién doi trong khi truyén. Cac
chit ky s6 RSA sir dung cac ma bam SHA-1 cung cap tinh toan ven cho thong bao.

Mot sb thong bao cling dugc bao vé béng HMAC dung SHA-1.
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- Xac thuee tai khoan cua chu the.

SET cho phép nha buén kiém tra rang chu thé c¢6 phai la nguoi dung hop phép khong va
s tai khoan c6 hop 18 khong,

SET dung cac ching chi s6 X509v3 véi cac chit ky s6 RSA cho muc dich nay.

- Xdc thuwe nha buén SET cung cdp cho chii thé ¢ thé kiém tra dugc rang nha budn co quan
hé véi co quan tai chinh cho phép chap nhan cac thé chi tra.

6.2.2.3. Cdac bén tham gia giao dich trong SET

- Chu thé tin dung .

Trong moi truong dién tir cac khach hang s& giao tiép voi cac nha budn tir may tinh ca
nhan trén Internet. Chu thé tin dung 14 cht nhan hop phap cia thé chi tra (chiang han Master
card va Visa card)

- Nha buén: 12 mot nguoi hodc mot to chirc c6 hang hoa hodc cac dich vu dé ban cho
cac chu thé tin dung. Cac hang héa va cac dich vu nay dugc moi chao trén trang Web hodc
qua thu dién tur.

Mot nha budn chip nhan cic thé chi tra phai c6 moi quan hé v6i mot ngan hang (kho
bac).

- Nha phat hanh: Pay 1a mot co quan tai chinh (chang han ngan hang) cung cip thé tin
dung. Nha phat hanh phai chiu trach nhiém ddi voi viée chi tra cac khoan cua nha budn.

- Cong chi tra: Pay la chitc nang dugc diéu hanh boi kho bac. Cong chi tra s& thyc hién
giao tiép gitra SET va cac mang chi tra. Nha budn sé& trao doi cac thong bao SET véi cong chi
trd qua Internet, con céng chi tra s& c6 mot s két ndi mang hodc két ndi truc tiép to1 hé théng
xur ly tai chinh cua kho bac.

- May chii chiing thwc: Day 1a mot thuc thé tin cdy dua ra cac ching chi khoa cong khai
cho céc chu thé tin dung, cho cac nha budn va cho cac cong chi tra. Su thanh cong ciia SET s&
tiy thudc vao su ton tai ctia ha ting may chu chimg thuc nay.

Bay gid chung ta s€ mo ta mot cach ngan gon day cac bién co can c6 cho mét giao dich:

- Khach hang mo mot tai khoan: Khach hang s¢ nhan moét tai khoan cho thé tin dung.

- Khach hang nhdn mét chirng chi: Sau phép kiém tra vé tinh danh, khach hang s& nhan
mot chimg chi s duoc ky boi ngan hang. Chung chi s& kiém tra khoa cong khai RSA cua
khach hang va ngay hét han ctia né. N6 ciing thiét 1ap mot quan hé (duge dam bao boi ngan
hang) gitra cap khoa ctia ngan hang va thé tin dung cta anh ta.

- Cdc nha buén co cdc chirng chi cua riéng ho: Mot nha buén chép nhan mot loai card
chi tra nhat dinh phai c6 hai ching chi cho hai khoa cong khai ma nha budn c6: Mot dé ky
nhén cac thong bao va mot dé trao d6i khoa. Nha budn can c6 mot dam bao ching chi khoa
cong khai cua cong chi tra.,

- Khach hang déat mét don hang: Trude tién khach hang vao trang Web ctia nha budn dé
chon hang va xac dinh gia. Sau d6 khach hang s& giri mot danh sach cac hang myc can mua
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té6i nha buén. Nha budn s€ gui trd lai mot don hang chia danh sach cadc mat hang, gia cua
chung, gia tong cong va so cua don hang.

- Nha buén duwoc kiém tra thém vao don hang : Nha budn s& giri mot ban sao chimg chi
ctia n6 dé khach hang co thé kiém tra dugc 1a anh ta lam viéc véi mot kho hang hop phap.

- Pon hang chi tra dwoc giti: Khach hang s& gui ca thong tin vé don hang va thong tin
chi trd t&1 nha buén cung v6i ching chi cua minh. Pon hang s€ xac nhan viéc mua cac mat
hang trong don hang, thong tin chi tra dugc mi héa theo cach ma nha budn khong thé doc
dugc. Chung chi cta khach hang s& lam cho nha budn cé thé kiém tra duoc khach hang.

- Nha buén yéu cau quyén chi tra: Nha budn gii thong tin chi tra téi cong chi tra doi hoi
quyén nhan mot khoan tin dung thich hop ctia khach hang dii cho vu mua ban do..

- Nha buén xdc nhdn don hang: Nha budn s& giri xac nhan vé don hang cho khach
hang.

- Nha buén cung cap hang héa va dich vu: Nha buén van chuyén hang hoa hoic cung
cap dich vu cho khach hang.

- Nha buén doi héi chi tra: Doi hoi ndy s& dugc giri dén cong chi tra 1a noi khong ché
toan bd qua trinh chi tra.

6.2.2.4. Chii ky kép

Muc dich ctia chi ky kép 1a lién két 2 thong bao gui cho hai bén nhan khac nhau. Trong
truong hop nay khach hang mudn gui thong tin dit hang (OI) t6i nha budn va thong tin chi tra
(PI) t61 ngén hang.

Nha budn khong can biét sé thé tin dung ctia khach hang va ngan hang khong can biét
chi tiét don hang cta khach hang.

Khach hang cdn giit hai thong tin nay tach biét nhung hai myc nay phai két ni theo
cach dé co thé duoc dung dé giai quyét cac tranh chap khi can. Két ndi nay can thiét dé khach
hang c6 thé chimg t6 rang chi tra nay 1a cho don hang d6 chtr khong phai cho cac hang héa
hodc dich vu khac. Pé thdy rd hon ta phai gia sir rang: khach hang phai cho nha budn hai
thong bao: OI ¢6 ky va PI c6 ky. Va nha budn giri PI téi ngan hang. Néu nha budn c6 giit mot
OI khac ctia khach hang thi nha budn c6 thé tuyén bé rang d6 1a OI di kém voi PI nay chir
khong phai 1a OI thuc sy. M&éi két ndi sé tranh duoc su nhép nhém do.

DS=E [H(H(PI)//H(OT))]

KR¢ : Khoa chir ky riéng cua khach hang.

Bay gid gia sir ring nha budn c6 chit ky kép (PS), c¢6 OI va tom lugc thong bao ciia PI
(PIMD). Nha buén ciing c6 khoa cong khai ctia khach hang lay tir chimg chi ctia khach hang.
Sau d6 nha budn c6 thé tinh hai dai luong sau:

H(PIM//H(OT))

va Dy, (DS)
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KU¢ : Khéa chir ky cong khai ctia khach hang.
Néu hai dai lugng nay bang nhau thi nha buén da kiém tra dugc chir ky.

DS,PI,0IMD

Tuong tu, néu ngan hang c6
g g g {KUC

Khi d6 ngén hang c6 thé tinh: H(H(PI)//OIMD) va Dy, (DS).

Néu hai dai lugng nay bang nhau thi ngan hang da kiém tra dugc chir ky.

PIMD

OIMD / Chit ky kép

Hinh 6.3. C4u tric ctia chit ky kép

PI : Thong tin chi tra PIMD : Tém lugc thong bao cia PI

Ol : Thong tin dat hang OIMD : Tém lugc thong bao cua Ol

H : Ham bam POMD: Tém lugce thong bao cua 1énh chi tra
| : Phép ghép E : Phép ma hoa (RSA)

KR¢  : Khoa chit ky riéng cua khach hang.
6.3. UNG DUNG XAC THUC - KERBEROS

6.3.1. Mé dau

Kerberos 1a mét dich vu xac thuc dugc xay dung tir du an Athena cua MIT. Véan dé ma
Kerberos mudn giai quyét la: Trong mot moi truong phan tan mo, ¢ d6 cac tram lam viéc
mudn truy nhap cac dich vu trén cac may chu phan tan qua mang. Ta mudn cic may chi co
kha ning han ché truy nhap di véi cac ngudi dung hop 18 va co thé xac thuc cac yéu cau ddi
v&i moi dich vu. Trong moi truong nay mdt tram lam viéc khong thé tu x4c dinh dugc dang
cac nguoi dung cua n6 cho cac dich vu mang.

Trén thuc té c6 ba nguy co sau:

— Nguoi stt dung c6 thé st dung mét tram lam viéc nao d6 va gia mao la mot nguoi
dung khac.

— Nguoi st dung (user) co6 thé thay doi dia chi mang ciia mot tram lam viéc d€ cac yéu
cau duoc giri tir tram nay xuat hién nhu thé tir tram mao danh.

— User c6 thé "nghe trom" cac trao doi va str dung kiéu tin cong str dung lai dé truy
nhéap vao mot may chi hoac pha v& hoat dong.
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Trong céac truong hop nay nguoi ding bat hop phép cé thé truy nhap dugc téi cac dich
vu va dir liéu ma anh ta khong dugc phép truy nhap. Khac vadi viée xay dung cac thu tuc xac
thue & mdi may chu, Kerberos cung cép mot dich vu xac thyce tap trung c6 nhi€ém vu xac thuc
cac user ddi v6i may chu (server) va nguoc lai. Can chu y rang Kerberos chi st dung mat ma
d6i xtg ma khong ding mat ma khoa cong khai.

Co hai phién ban Kerberos 1a Kv.4 va Kv.5. Kv.5 dugc d¢ trinh xem nhu mot chuin
dugc khuyén nghi cho Internet.

Céc yéu cau chinh dit ra cho Kerberos:

— An toan : Ké thu trom trén mang khong c6 kha ning thu duoc thong tin can thiét dé
mao danh. Hon nita, Kerberos phai da manh dé d6i phuong manh khong thé tim thiy
dugc cac yéu diém.

— Tin cay: Dbi véi moi dich vu khéng ché truy nhap co st dung Kerberos, viéc thiéu
tinh sin sang cua dich vu Kerberos ciing c6 nghia 1a thiéu tinh sin sang ciia cac dich
vu dugc tro gitp. Boi vay Kerberos phai rat tin cay va phai s dung kién tric may
chu phan tan c6 hé thong du phong.

— Trong sudt: Vé mat 1y tuong khi nguoi ding dua ra mat khau vao ho khong thé biét
dugc rang qué trinh xéac thyc dang xay ra.

— €6 kha nang md rong: Kerberos phai ¢6 kha nang phuc vu mot s6 luong 16n cac may
cht va may tram. Boi vay Kerberos phai ¢6 kién triic phan tan va modun.

216



Chuong 6 - Cac chuan va ap dung

6.3.2. Kerberos V.4

(1) User dang
nhap va yéu cau

(2) AS kiém tra quyén truy nhap cia
nguoi ding trong CSDL tao thé cap the

va khoa phién

dichvudbivei  10t1dn véimoi Kerberos
méy chit hién dang nhap Yéu cau thé cip thé
' v Khoa e My chi
—_ © va xloa piuch xéc thuc (AS)
I:] N\ Yéu cau thé cép dich vu
===\ — May chu
R L.l || capthe¢ (TGS)
(3) Tram lam Mot lan voi moi  Thé va khoa phién

viéc nhic nhd loai dich vu
nguoi dung dua vao
mat khau dé giai
mé thong tin t6i roi gui
thé va chirg chi xac

thuc c6 chira tén Mot lan
user, dia chi mang véi moi phién
va thoi gian téi TGS dich vu

(5) Tram lam viéc gtri thé va chimg chi
xac thuc té1i may chu

CSDL

Co s6 dit
ligu

Két qua 1a mét khoa st dung dugc ma phat

sinh tir mat khau cta ngudi dung.

dugc yéu cau

(2) TGS giai ma thé va chung chi xac thuc,
kiém tra yéu cau rdi tao thé cho may chu

(6) May chu kiém tra sy

Server

Hinh 6.4. Tém luge cac trao dbi thong bao ctuia Kv.4

a) Trao déi dich vu xéc thuc: Dé thu nhén thé ccfp the.

phu hop cua thé va ching
chi xac thyc roi cap quyén
truy nhép vao dich vy. Néu
c6 yéu cau xac thyc lan
nhau may chi s€ giri mot
chung chi xac thuc

(1) C = AS: ID¢ /D,

//'TS; (Nhan thoi gian).

(2) AS = C: Exc [Kc. g5/ IDygs // TS, // LT, (thoi gian séng) // The ]
Thé 1gs = Exigs [Kc. tgs// IDc // ADc // IDygs // TS, // LT |

b) Trao doi dich vu cd'p thé: Dé thu nhan thé cung cdp dich vu.

(4) TGS — C : Exgs [Kc, v/ IDy

(3) C— TGS : IDy Thé (// Authenticator c.

/1" TS, // Thé v]

Authenticator ¢ = Ex o5 [IDc // ADc // TS 3]

(IDy : ID cua dich vu yéu cau)

Thé tgs = Eths [KC, tgs // IDC // ADC // IDtgs // TSZ // LTz ]
Théy =Eky [Kc,v// IDc// ADc // 1Dy // TSy // LTy ]
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¢) Trao doi xdc thuc May tram/ may chu: Pé thu nhén dich vu.

(5) C— V: Thév// Authenticator .
(6) V= C : Ex.y [TSs H] (dé xéac thyc 1dn nhau)
Théy =Exy [Kc v/ IDc// ADc // 1Dy // TSy // LTy ]
Authenticator ¢ = Ex s [[Dc // ADc¢ // TS 5]

Bang trén cho ta thay k¥ thuat phan phdi khoa phién.

Trude hét khach hang (client) giri mot théng bao t6i AS yéu cau truy nhap vao TGS. AS
tra 101 bang mot thong bao dugc ma bang khoa trich xuét tir mat khau cta ngudi ding (Kc) ¢6
chtra thé. Thong bdo nay ciing chira mot ban sao cua khod phién K¢ s cho C va TGS, vi khoa
phién nay nam bén trong thong bao dugc ma bang K¢ nén chi ¢6 may tram cua nguoi ding
méi ¢o thé doc dugce no. Khoa phién nay ciing nam trong Thé tgs ma TGS co thé doc duoc.
Nhu vay khoa phién di duoc phan phdi an toan cho C va TGS. Can chu ¥ rang mot sb thong
tin phu da dugc thém vao pha hoi thoai dau tién. Thong bao (1) chira nhan thoi gian TS | dé
AS biét ring thong bao la dung lac. Thong bao (2) chira mot sé yéu td cua thé ¢ dang ma C
c6 thé truy nhap. Diéu nay cho phép C xac nhan rang thu nay la cua TGS va biét duge thoi
gian hét han cua no.

Khi c6 thé va khoa phién C di c6 thé truy nhap vao TGS.

Trude hét C gt té1 TGS mot thong bao chia thé + [Dy (dinh danh cua dich vu yéu céu)
(thong béo (3)). Hon nita, C cling phat mot thé xac thyc Authenticator bao gdm ID¢ va ADc¢
(dia chi ctia nguoi ding C) va mot nhan thoi gian TS 3. Khong gidng nhu thé c6 thé dung lai,
thé xac thuc chi ding mot 1an va c6 thoi gian song ngan. TGS c6 thé giai ma thé bang khoa

ma né chia sé véi AS. Thé nay bao rang nguoi ding C da duoc cung cap khoa phién K, tgs -

Thuc ra, thé nay bao rang "Nguoi st dung khoa Kc,tgS phailaC".

TGS dung khoa phién dé giai ma thé xac thyuc . Sau d6 TGS c6 thé kiém tra tén va dia
chi tir thé xac thuc tr ndi dung cua thé va tu dia chi mang cta thong bao téi. Néu moi diéu la
phu hop thi TGS da dugce dam bao rang ngudi giri thé thue sy 13 chii nhan cua thé. Thyc ra the
nay bao rang "¢ thoi diém TS; toi sir dung K. tgs ". Can chi y rang thé khong chimg minh
dinh danh ciia bat ctr ai nhung 1a mot phuong phap dé phan phdi cac khoa mot cach an toan.
Chinh thé xac thyc s& chirng minh dinh danh cua client. Vi thé xac thuc chi dung mot lan va

c6 thoi gian dung ngin nén d6i phuong khé 1ong c6 thé an cap thé va thé xac thuc dé ding lai.

TGS tra 10 bang thong bao (4) c6 dang nhu thong bao (2).

Thong béo duge mi bang khoa phién chia sé giita TGS va C, n6 chita mot khoa phién
can chia sé gitta C va may chu V, dinh danh ctia V; IDy, nhan thoi gian cta thé. Ban than thé
cling chura khoa phién nay.

Luc nay C c6 thé cap dich vu c6 thé dung lai d6i voi V. Khi C trinh thé nay trong thong
bao (5) no cling guri kém theo mat thé xac thuc (Authentication)
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May cha V c6 thé giai ma thé, khoi phuc khoa phién va giai ma thé xac thuc khi can xéac

thuc 14n nhau, may chi c6 thé tra 1oi nhu thong bao (6). May chu tra lai gid tri nhan thoi gian

lay tir thé xac thuc duoc ting thém 1 va duoc mi bang khoa phién. C ¢ thé giai ma thong bao

nay dé khoéi phuc lai nhan thoi gian da duoc ting. Vi thong bao duoc mi bang khéa phién nén

C duoc dam bao réng n6 chi ¢ thé duoc tao boi V. Noi dung cua thong bao dam bao véi C

rang thong bao nay khong phai 1a ding lai thong bao cii. Cudi cing, & cudi qua trinh, client va

server cung chia s¢ mdt khoa bi mat. Khoa nay c6 thé dugc dung d€ ma hoa cac thong bao

trong tuwong lai cho hai bén hodc dé trao d6i khoa phién ngiu nhién méi.

Gidi thich cdc yéu to trong thii tuc Kv.4.

a) Trao déi dich vu xdc thuc

Thong bao (1) | Client yéu cau thé cap thé.
IDc Bao cho AS dinh danh cua nguoi dung tu client nay
D tes Bio cho AS biét rang nguoi dung yéu cau truy nhiap TGS
TS, Cho phép AS kiém tra rang dong ho cua client dugce dong bo véi AS
Thong bao (2) | AS tra vé thé cap thé
Ex M3 hoa dua trén mat khdu cua user, cho phép AS va client kiém tra mat
‘ khau va bao vé ndi dung cua théng bao (2)
KC tes Ban sao cua khoa phién dugc tao boi AS ma client co thé sir dung dé thuc
, hién trao doi bi mat giita client va TGS (khong yéu cau chung phai chia sé
mot khéa cd dinh)
IDtgs Xac nhan rang thé nay la cho TGS
TS, Béo cho client vé thoi gian ma thé nay dé trinh.
LT, Bio cho client vé thoi gian séng ctia thé nay
Theé tes Thé can duoc client sir dung dé truy nhap TGS
b) Trao déi dich vu cip thé
Thong bao (3) | Client yéu cau thé cap dich vu
IDy Biao cho TGS rang user yéu cau truy nhap tdi may chi V.
Thé tes DPam bao cho TGS rang user nay duogc xac thuc boi AS.
Authenticatorc | Pugc tao boi client dé xac nhén tinh hop 1€ cho thé.
Thong bao (4) | TGS tra vé thé cap dich vu.
Ex tgs Khoéa dugce chia sé gitta C va TGS dung bao vé ndi dung ctia thong bao (4)
C»
K¢ tes Ban sao cua khoa phién dugc tao bai AS.
IDy Xac nhan rang thé nay la cho may chii V
TS, Bio cho client vé thoi gian ma thé nay dugc dé trinh.
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Thé v Thé dugc dung béi client dé truy nhap vao may cha V.
Thé tes C6 kha niang dung lai dé nguoi dung khong phai vao lai mat khau.
EthS Thé dugc ma hoa bang khoa chi c6 AS va TGS biét nham tranh pha rdi
(thu trom)
K C.tas Ban sao ctia khoa phién ma TGS cé thé truy nhap dugc dung dé giai ma thé
xac thuc nho d6 xac thuc thé
IDc Béo chu so hiru hop 1€ cua thé nay
ADc Tranh viéc dung thé tir mot tram 1am viéc khac vai tram da yéu cau thé
1D tes DPam bao cho méy chu riang n6 da giai ma dang cho the.
TS, B4o cho TGS vé thoi gian ma thé nay dugc dé trinh.
LT, Tranh dung lai sau khi thé da hét han.
Authenticatorc | Pam bao cho TGS rang ngudi trinh thé dang 1a client ma thé di dugc trinh
cho no, co6 thoi gian song ngan dé tranh dung lai.
EKC’ tes Thé xac thuc dugc ma béng khéa chi ¢6 client va TGS biét nham tranh thu
trom.
ID ¢ Phai phi hop véi ID trong thé dé xac thyc the.
ADc Phai phu hop véi dia chi trong thé dé xac thuc the
TS, Béo cho TGS vé thoi gian ma the xac thuc nay duoc tao ra.
¢) Trao doi xic thwe Mdy tram/ mdy chii (Client/Server)
Thong bao (5) | Client yéu cau dich vu
Thé v Pam bao véi may chu rang ngudi ding nay da duge AS xac nhan
Authenticatorc | Pugc tao boi client dé xac nhén tinh hop 1€ cho thé.
Thong bao (6) | Xéc thuc (tiry chon) ciia server ddi véi client
EKC v DPam bao cho C rang thong bao nay 1a tir V
TS s+1 Pam bao cho C rang diy khong phai 1a su dung lai ctia hdi dap cii
Thé v C6 thé dung lai dé client khong can yéu cau thé méi tir TGS ddi voi mbi
truy nhép tdi cung may chu.
Exy Thé duoc mi hoa bang khéa chi co6 TGS va server biét nham tranh thu
trom.
K Cov Ban sao cua kh‘()a phién ma client c¢6 thé truy nhép, dugc dung dé giai ma
thé xac thuc nham xac thuc thé
IDc Bao chu so hitu hgp 1€ cua thé nay
ADc¢ Tranh viéc dung thé tir mét tram 1am viéc khac vai tram da yéu cau thé.
ID, Pam bao cho server rang n6 di giai ma dung cho the.
TS, Bio cho server vé thoi gian ma thé nay dugc dé trinh.
LT, Tranh dung lai sau khi thé da hét han.
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Authenticatorc | Pam bao cho server ring nguoi trinh thé dung 1a client ma thé di duoc dua
cho no, c6 thoi gian séng ngan dé tranh dung lai.
EKc v Thé xac thyc duoc mi bang khoa chi cé server va client biét nham tranh thu
trom.
ID ¢ Phai phu hop véi ID trong thé dé xac thyc thé.
AD ¢ Phai phi hop véi dia chi trong thé dé xac thyc thé
TS5 Béo cho server vé thoi gian ma thé xac thuc nay duogc tao.

BAI TAP CHUONG 6

Bai 6.1: Néu y tuong thiét ké mot hé mat bao vé cac file dir liéu trén co s phan tich PGP?
Bai 6.2: Ciu tao cua chit ky kép? Y nghia cua chit ky kép trong thuong mai dién tir?
Bai 6.3: Vai tro cia may chu xac thuc trong Kenberos?

Bai 6.4: Hiy mo ta qua trinh trao d6i dich vu xac thuc trong K.V.4?
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PHU LUC 1 - MA NGUON DES

#define ENO 0 /* MODE == encrypt */
#define DE1 1 /* MODE == decrypt */

typedef struct {
unsigned long ek[32];
unsigned long dk[32];
} des ctx;

extern void deskey (unsigned char *, short);

/* hexkey[8] MODE
* Sets the internal key register according to the hexadecimal
* key contained in the 8 bytes of hexkey, according to the DES,
* for encryption or decryption according to MODE.

*/

extern void usekey (unsigned long *);

/* cookedkey[32]
* Loads the internal key register with the data in cookedkey.
*/

extern void cpkey(unsigned long *);

/* cookedkey[32]
* Copies the contents of the internal key register into the storage
* located at &cookedkey[O].

*/

extern void des (unsigned char *, unsigned char *);

/* from([8] to[8]
* Encrypts/Decrypts (according to the key currently loaded in the
* internal key register) one block of eight bytes at address "from'
* into the block at address "to'. They can be the same.

*/

static void scrunch (unsigned char *, unsigned long *);
static void unscrun (unsigned long *, unsigned char *);
static void desfunc (unsigned long *, unsigned long ¥*);
static void cookey(unsigned long *);

static unsigned long KnL[32] = { OL };
static unsigned long KnR[32] = { 0L };
static unsigned long Kn3[32] = { 0L };
static unsigned char Df Key([24] = {

0101, 0x23,0x45,0x67,0x89, O0xab, Oxcd, Oxef,
Oxfe, Oxdc, Oxba, 0x98,0x76,0x54,0x32,0x10,
0x89, O0xab, O0xcd, Oxef, 0101, 0x23,0x45,0x67 };

static unsigned short bytebit[8] = {
0200, 0100, 040, 020, 010, 04, 02, 01 };

static unsigned long bigbyte[24] = {

0x800000L, 0x400000L, 0x200000L, 0x100000L,
0x80000L, 0x40000L, 0x20000L, 0x10000L,
0x8000L, 0x4000L, 0x2000L, 0x1000L,
0x800L, 0x400L, 0x200L, 0x100L,
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0x80L, 0x40L, 0x20L, 0x10L,

0x8L, 0x4L, 0x2L, Ox1L
/* Use the key schedule specified in the Standard (ANSI
static unsigned char pcl[56] = {

56, 48, 40, 32, 24, 16, 8, 0, 57, 49, 41, 33,

9, 1, 58, 50, 42, 34, 26, 18, 10, 2, 59, 51,

62, 54, 46, 38, 30, 22, 14, 6, 61, 53, 45, 37,

13, 5, 60, 52, 44, 36, 28, 20, 12, 4, 27, 19,
static unsigned char totrot[1l6] = {

1,2,4,6,8,10,12,14,15,17,19,21,23,25,27,28 };

static unsigned char pc2[48] = {
13, 16, 10, 23, 0, 4, 2, 27, 14, 5,
22, 18, 11, 3, 25, 17, 15, 6, 26, 19,
40, 51, 30, 36, 46, 54, 29, 39, 50, 44,
43, 48, 38, 55, 33, 52, 45, 41, 49, 35,
void deskey (key, edf) /*
unsigned char *key;
short edf;
{
register int i, j, 1, m, n;
unsigned char pclm[56], pcr([56];
unsigned long kn[32];
for ( J = 0; j < 56; j++ ) {
1 =pcl[jl;
m=1& 07;
pclm[j] = (key[l >> 3] & bytebit[m])
}
for( i = 0; 1 < 16; i++ ) {
if( edf == DE1 ) m = (15 - 1) << 1;
else m = i << 1;
n=m+ 1;
kn[m] = kn[n] = 0L;
for( 3 = 0; 7 < 28; j++ ) {
1 = 7J + totrotl[i];
if( 1 < 28 ) pcr(j] = pclm[1l];
else pcrl[j] = pclm[l - 28];
}
for( 3 = 28; j < 56; j++ ) |
1l =3 + totrot[i];
if( 1 < 56 ) pcr(j] = pclm[1l];
else pcr[j] = pclm[l - 28];
}
for( 3 = 0; J < 24; Jj++ ) {

if( pcripc2(jll )
if( perlpc2[j+24]1]1 )

}
}
cookey (kn) ;
return;

}

static void cookey (rawl)
register unsigned long *rawl;

{

register unsigned long *cook,

unsigned long dough[32];

*raw0;
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kn [m]
kn[n]

?

20,
12,
32,
28,

}i

X3.92-1981).

25,
43,
29,
11,

17,

35,

21,
3}

9,

1,
a7,
31 };

Thanks to James Gillogly & Phil Karn!

|= bigbyte([]];

|= bigbytelj];

*/

*/
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register int i;

cook = dough;

for( 1 = 0; 1 < 16; i++, rawl++ ) {

raw0O = rawl++;

*cook = (*rawO & 0x00£fc0000L) << 6;
*cook |= (*rawO & 0x00000fcOL) << 10;
*cook |= (*rawl & 0x00£fc0000L) >> 10;
*cook++ |= (*rawl & 0100000fcOL)
*cook = (*rawO & 0x0003f000L) << 12;
*cook |= (*rawO & 0x0000003fL) << 16;
*cook |= (*rawl & 0x0003f000L) >> 4;
*cook++ |= (*rawl & 010000003fL);

}
usekey (dough) ;
return;

}

void cpkey(into)

register unsigned long *into;

{
register unsigned long *from, *endp;
from = KnL, endp = &KnL[32];
while( from < endp ) *into++ = *from++;
return;

}

void usekey (from)

register unsigned long *from;

{
register unsigned long *to, *endp;
to = KnL, endp = &KnL[32];
while( to < endp ) *tot+ =
return;

*from++;

}

void des (inblock, outblock)
unsigned char *inblock, *outblock;

{

unsigned long work[2];

scrunch (inblock, work);
desfunc (work, KnL);
unscrun (work, outblock);
return;

}

static void scrunch (outof, into)
register unsigned char *outof;
register unsigned long *into;

{

’

*into = (*outof++ & OxfflL) << 24;

*into |= (*outof++ & OxffL) << 16;

*into |= (*outof++ & OxffL) << 8;

*into++ |= (*outof++ & Oxffl);

*into = (*outof++ & OxfflL) << 24;

*into = (*outof++ & OxfflL) << 16;
) << 8;
)

|
*into |= (*outof++ & OxffL
*into |= (*outof & OxffL
return;
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static void unscrun(outof, into)
register unsigned long *outof;
register unsigned char *into;

{

*into++ = (*outof >> 24) & OxffL;
*into++ = (*outof >> 16) & OxfflL;
*into++ = (*outof >> 8) & OxffL;
*into++ = “*outof++ & OxffL;
*into++ = (*outof >> 24) & OxffL;
*into++ = (*outof >> 16) & OxfflL;
*into++ = (*outof >> 8) & Oxffl;
*into = “*outof & OxffL;
return;

}

static unsigned long SP1[64] = {

0#01010400L, 0#00000000L, O#00010000L, 0#01010404L,
0#01010004L, 0#00010404L, 0#00000004L, 0#00010000L,
0#00000400L, 0#01010400L, O#01010404L, 0#00000400L,
0#01000404L, 0#01010004L, O#01000000L, 0#00000004L,
0#00000404L, 0#01000400L, O#01000400L, 0#00010400L,
0#00010400L, 0#01010000L, O#01010000L, 0#01000404L,
0#00010004L, 0#01000004L, O#01000004L, 0#00010004L,
0#00000000L, 0#00000404L, O0O#00010404L, 0#01000000L,
0#00010000L, 0#01010404L, O#00000004L, 0#01010000L,
0#01010400L, 0#01000000L, O#01000000L, 0#00000400L,
0#01010004L, O0#00010000L, O#00010400L, 0#01000004L,
0#00000400L, 0#00000004L, O#01000404L, 0#00010404L,
0#01010404L, 0#00010004L, O#01010000L, 0#01000404L,
0#01000004L, 0#00000404L, O0#00010404L, 0#01010400L,
0#00000404L, 0#01000400L, O#01000400L, 0#00000000L,
0#00010004L, 0#00010400L, O#00000000L, 0#01010004L };

static unsigned long SP2[64] = {
0x80108020L, 0x80008000L, 0#00008000L, 0#00108020L,
0#00100000L, 0#00000020L, 0x80100020L, 0x80008020L,
0x80000020L, 0x80108020L, 0x80108000L, 0x80000000L,
0x80008000L, O#00100000L, O#00000020L, 0x80100020L,
0#00108000L, O0#00100020L, 0x80008020L, 0#00000000L,
0x80000000L, O0O#00008000L, 0#00108020L, 0x80100000L,
0#00100020L, 0x80000020L, 0#00000000L, 0#00108000L,
0#00008020L, 0x80108000L, 0x80100000L, 0#00008020L,
0#00000000L, 0#00108020L, 0x80100020L, 0#00100000L,
0x80008020L, 0x80100000L, 0x80108000L, 0#00008000L,
0x80100000L, 0x80008000L, 0#00000020L, 0x80108020L,
0#00108020L, 0#00000020L, O#00008000L, 0x80000000L,
0#00008020L, 0x80108000L, 0#00100000L, 0x80000020L,
0#00100020L, 0x80008020L, 0x80000020L, 0#00100020L,
0#00108000L, O0#00000000L, 0x80008000L, 0#00008020L,
0x80000000L, 0x80100020L, 0x80108020L, 0#00108000L };

static unsigned long SP3[64] = {
0#00000208L, 0#08020200L, O#00000000L, 0#08020008L,
0#08000200L, O#00000000L, 0#00020208L, 0#08000200L,
0#00020008L, 0#08000008L, 0O#08000008L, 0#00020000L,
0#08020208L, 0#00020008L, 0#08020000L, 0#00000208L,
0#08000000L, 0#00000008L, 0#08020200L, 0#00000200L,
0#00020200L, 0#08020000L, 0O#08020008L, 0#00020208L,
0#08000208L, 0#00020200L, 0#00020000L, 0#08000208L,
0#00000008L, 0#08020208L, 0#00000200L, 0#08000000L,
0#08020200L, 0#08000000L, O#00020008L, 0#00000208L,
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0#00020000L, 0#08020200L, O#08000200L, 0#00000000L,
0#00000200L, 0#00020008L, O#08020208L, 0#08000200L,
0#08000008L, 0#00000200L, O#00000000L, 0#08020008L,
0#08000208L, 0#00020000L, O#08000000L, 0#08020208L,
0#00000008L, 0#00020208L, 0#00020200L, 0#08000008L,
0#08020000L, 0#08000208L, O#00000208L, 0#08020000L,
0#00020208L, 0#00000008L, O0#08020008L, 0#00020200L };

static unsigned long SP4[64] = {
0#00802001L, 0#00002081L, 0#00002081L, 0#00000080L,
0#00802080L, 0#00800081L, 0O#00800001L, 0#00002001L,
0#00000000L, 0#00802000L, 0O#00802000L, 0#00802081L,
0#00000081L, 0#00000000L, O#00800080L, 0#00800001L,
0#00000001L, O#00002000L, O#00800000L, 0#00802001L,
0#00000080L, 0#00800000L, O#00002001L, 0#00002080L,
0#00800081L, 0#00000001L, O#00002080L, 0#00800080L,
0#00002000L, 0#00802080L, 0O#00802081L, 0#00000081L,
0#00800080L, 0#00800001L, 0O#00802000L, 0#00802081L,
0#00000081L, 0#00000000L, O#00000000L, 0#00802000L,
0#00002080L, 0#00800080L, 0O#00800081L, 0#00000001L,
0#00802001L, 0#00002081L, 0#00002081L, 0#00000080L,
0#00802081L, 0#00000081L, O#00000001L, 0#00002000L,
0#00800001L, 0#00002001L, 0O#00802080L, 0#00800081L,
0#00002001L, 0#00002080L, O#00800000L, 0#00802001L,
0#00000080L, O#00800000L, 0O#00002000L, 0#00802080L };

static unsigned long SP5[64] = {
0#00000100L, 0#02080100L, 0O#02080000L, 0x42000100L,
0#00080000L, O#00000100L, 0x40000000L, 0#02080000L,
0x40080100L, 0#00080000L, O#02000100L, 0x40080100L,
0x42000100L, 0x42080000L, O0#00080100L, 0x40000000L,
0#02000000L, 0x40080000L, 0x40080000L, 0#00000000L,
0x40000100L, 0x42080100L, 0x42080100L, 0#02000100L,
0x42080000L, 0x40000100L, 0#00000000L, 0x42000000L,
0#02080100L, 04#02000000L, 0x42000000L, 0#00080100L,
0#00080000L, 0x42000100L, O0#00000100L, 0#02000000L,
0x40000000L, 0#02080000L, 0x42000100L, 0x40080100L,
0#02000100L, 0x40000000L, 0x42080000L, 0#02080100L,
0x40080100L, 0#00000100L, O#02000000L, 0x42080000L,
0x42080100L, O0#00080100L, 0x42000000L, 0x42080100L,
0#02080000L, 0#00000000L, 0x40080000L, 0x42000000L,
0#00080100L, 0#02000100L, 0x40000100L, 0#00080000L,
0#00000000L, Ox40080000L, 0#02080100L, 0x40000100L };

static unsigned long SP6[64] = {
0x20000010L, 0x20400000L, O#00004000L, 0x20404010L,
0x20400000L, O#00000010L, 0x20404010L, 0#00400000L,
0x20004000L, 0#00404010L, 0#00400000L, 0x20000010L,
0#00400010L, 0x20004000L, 0x20000000L, 0#00004010L,
0#00000000L, O#00400010L, 0x20004010L, 0#00004000L,
0#00404000L, 0x20004010L, O0#00000010L, 0Ox20400010L,
0x20400010L, O#00000000L, 0O#00404010L, 0x20404000L,
0#00004010L, 0#00404000L, 0x20404000L, 0x20000000L,
0x20004000L, 0#00000010L, 0x20400010L, 0#00404000L,
0x20404010L, 0#00400000L, O#00004010L, 0x20000010L,
0#00400000L, 0x20004000L, 0x20000000L, 0#00004010L,
0x20000010L, 0x20404010L, 0#00404000L, 0Ox20400000L,
0#00404010L, 0x20404000L, O#00000000L, 0x20400010L,
0#00000010L, 0O#00004000L, 0x20400000L, 0#00404010L,
0#00004000L, 0#00400010L, 0x20004010L, 0#00000000L,
0x20404000L, O0x20000000L, O#00400010L, 0x20004010L };
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static unsigned long SP7[64] = {

0#00200000L,
0#00000800L,
0#04200802L,
0#00000002L,
0#04000800L,
0#04000002L,
0#04200000L,
0#00200800L,
0#04000000L,
0#04000802L,
0#00200002L,
0#04200800L,
0#00000802L,
0#00200800L,
0#00000000L,
0#04000002L,

0#04200002L,
0#04000802L,
0#00200000L,
0#04000000L,
0#00200802L,
0#04200000L,
0#00000800L,
0#00000002L,
0#00200800L,
0#04200002L,
0#04000000L,
0#00000802L,
0#04000002L,
0#00000000L,
0#00200802L,
0#04000800L,

static unsigned long SP8[64] = {

0x10001040L,
0x10000000L,
0#00040040L,
0x10041000L,
0x10040000L,
0#00041000L,
0#00001040L,
0x10000040L,
0#00041040L,
0#00000040L,
0x10001000L,
0x10040040L,
0#00000000L,
0x10040000L,
0x10041040L,
0#00001040L,

0#00001000L,
0x10001040L,
0x10040000L,
0#00041040L,
0x10000040L,
0#00040040L,
0#00000000L,
0x10001000L,
0#00040000L,
0x10040040L,
0#00000040L,
0x10000000L,
0x10041040L,
0x10001000L,
0#00041000L,
0#00040040L,

static void desfunc (block, keys)
register unsigned long *block,

{

register unsigned long fval,

register int round;

leftt

block[0];
right = block[1];
work = ((leftt >> 4)
right *= work;
leftt *= (work
work = ((leftt
right *= work;
leftt *= (work
work = ((right
leftt "= work;
right "= (work
work = ((right
leftt ~= work;
right "= (work << 8);
right = ((right << 1) |
work = (leftt * right)
leftt ~= work;

right *= work;

<<
>>

4);
16)

<< 106);
>> 2)

<< 2);
>> 8)
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~ right)

~ right)

N leftt)

N leftt)

0#04000802L,
0#00200802L,
0#00000000L,
0#04200002L,
0#00200002L,
0#04200800L,
0#00000802L,
0#04000000L,
0#00200000L,
0#04200002L,
0#04000800L,
0#00200802L,
0#04200802L,
0#00000002L,
0#04200000L,
0#00000800L,

0#00040000L,
0#00000040L,
0x10041040L,
0#00001000L,
0x10001000L,
0x10040040L,
0#00000000L,
0#00041040L,
0x10041000L,
0#00001000L,
0x10000040L,
0#00040000L,
0#00040040L,
0x10001040L,
0#00041000L,
0x10000000L,

*keys;

work,

((right >> 31)
& Oxaaaaaaaal;

right,

0#00000000L,
0#04200800L,
0#04000002L,
0#00000802L,
0#04000800L,
0#00200002L,
0#04200802L,
0#00200800L,
0#04000802L,
0#00000002L,
0#00200000L,
0#04200800L,
0#04200000L,
0#04200802L,
0#00000800L,
0#00200002L };

0x10041040L,
0x10000000L,
0#00041000L,
0#00000040L,
0#00001040L,
0x10041000L,
0x10040040L,
0#00040000L,
0#00001000L,
0#00041040L,
0x10040000L,
0x10001040L,
0x10000040L,
0#00000000L,
0#00001040L,
0x10041000L };

leftt;

& O#0f0f0f0fL;

& O#0000ffffL;

& 0x33333333L;

& O#00ff00ffL;

& 1L)) & Oxffffffffl;
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leftt = ((leftt << 1) | ((leftt >> 31) & 1L)) & OxfffffffflL;
for( round = 0; round < 8; round++ ) {
work = (right << 28) | (right >> 4);
work "= *keys+t+;
fval = SP7[ work & 0x3fL];
fval |= SP5[ (work >> 8) & O0x3fL];
fval |= SP3[ (work >> 16) & O0x3fL];
fval |= SP1[ (work >> 24) & Ox3fL];
work = right ~ *keys++;
fval |= SP8[ work & O0x3fL];
fval |= SP6[ (work >> 8) & O0x3fL];
fval |= SP4[ (work >> 16) & Ox3fL];
fval |= SP2[ (work >> 24) & O0x3fL];
leftt ~= fval;
work = (leftt << 28) | (leftt >> 4);
work "= *keys+t+;
fval = SP7[ work & 0x3fL];
fval |= SP5[ (work >> 8) & O0x3fL];
fval |= SP3[ (work >> 16) & O0x3fL];
fval |= SP1[ (work >> 24) & O0x3fL];
work = leftt "~ *keys++;
fval |= SP8[ work & 0x3fL];
fval |= SP6[ (work >> 8) & O0x3fL];
fval |= SP4[ (work >> 16) & O0x3fL];
fval |= SP2[ (work >> 24) & 0x3fL];

right *= fval;
}

right = (right << 31) | (right >> 1);

work = (leftt ~ right) & Oxaaaaaaaal;

leftt ~= work;

right "= work;

leftt = (leftt << 31) | (leftt >> 1);

work = ((leftt >> 8) » right) & O#00ff00ffL;
right *= work;

leftt *= (work << 8);

work = ((leftt >> 2) ~ right) & 0x33333333L;
right "= work;

leftt = (work << 2);

work = ((right >> 16) ~ leftt) & O#0000ffffL;
leftt *= work;

right *= (work << 16);

work = ((right >> 4) ~ leftt) & O#0f0f0f0fL;
leftt "= work;

right "= (work << 4);

*block++ = right;

*block = leftt;

return;

~

Validation sets:

Single-length key, single-length plaintext -
Key : 0123 4567 89%ab cdef
Plain : 0123 4567 89%ab cde?
Cipher : c957 4425 6abe d31d

*********************************************************************/

void des key(des ctx *dc, unsigned char *key) {
deskey (key, ENO) ;
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cpkey (dc->ek) ;
deskey (key,DE1) ;
cpkey (dc->dk) ;
}
/* Encrypt several blocks in ECB mode. Caller is responsible for
short blocks. */
void des_enc(des_ctx *dc, unsigned char *data, int blocks) {
unsigned long work[2];
int 1i;
unsigned char *cp;
cp = data;
for (i=0;1iek) ;
unscrun (work, cp) ;
cpt+=8;

}

void des _dec(des_ctx *dc, unsigned char *data, int blocks) {
unsigned long work[2];
int 1i;
unsigned char *cp;

cp = data;
for (i=0;idk) ;
unscrun (work, cp) ;
cp+=8;
}
}
void main (void) {
des ctx dc;
int 1i;
unsigned long data[1l0];
char *cp,key[8] = {0#01,0x23,0x45,0x67,0x89, 0xab,0xcd, Oxef};
char x[8] = {0#01,0x23,0x45,0x67,0x89,0xab, 0xcd,Oxe7};

cp = X;

des key (&dc, key) ;

des_enc (&dc,cp,1);

printf ("Enc(0..7,0..7) = ");

for (1i=0;1i<8;i++) printf ("%$02x ", ((unsigned int) cpl[i]) &0#00ff);
printf ("\n");

des_dec (&dc,cp,1);

printf ("Dec (above,0..7) = ");
for (1i=0;1i<8;1i++) printf ("%$02x ", ((unsigned int)cp[i]) &0#00ff);
printf ("\n");

cp = (char *) data;
for (i=0;1i<10;i++)data[il=i;

des_enc(&dc,cp,5); /* Enc 5 blocks. */
for (i=0;1<10;i+=2) printf("Block %01d = %081x %081x.\n",
i/2,datal[i],data[i+1]);

des dec(&dc,cp,1);

des_dec (&dc,cp+8,4);

for (i=0;1<10;i+=2) printf("Block %01d = %081x %081x.\n",
i/2,data[i],data[i+1]);
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