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FOREWORD

It is my pleasure to introduce the 4th edition of IONSPHERE and the first
under the editorship of the Royal Australian Navy.

The purpose of IONSPHERE, as the Indian Ocean Naval Symposium
(IONS) Newsletter, is to provide a platform for the exchange of ideas,
views and opinions on Indian Ocean naval and maritime issues. As befits
the broad and rich nature of the Indian Ocean, contributions are welcome
across the wide range of issues which members of IONS address every
day. Understanding between nations and good order at sea require us

to collectively address a myriad of issues at the state, regional and local
levels. To this end, | encourage the frank exchange of information to
enable us all to learn what is important to IONS members and how we can
better work together.

| thank the contributors for their submissions and the Sea Power Centre - Australia for producing this
edition. | acknowledge that with any newsletter not all submissions can be published, but encourage our
collective IONS membership to continue to make contributions to stimulate further discussion.

. A_f\%a,“_\

T.W. Barrett, AO CSC
Vice Admiral, Royal Australian Navy
Chair, Indian Ocean Naval Symposium
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IONS Snapshot 2014

IONS Secretariat

South Africa passed the chairmanship of IONS to Australia on 25 March 2014, in Perth, Western
Australia. Delegations from 35 nations attended the IONS Seminar which had the theme of Protecting

the Ability to Trade in the Indian Ocean Maritime Economy.

The Conclave of Chiefs met on 28 March 2014, where delegations from 22 nations endorsed the
Charter of Business, which enabled nations to formalise their membership. At the end of 2014, IONS

had 18 official members and three observer nations.

IONS Members include:

i
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Australia
Indonesia
Mauritius
Oman

Saudi Arabia

Singapore

Sri Lanka

 —— Thailand
= United Arab Emirates

IONS Observers include:

China

Malaysia

The Charter of Business sets out the objectives and fundamental principles of IONS and defines the
purpose of the organisation as a voluntary initiative that seeks to increase maritime cooperation among
navies of the littoral states of the Indian Ocean region.
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Bangladesh
Maldives
Myanmar
Pakistan
Seychelles
South Africa
Tanzania
Timor Leste

United Kingdom

Japan




To facilitate investigation of maritime security challenges common to the member and observer
nations of IONS, the Conclave of Chiefs also endorsed the creation of IONS Working Groups. These
working groups are an exciting step forward for IONS. Their principle objective is to increase mutual
understanding of a specific issue and encourage practical cooperation and outcomes, such as
guidelines, training, operating procedures and maritime exercises. The three working groups are:

e Humanitarian Assistance and Disaster Relief to be chaired by India
e Counter-Piracy to be co-chaired South Africa and Tanzania
¢ Information Sharing and Interoperability to be chaired by Pakistan.

The Conclave also endorsed the IONS chairmanship transferring to Bangladesh in 2016 and to Iran in
2018.

A busy year is planned for IONS in 2015. Inaugural meetings of the three working groups are to occur.
Other nations that are eligible to join IONS are expected to confirm their membership by 27 March 2015.
In addition to these activities, the IONS Preparatory Workshop will be hosted by Pakistan.



CONCLAVE OF CHIEFS AND STAFF OFFICERS
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CSCAP MEMORANDUM NO 24:SAFETY
AND SECURITY OF VITAL UNDERSEA
COMMUNICATIONS INFRASTRUCTURE

Council for Security Cooperation in the Asia Pacific

Introduction

Submarine fibre optic cables carry 97 per cent of all international telecommunications and are vital
communications infrastructure for states globally and in the Asia-Pacific region. Multiple cables breaks
or hostile actions by terrorists or other third parties represent a significant risk to the security and
economic interests of every state connected to that cable. There is currently no international legal regime
addressing security issues that affect submarine cables, nor is there an international agency responsible
for them.

This Memorandum proposes measures for moving forward at a regional level to protect submarine
cables, reduce the risks to cables, and improve repair responses to damaged cables when faults occur.
Cooperation between states at a regional level is required to plan in advance for incidents involving
major breaks to submarine cables. There is also a need for states to establish national legislation and
policy to reduce the risk of breaks and to improve response times for repairs to damaged cables. A
cooperative partnership between government and industry is needed to ensure the resilience of the
submarine telecommunications networks.

Submarine cables are vital telecommunications infrastructure

The global submarine fibre optic cable network is comprised of approximately 216 separate, diverse and
independent cables systems, totalling more than 870,000km of fibre optic cables. Presently, 97 per cent
of all international communications are carried by submarine fibre optic cables. The majority of countries
now rely almost exclusively on undersea cables for their telecommunications needs, including essential
finance, diplomacy and defence systems. The United Nations General Assembly has described these
cables as ‘critical communications infrastructure’, which is ‘vitally important to the global economy and
the national security of all states’.

Cable breaks pose a risk to the security and economy of states

The majority of submarine cable breaks are caused by negligent activities from fishing and shipping,
and natural events such as earthquakes, tsunamis and typhoons. There have, however, been incidents
involving intentional damage being inflicted on cables. Industry reports that there are also increasing
incidents of theft of cables at sea, causing millions of dollars of repairs and compromising the resilience
of cable networks.
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The risk of a deliberate attack against a network of cables with the intention to cripple the core
telecommunications of multiple states is a real one. Given the broad range of man-made hazards that
can damage cables, there is a real risk that in an area where there is a heavy network density of cables,
deliberate actions to damage cables could result in multiple faults and maximum damage to international
telecommunications systems. In addition to cable systems, supporting physical infrastructure such as
landing stations may be also be targeted.

Adding to this are impediments by coastal states that result in delays to repairs; these may occur as a
result of permit delays, requirements for vessels to enter port before carrying out repairs, customs duties,
fees, and taxes, and cabotage requirements. These delays are sometimes in excess of three months,
increasing the cost of repairs by hundreds of thousands of dollars and creating backlogs of repairs.

The current legal regime to protect submarine cables is inadequate

There is no specialised international agency responsible for law and policy relating to international
submarine cables. The only applicable international rules are those contained in the United Nations
Convention on the Law of the Sea 1982 (LOSC), but the provisions in LOSC are inadequate for dealing
with the security of submarine cables. Even where states have enacted legislation to criminalise
intentional acts against cables as required in LOSC, such legislation only applies to nationals of that
state (or ships flying its flag), not to foreign nationals. In essence, national laws to protect submarine
cables are often lacking, obsolete or not enforced.

In order to protect air navigation facilities and maritime navigation facilities, the international community
has adopted treaties which establish a comprehensive cooperative regime to ensure that persons

who intentionally destroy or damage critical infrastructure are punished for their actions as criminals,
regardless of their nationality and regardless of where the acts took place. However, there is no such
convention that applies to international submarine cables, even though they are arguably more important
as critical communications infrastructure than air or maritime navigation facilities.

Areas for action

There are annually on average approximately 200 or so cable fault repairs. Most repairs occur in the
territorial seas and exclusive economic zones, although some occur on the high seas. Repair costs

vary between US$1-3 million per repair, depending upon weather, location, and the extent of damage.
Given these statistics, regional governments in the Asia-Pacific need to recognise the importance

of the protection and maintenance of submarine fibre optic cables as critical telecommunications
infrastructure, and the Memorandum recommends that governments in the region establish the following
mechanisms to cooperate with each other and with the cable industry in order to protect submarine
cables and ensure their rapid repair:



I. Contingency planning at the regional level

Given that the intentional cutting of submarine cables by thieves or terrorists is a serious threat to the
economy and security of the coastal state, governments should look into developing contingency
plans with industry to deal with attacks on the submarine cable network in the region. The contingency
planning should include a standard procedure whereby the cable industry immediately notifies relevant
government agencies through a designated national lead agency whenever there is a cable break or
suspicious activity observed so that a risk assessment can be conducted to determine the likelihood of
a possible hostile action. National designation of a lead agency for cables should be a priority.

What may also be required is an arrangement among states in the region to share information on
suspected attacks on submarine cables and to fully cooperate in the event of an attack on submarine
cables outside the territorial sea of any state. State parties and the cable industry should carry out

joint desktop exercises to plan and develop protocols and practical responses in the event of possible
disruptions of submarine cable infrastructure. For a successful desktop exercise, it is essential that all
government agencies responsible for domestic and international security threats at sea be involved as
well as the international companies that own or operate the cable systems and cable ships be involved.
Such planning should include the development of protocols to facilitate the quick repair of damaged
submarine cables.

Il. Cooperation to develop best practice guidelines

Establishing best practice guidelines at a regional level is an important means for states to cooperate to
ensure that submarine cables are protected in law and in practice, and to ensure that rapid repairs can
be undertaken when damage occurs. Cable breaks are not solely a national matter for the coastal state
in whose waters the cables are laid; they are also a matter of concern for every state where that cable
lands. Other states in the region are impacted as well because a damaged cable increases the risks to
communications because a damaged cable is no longer available for traffic restoration from a damaged
cable. States should ensure mariners, especially fishing vessels, are advised of dangers to cables from
unsafe anchoring or trawling practices on them. Industry studies have documented inordinate delays in
the repairs of cables in several countries in the Asia-Pacific region. One reason for this is that in some
countries there is no lead agency responsible for the law and policy on submarine cables. The uneven
treatment of the repair of international cables by states in the region should be analysed and reviewed
by governments in cooperation with the cable industry so that the problems can be identified and ‘Best
Practice Guidelines’ can be developed.
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Specific recommendations for action

1. Actions by states
a. All states should join the International Cable Protection Committee (ICPC).
b. Each state should designate a national lead agency for submarine cable issues.

2. Regional cooperation

a. Once designated, national lead agencies of states should coordinate (with industry/ICPC and
other states) to:

(i) Develop regional protocols to facilitate prompt cable repairs, and

(i) Develop standard procedures for both information sharing and to notify other regional nations
of cable breaks or suspicious activity.

b. Include tabletop exercises to deal with cable breaks and threats to cables in regional multilateral
and bilateral exercises.
3. Future Study

Submarine cables issues should be included as a topic for future study in ARF Maritime Security ISM
and CSCAP maritime security study group work, to refine the above recommendations and to identify
best practices and other specific actions for official consideration.



CSCAP MEMORANDUM NO 25: MARITIME
CONFIDENCE BUILDING MEASURES, TRUST
AND MANAGING INCIDENTS AT SEA

Council for Security Cooperation in the Asia Pacific

Introduction: The Macro and Micro Views of Regional Maritime Security

Tensions have been rising in Asia’s maritime regions. While no party wants a conflict to break out,

an incident and subsequent miscalculation could well result in unintended escalation. Discussions at
the diplomatic level on instituting a series of confidence building measures indicate that progress is
being made on maritime safety and security. But incidents and provocations at sea and the air may
occur, sometimes spurred by broader tensions at the macro level, and such incidents may spiral out of
control creating diplomatic and political crises. There is a need to propose specific crisis prevention and
management measures that CSCAP could recommend to the Track | level.

Building Trust and Confidence

The search for confidence building measures that will reduce the prospect of an incident in the maritime
commons escalating to conflict has, and continues to, preoccupy several Track | and Track Il forums in
the Asia-Pacific region. Confidence building measures that have been proposed in these forums include:

At the political level

The Asia-Pacific region has, and continues to work on a series of political confidence building measures.
These include:

e the Treaty of Amity and Cooperation in Southeast Asia which aims to ensure peace, cooperation and
solidarity among ASEAN countries

e the Declaration of Conduct of the Parties in the South China Sea which aims to guide behaviour
among the South China Sea disputants and work towards an eventual Code of Conduct

e the ASEAN Regional Forum which promote dialogue on political and security matters and enhance
confidence-building and preventive diplomacy in the region

e the ASEAN Maritime Forum and Expanded ASEAN Maritime Forum which provides a platform
for ASEAN member states and their partners to pursue maritime interests and explore common
approaches in ensuring maritime security

¢ the ASEAN Defence Ministers Meeting which engages ASEAN Dialogue Partners in dialogue and
cooperation on defence and security matters; as well as defence white papers.
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It is significant to note that all these political confidence building measures assume that the parties
subscribe to the norms of cooperative security, a central pillar of the regional security architecture, which
is underpinned by trust among one another. The dilemma is the extent to which cooperation is possible
when there is a trust deficit in the region.

At the operational level
Functional cooperation

Functional cooperation for the safety of navigation, search and rescue, humanitarian assistance and
disaster relief (HADR), coastal zone management and environmental protection would be more easily
achievable as confidence building measures in the absence of trust, when the confidence building
measures are framed within a recognised institution or regime (such as LOSC, IMO Conventions, etc.).
Often on-going confidence building measures include HADR as well as search and rescue exercises,
and these have shown some success over the years. However, efficacy of these functional cooperative
efforts as confidence building measures are hampered by the lack of coordination at the national and
regional levels, as well as the wariness of the impact on sovereignty claims that some believe agreement
to these confidence building measures could potentially pose, especially in disputed territories.

Regional incidents-at-sea agreement

Regional incidents-at-sea agreements modelled on the United States-Soviet Union Incidents-At-Sea
Agreement (INCSEA) concluded in 1972 have previously been suggested. However, this may be
premature at this stage. This navy-to-navy agreement relates to incidents wherever occurring at sea, but
it should be noted that such agreements in Asian waters would have to occur in the context of a larger
number of, and more complex, jurisdictional/territorial disputes. Negotiations on a regional agreement
would also open up differing views about the rights of other states to conduct military activities within an
exclusive economic zone without permission from or prior notification to the coastal state.

Code for Unplanned Encounters at Sea (CUES)

The Western Pacific Naval Symposium Code for Unplanned Encounters at Sea (CUES) offers safety
measures and a means to limit mutual interference, to limit uncertainty, and to facilitate communication
when naval ships or naval aircraft encounter each other in an unplanned manner. It is not legally binding;
rather it is a coordinated means of communication to maximise safety at sea. It may be adopted on a
voluntary and non-binding basis within WPNS and is available for implementation by any navy on the
same basis.

Pan-regional coastguard forum

Coastguards and other law enforcement agencies, as they improve their capabilities and assume greater
responsibilities for maritime security, need regional forums (like the navy) to interact with, and better
understand other coastguards they encounter at sea. An example of such a forum would be the North
Pacific Coast Guard Forum established in 2000 which includes Canada, China, Japan, the Republic of
Korea, Russia and the United States. The Forum has had some success in documenting best practices



among coastguards and has a web-based information exchange system, while bilateral and multilateral
operations and exercises have been conducted under its auspices. Southeast Asia does not have an
equivalent forum and existing regional information sharing centres do not have a mandate to provide a
platform to improve awareness and communication across the full spectrum of activities encompassed
by the North Pacific Forum, although the Regional Cooperation Agreement on Combating Piracy and
Armed Robbery against Ships in Asia (ReCAAP), which has its Information Sharing Centre (ISC) located
in Singapore, has provided a platform for regional coastguards to cooperate on counter-piracy.

At the pan-regional level, there is also the Heads of Asian Coast Guard Agencies Meeting. This initiative
was started in 2004 to discuss cooperation among the member organisations to combat piracy in the
region. However, the scope of discussions has since expanded to include law enforcement, maritime
security, disaster prevention and relief and capacity building. Presently, 17 countries take part in the
initiative. Such forums play an important role in building confidence through professional-level interaction
and regular dialogue between regional maritime law enforcement agencies. This is of increasing
importance given the role that coastguards and other paramilitary ships are playing in asserting
sovereignty and sovereign rights within contested waters.

At the technical level
Enhancing maritime situational awareness

In order to maintain good order at sea and counter transnational threats in regional waters, countries
must first be aware of what is occurring in their maritime environment and have in place a responsive
enforcement capacity. An inclusive and cooperative maritime situational awareness arrangement should
also be able to alert participating countries to possible incidents before it happens or soon thereafter.

The ReCAAP ISC promotes information sharing and capacity building arrangements to enhance regional
cooperation to combat maritime piracy and armed robbery. The establishment of the Information Fusion
Centre at the Command and Control Centre in Singapore’s Changi Naval Base in April 2009 serves as

a regional maritime information hub to enhance maritime situational awareness, and to act as an early
warning system. The challenge now is to further broaden and institutionalise such mechanisms for
increased maritime domain awareness leading to security cooperation.

Direct communication links & hotlines

Establishing direct communication links, including ‘hotlines’, between the defence ministries, navies and
paramilitary maritime organisations of regional countries can provide vital channels for communication,
especially where relations are complicated by maritime disputes. During periods of tension, such
channels can play a useful function in preventing inadvertent escalation. In normal times, the hotline can
also play a helpful confidence building role, while not replacing some countries’ preferences for informal
or inter-personal connections. An initiative is currently under way through the ASEAN Defence Ministers
Meeting on hotlines that could in due course be expanded.

Given widespread differences in capacities, existing practices and political expectations among
regional states, care will be needed to ensure that common communication protocols are agreed and
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understood. While countries’ willingness to set up ‘hotlines’ may be a good indicator of their willingness
to engage in crisis management, the ultimate value of such links will depend on the good intentions of
the parties concerned, with no guarantee that they may be utilised or even maintained in a crisis.

Confidence Building Measures and Trust: Cooperating without Trust

An underlying assumption of cooperative security in the Asia-Pacific is that confidence building
measures are trust-building measures. The vision was that starting with functional cooperation in search
and rescue, HADR or marine scientific research, the region could build the trust to move to other
operational and political confidence building measures for cooperative security. Cooperation is perceived
to be both an obligation and a necessity, and that trust will follow cooperation. Hopefully, confidence
building measures could lead to both trust and confidence, reducing the chances of an incident at sea
escalating into a political crisis. But where confidence building measures do not lead to cooperation and
trust, crisis management will then be critical to prevent an inadvertent escalation to military conflict.

Risk management and crisis mitigation

An incident at sea may escalate into a political crisis as a result of the inadequacy of confidence building
measures. Current information technology would further accelerate the pace of crises. The worst case
scenario question of what happens when the confidence building measures break down in an incident
at sea needs to be considered. What measures can be utilised to prevent disputes and conflicts arising
from, for example, a fishing trawler being fired upon by a coastguard vessel claiming the trawler is in
waters protected by that coastguard vessel? Crisis management measures will need to be put in place
to prevent a violent encounter between the fishing trawler and the coastguard vessel from escalating
into a major standoff and between the law enforcement agencies and even naval vessels despatched to
protect its fishing trawler which has been fired upon by the rival coastguard.

Are there in place hotlines or communication channels, and more importantly, the trust in the
conversations over those hotlines to de-escalate the stand-off? That failing, can fact-finding missions
and Eminent Persons Group forming goodwill missions mediate in the crisis? It can only be hoped that
common interest in avoiding injury to personnel, ship and aircraft as well as some goodwiill, patience and
tolerance in spite of underlying distrust will prevail in a crisis over the next incident at sea.

Recommendations

At the political level

ASEAN and its dialogue partners should continue to work on moving the region, as well as North
and South Asia, from confidence building measures to preventive diplomacy. ASEAN states and
China should steadily advance consultation on a Code of Conduct in the South China Sea within
the framework of a complete and effective implementation of the Declaration of the Conduct of



Parties issued in 2002, in particular the building of trust and confidence by holding defence and
military dialogues; voluntary exchange of relevant information and notification of impending joint
military exercise, ensuring just and humane treatment of all persons in danger or distress, and the
undertaking of cooperative activities on, inter alia, marine environmental protection, scientific research,
safety of navigation and communication at sea, search and rescue operations, and countering
transnational crime. In addition, the parties involved should also adhere to the 2011 Guidelines for the
Implementation of the Declaration of Conduct. At the same time, the greater region may need to look
more at operational or technical level confidence building measures. Success of political and strategic
confidence building measures would depend on a commitment to resolving disputes peacefully and
abiding by international law.

Maritime situational awareness

There is a need for a voluntary initiative to coordinate and promote maritime situational awareness
for search-and-rescue and disaster relief throughout the region, similar to the ReCAAP ISC and the
Information Fusion Centre. It is worth noting that Singapore has recently offered to host a regional
coordination centre for HADR at the Changi Command and Control Centre.

Hotlines

In the context of the Asia-Pacific, hotlines and other lower-level direct communication measures should
have the highest priority as a confidence building measures in crisis management. One useful outcome
which a group like WPNS might promote could be the development of bilateral hotlines, including

at the operational level between air forces, navies and coastguards, to prevent the escalation of an
incident. While the immediate need for hotlines is nearly always bilateral, that could in due course lead
to the evolution of multilateral hotlines for broader consultation and confidence building. However, it is
important to note that hotlines will have little utility in times of tension unless both parties have a clear
understanding as to their purpose, what they are able to achieve and what their limitations are, as well
as the capacity and willingness to use them effectively and not cancel them when most needed during
a crisis. Moreover, the hotlines should be used with the knowledge of the appropriate personnel to call,
especially the level or rank of seniority of the personnel manning the hotlines, and there must be a way
for the hotlines to reach key decision makers such as chiefs-of-staff at any time during a crisis.
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SEARCH AND RESCUE IN THE INDIAN OCEAN
REGION - AN AUSTRALIAN PERSPECTIVE

Australian Maritime Safety Authority

The volume of air and sea traffic within the Indian Ocean has expanded considerably in recent years.

[t has become the world’s most important route for the energy and resources that power the global
economy. Air traffic is expected to rise by 30 per cent over the next 10 years. With this increased traffic
comes a heightened risk of emergency incidents.

The Indian Ocean Rim Association (IORA), of which Australia is currently Chair, has taken a lead role in
enhancing search and rescue (SAR) cooperation in the region. IORA comprises 20 member states of the
Indian Ocean rim with its primary focus being to promote sustained growth and balanced development.

IORA Foreign Ministers met in October 2014 in Perth, Australia, to discuss priority areas of cooperation,
including maritime safety and security. A memorandum of understanding (MoU) on SAR cooperation in
the Indian Ocean was signed at the meeting by a number of members as a commitment to protecting
the safety of people who traverse the waters of the Indian Ocean. While not all members were able to
sign the MoU at the meeting, it is hoped that many more will do so in the near future as cooperation
between IORA member states continues to grow.

The Australian Maritime S