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1)'2%2+i')%'/.*%E'()?.%.11')0E5%E(?@%+E%P/.*Z+6,C<@05%P;K$S5%+*F%A!P#D%_.%,''I%1')H+)F%0'%2').%?'FC*<%+?0CXC0C.E%
C*%0@.%?'2C*<%2..0C*<ED%_@.*%6'(%B''I%6'()%0C?I.0E%0'%N'I'@+2+5%2+I.%E().%0'%C*?,(F.%0C2.%1')%E'2.%/)'<)+22C*<%
0@.%H..I.*F%B.1').%0@.%2..0C*<g%49%P?0'B.)n9%K'X.2B.)D

#@.%2CEEC'*%'1%0@.%!*0.)*.0%"*<C*..)C*<%#+EI%$')?.%CE%0'%2+I.%0@.%!*0.)*.0%H')I%B.00.)%B6%/)'F(?C*<%@C<@]W(+,C06%+*F%).,.X+*0%%
0.?@*C?+,%F'?(2.*0E%0@+0%C*1,(.*?.%0@.%H+6%/.'/,.%F.EC<*5%(E.5%+*F%2+*+<.%0@.%!*0.)*.0D%G..%@00/ghhHHHDC.01D')<D

)EFEBG&,$*0&3?F@HEBG&CBI&JA?G?F?D&!FGK?BL
-%1(,,%,CE0%'1%).?.*0%!"GL%Z'?(2.*0%+*F%;)'0'?',%-?0C'*E%?+*%B.%1'(*F%%

+0%@00/EghhF+0+0)+?I.)DC.01D')<hC.E<h+**h*.Hh

!"#$%&PQAK-M%o%KPS"O["A%789:%o%SPMQO"%995%!GGQ"%7

,$(2&MN&KB&JACO@E&PCL&C&AEF?AI&HEEGKBOQQQ&RSKDE&?@A&$@A?TECB&HEEGKBOL&CAE&
CDPCUL&T?T@DCA9&GSKL&VKBI&?W&CGGEBGK?B&KL&C&GELGCHEBG&G?&X?GS&S?P&PE&CAE&OA?PKBO&
CBI&GSE&YCAKEGU&?W&KBGEAELGKBO&TA?ZEFGL&@BIEAPCUQ

&+)C%-)II'5%!"#$%=@+C)

#@.%!-[%0.?@*C?+,%/,.*+)6%+FF).EE.F%X.@C?(,+)%*.0H')IC*<%`/+<.%4bD%=@)CE0'/@%G'22.)%+*F%_C,,C+2%_@60.%.^/,+C*.F%
@'H%*.0H')IC*<% C*% X.@C?,.E% CE% F.X.,'/C*<% +*F% 0@.% E.?()C06% ?@+,,.*<.E% C0% B)C*<ED% !% 1'(*F% 0@CE% 0'/C?% C*0.).E0C*<5% +E% !%%
).?.*0,6%@+X.%B..*%H')IC*<%'*%E'2.%).,+0.F%/)'0'06/C*<D%!0%HC,,%B.%1+E?C*+0C*<%0'%E..%@'H%0@.%+).+%F.X.,'/E%C*%0@.%
1(0().D%!%?+*%E..%B'0@%,'?+,%+//,C?+0C'*E%0@+0%)(*%B.0H..*%X.@C?,.E5%+E%H.,,%+E%!*0.)*.0]B+E.F%+//,C?+0C'*E%0@+0%(E.%C0%0'%
?'22(*C?+0.%HC0@%!*0.)*.0]B+E.F%E.)X.)E%')%?'**.?0%X.@C?,.ED

This was the first meeting of the NETVC Working Group. This group works on video codecs for Internet applications, 
the basis of browsers and other applications being able to exchange video streams in an efficient and interoperable 
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talk directly to effort leaders and programmers, and obtain first-hand knowledge.
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I.6% CE% +,E'% 0@.% @',F.)% '1% 0@.% ?,+C2.F%
CF.*0C065%+*F%C0%CE%0@CE%/)'?.EE%0@+0%+??'(*0E%%
1')%2(?@% '1% 0@.% ?'E0% +*F% )CEI% +EE'?C+0.F%%
HC0@%E.00C*<%(/%+%E.?().%!*0.)*.0%+//,C?+0C'*D

#@CE% /)'?.EE% CE% @C<@,6% 2+*(+,% 0'F+6g%%
!*1')2+,% (E+BC,C06% 0.E0E% B6% 0@.% +(0@')E%%
C*FC?+0.% 0@+0% C0% 0+I.E% +% EIC,,.F% +F2C*CE]
0)+0')%9n4%@'()E%0'%?'2/,.0.%0@.E.%E0./ED%
=,.+),65% 0@CE% CE% *'0% E?+,+B,.% 0'% ?'*0.^0E%%
C*X',XC*<% 2+*6% F'2+C*E% ')% 2+*6% ?.)0C1]
C?+0.E%1')%0@.%E+2.%F'2+C*D

#'% +?@C.X.% 2').% (*CX.)E+,% E.?()C065% 0@.%%
certificate management process needs to %
B.%+(0'2+0.FD%_.%*..F%+%EC*<,.%/)'0'?',%%
0@+0% ?+*% B.% C*0.<)+0.F% C*0'% +//,C?+0C'*%
servers that need certificates, so that 
these servers can auto-configure them]
E.,X.E%1')%E.?().%'/.)+0C'*D

G'2.% =-E% F'% .^/'E.% +(0'2+0.F%%
CEE(+*?.%-;!E%0@+0%E(//')0%E'2.%CEE(+*?.%

E?.*+)C'E5% % E(?@% +E% =,'(F$,+).kE% Q*CX.)]
E+,GGM% E.)XC?.D% [(0% 0'% F+0.5% 0@.E.% -;!E%
have remained specific to each CA, which 
/).X.*0E%0@.%F.X.,'/2.*0%'1%0'',E%0@+0%?+*%
H')I%HC0@%2(,0C/,.%=-ED%#@.% !"#$%-=O"%
_L% CE% H')IC*<% '*% +% ?'22'*% /)'0'?',%
for managing certificates, known as the %
Automated Certificate Management Envi]
)'*2.*0%`-=O"bD

-=O"% CE% +% EC2/,.% ?,C.*0]E.)X.)% /)'0'?',%
B+E.F% '*% R##;D% #@.% ?,C.*0% )./).E.*0E%
the applicant for a certificate (e.g., a web 
E.)X.)%'/.)+0')b5%+*F%0@.%E.)X.)%)./).E.*0E%
0@.%=-D%#@.%<'+,%'1%-=O"%CE%0'%.*+B,.%0@.%
=-%0'%X.)C16%0@+0%0@.%+//,C?+*0%'H*E%E'2.%
*(2B.)%'1%F'2+C*E5%+*F%0@.*%0'%.*+B,.%0@.%
applicant to request certificates for those 
F'2+C*ED

-=O"%(E.E%+*%.^0.*ECB,.%E.0%'1%E']?+,,.F%
?@+,,.*<.E% 0'% +,,'H% 0@.% =-% 0'% X.)C16% +*%%
+//,C?+*0kE%'H*.)E@C/%'1% +%F'2+C*%*+2.D%
_@.*%+*%+//,C?+*0%).W(.E0E%+(0@')C>+0C'*%
1')% +% F'2+C*5% 0@.% =-% ?@+,,.*<.E% @C2% 0'%
F'%E'2.0@C*<%0@+0%'*,6%0@.%F'2+C*%'H*.)%
E@'(,F%B.%+B,.%0'%F'g

o% Provision a file to an administrator-
?'*0)',,.F%FC).?0')6%'*%+%H.B%E.)X.)

o% Provision a certificate for an HTTPS 
XC)0(+,%@'E0

o% ;)'XCEC'*%+%ZKG%).?')F

P*?.%0@.%+//,C?+*0%@+E%?@'E.*%+%?@+,,.*<.%
and notified the CA, the CA verifies that the 
challenge has been fulfilled, for example, 
B6%2+IC*<%+*%R##;%')%ZKG%W(.)6%0'%1.0?@%

0@.%).?')F%0@+0%E@'(,F%@+X.%/)'XCEC'*.FD%!1%
0@.% .^/.?0.F% X+,(.% H+E% /)'XCEC'*.F5% 0@.%
=-%I*'HE%0@+0%0@.%F'2+C*%'H*.)%@+E%+(]
0@')C>.F%0@CE%+//,C?+*0%0'%+?0%'*%@CE%B.@+,1D

K'0.% 0@+0% 0@CE% ?@+,,.*<.% /)'?.EE% '*,6%
verifies that the applicant has practical 
?'*0)',%'X.)%+%F'2+C*5%H@C?@%CE%*'0%+,H+6E%
0@.%E+2.%+E%B.C*<%0@.%F'2+C*%'H*.)D%%$')%
.^+2/,.5% +%ZKG%')%H.B%@'E0C*<% /)'XCF.)%
2C<@0%B.%+B,.% 0'%(E.% 0@.E.% 0.?@*CW(.E% 0'%
get certificates for a customer’s domain.  

!*% +FFC0C'*5% EC*?.% 0@.% =-kE% X+,CF+0C'*%
W(.)C.E%+).%F'*.%'X.)%*'*E.?().%?@+**.,E5%
0@.% =-% CE% X(,*.)+B,.% 0'% 0@C*<E% ,CI.% ZKG%%
/'CE'*C*<%+00+?IED%$')%B.00.)%')%H')E.5%0@CE%
reflects the state of the art in the public key 
C*1)+E0)(?0().%0'F+6%`).<+)F,.EE%'1%-=O"b5%
E'%+0%,.+E0%C0kE%*'%H')E.D%-*F%0@.%E0+*F+)F]
C>+0C'*%-=O"%/)'XCF.E%?'(,F%2+I.%C0%.+EC.)%%
0'%F'%X+,CF+0C'*%1)'2%2(,0C/,.%/.)E/.?0CX.E5%
).F(?C*<% 0@.%?@+*?.% 0@+0%+*%+00+?I.)%?+*%
1+,E.,6%F.2'*E0)+0.%?'*0)',%'1%+%F'2+C*D

P*?.%+*%+//,C?+*0%@+E%/)'X.F%0@+0%@.%@',FE%
some set of domains, issuing certificates 
CE% EC2/,.D% #@.% +//,C?+*0% ?).+0.E% +% =.)0C]
ficate Signing Request [RFC 2986] that %
.^/).EE.E% 0@.% /(B,C?% I.6% +*F% E.0% '1%
domains that the certificate should contain, 
and the CA responds with the certificate.

#@.%E./+)+0C'*%B.0H..*%+(0@')C>+0C'*%+*F%
certificate issuance means that it is easy 
1')% +*% +//,C?+*0% HC0@%2(,0C/,.% F'2+C*E% 0'%
2C^]+*F]2+0?@% *+2.E% C*% FC11.).*0% ?.)0C1]
C?+0.ED%$')%.^+2/,.5%+%H.B%@'E0C*<%/)'XCF.)%
0@+0%B(*F,.E%78%F'2+C*E%0'%+%E.)X.)%?'(,F%
F'%'*.%+(0@')C>+0C'*% 0)+*E+?0C'*% 1')%.+?@%
F'2+C*5% 0@.*% +,,'?+0.% 0@'E.% F'2+C*E% 0'%
server certificates in whatever way makes 
E.*E.%1')%0@.%F./,'62.*0%.*XC)'*2.*0D

-,,% '1% 0@CE% H')I% '*% +(0'2+0C'*% CE% +0% +*%
.+),6% E0+<.D% -=O"% CE% B.C*<% F./,'6.F% B6%
M.0kE% "*?)6/0% `@00/Eghh,.0E.*?)6/0D')<hb5%
+% *.H?'2.)% 0'% 0@.%=-%2+)I.05% B(0% C0% HC,,%
,CI.,6% *..F% E'2.% +F+/0+0C'*% 0@)'(<@% 0@.%
!"#$%/)'?.EE%B.1').%C0%?+*%B.%0+I.*%(/%B6%
'0@.)%=-ED%#@.).kE%E0C,,%+%,'0%'1%'//')0(*C06%
1')%=-E%+*F%E.)X.)%'/.)+0')E%0'%E@+/.%0@.%
-=O"%/)'0'?',%0'%2..0%0@.C)%*..FE%B6%?'*]
0)CB(0C*<%C*%0@.%H')IC*<%<)'(/D%

ACME: Better Security through Automation, continued from page 1

WEB
SERVER

(http://example.com)

CERTIFICATE
AUTHORITY
(ACME SERVER)

CERTIFICATE
MANAGER

(ACME CLIENT)

1. Request authrization for example.com

3. OK, I will do that
2. Provision "csOwUb..." to HTTP server

3+. The ACME validation 
value is: "csOwUb..."

4. ACME
validation?

5. csOwUb...

PX.)XC.H%'1%R'H%-=O"%S+,CF+0.E%Z'2+C*%PH*.)E@C/
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Words from the IAB Chair, continued from page 3

?+,,%'(0%+).+E% 0@+0%?'(,F%X+)6%F(.% 0'%
C2/,.2.*0+0C'*D% _@.*% 0@.% ?'22.*0%
/.)C'F% CE% 'X.)5% H.% HC,,% /)'?..F% +E%
(E(+,%0'H+)F%/(B,C?+0C'*%`+EE(2C*<%C0%
CE%H+))+*0.FbD

7D%!2/,.2.*0+0C'*%HC,,% 1',,'H% 0@.% ).E(,0]%
C*<% A$=5% B(0% +*6% X+)C+*?.E% F(.% 0'%%
C2/,.2.*0+0C'*% HC,,% B.% ?+,,.F% '(0% 0'%
0@.%?'22(*C06%'*%).,.X+*0%!"#$%,CE0ED

4D%_@.*%.X.)60@C*<%CE%).+F65%+%*.H%!]Z%
HC,,%B.%/)./+).F%0'%'BE',.0.%0@.%.+),C.)%
A$=%+*F%F'?(2.*0%H@+0%@+//.*.FD%!0%
HC,,%B.%E(Bi.?0%0'%?'22(*C06%?'22.*0%
i(E0% 0'% .*E().% C0% ?'*1')2E% HC0@% H@+0%
/.'/,.%0@C*I%@+E%B..*%C2/,.2.*0.FD

O').%?@+*<.E%HC,,%?'2.%+E%0@.%A$=%E.)C.E%
.X',X.ED%_.k).%,CE0.*C*<%?+).1(,,6%0'%.*E().%
H.k).%2+*+<C*<%0@CE%H.,,D

/GSEA&.KOSDKOSGL&LKBFE&,$(2&M:

#@.% !-[% 2+F.% +% E0+0.2.*0% '*% #)+F.% C*%%
G.?()C06%#.?@*','<C.E5%+*F%E.*0%?'22.*0E%%
0'%0@.%QG%[().+(%'1%!*F(E0)6%+*F%G.?()C06D%
#@.% !-[% +,E'% E.*0% ?'22.*0E% 0'% 0@.% QG%
Office of the Chief Information Officer and 

(*F.)0+I.E% H')IE@'/E% ,CI.% 0@CE% +E% /+)0%
'1% C0E% .^0.)*+,% ,C+CE'*% ).E/'*ECBC,C06% +*F%
B.?+(E.%H.% +).% E(//'E.F% 0'% '11.)% +)?@C]
0.?0()+,% <(CF+*?.% 1')% 0@.% !*0.)*.0D% -00+?I%
).E/'*E.%'*% 0@.% !*0.)*.0% CE%+%?)C0C?+,%/+)0%
'1% 0@.% '/.)+0C'*+,% .*XC)'*2.*0D% #@.%
H')IE@'/% +C2.F% 0'% E0).*<0@.*% 0@.% ,C*IE%
+2'*<% FC11.).*0% ')<+*C>+0C'*E% +?)'EE% 0@.%
+00+?I]).E/'*E.% ?'22(*C06D% !*% 0@.% ,'*<%
)(*5% +00+?I% ).E/'*E.% 2(E0% <)'H% +E% XC<]
')'(E,6% +E% 0@.% ?+/+BC,C0C.E% '1% !*0.)*.0%%
+00+?I.)ED% Y+0@,..*% O')C+)065% +% G.?()C06%
-).+% ZC).?0')% +*F% 0@.% /)'<)+2% ?@+C)% 1')%
0@.%H')IE@'/5% <+X.% +% W(C?I% )./')0% +B'(0%
0@.%H')IE@'/%F()C*<%0@.%!"#$%34%0.?@*C?+,%
/,.*+)6D% M''I% 1')% 0@.% H')IE@'/% )./')0%%
!*0.)*.0%Z)+10%C*%+*%!]Z%)./'EC0')6%*.+)%6'(D

#@.% !-[% +,E'% +**'(*?.F% 0@.% O+*+<C*<%
A+FC'% K.0H')IE% C*% +*% "*?)6/0.F% _'),F%
`O+AK"_b%H')IE@'/%`E..%/+<.%9lb5%H@C?@%
H+E% @.,F% '*% 7an7:% G./0.2B.)D% #@.% !-[%
HC,,%E@+).%2').%'*%C0%+0%!"#$%3aD%

)EWEAEBFEL
9% @00/EghhHHHDC+BD')<hF'?(2.*0Eh?')).]

E/'*F.*?.])./')0E]F'?(2.*0Eh789:]7h
C+B]E0+0.2.*0]'*]0@.]0)+F.]C*]E.?()C06]
0.?@*','<C.EhD

,B&GSE&D?BO&A@B9&CGGCFV&
AELT?BLE&H@LG&OA?P&&
CL&YKO?A?@LDU&CL&GSE&
FCTCXKDKGKEL&?W&,BGEABEG&
CGGCFVEALQ

!"#$%34

Message from the IETF Chair, continued from page 2 

+//)'/)C+0.D%!%@+X.%+EI.F%0@.%!"#$%-F2C*]
CE0)+0CX.%PX.)EC<@0% ='22C00..% 0'% F.X.,'/%
/',C?C.E%+*F%/)+?0C?.E%0'%.*E().%0@+0%1(0().%
2..0C*<E% @+X.% ?,.+)% <(CF.,C*.E% 0'% ?'2]
2(*C?+0.% .^/.?0+0C'*E% 0'% E/'*E')E% +*F%%
.^@CBC0')ED

_.% +,E'% @+F% +% XCEC0% 1)'2% !#Q% G.?).0+)6]
L.*.)+,5% R'(,C*% \@+'% +0% 0@.% 0.?@*C?+,%
/,.*+)6D%R.%/(0%'*%0@.%!"#$%0]E@C)0%1)'2%@CE%
/).XC'(E% XCEC0r% H.% <+X.% @C2% +%R+?I+0@'*%
0]E@C)0% 1)'2% 0@CE% !"#$D% !k2% ,''IC*<% 1')H+)F%
0'% 0@.% ?'F.% 1'?(E% +0% !#Q% +*F% 0@.% ?',,+B]
')+0CX.%E/C)C0%0@+0%\@'(%?,.+),6%)./).E.*0ED

-% ECF.% .X.*0% +0% !"#$% 34% `'(0ECF.% 0@.%
2..0C*<% +*F% ')<+*C>.F% B6% C*FCXCF(+,Eb%
H+E%+%E?)..*C*<%'1%0@.%2'XC.5%Citizenfour, 

1',,'H.F%B6%+%cd-%HC0@%"FH+)F%G*'HF.*D%

P()% ,'?+,% E/'*E')5% =\DK!=5% <+X.% (E% +%

H+)2%=>.?@%H.,?'2.%+0%'()%E'?C+,%.X.*0%

at the Žofín Palace. The event ended with 

fireworks!

$C*+,,65% !% 0@+*I% +,,% 0@.% /+)0C?C/+*0E5% '()%

@'E0E%=\DK!=5%[)'?+F.5%+*F%+,,% 0@.%'0@.)%

E/'*E')E% 1')% 0@.C)% @.,/% C*% 2+IC*<% !"#$%

34%H')I%E'%H.,,D%#@CE%H+E%'*.%'1%'()%B.E0%

2..0C*<ED%-E%+,H+6E5%0@.).%CE%E0C,,%2(?@%0'%

F'D%O'E0%'1%0@.%H')I%+0%0@.%!"#$%@+//.*E%

'*% 0@.% ,CE0E% +*F% XC)0(+,% 2..0C*<E5% E'% 1')%

*'H5%C0%CE%0C2.%0'%<'%B+?I%0'%0@'E.D%P()%*.^0%

1+?.]0']1+?.%2..0C*<% CE% C*%N'I'@+2+D% !*]

0.).E0C*<,65%P/.*G0+?I%+*F%_4=%+).%+,E'%

2..0C*<% 0@.).% +)'(*F% 0@.% E+2.% 0C2.5% E'%

!k2% ,''IC*<% 1')%.X.*%2').%/'EECBC,C0C.E% 1')%

i'C*0%H')ID%
$C).H')IE%?'*?,(F.%0@.%!"#$%34%E'?C+,%.X.*0%+0%0@.%
Žofín Palace. 

0'% 0@.% !*0.)*.0% =')/')+0C'*% 1')% -EEC<*.F%

K+2.E%+*F%K(2B.)E%̀ !=-KKb%=)'EE%='2]

2(*C06% _')IC*<% L)'(/% '*% "*@+*?C*<%%

!=-KK%-??'(*0+BC,C06D%_.%(*F.)0+I.%0@.E.%

E')0E%'1%?'22(*C?+0C'*E%+E%/+)0%'1%'()%i'B%%

0'% C*0.)+?0% HC0@% .^0.)*+,% B'FC.ED% N'(% ?+*%

E..% +,,% '1% '()% ?'22(*C?+0C'*E% +0% @00/Eghh

HHHDC+BD')<hF'?(2.*0Eh?')).E/'*F.*?.]

)./')0E]F'?(2.*0EhD

_C0@% 0@.% !*0.)*.0%G'?C.06%+*F% C*%?',,+B')]%

+0C'*%HC0@%$!AG#%789:5%0@.%!-[%E/'*E').F%

0@.% ='')FC*+0C*<% -00+?I% A.E/'*E.% +0%%

!*0.)*.0%G?+,.%`=-A!Gb%H')IE@'/D%#@.%!-[%
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6$.,"+7!)&1$(R/)5*&!)$&
$_J$"($3&(/&*!6$&7,6$*&'+(&
"!))-&J),6!"-&),*5*
By Carolyn Duffy Marsan

S"R!=QM-A% =POOQK!=-#!PKG% GNG#"OG5% _R!=R% RPMZ% #R"% ;APO!G"% P$%%
/).X.*0C*<% ?)+E@.E% +*F% E+XC*<% ,CX.E5% +).% /'CE.F% 1')%HCF.]E?+,.% F./,'62.*0% F()C*<%

0@.%*.^0%F.?+F.D%!"#$%34kE%0.?@*C?+,%/,.*+)6%E.EEC'*%FCE?(EE.F%0@.%(*F.),6C*<%*.0H')I]
C*<%0.?@*','<C.E%+*F%/)'0'?',E%).W(C).F%B6%X.@C?(,+)%?'22(*C?+0C'*E5%+E%H.,,%+E%).,+0.F%
/)CX+?6%+*F%E.?()C06%?@+,,.*<.ED%

=)CE0'/@% G'22.)5% +EECE0+*0% /)'1.EE')% +0%
0@.% Q*CX.)EC06% '1% ;+F.)B')*5% '/.*.F% 0@.%
FCE?(EEC'*%HC0@%+*%'X.)XC.H%'1% 0@.%E0+0(E%
'1% X.@C?(,+)% ?'22(*C?+0C'*% E6E0.2E%%
F./,'62.*05% C*?,(FC*<% 0@.% E0+*F+)FE% 0@+0%
@+X.% B..*% F.X.,'/.F% 0'% E(//')0% 0@.E.%
systems and field trials conducted to date. 

S.@C?(,+)% ?'22(*C?+0C'*E% ).1.)% 0'% *.0]
H')I.F%X.@C?,.E%0+,IC*<%0'%.+?@%'0@.)%+*F%
0'%)'+FECF.%*'F.E%1')%E+1.06%H+)*C*<E%+*F%
traffic information. For example, when a 
X.@C?,.%B)+I.E%E(FF.*,65%C0%H'(,F%+(0'2+0]
C?+,,6%H+)*%0@.%?+)E%B.@C*F%C0% 0'%E0'/%+E%+%
H+6%'1%/).X.*0C*<%).+)].*F%?',,CEC'*ED%

G'22.)% E+CF% 0@.% CF.+% 1')% X.@C?(,+)% ?'2]
2(*C?+0C'*% E6E0.2E% F+0.% B+?I% 0'% 0@.%
93U8E5%B(0%C0%H+E*k0%(*0C,%2'BC,.%*.0H')IC*<%
B.?+2.% (BCW(C0'(E% C*% 0@.% 9338E% 0@+0%
E6E0.2E%E(?@%+E%L.*.)+,%O'0')Ek%P*G0+)%
+*F%[O_%-EECE0%B.?+2.%XC+B,.D%

p-10.)% 78885% 0@.% E@+)/% C*?).+E.% C*% ?'2]
/(0C*<% /'H.)% 2+F.% C0% /'EECB,.% 0'% F./,'6%
1(,,6%FCE0)CB(0.F%+*F%@C<@,6%).+?0CX.%+F%@'?%
E6E0.2E%0@+0%+,,'H%?+)E%0'%FC).?0,6%?'22(]
*C?+0.%0'%'0@.)%?+)E%'*%0@.%)'+F5q%G'22.)%
E+CFD%p#@CE%<.*.)+0.F%+%*(2B.)%'1%+?0CXC0C.E5%
C*?,(FC*<% ,'0E% '1% ?'')FC*+0.F% ).E.+)?@%
/)'<)+2EDDD% B.0H..*% 0@.% BC<<.E0% 2+*(]
1+?0().)E% C*% 0@.% Q*C0.F% G0+0.E5% "()'/.5%
')% &+/+*D% #@+0% ?(,2C*+0.F% C*% *(2.)'(E%%
large-scale field trials that concluded this 
technology is hugely beneficial.”  

The US National Highway Traffic Safety 
-EE'?C+0C'*% `KR#G-b% ?'*?,(F.F% 0@+0%
0H'% EC2/,.% +//,C?+0C'*EsC*0.)E.?0C'*%
2'X.2.*0% +*F% ,.10% 0()*% +EECE0s?'(,F%
/).X.*0% :885888% ?)+E@.E%+*F% E+X.%95888%

#@.% ,'H.)% ,.X.,% *.0H')I% /)'0'?',% 1')%%
X.@C?(,+)% ?'22(*C?+0C'*E% +,).+F6% @+E%
B..*% F.X.,'/.Fg% Z.FC?+0.F% G@')0% A+*<.%
='22(*C?+0C'*% `ZGA=b5% H@C?@% CE% 0@.%%
(*F.),6C*<% pHC).q% 1')% 0@.E.% +//,C?+0C'*ED%
ZGA=%?'2/)CE.E%.^0.*EC'*E% 0'% 0@.% !"""%
l87D99% E0+*F+)FE% 1')% HC).,.EE% ?'22(*C]
?+0C'*D% ZGA=% (E.Eg% l87D99.% 1')% W(+,C06%
'1% E.)XC?.r% l87D99i]788a% 1')% @+,1]?,'?I.F%%
'/.)+0C'*E5% H@C?@% +).% +% 2').% )'B(E0%
1')2% '1% ?'22(*C?+0C'*r% +*F% l87D99/% 1')%%
'/.)+0C'*%C*%0@.%:D3%LR>%B+*F%+*F%+%*.H%
2'F.%?+,,.F%P=[%1')%P(0ECF.%0@.%='*0.^0%
'1%+%[+EC?%G.)XC?.%G.0D%

pP=[%2'F.%+,,'HE%F.XC?.E%+0%+,,% 0C2.E%0'%
0)+*E2C0% 1)+2.E% +FF).EE.F% 0'% +% HC,F?+)F%
E.)XC?.% +*F% 0'% +,H+6E% ).?.CX.% HC,F?+)F%
E.)XC?.%/+?I.0E5q%G'22.)%.^/,+C*.FD%

G'22.)%E+CF%0@.%:D3%LR>%B+*F%CE%).E.)X.F%
1')% X.@C?(,+)% ?'22(*C?+0C'*E5% HC0@% 0@.%
Q*C0.F% G0+0.E% F.FC?+0C*<% E.X.*% ?@+**.,E%
1')%?'22(*C?+0C'*%+*F%"()'/.%F.FC?+0C*<%%
five channels. While these channels have %
*'% ,C?.*EC*<%?'E0E5% 0@.6%@+X.%E0)C?0%(E+<.%
)(,.E%0'%.*E().%0@+0%'*,6%X.@C?(,+)%*.0H')IE%
'/.)+0.%'*%0@.E.%1).W(.*?C.ED%

G'22.)% E+CF% !;]B+E.F% ?'22(*C?+0C'*E%
only fit into a small space in the vehicular 
*.0H')IC*<% /+)+FC<2% B.?+(E.% )'(0C*<%%
).W(C).E% 0''% 2(?@% *.0H')I% 'X.)@.+F% 1')%
2'E0% +//,C?+0C'*ED% P*,6% .*0.)0+C*2.*0%%
+//,C?+0C'*E%2C<@0%E(//')0%F+0+%E0).+2C*<%
0'%?+)E5%@.%E+CFD%

p!0kE%+%*.?.EEC06%0'%+EE.2B,.%+%*.H%E0+?I%
0@+0%*..FE%0'%2..0%,'0E%'1%',F%?@+,,.*<.E5%
E(?@% +E% 2(,0C?+E05% ,'H% ,'+F5% +*F% ,'H%
F.,+65%+*F%*.H%?@+,,.*<.E%E(?@%+E%@C<@,6%
F6*+2C?%0'/','<65%E+1.065%/+)0C0C'*C*<5%+*F%
?'2/,.^%2'BC,C065q%G'22.)%E+CFD

#@)..%E0+*F+)FE%@+X.%B..*%F.X.,'/.F% 0'%
2..0%0@.%?@+,,.*<.%'1%X.@C?(,+)%*.0H')IEg%

;& ,$$$& 8^<M& R!6$9& W?A& RKAEDELL&
!FFELL&KB&6ESKF@DCA&$BYKA?BHEBGL9&
KL& XEKBO& CI?TGEI& KB& GSE& +BKGEI&
*GCGELQ&#@.%_-S"%E0+?I% 1.+0().Eg%+%
/@6EC?+,%,+6.)r%+%O-=%`O.FC+%-??.EE%
='*0)',b% ,+6.)% HC0@% ?@+**.,% ?'')FC]
*+0C'*r%+*%MM=%`M'<C?+,%MC*I%='*0)',b%

(SE&+*&1CGK?BCD&
Highway Traffic Safety 
!LL?FKCGK?B&F?BFD@IEI&
GSCG&GP?&LKHTDE&CTTDK`
FCGK?BL&QQQ&F?@DI&TAEYEBG&
=<<9<<<&FACLSEL&CBI&
LCYE&89<<<&DKYEL&CBB@CDDUQ&

,CX.E% +**(+,,6D% !*% -(<(E0% 789a5% KR#G-%
E+CF% C0% CE% <'C*<% 0'% /)'/'E.% )(,.2+IC*<%
1')% +,,% *.H% X.@C?,.E% 0'% B.% .W(C//.F% HC0@%%
X.@C?(,+)%*.0H')IE%B6%7878D%!*F..F5%E'2.%
QG%?+)%2+*(1+?0().)E%E+6%0@.6%HC,,%F.,CX.)%
0@CE%0.?@*','<6%+E%.+),6%+E%789UD

O.+*H@C,.5% C**'X+0')E% ,CI.% L''<,.% +).%%
F.X.,'/C*<% +(0'*'2'(E% F)CXC*<% E6E0.2E5%
H@C?@% H'(,F% .*+B,.% E.,1]F)CXC*<% ?+)E% ')%
/,+0''*C*<5% H@.).% +% X.@C?,.% F)CX.*% B6% +%%
@(2+*%CE%1',,'H.F%?,'E.,6%B6%E.X.)+,%+(0']%
*'2'(E,6%F)CX.*%X.@C?,.E%0@+0%+??.,.)+0.%')%
F.?.,.)+0.%B+E.F%'*%0@.%,.+F%?+)kE%+?0C'*ED

pS.@C?,.% *.0H')IC*<% )./).E.*0E% 0@.% 0@C)F%
.X',(0C'*% C*% *.0H')IC*<5q% G'22.)% E+CFD%
“The first was traditional wired networks 
with nonmoving, static configurations. The 
E.?'*F% H+E% 2'BC,.% +F% @'?% *.0H')IC*<5%
B+E.F%'*%HC).,.EE%2'BC,.%0.?@*','<6%+*F%%
dynamic configuration. The third is vehic-%
(,+)% +F% @'?% *.0H')IE5% H@C?@% +).% +% ?'2]
pletely new field of deployment.”
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layer; and finally the Wave Short 
O.EE+<.%;)'0'?',%')%_GO;D%G'22.)%
E+CF%C0%CE%/'EECB,.%0@+0%!;Xf%+*F%#=;h
QZ;%?'(,F%)CF.%(/'*%0@.%MM=%,+6.)5%B(0%
2').%F.X.,'/2.*0%CE%*..F.F%0'%2+I.%
0@+0% @+//.*D% _-S"% E(//')0E% EC*<,.%
')%2(,0C/,.% )+FC'%F.XC?.E5%HC0@% EC*<,.%
)+FC'% F.XC?.E% /.)C'FC?+,,6% 0(*C*<% 0'%
0@.%='*0)',%=@+**.,%`==Rb%0'%.*E().%
).?.C/0%'1%C2/')0+*0%2.EE+<.ED%

;& $(*,& ,(*& 0=9& ?A& ,BGEDDKOEBG& (ACBL`
T?AGCGK?B&*ULGEHL9&KL&XEKBO&CI?TG`
EI&KB&$@A?TEQ%#@CE%E0+*F+)F%1'?(E.E%
2').% '*% 2(,0C)+FC'% E?.*+)C'E5% HC0@%
'*.% )+FC'% +,H+6E% B.C*<% 0(*.F% 0'% 0@.%
==RD%#@CE%E0+?I%1.+0().E%=''/.)+0CX.%
-H+).*.EE% O.EE+<.E5% H@C?@% +).%%
/.)C'FC?%2.EE+<.E%+B'(0% E/..F%+*F%
,'?+0C'*%'1% E())'(*FC*<%X.@C?,.ED% !#G%
L:% E0+?I% ?'*ECE0E% '1% /@6EC?+,% +*F%
O-=% ,+6.)E%B+E.F%'*% !"""%l87D99/5%
HC0@% Z.?.*0)+,C>.F% ='*<.E0C'*%%
Control (DCC) that handles traffic 
2+*+<.2.*0% 0+EIE% 1')% 0@.% +??.EE%
,+6.)5% 0@.% *.0H')IC*<% +*F% 0)+*E/')0%
,+6.)5% +*F% 0@.% 1+?C,C0C.E% ,+6.)D% #@CE%
E0+*F+)F% +,E'% 1.+0().E% L.'*.0]
H')IC*<5%H@C?@%.*+B,.E%FCEE.2C*+0C*<%
C*1')2+0C'*%0'%+*%+).+%F.0.)2C*.F%B6%
+%/+)0C?(,+)%,+0C0(F.%+*F%,'*<C0(F.D

;& !),'& (8<M9& ?A& a<<& #.b& 'CBI&&
,BGEDDKOEBG& (ACBLT?G& *ULGEHL9&
PSKFS& PCL& IELKOBEI& KB& >CTCBQ%
G'22.)%FCF*k0%F.E?)CB.%0@CE%E0+*F+)F%
C*%F.0+C,D%

p#@.% '(0,''I% 1')% X.@C?(,+)% *.0H')IC*<%
,.+X.E% (E% HC0@% +% ,'0% '1% +//,C?+0C'*E5% B(0%
each is tailor made to a specific use case 
HC0@%.+?@%+,E'%(EC*<%+%X.)6%FC11.).*0%/+)0%'1%
0@.%*.0H')I5q%G'22.)%E+CFD%

-2'*<% 0@.%+//,C?+0C'*E% 1')%X.@C?(,+)%*.0]
H')IC*<%0@+0%G'22.)%?C0.F%+,'*<%HC0@%0@.%
?')).E/'*FC*<% E0+*F+)FE%H.).g% .,.?0)'*C?%
payment through IEEE 1609.11; traffic 
EC<*+,% 0C2C*<%0@)'(<@%G-"%G;-#r%/.)C'FC?%
B)'+F?+E0%E+1.06%2.EE+<.E%0@)'(<@%"#G!%
=-O%+*F%!"""hG-"%[GOr%+*F%<.']B+E.F%
B)'+F?+E0C*<% '1% H+)*C*<E% (EC*<% "#G!%
Z"KOD

p-ECF.% 1)'2% +,,% '1% 0@.E.% +//E5% X.@C?,.%%
*.0H')IC*<% '/.*E% (/% +% H@',.% ,'0% '1%%
'//')0(*C0C.E%HC0@%'*.%'1%0@.%BC<<.E0%B.C*<%
0@.% 2.)<C*<% '1% C*]X.@C?,.% +*F% X.@C?,.]0']
X.@C?,.% ?'22(*C?+0C'*5q% G'22.)% E+CFD%
“This will be the first time we can do sensor 
F+0+% 1(EC'*% '1% ,'?+,% X.@C?,.% E.*E')E% +*F%
E.*E')E% C*% '0@.)% X.@C?,.ED% G'% C1% +*'0@.)%
?+)% 0.,,E% 2.% 0@.).% CE% +*% 'BE0+?,.% C*% 0@.%
)'+F5%!%2C<@0%0)6%0'%F'(B,.]?@.?I%(EC*<%26%
?'2/(0.)%XCEC'*%E6E0.2Dq

-10.)%G'22.)%?'*?,(F.F%@CE% 0+,I5%_C,,C+2%%
_@60.5% ?@C.1% E?C.*0CE0% '1%G.?()C06% !**'X+]%
0C'*5% FCE?(EE.F% 0@.% E.?()C06% +*F% /)CX+?6%
+E/.?0E%'1%X.@C?(,+)%*.0H')IC*<D%

_@60.% E+CF% X.@C?(,+)% *.0H')IC*<% @+E% +,,%
0@.%E.?()C06%?@+,,.*<.E%06/C?+,%'1%*.0H')IE5%
such as confidentiality, integrity, authen]
0C?C065% +(0@')C>+0C'*5% +*F% *'*)./(FC+0C'*5%
+E% H.,,% +E% ?)6/0'<)+/@6% ).W(C).2.*0ED%
R'H.X.)5% X.@C?(,+)% *.0H')IC*<% +FFE%
/)CX+?6% ?'*?.)*E% E(?@% +E% *'0% H+*0C*<% 0'%
enable tracking or traffic analysis.

p!1%6'(%@+X.%0@CE%)+FC'%C*%6'()%?+)s+*F%0@.%
/,+*% C*% 0@.%Q*C0.F%G0+0.E% CE% 0@+0% ?+)E%HC,,%
B.% 2+*F+0.F% 0'% B.% .W(C//.F% HC0@% 0@.E.%
)+FC'E% C*% 7878% ')% 7877s6'(% F'*k0% H+*0%
0@+0%)+FC'% 0'%<CX.%6'(%+(0'2+0C?%E/..FC*<%
0C?I.0ED%N'(%F'*k0%H+*0%HCF.]E?+,.%0)+?IC*<%
0'%B.%/'EECB,.5q%_@60.%.^/,+C*.FD

!*% +FFC0C'*5% X.@C?(,+)% *.0H')IC*<% C*X',X.E%
?'*E0)+C*.F% F.XC?.E% C*% 0.)2E% '1% EC>.5%
/'H.)5% E0')+<.5% +*F% ?'**.?0CXC065% H@C?@%
/(0E%,C2C0E%'*%0@.%@+)FH+).]B+E.F%E.?()C06%
?+/+BC,C0C.ED% #@.% ?'22(*C?+0C'*E% +).%
?'*E0)+C*.F% B.?+(E.% 0@.).% +).% +% ,C2C0.F%
*(2B.)%'1%98%OR>%?@+**.,ED%

p!1% 6'(% @+X.% 788% ')% 488% X.@C?,.E% C*% +*%
+).+5%+*F%0@.6%+,,%@+X.%6'(%?'22(*C?+0.%
+0% 0@.%E+2.%0C2.5%6'(%*..F%0'%2+I.%E().%
0@.% ?'22(*C?+0C'*E% 'X.)@.+F% CE% *'0% 0''%
2(?@5q%_@60.%E+CFD%

Whyte identified several security-
).,+0.F% .11')0E% HC0@C*% 0@.% !"#$% 0@+0% 2+6%
'X.),+/%HC0@% X.@C?(,+)% *.0H')IC*<5% F(.% 0'%
similar certificates, automated certificate %
issuance, and certificate management. 

pP*.%0@C*<%!%@'/.%H.%HC,,%F'%C*%0@.%*.^0%1.H%
6.+)E% CE% H')I% 2').% ?,'E.,6% HC0@% .^CE0C*<%
0.?@*','<C.E% +*F% .^CE0C*<% 0.?@*','<6%
<)'(/E%0'%2+I.%E().%0@+0%H.%F'*k0%).C*X.*0%
0@.%H@..,5q%_@60.%E+CFD%

!*% 0.)2E%'1% 0@.%X.@C?(,+)%*.0H')IC*<% 0)(E0%
2'F.,5%0@.%/,+*%CE%0'%(E.%!"""%9f83D7%+*F%
ETSI TS 103 097 certificates. The signed 
;ZQE%`;)'0'?',%Z+0+%Q*C0Eb%+).%+(0@')C>.F%
by certificates, with Service Specific Per]
missions within applications. The Certifi-
?+0.%-(0@')C06% .*E().E% 0@+0% 0@.% E.*F.)% CE%
.*0C0,.F%0'%0@'E.%/.)2CEEC'*ED%#@.%).?.CX.)%
?@.?IE% 0@+0% 0@.% ;ZQ% CE% ?'*ECE0.*0% HC0@%%
/.)2CEEC'*ED%

$')% .^+2/,.5% .2.)<.*?6% X.@C?,.E% H'(,F%
@+X.%E/.?C+,%/.)2CEEC'*E%0'%+,,'H%0@.2%0'%
E.*F% 2.EE+<.E% 0'% '0@.)% X.@C?,.E% E+6C*<%
.EE.*0C+,,6% p<.0% '(0% '1% 26% H+65q% _@60.%%
.^/,+C*.FD%

!*%0.)2E%'1%E.?()C06%/.)1')2+*?.5%X.@C?(,+)%
*.0H')I% E0+*F+)FE% (E.% ",,C/0C?+,% =()X.%
ZC<C0+,%GC<*+0().%-,<')C0@2%`"=ZG-b%HC0@%
7:f]BC0% ?()X.E% 1')% ?)6/0'<)+/@6D% Z(.% 0'%
the significant security overhead of the 

Continued on next page 
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FC<C0+,% EC<*+0().E5% !"""% /.)2C0E% C2/,C?C0%
certificates with no explicit signatures to 
C2/)'X.% /.)1')2+*?.5% H@C,.% "#G!% (E.E%
only explicit certificates. 

-*'0@.)% /.)1')2+*?.% ?'*?.)*% CE% 0@+0%
0@.% E6E0.2% ?+*% @+*F,.% f88% C*?'2C*<%
2.EE+<.E% /.)% E.?'*FD% _@C,.% 0@.% "Q% CE%
(EC*<% @+)FH+).% +??.,.)+0C'*% 0'% C2/)'X.%
performance, the United States is filtering 
messages and using butterfly keys, which 
are a one-time request to the certificate 
+(0@')C06% 0'%<.*.)+0.%+%?.)0+C*%*(2B.)%'1%
distinct certificates. 

_@60.%E+CF%*.H%,.<CE,+0C'*%HC,,%B.%*..F.F%
0'%/).X.*0%X.@C?,.E%1)'2%B.C*<%0)+?I.FD%P*.%
0.?@*C?+,% H+6% 0'% 2C*C2C>.% 0)+?IC*<% CE% 1')%%
a vehicle to receive multiple certificates for 
+*%+//,C?+0C'*%E'%0@+0%C0%?+*%B.%0)+?I.F%@.).%
+*F%0@.).%B(0%*'0%'*%+,,%/'C*0E%C*%B.0H..*D%
-*'0@.)%/)CX+?6%0@).+0%CE%0@+0%+*%C*ECF.)%+0%
the Certificate Authority (CA) could track a 
X.@C?,.5%')%0@.%=-%?'(,F%B.%@+?I.FD%

P*.%/).?+(0C'*%CE%0@+0%X.@C?(,+)%*.0H')IE%
H'*k0%).X.+,%C*1')2+0C'*%+B'(0%0@.%/).XC'(E%
2'X.2.*0%'1%+%X.@C?,.D%p!1%+%?+)%CE%E0',.*%C*%
&(*.5%C0%?+*%B.%0)+?I.F%<'C*<%1')H+)F5%B(0%
*'0%0@.%2'X.2.*0E%B.1').5q%_@60.%E+CFD%

#@.%"#G!%2'F.,% ).W(C).E% 0@+0%+,,%/+?I.0E%
E.*0% 'X.)% <.'*.0H')IC*<% +).% EC<*.F% +0%
0@.% <.'*.0H')IC*<% ,+6.)r% 0@CE% C*FC?+0.E%
0@+0% 0@.% E.*F.)% @+E% /.)2CEEC'*E% 0'% +EI%
0@+0% +% /+?I.0% CE% 1')H+)F.FD% !*% +FFC0C'*5%
packets are verified before forwarding. By %
/).X.*0C*<% (*+(0@')C>.F% ).W(.E0E% 1')%%
1')H+)FC*<5%?'*<.E0C'*%CE%).F(?.FD

p#@CE% CE% +% 1()0@.)% '/0C2C>+0C'*% B.?+(E.%
C1% 6'(k).% EC<*C*<% +0% 0@.% *.0H')I% ,+6.)%
+*6H+6E5% 6'(% F'*k0% *..F% 0'% EC<*% +0% 0@.%%
+//,C?+0C'*%,+6.)5q%_@60.%E+CFD%

S.@C?(,+)% *.0H')IE% ?+))6% +FX.)0CE.2.*0E%
1')%E.)XC?.E5%E(?@%+E%@C<@]E/..F%0'HC*<%')%
.,.?0)C?%X.@C?,.%?@+)<C*<5%B(0% 0@.%*.0H')I%
/)'0'?',E%+EE(2.%+%B(6.)%B.H+).%E0)+0.<6D%
;,(E5% C1%@+)F,6%+*6'*.%(E.E%+%E.)XC?.5%0@.%
B(6.)kE%/)CX+?6%2C<@0%B.%+0%)CEID

pP*.%'(0E0+*FC*<%).E.+)?@%+).+%C*%/)CX+?6%
CEt%C1%6'(%@+X.%2(,0C/,.%+//E%E(?@%0@+0%0@.%%

combination of them is a fingerprint for your %

F.XC?.5q% _@60.% E+CFD% p#@.% F.XC?.% E@'(,F%

E(//')0% E'2.%IC*F%'1% E./+)+0C'*%E(?@%+E%

+% E./+)+0.% XC)0(+,% F.XC?.% 1')% .+?@% '1% 0@.%

+//ED%!0%@+E%6.0%0'%B.%E..*%C1%0@+0%H')IEDq%

_@60.% E+CF% 0@+0% 0@.% I.6% E.?()C06% E6E0.2%

?@+,,.*<.E%C*%/)./+)C*<%X.@C?(,+)%*.0H')IE%

1')% F./,'62.*0% C*% 0@.% *.^0% F.?+F.% +).%

H')IC*<% HC0@C*% ?@+**.,% ?+/+?C06% +*F%%

/)'?.EEC*<% ?'*E0)+C*0E5% H@C,.% E(//')0C*<%

p#@.%<'X.)*2.*0E%+).%+H+).%0@+0%0@.6%+).%
2+*F+0C*<% 0@CE% +*F% ,''IC*<% '*% X.)6% E(E]
/C?C'(E,6%+0% 0@.%/)CX+?6%?'*?.)*E5q%_@60.%
E+CFD%p#@.%H@',.%/()/'E.%CE%0'%E+X.%,CX.ED%!1%
9%/.)?.*0%'1%/.'/,.%0()*%C0%'11%0'%+X'CF%B.C*<%
0)+?I.F5%0@.).%CE%+%7%/.)?.*0%F)'/%C*%.11.?]
0CX.*.EED% "X.)6'*.% 0+I.E% E.)C'(E,6% 0@.%
CF.+%0@+0%C*1')2+0C'*%H'*k0%B.%(E.F%B6%,+H%
.*1')?.2.*0%+*F%H'*k0%B.%E(B/'.*+B,.Dq%

=@)CE0C+*%R(C0.2+% +EI.F% C1% 0@.).% +).% +*6%
/,+*E% 0'% B)C*<% 0@.% 0.?@*','<6% F.X.,'/.F%
1')%X.@C?(,+)%*.0H')IE% C*0'%'0@.)%F'2+C*E%
E(?@%+E%0@.%!"#$D

p#@.%0.?@*','<6%CE%+,,%/(B,C?5%+*F%*'*.%'1%
C0%CE%E(Bi.?0%0'%/+0.*05q%_@60.%E+CFD%p_.k).%
B(C,FC*<%;Y!%0'%0@.%?+/+?C06%'1%CEE(C*<%95888%
?.)0E%+%6.+)%0'%.X.)6%X.@C?,.%'*%0@.%)'+FD%
#@+0%2+EECX.%E?+,.%E@'(,F%B.%/'EECB,.%0'%
E(//')0%'0@.)%(E.ED% !kF%B.%X.)6% C*0.).E0.F%
C*%.^/,')C*<%'0@.)%(E.EDq%

$C*+,,65%=@+),C.%;.)IC*E%+EI.F%C1%0@.).%CE%+%
FC11.).*?.% C*% 0@.%*.0H')IC*<%/)'0'?',E% 1')%
?+)%HC0@%F)CX.)E%+*F%E.,1]F)CXC*<%?+)ED%

pP*% 0@.% +//,C?+0C'*% ,+6.)5% 0@.).% HC,,% B.%
@(<.% FC11.).*?.E% F./.*FC*<% '*% H@'% 0@.%%
C*1')2+0C'*%CE%1')5%H@.0@.)%+%@(2+*%')%+*%
+(0'*'2'(E% X.@C?,.5q% G'22.)% E+CFD% p[(0%
+0% 0@.% /@6EC?+,% ,+6.)% +*F% 0@.%O-=% ,+6.)5%
0@.6%F'*k0%?+).Dq%

,(+&*EFAEGCAU`0EBEACD&*SCAEL&&
.KL&6KLK?B

-0%0@.%?'*?,(EC'*%'1% 0@.%!-[%/,.*+)6%E.E]
EC'*5% !#Q%G.?).0+)6]L.*.)+,%R'(,C*%\@+'%%
+FF).EE.F% 0@.% +(FC.*?.D%R.% .2/@+EC>.F%
0@.% C2/')0+*?.% '1% +% E0)'*<% ).,+0C'*E@C/%
B.0H..*%0@.%!#Q%+*F%0@.%!"#$D

p!% H'(,F% ,CI.% 0'% E0).*<0@.*% ?''/.)+0C'*%
B.0H..*%0@.%!#Q%+*F%0@.%!*0.)*.0%G'?C.065%
0@.% !"#$5% 0@.% !-[5% +*F% !=-KK% 1')% 0@.%
benefit of our global families,” Zhao said, 
+FFC*<%0@+0%@.%CE%1'?(EE.F%'*%@.,/C*<%0@.%%
2+*6% /.'/,.% H@'% +).% *'0% 6.0% !*0.)*.0%
(E.)ED% p!% .*?'()+<.% 6'(% *'0% '*,6% 0'% 0+,I%
+B'(0%*.H%0.?@*','<C.E%1')%0@'E.%H@'%+).%
+,).+F6% ?'**.?0.F5% B(0% +,E'% .*?'()+<.%
you to find innovations for those not con]
*.?0.F%HC0@%0.?@*','<C.E%0@+0%+).%/@6EC?+,%
+*F%E(E0+C*+B,.Dq%

Vehicular Networks Are Expected to Save Lives but Carry Privacy Risks, continued 

(SE&W@G@AE9&S?PEYEA9&
KBY?DYEL&KBGEOACGKBO&
YESKF@DCA&BEGP?AVL&KBG?&
GSE&OEBEACD&,BGEABEG&
?W&(SKBOL&LEF@AKGU&
WACHEP?AVQ

FC11.).*0%0)(E0%,.X.,E%+*F%/)'0.?0C*<%/)CX+?6%
+<+C*E0%,CI.,6%+00+?IED%#@.%1(0().5%@'H.X.)5%
C*X',X.E% C*0.<)+0C*<% X.@C?(,+)% *.0H')IE%
C*0'%0@.%<.*.)+,%!*0.)*.0%'1%#@C*<E%E.?()C06%
1)+2.H')ID

pS.@C?(,+)% *.0H')IE% HC,,% B.% +% E(BE.0% '1%
2+?@C*.]0']2+?@C*.% E6E0.2Er% C*% <.*.)+,5%
H.% HC,,% B.% 2'XC*<% C*0'% 0@.C)% 1)+2.H')IE%
'X.)% 0@.% *.^0% 1.H% 6.+)E% 0'% 2+I.% E().%
H.% ?+*% E?+,.5q%_@60.% E+CFD% p_.% *..F% 0'%
2+*+<.%?'*<.E0C'*%C*%+FX.)E+)C+,%E.00C*<E%
+E% Z'G% +00+?IE% 2C<@0% @+X.% ).+,% C2/+?0%
C*% 0@.% 1(0().D% -*F%H.% *..F% 0'% @+)2'*C>.%
/',C?6% +B'(0% H@C?@% +//,C?+0C'*E% ?+*% (E.%
H@C?@%?@+**.,EDq

-0% 0@.% .*F% '1% 0@.% 1')2+,% /).E.*0+0C'*E5%
!-[%2.2B.)% A(EE% R'(E,.6%2'F.)+0.F% +%
W(.E0C'*]+*F]+*EH.)%E.EEC'*D%

-,,CE0+C)%_''F2+*%+EI.F%H@.0@.)%0@.%C*1')]
2+0C'*% ?',,.?0.F% H@.*% +% X.@C?,.% ?)'EE.E%%
+%B)CF<.%')%0(**.,%')%/+6E%+%0',,%?+*%B.%E(B]
/'.*+.F%+*F%(E.F%+<+C*E0%0@.%F)CX.)D
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By Karen O’Donoghue

OPG#%;"P;M"%#R!KY%P$%#R"%!"#$%-G%GP$#_-A"%-KZ%;AP#P=PMG5%[Q#%-#%
!"#$%345%+%=)6/#.?@%H')IE@'/%<+X.%/+)0C?C/+*0E%0@.%'//')0(*C06%0'%H')I%0'<.0@.)%'*%

'/.*%E'()?.%@+)FH+).g%?)6/0'<)+/@C?%.*<C*.E%F.X.,'/.F%B6%+%2(,0C*+0C'*+,%0.+2%F.EC<*.F%
0'%).E0').%0@.%/(B,C?kE%0)(E0%C*%?)6/0'<)+/@6D

RSCG&,L&GSE&"AUT(EFS&JA?ZEFGd

#@.% =)6/#.?@% /)'i.?0% H+E% 2'0CX+0.F% B6%
0@.%,'EE%'1%0)(E0%C*%?)6/0'<)+/@C?%+,<')C0@2E%
+*F% /)'F(?0E% ).E(,0C*<% 1)'2% ).X.,+0C'*E%
'1% /.)X+ECX.% 2'*C0')C*<% +*F% /'0.*0C+,,6%
?'2/)'2CE.F% +,<')C0@2E% +*F% /)'F(?0ED% !0%
.X',X.F%'(0%'1%FCE?(EEC'*E%HC0@C*%0@.%!"#$%
+*F%!*0.)*.0%-)?@C0.?0().%['+)F%̀ !-[b%?'2]
2(*C06D%

=)6/#.?@%H+E%1'(*F.F%+E%+*%C*F./.*F.*0%
C*0.)*+0C'*+,%F.X.,'/2.*0%.11')0% 0'% ?).+0.%
0)(E0.F5% '/.*% E'()?.% F.EC<*E% +*F% /)']
0'06/.E%'1%+*% C*.^/.*ECX.%@+)FH+).%?)6/]
tographic engine. The first output from 
=)6/#.?@%HC,,%B.%+%0)(E0.F%).1.).*?.%F.EC<*%
1')%+%R+)FH+).%G.?()C06%O'F(,.% `RGO5%+%
E/.?C+,C>.F%F.XC?.%(E.F% 0'%E.?().,6%E0').%
0@.% /(B,C?h/)CX+0.% I.6% /+C)E% (E.F% HC0@%
digital certificates, most commonly used 
C*%G.?().%G'?I.0E%M+6.)h%#)+*E/')0%M+6.)%
G.?()C06% `GGMh#MGbD% =)6/#.?@kE% '/.*%
E'()?.%RGO%?+*%B.%(E.F%+E%0@.%B+ECE%1')%
?'22.)?C+,% /)'F(?0Er% =)6/#.?@% E(//')0E%
0@.% !*0.)*.0% ?'22(*C06% B6% /)'XCFC*<% +*%
'/.*%+*F%+(FC0+B,.%+,0.)*+0CX.% 0'%.^CE0C*<%
crypto devices. CrypTech’s first use case 

CE%1')%RGOED%R'H.X.)5%0@.).%+).%'0@.)%+/]
/,C?+0C'*E% 1')% 0@CE% 06/.%'1% 0.?@*','<6D%#@.%
=)6/#.?@% F.X.,'/2.*0% 2'F.,% CE% B+E.F%
'*%+%?'2/'E+B,.%E6E0.2%0@+0%,.0E%0@.%F.]
EC<*.)% E.,.?0% 0@.% B+).% 2C*C2(2% '1% ?'2]
/'*.*0E%*..F.F5%0@.).B6%1()0@.)%).F(?C*<%
0@.%)CEI%+*F%+00+?I%E()1+?.%'1%+%=)6/#.?@]
B+E.F%F.XC?.D

-))+6% `$;L-b5% F.EC<*C*<% 0@.% @+)FH+).%
).W(C).F% 1')% +% 0)(.% )+*F'2% *(2B.)% <.*]
.)+0')% `#AKLb5% B(C,FC*<% @C<@]+EE()+*?.%
+(FC0C*<% +*F% 2+*+<.2.*0% 0'',E% 1')% I.6%
+*F%?)6/0'<)+/@C?%'/.)+0C'*E5%+*F%H)C0C*<%
0@.% *.?.EE+)6% E(//')0% E'10H+).% 0'% ,C*I%
0@.%=)6/#.?@%RGO% 0'% .^CE0C*<% /(B,C?% I.6%
C*1)+E0)(?0().% `;Y!b% +//,C?+0C'*E% E(?@% +E%
ZKGG"=%+*F%A;Y!D

[6%2'XC*<%0@.%).E.+)?@%+*F%F.X.,'/2.*0%
`AdZb%+EE'?C+0.F%HC0@%@+)FH+).%;Y!%0'%0@.%
!*0.)*.0%?'22(*C065%=)6/#.?@%?+*%F)+2+0]
C?+,,6%).F(?.%?'E0ED%#@CE%<CX.E%.*0.)/)CE.E%
0@.%'//')0(*C06%0'%2+I.%2(?@%<).+0.)%(E.%
'1%?)6/0'<)+/@C?%@+)FH+).5%0@(E%C*?).+EC*<%
'X.)+,,% E.?()C06% ?'2/+).F% 0'% E'10H+).]
B+E.F%I.6%2+*+<.2.*0D%

RSU&.CAIPCAEd

=)6/#.?@kE% <'+,% '1% F.EC<*C*<% +% @+)FH+).%
cryptographic device is significantly more 
?'2/,C?+0.F% 0@+*% H)C0C*<% '/.*% E'()?.%
E'10H+).D% [.?+(E.% 0@.% /)'i.?0% 2(E0% C*]
0.<)+0.%B'0@%@+)FH+).%+*F%E'10H+).%?'2]
/'*.*0E5% 0@.).% +).% +,E'% ).+,% 2+0.)C+,E%
?'E0E% 0@+0% 2'E0% '/.*% E'()?.% /)'i.?0E%
F'*k0% C*?()D% $')% .^+2/,.5% =)6/#.?@% @+E%
0'% B(C,F% +% 0+2/.)]/)''1% E6E0.25% E'% 0@+0% C1%
0@.% @+)FH+).% 1+,,E% C*0'% 0@.% H)'*<% @+*FE%
')%(*F.)%/@6EC?+,%+00+?I5%0@.%F.XC?.%H'*k0%
).,.+E.%0@.%I.6C*<%2+0.)C+,D

=)6/#.?@% CE% +,E'% B(C,FC*<% +% 0)(.% )+*F'2%
*(2B.)%<.*.)+0')%0@+0%).W(C).E%E'2.%E/.]
?C+,C>.F% @+)FH+).% ?'2/'*.*0E% 0'% B.% +%
E'()?.% '1% p)+*F'2*.EEDq% =)6/0'<)+/@.)E%
@+X.% +,H+6E% B..*% ?)C0C?+,% '1% +,<')C0@2C?%
2.0@'FE% '1% <.*.)+0C*<% )+*F'2% *(2B.)Er%
/''),6%H)C00.*% )+*F'2%*(2B.)%+,<')C0@2E%
@+X.% B..*% ?)C0C?+,% 1+?0')E% C*% E.?()C06%
1+C,().ED%-%0)(.%)+*F'2%*(2B.)%<.*.)+0')%
CE%+*% C2/')0+*0%B(C,FC*<%B,'?I% C*%+%E.?().%
?)6/0'<)+/@6% C*1)+E0)(?0().D% =)6/#.?@kE%
C*C0C+,%#AKL%@+E%B..*%0.E0.F%B6%+%*(2B.)%
'1% )./(0+B,.% E'()?.E% +*F% 0@.% )./')0E% +).%
+2+>C*<,6%/'EC0CX.D%

The most significant hardware com]
/'*.*0% C*% 0@.% =)6/#.?@% /)'i.?0% CE% 0@.%
(E.%'1%+*%$;L-% 1')%?)(?C+,%?)6/0'<)+/@C?%

Continued on next page 

"AUT(EFS&L@TT?AGL&GSE&
,BGEABEG&F?HH@BKGU&XU&
TA?YKIKBO&CB&?TEB&CBI&
C@IKGCXDE&CDGEABCGKYE&G?&
EeKLGKBO&FAUTG?&IEYKFELQ

=)6/#.?@% CE% E0+)0C*<% 1)'2% 0@.% B'00'2% (/%

B6% C2/,.2.*0C*<% +% HCF.% X+)C.06% '1% ?)6/]

0'<)+/@C?% +,<')C0@2E% 0'% B.% ,'+F.F% C*0'%

+% E/.?C+,C>.F% $C.,F% ;)'<)+22+B,.% L+0.%

G0./@.*%$+)).,,%`?.*0.)b5%).E.+)?@%1.,,'H%+0%=PKK"=#5%HC0@%'0@.)%/+)0C?C/+*0E%F()C*<%=)6/#.?@%+0%!"#$%34D
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R.!(&,*&!&.!)3R!)$&
*$"+),(-&#/3+7$d

-%@+)FH+).%E.?()C06%2'F(,.%̀ RGOb%
CE%+%E/.?C+,C>.F%F.XC?.%F.EC<*.F%0'%
E.?().,6% E0').% 0@.% /(B,C?h/)CX+0.%
I.6% /+C)E% (E.F% HC0@% FC<C0+,% ?.)0C1]
icates. An HSM provides signifi cant 
+FFC0C'*+,% E.?()C06% 1')% .*0.)/)CE.%
;Y!% +*F%=-E% B.?+(E.% C0% ).2'X.E%
0@.%*..Fs+*F%0@.%)CEIs'1%E0')C*<%
I.6E%'*%FCEIE%')%C*%2.2')6D%

_@.*% +*% RGO% E+1.<(+)FE% +%
/)CX+0.%I.65%C0%2(E0%+,E'%B.%+B,.%0'%
/.)1')2% ?)6/0'<)+/@C?% '/.)+0C'*E%
HC0@% 0@'E.% I.6ED% $')% .^+2/,.5%
H@.*%+%=-%*..FE%0'%EC<*%+%FC<C0+,%
certifi cate, it sends the information 
0'% 0@.%RGO%+*F% ).W(.E0E% 0@+0% 0@.%
RGO% ?).+0.% 0@.% FC<C0+,% EC<*+0().D%
The HSM signs the certifi cate, and 
E.*FE%B+?I%0@.%).E(,0D%

G0')C*<% I.6E% '(0% '1% ).+?@% '1% +*6%
+//,C?+0C'*% .*E().E% 0@+0% 0@.6% +).%
*.X.)% .^/'E.F% '(0ECF.% '1% 0@.%
RGO% +*F% ?+**'0% B.% E0',.*5% +E%
0@.6% ?+**'0% B.% ).0)C.X.F% 1)'2% 0@.%
RGOD%

RGOE%C2/,.2.*0%+%?'2BC*+0C'*%'1%
E0')+<.5% ?)6/0'<)+/@C?5% +*F% +(FC0]
C*<%1(*?0C'*E5%C*?,(FC*<g

o% Y.6%E0')+<.5%B+?I(/5%+*F%
2+*+<.2.*05%C*?,(FC*<%
@+)FH+).%0+2/.)%).ECE0+*?.D

o% -??.,.)+0.F%?)6/0'<)+/@C?%
/)'?.EEC*<5%C*?,(FC*<%
?'22'*%@+E@%+*F%
.*?)6/0C'*%+,<')C0@2ED

o% -%0)(.%)+*F'2%*(2B.)%
<.*.)+0')D

o% G6E0.2%2+*+<.2.*0%+*F%
C*0.<)C065%C*?,(FC*<%,'<<C*<5%
+(0@.*0C?+0C'*5%+*F%+(FC0C*<D

R+)FH+).%+0%(E.%F()C*<%=)6/#.?@%+0%!"#$%34D

1(*?0C'*ED% _@.*% +*% .*?)6/0C'*% ')% @+E@%
+,<')C0@2% CE% H)C00.*% C*% E'10H+).% +*F% B(C,0%
C*0'%+%<.*.)+,]/()/'E.%?.*0)+,%/)'?.EEC*<%
(*C0% `=;Qb5% ')% ,'+F.F% C*0'% +% <.*.)+,]
/()/'E.%?'2/(0.)5%E(?@%+E%+%_C*F'HE%')%
MC*(^% E6E0.25% C0% ).2+C*E% X.)6% X(,*.)+B,.%
0'%+00+?ID%G'10H+).%?+*%B.%?@+*<.F5%'10.*%
X.)6%E(B0,6D%O.2')6%?'*0.*0E%?+*%B.%).+F%
F()C*<%'/.)+0C'*ED%"X.*%0@.%,.*<0@%'1%0C2.%
0'% /.)1')2% '/.)+0C'*E% ?+*% B.% 2.+E().F%
+*F%).X.+,%C*1')2+0C'*D%R'H.X.)5%H@.*%0@.%
?)6/0'<)+/@6% CE%/.)1')2.F% C*%+%F.FC?+0.F%
@+)FH+).%F.XC?.5%?'2/,.0.,6% C*+??.EECB,.%
0'% 0@.% *')2+,% '/.)+0C*<% E6E0.25% 0@.E.%
weaknesses are reduced signifi cantly. 

(SE&"AUT(EFS&R?AVLS?T&CG&,$(2&MN&

$)'2%C0E%X.)6%B.<C**C*<E5%0@.%2'00'%'1%0@.%
!"#$% @+E% B..*% p)'(<@% ?'*E.*E(E% +*F%
)(**C*<% ?'F.Dq% #@.% H..I.*F% /).?.FC*<%
IETF 93 was fi lled with activities that 
@C<@,C<@0% 0@.%F.X.,'/2.*0%'1%'/.*%E'()?.%
)(**C*<% ?'F.% C*?,(FC*<% 0@.% ='F.% G/)C*05%
the Hackathon (page 14), and fi nally the 
=)6/#.?@%`HHHD?)6/0.?@DCEb%H')IE@'/D%-,,%
'1% 0@.E.% +?0CXC0C.E% C*X',X.F% '/.*% E'()?.%
E'10H+).5% B(0% =)6/#.?@% +,E'% C*?,(F.F%
'/.*]E'()?.%E.?()C06%@+)FH+).D%

Z()C*<% 0@CE% H')IE@'/5% /+)0C?C/+*0E% H.).%
able to confi gure their own prototype 
@+)FH+).% B+E.F% '*% =)6/#.?@% F.EC<*E%
+*F% E'10H+).D% ;+)0C?C/+*0E% H.).% +B,.% 0'%
B''0E0)+/% 0@.% ?)6/0'<)+/@C?% E.)XC?.E% '*%
the prototype hardware, confi gure it to use 
;Y=G99% 1')% ?'22(*C?+0C'*E% 0'% +% E.)X.)5%
confi gure OpenDNSSEC to get its keys 
from the CrypTech prototype, and fi nally 
(E.%0@.%E6E0.2%0'%/.)1')2%ZKGG"=%>'*.%
EC<*C*<D%

-*%'X.)XC.H%'1%=)6/#.?@5%C*?,(FC*<%).E(,0E%
1)'2% 0@.% H')IE@'/5% H+E% FCE?(EE.F% C*%
0@.% !"#$% G.?()C06% -).+% -FXCE')6% L)'(/%
`G--Lb% +*F% !A#$% =)6/0'% $')(2% A.]
E.+)?@%L)'(/% `=$ALb% E.EEC'*ED%Z.0+C,.F%
W(.E0C'*E% +B'(0% 0@.% E0+0(E% '1% C2/,.2.*]
tation, including specifi c algorithm support, 
C,,(E0)+0.F%0@.% C*0.).E0% C*%+*F%).,.X+*?.%'1%
0@.%.11')0D%

CrypTech at IETF 93, continued 

!*% +FFC0C'*5% L.')<.% OC?@+.,E'*% E(2]
2+)C>.F% @CE% H')IE@'/% .^/.)C.*?.% +*F%
/'E0.F% /@'0'E% C*% +% F.0+C,.F% B,'<% /'E0% +0%
@00/EghhB,'<D+/*C?D*.0h789:h8Uh79hC0E]+,CX.]
B,C*I.*,C<@0E]C*]?)6/0.?@]C.0134hD

"?HH@BKGU&*@TT?AG&W?A&"AUT(EFS

P/.*% E'()?.% @+E% B..*% '*.% '1% 0@.%2+i')%
E(??.EE%E0')C.E%'1% 0@.% !*0.)*.05%+*F%'/.*%
E'()?.% E'10H+).% CE% /+)0% '1% .X.)6% /C.?.% '1%
@+)FH+).% +*F% E'10H+).% /)'F(?.F% 0'F+6D%
#@.% =)6/#.?@% /)'i.?0% CE% *'% FC11.).*0g% B6%
B)C*<C*<% +*% '/.*% E'()?.% /@C,'E'/@6% 0'%
?)6/0'<)+/@C?%E'10H+).%+*F%@+)FH+).5%0@.%
/,+*%CE%0'%C*?).+E.%0)(E0%+*F%0)+*E/+).*?65%
'11.)%+,0.)*+0CX.E%0'%?'22.)?C+,%/)'F(?0E5%
+*F% ).F(?.% ?'E0ED% #'% ,.+)*% 2').% +B'(0%
=)6/#.?@5% C*?,(FC*<% @'H% 6'(% ?+*% @.,/%
E(//')0% 0@CE% C2/')0+*0% .11')05% XCEC0% @00/Eghh
?)6/0.?@DCED%

3@AKBO&GSKL&P?AVLS?T9&
TCAGKFKTCBGL&PEAE&CXDE&
to confi gure their own 
TA?G?GUTE&SCAIPCAE&
XCLEI&?B&"AUT(EFS&
IELKOBL&CBI&L?WGPCAEQ
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*1/R3$1&#$$(*&(.$&,1($)1$(&
$10,1$$),10&(!*5&2/)"$&
By Mark Nottingham

Based on a 20 July 2015 post on https://www.mnot.net/blog/2015/07/20/
snowden_meets_the_ietf.

ZQA!KL%!"#$%345%-;;APe!O-#"MN%9U8%;-A#!=!;-K#G%-##"KZ"Z%-%G=A""K]%
C*<%'1%Citizenfour,%0@.%2'XC.%+B'(0%"FH+)F%G*'HF.*kE%).X.,+0C'*E%+*F%0@.%C*1')2+0C'*%

0@+0%,.F%0@.%!"#$%0'%F.?,+).%E(?@%/.)X+ECX.%2'*C0')C*<%+E%+*%+00+?I%'*%0@.%!*0.)*.0%C0E.,1D%
#@.%+(FC.*?.5%0@.%X.)6%/.'/,.%H@'%F.EC<*%+*F%2+C*0+C*%0@.%!*0.)*.05%H+0?@.F%0@.%2'XC.%
C*0.*0,65%0@.C)%.6.E%<,(.F%0'%0@.%E?)..*r%*'0%+%,+/0'/%H+E%'/.*D

#@.).%H+E%+,E'%+%E()/)CE.%<(.E0g%"FH+)F%
G*'HF.*%XC+%XCF.'%?@+0D%-10.)%+%E0+*FC*<%
'X+0C'*5%G*'HF.*%E@+).F%@CE%/.)E/.?0CX.%
on the very technology we’re defining—
1)'2%ZKGG"=%+*F%Z-K"%0'%_C$C%/)CX+?6D%
-(FC.*?.% W(.E0C'*E% H.).% +*EH.).F5%
+*F% H.% <'0% +% )+).% C*EC<@0% C*0'% B'0@% @CE%%
2'0CX+0C'*E%+*F% 0@.% 0.?@*C?+,% ?+/+BC,C0C.E%
+*F% 2C*FE.0E% '1% 0@'E.% /.)1')2C*<% 0@.%%
/.)X+ECX.%2'*C0')C*<%+00+?ID

-(FC.*?.% 2.2B.)E% E+6% 0@+0% 0@.6% H.).%
C2/).EE.F% B6% 0@.% F./0@% '1% @CE% 0@C*IC*<D%
G.X.)+,% 0C2.E% @.% ?+(0C'*.F% +<+C*E0%
2+IC*<% 0@.% !*0.)*.0% p+*0C]KG-q% `K+0C'*+,%
G.?()C06%-F2C*CE0)+0C'*br%C*E0.+F5%@.%E+6E%
'()%1'?(E%E@'(,F%B.%'*%2+IC*<%0@.%(E.)%
'()% /)C2+)6% E0+I.@',F.)D% RCE% E0+0.2.*0%
.E/.?C+,,6% ).E'*+0.F% 1')% 2.% B.?+(E.%
,+E0%H..I%H@.*%H.%H.).%FCE?(EEC*<%0@.%
Unsanctioned Web Tracking finding in 
0@.%#-L% `_4=%#.?@*C?+,%-)?@C0.?0().%
L)'(/b5%#C2%[.)*.)E]M..%.^@')0.F%(E%
0'%F.EC<*%1')%0@.%_.B%H.%H+*05%*'0%i(E0%
0@.%_.B%H.%@+X.%0'F+6D

!&R?AI&CX?@G&.?P&,G&
.CTTEBEI

This was not an official IETF event; 
)+0@.)5%C0%H+E%.*0C).,6%+*%.11')0%'1%C*]
FCXCF(+,E% H')IC*<% HC0@C*% 0@.% )(,.E%
1')% ).W(.E0C*<% +% )''2% +0% !"#$%
meetings. When we floated the 
CF.+% ')C<C*+,,65% E'2.% 1',IE% H.).%
(*C*0.).E0.Fr% 0@.6% 0@'(<@0% 0@+0%
.X.)6'*.%H@'%H+*0.F%0'%E..%0@.%
2'XC.% +,).+F6% @+FD% !*% 1+?05% H.% ).?.CX.F%
.*'(<@%F'*+0C'*E% 0'%?'X.)% 0@.%E?)..*C*<%
+*F% 0'%2+I.% +% fU8%"()'% F'*+0C'*% 0'% 0@.%

='()+<.% $'(*F+0C'*% `@00/Eghh?'()+<.]
1'(*FD')<hbs+%1+*0+E0C?%).E(,0D

O+*6% 0@+*IE% 0'% Z+*C.,% Y+@*% LC,,2')% 1')%%
+))+*<C*<% 0@.% cd-% E.EEC'*% +*F% 0'% &+I.%
-//,.B+(2% +*F% M+()+% ;'C0)+E% 1')% 1+?C,C]
0+0C*<%0@.%E?)..*C*<D%

7KBVL

SCF.'g%@00/EghhHHHD6'(0(B.D?'2hH+0?@uX
v8KXEQe[=.S-d1.+0().v6'(0(DB.%

#)+*E?)C/0g%@00/Eghh<CE0D<C0@(BD?'2h2*'0h%
4l7+?+8B74BfB18l799f+%0)+*E?)C/0%

*B?PIEB&LSCAEI&SKL&
TEALTEFGKYE&?B&GSE&YEAU&&
GEFSB?D?OU&PE4AE&
defining—from DNSSEC 
CBI&3!1$&G?&RK2K&
TAKYCFUQ&
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-!10&!13&1$("/12f)$*("/12&
0!,1&()!"(,/1&,1&(.$&,13+*()-
By Mahesh Jethanandani and Benoît Claise

!K% 78845% A"cQ"G#% $PA% =POO"K#% `A$=b% 4:4:5% pPS"AS!"_% P$% #R"% 7887% !-[%
K.0H')I% O+*+<.2.*0% _')IE@'/q9% F'?(2.*0.F% 0@.% '(0?'2.E% '1% +% FC+,'<% B.0H..*%

*.0H')I% '/.)+0')E% +*F% /)'0'?',% F.X.,'/.)E% +B'(0% 1'?(EC*<% 0@.% !"#$% '*% 1(0().% *.0H')I%
management work. The workshop identifi ed 14 operator requirements and identifi ed ‘ease 
'1%(E.k%+E%+%I.6%).W(C).2.*0%1')%+*6%*.H%*.0H')I%2+*+<.2.*0%E6E0.2D%#@CE%.+E.%'1%(E.%
C*?,(F.E%+*%+BC,C06%0'%2+*+<.%+%*.0H')I5%*'0%i(E0%+%F.XC?.%C*%0@.%*.0H')I5%+*F%+EE.)0E%0@+0%
there should be a clear distinction between the confi guration, operational, and statistical 
information of the device. The requirements also include the ability to stage a confi guration, 
validate it before committing, and roll back to the previous confi guration in case of failure.

#@.E.% 9a% '/.)+0')% ).W(C).2.*0E% ,.F% 0'%
0@.% ?).+0C'*% '1% 0@.% K"#=PK$% _')IC*<%
L)'(/%`_Lb%0@+0%E+2.%6.+)5%0@.%K"#OPZ%
_')IC*<% L)'(/% C*% 788l5% +*F% 0@.% F.X.,]
'/2.*0% '1% ?').% F+0+% 2'F.,E% 1')% *.0H')I%
2+*+<.2.*0D% #@.%H')I% ).E(,0.F% C*% eOM]
based Network Confi guration Protocol 
`K"#=PK$b% A$=E% f7a95% f7a75% f7a45%
+*F% f7aa% C*% 7899% `).E/.?0CX.,6% ).XCE.F%
1)'2%aUa95%aUa75%aUa45%+*F%aUaab5%+*F%0@.%
+EE'?C+0.F%F+0+%2'F.,C*<%,+*<(+<.%N-KL%
A$=E%f878%+*F%f879%C*%7898D

PX.)% 0@.% ,+E0%?'(/,.%'1%6.+)E5%K"#=PK$%
+*F%N-KL%@+X.%<+C*.F%0)+?0C'*%C*%0@.%*.0]
H')IC*<%C*F(E0)6D%#@.6kX.%2'X.F%1)'2%0@.%
defi nition phase into the implementation 
/@+E.D%-0% 0@.% !"#$5% 0@.%*(2B.)%'1%N-KL%
2'F.,E% (*F.)% F.X.,'/2.*0% @+E% E..*%

C*?).FCB,.%<)'H0@D%K.H%N-KL%2'F.,E%+).%
B.C*<% F.X.,'/.F% C*% 0@.% P/.)+0C'*E% +*F%
O+*+<.2.*0%`P;Gb%+).+5%+E%H.,,%+E%C*%0@.%
A'(0C*<% `A#Lb5% !*0.)*.0% `!K#b5% #)+*E/')0%
`#GSb5%+*F%G.?()C06%`G"=b%+).+ED%[(0% 0@.%
2'E0% C2/).EECX.% N-KL% 2'F.,% +F'/0C'*%
?'2.E% 1)'2% 0@.% '/.*% E'()?.% P/.*]
Z+6,C<@0%/)'i.?05%H@.).%0@.%MC0@C(2%).,.+E.%
@+E%E..*%0@.%/(B,C?+0C'*%'1%2').%0@+*%al8%
N-KL%2'F.,E7D%

P0@.)% G0+*F+)FE% Z.X.,'/2.*0% P)<+*C]
>+0C'*E% `GZPEb% @+X.% +,E'% C*C0C+0.F%N-KL%
2'F.,%F.X.,'/2.*0%/)'i.?0ED%$')%.^+2/,.5%
O.0)'%"0@.)*.0%$')(2%H+E%+*%.+),6%/C'*..)%
C*%F.X.,'/C*<%G.)XC?.%P-O%`GP-Ob%$+(,0%
O+*+<.2.*0%`$Ob%+*F%;.)1')2+*?.%O+*]
+<.2.*0% `;Ob% N-KL% 2'F.,Er% C0% CE% ?()]
).*0,6% H')IC*<% '*% E.)XC?.],.X.,% N-KL%

2'F.,E4 (fi gure 1). In addition, the In-
E0C0(0.% '1% ",.?0)C?+,% +*F% ",.?0)'*C?E%
"*<C*..)E%`!"""b5%@+E%+//)'X.F%+%/)'i.?0%
1')% l87D9^% +*F% l87D9W% 2'F.,E5% HC0@%
C*0.).E0% C*% F.X.,'/C*<% +*% l87D4% 2'F.,D%
GC2C,+),65% 0@.% !*0.)*+0C'*+,% #.,.?'22(]
*C?+0C'*% Q*C'*% #.,.?'22(*C?+0C'*% G0+*]
F+)FC>+0C'*% G.?0')% `!#Q]#b% CE% E..C*<%
C*0.).E0% C*% 0@.% F.X.,'/2.*0% '1% +% LDl847%
2'F.,D%O'F.,E% 1)'2%+,,% 0@.%GZPE%?+*%B.%
1'(*F% C*%LC0R(B% `@00/Eghh<C0@(BD?'2hN+*<]
O'F.,Eh6+*<bD

#@.%)+/CF%<)'H0@% C*% 0@.%*(2B.)%'1%N-KL%
2'F.,E% CE% *'0% HC0@'(0% C0E% ?@+,,.*<.E5%
/)C2+)6% +2'*<% 0@.2% CE% 0@.% ?'')FC*+0C'*%
'1%2'F.,ED%_@C,.%+,,%2'F.,E%F'%+%<).+0%i'B%
of defi ning how particular features can be 
confi gured or monitored, they also must 
C*0.)+?0% HC0@% 2'F.,E% B.C*<% F.X.,'/.F% C*%
both the IETF and other SDOs. The fi rst 
/)+?0C?+,%?'')FC*+0C'*% CE%@+//.*C*<% C*% 0@.%
)'(0C*<% +).+% (*F.)0+I.*% B6% 0@.% A'(0C*<%
-).+%N-KL%='')FC*+0C'*%$')(2aD%='')FC]
*+0C'*%'1% 0@.%N-KL%F.X.,'/2.*0%H')I% C*%
0@.% !"#$%+*F%'0@.)%GZPE% 1+,,E%(*F.)% 0@.%
(2B).,,+% '1% 0@.% P/.)+0C'*E% +*F% O+*]
+<.2.*0%-).+%`P;Gb%+).+%FC).?0')5%[.*'w0%
=,+CE.5%HC0@% 0@.% @.,/% '1% 0@.%N-KL%O'F.,%
='')FC*+0C'*%#.+2:D%

!"#$%_')IC*<%L)'(/E% 0@+0% ?'X.)% +E/.?0E%
'1%N-KL%2'F.,%F.X.,'/2.*0%C*?,(F.g

o% M!O"%`P-O%N-KL%2'F.,Eb

o% M4GO%`M4S;K%E.)XC?.%N-KL%2'F.,b

o% GQ;-%`?'*ECE0.*0%/',C?6%N-KL%
2'F.,Eb%

o% !7KG$%`E.?()C06]).,+0.F%N-KL%2'F.,Eb

#'% @.,/% HC0@% 0@.% F.X.,'/2.*0% '1% N-KL%
2'F.,E5% 0@.%N-KL%F'?0')Ef% +).%+X+C,+B,.%
B'0@% XC+% .2+C,% +*F% F()C*<% 0@.% H..I% '1%
!"#$% 2..0C*<E% C*% N-KL% +FXC?.h.FC0C*<%
E.EEC'*ED% !*% +FFC0C'*5% 0@.).% +).% E.X.)+,%
0'',E% +X+C,+B,.% 1')% 0@.% F.X.,'/2.*0% +*F%
?'2/C,+0C'*% '1% N-KL% 2'F.,E% `E..% @00/ghh
0)+?D0'',EDC.01D')<h+).+h'/Eh0)+?hHCIChN+*<]
O'F.,='')FL)'(/%1')%+%?'2/,.0.%,CE0bD%

;)'B+B,6%0@.%2'E0%C2/')0+*0%0'',%CE%/6+*<5%
+% /60@'*]B+E.F% N-KL% ?'2/C,+0C'*% 0'',%
0@+0%F'.E%E6*0+?0C?%?@.?IC*<%+*F%.*+B,.E%$C<().%9D%N-KL%O'F.,E%C*%0@.%!*F(E0)6

% !"#$% O"$% !"""% P/.*Z+6,C<@0
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(SE&ACTKI&OA?PGS&?W&
-!10&H?IEDL&KL&B?G&
PKGS?@G&KGL&FSCDDEBOEL9&
TAKHCAU&CH?BO&GSEH&
KL&GSE&F??AIKBCGK?B&?W&
H?IEDLQ&

<.*.)+0C'*% '1% '(0/(0% 1')2+0E5% E(?@% +E%
QOM5% +% 0)..% B+E.F% 2'F.,5% N!K5% +*F% E'%
1')0@D%#@.E.%0'',E%2(E0%B.%)(*%HC0@%+*%!"#$%%
'/0C'*% E.0% C*% ')F.)% 0'% ?@.?I% 1')% N-KL%
<(CF.,C*.E% C*% A$=% f8lUD% O+*6% N-KL%
2'F.,E% E0C,,% F'*k0% ?'2/C,.% ?')).?0,6% `E..%
@00/ghhHHHD?,+CE.DB.h!"#$N-KL;+<.]
='2/C,+0C'*D@02,bD% -*% '*,C*.5% <)+/@C?+,%
.W(CX+,.*0% '1% 0@.% /6+*<% 0'',% CE% 1'(*F% +0%
@00/ghh6+*<X+,CF+0')D?'2r% C0% 0+I.E% +% N-KL%
file or an IETF draft/RFC, extracts the 
2'F.,5%+*F%0@.*%X+,CF+0.E%0@.%2'F.,D

0@.% A"G#=PK$% /)'0'?',% C*% C0E% ?@+)0.)D%
A"G#=PK$% E(//')0E% 0H'% .*?'FC*<%
1')2+0Eg%eOM%+*F%&GPKD

-,0@'(<@% '10.*% 'X.),''I.F% +E% +% ?+/+]
bility, devices can also send notifications 
defined in the YANG model. The newly 
+F'/0.F% K"#=PK$% ?@+)0.)% C*?,(F.E% +*%
update to the NETCONF Event Notifi-%
?+0C'*EU% +*F% 0@.% F.X.,'/2.*0% '1% +%%
E(BE?)C/0C'*]+*F]/(E@% 2.?@+*CE2% 0@+0%
+,,'HE% ?,C.*0% +//,C?+0C'*E% 0'% ).W(.E0%%
notifications about changes in the data 
E0').D% #@.E.% ?+/+BC,C0C.E% HC,,% '/.*%
K"#=PK$% 0'% 0@.% H'),F% '1% 0.,.2.0)6g%
/(E@C*<%F+0+% 0'H+)FE% 0@.%*.0H')I%2+*]
+<.2.*0%E6E0.2%`KOGb%+//,C?+0C'*ED%

P*.% ).E(,0% '1% 0@.% /'/(,+)C06% '1%N-KL% CE%
0@+0% *'H% '/.)+0')E% H+*0C*<% 0'% F.X.,'/%
0@.C)% 'H*% /)'0'?',% 1')% 2+*+<.2.*0% (E.%
N-KL% +E% 0@.% F+0+% 2'F.,C*<% ,+*<(+<.D%
This includes CoMI, which defines a 
2+*+<.2.*0% C*0.)1+?.% 1')% ?'*E0)+C*.F%
F.XC?.ED% "X.*% +2'*<% .^CE0C*<% /)'0'?',E%
K"#=PK$% +*F% A"G#=PK$5% 0@.).% +).%
FC11.).*0%.*?'FC*<E%̀ .D<D5%eOM%+*F%&GPKb%
1')%N-KL%2'F.,ED%

Q,0C2+0.,65% H@+0% ?'(*0E% CE% 0@.% F+0+%
2'F.,ED% #@.).% CE% +% ?,.+)% *..F% +?)'EE%
0@.% C*F(E0)6% 1')%E0+*F+)F%F+0+%2'F.,E% C*%
')F.)%0'%.+E.%0@.%2+*+<.2.*0%+*F5%2').%
/).?CE.,65% 0@.% /)'<)+22+BC,C06% '1% 2(,0C]
X.*F')%*.0H')IED%N-KL%@+E%?,.+),6%/'EC]
0C'*.F%C0E.,1%+E% ($%%F+0+%2'F.,% ,+*<(+<.%
1')%0@.E.%E0+*F+)F%2'F.,ED%!0%CE%(/%0'%(E%+0%
!"#$%0'%?'')FC*+0.%+,,%0@.%N-KL%2'F.,E%
C1% H.% H+*0% 0@.2% 0'% H')I% E.+2,.EE,6%%
0'<.0@.)D% %

)EWEAEBFEL

9%% @00/ghh0'',EDC.01D')<h@02,h)1?4:4:D

7%% @00/ghhHHHD?,+CE.DB.hN-KL;+<.O+C*D
@02,D

4%% @00/EghhHCICD2.1D*.0h%`).W(C).E%,'<C*bD

a%% @00/ghh0)+?D0'',EDC.01D')<h+).+h)0<h0)+?hHCICh
A0<N+*<='')FD

:%% @00/ghhHHHDC.01D')<hC.E<hFC).?0')+0.h6+*<]
2'F.,]?'')FC*+0C'*]<)'(/D@02,D

f%% @00/ghhHHHDC.01D')<hC.E<hFC).?0')+0.h6+*<]
F'?0')ED@02,D%

U%% @00/ghhF+0+0)+?I.)DC.01D')<hF'?h)1?:7UUhD

#@+*IE% 0'% 0@.% .^0.*0% '1% 0@.% F.X.,'/2.*0%
+*F% C2/,.2.*0+0C'*% .^/.)C.*?.% '1% E'2.%
N-KL% 2'F.,E5% 0@.% K"#OPZ% _L% @+E%
B..*% <.00C*<% 1..FB+?I% '*% N-KL% 9D8D%
[+E.F% '*% 0@.% 1..FB+?I5% +% N-KL% X.)EC'*%
1.1 is currently being finalized. This new 
X.)EC'*% CE% +% 2+C*0.*+*?.% ).,.+E.% '1% 0@.%
N-KL%,+*<(+<.r% C0%+FF).EE.E%+2BC<(C0C.E%
and defects in the original specification.

With NETCONF and YANG specified, %
operators can start using them for config]
()+0C'*% +*F% 2'*C0')C*<D% G'2.% '/.)+0')E5%
@'H.X.)5% @+X.% +,).+F6% E0+)0.F% 0'% (E.%
0@.% /)'/)C.0+)6% A"G#% -;!E% /)'XCF.F% B6%%
FC11.).*0% X.*F')E% 0'% 2+*+<.% 0@.C)% *.0]
H')IED% A"G#=PK$% CE% +% A"G#],CI.%
/)'0'?',% )(**C*<% 'X.)% R##;% 1')% +??.EE]
ing the data defined in YANG. The 
A"G#],CI.% -;!% CE% *'0% C*0.*F.F% 0'% )./,+?.%
NETCONF, but rather provide a simplified %
C*0.)1+?.5% 0@.).B6%2..0C*<% +% *..F% '1% +/]
/,C?+0C'*% F.X.,'/.)ED% $')% 0@+0% ).+E'*5% 0@.%
K"#=PK$%_L%F.?CF.F%0'%+FF%E(//')0%1')%
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0/,10&#!,1*()$!#%&!&)$"!J&/2&
(.$&,$(2&MN&.!"5!(./1&
By Charles Eckel
Originally published at https://communities.cisco.com/community/developer/
opensource/blog/2015/08/03/going-mainstream--recap-of-ietf-93-hackathon.

!"#$%34%!K%;A-LQ"%Y!=Y"Z%P$$%_!#R%-%R-=Y-#RPK%#R"%_""Y"KZ%P$%9ln93%
&(,6D Following the success of the first IETF Hackathon at IETF 92, Cisco DevNet and the 

!"#$%0.+2.F%(/%+<+C*%0'%@'E0%C0D%

O').% 0@+*% 94:% /+)0C?C/+*0E% 1')2.F% C*0'%
9l% 0.+2E%+*F%H')I.F%+?)'EE%9:%FC11.).*0%
0.?@*','<C.ED%-2'*<%0@.%/+)0C?C/+*0E%H.).%
many first time IETFers from various open 
E'()?.%?'22(*C0C.E%+*F%(*CX.)EC0C.ED%#@CE%
H+E% <).+0% 0'% E..5% <CX.*% 0@.% E0+0.F% <'+,E%
'1% 0@.% R+?I+0@'*% 0'% B)C*<% )(**C*<% ?'F.%
B+?I%C*0'%0@.%!"#$5%B)CF<.%0@.%<+/%B.0H..*%
'/.*% E'()?.% +*F% '/.*% E0+*F+)FE5% +*F%
C*0)'F(?.% 2').% F.X.,'/.)E% +*F% 6'(*<%
/.'/,.%0'%0@.%!"#$D%!0%H+E%+%@(<.%E(??.EE%
B6%0@.E.%+*F%'0@.)%2.+E().E5%+*F%.E0+B]
,CE@.F% 0@.% R+?I+0@'*% +E% +% X+,(+B,.% +*F%
XCB)+*0% +FFC0C'*% 0'% 0@.% !"#$% ?'22(*C06%
<'C*<%1')H+)FD

#@.% R+?I+0@'*% 1.+0().F% 0.?@*','<6%
).,.X+*0% 0'% 2+*6% !"#$% H')IC*<% <)'(/E%
`.D<D5% f#!G=R5% -="5% [!"A5% Z-K"5%
RPO"K"#5% R##;[!G5% O;#=;5% K"#S=5%
K"#=PK$5% G$=5% +*F% G!ZAb% +*F% ?')).]
E/'*FC*<%'/.*%E'()?.%/)'i.?0E%̀ .D<D5%Z+,,+5%%
Y.+5% P/.*Z+6,C<@05% P/.*ZKGG"=5%
P;K$S5%c(+<<+5%A!P#5%+*F%G;QZ,CBbD

.?P&3?EL&,G&R?AVd

#@.%.X.*0%B.<+*%+0%83g88%HC0@%0.?@*','<6%
?@+2/C'*E% C*0)'F(?C*<% .+?@% 0.?@*','<6%
+*F% /)'/'EC*<% E+2/,.% /)'i.?0ED% K.^05%
?@+2/C'*E%+*F%/+)0C?C/+*0E%E.,1]')<+*C>.F%
C*0'% 0.+2E5% C*?,(FC*<% E'2.% HC0@% /+)0C?]
C/+*0E%1)'2%2(,0C/,.%!"#$%_')IC*<%L)'(/E%
+*F% '/.*% E'()?.% ?'22(*C0C.ED% #@CE% 2C^%
'1%/.'/,.5%CF.+E5%+*F%?(,0().E%<+X.%)CE.%0'%
E'2.%'1%0@.%2'E0%C*0.).E0C*<%/)'i.?0E%+*F%
@C<@,C<@0E% 0@.% '//')0(*C06% 1')% ,'*<]0.)2%
benefits that extend well beyond those 
+?@C.X.F%'X.)%0@.%H..I.*FD%

#@.% .*.)<6% C*% 0@.% )''2%H+E% ?'*0+<C'(ED%
O'0CX+0.F% B6% +,0)(CE0C?% +E/C)+0C'*E5%

/+)0C?C/+*0E% H')I.F% ?''/.)+0CX.,6% +*F%
FC,C<.*0,6% 0'% F.X.,'/% 0@.% E0+*F+)FE% 0@+0%
/)'XCF.% 0@.% !*0.)*.0kE% 1'(*F+0C'*5% +E% H.,,%
+E% 0@.% '/.*% E'()?.% C2/,.2.*0+0C'*E% 0@+0%
X+,CF+0.% 0@.E.% E0+*F+)FE% +*F%2+I.% 0@.2%
.+EC.)%1')%'0@.)E%0'%(E.D%

#@'E.%H@'%FCF*k0%@+X.%'0@.)%!"#$%+?0CXC0C.E%
E0+6.F% 1')% FC**.)5% +*F% 2+*6% H')I.F% ,+0.%
C*0'%0@.%*C<@0sH.,,%B.6'*F%0@.%+FX.)0CE.F%
?,'EC*<%0C2.%'1%79g88D%[(0%0@CE%CE%*'0%0'%E+6%
0@+0%0@.%F+6%H+E%X'CF%'1%1(*D%#@.).%H+E5%'1%
?'()E.5%/,.*06%'1%0@+0D

#@.).%H+E%*'%,'EE%'1%.*0@(EC+E2%0@.%*.^0%
2')*C*<r% 2+*6% /.'/,.% +))CX.F% B.1').%
0@.% +FX.)0CE.F% E0+)0% 0C2.% '1% 83g88D% -% 1.H%
*.H% 1+?.E% +))CX.Fr% 0@.6% H.).% H.,?'2.F%
+*F%.C0@.)%/,(<<.F% C*0'%.^CE0C*<% 0.+2E%')%
1')2.F%*.H%0.+2ED

(SE&JAELEBGCGK?BL

[6% 2CF+10.)*''*% G(*F+65% 0@.% 0.+2E%%
/).E.*0.F% 0@.C)% +??'2/,CE@2.*0E% 0'%
0@.% i(F<.Eg% &+)C% -)II'5% !"#$% ?@+C)r% A+6%%
;.,,.0C.)5% !"#$% +F2C*CE0)+0CX.% FC).?0')r%
AC?I%#6H'*C+I5% FC).?0')% '1%=CE?'%Z.XK.0r%

+*F% O+)0C*% #@'2E'*5% !"#$% F)+10% +(0@')%
+*F% 0C).,.EE% ?'*0)CB(0')D% #@.% i(F<.E%H.).%
,.10%HC0@%+*%(*.*XC+B,.%0+EI%<CX.*%0@.%X+E0%
+))+6% '1% /)'i.?0E5% C*?,(FC*<% 0.E0E5% .^/.)C]
2.*0E5% C2/,.2.*0+0C'*E%'1%/)'0'?',E5%+*F%
*.H% E.)XC?.ED% -0% E0+I.% H.).% B)+<<C*<%
rights and first dibs on tech goodies, 
E(?@%+E%A+E/B.))6%;CE5%-)F(C*'E5%+*F%!'#%%
+??.EE')C.E5% +*F% 0C?I.0E% F'*+0.F% B6%
[)'?+F.%0'%0@.%!"#$kE%E'?C+,%.X.*0D%

-2'*<% 0@.% HC**.)E% H.).% 0@)..% /)'i.?0E%
0@+0%0@.%i(F<.E%+H+)F.F%p[.E0%'1%G@'Hqg

o% -="nY.6%#.?@*','<6%-H+)F

o% ZKGG"=n[)'+F.E0%='X.)+<.%-H+)F

o% RPO"K"#n[.E0%_C$C%A'(0.)%
$.+0().%-H+)F%+*F%='',%YCFE%-H+)F

'KGL`1`'KGEL

#@.% +H+)FE% ?.).2'*6% ?'*?,(F.F% 0@.%
R+?I+0@'*5%B(0%0@.%/+6'11%1')%+,,%0@.%<).+0%
H')I%H+E%6.0%0'%?'2.D%R+?I+0@'*%/)'i.?0E%
H.).% E@+).F%2').% B)'+F,6% HC0@% 0@.% !"#$%

)EL@DGL&CBI&KBLKOSGL&
WA?H&GSE&TA?ZEFGL&
PEAE&WEI&KBG?&R?AVKBO&
0A?@T&LELLK?BL&SEDI&
GSA?@OS?@G&GSE&PEEVQ

R+?I+0@'*%/+)0C?C/+*0E%H')I.F%?''/.)+0CX.,6%
C*%0.+2ED

A+E/B.))6%;CE%H.).%+2'*<%0@.%2+*6%0.?@%<''FC.E%
+X+C,+B,.%0'%HC*D
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;+)0C?C/+*0E%+0%0@.%E.?'*F%!"#$%R+?I+0@'*%2+I.%0@.C)%/).E.*0+0C'*ED%

?'22(*C06%+0%+*%.^0).2.,6%H.,,]+00.*F.F%

[C0E]K][C0.E%E.EEC'*D%

A.E(,0E% +*F% C*EC<@0E% 1)'2% 0@.% /)'i.?0E%

H.).% 1.F% C*0'% _')IC*<% L)'(/% E.EEC'*E%

@.,F%0@)'(<@'(0%0@.%H..ID%P*.%'1%0@.%B.E0%

.^+2/,.E% H+E% 1)'2% 0@.% K"#S=%_')IC*<%

L)'(/%2..0C*<D%-??')FC*<%0'%K+0@+*%"<<.%

'1%O'>C,,+5% pPX.)% 0@.% ?'()E.% '1% 0H'% F+6E%

+% 0.+2%'1% 99% /+)0C?C/+*0E% `B'0@% ,'?+,% +*F%

).2'0.b% @+?I.F% '*% 0@.% #@')% +*F% Z++,+%

?'F.B+E.E5% '/.*% E'()?.% XCF.'% ?'F.?E%

,G&PCL&C&S@OE&
L@FFELL&XU&GSELE&
CBI&?GSEA&HECL@AEL9&
CBI&ELGCXDKLSEI&GSE&
.CFVCGS?B&CL&C&YCD@CXDE&
CBI&YKXACBG&CIIKGK?B&&
G?&GSE&,$(2&F?HH@BKGU&
O?KBO&W?APCAIQ

E/C)C0%'1%0@.%!"#$D%R+XC*<%+%R+?I+0@'*%CE%+*%%

.^?.,,.*0% H+6% 1')% *.H% CF.+E% 0'% B.% 0.E0.F%

'(0% C*% )(**C*<% ?'F.5% +*F% K"#S=% HC,,%

B.% B+?I% 1')% 0@.% !"#$% 3a% R+?I+0@'*% C*%%

N'I'@+2+Dq

#@.% ?'2/,.0.% E.0% '1% 0.?@*','<C.E% +*F%

/)'i.?0E5% +E% H.,,% +E% /@'0'E% +*F% +% XCF.'%

E(22+)6%+).%+X+C,+B,.%XC+% 0@.%.X.*0%_CIC%

+0% @00/EghhHHHDC.01D')<h).<CE0)+0C'*hO..0]

C*<_CIChHCICh34@+?I+0@'*D

$)'2% 0@.% 2+C*% R+?I+0@'*% /+<.% `@00/Eghh

HHHDC.01D')<h@+?I+0@'*hb% C0% CE% .+E6% 0'%

*+XC<+0.% 0'% C*1')2+0C'*% +B'(0% +,,% '1% 0@.%

!"#$% R+?I+0@'*ED% #@.% !"#$% +*F% '/.*%

E'()?.% ?'22(*C0C.E% +).% .*?'()+<.F% 0'%

).1.).*?.% 0@.E.% EC0.E% 0'% @.,/% HC0@% 0@.C)%

'*<'C*<%H')ID

RSCG4L&1EeGd&

#@.% !"#$% @+E% +,).+F6% +**'(*?.F% +%

R+?I+0@'*%+0% !"#$%3a% C*%N'I'@+2+5%+*F%

=CE?'% Z.XK.0% CE% '*% B'+)F% 0'% E/'*E')% C0%

+<+C*D% !*% +FFC0C'*5% 0@.% R+?I+0@'*% CE% *'H%

+%).<(,+)%/+)0%'1%!"#$%2..0C*<ED%G/'*E')]

E@C/%'//')0(*C0C.E%.^CE0%1')%+*6'*.%H+*0C*<%

0'% E@'H% 0@.C)% E(//')0% 1')% 0@CE% C2/')0+*0%

.11')0D%='*0+?0%A+6%;.,,.0C.)%1')%F.0+C,ED%

*GCU&,BW?AHEI

#'%E0+6%C*1')2.F%+B'(0%/+E0%+*F%1(0().%!"#$%

R+?I+0@'*E5%E(BE?)CB.%0'%@+?I+0@'*jC.01D

')<D%

0@+0% @+X.% B..*% ?'*0)CB(0.F% B6%=CE?'% +*F%
O'>C,,+%).E/.?0CX.,6%0'%0@.%K"#S=%_')IC*<%
L)'(/D% #@.% ).E(,0E% '1% 0@.% R+?I+0@'*%%
C*?,(F.F% +FFC*<% E(//')0% 1')% #@')% 0'% 0@.%
-)._.='2/).EE.FN.0D?'2% 0.E0C*<%
1)+2.H')I5% )(**C*<% 1'()% .^/.)C2.*0E%
(EC*<% #@')kE%2'0C'*% ?'2/.*E+0C'*%HC0@C*%
Daala, and fixing a long-standing issue in 
Z++,+%B6%+FFC*<%0@.%=M;%/'E0]/)'?.EEC*<%
filter from Thor. Cisco committed changes 
0'%Z++,+% +*F%O'>C,,+% ?'22C00.F% ?@+*<.E%
0'% #@')5% H@C?@% E@'HE% 0@.% ?',,+B')+0CX.%

G'2.%/+)0C?C/+*0E%+//.+)%0'%0@C*I%0@.6%+).%*'0%H')0@65%B(0%0@.C)%H')I%/)'X.F%0@.2%H)'*<D%
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0@.% E.EEC'*5% H.% @+F% +*EH.)E% 0'%2'E0% '1%
0@.%W(.E0C'*E%H.kF%/'E0.F%+0%0@.%B.<C**C*<%
'1%0@.%['$D

o% Y../%0@.%G(*F+6%0(0')C+,E5%B(0%
?'*ECF.)%/)'XCFC*<%E@')0.)%0)+C*C*<%
E.EEC'*E%`E@')0.)%0@+*%0H']@'()%
E,'0EbD

o% #@.%"F(%#.+2%?@+)0.)%CE%<''FD%!0%
.*+B,.E%B'0@%/)'?.EE%')C.*0.F%+*F%
0.?@*C?+,%0(0')C+,E5%+*F%0@.).1').%
*..F*k0%B.%+Fi(E0.FD

o% ='*0C*(.%0'%/)'XCF.%0.?@*C?+,%%
0(0')C+,E%`*'0%'*,6%/)'?.EE]')C.*0.FbD

o% Z'*k0%'*,6%0+)<.0%*.H?'2.)Er%+,E'%
0+)<.0%.^CE0C*<%/+)0C?C/+*0E5%_')IC*<%
L)'/%?@+C)E5%+*F%+).+%FC).?0')ED

o% ='*ECF.)%/)'XCFC*<%?'*0.*0%0@+0%CE%
2').%FC<.E0CB,.%'X.)%0@.%!*0.)*.05%
E(?@%+E%XCF.'E%+*F%H.BC*+)ED

o% L+0@.)%2').%1..FB+?I%+10.)%.+?@%%
0(0')C+,D

o% $',,'H%(/%HC0@%*.H?'2.)E%+10.)%0@.C)%
first IETF meetings to find out what 
H')I.F%1')%0@.2%+*F%H@+0%FCF*k0D

#@.).%H+E%E0)'*<%E.*0C2.*0% 0@+0% 0@.%"F(%
#.+2%E@'(,F%*'0%2.)<.%HC0@%0@.%2.*0')C*<%
/)'<)+2%+0%0@CE%E0+<.D%$C)E05%0@.%2.*0')C*<%
program needs to better define its goals, 
/,(E%C0%*..FE%B'0@%+%?@+)0.)%+*F%+%2+C,C*<%
,CE0D%-,E'5%/+)0C?C/+*0E%1.,0%0@+0%C0%CE%*'0%?,.+)%
H@+0%*.H?'2.)E%*..FD%#@.).%CE%2').%0@+*%

,$(2&MN&'/2%&$3+1$_(
By Mirjam Kuehne

!K%IETF JOURNAL, SPMD%985%!GGQ"%95%!%_AP#"%-[PQ#%#R"%-=#!S!#!"G%P$%#R"%!"#$%
"F(?+0C'*%#.+2%`@00/ghhC.01D')<h.F(hbD%GC*?.% 0@.*5% C*%+FFC0C'*% 0'%')<+*C>C*<% 0@.%G(*F+6%

0(0')C+,E%+*F%_')IC*<%L)'(/%`_Lb%?@+C)%E.EEC'*E5%H.kX.%).XC.H.F%'()%/')01',C'5%'()%0)+C*]
C*<%2.0@'FE5%0@.%+(FC.*?.E%H.kX.%).+?@.F5%+*F%0@.%0'/C?E%H.kX.%?'X.).FD%!0%B)'(<@0%(/%+%
*(2B.)%'1%W(.E0C'*Eg%G@'(,F%H.%I../%0@.%G(*F+6%0(0')C+,Eu%G@'(,F%H.%/)'XCF.%2').%'*,C*.%
0)+C*C*<%C*%0@.%1')2%'1%E@')05%0'/C?+,%XCF.'Eu%-).%H.BC*+)E%0@.%H+6%0'%<'u%R'H%F'%H.%).+?@%
'0@.)%+(FC.*?.E5%E(?@%+E%0@.%'/.*%E'()?.%?'22(*C06u%G@'(,F%H.%).XC.H%'()%?@+)0.)%')%
F'.E%C0%+,).+F6%?'X.)%B'0@%?()).*0%+?0CXC0C.E%+*F%/'EECB,.%?@+*<.E%+*F%+Fi(E02.*0E%C*%0@.%
1(0().u%$C*+,,65%+*F%2'E0%C2/')0+*05%E'2.%"F(%#.+2%2.2B.)E%HC,,%).0C).%E''*s@'H%HC,,%
we find new members?

!*% +FFC0C'*5%H.% B.<+*% ?',,+B')+0C*<%2').%
HC0@% 0@.% !"#$% 2.*0')C*<% /)'<)+2% +*F%
,''IC*<% +0% H+6E% 0'% 2').% .11.?0CX.,6% ?',]
,+B')+0.% +*F% E@+).% ).E'()?.ED% _'(,F% C0%
2+I.%E.*E.% 0'%2.)<.% 0@.%"F(%#.+2%+*F%
0@.%2.*0')C*<%/)'<)+2u%

P()% FCE?(EEC'*E% ?(,2C*+0.F% C*% B'0@% 0@.%%
')<+*C>+0C'*%'1%0@.%"ZQK"e#%[C)FE]'1]+]
$.+0@.)%`['$b%E.EEC'*%+0%!"#$%34%?@+C).F%
B6% Z+*% A'2+E?+*(% +*F% 26E.,15% +*F% +*%
!*0.)*.0%Z)+10%H)C00.*%B6%K+,C*C%",IC*E%+*F%
26E.,1%C*%/)./+)+0C'*%1')%0@.%['$D

#@.%2+C*%<'+,%'1%0@.%"ZQK"e#%['$%H+E%
0'%'B0+C*%C*/(0%1)'2%0@.%?'22(*C06%'*%0@.%
+1').2.*0C'*.F% W(.E0C'*Es1')% B'0@% 0@.%
"F(% #.+2% +*F% 0@.% 2.*0')C*<% /)'<)+2D%
#@.%['$%H+E%X.)6%H.,,%+00.*F.Fr%C0%E0+)0.F%
HC0@% +% F.E?)C/0C'*% '1% 0@.% +?0CXC0C.E% '1% 0@.%

"F(%#.+2%+*F% 0@.% `2(?@% 6'(*<.)b%2.*]

0')C*<% /)'<)+2D% #@.% ).2+C*C*<% 0C2.%

H+E% E/.*0% C*% +?0CX.5% E'2.0C2.E% @.+0.F5%

+*F% ?@+'0C?% FCE?(EEC'*D% !0% H+E% <).+0%

0'% E..% @'H% /+EEC'*+0.% /.'/,.% +).%

+B'(0% 0@.% !"#$5% E@+)C*<% I*'H,.F<.5%

+*F% C*0.<)+0C*<% *.H?'2.)E% C*0'% 0@.%

/)'?.EED% _.% +,E'% @+F% +% *(2B.)% '1%

*.H?'2.)E% E@+).% 0@.C)% .^/.)C.*?.Er%%

.X.)6'*.%H+E%+%*.H?'2.)%'*?.%+*F%?+*%

remember how it felt to attend their first 

IETF meeting—I certainly do!

O'E0% '1% 0@.% E.EEC'*% H+E% F.FC?+0.F% 0'%

0@.% 2.*0')C*<% /)'<)+2r% C0% '*,6% ).?.*0,6%

started and is still defining its mission and 

<'+,ED%[(05%0@.%"F(%#.+2%+,E'%<'0%+%,'0%'1%%

+00.*0C'*D% $')% .^+2/,.5% C*0.).E0C*<% CF.+E%

H.).% )+CE.F% +B'(0% ).<C'*+,% 2.*0')E@C/E%

+*F% ).2'0.% 0)+C*C*<% @(BED% [6% 0@.% .*F% '1%

OC)i+2%Y(.@*.5%"ZQK"e#%['$%?@+C)5%/).E.*0E%0@.%['$%/'E0.)D

[,B\&CIIKGK?B&G?&
?AOCBKbKBO&GSE&*@BICU&
G@G?AKCDL&CBI&R?AVKBO&
0A?@T&gR0h&FSCKA&
LELLK?BL9&PE4YE&AEYKEPEI&
?@A&T?AGW?DK?9&?@A&GACKBKBO&
HEGS?IL9&GSE&C@IKEBFEL&
PE4YE&AECFSEI9&CBI&GSE&
G?TKFL&PE4YE&F?YEAEIQ
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RE&CDL?&SCI&C&B@HXEA&?W&
BEPF?HEAL&LSCAE&GSEKA&
EeTEAKEBFELi&EYEAU?BE&
PCL&C&BEPF?HEA&?BFE&
CBI&FCB&AEHEHXEA&S?P&
it felt to attend their fi rst 
IETF meeting—I certainly 
I?j

'*.% 06/.% '1% *.H?'2.)s.+?@% C*FCXCF(+,%
?'2.E% 0'% 0@.% !"#$%HC0@% +% FC11.).*0% B+?I]
<)'(*F% +*F% FC11.).*0% <'+,ED% &+)C% -)II'5%
!"#$% ?@+C)% +*F% 0@.% +).+% FC).?0')% H@'%
'X.)E..E% 0@.% +?0CXC0C.E% '1% 0@.% "F(% #.+2%
+*F%0@.%2.*0')C*<%/)'<)+25%HC,,%H')I%HC0@%
the mentoring team to further defi ne their 
+?0CXC0C.ED

#@)'(<@'(0% 0@.% /)'?.EE5% -)II'% H+E%
.^0).2.,6% E(//')0CX.% +*F% @.,/1(,D% !0% CE%
<''F%0'%E..%0@+0%'()%+?0CXC0C.E%+).%F..2.F%
X+,(+B,.% +*F% (E.1(,5% +*F% 0@+0% 0@.6% +).%
B.?'2C*<%2').%XCECB,.%C*%0@.%'X.)+,,%!"#$%
E0)(?0().D

!k2% X.)6% @+//6% 0@+0% H.% 1'(*F% 0H'% *.H%
2.2B.)Eg% Y+).*% PkZ'*'<@(.% +*F% Z+*%
A'2+E?+*(D%K+,C*C%",IC*E%HC,,%E0+6%'*% 0@.%
"F(% #.+2% 0'% .*E().% ?'*0C*(.F% /'EC0CX.%
?',,+B')+0C'*% B.0H..*% 0@.% 2.*0')C*<%
/)'<)+2% +*F% 0@.% "F(% #.+2D% -*F% L).<%
_''F% +<)..F% 0'% B.% '*% 0@.% "F(% #.+2%
F()C*<% 0@.% !"#$% H.BEC0.% ).E0)(?0()C*<%
/)'?.EE% `+*F% @'/.1(,,6% ,'*<.)bD% -% ,CE0% '1%
"F(%#.+2%2.2B.)E%?+*%B.%1'(*F%+0%@00/ghh
C.01D')<h.F(h0.+2]2.2B.)ED@02,D%

#@+*IE%0'%+,,%H@'%/+)0C?C/+0.F% C*% 0@.%['$%
/)./+)+0C'*E%+*F%C*%0@.%['$%E.EEC'*D%-*F%
0@+*IE%1')%+,,%0@.%<''F%E(<<.E0C'*ED%;,.+E.%
F'*k0%@.EC0+0.%0'%?'*0+?0%(E%+0%.F(]0.+2j
C.01D')<% HC0@% 6'()% W(.E0C'*E5% ?'22.*0E5%
?'*?.)*E5%?)C0C?CE25%')%E(<<.E0C'*ED%#@.).%
CE%+,E'%+%/(B,C?%2+C,C*<%,CE0%+0%.F(]FCE?(EEj
C.01D')<D%

,$(2&R$'*,($&)$6!#J%&
2,)*(&J$$5&!(&,$(2&MN

ZQA!KL%#R"%!"#$%34%-ZO!K!G#A-#!S"%;M"K-AN5%=POOQK!#N%O"O["AG%LP#%
their fi rst look at updated designs for the new public-facing IETF website (https://www.

C.01D')<bD%#@.%F.EC<*%H+E%F.X.,'/.F%B+E.F%'*%(E+<.%F+0+%'1%0@.%?()).*0%!"#$%H.BEC0.5%C*/(0%
1)'2%0@.%0+)<.0%+(FC.*?.E5%+*F%?'*E(,0+0C'*E%HC0@%0@.%!"#$%='22(*C06%A.XC.H%='22C00..D%
#@.%(/F+0.F%F.EC<*%+C2E%0'%B.%HCF.,6%(E+B,.5%C*?,(FC*<%B.C*<%+??.EECB,.%'*%2'BC,.5%+*F%
H')IC*<%H.,,%'X.)%,'H]B+*FHCF0@h@C<@],+0.*?6%*.0H')I%?'**.?0C'*ED%

#')?@B'^5%0@.%QY]B+E.F%X.*F')%E.,.?0.F%1')%0@.%/)'i.?05%H+E%'*%@+*F%+0%!"#$%34%0'%+*EH.)%
W(.E0C'*E% 1)'2%2..0C*<% +00.*F..ED% #@.% /)'i.?0% ).2+C*E% '*% E?@.F(,.5%HC0@% /,+*E% 0'% )',,%
out the fi nal site after IETF 94. Meanwhile, work is underway to further test the design, 
C*?,(FC*<% C0E% +??.EECBC,C065% +*F% 0'% E2''0@,6%2C<)+0.% ?'*0.*0% 0'% 0@.%*.H%/,+01')2D%P*% 0@.%
?()).*0%0C2.,C*.5%0@.%H.BEC0.kE%*.H%,''I%HC,,%B.%C*%/,+?.%B6%0@.%B.<C**C*<%'1%789fD%
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[(\SE&TA?XDEH&KLB4G&
EBFAUTGK?B&KGLEDW9&
X@G&ACGSEA&F@AAEBG&
HCBCOEHEBG&CBI&
?TGKHKbCGK?B&GEFSBKk@EL&
GSCG&I?B4G&P?AV&PEDD&&
g?A&CG&CDDh&KB&GSE&TAELEBFE&
?W&EBFAUTGK?BQ&1EP&?A&&
IKWWEAEBG&PCUL&G?&
?TGKHKbE&GSE&F@LG?HEA&
EeTEAKEBFE&CAE&BEEIEIQ

!*% K'X.2B.)% 789a5% 0@.% !*0.)*.0% -)?@C]
0.?0().% ['+)F% `!-[5% HHHDC+BD')<b% CEE(.F%
a Statement on Internet Confidentiality 
`@00/EghhHHHDC+BD')<h789ah99h9ahC+B]E0+0.]
ment-on-internet-confidentiality/). This 
E0+0.2.*0% .*?'()+<.F% 0@.% HCF.E/).+F%
use of encryption to provide confiden]
0C+,C06% +*F% 0'% C2/)'X.% 0@.% 'X.)+,,% E.?()C06%
'1% 0@.% !*0.)*.0D% P*.% +).+% '1% ?'*?.)*%%
).<+)FC*<%0@CE%E0+0.2.*0%H+E%0@.%/'EECB,.%
difficulty in the deployment of widespread 
.*?)6/0C'*D% O'E0% '1% 0@.E.% ?'*?.)*E%%
+//.+).F% 0'% B.% 'X.)E0+0.FD% #@.% +2'(*0%
'1%F./,'6.F%.*?)6/0C'*%+//.+)E%0'%B.%)CE]%
C*<%E0.+FC,6%C*%2'E0%F./,'62.*0%E?.*+)C'ED%%
R'H.X.)5% ?'*?.)*E% ).2+C*% C*% 2'BC,.%%
.*XC)'*2.*0ED% #@.% O+AK"_% H')IE@'/%
B)'(<@0% 0'<.0@.)% 0@.% !"#$% +*F% L)'(/.%
G/.?C+,.%O'BC,.%-EE'?C+0C'*%̀ LGO-b%?'2]
2(*C0C.E% 0'%FCE?(EE% 0@.E.%?@+,,.*<.E%+*F%
0'%.^/,').%/'EECB,.%*.+)]0.)2%+*F% ,'*<.)]
0.)2%E',(0C'*ED%

R.,F%C*%-0,+*0+5%L.')<C+5%7an7:%G./0.2B.)%
789:5%0@.%H')IE@'/%H+E%i'C*0,6%E/'*E').F%
B6% 0@.% !-[5% 0@.% !*0.)*.0% G'?C.06% `HHHD%
C*0.)*.0E'?C.06D')<%b5%-#d#%̀ HHHD+00D?'2%b5%
+*F%0@.%LGO-%̀ HHHD<E2+D?'2%bD%-//)'^C]
2+0.,6% :8%.^/.)0E% 1)'2%+)'(*F% 0@.%H'),F%
)./).E.*0C*<% +% X+)C.06% '1% ?'*E0C0(.*?C.E5%%
C*?,(FC*<% B)'HE.)% X.*F')E5% ?'*0.*0%%
/)'XCF.)E5% ?'*0.*0% F.,CX.)6% *.0H')IE5%

+%E.EEC'*%F.X'0.F%0'%F./,'62.*0%?'*ECF.)]
+0C'*E%1)'2%!"#$%+*F%LGO-%/.)E/.?0CX.ED%
K.^0%H+E% +% E.EEC'*% '*% 0)(E0%2'F.,E% +*F%
(E.)% ?@'C?.% 0@+0% .^/,').F% E'2.% '1% 0@.%%
/.)E/.?0CX.E% +*F% 0)+F.'11ED% #@.% 0H'%
E.EEC'*E% 0@+0% 1',,'H.F% .^/,').F% E.*FC*<%
F+0+%(/%+*F%F'H*%1')%*.0H')I%2+*+<.2.*0%
benefits. That was followed by sessions on 
+//,C?+0C'*%2'F.,E5% 0)+*E/')0% CEE(.E5% +*F%
/',C?6h).<(,+0C'*D%#@.%.+),6%E.EEC'*E%H.).%
?@+,,.*<C*<%+*F%+,,%/+0@E%E..2.F% 0'% ,.+F%
B+?I%0'%0)+*E/')0% CEE(.ED%R'H.X.)5%B6%0@.%
.*F%'1%0@.%E.?'*F%F+65%E.X.)+,%I.6%0@.2.E%
.2.)<.FD%

5EU&(SEHEL

P*.% /)C2+)6% 'BE.)X+0C'*% H+E% 0@+0% 0@.%
/)'B,.2% CE*k0% .*?)6/0C'*% C0E.,15% B(0% )+0@.)%
?()).*0% 2+*+<.2.*0% +*F% '/0C2C>+0C'*%
0.?@*CW(.E% 0@+0% F'*k0%H')I%H.,,% `')% +0% +,,b%
C*% 0@.% /).E.*?.% '1% .*?)6/0C'*D% K.H% ')%%
FC11.).*0% H+6E% 0'% '/0C2C>.% 0@.% ?(E0'2.)%
.^/.)C.*?.%+).%*..F.FD%#'/C?E% ,CI.%?''/]
.)+0CX.%).E'()?.%2+*+<.2.*0%+*F%?'*0.*0%
F.,CX.)6%*.0H')I%`=ZKb%C2/)'X.2.*0%H.).%
identified as key solutions. A possible new %
/)'0'?',%1')%I.6,.EE%GGM%0'%2+I.%FCE0)CB(0]
ed CDN deployments easier was identified 
+E%*.+)]0.)2%H')ID%

#@.).% H+E% +,E'% 2'2.*0(2% <+0@.)C*<%
+)'(*F% 0@.% 1+?0% 0@+0% 0@.% /)'B,.2% CE*k0%

#!)1$R&R/)5*./J&$_J7/)$*&
(.$&".!77$10$*&/2&$1")-J(,/1
By Karen O’Donoghue

#R"%!"#$%-KZ%#R"%!-[%R-S"%MPKL%[""K%"KL-L"Z%!K%-=#!S!#!"G%#P%A"[Q!MZ%
(E.)%0)(E0%+*F%E0).*<0@.*%0@.%!*0.)*.0%C*%0@.%1+?.%'1%/.)X+ECX.%2'*C0')C*<%+*F%/'0.*0C+,%

/)'F(?0%X(,*.)+BC,C0C.ED%#@.%O+*+<C*<%A+FC'%K.0H')IE%C*%+*%"*?)6/0.F%_'),F%`O+AK"_b%
H')IE@'/%`@00/EghhHHHDC+BD')<h+?0CXC0C.EhH')IE@'/Eh2+)*.Hhb%H+E%0@.%,+0.E0%C*%+%E.)C.E%'1%
?',,+B')+0CX.%+?0CXC0C.ED%%

&C+*iC.%N'(5%O+AK"_%/+*.,CE05%E@+).E%@.)%%
'BE.)X+0C'*E%HC0@%H')IE@'/%/+)0C?/+*0ED

G/.*?.)%Z+HIC*E5%!"#$%-).+%ZC).?0')5%?'*E(,0E%@CE%
*'0.E%H@C,.%2'F.)+0C*<%+%/+*.,%+0%0@.%O+AK"_%
H')IE@'/D

.W(C/2.*0%X.*F')E5%+*F%2'BC,.%'/.)+0')E5%
<+0@.).F% 0'%B.00.)%(*F.)E0+*F% 0@.%(*CW(.%
?@+,,.*<.E%/).E.*0.F%B6% 0@.%2'BC,.%.*XC]
)'*2.*0% +*F% 0'% .^/,').% H+6E% 0'% +FF).EE%
0@.E.%?@+,,.*<.ED%

#@.% H')IE@'/% E0+)0.F% HC0@% +% ?'(/,.% '1%%
FCE?(EEC'*E%0'%E.0% 0@.%E0+<.g%+*%'X.)XC.H%
+*F% /)'?.EE% B+?I<)'(*F% 1)'2% B'0@% 0@.%
!"#$%+*F%LGO-%?'22(*C0C.E5%1',,'H.F%B6% M
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1(,,6% (*F.)E0''F5% +*F% +FFC0C'*+,% 2.0)C?E%
+*F% F+0+% 0@+0% ?@+)+?0.)C>.% @'H% X+)C'(E%
'/0C2C>+0C'*% +//)'+?@.E% H')I% H'(,F% B.%
@.,/1(,D% -% 1)+2.H')I% 1')% <+0@.)C*<% +*F%
E@+)C*<% '/.)+0C'*+,% F+0+% H+E% FCE?(EE.FD%
#@.%B+E.,C*.%+<+C*E0%H@C?@%*.H%E',(0C'*E%
H'(,F%B.%2.+E().F%CE%/+E0%).E'()?.%2+*]
+<.2.*0% +,<')C0@2E% C*% +*% (*.*?)6/0.F%
H'),FD% #@.).% CE% +% E0)'*<% *..F% 1')% B.00.)%
0.E0C*<%+*F%+*+,6ECE%0'',ED%

1EeG&*GETL

OC*(0.E%1)'2%0@.%H')IE@'/%HC,,%B.%+X+C,+B,.%
'*% 0@.% O+AK"_% H')IE@'/% H.BEC0.% C*%
.+),6% K'X.2B.)% `@00/EghhHHHDC+BD')<h
+?0CXC0C.EhH')IE@'/Eh2+)*.HhbD% -% F)+10%
)./')0% CE% /,+**.F%B6% 0@.%.*F%'1% 0@.% 6.+)r%
C0% HC,,% +,E'% B.% +X+C,+B,.% '*% 0@.%O+AK"_%
H.BEC0.D% -% /).,C2C*+)6% )./')0% 1)'2% 0@.%
H')IE@'/%HC,,%B.%FCE?(EE.F%+0%0@.%G.?()C06%
-).+% -FXCE')6% L)'(/% `G--Lb% 2..0C*<%
F()C*<% 0@.% (/?'2C*<% !"#$% 3a%2..0C*<% C*%
N'I'@+2+D%

_@C,.% H+C0C*<% 1')% 0@.E.% 2').% ?'2/).]
@.*ECX.% )./')0E% +*F% +*+,6E.E5% +% ?'(/,.%
'1%.+),6%E(22+)C.E%@+X.%B..*%/(B,CE@.FD%
K+0+E@+% A''*.65% +% H')IE@'/% ?'?@+C)5%
/)'XCF.F% +% E(22+)6% 1')% 0@.% !"#$% ?@+C)%
B,'<% +0% @00/ghhHHHDC.01D')<hB,'<h789:h83h
C2/).EEC'*E]1)'2]0@.]2+)*.H]H')IE@'/hD%
-,E'5%ZC)I%Y(0E?@.)5% '*.% '1% 0@.% .*.)<.0C?%
/+)0C?C/+*0E5%@+E%/'E0.F%@CE%/.)E/.?0CX.%'*%
0@.% H')IE@'/% +0% @00/ghhFC)I]I(0E?@.)DC*1'h
/(B,C?+0C'*Eh2+*+<C*<])+FC']*.0H')IE]C*]
+*].*?)6/0.F]H'),F]7hD

#@.%1',,'HC*<%/'C*0.)E%/)'XCF.%/.)E/.?0CX.%
1)'2%0@.%LGO-%+*F%_4=g%

o% K.0H')I%O+*+<.2.*0%'1%"*?)6/0.F%
Traffi c, GSMA, Feb 2015, http://www.
<E2+D?'2h*.HE)''2hH/]?'*0.*0h
(/,'+FEh__L]8a]X9]8D/F1D

o% #@.%_4=%#+<%$C*FC*<%'*%pG.?()C*<%
0@.%_.Bq5%&+*(+)6%789:5%@00/Eghh
H4?0+<D<C0@(BDC'hH.B]@00/EhD

-,,% C*% +,,5% C0% H+E% +*% C*0.*E.% 0H'% F+6E% '1%
FCE?(EEC'*D%[6%0@.%.*F5%0@.).%H+E%<.*.)+,%
?'*E.*E(E%'*%E'2.%*.+)]0.)2%H')I%C0.2E%
+*F%+*%+<)..2.*0% 0@+0% 1()0@.)%FCE?(EEC'*%
+*F%+*+,6ECE%CE%).W(C).FD%

,)(2&+J3!($
By Lars Eggert

ZQA!KL%!"#$%34%!K%;A-LQ"5%"!LR#%PQ#%
'1% 0@.% *C*.% ?@+)0.).F% !*0.)*.0% A.E.+)?@%

#+EI%$')?.%`!A#$b%).E.+)?@%<)'(/E%`ALEb%@.,F%
2..0C*<Eg

o% =)6/0'%$')(2%`=$ALb

o% L,'B+,%-??.EE%0'%0@.%!*0.)*.0%1')%-,,%`L-!-b

o% !*0.)*.0%='*<.E0C'*%='*0)',%`!==ALb

o% !*1')2+0C'*]=.*0)C?%K.0H')IC*<%`!=KALb

o% K.0H')I%$(*?0C'*%SC)0(+,C>+0C'*%`K$SALb

o% K.0H')I%O+*+<.2.*0%`KOALb

o% K.0H')I%='FC*<%`K_=ALb

o% Software-Defi ned Networking (SDNRG) 

!*%+FFC0C'*% 0'% 0@.%2..0C*<E%'1% 0@'E.%+,).+F6%?@+)0.).F%).E.+)?@%<)'(/E5% 0@)..%/)'/'E.F%
).E.+)?@%<)'(/E%@.,F%2..0C*<ED%-%/)'/'E.F%R(2+*%AC<@0E%;)'0'?',%='*ECF.)+0C'*E%A.]
E.+)?@%L)'(/%`RA;=b%@.,F%C0E%E.?'*F%/(B,C?%2..0C*<D%#@.%/)'/'E.F%p#@C*<]0']#@C*<q%).]
E.+)?@% <)'(/% `#7#ALb5% ).,+0.F% 0'% !*0.)*.0]'1]#@C*<E% *.0H')IC*<5% @.,F% +% E.?'*F5% ,'*<.)%
2..0C*<% 0@.%H..I.*F% B.1').% 0@.% !"#$5% C*% +FFC0C'*% 0'% +% E@')0.)% E.EEC'*% @.,F% F()C*<% 0@.%
week. And lastly, the third proposed research group, “How Ossifi ed is the Protocol Stack?” 
(HOPSRG), discussed measurements at its fi rst face-to-face meeting.

At the IRTF Open Meeting, two of the fi ve 
HC**.)E% '1% 0@.% 789:% -//,C.F% K.0H')IC*<%
A.E.+)?@% ;)C>.% `-KA;b% /).E.*0.F% 0@.C)%
research: Haya Shulman analyzed the defi -
?C.*?C.E% '1%Z'2+C*%K+2.%G6E0.2% `ZKGb%
privacy approaches; João Luís Sobrinho 
F.EC<*.F% +% )'(0.]+<<).<+0C'*% 0.?@*CW(.%
that allows fi ltering while respecting 
)'(0C*<%/',C?C.ED%$')%2').%+B'(0%0@.%-KA;%
HC**.)E5%E..%/+<.%77D

#@.% *'2C*+0C'*% /.)C'F% 1')% 0@.% 789f%
-KA;%+H+)FE% CE% *'H% ?,'E.FD%#@.%-KA;%
CE% +H+)F.F% 1')% ).?.*0% ).E(,0E% C*% +//,C.F%
*.0H')IC*<% ).E.+)?@% 0@+0% +).% ).,.X+*0% 1')%
0)+*EC0C'*C*<%C*0'%E@C//C*<%!*0.)*.0%/)'F(?0E%
+*F% ).,+0.F% E0+*F+)FC>+0C'*% .11')0ED% N'(%
+).% .*?'()+<.F% 0'% *'2C*+0.% ).,.X+*0%
scientifi c papers that you have recently 
+(0@').F%')%).+F%1')%?'*ECF.)+0C'*D%;,.+E.%
E..%@00/EghhC)01D')<h+*)/%1')%F.0+C,ED

*GCU&KBW?AHEI&CX?@G&GSELE&CBI&?GSEA&SCTTEBKBOL&XU&Z?KBKBO&GSE&,)(2&IKLF@LLK?B&DKLG&
CG&PPPQKAGWQ?AOfHCKDHCBfDKLGKBW?fKAGW`IKLF@LLQ%

2015 ANRP winners, Haya Shulman and João Luís 
G'B)C*@'%
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(SA?@OS&C&ICLSX?CAI&
U?@&F?@DI&FDKFV&G?&CII&
@T&G?&8<<&TCACDDED&REX&
fl ows per second, and 
U?@&F?@DI&LGCAG&I?bEBL&
?W&I?PBD?CIL&G?&TKDE&?B&
EYEB&H?AE&D?CIQ&

',(*`1`',($*&3$#/*&+7()!`7/R&
3$7!-&2/)&!77
By Bob Briscoe

-#%#R"% [!#G]K][!#"G% G"GG!PK% -#% !"#$% 34% !K% ;A-LQ"5% GPO"#R!KL% cQ!#"%
).2+)I+B,.%H+E% F.2'*E0)+0.Fg% +% E0).+2.F% 1''0B+,,%2+0?@% 0@+0% 6'(% ?'(,F% /+*% +*F%

zoom with fi nger gestures on a touch screen—and still get (high defi nition) HD at full 
>''2D%#@.%+//%C*%C0E.,1%H+E%/).006%*.+05%B(0%0@.%).E/'*ECX.*.EE%H+E%0@.%).2+)I+B,.%0@C*<r%
it seemed to stick to your fi nger as you panned or pinched. As you’d expect, attendees 
@+F% E'2.% /).006% /'C*0.F% W(.E0C'*E% 1')% 0@'E.% ).E/'*ECB,.g% A.F(?C*<% !*0.)*.0% #)+*E/')0%
M+0.*?6%`A!#"b5%+%0.+2%'1%"()'/.+*%!*0.)*.0%).E.+)?@.)E%H@'E.%<'+,%C0% CE%0'%).2'X.%0@.%

)''0% ?+(E.E% '1% (**.?.EE+)6% ,+0.*?6% 'X.)%
0@.%!*0.)*.0D%#@.%C*C0C+0CX.%CE%1(*F.F%B6%0@.%
"()'/.+*% ?'22CEEC'*% (*F.)% 0@.% 1/U]!=#%
/)'<)+22.D

RCL&KG&FCFSEI&D?FCDDUd&

No. Each client was feeding the fi nger 
<.E0().E% 0'%+% ).2'0.%/)'^65%H@C?@5%H@C?@%
was generating the HD scene on the fl y  
1')%0@+0%(E.)%1)'2%+%/+*')+2C?%XCF.'%'1%0@.%
H@',.%E0+FC(2D

RCL&KG&Z@LG&C&LS?AG&FCXDEd&

K'D%"+),C.)%C*%0@.%H..I5%C*%0@.%+?0CX.%W(.(.%
2+*+<.2.*0%̀ -cOb%_')IC*<%L)'(/%`_Lb5%
0@.% E+2.% 0.?@*','<6% @+F% B..*% F.2'*]
E0)+0.F% (EC*<% ).2'0.% ,'<C*% '*% [.,,% M+BEk%
B)'+FB+*F% 0.E0B.FD%#@.6%H.).% E0).+2C*<%
1)'2%+% /)'^6% C*% +% F+0+% ?.*0).% 0'% +% @'2.%
*.0H')I% +?)'EE% ).+,% ?').5% B+?I@+(,5%
+*F% FC<C0+,% E(BE?)CB.)% ,C*.% `ZGMb% +??.EE%
*.0H')I% .W(C/2.*0s'X.)+,,% U2E% B+E.%
)'(*F% 0)C/% F.,+6s0@.% E')0% '1% B+E.% F.,+6%
6'(% E@'(,F% <.0% 0'% 6'()% ,'?+,% ?'*0.*0% F.]
,CX.)6% *.0H')I% `=ZKbD% $')% [C0E]K][C0.E5%
0@.6% H.).% (EC*<% *.0.2% 0'% .2(,+0.% 0@.%
E+2.%F.,+6D

RCL&GSKL&3KWWLEAY&k@CDKGU&
?W&LEAYKFE&gl?*hd

K'D%#@+0%H+E%0@.%).2+)I+B,.%0@C*<D%ZC11E.)X%
'*,6%<CX.E%c'G%0'%E'2.%+0%0@.%.^/.*E.%'1%
others. This was for all traffi c, even under 
@C<@%,'+FD%#@)'(<@%+%F+E@B'+)F%6'(%?'(,F%
click to add up to 100 parallel Web fl ows 

/.)% E.?'*F5% +*F% 6'(% ?'(,F% E0+)0% F'>.*E%
'1% F'H*,'+FE% 0'% /C,.% '*% .X.*%2').% ,'+FD%
K'0% '*,6% FCF% 0@.% /+*% +*F% >''2% ).E/'*]
siveness stay ‘fi nger-sticking’ good, but a 
?@+)0%'*%0@.%F+E@B'+)F%E@'H.F%0@+0%+,,%0@.%
other fl ows were seeing the same ultra-low 
W(.(C*<% F.,+6D% !0% 2.+E().F% 0@.% W(.(C*<%
F.,+6% '1% .+?@% /+?I.0s*'0% i(E0% 0@.% XCF.'%
but all the Web fl ows and downloads. The 
H')E0% F.,+6%H+E% E'% ,'H% 6'(% ?'(,F% @+)F,6%
E..%0@.%/,'0si(E0%+%?'(/,.%'1%/C^.,ED%

.CI&GSEU&Z@LG&F?BWKO@AEI&YEAU&
LSCDD?P&X@WWEALd&

K'D% #@.% F+E@B'+)F% E@'H.F% 0@.% ,C*I% H+E%
1(,,6%(0C,C>.FD

$C<().%7D%Z+E@B'+)F%SC.H

$C<().%9D%A.W(.E0.F%+*F%A.*F.).F%SC.HE%'1%G0).+2C*<%$''0B+,,%O+0?@
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(SE&GEFSB?D?OU&LS?PB&KB&JACO@E&OKYEL&@L&C&BEP&
F?HT?BEBG9&@LKBO&Z@LG&GP?&k@E@ELi&C&L?AG&?W&LEHK`
TEAHECXDE&HEHXACBE&GSCG&TCAGKGK?BL&?WW&GSE&SCAHW@D&IEDCU&&
?W&FDCLLKF&("J&PKGS?@G&TAEZ@IOKBO&PSEAE&G?&TCAGKGK?B&&
GSE&XCBIPKIGSQ

"?@DI&PE&SCYE&GSKL&
1KAYCBC&?B&GSE&T@XDKF&
,BGEABEGd&*@AEDU&CBU&
classic TCP flows from 
?DIEA&HCFSKBEL&P?@DI&
KBGA?I@FE&k@E@KBO&IEDCU&
GSCG&P?@DI&A@KB&EYEAU?BE&
EDLE4L&TEAWEFG&ICUQ&

*?&PSCG&PCL&GSE&HCOKF&@BIEA&GSE&
F?YEALd&

c(C0.% EC2/,65% +,,% 0@.6% H.).% F'C*<% H+E%
*'0% (EC*<% ).<(,+)% #)+*E2CEEC'*% ='*0)',%
;)'0'?',%`#=;b%`*'%K.H%A.*'5%*'%=(BC?bD%
!*E0.+F5% 0@.6% @+F% EHC0?@.F% 0@.% E0+?IE% +0%
B'0@% .*FE% 0'%H@+0% 0@.6% ?+,,.F% +% E?+,+B,.%
#=;5% HC0@% *'% *..F% 0'% ?@+*<.% 0@.% +//ED%
#@.6% E+CF% +*6% E?+,+B,.% #=;% HC,,% H')I5%
+E% ,'*<%+E% C0%(E.E%.^/,C?C0%?'*<.E0C'*%*']
tification (ECN) as well.  For scalable 
#=;5% 0@.6% H.).% (EC*<% Z+0+% =.*0).% #=;%
(DCTCP) unmodified, which Microsoft 
F./,'6.F% EC*?.% _C*F'HE% G.)X.)% l5% +*F%
0@.).kE%+%MC*(^%X.)EC'*%0''D%

#@.*%0@.6%@+F%E.0%0@.%B'00,.*.?I%W(.(.%0'%
"=K]2+)I% /+?I.0E% +B'X.% +% E@+,,'H% E0./%
0@).E@',FD%-??.EE%,C*I%?+/+?C06%CE%06/C?+,,6%
0@.%B'00,.*.?I%1')%ZGM5%?+B,.5%+*F%?.,,(,+)D%
G'5% 1')% 0@.C)% F'H*E0).+2% ZGM% ?+E.% 0@.6%
'*,6%*..F.F%0@CE%2+)IC*<%+0%0@.%[)'+FB+*F%
K.0H')I%L+0.H+6% `[KL5%+DID+D5%[A-G%')%
OG"bD% #@.% E+2.% C*% 0@.% @'2.% <+0.H+6%
'(<@0%0'%E')0%'(0%0@.%(/E0).+25%+E%H.,,D

,BFAEHEBGCD&3ETD?UHEBGd&

='(,F%H.%@+X.%0@CE%KC)X+*+%'*%0@.%/(B,C?%
Internet? Surely any “classic” TCP flows 
1)'2% ',F.)% 2+?@C*.E% H'(,F% C*0)'F(?.%
W(.(C*<% F.,+6% 0@+0% H'(,F% )(C*% .X.)6'*.%
.,E.kE% /.)1.?0% F+6D% -,E'5% pE?+,+B,.q% #=;E%
+).% 2(?@% 2').% +<<).EECX.% 0@+*% ?,+EEC?%
#=;ED% G'% H@.*.X.)% 0@.% 0H'% ?'2/.0.F5%
6'(%H'(,F%.^/.?0%?,+EEC?%#=;E%0'%<.0%'*,6%
+%E2+,,%E@+).%'1%0@.%?+/+?C06D%

#@CE% H+E% H@.).% 0@.% F.2'% <'0% ).+,,6% C*]
0.).E0C*<D% QEC*<% 0@.% F+E@B'+)F5% 6'(%
could add classic flows, too. But it didn’t %
+11.?0% 0@.% (,0)+],'H% W(.(C*<% F.,+6% '1% 0@.%
E?+,+B,.% /+?I.0E% +0% +,,D% -*F% 0@.% W(.(C*<%
delay of the classic flows wasn’t compromis-
.F% .C0@.)sC0% H+E% *'%H')E.% 0@+*% C0% H'(,F%
@+X.%B..*%C1%+,,%0@.%,'+F%@+F%B..*%?,+EEC?D%

Most impressive, all the flows still shared 
'(0%0@.%?+/+?C06%)'(<@,6%.W(+,,65%+E%C1%0@.6%
H.).%+,,% 0@.%E+2.% 06/.%'1%#=;D%[(0% 0@.).%
was no per-flow scheduling—indeed, they 
H.).*k0% C*E/.?0C*<% +*60@C*<% +B'X.% 0@.%%
!*0.)*.0%;)'0'?',%`!;b%,+6.)D%

.?P&IKI&GSEU&I?&GSCGd&

They classified classic traffic into a separate 
W(.(.% 0'% /).X.*0% C0% F.,+6C*<% 0@.% E?+,+B,.%
traffic. Then, they coupled dropping and 
"=K]2+)IC*<% B.0H..*% 0@.% 0H'% W(.(.E5%
marking scalable flows more aggres]
ECX.,6%0'%.^+?0,6%?'(*0.)B+,+*?.%0@.C)%2').%%
+<<).EECX.% ).E/'*E.% 0'% 0@.% 2+)IED% #@CE%%
).W(C).F%+%EW(+).%).,+0C'*E@C/5%H@C?@%0@.6%
?'F.F%).+,,6%*.+0,6r%0@.6%i(E0%?'2/+).F%0@.%
W(.(C*<%0C2.%+<+C*E0%'*.%)+*F'2%*(2B.)%
1')%2+)IC*<%+*F%+<+C*E0%0H'%1')%F)'/D%#@.6%
@+X.%+%*C?.%+CF.]2x2'C).% 1')% 0@CEg% p#@C*I%
0HC?.%B.1').%F)'//C*<Dq

*@BLEGGKBO&("Jd

[+?I% C*% 78975% H@.*% 0@.% !"#$% .2B+)I]
.F% '*% 0@.% ).+,]0C2.% ?'22E% C*% _.B%
B)'HE.)E% `A#=_"[b%.11')05% C0%H+E%I*'H*%

0@+0% W(.(C*<% F.,+6% +*F% iC00.)% H'(,F% '10.*%

F.<)+F.% A#=_"[D% -*% !*0.)*.0% -)?@C]

0.?0().% ['+)F% `!-[b% H')IE@'/% ,.F% 0'%

0@.% BC)0@% '1% 0@.% A#;% O.FC+% ='*<.E0C'*%

-X'CF+*?.% #.?@*CW(.E% `AO=-#b% +*F% 0@.%

+?0CX.% W(.(.% 2+*+<.2.*0% `-cOb% _LED%

RMCAT would avoid real-time traffic 

+FFC*<%0'%0@.%/)'B,.25%+*F%-cO%H'(,F%+0%

,.+E0% ).2'X.% (**.?.EE+)C,6% ,'*<% W(.(.E%

B6% 0+?I,C*<%E']?+,,.F%B(11.)]B,'+0D%[(0% 0@.%

elephant in the room was TCP. Per-flow 

W(.(C*<%H+E%C*?,(F.F%C*%0@.%-cO%?@+)0.)%

as a way to isolate a delay-sensitive flows 

1)'2% #=;5% B(0% C0% H+E% @.F<.F% )'(*F% HC0@%

?+X.+0E5% <CX.*% 0@.% C2/,C?+0C'*% 0@+0% 0@.%

*.0H')I%H'(,F% @+X.% 0'% CF.*0C16% 0)+*E/')0]

layer flows, and decide on their relative 

?+/+?C06%E@+).E5%*'0% 0'%2.*0C'*% 0@.%.^0)+%

?'E0s+%0@'(E+*F]'FF%W(.(.E%1')%+%06/C?+,%

).ECF.*0C+,%+??.EED

#@.%0.?@*','<6%E@'H*%C*%;)+<(.%<CX.E%(E%

+%*.H%?'2/'*.*05%(EC*<%i(E0%0H'%W(.(.Er%

+% E')0]'1% E.2C/.)2.+B,.% 2.2B)+*.% 0@+0%

/+)0C0C'*E% '11% 0@.% @+)21(,% F.,+6% '1% ?,+EEC?%

#=;%HC0@'(0%/).i(F<C*<%H@.).%0'%/+)0C0C'*%

0@.%B+*FHCF0@D

#@.%F.2'%E@'H.F%0@+0% 0@.% !*0.)*.0%?'(,F%

B.% E'% 2(?@% B.00.)% HC0@'(0% ?,+EEC?% #=;D%

!0% F.2'*E0)+0.F% 0@+0% +% E(/.)C')% E?+,+B,.%

?,+EE% '1% #=;% +,<')C0@2E% +,).+F6% .^CE0ED%

-*F%C0%E@'H.F%0@.%/+0@%0'%<.0%1)'2%@.).%0'%

0@.).D%!0%H+E%0@.%!"#$%+0%C0E%B.E0D

$')% 2').% C*1')2+0C'*% +B'(0% A!#"5% E..%

@00/ghh)C0./)'i.?0D.(D%% %
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(SE&FCDD& W?A&B?HKBCGK?BL&W?A& GSE&:<8^&!1)J&CPCAI&FUFDE& KL&B?P&FD?LEIQ%
-KA;% HC**.)E% 1')% 789f% HC,,% B.% +**'(*?.F% /)C')% 0'% .+?@% '1% 0@.% 0@)..% !"#$%
2..0C*<E%E?@.F(,.F%C*%789fD%&'C*%0@.%C)01]+**'(*?.jC)01D')<%2+C,C*<%,CE0%1')%+,,%
ANRP related notifications.

!JJ7,$3&1$(R/)5,10&)$*$!)".&
J),m$&R,11$)*&!11/+1"$3
By Mat Ford 

#R"% -;;M!"Z% K"#_PAY!KL% A"G"-A=R% ;A!\"% `-KA;b% !G% -_-AZ"Z% $PA%%
).?.*0% ).E(,0E% C*%+//,C.F%*.0H')IC*<% ).E.+)?@% 0@+0%+).% ).,.X+*0% 1')% 0)+*EC0C'*C*<% C*0'%

E@C//C*<%!*0.)*.0%/)'F(?0E%+*F%).,+0.F%E0+*F+)FC>+0C'*%.11')0ED%#@.%-KA;%+H+)FE%/).E.*0]%
.F%F()C*<%!"#$%34%H.*0%0'%0@.%1',,'HC*<%0H'%C*FCXCF(+,Eg

;& .CUC&*S@DHCBQ For analysing the deficiencies of DNS privacy approaches in the 
/+/.)5%p;).006%[+F%;)CX+?6g%;C01+,,E%'1%ZKG%"*?)6/0C'*Dq%

% A.+F%0@.%1(,,%/+/.)%+0%@00/EghhHHHDC.01D')<h2+C,]+)?@CX.hH.BhF*E]/)CX+?6h?()).*0h/F1]
_W-!Q2",aUD/F1D

;& >?n?&7@oL&*?XAKBS?Q%$')%F.EC<*C*<%+%)'(0.]+<<).<+0C'*%0.?@*CW(.%0@+0%+,,'HE%%
filtering while respecting routing policies in the paper, “Distributed Route Aggregation 
'*%0@.%L,'B+,%K.0H')IDq%

% A.+F%0@.%1(,,%/+/.)%+0%@00/ghhHHHD?ED/)C*?.0'*D.F(hyi).^h/+/.)EhF)+<'*9aD/F1D

Shulman and Sobrinho presented their findings to the Internet Research Task Force open 
2..0C*<%F()C*<%!"#$%34D%

G,CF.E%+).%+X+C,+B,.%+0%@00/EghhHHHDC.01D')<h/)'?..FC*<Eh34hE,CF.EhE,CF.E]34]C)01'/.*]9D/F1%
+*F%@00/EghhHHHDC.01D')<h/)'?..FC*<Eh34hE,CF.EhE,CF.E]34]C)01'/.*]8D/F1D%

#@+*IE% 0'% O..0.?@'5% +(FC'% +*F% XCF.'% 1)'2% 0@.% /).E.*0+0C'*E% CE% +X+C,+B,.% +0% @00/ghh%
).?')FC*<ED?'*1D2..0.?@'D?'2h;,+6'(0 hH+0?@DiE/u).?')FC*<v!"#$34z!A#$P;"K%
d?@+/0.)v?@+/0.)z9%`1)'2%88g9Uga:bD% %

2015 ANRP winner, João Luís Sobrinho % 789:%-KA;%HC**.)5%R+6+%G@(,2+*%%
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#CBU&TE?TDE&CAE&
KBGEAELGEI&KB&LGCBICAI`
KbKBO&C&HKBKHCD&DCBO@COE&
FCTCXDE&?W&EeTAELLKBO&
KBGEBG&KB&BEGP?AVKBO&
confi gurations and work 
?B&GSKL&G?TKF&KL&?BO?KBOQ

:N

,1($)1$(`'!*$3&1$(R/)5&
#/3$7,10&
By Bert Wijnen, Tianran Zhou, Susan Hares, 
and Dr. Pedro A. Aranda Gutiérrez

;AP;PK"K#G% P$% !K#"AK"#][-G"Z% K"#_PAY% OPZ"M!KL% `![K"OPb% R"MZ%
0H'%B+)n[C)FE]'1]+]$.+0@.)%`['$b%2..0C*<E%F()C*<%!"#$%34%C*%;)+<(.D%O+*6%/.'/,.%

+).% C*0.).E0.F% C*% E0+*F+)FC>C*<% +% 2C*C2+,% ,+*<(+<.% ?+/+B,.% '1% .^/).EEC*<% C*0.*0% C*%
networking confi gurations and work on this topic is ongoing via various projects using 
the OpenDayLight platform. Our aim is to defi ne a minimal set of commands that can 
cover 80 percent of the intent expressions needed in network confi gurations (fi gure 1). 

$C<().%9D%#@.%OC*C2+,%G.0%'1%='22+*FE%0@+0%=+*%='X.)%l8%;.)?.*0%'1%0@.%!*0.*0%"^/).EEC'*E%K..F.F%C*%
K.0H')I%='*1C<()+0C'*E

$C<().%7D%"^+2/,.%'1%![K"OP%+0%_')I%C*%0@.%='*0.^0%'1%0@.%"()'/.+*%Q*C'*]$(*F.F%=',,+B')+0CX.%
A.E.+)?@%;)'i.?05%K.0!Z"

G..% @00/Eghh0'',EDC.01D')<h@02,hF)+10]@+).E]
CB*.2']'X.)XC.H]88% 1')% +*% !*0.)*.0]Z)+10%
0@+0%C*?,(F.E%B'0@%+*%'X.)XC.H%'1%![K"OP%
+*F%+%/)'B,.2%E0+0.2.*0D%

#@.% 2..0C*<E% +00)+?0.F% 9:n78% /.'/,.% C*%
.+?@%'1%0H'%E.EEC'*ED%G(.%R+).E%<+X.%+*%
'X.)XC.H%+*F%+*%.^/,+*+0C'*%'1%0@.%+C2E%'1%
![K"OP%+*F%/).E.*0.F%@.)%!*0.)*.0]Z)+10D%
Z)D%;.F)'%-D%-)+*F+%L(0Cx)).>%1)'2%#.,.]
1{*C?+5%!|Z%E@+).F%+*%.^+2/,.%'1%![K"OP%
+0% H')I% C*% 0@.% ?'*0.^0% '1% 0@.% "()'/.+*%
Q*C'*]1(*F.F% ?',,+B')+0CX.% ).E.+)?@%
project, NetIDE* (fi gure 2). And Tianran 
\@'(%1)'2%R(+H.C%F.2'*E0)+0.F%+*%.+),6%
C2/,.2.*0+0C'*%'1%![K"OPD

-%*(2B.)% '1% <''F%W(.E0C'*E%H.).% )+CE.F%
0@+0% C*% 0()*% .*?'()+<.F% (E% 0'% @.,/% *.H]
?'2.)E%B.00.)%(*F.)E0+*F%0@.%0.?@*','<6D%
_.%+,E'%?'*?,(F.F%0@+0%0@.).%CE%+%*..F%1')%
2').%+H+).*.EE%+*F% C*0.).E0% C*% 0@.% 0.?@]
*','<6%B.1').% 0)6C*<% 0'%.E0+B,CE@%+*% !"#$%
_')IC*<%L)'(/D

!1% 6'(% +).% C*0.).E0.F% C*% ![K"OP% 0.?@*']
,'<65%/,.+E.%i'C*%'()%2+C,C*<%,CE0%+0%@00/Eghh
HHHDC.01D')<h2+C,2+*h,CE0C*1'hCB*.2'D% -%
1(,,.)% )./')0% '1% 0@.%B+)]['$%?+*%B.% 1'(*F%
+0% @00/Eghh2+C,+)?@CX.DC.01D')<h+)?@h2E<h
CB*.2'hf30l8HHz<I_("(^.0(<c^I<OG,<D

_.% /,+*% 0'% @+X.% /).E.*0+0C'*E% ')% ['$E%
+0%0@.%AxE.+(^%!;%"()'/x.*E%`A!;"b%+*F%
K')0@%-2.)C?+*%K.0H')I%P/.)+0')Ek%L)'(/%
`K-KPLb% 2..0C*<E% 0'% E/).+F% 0@.% H')F%
+B'(0%0@CE%C*0.).E0C*<%*.H%H')ID%%

*The NetIDE Project is cofunded by the 
European Commission DG CONNECT in 
FP7 under grant agreement 619543.
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Compiled by Mat Ford

L.00C*<%*.H%H')I%E0+)0.F% C*% 0@.% !"#$%(E(+,,6% ).W(C).E%+%BC)FE]'1]+]1.+0@.)% `['$b%2..0C*<% 0'%FCE?(EE%
<'+,E%1')%0@.%H')I5%0@.%E(C0+BC,C06%'1%0@.%!"#$%+E%+%X.*(.%1')%/()E(C*<%0@.%H')I5%+*F%0@.%,.X.,%'1%C*0.).E0%

C*%+*F%E(//')0%1')%0@.%H')ID%!*%0@CE%+)0C?,.5%H.%).XC.H%0@.%['$E%0@+0%0''I%/,+?.%F()C*<%!"#$%345%C*?,(FC*<%0@.C)%
C*0.*0C'*E%+*F%'(0?'2.ED%!1%6'(k).%C*E/C).F%0'%+))+*<.%+%['$%2..0C*<5%/,.+E.%).+F%A$=%:a4a5%p='*ECF.)]
+0C'*E%1')%R+XC*<%+%G(??.EE1(,%[C)FE]'1]+]$.+0@.)%`['$b%G.EEC'*Dq

"CTGKYE&J?AGCD&,BGEACFGK?B&gFCTT?AGh

3ELFAKTGK?B%%=+/0CX.%/')0+,E%+).%(E.F%0'%?'*0)',%HC).,.EE%!*0.)*.0%+??.EE%C*%2+*6%,'?+0C'*E%`.D<D5%?'11..]
E@'/E5%@'0.,EbD%_C0@%0@.%'*<'C*<%2'X.%0'%+%2').%E.?().%!*0.)*.05%0@.%C*0.)?./0C'*%0.?@*CW(.E%.2/,'6.F%B6%
0@.E.%/')0+,E%B.?'2.%C*?).+EC*<,6%/)'B,.2+0C?D%#@.%(E.)%.^/.)C.*?.%+,E'%,.+X.E%2(?@%0'%B.%F.EC).FD%#@CE%
BoF meeting sought to understand if there is sufficient energy to work on the problem and design a protocol 
1')%C*0.)+?0C*<%HC0@%?+/0CX.%/')0+,ED

JA?FEEIKBOL%%@00/EghhHHHDC.01D')<h/)'?..FC*<Eh34h2C*(0.Eh2C*(0.E]34]?+//')0

/@GF?HE%%#@.%2..0C*<%+00)+?0.F%+%*(2B.)%'1%).,.X+*0%0.?@*C?+,%.^/.)0E%H@'%H)C0.%?'F.%1')%?+/0CX.%/')0+,E%
')%'/.)+0C*<%E6E0.2E%0@+0%@+X.%0'%F.+,%HC0@%?+/0CX.%/')0+,ED%O').%H')I%CE%).W(C).F%0'%B'0@%*+))'H%0@.%E?'/.%
'1%0@.%/)'B,.2%+*F%'B0+C*%2').%F+0+%+B'(0%0@.%06/.E%'1%?+/0CX.%/')0+,E%+*F%0@.%.^0.*0%'1%0@.C)%F./,'62.*0D%
A taxonomy document may be a good first step.

$I@FCGK?B&CBI&#EBG?AKBO&1EeG&0EBEACGK?B&gEI@BEeGh

3ELFAKTGK?B%&#@CE%2..0C*<%H+E% 0'%'B0+C*%?'22(*C06% C*/(0%'*% 0@.% 1(0().%FC).?0C'*%'1% 0@.% !"#$%.F(?+0C'*%
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3ELFAKTGK?B% Institute of Electrical and Electronics Engineers (IEEE) 802 has defined Audio 
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gestion loss and finite latency in reserved Layer-2 streams.” The need for equivalent 
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can be used to control these flows.

JA?FEEIKBOL%%@00/EghhHHHDC.01D')<h/)'?..FC*<Eh34h2C*(0.Eh2C*(0.E]34]F.0*.0

/@GF?HE%%-%X.)6%H.,,]+00.*F.F%2..0C*<%0@+0%E0)'*<,6%E(//')0.F%0@.%*..F%1')%'/.*%
standards in this space. A large number of use cases were identified and discussed 
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3ELFAKTGK?B% The SUPA WG defines a 
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configuration changes. SUPA, however, does not deal with the definition 
of the specific network configuration changes; it deals with how the configu]
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Practically, SUPA defines base YANG data models to encode policy that will point to device-, technology-, 
and service-specific YANG models developed in other working groups. The WG focuses on a single %
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3ELFAKTGK?B% The primary goal of I2NSF is to define an information model, a set of software interfaces 
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(NSFs). Other aspects of NSFs, such as device or network provisioning and configuration, are out of scope. 
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functions on their devices, I2NSF will focus on flow-based NSFs that provide treatment to packets/flows, 
such as IPS/IDS, Web filtering, flow filtering, deep packet inspection, or pattern matching and remediation.
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/@GF?HE% The charter for this proposed WG is now more focussed than when this proposal was first made 
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