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Webinar Information

This webinar is supported by grant 2013-MC-FX-K003,
provided by the Office of Juvenile Justice and
Delinquency Prevention (OJJDP), and is brought to you
by the ICAC Training & Technical Assistance Program.

Points of view or opinions expressed in this webinar are
those of the presenter(s) and do not necessarily
represent the official position or policies of OJJDP, the

U.S. Department of Justice or Fox Valley Technical
College.

ICAC Training & Technical Assistance is a program of the
Fox Valley Technical College-National Criminal Justice
Training Center (NCJTC).
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During the Webinar

All attendees will be muted.

If you desire to ask a guestion, please use
the questions section of the GoToWebinar

dialogue box, typically on the right side of
your screen.

Please do not raise your hand for
questions, we can not unmute you.

Questions will either be answered directly
by a panelist or asked to the presenter
who will answer.
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Poll Questions

 Poll guestions may be asked during the
webinar. They are asked so we can better
understand the audience and provide the
most useful information to you.

 As they will only be open a short period of
time, please respond promptly.

| QUICKPOLL

Which best describes your role?

QuickPoil

Select one of the following:
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Poll Questions 2 thru 4
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Pro3ecT VIG
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Prosect VIC

Why Project VIC

WHO?WHERE 2 No standards for image signatures

,WHA

w. WHEN?WHY .|-|o

wias W HAT 2 Who:
WHOTWHERE Z5:iiiici .
o? wnese I AENS No standards for sharing image
WHERE?WHo? _
HOW?2 WHAT? signatures (hash values)

WHO?
WHY,WHAT" uoE
Wit \WWH O 2 WHEN?
wntn WHEN? WHAT ?
wWHO?WHY?HOW?

How? WHEI‘!,E’ .
WHEN ,me!, No quality control
WHO? WHV?'\?IHERE’

WHAT ?WHEN?
===== Lack of interoperability

WHQ WHAT?
WHERE?ZWHY?

HOW? WH EN? 7
WHI EN"°W
"‘Wﬁgﬁ‘z’v"éﬁﬁ* No automation
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Project VIC GOALS romer T

Standard Image & VICS Hash Set
Video Fingerprints

Quality Controlled

Microsoft PhotoDNA Database of known
Friend F1 images and videos.

\_ éo, J
ProjecT VIC

/ Victim Centric Process\

A Open Standard to

Share Data Movement toward

victim focused
VICS Protocol mves.tlgatlons and
forensics vs offender

\ 4 OData \ focused /
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Project VIC Results romer T

4 A 4 D)

Increased Efficiency More Victims Rescue
HSI Dallas reduced Arizona ICAC success in
forensic workload from first case after
9 months to 1 week. implementing Project
\ VIC )

e ProsecT VIC ™

Less Exposure . .

P Better Convictions
Increased efficiency

means less exposure of
harmful material to

Enable investigators to
find production material
early on.

reviewing investigators
\_ / \_ J
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How Do I Sign Up for pm§:mc
Project VIC

C hild

O nline
ﬂ'l P rotective

w WMWY

Fog

reree S ervices

I a Safer Plac

ICAC COPS has taken over the administration of the Project
VIC Registration and distribution of Encryption Certificates

You will also find e-Learning Modules and support forms for
Project VIC
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How Do | Sign Up for
Project VIC

Prosect VIC

C hild

O niline
!ﬁ ﬂ‘l P rotective
WL e WHN

Making the Internet a Safer Place S gﬂ!fﬂgs

There are two entry ways for Registration:

accounts.projectvic.org

www.icaccops.com/users
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How Do | Sign Up for
Project VIC

Prosect VIC

C hild

O nline
ﬂ‘l P rotective
e

Making the Internet a Safer Place S gﬂ!fﬂgs

Fog

'H"JH T

Lets take a look at the first entry point:

accounts.projectvic.org
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accounts.projectvic.org Proect UIC

e X/ @ http:,.",."accu:nunts.projecb.ric.org,."login.a-sp 2~ G_I (23 ICAC Child Online P

Request An Account S
Your IP address has been logged:

72.76.111.135

First Last Mame : |

Pazsword: |
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Requesting a Project VIC
Certificate

Prosect VIC

& http://accounts projectvic.org/login.asp

Requesi An Account

Pasivesail Rinit Your IP address has been logged:

72.76:111:135

Firzt Last Mame : |

Pazsword: |
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Pro3ect VIC

Once Your Approved

Project Vic Request Certificate

In order ot access the Project Vic hashset, vou must request a certificate.
Upon making that request vour ICACCops.com account manager will need
to appove the request. Once approved, you will be able to download the certificate
and install it. The passiword for the pfx file will be vour RoundUp Licence number.

Certificate Requested on §/11/2014 2:44:02 PM
Certificate Approved on 8/11/2014 2:44:51 PM
Download Your Certificate
Instructions / Important Information

Hubstream / Netclean Webinars
Certificate Password: 13a60f1e78afd500f i f
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Project Vic Hash
Descriptions

Pro3ect VIC

Proof of Concept Image Categorization Model | 2012

Adopted Image Categorization Schema
Dated-10/6/12

Background: The following is an image categorization “Schema” or Guide to be
used by the participants of the “Proof of Concept Project” while the PoC is active.
No agency is bound long term to this schema since this is a voluntary project.

category Name Description

° H as h es are to al ert th e 0 Non-pertinent | ajj other files (These file hashes can be added to elimination sets)

. . Child Abuse Material (CAM) Material meeting the statuary definition of
18 USC 2256(8) — Content that depicts children engaged in sexually
I nveStI g ato r explicit conduct and/or the lewd and lascivious display of the genitalia.
“Child Pormnography” means any visual depiction, including
° photograph, film, video, picture depicting sexually explicit conduct.
I mages used tO ProseCUte Child Abuse | “Sexually explicit conduct” means material depicting any person under
. 1 Material the age of 18 years engaged in graphic sexual intercourse, including
(CAM) genital-genital, oral-genital, anal-genital, or oral-anal whether between
S h ou Id be revi ewed by th e persons of the same or opposite sex, or lascivious simulated sexual
. intercourse where the genitals, breast or pubic area of any person is
p rosecutl on exhibited. In addition any material depicting a minor involved in
" bestiality; masturbation; sadistic or masochistic abuse; or lascivious
exhibition of the genitals or pubic area.

° Loca| an d J u riSd |Ct| on | aws onila Any material which when viewed on its own without reference to other

material does not meet the definition of Category1 above. This

. . . 2 (r:f)ﬁlcog“l\.{% , | category is used for material which indicates the exploitation of a child
d |ffer SO reviews are Cruc|a| mge Difficut | Put does not meet the legal definition of child pomography.  In addition
9 age difficult and questionable material will be placed here.
cal/ Drawings, cartoons, animation, computer generated material (CGI),
to th e ro Ce S S 3 o virtualization, stories, etc., which depict sexually explicit conduct with
= Animation children
4 Comparison | Search warrant photos and photos taken for comparison to Category 1
Images and 2 material.
5 Uncategorized | File category prior to categorization.

Tag and Series Management functions will be used to sub-categorize material for parficular subsets of
material and the tracking of series.

The tag “S&M\Violence” will be used to tag material that portrays sadistic or masochistic conduct or other
depictions of violence.

The tag “InfantToddler” will be used to tag material which clearly depicts a pre-pubescent child who would
be considered an infant or toddler.
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How Do | Sign Up for
Project VIC

Prosect VIC

C hild

O nline
ﬂ‘l P rotective
e

Making the Internet a Safer Place S gﬂ!fﬂgs

Fog

'H"JH T

Lets take a look at the second entry point:

www.icaccops.com/users
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Project Vic ,..,,,§: uic
Participation

Fill out initial Registration
€ i Information and submit

O nline
!ﬁ m P rotective : 1 I
e Wait for an email to notify you

MWW o

Making the Infernet a Safer Flace en‘fces

—_
o have been approved and follow
o o e = the next steps

| Password:|
| Department (Do not abbreviate}:|
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Obtaining Access to
Project Vic Hashes

Pro3eet VIC

e Must have an account for the site
ICACCOPS

Announcements:

Wednesday, July 16, 2014

Freenet Users: A new version of Roundup Freenet {1.11) based on build 1464 is on the download page. This is a mandatory release and must be installed by July 19, 2014.
releases will not be able to connect to Freenet nodes running 1464. Please see the post in the Forum for more details.

more (&3

View My
Profile

(2) W s,

National Criminal Justice Training Center



Obtaining Access to Project Vic
Hashes

Pro3ect VIC

 Look for Project Vic Tab

View My
Profile
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Obtaining Access to Project Vic
Hashes

Pro’ect VIC

 Request Certificate

ICACCOPS

GHUTELLA EMULE ARES FOI

MY PROFILE MY CASES INV LOOKUP MY LOGINS MY ALERTS  DOWNLOADS PRQJ. VIC

Project Vic Request Certificate

In order ot access the Project Vic hashset, you must request a certificate.
Upon making that request your ICACCops.com account manager will need
to appove the request. Once approved, you will be able to download the certificate
and install it. The password for the .pfx file will be your RoundUp Licence number.

Request Certificate

View My

National Criminal Justice Training Center



Obtaining Access to Project
Vic Hashes

Project VIC

Thank you Richard Brown for requesting a Project Vic certificate.
Upon submitting this form, your request will be sent to the appropriate account manager / ICAC Commander for approval.
Upon it's approval, you will be informed via the email address associated with your ICACCops.com login.
If no email is received, please contact your account manager / ICAC Commander.

Request Certificate

Request was submitted!
Return to Menu
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Obtaining Access to Project
Vic Hashes

ProiecT VIC

« End user will now be
able to download a user
Certificate

e Instructions on

ICACCOPS

DECONFLICT GNUTELLA

MY PROFILE MY CASES INV LOOKUP MY LOGINS MY ALERTS  DOWNLOADS PROJ. VIC

Project Vic Request Certificate

I nstal I atl 0 N In order ot access the Preject Vic hashset, you must request a certificate.

Upon making that request your ICACCops.com account manager will need
to appove the request. Once approved, you will be able to download the certificate

o G u ld an Ce O n th e use Of and install it. The password for the .pfx file will be your RoundUp Licence number.
Certificate Requested on 8/11/2014 2:44:02 PM
th e h as h es Certificate Approved on 8/11/2014 2:44:51 PM
. Download Your Certificate
hd Cate g O r I Z a.tl O n SC h e m a . Instructions / Important Information
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Obtaining Access to Project Vic
Hashes

Pro3’ect VIC

There is a waiting period of 24-48 hours
before the created personal Certificate gets
approved by the cloud administrator.

Once approved you can follow the next
steps

£l .‘-L'
Main Menu i
User Name Richard Brown -
o o e o e

Organization NISP Retired Now [CMEC e =
Telephone Numbe: T 5712305576 2 K:!_v} ———
Email Address rbrown(@icmec.org e

T :

£
- L

Password 13a69f1¢78afd500£2753beec08e230f

sate User

National Criminal Justice Training Center



Obtaining Access to Project Vic &
HaSheS Proect VIC

e Upon Authorization by an ICACCOPS Administrator
you will be able to download your Encryption
Certificate from your ICAC COPS Account.

 You will not be able to install the certificates until they
are populated into the cloud service by the Cloud
Administrator ( 24-48 hours)

 Password for your personal certificate will be your
ICAC Account Roundup License # under “My Profile”

e Install the service agent and it will download the
hashes.

National Criminal Justice Training Center



Installing the Cloud Client

Prosect VIC

www. hubstreamonline.net

*»-hubstream
Install Agent

Service Updates

July 17,2015 (version 2.5.356)

February 22, 2015 (version 2.5.208)

January 11,2015

August 25th, 2014

National Criminal Justice Training Center
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0

Installing the Cloud Client | &

»-+hubstream

Install Agent

> N
§ INSTALL NOW Application Install - Secunity Waming [é]

Do you want to install this application?

Name:

Se rVi Ce U pda Intelligence Agent

From (Hover over the string below to see the full domain):
www.hubstreamonline.com

July 17,2015 (version 3

Publisher:
Support for version 1.2 Hubstream, LLC
Files exported from new versions of ta Install | [ Don't Install J

February 22, 2015 (ven

@ While applications from the Internet can be useful, they can potentially harm your computer, If
you do not trust the source, do not install this software. More Information...

Support for version 1.2

ror ha dArwnlnedad a1 ? farmck T

National Criminal Justice Training Center 27



Pro3ect VIC

»+hubstream

Now you are ready to install the
agent and your personal certificate

[« http://www.hubstreamonline.com/Help/index.html £ ~ |~ Hubstreal

Go to
www.hubstreamonli

»+hubstream

Install Agent

ne.com/help/index.h

tml and install the
service agent.

Once installed open
the service agent in
order to load your

personal credential

Hubstream Intelligence Agent synchronizes dsta between Hubst

Intelligence Fabric doud service or Intelligence Server on-premis

- Windows Installer 4.5
- Microsoft NET Framework 4

¥ INSTALL NOW

Hit the Browse
button

Fabric | Server
Fabric

Credentials “

Cance
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Signing up for Project Vic
Hashes

Pro3ect VIC

(€) v 4 Ly ThisPC » LocalDisk(C) » CERTS Once you browse to your

ol Agent Settings

downloaded personal

Organize ¥ | New folder

certificate. rabric ToEve
7 Favori Name D H - [¥] Fabric
W Favorites ouble click and you will be o
Credentials
B Desitop (3 Richerd Brownp12 asked for your password
§ Downloads L?:ﬁ?f:cggti‘g“y”ﬁuﬁmn?;ﬁmi’;ﬁ =
£2 Dropbox icmec.org |
H Password: ||
% OneDrive for Busine Remember your password is
) Recent places your ICACCOPS Roundup Ceneel
B shercPoin License listed in your profile
¢ Google Drive
ak Cancel

Roundup License: 13a69f1e78afd500f2753bcec Sl
Name: Richard Brown
Department: [NJSP Retired Now ICMEC

Street: (1700 Diagonal Rd
City:|Alexandria

State:|VA
Zip:|22314

Phone:| 7323951640

Email: |rbrown@icmec.org
Taskforce Area: ICMEC

Update record
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Signing up for Project Vic
Hashes

Prosect VIC

If you see the red asterisk

* Your Certificate may not | = w -
be registered with the

cloud service yet

CCCCCC
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Signing up for Project Vic
Hashes

Pro3ect VIC

'a Settings Once the agent

[Pligence Agent Status

b:: | ST haS taken you r e uploads and downloads to Hubstream Intelligence
-abric
. Actions - || Pause Settings
Credentials |Richard Brown E Credentlals you ¥ 1] &

are ready for the

I n Itlal dOWnIOad - Recent updates since Tuesday, August 5, 2014 8:33 PM

Any updates since:  Tuesday August 05, 2014 08:33.03 PM
Go to the
Ok Cancel “ACtiOI"IS” tab and # All available data

have the agent cancel
“download all

available Data”
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Accessing Your Project
VIC Hashes

Pro3ect VIC

- B X

. Hashes will stream down and Intelligence Agent Status “>-hubstream |
decrypt With you r Ce I’tificate . Manage file uploads and downloads to Hubstream Intelligence
R } ) 4 Actions - || Pause £ Settings Allfiles ~ @
. The service will use a series of
. ) Download completed
folders to organlze the hashes . C:Users\Rich\Documents\Hubstreamiinbox GﬁfOS}Z{!MW:T:}:TB

0-635424645623230000 js0n Download completed
CaUsers\Rich\Dacuments\Hubstreaminbox 08/05/2014 14:19:00

. ¢ Libraries » Documents » Hubstream

Marme
. Temp
Is . Log
icmec.org, | Inbox
for Busine J Sent
aces , Outbox
it . Timestamp

five
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The VICS Hash Record o=

“odata.id":"Media(\"38228\")", "odata.editlink"”:" /Media(38228)", "AlternativeHashes@odata.navigationLinklUrl™:"/Media "
(30228) /AlternativeHashes"”,"AlternativeHashes™:[
{

"odata.editlink™:" /AlternativeHashes
(HashName="PhotoDNA" ,MedialD=30228)", "Media@odata.navigationlinkUrl": "AlternativeHashes
(HashName="PhotoDNA" ,MedialD=308228) /Media", "MedialD":38228, "HashName" : "PhotoDNA", "HashValue": "QjijbPya28K3IILnZ0Wpn0glgPAgqd47VVb
Y1QnCjobMd43bWBREVVEboY+RAZB1Xc 20xMk TiXZm+m1dXQINROZS Egdwv1XCz IVSvgNEXAZVpm3aT90Co67EFEKSGPynFhuVHRHNR /E7m18190vF
+MCx5jdeIXFUCPp3kVZIm51VIFFO,/ kHXIYID94bCBIKpwST7j5s0kviejpaD2o0op@YxjtbjoUlgP517iA7Cbi6 TAfmk63 TuukOksmTg74zFxh™

| 1, "Exifs@odata.navigationlinkUrl": " /Media(308228) /Exifs", "Exifs":[
{
"pdata.editlink":" /Exifs(MedialD=38228,Propertylame="Make )", "Media@odata.navigationLinkUrl™: "Exifs
(MediaID=38228,Propertylame="Make" ) /Media”,"MedialD":30228, "Propertylame”: "Make", "PropertyValue™: "NIKON"
5
"odata.editLink":"/Exifs(MedialD=30228,Propertylame="Model"’ )", "Media@odata.navigationLinkUrl":"Exifs
(MedialD=38228,Propertylame="Model" ) /Media", "MedialD":30228, "PropertyName”: "Model", "PropertyValue":"COOLPIX P3@@"
i
"odata.editLink":"/Exifs({MediaID=30228,Propertylame="5oftware')", "Media@odata.navigationlLinkUrl": "Exifs
(MedialD=38228,Propertylame="Software") /Media", "MedialD":38228, "PropertyMame": "Software", "PropertyValue":"COOLPIX P368 V1.8"
i
"odata.editlink™:"/Exifs(MedialD=38228,Propertylame="CreateDate" )", "Media@odata.navigationlLinkUrl": "Exifs
(MediaID=38228,Propertylame="CreateDate’ ) /Media", "MedialD": 30228, "PropertylName": "CreateDate"”, "PropertyValue":"2813:06:87
B3:52:89"
b

1,"MedialD":38228, "Name" : "DSCNB649.1PG", "Category™:3, "Comments"”:"", "Identified": false, "IsDistributed” :false, "MD5": "6E751756BE6341
B2FE3D12874608E76A™, "Series™ """, "SHAL" : "44DC371B7EBEAGFDEBF6985EDSDBOCCA26D781608" , "Tags": "™
s
"odata.id":"Media(\"30229\")","odata.editlink":"/Media(38229)", "AlternativeHashes@odata.navigationlinkUrl"”:" /Media
(30229) /AlternativeHashes"”,"AlternativeHashes™: [
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\®

OU I TOO I S Pro3ect VIC

« Media Tools allow us to closely examine

Images and Video and leverage the attached
Meta-Data.

 These tools complement your forensic tools
and allow for a closer examination of the

media, allowing for categorization work and
Victim ID practices.

National Criminal Justice Training Center



Pro3ect VIC

Categorizer
 Pictures

visual intelligence

Silent Shield, LLC cellebrite

National Criminal Justice Training Center




Prosect VIC

-\ = [\ ctClean Forensic Market
Beyond the Grid, e e e
AnalyzeDI 15.1
Now with Analyze Relations
Hex Viewer VICS (OData)
View files in the Import and Export

embedded Hex Viewer

NCMEC Utility Pack @ Reverse Geocoding

Prepares files for Converts GPS coordinates
submission to NATIONAL m to & physical address
NCMEC’s Child CENTER FOR
Victim Identification
vommvm . MISSING 8:
EXPLOITED
CHILDREN
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BlueBear LES Project VIC

Import Export Search Optio
Basic Hash File

- -

Record Set Filter

T ——— = Hash Keeper
BasuiDacence Metar fics | [icatecory) | £xf Filename | File Attribute | Comment | User | Ootion | File Property | Sort Option | Match |

3 Lace Database
s Galery |Image | Related Evidence Mediz Fies | Image Detail | Directory | Directory Statistics |

Interpol Hash
CETS Hash
Swiss National Hash

Project Vic OData Hash

B —

Evidence ID (Optional):

I

File 1D (Optional) =

L=

Find Similar Images Within Case ‘

Filter ‘

Retnieve Data ‘ ————— e = - ——— ——— ——— ——
Category Gall... Al
1- Child Abuse 2 2 -
e e | Export Search Options Langt
a- Cnmparisnn . O (] -
e R Type 1Export Hash Set
Unknown 4 4

=  CETS Export

[JAuto select al

P ik Fiename Real Path: | 1 - C:\Users\Public\Pictures\Sample Pictures'Chrysarthemum jpg n ”IOWIA Emt
0 Advance to Next Page )
Project Vic OData Hash

Select Al || Deseloct Al || Reload H<<H<‘ 1/8(Page1/1) u|>_>| Golo Page: N
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e

b

M ag net 1eEF Prosect VIC

AGN

E I CS

EVIDENCE
rinoer. | IEF

Project Vic Herts

mpot || Ceear I Sudible Alers Enabled | Email Alerts Enabled

ey ey ‘
3

Corturs Eval =
.- — ..
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ProlecT VIC

-
Welcome

Create New Case

Autopsy

G

Open Existing Case

Open Recent Case
&

Module for Autopsy

Law Enforcement Bundle

General (<

mqél

Category
Project ¥ic Cat 0: Uncategorized

Filename

1C:Wsers\RichYDocumentsAutopsy Hash \ProjectVic_0.ladb

Project ¥ic Cat 1: Chid Exploitation Material (Thegal)

1C:Wsers' Rich\Documents Autopsy Hash ProjectVic_1.kdb

Praject ¥ic Cat 2: Child Exploitation Material (Non-Tlegal/Age ...
Progect Vic Cat 3: CGI/Animation Material (Chid Exploitive)
Praject ¥ic Cat 4 Exemplar /Comparison Material (Internal Use...
Project Vic Cat 5: Nom Pertinent Materia

C:Wsers\Rich \Documents\Autopsy Hash'Projectiic_2.kdb
[C:Wsers\Rich\Documents\Autopsy Hash\ProjectVic_3.kdb
C:Wsers\Ridh\Documents \Autopsy Hash'\ProjectVic_4.kdb
\C:lUsers\Rich\Documents\Autopsy Hash'Projectvic_s.kdb

Integration with Project Vic and C4P/All databases for sharing image and video categorizations

National Criminal Justice Training Center



ProlecT VIC

BlackBag

Ry BlackBag

Seloctwhera| 2l ] of the conditions are met: Invert Filter Ignore Folders and Duplicate Files
Kind B | Graphics - Al E
Date Gr Bl sanee B | 1/ 1110 |Z[HH | s

Hash Set K | Fites Not In Has... B | Known OS X System Fiies [ -+

2]

Size is greater than_ |J s00/( kB | -§+

Resot... Save This Fiter | (SICN

) Name Sze  DateGroated ~ Date Modified Date Accessed  Extension ContentE... Path

5054... 9619ca7a539(4c5759a10M67... 1.3 MB 2010-11-30 (UTC) 2010-11-30 (UTC)  2012-04-09 (UTC) PG /Users/josn/Library/Application Supporv/l
5054... 50053416215360a42097137... 1.2 MB 2010-11-30 (UTC) 2010-11-30{UTC)  2012-04-08 (UTC) PG fUsersfjosh/Library/Application Support/l
5054... 20041bd473¢701360M7D42... 1.1 MB 2010-11-30 (UTC) 2010-11-30(UTC)  2012-04-09 (UTC) JPG IUsersfjosn/Library/Application Supportl
5055... c020c53b2683800674900f... 1.2 MB 2010-11-30 (UTC) 2010-1 2012-04-08 (UTC) PG fUsersfjosh/Library/Application Support/l
5055... 35033780c139423a14097815... 1.3 MB 2010-11-30 (UTC) 2010-11-30 (UTC)  2012-04-08 (UTC) PG IUsersfjosh/Library/Application Supportl
5055... 6c6a11061d584650068428b... 1.2 MB 2010-11-30 (UTC) 2010 2012-04-09 (UTC) JPG /Usersfjosh/Library/Application Support/l

% 1728... 2010-12-01 1 Jpg 1.3 MB 2010-12-01 (UTC) 2010-1 Ipg JPG /Users/josh/Dropbox/Camera Uploads/2(
1728... 2010-12-01 12.20.07 jpg 1.3 MB 2010-12-01 (UTC) 2010-12-01 (UTC) 2013-05-06 (UTC) jpg JPG /Users/josh/Dropbox/Camera Uploads/2(
% 1728... 2010-12-01 12.21.18.jpg 1.2 MB 2010-12-01 (UTC) 2010-12-01 (UTG)  2013-05-06 (UTC) jpg PG /Users/josh/Dropbox/Gamera Uploads/2(
% 1728... 2010-12-01 12.21.23jpg 1.1 MB 2010-12-01 (UTC) 2013-05-08 (UTC) jpg JPG /Users/josh/Dropbox/Camera Uploads/2(
5095... S5eee8d00fea7Scbeaeadds... 1.3 MB 2010-12-02 (UTC) 2012-04-09 (UTC) JPG fUsers/josh/Library/Application Support/l
5096... e92a7302d325e0addd7080... 1.2 MB 2010-12-02 (UTC) 2012-04-09 (UTC) JPG /Users/josh/Library/Application Support/|

= Strings | [3] Proview | 2 Metadata | @ Location © DataFork [

(1 0f 113) - Samera 12-01 12.20.03.jpg
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Z1UZ Supports Project VIC OData/Json Hash Sets Prozect UIC

Zl X.

forensic

Home  Solutions Products Technology News Support Meet Contact

Q Search

few minutes?

Without the need for technical kn

VizX2 oo

ZiuZ \VizX 2 is a total solution for o vt e

Mgl
analy arge amounts of video == ————
and photo material confiscated in ==
police investigations. =

RS
Request a 90-day trial
M - — —
M

Hash File Import

Format: Project VIC Hub stream -
@ ]

Syeenc File: @ Chtemp\VICTest\LogoTest\Nieuw'\07fa925b-2df9-4cb0-831a-4f141bdd3e77_Ljson
| VaXlbay | [0 Propect VK File. 1 CMEC 1 Mercioftd Snomlina™ 1 Share progres: d -

Set name: Project VIC

e fcion remmm i |
T S Defeult Color: ] =

Gt sepeate e fr every Cassifcaon L

Sei— it : r— Source type: ) Images () Videos (O OtherFiles (O Mixed Sources

j : Continuity: Hash file on a permanent location

; = ‘ One time import from file

[ f

| @ Import to ZiuZ Match Database
sanbon

D ———— VieXDuihbeard 2100 (oot 2014-04.08 130454 Relenss)

Cancel
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Prosect VIC
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Figure 2: Streamlined workflow for extracting, analyzing, and categorizing multimedia files and forensically examining their sources.
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Prosect VIC

X-Ways

« X-Ways Version 18.2 or higher supports
Project VIC and the “VICS” Data Model
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Post Webinar Information

e At the conclusion of the webinar, a short survey will
appear. We ask that you complete the survey in an
effort to gather information to better serve the
community in preparation for future webinars. Please
complete it before signing off.

 You will receive a link to access our law enforcement
only webinar library where you can view the recording
and access related webinar material. Due to the
sensitivity of some of the material you must be a
registered law enforcement member of the NCJTC.org
or ICACTaskforce.org websites. If you are not
currently a member, you will need to register for
access at www.ncjtc.org.
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Additional Information

Points of view or opinions expressed in this webinar are those of the
presenter(s) and do not necessarily represent the official position or policies
of OJIDP or the U.S. Department of Justice.
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