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Webinar Information
This webinar is supported by grant 2013-MC-FX-K003, 
provided by the Office of Juvenile Justice and 
Delinquency Prevention (OJJDP), and is brought to you 
by the ICAC Training & Technical Assistance Program. 

Points of view or opinions expressed in this webinar are 
those of the presenter(s) and do not necessarily 
represent the official position or policies of OJJDP, the 
U.S. Department of Justice or Fox Valley Technical 
College.

ICAC Training & Technical Assistance is a program of the 
Fox Valley Technical College-National Criminal Justice 
Training Center (NCJTC).
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During the Webinar

• All attendees will be muted.
• If you desire to ask a question, please use 

the questions section of the GoToWebinar
dialogue box, typically on the right side of 
your screen.

• Please do not raise your hand for 
questions, we can not unmute you.

• Questions will either be answered directly 
by a panelist or asked to the presenter 
who will answer.
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Poll Questions

• Poll questions may be asked during the 
webinar.  They are asked so we can better 
understand the audience and provide the 
most useful information to you.

• As they will only be open a short period of 
time, please respond promptly.
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Poll Questions 2 thru 4 
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No standards for image signatures

No standards for sharing image 
signatures (hash values)

No quality control

Lack of interoperability

No automation

Why Project VIC 
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Standard Image & 
Video Fingerprints

Microsoft PhotoDNA
Friend F1

A Open Standard to 
Share Data

VICS Protocol

VICS Hash Set

Quality Controlled 
Database of known 
images and videos.

Victim Centric Process

Movement toward 
victim focused 

investigations and 
forensics vs offender 

focused

Project VIC  GOALS
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Increased Efficiency

HSI Dallas reduced 
forensic workload from 
9 months to 1 week.

Less Exposure

Increased efficiency 
means less exposure of 
harmful material to 

reviewing investigators

More Victims Rescued

Arizona ICAC success in 
first case after 

implementing Project 
VIC

Better Convictions

Enable investigators to 
find production material 

early on.

Project VIC Results 
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How Do I Sign Up for 
Project VIC 

10

ICAC COPS has taken over the administration of the Project 
VIC Registration and distribution of Encryption Certificates  

You will also find e‐Learning Modules and support forms for 
Project VIC 
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How Do I Sign Up for 
Project VIC 

11

There are two entry ways for Registration:

accounts.projectvic.org

www.icaccops.com/users



N a t i o n a l  C r i m i n a l  J u s t i c e  T r a i n i n g  C e n t e r

How Do I Sign Up for 
Project VIC 

12

Lets take a look at the first entry point:

accounts.projectvic.org
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accounts.projectvic.org
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Requesting a Project VIC 
Certificate 

14
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Once Your Approved 

15
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Project Vic Hash 
Descriptions 

• Hashes are to alert the 
investigator

• Images used to Prosecute 
should be reviewed by the 
prosecution.

• Local and Jurisdiction laws 
differ so reviews are crucial 
to the process.
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How Do I Sign Up for 
Project VIC 

17

Lets take a look at the second entry point:

www.icaccops.com/users
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• Fill out initial Registration 
Information and submit 

• Wait for an email to notify you 
have been approved and follow 
the next steps  

Project Vic 
Participation
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• Must have an account for the site 

Obtaining Access to 
Project Vic Hashes 
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• Look for Project Vic Tab

Obtaining Access to Project Vic 
Hashes 
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• Request Certificate 

Obtaining Access to Project Vic 
Hashes 
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Obtaining Access to Project 
Vic Hashes 
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• End user will now be 
able to download a user 
Certificate 

• Instructions on 
Installation

• Guidance on the use of 
the hashes

• Categorization Schema.

Obtaining Access to Project 
Vic Hashes 
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There is a waiting period of 24-48 hours 
before the created personal Certificate gets 
approved by the cloud administrator.
Once approved you can follow the next 
steps

Obtaining Access to Project Vic 
Hashes 
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• Upon Authorization by an ICACCOPS Administrator 
you will be able to download your Encryption 
Certificate from your ICAC COPS Account.

• You will not be able to install the certificates until they 
are populated into the cloud service by the Cloud 
Administrator ( 24-48 hours) 

• Password for your personal certificate will be your 
ICAC Account Roundup License # under “My Profile”

• Install the service agent and it will download the 
hashes.

Obtaining Access to Project Vic 
Hashes 
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www.hubstreamonline.net

26

Installing the Cloud Client
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Installing the Cloud Client
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Go to 
www.hubstreamonli
ne.com/help/index.h
tml and install the 
service agent.

Once installed open 
the service agent in 
order to load your 
personal credential

Hit the Browse 
button  

Now you are ready to install the 
agent and your personal certificate
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Once you browse to your 
downloaded personal 
certificate. 
Double click and you will be 
asked for your password 

Remember your password is 
your ICACCOPS Roundup 
License listed in your profile 

Signing up for Project Vic 
Hashes 
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If you see the red asterisk 

• Your Certificate may not 

be registered with the 

cloud service yet

Signing up for Project Vic 
Hashes 



N a t i o n a l  C r i m i n a l  J u s t i c e  T r a i n i n g  C e n t e rN a t i o n a l  C r i m i n a l  J u s t i c e  T r a i n i n g  C e n t e r

Once the agent 

has taken your 

credentials you 

are ready for the 

initial download.

Go to the 

“Actions” tab and 

have the agent 

“download all 

available Data”

Signing up for Project Vic 
Hashes 
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• Hashes will stream down and 
decrypt with your certificate .

• The service will use a series of 
folders to organize the hashes .

Accessing Your Project 
VIC Hashes 
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The VICS Hash Record
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Our Tools

• Media Tools allow us to closely examine 
Images and Video and leverage the attached 
Meta-Data.

• These tools complement your forensic tools 
and allow for a closer examination of the 
media, allowing for categorization work and 
Victim ID practices.
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…

PhotoDNA Image 
Mark 

ZZ40

MD5

SHA1

EXIF
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BlueBear LES  
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Magnet IEF
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Autopsy
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BlackBag



N a t i o n a l  C r i m i n a l  J u s t i c e  T r a i n i n g  C e n t e rN a t i o n a l  C r i m i n a l  J u s t i c e  T r a i n i n g  C e n t e r

ZIUZ Supports Project VIC  OData/Json Hash Sets 
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• X-Ways Version 18.2 or higher supports 

Project VIC and the “VICS” Data Model  
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• Import Project VIC Hashes into Pen-Link 8 
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Post Webinar Information
• At the conclusion of the webinar, a short survey will 

appear.  We ask that you complete the survey in an 
effort to gather information to better serve the 
community in preparation for future webinars.  Please 
complete it before signing off.

• You will receive a link to access our law enforcement 
only webinar library where you can view the recording 
and access related webinar material.  Due to the 
sensitivity of some of the material you must be a 
registered law enforcement member of the NCJTC.org
or ICACTaskforce.org websites.  If you are not 
currently a member, you will need to register for 
access at www.ncjtc.org.
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Additional Information

Points of view or opinions expressed in this webinar are those of the 
presenter(s) and do not necessarily represent the official position or policies 
of OJJDP or the U.S. Department of Justice.


