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1 General Part

1.1 Participants in the Working Group

Company Representative
Audi AG Mr. Néagler
BMW AG Mr. Kranawetter
BMW AG Dr. MélImann

Daimler AG Mr. Rehm

Porsche AG Mr. Staib
VW AG Mr. Veldten

2 Introduction
Drive-by-Wire-Systems are now state-of-the-art technology for control gasoline and diesel engines.

The high conditions on these systems and the integration into networked vehicle systems requires a
closely monitoring of their functionalities.

The automotive manufacturers represented in the EGAS working group see no potential of brand-
name differentiation in solving this mission.

For this reason, they have agreed to standardize the monitoring concept for EGAS systems and
implement this concept into the engine control systems of their vehicles, supplier-independent.

Despite of functional differences between the engine control of gasoline and diesel engines, which
mainly concern different working procedures, the EGAS working group considers that it is possible to
standardize monitoring core components and functions

The available documentation describes the principles of the concept that shall be used.
It is intended to be used as a guideline for the development of future engine control systems.

The EGAS monitoring concept used in the present document has been developed by the supplier
comprehensive EGAS working group in collaboration with control unit manufacturers.

When using this specification, the mutual license rights shall be cleared by the concerned legal and
patent departments.

The document describes how to implement the automotive manufacturer represented the working
group a monitoring concept for EGAS systems.

At same time the content of this document is available for the own application of any other
manufacturer or supplier in the automotive industry by publication on the Internet.

This document absolve its users in no case from the responsibility of independent considerations for
the safety of the respective product.

The respective developers and product manufacturers must observe the legal requirements and the
most recent state of science and technology and go against the recommendations of this document.

Neither the participants of the working group nor the authors of this specification accept a liability for
the content.
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16 3 Definition of Terms

Ecas o« ®  Adriving cycle shall be the operation time between the key initiated engine start / stop,
17 inclusive a possible power latch time duration of the engine control unit.

ccas . ® Anerror or asingle error shall be the non-fulfillment of at least one requirement regarding a

18 required characteristic of the considered unit.

EGAS e e Anerror shall be defined as latent, if it is not detected in the next driving cycle, either by the
19 electronic engine control unit or by the driver.

EGAS e e Adouble error shall define two errors, which occur within a short period (,simultaneous®) and
20 they do not have any causal connection.

EGAS e e Adual error shall define two single errors, which occur beyond a short period and they do not

a1 have any causal connection.

e The fault detection shall be defined as the identification of exceeding permissible deviations of
EGAS e relevant system parameters leading to a non-fulfillment of at least one requirement regarding a
2 required characteristic of a considered unit. An error shall be defined as detected if the detection
time is sufficient to avert or reduce the error effect (severity).

e The failure effect shall define the deviation of the system behavior in a faulty condition to the
EGAS_e- system behavior in a fault-free condition. (Compliance of the requirements to relevant system
parameters).

ecas . ®  The failure reaction is the completeness of all initiated measures after the error detection, in
24 order to reduce the failure effect to a permissible limit.

ESAS_E- . Controllable failure reactions in the case of a fault characterized as:

EGGAs_e- - defined released reaction times

57GA5_9- - defined released limitations of engine torque, engine speed or acceleration
ESAS—E' e ,Raw signals" of control units are:

5;3/*5_6- - Sampled digital or analog signals of the HW input register.

EGAS_e- - Current and not modified input data received by data bus.

30

oS e Reset refers to setting the systems in a controlled state.
e

a1 - This shall be triggered by a SW function call or a HW mechanism of the engine control unit
(ECUV):

,ESAS-E- - SW reset: initiated by a function call (ROM-, RAM test, etc.)

EGAS_e- - HW reset: initiated by hardware measures (watchdog, power-on reset, etc.)

33

EGAS e- o  Theinjection cut off (ICO) limits maximum authorized engine rotational speed (e.g. by cut off of
34 the torque relevant injections).

EcAs.e- o  The Pedal Value Sensor (PVS) measures the position of the accelerator pedal and thereby the
35 driver’s demand.
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e The Timing Processing Unit (TPU) or other comparable co/sub processors with time or angle

synchronous inputs and outputs.

These are relevant for the torque acquisition or torque conversion (e.g. speed measurement,

actuating the injection and spark output stages).

4 Abbreviations

Term

Abbreviation

Analogue Digital Converter ADC
Active Jerk Damper AJD
Application Specific Integrated Circuit ASIC
Stop light Switch SS
Brake Test Switch BTS
Controller Area Network CAN
Common Rail CR
Throttle Valve Default Value TVDV
Throttle Valve TV
Throttle Valve Angle from real Value 1 TV1
Throttle Valve Angle from real Value 2 TV2
Throttle Position Sensor TPS
Level 3 Monitoring Software in the Function | L3_SW
Controller

Level 3 Monitoring Module L3 MM
Error Correction Codes ECC
Injection Cut Off ICO
Error-Management-Module EMM
Cruise Control CC
Failure Mode & Effect Analysis FMEA
Function Controller FC
Hardware HW
Actual Value AV
Idle ID
Lockstep-Core LC
Engine Drag Torque Control EDTC
Engine Speed n_mot
Program Flow Check PFC
Pedal Value Sensor PVS
Control Unit CuU
Signal Range Check SRC
Software SW
Timing Processing Unit TPU
or comparable co/sub processor e.g. PCP

Monitoring Module MM

EGAS Workgroup _en /2015-07-13 / Version 6.0
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¥ 5 Developing Guidelines and Basic Principles
¢ Protection of life has the highest priority.

EGASe- o Reliability has higher priority than backup functions.

EGAS_e- o The monitoring shall be independent of the engine concept and as far as possible independent of
42 the driver reaction.

EGAs_e- e Functions, in particular for system monitoring (also error reactions), shall be easy and
43 manageable.

o The system shall be designed so that single errors and single errors in combination with latent
EGAS_e- . . .
a errors lead to controllable system reactions. The corresponding signal paths (sensors, actuators,
functions) shall be monitored.

EGAs_e- o The system shall be designed so that double and dual faults lead to controllable system reaction
45 as required as state-of-the-art.

EGAS_e-

6 e Interms of a high system availability, staged error reactions shall be strived.

oS e A signal path shall be classified as ,confirmed defected®, after an explicit detection (e.g. after
a7 - debouncing event or time) and before the reaction shall be activated. Previously the defect shall
be classified as ,assumed defected”.

EGAS_e- o Appropriate reaction mechanisms shall be defined according to the function in the case of an

48 "assumed defect" and ,confirmed defect®.

EGAS_e- e The reset of fault reactions shall be determined in individual cases and shall be performed
49 controllable. Non-continuous transitions shall be avoided.

EGAS_e-

0 e Engine stop is permitted when no other controllable system reaction can be ensured.

e The transmitter is the responsible for the content of its initiated messages at the control unit
EGAS_e- interface. This means that, e.g. external torque requests by the transmitting control unit shall be
51 secured. The transmission path and the actuality of the messages shall be checked by the engine
control system.

Ecas_e- o If errors happen in combination with the subsequent single errors cause unintended system
52 reactions, the driver should be informed. (Optically or by modifying the driving behavior).

EGAs_e- o The monitoring of the function controller must be kept robust and simple. This includes a possible
53 implementation with an ASIC.

EGAS_e-

” o The effectiveness of the redundant shutoff paths shall be tested in each driving cycle.

¢ Shutoff paths of the monitoring concept shall be robust if a defect power supply drifts. The power
EGAS_e- supply concept shall be monitored to avoid possible damages of components. Controllable failure
reactions shall be initiated.

EgAs—e' e The technical safety concept shall be implemented in accordance with the requirements of ISO
26262.

EGAS_e-
57 6 Amendments / References

EgAS_e' ISO 26262, First Edition 2011-11-15
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7 System Definition

ngs_e' Compliance to ISO 26262 requires the definition of the system scope (item definition).

Ecas e- Subject of consideration shall be an internal combustion engine as part of the powertrain of a road
63 vehicle where the powertrain is directly coupled to the drive wheels in the case of a closed powertrain.

ngs_e' The next functional characteristics shall be assigned to the combustion engine:

EGAS_e- o  Providing driving torque

EGAS_e-

P e Providing braking torque by means of drag torque of the combustion engine

"55;3/*5_9' Application environment:

EOASe e Passenger cars

g;;As_e- Structure:

ESASe e The internal combustion engine shall be the single source of driving torque of the vehicle.

EGAS_e- o  The combustion engine shall be coupled directly to the drive wheels by a closed power train.

EfAS—e' e The combustion engine shall be controlled by the engine ECU.

Ecas e-  Now an example of a schematic electronic architecture for controlling a gasoline engine can be
73 considered. (The application to other combustion engines e.g. diesel shall be assumed).

EGAs e- An engine control system for gasoline engine regarding the EGAS-content consists of the following
74 components (Fig 1):

EGAS_e- o  Accelerator pedal

FoASe e Engine control unit

EGAS_e-

77 e Throttle-valve
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Add. ECU
CC - Control Brake (ath Tomus Reguest)
Lever (opt)
- - b 4
c /
i — g —
;::;::Eratlﬂﬂ Engine Control Unit Throttle Valve
F
____________________________________________________ EGA §-System
] b
Add. Sensors/
Components Fuel Injection
[with bonaue Influenoe) Ignition System

Fig 1 Overview of the ETC system with interfaces (simplified example of a gasoline engine)

Additional interfaces shall be considered which may affect the providing of the driving torque.

8 Hazard Analysis and Risk Analysis

As part of a hazard and risk analysis the system behavior was analyzed in typical driving situations
and the risks of the EGAS system determined, based on the described system definition in the
previous chapter.

The following safety goals were defined as the result of the hazard and risk analysis:

SZ-01 Prevention of unintended acceleration — ASIL B

SZ-02 Prevention absence of acceleration

— QM

SZ-03 Prevention of unintended deceleration — QM

SZ-04 Prevention absence of deceleration

A monitoring concept is required for detecting “unintended acceleration” according to safety goal SZ-
01. This approach shall transfer the vehicle into a controllable and safe state within an appropriate
fault tolerance time. (ftt)

The safety goals SZ-02 to SZ-04 represents controllable states and therefore are not subject of
consideration.

— QM

The OEM internal analyses shall provide as a foundation, e.g. from accident research and a statement

from TUV SUD (2006).
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The necessary safety requirements are detailed described in the next chapters to achieve the safety
goal SZ-01 "unintended acceleration”

These requirements shall be implemented according to ASIL B. These requirements shall be
implemented according to ASIL B.

9 Functional Safety Concept

Ecas e- An impermissible vehicle acceleration can only be caused by faulty torque definition / torque
92 implementing in systems with only one torque source or a drive engine.

A functional safety concept shall provide the monitoring for compliance of the permissible vehicle
g3~ acceleration or a permissible drive torque in order to achieve the safety goal SZ-01. In case of failure
the vehicle shall be brought to a controllable safe state in an adapted fault tolerance time.

EGAS_e-  The safety requirements are distributed to the following components:
EGAs_e- o Sensors (S1/S2): A plausibility check can be applied to the sensor signals (e.g. driver accelerator
95 pedal demand) after capturing the signals.

EGAs_e- o Actuators (A) A plausibility check can be applied to the actuator signals (e.g. throttle position) after
96 capturing the signals.

e Engine control unit (L):
- The engine control unit detects faults in the sensor system.

- The engine control unit detects faults in the actuator.

EGAS_e-

97 - A safety concept is implemented in the engine control unit, which detects and confirm the
setting of an impermissible high drive torque and brings the system into a safe state as a fault
reaction.

- The safety concept uses the idea of a central functional monitoring (level 2).
51
> L > A
EGAS_e-
98
A A
52

Fig 2 Safety block diagram

ggGAs_e' Central functional monitoring:

Regardless of the functional level (level 1) the being monitored function shall be calculated in the
EGAS_e- . . . . T .
00 functional monitoring level (level 2), monitored and in case of an error brought into a controllable
condition.

EGas_e- An independent development ensures that systematic errors do not have the same effect on the
101 functional level (level 1) and on the monitoring level (level 2).

Additional measures shall be implemented into the control unit to verify the integrity of the applied
E&As—e' ECU HW. It shall be ensured that errors which are located in level 1 and in the ECU-HW cannot have
an undetected influence to level 2.

%33’*3_6' Allocation of the safety requirements to the engine control unit;

Ecas e- The following table contains the reference to each section in the technical safety concept, in which the
104 safety requirements are more specific.
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SReg-01

Safety requirement for SG-01:

Sensors shall be plausibility checked
EGAS_e-

105~ Component:
Drive pedal
Technical implementation:
10.1.3 General Requirements of Level 2 Function Monitoring
11.2 Level 2 Faults of the Functional Monitoring
No:
SReqg-02
Safety requirement for SG-01:
EGAS o Sensors shall be plausibility checked

106~ Component:
Throttle valve®
Technical implementation:
10.1.3 General Requirements of Level 2 Function Monitoring
11.2 Level 2 Faults of the Functional Monitoring

No:

SReq-03

Safety requirement for SG-01.:

The engine control unit detects faults in the sensor system

(e.g. accelerator pedal, throttle, brake, FRG-operating lever 2)

E(%As—e' more torques affecting sensors / components) through appropriate plausibility.

Component:

Engine control unit

Technical implementation:

10.1.3 General Requirements of Level 2 Function Monitoring

11.2 Level 2 Faults of the Functional Monitoring

No:

SReq-04

Safety requirement for SG-01:

Torques affecting requirements of others ECUs shall be protected in a sighal compound of the engine
COAS o control unit (for example, FGR, ESP, AC, gear ...).

108~ Component:
Engine control unit
Technical implementation:
10.1.3 General Requirements of Level 2 Function Monitoring
10.1.4 Validation of the Torque Measurement in the ECU Network
11.2 Level 2 Faults of the Functional Monitoring

No:

SReg-05

Safety requirement for SG-01:

The engine control unit shall detect actuator errors (e.g. throttle-valvel), fuel quantity) by using
EGAS e- appropriate plausibility checks)
109 Component:

Engine control unit

Technical implementation:

10.1.3 General Requirements of Level 2 Function Monitoring

11.2 Level 2 Faults of the Functional Monitoring
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No:
SReq-06
Safety requirement for SG-01:

A safety concept shall be implemented in the engine control unit which detects and confirms undesired
states of a high driving torque or an unintended acceleration. In case of a fault the engine control unit

shall switch to a safe state.

Component:

Engine control unit

Technical implementation:

10.1.3 General Requirements of Level 2 Function Monitoring
10.2 System Fault Reactions

10.3 Additional Technical Requirements

11.1.4 Monitoring of Programming and Power Supply

11.2 Level 2 Faults of the Functional Monitoring

11.3 Level 3 Faults of the Controller Monitoring

No:

SReq-07

Safety requirement for SG-01:

The function controller shall be monitored.
Component:

Engine control unit

Technical implementation:

10.1.5 Level 3 Controller Monitoring ff

11.3 Level 3 Faults of the Controller Monitoring

Y Applies only for gasoline engines in air-measured systems.

% Project specific

10 Technical Safety Concept

10.1 3 Level Monitoring Concept

10.1.1 System Overview Electronic Control Unit (ECU)

The monitoring concept shall be carried out in 3 levels:
Level 1

It is called function level.

Level 1 contains the engine control functions, i.e. implementation of the requested engine torque,
component monitoring, input / output variable diagnostic and to control the system reactions if a

fault shall be detected.

Level 2

It is designated as function monitoring level.

Level 2 detects the defective process of level 1 functional software, e.g., by monitoring the
calculated torque values or the vehicle acceleration. In case of fault, system reactions are triggered.

Level 3

It is designated controller monitoring level.

The monitoring module shall be an independent part of the function controller (e.g. ASIC or
controller), which tests the correctly executed program during the question-answer process.
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System reactions are triggered independently of the function controller in case of fault.
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Fig 4 System overview; 3 level concept of the engine controller with lockstep-core (LC)
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129 10.1.2 ECU Functions and Component Monitoring of Level 1
EGAS_e- | evel 1 consists of:
130
Egl‘\s—e' . all engine control functions
E;AS—E' . the diagnostic of input and output variables related to monitoring
Only components shall be considered now, which are relevant for monitoring and
EGas e- Inherently present in the system. Implying that if a value cannot be directly monitored
133 (according to the state-of-the-art), monitoring another physically correlated values may
be also acceptable.
E&As_e- Sensor components
¢ Pedal value sensor Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e-
135 Diesel-Acceleration
Comparison
Gasoline-Acceleration
Comparison
+ Brake switch Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e-
136 Diesel-Acceleration
Comparison
Gasoline-Acceleration
Comparison
¢ Engine speed signal Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e-
137 Diesel-Acceleration
Comparison
Gasoline-Acceleration
Comparison
¢ Load signal Gasoline-Manifold Injection
EGAS_e- Gasoline-Direct Injection
138
Gasoline-Acceleration
Comparison
E?%As_e' + Lambda oxygen sensor Gasoline-Direct Injection
Ecas e | * Common rail pressure sensor Gasoline-Direct Injection
140 Diesel-Torque Comparison
+ Engine temperature sensor Gasoline-Manifold Injection
EGAS_e-

141

Gasoline-Direct Injection

Diesel-Torque Comparison
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142 Actuator components:
¢ Throttle valve®) Gasoline-Manifold Injection
EGAS. e- Gasoline-Direct Injection
143 Note:
Y if decisive for the air path
¢ Fuel injection cut-off Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e-
144 Diesel-Acceleration
Comparison
Gasoline-Acceleration
Comparison
¢ Common rail pressure control valve Gasoline-Direct Injection
Diesel-Torque Comparison
EOASe- Diesel-Acceleration
Note: Comparison
3) for CR systems with two actuator concept only
¢ Metering unit Gasoline-Direct Injection
EGAS_e- Diesel-Torque Comparison
146 Note: Diesel-Acceleration
%) for CR systems only Comparison
EEAS—E" Signal paths in the ECU system compound
+ Received requests that increase torque (signal transmission and Gasoline-Manifold Injection
actuality) 2) . . —
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS _e- Diesel-Acceleration
148 .
Comparison
Note: Gasoline-Acceleration
2) torque-increasing requests shall be guaranteed by the sending control Comparison
unit
¢ Vehicle acceleration (if applicable from vehicle speed) Diesel-Acceleration
EGAS e Comparison
149 Gasoline-Acceleration
Comparison
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ESOASJ*' Protected shutoff paths of the cruise control

Brake information Gasoline-Manifold Injection
Gasoline-Direct Injection

Diesel-Torque Comparison

EGAS_e-

151 Diesel-Acceleration
Comparison
Gasoline-Acceleration
Comparison

EGAS_e-

152 10.1.2.1 Characteristic and Diagnostic Requirements of the Throttle-Valve Actuator

EGAS_e- L.

153 10.1.2.1.1 Characteristic of the Throttle-Valve Sensor Technology

ESGAAS—Q' e Double sensor with physically separated signal paths

EoAS ¢ High diagnostic sensitivity over the complete adjustable range. Current standard shall be a
155 el version with characteristic curve progression in the opposite direction and the same voltage
swing.

ESGGAS—e' ¢ High resolution for good control precision and diagnostic

EgAS—e' e Minor synchronism deviation for effective diagnostic

ESSAS—e' e Minor drift in environmental and durability conditions (maintain diagnostic limits)

EGAS_e- .
159 10.1.2.1.2 Fault Detection

EGAs_e- o Short-circuits, parallel connections and open-circuit at the throttle valve sensors (including
160 sensor power supply)

EglAS—e' e Short-circuits and open-circuits at the throttle valve drive.

Fault description:
Voltage offset voltage supply or sensor ground
EGAS_e-

162 possible fault detection:
Signal-range-check or synchronism diagnostic sensor 1 to sensor 2
Fault description:
Voltage offset sensor 1 or sensor 2

TorS-*" possible fault detection:
Signal-range-check or synchronism diagnostic sensor 1 to sensor 2
Fault description:
Short-circuit sensor 1 to sensor 2

E&As—e' possible fault detection:
Position diagnostic (set point/actual value) or position adjust. diagnostic. (input variable)
Fault description:

FOASe Fault at the actuator

Possible fault detection:
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Position diagnostic (set point/actual value) or position adjust. diagnostic. (input variable)

10.1.2.2 Design Characteristics and Diagnostic Requirements of the Pedal Value Sensor

10.1.2.2.1 Design Characteristics of the Pedal Value Sensors

o Double sensor with physically separated signal paths
e Diagnosable sensor power supply or two sensor power supplies
e Two up to the control unit separated ground paths

e Clear plausibility over the complete adjustable range. Current standard shall be a version with
variable-slope increasing performances curves.

¢ Minor synchronism deviation and sufficient resolution for effective diagnostic

e Minor drift on environmental and durability conditions (maintain diagnostic limits, short pedal
dead band)
10.1.2.2.2 Design Characteristic of the ECU Input Wiring (Analog Sensor)
¢ In case of line breaks, the sensor input circuits shall be dimensioned for voltage level < idling
detection threshold.
10.1.2.2.3 Design Characteristic of the Signal Content with Digital Communication
Protocol (e.g. SENT)

e Sensor internally detected faults shall be detectable by the receiver, e.g. transmission of an
fault code “FF”

e Transmission of a sender identification
e The receiver shall evaluate the currentness of the message, e.g. transmission of a live
detection using message counter.

e Checksum transfer

10.1.2.2.4 Design Characteristics of the ECU for Evaluation of the Digital Transmission
Protocol (e.g. SENT)

e The complete message content: data signal, message counter, checksums, sender
identification, shall be available as raw signals for the monitoring level (level 2)
10.1.2.2.5 Fault Detection

e Short-circuits, parallel connections and open-circuits on the driving pedal value sensors
(including sensor power supply)

Fault description:
Potential offset of the voltage supply

possible fault detection:
Synchronism diagnostic sensor 1 to sensor2 or reverse reading of the sensor power supply

Fault description:
Potential offset sensor 1 or sensor 2

possible fault detection:
Signal-range-check or synchronism diagnostic sensor 1 to sensor 2

EGAS Workgroup _en /2015-07-13 / Version 6.0
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Fault description:
Short-circuit sensor 1 to sensor 2

possible fault detection:
Synchronism diagnostic sensor 1 to sensor 2 or signal-range-check

Fault description:
Potential offset sensor ground 1 or Sensor ground 2

possible fault detection:
Synchronism diagnostic sensor 1 to sensor 2 or signal-range-check

Fault description:
missing sighal message*

possible fault detection:
Input signal diagnostic test or live detection test

Fault description:
Outdated message signal*

possible fault detection:
Live detection test

Fault description:
Inconsistent signal message*

possible fault detection:
Checksum verification

Fault description:
Message from wrong signal transmitter*

possible fault detection:
Transmitter identification verification or checksum verification

*Protocols for digital signal (e.g. SENT)

10.1.2.3 Determination of the Required Pedal Value of Level 1 in Normal Operation

The sensor characteristic curve of channel 2 initially shall be normalized to the characteristic
curve of sensor 1.

The calculation of the required pedal value of level 1 in normal operation shall be performed by a
minimum selection of the two sensor channels

10.1.2.4 Accelerator Pedal / Brake Plausibility

A reduction of the propulsion power to a controllable maximum limit shall be performed, if the
driver requests a propulsion power by the accelerator pedal and operates the service brake with a
minimum pedal force while the vehicle is moving.

An adequate monitoring of the brake signal input shall be required.

EGAS Workgroup _en /2015-07-13 / Version 6.0
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10.1.3 General Requirements of Level 2 Function Monitoring

The level 2 (function controller component) contains:
¢ Monitoring of the performance regulating functions of level 1.

Central part of level 2 for systems with torque monitoring shall be the comparison between a
separately calculated “permissible engine-torque” and an “actual engine-torque”.

Central part of level 2 for systems with acceleration monitoring shall be the comparison between
a separately calculated “permissible vehicle acceleration” and an “actual vehicle acceleration”

Monitoring of level 1 fault reaction, if L2 cannot generate separately a fault reaction.

e Own memory areas that are monitored cyclically

Calculations for the program flow control
Graphic charts for:
e Gasoline monitoring structures:

— Gasoline manifold injection
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Torjue Request Permisslbie Comoanzan
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Extarnal N
Torjue Reqguests o Fault Reacion [ Dlagnosts
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Engine Speed
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Clagnosis R Faul Reaclion Faul Reaction L

Fig 5 Level 2 function monitoring, gasoline manifold injection
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BGAS e-  _, Gasoline direct injection

212
Pedal Set Point - - Ignition Angle
Reguest
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Fig 6 Level 2 function monitoring, gasoline direct injection

EGAS_e-  _, Gasoline acceleration comparision
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Fig 7 Concept Acceleration Monitoring Otto Engines
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E%AS—E' e Monitoring Structures Diesel

EGAs_e- Diesel monitoring consists of overrun monitoring and acceleration comparison or overrun monitoring and torque
578 comparison.

EGAS_ e-  — Diesel continuous torque monitoring (torque comparison)

579
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Fiaguest
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Dlagnasts e Faul Reaction
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meaction [ Dlzgnasls
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Faul
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Fig 8 Level 2 function monitoring, Diesel / continuous torque monitoring (overrun monitoring)
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— Diesel (overrun monitoring)
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The following tables contains the detailed monitoring tasks of level 2:

Signals paths of ECUs which are network integrated:

EGAS_e-
221

Content of the transmitted scopes with monitoring relevance %) Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally °)

EGAS_e-
222

Vehicle acceleration, if applicable calculated from vehicle speed (Error Diesel-Acceleration
coverage of actuality + signal transmission) Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally

EGAS_e-
224

Validation of incoming parameters in level 2:

EGAS_e-
225

eAccelerator pedal %) Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally

EGAS_e-
226

eBrake °) Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally
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EGAS_e-
227

eExternal and torque increasing requests 2

Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally

EGAS_e-
228

eAir mass (as main load signal)

Gasoline-Manifold Injection
Gasoline-Direct Injection

Gasoline-Acceleration
Comparison

EGAS_e-
229

eIntake manifold pressure (as main load signal)

Gasoline-Manifold Injection
Gasoline-Direct Injection

Gasoline-Acceleration
Comparison

EGAS_e-
230

eFuel mass

Gasoline-Direct Injection

EGAS_e-
231

eEngine speed

Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally

EGAS_e-
232

eSpark angle

Gasoline-Manifold Injection

Gasoline-Direct Injection

EGAS_e-
233

eInjection time duration

Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison 3)

EGAS_e-
234

eInjection control variables (e.g. startup trigger)

Diesel-Torque Comparison

Diesel-Acceleration
Comparison 3)

EGAS_e-
235

e ambda

Gasoline-Direct Injection

EGAS_e-
673

sWheel speed

A-SaCo generally

EGAS_e-
223

EGAS_e-
236

EGAS_e-
237

“"may be required in the future

2)

¥ During overrun

EGAS Workgroup _en /2015-07-13 / Version 6.0
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Function Monitoring

EGAS_e-
239

eTorque comparison
(permissible torque with current torque)

Gasoline-Manifold Injection
Gasoline-Direct Injection

Diesel-Torque Comparison

EGAS_e-
240

eOverrun monitoring

Diesel-Torque Comparison

Diesel-Acceleration
Comparison

EGAS_e-
241

eShutoff path test (up to actuator output stage)

Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

EGAS_e-
242

eSystem reaction (injection cut off) of level 1 due to a failure case 4) Gasoline-Manifold Injection

Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

EGAS_e-
243

¢A/D converter check

Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

EGAS_e-
244

ePlausibility of torque loss from level 1

Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Gasoline-Acceleration
Comparison

EGAS_e-
245

ePlausibility of adaption-/ correction values from level 1

Gasoline-Manifold Injection
Gasoline-Direct Injection

Diesel-Torque Comparison

EGAS Workgroup _en /2015-07-13 / Version 6.0
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EGAS_e-
246

eCancel cruise control by brake request(internal cruise control)

Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

EGAS_e-
247

eMonitoring of the brake overrun function

Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

EGAS_e-
248

eAcceleration comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

EGAS_e-
249

EGAS_e-
250

EGAS_e-
666

EGAS_e-
251

*) for fault reactions, which cannot be implemented in level 2
®) project specific determination valid for gasoline intake manifold
injection and direct injection

%) not explicit scope of the acceleration safety concept, add. funtioning of
level 2 necessary.

Reactions in case of fault (fault-specific):

EGAS_e-
252

eReset

Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally

EGAS_e-
253

eActuator output stage switch-off

Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison

Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally
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ePower limited limp home mode (e.g. Injection cut off) Gasoline-Manifold Injection
Gasoline-Direct Injection

Diesel-Torque Comparison

EGAS_e-

254 Diesel-Acceleration
Comparison
Gasoline-Acceleration
Comparison

EGAS_e-

255 10.1.3.1 Inclusion of the torque loss of level 1 for “permissible torque” calculation

EGAS_e-  |f using a target loss torque from level 1 for calculation of the permissible torque in level 2, the
256 . ! . .
value shall be validated in level 2. Fault reaction ref. appendix.

5567As—e' 10.1.3.2 Taking over Adaptation Values / Correction Factors from Level 1 to Level 2
(Tolerance limitation)

Ecas_e- If adaptation values and/or correction values with torque effect shall be transferred from level 1 to

258 level 2, they shall be checked to be compliant with permissible limits. Fault reaction ref. appendix.
EGAS_e-
259 10.1.3.3 Monitoring of the Injection Output Variables from Level 1

EGGOAS—e' Function: Plausibility of the controlled variables in level 2
EGAS e- The measured injection time durations which are available in level 2 shall be checked value
261 specific to be compliant with plausible limits.

EGAS e-  Examples:
262

geGsAS—e‘ ¢ plausible injection angle ranges

E&As—e‘ ¢ Adherence to maximum number of cylinders

5665As—e‘ ¢ injection type within maximum injection type number

ESGAS—E" In case of invalid deviations, it shall be presumed an existing fault in level 1.

ggAS—e' Fault reaction ref. appendix.

EGAS_e-
268 10.1.3.4 Monitoring of the Trigger Output Unit (e.g. TPU, PCP)
Function:
EE%AS—E' Comparison of the set point control values from level 1 with the measured actual control values of
level 2..
EoAS For detection e.g. of toggled or defective RAM cells of the control output unit, the measured current
_e-

270 values in level 2 for the injector drivers shall be checked to be plausible with the set point output
control values of level 1.

EGAs e- For each calculating cycle in level 2 at least one cylinder (e.g. with rotating cylinder pointer) shall
an be checked.

Ecas e-  With appropriate measures it shall be ensured that invalid copies of input values into the output
272 memory are detected.

E%As—e' Fault reaction, ref. to appendix.
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10.1.3.5 Continuous Torque Monitoring Diesel (Torque Comparison), Reverse Calculation
of Current Torque Level 2

The injection output variables calculated in level 1 are converted into electrical trigger signals by a
trigger output unit (e.g. TPU, PCP).

For reverse calculation of the current torque the electrical trigger signals of the trigger circuits are
measured event depending. After transformation into time-, angle- and cylinder depending
measurement data they are given as input variables of level 2.

For more reverse calculation of torque the injection relevant and engine speed synchronous rail
pressure shall be used.

The requirements for validate the input value shall be described in the next chapter.

10.1.3.5.1 Rail Pressure Monitoring

10.1.3.5.1.1 Level 1 Requirements

The rail pressure diagnostic shall be defined project specific.

For monitoring purposes for single channel rail pressure capturing systems the following minimum
plausibility’s shall be regarded:

e SRC high / low diagnostic

e Rail pressure gradient diagnostic (direction specific)

10.1.3.5.1.2 Interface Signals of Level 2

Detected faults shall be provided to level 2 with the diagnostic status.

For validation of rail pressure in level 2 the values of the rail pressure gradient with their
corresponding diagnostic status shall be provided to level 2.
10.1.3.5.1.2.1 Limp-Home Mode

In case of a detected fault it shall be switched into a limp-home mode by using rail pressure set
point as replacement value for the rail pressure controller.

In the reverse calculation for the current torque in level 2 it shall be switched to the replacement
value simultaneously.

10.1.3.5.1.3 Level 2 Requirements

The raw value of the rail pressure sensor shall be used in level 2.

10.1.3.5.1.3.1 Plausibility

In analogy to level 1 for single channel rail pressure capturing systems the following minimum
scope shall be considered:

e SRC high / low monitoring
e monitoring of rail pressure gradient diagnostic of level 1

The monitoring of the rail pressure gradient diagnostic checks if a fault is detected in level 1 due to
exceeding/ being below a limit value.

In case of a fault detection the selection of limp-home mode depends on whether in level 1 a fault
has been detected or not (ref. following description).
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10.1.3.5.1.3.2 Limp-Home Mode when a Failure was detected in Level 1

For more reverse calculation of the current torque in level 2 the rail pressure set point for the rail
pressure control shall be used.

10.1.3.5.1.3.3 Limp-Home Mode when a Failure was not detected in Level 1

A fault exists in level 1.
The rail pressure information is not reliably available any more.

Fault reaction ref. appendix.

10.1.3.5.2 Torque Relevant Efficiencies of Injection Quantities

If injection quantities get weighted with efficiency factors from level 1 for the determination of torque
calculations, these efficiency factors have to be validated in level 2 fault reaction ref. appendix.
10.1.3.5.3 More Torque Relevant Efficiencies (e.g. Air Influence)

Additional physical parameters may affect to the accuracy in reverse calculation of the current
torque in the system. These may be further efficiency factors for the relevant fuel injections. If these
parameters shall be used from level 1 they have to be validated in level 2.

10.1.3.6  Continuous Diesel Monitoring (Acceleration Comparison)

Optional to the “continuous torque monitoring” for diesel, the continuous acceleration monitoring
may be realized.

10.1.3.6.1 Level 1 Requirements

Basic principle:
1. The drivers” input is interpreted as vehicle target acceleration.

2. When exceeding this target acceleration, an acceleration based driving behavior shall be
activated.

Description:
Based on the target engine torque, the vehicle target acceleration shall be calculated, by using the

power train transmission ratio and additional vehicle parameters (e.g. vehicle reference mass,
reference air drag coefficient (Cd value), etc.)

The commanded engine torque shall be reduced by using a regulator if the current vehicle
acceleration exceeds the set point vehicle acceleration.

This regulator shall be implemented in parallel to the torque path and it is limited downwards to 0
Nm indicated torque (fig. 12).
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Fig 12 Diesel / continuous monitoring (acceleration comparison), overview

The acceleration regulator is switched to an engine speed regulator below a calibratable vehicle
speed threshold.

This Function in level 1 serves to ensure the drivability when exceeding the target vehicle
acceleration. Thus, an unwanted intervention of level 2 (e.g. when driving downhill) is avoided.
10.1.3.6.2 Level 2 Requirements

In level 2 (fig 11), based on redundantly captured input signals, the current vehicle acceleration as
well as the engine speed shall be monitored.

If the current vehicle acceleration for a calibratable time is higher than the target acceleration, level 2
shall limit the driving torque to zero.

Therefore the overrun monitoring shall be activated to detect a possible fault (fig. 10).

Additionally above to a calibratable engine speed threshold, the idle speed controller and the torque
loss compensation shall be deactivated.

This ensures that the target torque of level 1 shall certainly be 0 Nm.

10.1.3.7 Continuous Diesel Monitoring, Overrun Monitoring

The overrun monitoring known from present diesel monitoring systems shall be integrated in the
continuous torque-/acceleration monitoring as parallel monitoring path for the torque comparison.

Fault reaction ref. appendix.

10.1.3.8 Continuous acceleration-based monitoring based acceleration sensor

As an alternative to "continuous torque monitoring”, the described hereinafter continuous
acceleration monitoring are implemented based on an acceleration information
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gflAs_e' This can be used with minor changes for gasoline, diesel, electric drive and hybrid drives.

Basic principle: An actual acceleration/drive torque shall be determined of the vehicle acceleration
gszs—e' information from an acceleration sensor and the evaluation of the power train speed. The actual
acceleration/drive torque shall be compared against the permitted acceleration/torque.

EGAS_e- .
613 10.1.3.8.1 Requirements to Level 2

This concept is essentially independent from the determining of the torque demands of level 1.
Ecas o ITCONsists out of two main components:

o14 - Driver’s demand plausibility and

- Acceleration monitoring.

EGAS e- The acceleration monitoring is calculate an allowable acceleration of the vehicle from the safe
615 driver's demand of the driver's demand plausibility and the physical parameters.

An actual acceleration shall be determined from the information of the longitudinal acceleration of an
EGAs_e- Inertial sensor in the vehicle and the speeds of the wheels and the engine, which must have
616 necessary accuracy and integrity. The rotational components from the drive train acceleration and
the translational acceleration parts of the chassis were be added.

If for an applicable time the actual vehicle acceleration is higher than the permitted acceleration, a
E%As—e' fault reaction shall processed, which brings the vehicle into the safe state with the necessary
integrity.

EZGOAS_E' This can be the switch off of the injection-driver of a gasoline engine.

Apcelerstion Sensor

Actuator Torque

EGAS_e-
622

Mon Acceleration Effective Torque (T) Acceleration Effective Torque

A

Fig 13 Detailing ,New Acceleration Safety-Concept” (A-SaCo)

E,ngs—e' 10.1.3.9 Alternative Method for Monitoring of a permissible Set point Torque / Set point
Acceleration
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Basic principle:

Read driver's demand level 1

Plausibility or calculate reserve value in level 2

Usage possible for all monitoring principles — continuous torque.
Plausibility of drivers demand:

The driver’'s demand of level 1 shall be read and checked for the error "to high driver demand". The
function returns a safe driver demand as output.

Stationary test:
This is determined by comparing the value in the level 1 driver, wish with a secure reference driver's
demand.

The driver's reference demand is the highest yet certain controllable driver's demand at the current
accelerator pedal angle. For example, this can be determined once by a volunteer study.

If the driver demand of level lexceeds faulty the driver's reference demand, the provided safe driver
demand at the output of the function shall be limited to the driver's reference demand.

This ensures that no unmanageable is determined to a high driver's request. If the value of level 1
driver demand below the reference driver's wish, the level 1 value is output as a safe driver request.

Dynamic test:

To ensure that also be excluded below the reference driver's request hops with uncontrollable
dynamics, there is also a dynamic boundary. The determination of the dynamic threshold is
measured on the basis of the dynamics of the accelerator pedal. That that, for example, with a
constant accelerator pedal lower jumps are permissible as during the passage.

The safe driver request is limited to the dynamic boundary.

Drivers Demand (L1)

Target- Level 1
Wheel Torgue
Level 1
N Torque Path
- (left Part)
Drive Pedal 1 plausible
> _ / Yes / No
h 4 Acceleration-Safe
Plausibility Concept ty
Drivers Demand &
L] Comparison
Reserve Value actual vs. set point

Fig 14 Monitoring Drivers Demand
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M T AT ftime)
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Prevention of changes in
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(dynamic)

Fig 15 Not controllable Acceleration
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Fig 16 Acceleration Monitoring Gasoline

10.1.3.10 Continuous Monitoring of Gasoline Concepts (Acceleration Comparison)

10.1.3.10.1 Level 1 Requirements

Similar to the acceleration monitoring Diesel all requirements of 10.1.3.6. will apply

Because unlike the diesel concept a motor thrust from combustion processes perspective cannot
always be realized, an adaptation of the monitoring concept for gasoline concepts is required.

Following additional requirements must be implemented:

A dropping of all complex stuff control measures or firing processes occurs at a debounced
impermissible acceleration for ensure a simple and robust control of the fired engine by using the

throttle.

Therefore the throttle is centrally responsible for the filling control.

The throttle angle shall be covered to a threshold value unless a faulty acceleration is still present
after a time threshold.

A safe driver operation shall be guaranteed in any position of all filling control systems due to a safe
defined threshold of the throttle.

All requirements for the throttle-diagnosis of 10.1.2.1.

10.1.3.10.2 Level 2 Requirements

The vehicle actual acceleration as well as the engine speed shall be monitored by redundant
captured input values in level 2 (ref. to fig 16).

Level 2 shall limit the throttle-angle for an applicable time if the current vehicle acceleration is higher
than the target vehicle acceleration.
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géBSAS_e- Therefore the air path monitoring shall be activated. (Throttle and leakage)

A leakage diagnosis shall be implemented to prevent that a leakage in the manifold leads to a latent
E&As—e' error in the evaluation of the current motor behavior, which cannot be identified by the throttle-
position.

ggAs_e' A safe fault reaction shall applied if a faulty throttle-position or a leakage is detected.

Srinas 10.1.4 Validation of the Torque Measurement in the ECU Network

5;3;\5_9- The validating of torque output variables in the ECU network shall be defined project specific.

EGAS_e- i i
333 10.1.5 Level 3 Controller Monitoring
Controller monitoring refers to the interaction between software and hardware structures. It enables
Effs—e' the detection of faulty operations of the function controller (controller core, affected areas in
RAM/ROM).
EGAS e- The necessary checks can be performed as software functions (e.g. memory test value and
637 complement) or alternatively as controller internal error detection hardware or a combination of both.

ggsAs_e' A check due to a controller internal error detection hardware is only permitted if:

oS —  The functioning ability of the controller internal error detection hardware in the current cycle

639 - shall be verified by a test for latent defects (e.g. penetration of ECC on the shutdown path).
An engine start is permitted only after the completion of this test.

EGAS_e- —  The configuration of the controller internal error detection hardware is tested cyclically (e.g.
640 activation of the ECC.).
gflAs_e' ROM Check Function Controller
The complete ROM must be checked at least once per driving cycle before engine start (initialization
EGAS_e- . .. R :
612 or previous driving cycle incl. follow-up). The test can be performed by a software function or by a
controller internal error detection hardware.

Ecas e- The ROM range of levels 2 and 3 must be checked periodically. The test can be performed by a
643 software function or by a controller internal error detection hardware.

gﬁAs_e' At least the following errors must be detected by the ROM test:

EOGOAS_e_ —  Wrong level 2/3 Code / data due to addressing errors (HW)
EGAS_e- it- i

oo _© —  Bit-dumpers in ROM

EGAS_e- — Incorrect programming (e.g. flashing) of the ROM

646

EGAs_e- For the error detection in the RAM are either to use software functions (e.g. memory test on value
647 and complement) or a controller internal fault detection Hardware or a combination of both.

If errors shall be identified by the testing of RAM or ROM, the conspicuous memory must be retested
EGAS e- - S L S - - . .
a8 in each case during initialization. A test in the follow-up phase is not allowed in this case.

If the conspicuous memory area cannot be localized, the complete memory shall be checked.

If a controller internal error detection hardware with a possible automatic error correction for testing
EGAS o RAM or ROM shall be used (e.g. ECC), the number of corrections which was made in each memory
6a9 ~  Mmust be recorded.

The exceeding of a project specific defined number of corrections per time unit shall be treat as an

RAM / ROM test error. A project specific deactivating of the error debouncing must also be possible.

EGAs e- An engine start (if software controlled) or combustion shall only allowed if the check is completed
337 without faults.
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Level 3 consists of 2 basic elements:

The physically independent monitoring module (L3_MM realized through separate hardware)
communicates with the L3 monitoring software in the function controller (L3_SW in FC) via an
interface.

The L3_MM asks one question cyclically to the L3_SW in the function controller FC from at least 10
different questions; it monitors the reception of a cyclical test result, makes the assessment and in
case of a fault initiates the fault reaction.

The monitoring module can be performed as an ASIC or as a controller.

When using the RAM/ROM components in L3_MM these components shall be cyclically tested at
least once for each driving cycle.

The clock of the monitoring module shall be separately implemented from the main computer.
L3 monitoring software of the function controller (L3_SW in FC) shall communicate with the L3_MM
via interface.

The interaction between L3_MM and L3_SW in FC is also described as question / answer
communication

Several test paths shall be processed on the function controller (ref. to 10.1.5.3).
Each test path provides an exactly defined numerical partial result depending on the question.

The combination of the partial results leads to a numerical total result (test result), which will be
transmitted to the L3_MM by the communication interface.

The L3_SW in the FC signals the fault-free operation to the L3_MM by means of correct answers.

(ref. to fig. 3)

10.1.5.1 Monitoring of the Q&A Communication

10.1.5.1.1 Monitoring with L3_MM

The L3_MM expects an accurately defined answer from the L3_SW in the function controller within a
defined time period.

In case of a fault the L3_MM provides an internal error counter and repeats the falsely answered
guestion.

If the error counters end is reached, the monitoring module shall switch off the actuator power output
stages and triggers a limited number of SW resets by the function controller to increase the
availability.

If the L3_MM receives an answer at the false moment, the same fault reaction shall be performed.

The error counter processing in the L3_MM shall be designed so that fault detection states lead to a
faster reaching of fault reaction threshold than to a detected fault-free state leading to ,a error
counter reset".

The monitoring module shall not be subjected to development and modification cycles of a flash
based control unit and shall be independent of the project or vehicle equipment.

The questions generated by the monitoring module are generic and determined already during the
definition of the engine control system.

The adjustment to the project-specific characteristics shall be performed by means of unique
parameters on the function controller's side.

10.1.5.1.2 Monitoring with L3_SW of the Function Controller
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Ecas e- The L3_SW in the FC expects a new question from the L3_MM within a defined time period and
362 checks the fault-free operation of the L3_MM.

EGAS e- Thetestin the L3_SW in FC is initiated by the L3_SW in FC giving wrong answers at specific time
363 intervals.

The next error counter status transmitted in combination with the question from the L3_MM is
5;1‘\5—‘*' checked by the L3_SW in the FC to see if the fault detection is reflected in the error counter
modification.

EGAs_e- In case of a fault, the L3_SW in FC uses an internal error counter and transmits again a wrong
365 answer to the L3_MM.

ecas e- If the error counters end is reached, the function controller switches off the actuator output stages
366 and triggers a limited number of resets to increase the availability.

EGAS_e- 1

A (ref. to fig 3)

EGAS_e-

368 10.1.5.2 Iteration Rate of the Q& A Communication

EGGgAs_e' The iteration rate shall not exceed a limit value of 80ms.

§7GOA5_9' This is required to guarantee sufficient quantification for the fault debouncing.
EGAS_e-
371 10.1.5.3 Test Paths of the L3_SW of the Function Controller

§7G2A5_e' Independent test paths, which form a partial response of the L3_MM shall be differentiated :

§7G3As—e' . Program flow check

EGas e- The program flow control shall verify if all monitored level 2 modules (including TPU, cyclic
374 RAM/ROM tests) are processing in fixed timeslots and in the right sequence.

3I§7G5AS_E>- . Command set test

The instruction set test allows the detection of errors in the processor core and in the processing of
FoAS-# functions of level 2.
The following three characteristics of the instruction set test are possible:

g?lAs_e' a) Function-specific command set test

E%As_e' It must be adapted to the safety relevant monitoring functions.

EGAS_e- To avoid disturbing the level 2 processes, a copy of the validation relevant contents or a

377 comparable instruction set sequence shall be stored in separate RAM and ROM areas.
E%As—e' With these, the level 2 test questions are representatively answered.

EGAS_e- All selected test data shall represent fictitious level 1 fault states and shall generate a

379 corresponding part of the answer.

EGAS_e- The functionality of all validation relevant controller instructions of the copied content shall be
380 tested.

ESZAS_E' b) Automatically generated command set test

EGAS_e- An automatic-generated instruction set is also permitted if it covers at least all instructions which
381 are used in the monitoring of level 2 and 3.

ESSAS_E' c) Use of controller internal error detection hardware
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The correct functionality of the processor core can also be checked by using a Lockstep-Core. In
this case, the result of the Lockstep-Core shall be compared with the result of base-core, a
deviation results to an error reaction.

If a controller internal error detection hardware is used, the configuration must be checked
periodically.
An incorrect configuration must lead to a fault reaction of the monitoring module (wrong answer).

If the configuration within one drive period is HW-related safe against any changes, this
requirement to a periodically check may not apply .

The requirement to an initial check during initialization remains.

On a multi-core controller shall be all cores, on which level 2 modules are executed, are tested
by the above measures a), b) or c).

10.1.5.4 Question Generating of the Monitoring Module L3_MM

The amount of questions and the quality of the corresponding input data sets for the function-specific
instruction set test shall be defined in a manner so that a comprehensive fault detection is possible
(10 questions at least).

The monitoring module L3_MM selects a pre-determined set of different questions that are submitted
to the function controller.

By applying a pseudo random sequence, the interval between same questions is reduced (which
means no pure random sequence). Therefore the processing time of all defined questions is also
limited.

10.1.5.5 Monitoring of Programmable Hardware Blocks (regardless of the function
controller)

Hardware components that can have an impact on safety-relevant signals are to be included in the
monitoring concept of the function controller. The individual failure modes of these hardware
components shall be considered.

The goal of monitoring is to detect the following faults:

. Destroyed cells in the internal parameter memory
. Data flow conflicts of systems with shared memory.
. Errors in calculated values

The monitoring characteristics are:
. Writeability test of the parameter memory (e.g. TPU- internal parameter RAM)

. Memory test of the program memory (for. Example program RAM cyclically ROM once per
driving cycle)

Use of controller internal error detection hardware

. Plausibility check of characteristic calculation values (e.g. plausibility check of the engine
speed calculation in the TPU by evaluation of separate segment interrupt times)

Fault reaction

. A reset of the complete system shall be triggered by the function controller in case of a fault.

10.1.5.6 Protection of Controller Internal Periphery
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The access to internal controller peripherals is suitable to protect if safety-relevant signals are
EGAS e- Captured or outputted via these peripherals.
693 The following errors must be at least detected, if they not covered of plausibility functions by
functional protection:

E&As_@ — Addressing error

EQGSAS_e— —  Data Corruption

ESGAS_E- —  Periphery access with impermissible long delay
EGAS_e- —  Faulty configuration of the periphery

697

EGAS. e- Fault reaction:

098 The function processor shall trigger a reset of the complete system in case of a fault.

EGGOAS—"' 10.1.5.7 Requirements to Distributed Monitoring Functionalities across Multi Processor
Cores

EGAs_e- The safety relevant data exchange between the processor cores shall be protected against data
661 content falsification.

gngS_e' Each processor core shall be protected with the above described monitoring mechanisms.

The monitoring mechanism of the particular processor cores may be differ.
EGAS_e-
663 The safety architecture of each processor core shall fulfill the safety requirements of the active

functional monitoring functions of the respective processor core.

EGAas e- Take care to ensure that functions with lesser ASIL classification have no influence on functions with

664 higher classification (Freedom of Interference).
EGAS_e-
399 10.1.5.8 Shutoff Path Test

EOGOAS_e_ Goal of the Monitoring:

EGAS_e- ® Check the shutoff paths to the power determining output stages, so that a safe shutoff is
401 guaranteed in case of a fault.

5832/*5_6- Monitoring characteristics:

. One test per driving cycle
EGAS_e- . . . . .
403 . Remark: if the test is performed during power latch and no positive results were obtained, a
new test shall be performed mandatory during the next initialization phase.
EGAS e- o Engine run is authorized only after one successful shutoff path test per controller.

404

EGAS_e-  Fault reaction:
405

EGAS_e- ® Reset until engine run authorization

406 (ref. t0 10.1.5.8 System reset behavior)
EGAS e-

407 10.1.5.9 A/D Converter Test

Ecas_e- The A/D converter test shall cover three different fault possibilities. This is necessary if safety-
408 relevant signals are read by the A/D converter.

EGAS e- The next table contains a procedure to detect A/D converter faults that shall be applied depending on
409 the present system:
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416

EGAS_e-

417

EGAS_e-

418

EGAS_e-

419

EGAS_e-

420

EGAS_e-

422

EGAS_e-

423

EGAS_e-

424

EGAS_e-

425

EGAS_e-

426

EGAS_e-

427

EGAS_e-
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Fault Indication Idle-Speed Test Pulse ADC Channel 2 separate A/D Converter
Procedure on PVS2 Input* (without Vger ) in the System**
Gradient failure X X
Offset failure X X
Register Stuck (also MUX X X
do not switch)
* An optional channel shall be used for testing of non-analog PVS signals.
** |n this case an analog signal shall be read and compared with both A/D converter.
The PVS2 signal shall be primary used.
10.1.5.10 Reset System Behavior
Effect:
. The reset affects the monitoring module (MM) and the function controller (FC)
. The power determining output stages are switched-off
. The duration of the reset status shall be determined specifically for each project
Tests after reset:
. The stored information regarding the cause of the SW reset shall be evaluated before the next

engine start can be authorized.

E.g. if a RAM/ROM failure shall be detected, the affected monitored memory shall be checked before a
new release is allowed. The complete memory shall be checked, if the affected memory cannot be

localized.
. The maximum valid number of SW resets in a driving cycle shall be specific defined for every
project.

Afterwards the power-regulating output stages shall be switched off (current less) until vehicle restart.

Restart after reset:

. The synchronization between MM and FC shall be done via a defined sequence in the question /
answer communication.

The control and test sequences for the MM and FC shutoff paths are coupled to the communication
synchronization. The test delivers a result about the operating capability of both shutoff paths.

o The power output stages are released after a successful test.

o Monitoring relevant fault reactions shall be kept active after a reset.
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EGAS_e-
428 . .
10.1.5.11 Diagram of the Level 3 Fault Reactions
| Lewsl 1 |
Level 2
| Fault Reaction |
Dﬁﬁiﬁ? Functional
Communication |HSEI5}:EJ1:I¢5E1 Program Flow Ma-lz:::lrin Test of Shutoff Path
[Module- Tect Check |
Monitaring)
ki ¥ L kL 4 L
EGAS e- Fault
429 Reaction o
For Reasons of Availability:
At least Shutdnwr_ucf Cutput Stages Raset
Reset
¥ k. ¥
Vehicle
Reaction
. . Engine da=s not start, until one of the shutoff pathes
Engine stlls reversible (FC and MM} shall passed the test
Fig 17 Level 3 controller monitoring fault reactions, gasoline and diesel
| Level 1 |
Lewvel 2
| Fault Reaction |
”C'h:"::i:';ﬂn:w' Configuration Check Question | Answer Monitoring of Test of
. af the pC-intarnal HVW- Communication Program Flow Check autonomous runable y
via EMM: ECC, P I Switch-off Path
MPL, step... Monitaring (Monitoring Madule) Hardwars
Fault
Reaction
EGAS_e- ¥ k. y y ¥ k.
635 SW-R d P 5 Shutoff
eset an ower Stage Shut
F'uwgrES:ﬂe 5I‘l|1mff Power Stage and SW-Res=t and
W_E.'b Hw?an " Shutoff of the possibly HW-Reseat of the Power Stage Shutoff
possibly Rl Monitoring Module Monitoring Module
Vehicle-
Reaction - I I
Engine off *
*} Reaction to permanent Faults

Fig 18 Fault Reaction Controller Monitoring of Level 3 with pC-internal HW-Monitoring, Gasoline and Diesel
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| Laval 1

| Fault Reaction |

Lovel 2 - Ranges RAM -Test
i ROM -Test
Cyclic
TPU-code
_ _ RAM - Test Internal RAM, External RAM
Cyclic Cyclic TPU RAM {In the Follow-up, {In the Follow-up,
ROM - Test FL&M - Test {in the: INI) Retast in the IM() Retest in the Ml
K W W F F W W K
Fault
Reaction Error Debouncing
R=-raquest - § Re-raguest _—
Reset test RAM in Eﬁp;;ﬁ;:;:g test RAM in re':;f;‘:-"t::;:g
Reset with compl. RAM and ROM test the next INI the next INI -
K i W W
Vehicle
Reaction Engine do not
Mo Resction, Mo Reaction, start.
- - Engine does Enginz Engine does Engins after n-
Engine stalls reversile not start already not start already resettings in
stoppsd stopped the oycle
—boaot block

Fig 19 Level 3 memory test fault reactions: gasoline and diesel

| Lews! 1 |

| Fault Reaction |

Stﬁyfl_:_n 4 Configuration Test of the Permission Violation
L“ i B pC-internal HW- [MPU = Memary
':R:'_:;E‘i' Memary Tasts Protection Unit)
Fault
Reaction ¥ b ¥ b ¥ ¥
HW-Reset HW-Reset HW-Reset
9:;":'“’2“.‘; E'.r‘l;']"'Res?r; (EMM) with spec. (EMM) with spec. SW-Reset and {EMM)
Wéﬁ;ﬂ_?ﬂl_tlﬂ- “II:{OPT'?E 1° RAM Test ROM Test powier stages shutoff and shutoff
&5 =2 during run-up during run-up wia Error Pin
Vehicle
Reaction ¥ ¥ b ¥ ¥
Engine off*
*] Reaction to permanent Faults

Fig 20 Fault Reaction of Memory Test Level 3, Gasoline and Diesel
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EGAS_e-
431 10.2 System Fault Reactions

E;As_e- The following principles shall be considered for the fault reactions:

53?3‘\5—9' * Necessary plausibility tolerances depends to the OEM specific project requirements.
Ecas_e- * If throttle limp-home is requested and throttle limp-home position is not reached, ICO shall be activated
434 (gasoline).

Ecas e ° The max duration at fault detection until start of the system reaction shall be defined fault specific.

43 (e.g. benchmark for torque monitoring = 500ms)

EGAs_e- * The detection of certain faults in level 2 leads to the activation of ICO directly or indirectly by the torque
436 comparison or acceleration comparison (gasoline / diesel).

E;As_e' Refer to detailed tables of fault reactions in appendix.

EGAS_e-

438 10.3 Additional Technical Requirements
EGAS_e- )

439~ 10.3.1 Safe Engine Stop

EfoAs_e' Shut-off of the combustion engine with ignition key (T 15) off.
The combustion engine shall be stalled reliably within a permissible time delay,

if ignition key off (T15 = off) is detected.
EGAS_e-

441 This shall be ensured due to a shut-off path in the control unit, independently from the (main) controller.
Appropriate measures: e.g. disabling of ignition, fueling device or fuel injectors, fuel pump etc.

EEAS_E' Other comparable implementations are to be agreed with the OEM.

EGAS_e-
443 11 Appendix: Fault Reactions
EGAS_e-
444 11.1 Level 1 Monitoring Faults
EGAS_e-
445 11.1.1 Pedal Value Sensor
Fault description:
EoASe | nominal value 1 > threshold
(signal-range-check high)
Limp home mode with PVS2. Gasoline-Manifold Injection
Additional restrictions: Limitation of max value and max gradient if brake | Gasoline-Direct Injection
active / brake signal fault detected, demand of idle speed. . .
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
447 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Fault description:
EGAS_e- i
448 nominal value 1 < threshold
(signal-range-check low)
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Limp home mode with PVS2.

Additional restrictions: Limitation of max value and max gradient if brake
active / brake signal fault detected, demand of idle speed.

Gasoline-Manifold Injection
Gasoline-Direct Injection

Diesel-Torque Comparison

EGAS_e- Diesel-Acceleration
449 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Fault description:
s | nominal value 2 > threshold
(signal-range-check high)
Limp home mode with PVS1. Gasoline-Manifold Injection
Additional restrictions: Limitation of max value and max gradient if brake | Gasoline-Direct Injection
active / brake signal fault detected, demand of idle speed. . .
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
451 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Fault description:
=" | nominal value 2 < threshold
(signal-range-check low)
Limp home mode with PVS1. Gasoline-Manifold Injection
Additional restrictions: Limitation of max value and max gradient, if brake | Gasoline-Direct Injection
active / brake signal fault detected, demand of idle speed. . .
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
453 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Fault description:
oS- | Non-plausibility between nominal value 1 and nominal value 2
[nominal value 1 - nominal value 2| > threshold
Limp home mode with minimum value of PVS1 and PVS2. Gasoline-Manifold Injection
Additional restrictions: Limitation of max value and max gradient if brake | Gasoline-Direct Injection
active / brake signal fault detected, demand of idle speed. . .
Diesel-Torque Comparison
EGAS _e- Diesel-Acceleration

455

Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally
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Fault description:

EGAS_e-
456 Power supply of PVS is beyond the authorized range (only for systems with
one power supply line)
Idle speed demand Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
457 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Fault description:
EGAS_e- . . . . .
458 Limp home mode with nominal value 1 and fault detection nominal value 1
> threshold (signal-range-check high)
Idle speed demand Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
459 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Fault description:
EGAS_e- . . . : H
460 Limp home mode with nominal value 2 and fault detection nominal value 2
> threshold (signal-range-check high)
Idle speed demand Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
461 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Fault description:
EGAS_e-

462

Limp home mode with nominal value 1 and fault detection nominal value 1
< threshold (signal-range-check low)
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Idle speed demand

Gasoline-Manifold Injection
Gasoline-Direct Injection

Diesel-Torque Comparison

EGAS_e- Diesel-Acceleration
463 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Fault description:
EGAS_e- i i i i i
464 Limp home mode with nominal value 2 and fault detection nominal value 2
< threshold (signal-range-check low)
Idle speed demand Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
465 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Ecas_e- 11.1.2 Electro-Mechanical Actuating System (Gasoline with one
466 Throttle-Valve Actuator)
Throttle valve substitute value(TVDV);
55;\5—&' project depending performed, for example from mass air flow / intake
manifold pressure, engine speed
Fault description:
EGAS_e-
468 TPS 1 > threshold
(signal-range-check high)
Limp home mode with TPS2 and comparison with TVDV. The max. TPS Gasoline-Manifold Injection
shall be limited as a function of current engine speed. . . L
EGAS_e- Gasoline-Direct Injection
469
Gasoline-Acceleration
Comparison
Fault description:
EGAS_e-
470 TPS 1 < threshold
(signal-range-check low)
Limp home mode with TPS 2 and comparison with TVDV. The max. TPS 2 | Gasoline-Manifold Injection
shall be limited as a function of current engine speed. . . L
EGAS_e- Gasoline-Direct Injection
471
Gasoline-Acceleration
Comparison
Fault description:
EGAS_e-

472

TPS 2 > threshold
(signal-range-check high)
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Limp home mode with TPS 1 and comparison with TVDV. The max. TPS 1
shall be limited as a function of current engine speed.

Gasoline-Manifold Injection

EGAS_e- Gasoline-Direct Injection
473
Gasoline-Acceleration
Comparison
Fault description:
EGAS_e-
474 TPS 2 < threshold
(signal-range-check low)
Limp home mode with TPS 1 and comparison with TVDV. The max. TPS 1 | Gasoline-Manifold Injection
shall be limited as a function of current engine speed. . . L
EGAS_e- Gasoline-Direct Injection
475
Gasoline-Acceleration
Comparison
Fault description:
EGAS_e-
476 TPS 1+ TPS 2 > threshold and
TPS 2 plausible with TVDV
Limp home mode with TPS 2 and comparison with TVDV. The max. TPS 2 | Gasoline-Manifold Injection
shall be limited as a function of current engine speed. . . _
EGAS_e- Gasoline-Direct Injection
477
Gasoline-Acceleration
Comparison
Fault description:
EGAS_e-
478 TPS 1+ TPS 2 > threshold and
TPS 1 and TPS 2 are not plausible with TVDV
Irreversible ICO of level 1, Gasoline-Manifold Injection
EGas_e- | throttle actuator currentless Gasoline-Direct Injection
479
Gasoline-Acceleration
Comparison
Fault description:
SohSe | TPS 1+ TPS 2 > threshold and
TPS 1 plausible with TVDV
Limp home mode with TPS 1 and comparison with TVDV - Gasoline-Manifold Injection
the max. TPS 1 is limited as a function of the engine speed . . S
EGAS_e- Gasoline-Direct Injection
481
Gasoline-Acceleration
Comparison
Fault description:
Limp home mode with TPS 1 and plausibility with TVDV and an additional
EGAS_e- | fault is detected:
482
TPS 1 < threshold or
TPS 1 > threshold
Irreversible 1ICO of level 1, Gasoline-Manifold Injection
throttle actuator currentless . . L
EGAS_e- Gasoline-Direct Injection

483

Gasoline-Acceleration
Comparison
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Fault description:

Limp home mode with TPS 2 and plausibility with TVDV and an additional

EGAS_e- : .
a4~ |faultis detected:
TPS 2 < threshold or
TPS 2 > threshold
Irreversible 1ICO of level 1, Gasoline-Manifold Injection
throttle actuator currentless . . -
EGAS_e- Gasoline-Direct Injection
485
Gasoline-Acceleration
Comparison
Fault description:
EGAS—e- . . . oy . . .
486 Limp home mode with TPS 1 or TPS 2 and plausibility with TVDV is active.
In addition a load sensor fault occurs.
Irreversible 1ICO of level 1, Gasoline-Manifold Injection
throttle actuator currentless . . S
EGAS_e- Gasoline-Direct Injection
487
Gasoline-Acceleration
Comparison
Fault description:
EGAS_e- . .
488 Throttle position regulator fault (Target / current value comparison) due to
e.g. wrong set point demand or mechanical clamping throttle valve.
Irreversible 1ICO of level 1, Gasoline-Manifold Injection
throttle actuator currentless . . -
EGAS_e- Gasoline-Direct Injection
489
Gasoline-Acceleration
Comparison
EGAS. e- Fault description:
492 Output stage fault
Irreversible ICO of level 1, Gasoline-Manifold Injection
throttle actuator currentless . . -
EGAS_e- Gasoline-Direct Injection
493
Gasoline-Acceleration
Comparison
EGAS_e- . .
sa ~ 11.1.3 Monitoring of External Requests
EGAS_e- Fault description:
495 Faulty / missing message for external torque request (detection in level 1)
Inhibition of the request, Gasoline-Manifold Injection
customer-specific reversible or irreversible, Gasoline-Direct Iniection
customer-specific torque transition function I
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration

496

Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally
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11.1.4 Monitoring of Programming and Power Supply

EGAS_e-
497
EGAS_e- Fault description:
498 Flash : programming not finished
Remain in boot block Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
499 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
EGAS_e- Fault description:
500 Flash : programming fault
Remain in boot block Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
501 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
EGAS. e- Fault description:
502 Power supply outside specification
Reset Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
503 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
EGAS_e- .
sos ~ 11.1.5 Brake Information
EGAS. e- Fault description:

505

Non-plausibility of the redundant brake signals
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Switch off CC Gasoline-Manifold Injection

Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e-

506 Diesel-Acceleration
Comparison

Gasoline-Acceleration
Comparison

EgAs_e- 11.2 Level 2 Faults of the Functional Monitoring

Fault description:

EGas_e- | Faulty / missing message for external torque increasing requests (EDC,
508 transmission, etc.)

(detection in level 2)

Reaction analog to "faulty / missing message for external torque request Gasoline-Manifold Injection
(detection in level 1)" Gasoline-Direct Injection
Diesel-Torque Comparison

EGAS_e- Diesel-Acceleration
509 .
Comparison

Gasoline-Acceleration
Comparison

A-SaCo generally

Faulty engine speed;

FoASe | Deviation between level 1 and level 2
(detection in level 2)
Reset Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
ElGlAs_e- DieseI—AcceIeration
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
Fault description:
EGAS_e- Fault detection of driver's request;

512 ..
Deviation between level 1 and level 2.

(detection in level 2)
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After a calibratable number of resets and no fault healing, request / monitor
irreversible ICO command from L2, TV actuator currentless

Gasoline-Manifold Injection

Gasoline-Direct Injection

EGAS_e- Diesel-Acceleration
513 .
Comparison
Gasoline-Acceleration
Comparison
Ecas_e- | After a calibratable number of resets and no fault healing, request / monitor | Diesel-Torque Comparison
514 irreversible ICO command from L2
EGas_e- | Responding acceleration Comparison, request/ monitor irreversible ICO A-SaCo generally
691 command from L2 or irreversible deactivation of the power stages
Fault description:
ElGSAS—e' Faulty switch-off or non-permitted activation of the cruise control
(detection in level 2)
Disable CC request; Gasoline-Manifold Injection
Ecas_e- | if disabling not possible : request / monitor torque comparison, irreversible | Gasoline-Direct Injection
516 ICO command from L2, TV actuator currentless . .
Diesel-Acceleration
Comparison
ecas o | Disable CC request : if disabling not possible: Diesel-Torque Comparison
St request / monitor torque comparison, irreversible ICO command from L2
Disable CC request: if disabling not possible: Diesel-Acceleration
Responding acceleration comparison, request / monitor acceleration Comparison
conse | comparison, irreversible ICO command from L2 or irreversible deactivation | Gasoline-Acceleration
of the power output stages Comparison
A-SaCo generally
Fault description:
EfSAS—e' Faulty signals of fuel mass, oxygen sensor, load
(detection in level 2)
Plausibility in level 2 only in lean fuel operation mode; irreversible disabling | Gasoline-Direct Injection
EngS—e' of the lean fuel operation mode, transition to homogenous fuel operation
mode.
Fault description:
EfoAs—e' Faulty injection actuation time
(detection in level 2)
ESlAS—e' Shift to homogenous fuel operation mode Gasoline-Direct Injection
EGAs e- | After a calibratable number of resets and no fault healing, request / monitor | Diesel-Torque Comparison
522 irreversible ICO command from L2
Fault description:
EGAS_e-
523 faulty spark angle
(detection in level 2)
ccas o | After a calibratable number of resets and no fault healing, request / monitor | Gasoline-Manifold Injection

524

irreversible ICO command from L2, TV actuator currentless

Gasoline-Direct Injection
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Fault description:

FoASe | Plausibility fault of the load signal with TPS
(detection in level 2)
ecas o | After a calibratable number of resets and no fault healing, request / monitor | Gasoline-Manifold Injection
526 irreversible ICO command from L2, TV actuator currentless . . L
Gasoline-Direct Injection
EGas e- | After a calibratable number of resets and no fault healing, request / monitor | Gasoline-Acceleration
690 irreversible ICO command from L2 Comparison
Fault description:
Fuel injection overrun monitoring:
EGAS_e-
527 Impermissible activation of injector controlling due to fault in level 1 during
overrun at idle speed demand.
(detection in level 2)
After a calibratable number of resets and no fault healing, request / monitor | Diesel-Torque Comparison
EGAS_e- | irreversible ICO command from L2 . .
528 Diesel-Acceleration
Comparison
Fault description:
Ecas e | CONtiNUOUS torque monitoring / torque comparison:
529 impermissible engine torque exceeding due to fault in level 1
(detection in level 2)
coas o | After a calibratable number of resets and no fault healing, request/ monitor | Gasoline-Manifold Injection
530 irreversible ICO command from L2, TV actuator currentless . . L
Gasoline-Direct Injection
Ecas e- | After a calibratable number of resets and no fault healing, request/ monitor | Diesel-Torque Comparison
574 irreversible ICO command from L2
Fault description:
EoAS-* 1ICO is not applied in level 1
(detection in level 2)
Shutdown of the power output stages Gasoline-Manifold Injection
Gasoline-Direct Injection
Diesel-Torque Comparison
EGAS_e- Diesel-Acceleration
532 .
Comparison
Gasoline-Acceleration
Comparison
A-SaCo generally
EGAS_e- Fault description:
>3 A/D converter fault
After a calibratable number of resets and no fault healing, request/ monitor | Gasoline-Manifold Injection
irreversible ICO command from L2, TV actuator currentless . . L
EGAS_e- Gasoline-Direct Injection

534

Gasoline-Acceleration
Comparison
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After a calibratable number of resets and no fault healing, request/ monitor
irreversible ICO command from L2

Diesel-Torque Comparison

Diesel-Acceleration

EGAS_e-
535 Comparison
A-SaCo generally
EGAS. e- Fault at torque loss from level 1
5% (detection in level 2)
ecas o | After a calibratable number of resets and no fault healing, request/ monitor | Gasoline-Manifold Injection
537 irreversible ICO command from L2, TV actuator currentless . . L
Gasoline-Direct Injection
Ecas_e- | After a calibratable number of resets and no fault healing, request/ monitor | Diesel-Torque Comparison
538 irreversible ICO command from L2
After a calibratable number of resets and no fault healing, request/ monitor | Diesel-Acceleration
EGAS_e- irreversible_ICQ clomrlnimd from L2 (only necessary at adequate Comparison
>%9 compensation in level 1) Gasoline-Acceleration
Comparison
Fault description:
EfOAS—e' Plausibility fault of the current set point variables from level 1 in level 2
(detection in level 2)
After a calibratable number of resets and no fault healing, request/ monitor | Diesel-Torque Comparison
irreversible ICO command from L2 . .
Diesel-Acceleration
EoASe Comparison
Gasoline-Acceleration
Comparison
Fault description:
ceASe | Monitoring fault of the trigger output unit (TPU, PCP etc.)
(detection in level 2)
After a calibratable number of resets and no fault healing, request/ monitor | Diesel-Torque Comparison
EGAS_e- | irreversible ICO command from L2 . :
543 Diesel-Acceleration
Comparison
Fault description:
FoAS-® | fault at rail pressure monitoring
(detection in level 2)
EGAs e- | After a calibratable number of resets and no fault healing, request/ monitor | Diesel-Torque Comparison
545 irreversible ICO command from L2
Fault description:
Ecas e- | fault when taking over of adaption values / correction factors from level 1 to
546 level 2 (tolerance restriction);
fault in path reverse calculation of current torque
ecas o. | After a calibratable number of resets and no fault healing, request/ monitor | Gasoline-Manifold Injection
547 irreversible ICO command from L2, TV actuator currentless . . N
Gasoline-Direct Injection
ecas_e- | After a calibratable number of resets and no fault healing, request/ monitor | Diesel-Torque Comparison

548

irreversible ICO command from L2
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Fault description:

Ecas e- | Fault when taking over of adaption values / correction factors from level 1
549 to level 2 (tolerance restriction);
fault in path of calculation of permissible torque
After a calibratable number of resets and no fault healing, request/ monitor | Gasoline-Manifold Injection
EGAS_e- | : . ; .
sso ~ | irreversible ICO command from L2; TV actuator currentless; or project Gasoline-Direct Iniection
specific fault reaction J
Ecas_e- | After a calibratable number of resets and no fault healing, request/ monitor | Diesel-Torque Comparison
575 irreversible ICO command from L2; or project specific fault reaction
After a calibratable number of resets and no fault healing, request/ monitor | Diesel-Acceleration
coASe lirreversible ICO command from L2; or project specific fault reaction (only | Comparison
necessary at adequate compensation in level 1)
Fault description:
Fault when taking over torque relevant efficiencies for injection quantities
EGAS_e- from
552
level 1
(detection in level 2)
5;33/*5_9' Demand on L1: Change to an operating mode without relevant efficiency Diesel-Torque Comparison
Fault description:
EGAS_e- . . . . . .
554 Continuous acceleration monitoring: Non-authorized acceleration upper
deviation due to fault in level 1
Request / monitor irreversible ICO command from L2 Diesel-Acceleration
Comparison
E5G5As—e' Gasoline-Acceleration
Comparison
A-SaCo generally
ESGAS_E' Acceleration- / V-signal acquisition incorrect
Switch to substitute v-signal from engine speed Diesel-Acceleration
EGAS_e- Comparison
o7 Gasoline-Acceleration
Comparison
EGAS_e- . .
ss8 ~ 11.3 Level 3 Faults of the Controller Monitoring
Fault description:
EGAS_e- i . A )
559 Time out fault or incorrect feedback of the error counter in the question /
answer communication (detected by FC)
Reset or irreversible deactivation of the power stages Gasoline-Manifold Injection
Gasoline-Direct Injection
EGAS_e- Diesel-Torque Comparison

560

Gasoline-Acceleration
Comparison

A-SaCo generally
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Fault description:

55{‘5—9' Time out fault or incorrect answer in the question / answer communication
(detection by MM)
Reset or irreversible deactivation of the power stages Gasoline-Manifold Injection
Gasoline-Direct Injection
EGAS_e- Diesel-Torque Comparison
562
Gasoline-Acceleration
Comparison
A-SaCo generally
EGAS. e- Fault description:
°63 fault in the shutoff path test
Reset until engine operation is authorized Gasoline-Manifold Injection
Gasoline-Direct Injection
EGAS_e- Diesel-Torque Comparison
564
Gasoline-Acceleration
Comparison
A-SaCo generally
EGAS_e- Fault description:
565 fault in the non-volatile memory
Reset or irreversible deactivation of the power stages Gasoline-Manifold Injection
EGAS. e- Gasoline-Direct Injection
506 Diesel-Torque Comparison
A-SaCo generally
EGAS. e- Fault description:
o7 fault in the volatile memory
Reset or irreversible deactivation of the power stages Gasoline-Manifold Injection
EGAS_e- Gasoline-Direct Injection
o608 Diesel-Torque Comparison
A-SaCo generally
EGAS_e- Fault description:
569 fault in TPU monitoring
Reset or irreversible deactivation of the power stages Gasoline-Manifold Injection
EGAS_e- Gasoline-Direct Injection

570

Diesel-Torque Comparison

A-SaCo generally
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