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Preface

The 2nd ETSI Workshop on Quantum-Safe Cryptography, in partnership with the Institute for Quantum Computing
(IQC), was held in Ottawa on 6th — 7th October, 2014.

Building upon the momentum of the 1st ETSI workshop held in September 2013, this workshop brought together a
growing community of colleagues from industry, government and academic sectors to continue to develop a road-map
to quantum-proofing our cybersecurity infrastructure.

The advent of full-fledged scalable quantum computers is a threat to many of our cyber systems. Although much work
remains to be done, there is hope for not only the security of our data secured in an era with quantum computers, but
also for forward-security of data encrypted today. Two main approaches for quantum-safe cryptography are:

o basing cryptography upon mathematical tools assumed to be hard
. basing cryptography on the laws of physics.

Society must rise now to the challenge of creating quantum-safe cryptography, so that the advent of large-scale
guantum computing will be an entirely positive development in human history.

The workshop participants brought many helpful insights and suggestions to the group. For example, in order to
help drive short term interest in adopting quantum-safe tools, Burt Kaliski emphasized the benefits of finding and
highlighting short-term benefits through added features and functionality beyond “merely” being quantum-safe. Such
incentives are especially important in the absence of a mandate to make systems quantum-safe.

Furthermore, we need to look not just at cryptographic algorithms, but also the bigger picture of whether our current
infrastructure can handle quantum-safe cryptography. Consequently, we need to think about not only the standards
on cryptography itself, but also:

o standards for practical application of quantum-safe cryptosystems
. a systems-level analysis of how to integrate primitives, protocols, etc. to create a quantum-safe environment.

In parallel to driving interest in adopting-quantum safe solutions, much work remains to be done in terms of aggressive
review and cryptanalysis of quantum-safe cryptographic primitives, in order to boost confidence in their readiness for
practical wide-scale deployment.

For “post-quantum” conventional cryptography tools, cryptography challenges are an important part of encouraging
such aggressive analysis of these systems by researchers. Historical precedents include the NIST SHA candidate
contest, for example. Quantum technologies are maturing (e.g. several long-distance trusted quantum networks are
in development), and a new focus for QKD technologies is to have these technologies battle-tested and certified, in
particular against attacks on the physical assumptions underlying the security of QKD. In the short term, the strategy is
to adapt the technology to meet the currently available certifications. The longer-term strategy is to develop standards
and certifications specifically for quantum technologies. Quantum random number generators are also developing in
maturity, and serve very important applications.

In summary, people are working on many fields of quantum-safe cryptography, including some very novel approaches.
We can take advantage of the momentum generated by this event to move toward standardization. One next step
towards a standardized, quantum-safe suite of tools discussed was setting up a Quantum-Safe Cryptography Industry
Specification Group (ISG) within ETSI in addition to the already since 2008 operating ETSI ISG on QKD.

An ISG covers both pre-standardization activities (problem identification and the generation of suggestions for possible
solutions of improvements) as well as the standardization process. This work can also be leveraged by other standards
organizations, who may cite and use it within their standards.

The new ISG on QSC is taking a proactive approach to define the standards that will secure our information in the face
of technological advance. Quantum-safe cryptography and security is essential for:

° Protecting government and military communications
o Securing financial and banking transactions
o Assuring the confidentiality of medical data and healthcare records
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o Safeguarding the storage of personal data in the cloud
o Restricting access to confidential corporate networks

The ETSI Quantum Safe Cryptography (QSC) ISG aims to assess and make recommendations for quantum-safe
cryptographic primitives and protocols, taking into consideration both the current state of academic cryptology and
quantum algorithm research, as well as industrial requirements for real-world deployment. ETSI-QSC ISG seeks to
standardise the relevant algorithms, primitives, and risk management practices as needed to seamlessly preserve our
global information security infrastructure.

The group will consider the security properties of the proposed algorithms and protocols along with practical
considerations, such as extensible security architectures and technology switching costs, which will allow these
recommendations to support a variety of industrial use cases. We aim to make pragmatic comparisons and concrete
characterisations and recommendations to assist the global technology community to select and deploy the best
available quantum-safe alternatives.

ETSI Quantum-Safe Cryptography 2014 Program Committee

We had the great honor and pleasure of being joined by the following people on our Program Committee:
e Johannes Buchmann, Prof. of Informatics and Mathematics at TU Darmstadt

e Matthew Campagna

e Donna Dodson, Deputy Chief Cybersecurity Advisor & Division Chief for Computer Security Division at NIST
¢ Nicolas Gisin, University of Geneva

e Gaby Lenhart, Senior Research Officer at ETSI

e Michele Mosca, Deputy Director at IQC, University of Waterloo

e Mark Pecen, Approach Infinity, Inc.

e Bart Preneel, Past-President of IACR

e Masahide Sasaki, Director Quantum ICT Laboratory at NICT

e Andrew Shields, Chairman of ETSI QKD, Toshiba

e Colin Whorlow, Head of International Standards, CESG

whom we would like to thank for accepting the difficult challenge of selecting the topics to be presented from a vast
number of submissions. All these submissions were of very high quality therefore the only selection-criterion we were
able to apply was their relevance for the given sub-topics from the call for presentations.

Editors:

Michele Mosca, University of Waterloo
Gaby Lenhart, ETSI
Mark Pecen, Approach Infinity
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Agenda Clicking on presentations titles links to corresponding paper and/or slides

SESSION 1: SETTING THE SCENE
Session chair: Gaby Lenhart, ETSI

Welcome
Luis Jorge Romero, ETSI Director-General
Michele Mosca, Institute for Quantum Computing, University of Waterloo

KEYNOTE Speech 1
Corinne Charette, Chief Information Officer of the Government of Canada

KEYNOTE Speech 2: Quantum Information Processing
Nicolas Gisin, University of Geneva

KEYNOTE Speech 3: The next 20 years of public-key cryptography
Bart Preneel, KU Leuven

KEYNOTE Speech 4: Quantum Safe Cryptography - Perspectives
Johannes Buchmann, TU Darmstadt

SESSION 2: SETTING THE SCENE
Session Chair: Bob Crow, 1QC

KEYNOTE Speech 5: Why Quantum technologies do matter for Europe
Stephan Lechner, DG Joint Research Centre

KEYNOTE Speech 6: R&BD strategy for Quantum Information and Communication
Sean Kwak, SKT obo Steven Rim, MSIP

KEYNOTE Speech 7: QKD applications and new physical layer cryptography
Masahide Sasaki, NICT

KEYNOTE Speech 8: Quantum-safe cryptography and security
An Introduction, Benefits, Enablers and Challenges — white paper summary
Mark Pecen, Approach Infinity, Inc.

SESSION 3: DEPLOYMENT
Session Chair: Donna Dodson

Rethinking the Adoption of Hash Signatures
Burt Kaliski, Verisign

Neither do people pour new wine into old wineskins
Lily Chen, NIST
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Agenda Clicking on presentations titles links to corresponding paper and/or slides

Towards A Standard for Practical Hash-based Signatures
Andreas Hilsing, Technische Universiteit Eindhoven

PQTor: Integrating quantum-safe cryptography into Tor
William Whyte, Security Innovation

Questions and Answers
Panel Discussion

SESSION 4: STANDARDIZATION AND CERTIFICATION
Session Chair: Matthew Campagna

Traceable characterisation of the optical components of faint-pulse QKD systems —
results from the Metrology for Industrial Communications (MIQC) project
Christopher Chunnilall, National Physical Laboratory (UK)

Multivariate Quadratic Challenge
Takanori Yasuda, ISIT

ETSI’s role in the deployment of Quantum Key Distribution
Andrew Shields, Toshiba

Questions and Answers
Panel Discussion

SESSION 5: INDUSTRY
Session Chair: Nicolas Gisin, University of Geneva

A Certifiable QKD Relay Node Network
Nino Walenta, Battelle

Quantum Random Number Generator
Grégoire Ribordy, IDQ

Efficient Quantum-Immune Keyless Signatures with Identity
Risto Laanoja, Guardtime AS

Demonstration of quantum cryptography system for keyless authentication
of machine-to-machine communications
Duncan Earl, Qubitekk Inc.

Questions and Answers
Panel Discussion
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Agenda Clicking on presentations titles links to corresponding paper and/or slides

SESSION 6: SYSTEMS AND ATTACKS
Session Chair: Norbert Luetkenhaus

Testing Quantum Crypto
Vadim Makaroy, Institute for Quantum Computing, University of Waterloo

Codes for security against computationally unbounded adversaries
Rei Safavi-Naini, University of Calgary

Questions and Answers
Panel Discussion

SESSION 7: SYSTEMS AND ATTACKS, continued
Session Chair: Colin Whorlow, CESG

SOLILOQUY: A Cautionary Tale
Michael Groves, CESG, UK

The topology of quantum information flow
Jamie Vicary, Oxford University

An efficient and provably secure authenticated key exchange with forward security from RLWE
Jintai Ding, University of Cincinnati

SESSION 8: CONFERENCE CONCLUSIONS
Session Chair: Michele Mosca, Institute for Quantum Computing, University of Waterloo

Summary of each session by session chair + general event conclusion
Michele Mosca, 1QC
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Speakers SESSION 1

SETTING THE SCENE

Gaby Lenhart, ETSI

born 1964. 1983 - 87 study of electrical engineering with emphasis on communications electronics at the
Technical University Vienna in parallel study of English and Russian as translator at the University Vienna
2001 - 04 study of ICSS (Intelligent Communication Systems and Services) at the Technikum Vienna.
Project Leader in the division ‘Network Building & Infrastructure at Max-Mobil Austria (now TMobile
Austria) 2002 - 2005 Standardization Expert in the division ,International Standardization at T-Mobile
International; Head of Delegation, Chairman of OMA POC. 2005 - 2007 Project Leader for Smart Cards
and Project Leader for eHealth at ETSI. Gaby is member of various Boards, such as the Steering Committee of the
Future Internet Assembly and the Advisory Board of Net!works. Currently she is Senior Research Officer at the Strategy
& New Initiatives department at ETSI and, besides foresight, responsible for all aspects of quantum technologies.

Welcome

Luis Jorge Romero Saro, ETSI

Luis Jorge Romero, Director-General of ETSI has over 20 years international experience in the

telecommunications sector. Previously he has held diverse Director positions in Spain, Morocco and

Mexico, predominantly with Telefonica. As Global Director for International Roaming and Standards, and

-"'LE. Director of Innovation and Standards, he oversaw Telefonica’s participation in global standardization
activities, and participated directly in the work of the Next Generation Mobile Networks (NGMN)

Alliance and in the GSM Association (GSMA). Before joining ETSI in July 2011, he held the position of Director General

of Innosoft and was also a partner and board member of Madrid-based Innology Ventures.

il

1 Michele Mosca, Institute for Quantum Computing at the University of Waterloo
Michele Mosca (DPhil, Oxford) is co-founder and Deputy Director of the Institute for Quantum
Computing at the University of Waterloo, and a founding member of the Perimeter Institute for
Theoretical Physics. He is co-founder and director of the NSERC CREATE Training Program in Building a
Workforce for the Cryptographic Infrastructure of the 21st Century (CryptoWorks21.com). His current
research interests include quantum algorithms and complexity, and the development of cryptographic
tools that will be safe against quantum technologies. Awards and honours include the 2010 Canada’s
Top 40 Under 40 award, Canada Research Chair in Quantum Computation (2002-2012), Fellow of the Canadian Institute
for Advanced Research (2010-present), University Research Chair (2012-present), and Queen Elizabeth Il Diamond
Jubilee Medal (2013).

Keynote Speech 1

Corinne Charette, Chief Information Officer of the Government of Canada

" Corinne Charette was appointed to the position of Chief Information Officer of the Government of
Canada, effective May 4, 2009. Corinne comes to Treasury Board Secretariat from Transat A.T. Inc. where
she was Vice-President and CIO since May 2006. Previously, Ms. Charette was Deputy Director and Chief
Information Officer of FINTRAC. During her 30+ year professional career, she served as Senior Vice-
President, Internet Channel, for the Canadian Imperial Bank of Commerce, has been a Partner with KPMG
Consulting leading their e-Business practice and has worked for IBM Global Services. Corinne holds a
Bachelor of Science degree in engineering from Concordia University and is a Professional Engineer. On
June 21, 2011, Corinne received an honorary degree of Doctor of Laws from Concordia University, in recognition of her
distinguished career and achievements. As the Chief Information Officer for the Government of Canada, Ms. Charette
is responsible for leading policy development and enablement, management oversight and community capacity
development for six policy areas: information management, information technology, identity management and
security, access to information, privacy, and internal and external services. CIOB leads the development of strategy and
provides direction and leadership to federal departments and agencies for the government-wide pursuit of excellence
in these policy domains. CIOB also collaborates actively with other Canadian and international jurisdictions on the
development of best practices and on cross-jurisdictional initiatives.
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Speakers SESSION 1
SETTING THE SCENE

Keynote Speech 2: Quantum Information Processing

Nicolas Gisin, University of Geneva

Prof. Nicolas Gisin was born in Geneva, Switzerland, in 1952. He received his Ph.D. degree in theoretical
physics from the University of Geneva in 1981. After a post-doc at the University of Rochester, NY, and
four years in industry, he joined the Group of Applied Physics at the University of Geneva where he
has led the optics section since 1988. His activities range from the foundations of quantum physics to
applications in quantum communications. In 2009 he was the first awardee of the John Steward Bell
prize.

Keynote Speech 3: The next 20 years of public-key cryptography

Bart Preneel, KU Leuven

Prof. Bart Preneel is a full professor at the KU Leuven; he heads the COSIC research group, that is a
member of the iMinds Security Department. He was visiting professor at five universities in Europe.
He has authored more than 400 scientific publications and is inventor of 4 patents. His main research
interests are cryptography, information security and privacy. Bart Preneel has coordinated the Network
of Excellence ECRYPT, has served as panel member and chair for the European Research Council and has
been president of the IACR (International Association for Cryptologic Research). He is a member of the
Permanent Stakeholders group of ENISA (European Network and Information Security Agency) and of the Academia
Europaea. He has been invited speaker at more than 90 conferences in 40 countries. In 2014 he received the RSA
Award for Excellence in the Field of Mathematics.

Keynote Speech 4: Quantum Safe cryptography - Perspectives

Johannes Buchmann, TU Darmstadf

| Johannes Buchmann received a PhD from the Universitat zu Kéln, Germany in 1982. 1985 and 1986 he
was a PostDoc at the Ohio State University on a Fellowship of the Alexander von Humboldt Foundation.
From 1988 to 1996 he was a professor of Computer Sience ate the Universitdt des Saarlandes in
Saarbriicken. Since 1996 he is a professor of Computer Science and Mathematics at Technische
Universitat Darmstadt. From 2001 to 2007 he was Vice President Research of TU Darmstadt. In 1993
he received the Leibniz-Prize of the German Science Foundation and in 2012 the Tsugming Tu Award
of Taiwan. His is a member of the German Academy of Science and Engineering acatech and of the
German Academy of Science Leopoldina.

ISBN 979-10-92620-04-7
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Speakers SESSION 2

SETTING THE SCENE, continued

% Bob Crow, IQC

% Robert E. (Bob) Crow is an experienced public policy and technology industry leader, currently serving
as Interim Vice President, University Relations at the University of Waterloo. Bob continues in his role as
. Executive in Residence, Institute for Quantum Computing. Bob’s career includes lengthy service in the
private, NGO, and university sectors as an executive, consultant, and teacher. He is especially known as
a strategic thinker and builder of organizational capacity in settings where technology and public policy
intersect. A frequent speaker, Bob is an informed and articulate advocate for his organizations and their missions. Bob
is the former Vice President for Industry, Government and University Relations at Research In Motion Limited, where
he built and led RIM’s global programs in government relations, community relations, corporate responsibility, market
intelligence and university research. Bob’s teams supported RIM’s rapid international expansion from 2001 — 2011
and were especially noted for their ability to create and defend access to foreign markets, often under challenging
circumstances. Prior to joining RIM in July 2001, Bob was Vice President Policy at the Information Technology Association
of Canada (ITAC) where he successfully positioned ITAC as a business association of credibility and influence in the
Canadian policy milieu. Prior to this, he served from 1975 — 1998 at Ryerson University in Toronto as both professor
of planning and senior administrator in a wide variety of roles including ICT strategy development, establishment of a
technology centre, and leader of Ryerson’s advancement activities. Bob holds a bachelor’s degree in engineering from
Cornell University and master’s degrees in planning and economics from the University of North Carolina at Chapel Hill
and the University of Toronto, respectively. He also studied engineering and public policy at Carnegie Mellon University
at the advanced graduate level.

'_1."

Keynote Speech 5: Why Quantum technologies do matter for Europe?

Stephan Lechner, DG joint Research Centre

Dr Lechner is the Director of the Institute for the Protection and the Security of the Citizen (IPSC) at the
European Commission’s Joint Research Centre (JRC). The IPSCis located in Ispra, Italy and employs over
300 researchers on technical and scientific security aspects of various sectors (buildings, networks,
financial systems, society) crisis management, maritime security and new Information Technology. Dr
Lechner’s background is in mathematics and computer sciences and he holds a PhD in cryptography.
Before joining the European Commission, Dr Lechner used to be Global Department Head for Security
Research at Siemens Corporate Research from 2002 to 2007. He worked as head of Corporate Security
and as IT Security in the telecommunications sector in Germany from 1993 to 2002 and started his professional career
as network security researcher at Siemens in 1989. Dr Lechner was member of the European Security Research
advisory Board (ESRAB) and Member of the Permanent Stakeholders’ Group of the European Network and Information
Security Agency ENISA. He was also chairman of the Secure IST Advisory Board for the respective co-ordination action
in Framework Programme 6. Dr Lechner used to work in European Standardisation in ETSI and ECMA and holds an
active CISSP (Certified Information Systems Security Professional) qualification.

Keynote Speech 6: R&BD strategy for Quantun Information and Communication
Sean Kwak, SKT obo Steven Rim, MSIP

Sean Kwak leads Quantum Tech. Lab at SK Telecom, the largest South Korean telecom operator. He is
also a member of the Korean government’s Quantum Information and Communication Technology
(QICT) Task Force. Since joining SKT in 1997, He had also managed commercialization of SMS, PDSN
(Packet Data Serving Node), and IMS (IP Multimedia Subsystem) at SK Telecom since 1997. He was
responsible for COMA core network development and represented SKT in 3GPP2 developing CDMA
global standards. While working on solutions for packet core security, he became acquainted with
Quantum Cryptography and led the founding of Quantum Tech. Lab in 2011. The Lab has been developing QKD systems
and Quantum Repeater and Computer based on lon-trap. Sean holds a Master’s degree in electronics engineering.

ISBN 979-10-92620-04-7
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Speakers SESSION 2
SETTING THE SCENE, continued

Keynote Speech 7: QKD applications and new physical layer cryptography

Masahide Sasaki, NICT,

Masahide Sasaki received the B.S., M.S., and Ph.D. degrees in physics from Tohoku University, Sendai
Japan, in 1986, 1988 and 1992, respectively. From 1992 to 1996, he worked on the development of
Si devices in Nippon Kokan Company (presently JFE holdings), Kanagawa Japan. In 1996, He joined
the Communications Research Laboratory, Ministry of Posts and Telecommunications (since 2004,
National Institute of Information and Communications Technology, Ministry of Internal Affairs and
Communications), Tokyo, Japan, working on quantum information and communications technology.
He has published more than 200 papers in refereed journals, edited two books, and written three book chapters. Dr.
Sasaki is currently a Director of Quantum ICT Laboratory, and serves as the Chair of Quantum ICT Forum, conducting
the Project UQCC (Updating Quantum Cryptography and Communications). He is a member of Japanese Society of
Physics, and the Institute of Electronics, Information and Communication Engineers of Japan.

Keynote Speech 8: Quantum-safe cryptography and security
An introduction, benefits, enablers and challenges - White paper summary

Mark Pecen, Approach Infinity, Inc.

Mark Pecen serves as CEO of Approach Infinity, Inc., providing advisory services to firms requiring
technology due diligence and management consultingin the areas of wireless communication and emerging
technologies, rapidly growing technology companies and their venture capital funding partners. The firm
comprises a network of senior executives and experts in the management of technology, innovation,
research and development, marketing, sales, global standards, patents, technology entrepreneurship,
and individuals with specific technical disciplines such as information theory, radio frequency systems, wireless system
protocols, cryptography and others. Pecen retired as Sr. Vice President, Research and Advanced Technology and technology
advisor to the CEO of BlackBerry, maker of wireless smart phones. He was responsible for the creation and management
of BlackBerry’s Advanced Technology Research Centre and a significant portion of BlackBerry’s wireless patent portfolio.
A past Distinguished Innovator and member of the Science Advisory Board at Motorola, Pecen also managed consultation
work for clients in North America and Europe. Pecen invented a number of technologies that have later been adopted in
global standards, including the Global System for Mobile Telecommunication (GSM), Universal Mobile Telecommunication
System (UMTS), High-Speed Packet Access (HSPA+), Long-Term Evolution (LTE) for 4G wireless and others. Pecen serves
as an advisor to several industry and academic organizations, and is a regular advisor to the Canadian government
on wireless communication and research. He holds board positions on University of Waterloo Institute for Quantum
Computing, Ecole Polytechnique, Wilfred Laurier University School of Business, Quantum Works academic network for
guantum information research, Canadian Digital Media Network, the Communication Research Centre (CRC) of Industry
Canada and others. A veteran of the wireless industry, he is an author and editor of a number of text books in the area of
wireless technology and holds more than 100 fundamental patents in areas of wireless communication, networking and
computing, and is a graduate of the University of Pennsylvania, Wharton School of Business and the School of Engineering
and Applied Sciences.

ISBN 979-10-92620-04-7
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Speakers SESSION 3
DEPLOYMENT

Donna Dodson, Information Technology Laboratory, NIST

Donna Dodson is also the Division Chief of the Computer Security Division (CSD) and the Acting Executive
Director of the National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards
= and Technology (NIST). Donna oversees the CSD cybersecurity research program to develop standards,
2 guidelines, technology, tests and metrics for the protection of unclassified Federal information and systems.
Through partnerships with industry, Dodson also ensures NIST cybersecurity contributions help secure the
Nation’s sensitive information and systems. This includes establishing public-private collaborations for accelerating the
widespread adoption of integrated cybersecurity tools and technologies. Dodson received one Department of Commerce
Gold Medal and three NIST Bronze Medals. She was a recipient of a 2011 Federal 100 Award for her contributions to
advancements in cybersecurity and included in the Top 10 Influential People in Government Information Security.

Rethinking the adoption of Hash Signatures
Burt Kaliski, Verisigni

#® Dr. Burt Kaliski Jr., senior vice president and chief technology officer, is responsible for developing
the company’s long-term technology vision. He is the leader of Verisign Labs, which focuses on applied
research, university collaboration, industry thought leadership and intellectual property strategy. He also
facilitates the technical community within Verisign. Prior to joining Verisign in 2011, Kaliski served as the
founding director of the EMC Innovation Network, the global collaboration among EMC’s research and

advanced technology groups and its university partners. He joined EMC from RSA Security, where he served as vice

president of research and chief scientist. Kaliski started his career at RSA in 1989, where as the founding scientist of

RSA Laboratories, his contributions included the development of the Public-Key Cryptography Standards (PKCS), now

widely deployed in internet security. Kaliski has held appointments as a guest professor at Wuhan University’s College of

Computer Science, and as a guest professor and member of the international advisory board of Peking University’s School

of Software and Microelectronics. He has also taught at Stanford University and Rochester Institute of Technology. Kaliski

is a trustee emeritus of the Massachusetts Technology Leadership Council, and a member of the Institute of Electrical and

Electronics Engineers (IEEE) Computer Society and Tau Beta Pi. Kaliski holds a Bachelor of Science in computer science and

engineering, Master of Science in electrical engineering and computer science and doctorate in electrical engineering and

computer science from the Massachusetts Institute of Technology, where his research focused on cryptography.

Neither do people pour new wine into old wineskins
Lily Chen, NIST

Dr. Lily Chen is a mathematician and the acting group manager of cryptographic technology group in
Computer Security Division, Information Technology Laboratory, NIST. Dr. Chen received her Ph.D in
applied mathematics from Aarhus University, Denmark. Her research areas include cryptographic
protocols, special featured digital signatures, security protocol design, network security, and security for
wireless and mobility applications. Besides authoring research papers, Dr. Chen has edited and actively
contributed to various industry standards in cryptography and security.

ISBN 979-10-92620-04-7 12
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Towards a standards for Practical Hash-based Signatures

Andreas Husling, Technische Universiteit Eindhoven

Since December 2013 Andreas Huelsing is a postdoctoral researcher in the cryptographicimplementations
group at TU Eindhoven, working with Daniel J. Bernstein. Before that, Andreas did his PhD in the
cryptography and computer algebra group at TU Darmstadt under the supervision of Johannes Buchmann.
Andreas received his Diploma in computer science from TU Darmstadt in 2007. Before he came back to
university in 2010 to do my PhD, he was a research fellow at Fraunhofer SIT in Darmstadt. His research
focuses on digital signature schemes that can withstand quantum-computer aided attacks. Andreas
is interested in the more theoretical topic of constructing digital signature schemes as well as in the
applications of these schemes. So far, he spent most of his time working on so called hash-based signature schemes.
On the more applied side, Andreas was working on improvements of current PKI solutions, especially in the context
of long-term security. Andreas also got some side-projects on lattice-based cryptography and quantum cryptography.
For more details see Andreas’ publications and talks at http://huelsing.wordpress.com/publications/. During his time
at Fraunhofer, Andreas mainly worked on projects concerned with the German eHealth infrastructure and the new
German identity card. Besides, Andreas did some work on systematic security analysis and design of security policies
for the “Internet of Things” as well as some penetration testing.

PQTor: Integrating quantum-safe cryptography into Tor
F' w William Whyte, Security Innovation

William Whyte is Chief Scientist at Security Innovation, where he leads research and prototyping initiatives
in Connected Vehicle and post-quantum cryptography. He was previously CTO at NTRU Cryptosystems,
and Senior Cryptographer at Baltimore Technologies. With a focus on how standardization enables
deployment of good technology, he has served in a leadership role in IEEE working groups and has served
as technical editor of two IEEE standards and has contributed to standards in ETSI, ANSI X9, IEEE, and the
IETF. He has a BA from Trinity College Dublin and a DPhil from Oxford University.

ISBN 979-10-92620-04-7 13
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Speakers SESSION 4
STANDARDIZATION AND CERTIFICATION

Matthew Campagna, University of Waterloo
Matthew Campagna is the Director of Certicom Research at BlackBerry. Matthew has conducted and
managed research in cryptography and its standardization for BlackBerry, participating in ANSI, ZigBee,
SECG, ETSI’s SAGE, and the 3GPP-SA3 working group. Matthew has specialized in development of efficient
implementation of cryptography and the development of new cryptographic primitives using elliptic curve
cryptography suitable for emerging and embedded platforms. Prior to joining Certicom, Matthew managed
the Secure Systems research group at Pitney Bowes. In addition to managing Matthew functioned as the
company’s lead cryptographic researcher. Matthew’s focus was on developing, engineering and deploying efficient
public key systems for low cost and low computing power devices communicating over restricted communication
channels. Matthew worked for the United States’ National Security Agency (NSA) as a senior cryptologic mathematician
focused on symmetric key cryptologic design and commercial cryptography. He holds a Ph.D. in mathematics from
Wesleyan University in group theory, and a bachelor’s degree in mathematics and economics from Fordham University.

Traceable characterisation of the optical components of faint-pulse QKD systems —
results from the Metrology for Industrial Communications (MIQC) project

Christopher Chunnilall, National Physical Laboratory (UK)
Dr Christopher Chunnilall is a Senior Scientist at the National Physical Laboratory (NPL), the UK’s National
Measurement Institute. He received his Ph.D. in Physics from King’s College London and has worked
at NPL since 1995. His research interests are in the metrology of single photon sources and detectors;
F) applying these to quantum-enhanced measurements; and developing measurements for testing and
validating technologies based on the production, manipulation, and detection of single and entangled
photons, e.g. quantum key distribution. He is a member of the European Telecommunications Standards Institute’s
Industry Specification Group on Quantum Key Distribution, and the Discussion Forum on Few-photon Metrology of the
Consultative Committee for Photometry and Radiometry.

Multivariate Quadratic Challenge

Takanori Yasuda, ISIT
Takanori Yasuda received the PhD. degrees in mathematics from Kyushu University in 2007. He was
a postdoctal fellow in Osaka City University from 2007 through 2008, in Kyushu University from 2008
through 2011. He is currently a researcher in Institute of Systems, Information Technologies and
% Nanotechnologies. His current research interests are pairing cryptography, multivariate public-key
" cryptosystem, and automorphic representations.

ETSI’s role in the deployment of Quantum Key Distribution
Andrew Shields, Toshiba

Andrew Shields is Assistant Managing Director at Toshiba Research Europe in Cambridge, UK, where he
leads the Quantum Information Group. His research interests include Quantum Cryptography, Quantum
Computing and Semiconductor Quantum Photonics. He is the current Chair of the ETSI ISG in Quantum
Key Distribution.

ISBN 979-10-92620-04-7 14
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Nicolas Gisin, University of Geneva

Prof. Nicolas Gisin was born in Geneva, Switzerland, in 1952. He received his Ph.D. degree in theoretical
physics from the University of Geneva in 1981. After a post-doc at the University of Rochester, NY, and four
years in industry, he joined the Group of Applied Physics at the University of Geneva where he has led the
optics section since 1988. His activities range from the foundations of quantum physics to applications in
guantum communications. In 2009 he was the first awardee of the John Steward Bell prize.

A Certifiable QKD relay node network

Nino Walentaq, Battelle

Nino Walenta received the Diploma degree in physics from the University of Potsdam, Germany, and the
Ph.D. degree in physics from the University of Geneva, Switzerland, in 2013. From 2007 to 2008, he was a
research assistant at the University of Potsdam, and in 2013, he was a Postdoctoral researcher at the University
of Geneva. He joined Battelle UK Ltd., Geneva, Switzerland in December 2013. At present, he is a Principle
Research Scientist at Battelle Memorial Institute, Columbus, Ohio, USA. His research has been concerned with
quantum optics and quantum communication, with focus on single photon detection and implementations for

fiber based quantum key distribution devices. Dr. Nino Walenta is member of the German Physical Society (DPG).

Quantum Random Number Generator
Grégoire Ribordy, IDQ

Mr. Ribordy has over 15 years of experience in various R&D and management roles in the field of photonics and
guantum technologies. He co-founded ID Quantique in 2001 and has managed the company since then. Prior to
this, he was a research fellow at the Group of Applied Physics of the University of Geneva from 1997-2001. In this
position, he actively developed quantum cryptography technology. In 1995-1996, Mr. Ribordy worked for one
year in the R&D division of Nikon Corp. in Tokyo. Mr. Ribordy is the recipient of several awards such as the 2001
New Entrepreneurs in Science and Technology prize, the 2002 de Vigier Award for Entrepreneurship and the Swiss Society for
Optics and Microscopy 1999 prize.

Efficient Quantum-Immune Keyless Signatures with Identity
e

Risto Laanoja, Guardtime AS

. Risto Laanoja is Guardtime’s Security Architect. Risto was part of the original engineering team, responsible for
building trusted and standard-compliant security procedures and cryptographic schemes. He is a key member of
¥ Guardtime’s Research & Development directorate. His field of expertise covers security infrastructure, internet
* protocols, trust services etc; delivering patents, academic articles, and working prototypes of innovative ideas.

Risto’s role spans across research, development, integration and operations. Before joining Guardtime Risto
spent 10 years at SEB in data security management and infrastructure development positions. Back then, he was responsible
for security and pioneering online-banking and national digital signature infrastructure applications. He has graduate and
undergraduate level teaching experience. Risto is pursuing his PhD degree at Tallinn University of Technology, working on
provable security of KSI and its applications.

Demonstration of quantum cryptography system for keyless authentification of
machine-to-machine communications

_ Duncan Earl, Qubitekk Inc.
¥ ( Dr. Duncan Earlis the founder and Chief Technology Officer for Qubitekk, Inc. Dr. Earlis a serial entrepreneur
= who has helped found and grow three startups over the past decade. He is also a former researcher
- with Oak Ridge National Laboratory, where he spent nearly 20 years researching quantum cryptography,
guantum computing, meta-materials, and a variety of optical sensing technologies.
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Norbert Luetkenhaus, University of Waterloo
Norbert Litkenhaus studied at the RWTH Aachen and the LMU Munich, from which he graduated with a
thesis in general relativity. Then he changed the field to study quantum optics and quantum cryptography
% under the supervision of Stephen M. Barnett at the University of Strathclyde, Scotland, UK. In 1996 he
| | obtained his PhD. After postdoc positions in Innsbruck (Peter Zoller and Ignacio Cirac) and the Helsinki
" | Institute of Physics (Kalle-Antti Suominen) he worked for MagiQ Technologies (New York) to initiate the
project of commercial realisation of quantum key distribution. Returning to academia in 2001, he build
up and lead an Emmy-Noether Research Group at the University of Erlangen-Nurnberg, during which time he did his
habiliation (2004). Currently he is an Associate Professor in the Physics Department at the University of Waterloo and
a member of the Institute of Quantum Computing.

Testing QKD systems

Vadim Makarov, Institute for Quantum Computing, University of Waterloo

Dr. Vadim Makarov is one of world leaders in the practical security of quantum key distribution (QKD)
systems. He obtained his PhD in 2007 from the Norwegian University of Science and Technology in
Trondheim; his work had uncovered several practical attack methods against QKD systems. Postdoctoral
work in South Korea followed, and in 2008 he returned to Norway to establish and run a quantum
hacking laboratory under supervision of Prof. Johannes Skaar. Dr. Makarov moved to Canada in 2012 to
start his own research group with a focus on practical QKD security, and create an advanced laboratory for security
analysis http://www.vadl.com/lab/ Dr. Makarov has led international collaborations culminating in successful hacks
of both commercial QKD systems on the market. He has demonstrated a full field implementation of an eavesdropper
stealing the complete ‘secret’ key from a research prototype QKD system. Dr. Makarov’s work includes responsible
disclosure, for the first time providing QKD companies advance information on security weaknesses in their products.
Security patches have been issued, and close cooperation developed with manufacturers.

L

&

Codes for security against computationally unbounded adversaries

Rei Safavi-Naini, University of Calgary
. Rei Safavi-Naini is the AITF Strategic Chair in Information Security and a Professor in the Department of
-~ Compute at the University of Calgary. Her research interests includes cryptography, information theoretic
security and protocols and systems for providing security and privacy. http://pages.cpsc.ucalgary.ca/~rei/

ISBN 979-10-92620-04-7
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Colin Whorlow, CESG

Colin Whorlow has worked in CESG, the UK National Technical Authority for Information Assurance,
for 15 years. Now Head of International Standards he was formerly Head of International Relations
where he led CESG’s engagement on EU and NATO information assurance issues. Colin is a member
of the Management Board of ENISA (European Network and Information Security Agency) and of the
SOG-IS Management Committee. He has led workshops on the impact of Cybersecurity on Critical
Information Infrastructure Protection as part of the Meridian Process and at the Budapest Conference
on Cyberspace. Previously Head of Export Control Colin chaired the Information Security Technical Working Group at
the Wassenaar Arrangement for some years. Colin’s degree is in mathematics, which he read at Oxford University.

Soliloquy: a cautionary tale

Michael Groves, CESG, UK
Michael Groves is a Technical Director for Cryptographic Research at CESG

The iopology of quantum information flow

Jamie Vicary, Oxford University

Jamie Vicary did an undergraduate degree in Physics at Mansfield College, Oxford, followed by the Part
[l mathematics course at DAMTP and Trinity Hall, Cambridge. Jamie then did a PhD in category theory
and the foundations of quantum information with Chris Isham at Imperial College London, which he
completed in 2008. Since then Jamie has had a postdoctoral research position in the Quantum Group in
Oxford. Jamie also has an affiliation with the Centre for Quantum Technologies at the National University
of Singapore, where he is a Research Fellow.

An efficient and provably secure authenticated key exchange with forward security from RLWE

Jintai Ding, University of Cincinnati

Jintai Ding is a professor at the Department of Mathematical Sciences of the University of Cincinnati.
He received his B.A. from Xian Jiaotong University in 1988, his M.A. in mathematics from the University
of Science and Technology of China in 1990 and his Ph.D in mathematics from Yale in 1995. He was a
lecturer at the Research Institute for Mathematical Sciences of Kyoto University from 1995 to 1998. He
has been a faculty member at the University of Cincinnati since 1998. From 2006 to 2007, he was a visiting
professor and Alexander Von Humboldt Fellow at Technical University of Darmstadt. From 2009 to 2012,
he was a Distinguished Adjunct Professor at South China University of Technology. Since 2011, he has been an adjunct
Professor at Chongging University. He received the Zhong Jia Qing Prize from by the Chinese Mathematical Society
in 1990. He was a Taft fellow at Taft Research Center in 2009-2010. His main research interests are in cryptography,
computational algebra and information security. He holds patents in cryptographic algorithms in China and USA.

ISBN 979-10-92620-04-7 17
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Summary of each session by session chair and general event conclusion

Michele Mosca, Institute for Quantum Computing at the University of Waterloo
Michele Mosca (DPhil, Oxford) is co-founder and Deputy Director of the Institute for Quantum Computing
at the University of Waterloo, and a founding member of the Perimeter Institute for Theoretical Physics.
He is co-founder and director of the NSERC CREATE Training Program in Building a Workforce for the
Cryptographic Infrastructure of the 21st Century (CryptoWorks21.com). His current research interests
include quantum algorithms and complexity, and the development of cryptographic tools that will be safe
against quantum technologies. Awards and honours include the 2010 Canada’s Top 40 Under 40 award,
Canada Research Chair in Quantum Computation (2002-2012), Fellow of the Canadian Institute for Advanced Research
(2010-present), University Research Chair (2012-present), and Queen Elizabeth Il Diamond Jubilee Medal (2013).
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KEYNOTE Speech 2
Nicolas Gisin, University of Geneva

i Quantum Infermation Processing

Mizolas Gesn and Hugo Joaden
GAP-Optigue. University of Geneva

* Quantum Computing
* Quantum Key Distribution

* Cuantum Random Number Generators

o N1 Pmmmd b

& Quantum mechanics ja: snues yeu need 1o krsw)
oA particle can be at several locations
o)

#* Lakewise one can have [ «[i+]2+]as
= 100 qubits can number all the particle there are
inn the entire universe !

L e P TTE L TTTES

* Upon a measurement one single result shows up
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Lo W Llumnkgue

Computing

Process information: input x = output fct(x)

Quantum compuler:
quantum processing of classical information

i.n]:iut | LEER | AR i T L v TR W f YRR oy i R I

A measurement can provide only one result
Thas single result can pn‘-'..'ide intormabion about
a global property of the function fct.

For example, the maximum value, the mean
value, or inflormation aboul the perodicity ol
the function.

o 0 0 Foam et b

Fact

Period of a function + a bit of number theory

> break all of today’s public key crvptographic
Le. allows one to decipher all encrypted
MCEEAg0s

Hence, a quantum compulter will render loday's
public key crvplography obsolete
RSA is finished
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* What happens if RSA is gone?

= All electronic money loses instantaneously all
Val I.I.H."

" AN @NOFMOUSs SCononic k. | LL”]'I.E"'d.['k'LI b
which 2008 will look like a pleasant joke

* All encrypted messages can be decipherad
retroactively

= Our information based sociely rests on an
enormous bet: the bet that BSA will not be

broken!

Lo & Llmank g ne

2% Our society rests on an enormous bet:
% the bet that RSA will not be broken!

* The bet is likely to be lost

* A mathematician could find an efficient
alporithm o break BSA

* This could happen in a century or lomorrow

* Mobody knows when it will happen, but most
specialist agree that it is likely to happen
someday (though some disagree)

* Evervbody agrees that a quantum computer
will break KSA

o B0 1 Fammt by
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When shall we have a
quantum computer ?

= [ betin 10 years

* Mole thal 3 vears ago | was betling on 20 vears,

Seems things are accelerating
= My bet is based on the tremendous progress

and

La 4 Llumnkigos

investments in superconducting qubits

% The Quantum computer s

around the corner

Criirgils Frad e s W ol UAC R Tor Biailil Saiaanaen
ﬁm—urlrurmrll.liﬂ'-n.-
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Le & Lluankgoe

In 10 years Google, NSA, etc will
know all our secrets
All governmental, financial , industrial, health
ele, secrels encoded with BSA will be readable,
Mot only future secrets, but also today’s secrets.
Indeed, all encryvpted messages send today are
registered and will be available in clear format.
> 1F you want vour secrets to hold tor a decade,
it 15 n[rﬂ.u{}' koo labe,
= ¥ou better l.'|mr|g{‘ Your crvplo infrastructure
as soon as possible,

i
-.- " '.-
(5 H
i

|.||1I|.1|||- oL
N

o W1 st b

3

How soon do we need to worry:

Hiw beng dio vou peed encryplaom i be seoime?

L il

o monsch tonae sl it take o re o] He sk
idrantini b with LII:.l" P |]|:|.|||I|'.||:| ]
sodictioa ! [v veais)

oy "|-||z; -.1.'|I| 11 !||.1a.|' Bupa L|| o= .||||r-.||.|,|1|l|:|.-||
.l!:||.]1|||.'| 1 T Twaald dosr fone ity odBs folwncams
addvance? {s vears)

Ihearen 1z 1f ¥ + y > =, then wammy.

Whan de wy do e ™7

Conmiesy of Prod Michele Mosza

ISBN 979-10-92620-04-7

23



24 .\ 03 ETSI(L)

World Closs Sfondords

Qua nfumiﬂfe-Crfﬁiﬁ Workshop

SESSION 1

Presentations
SETTING THE SCENE

&r There are only two alternatives

1. In10vears I will be retired, hence do nothing.

2. Act laday.

What to do ? == Quantum Safe Cryplography.
= Make a new bet, betting on a new problem

believed to be hard.

*  Explon the gitts of nuture and base future
ervplography on guantum physics:
Quantum Key Dhstnbution (QKD)

e only solution proven to be robust
|'|E!'|--r|'|1-[ A LETIN Conyprter,

LR N T T

.a Integrated QKD system

Futura
- Inlzgraon imta ATCA Hades

« Slandard felecom format

M Wiokena o ol A e i v e By (PRI 0 BBl WO (A TReDRE
iy ESNSST T el Tealigseary M FELR 10 DI RELT 5014

LR L R T AT
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Secret key rates
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Example of a commercial link running
continuously since 2011

67 ko

it
f fa Avghariel For com mierciol ust

l1_nl.|l{;:'l.l mtiplexed qmanimnm
4 R

WDM: multiplex the Quantum and
Classical = 10 imes more iniense 1!

e N

Bs
Tt i I -ﬁ\ a [———
[F e —— | a | i [ [T |

(3h—m ] -
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QBER = QBER,,, « QBER,,, + QBER.ewim

What are the noise sources?

[FRLY AL ETETH TS

= By Feur Wave Mixing (FWM)

* Crosstalk of other wowelengths into guartom chonnel
» frenecation of parasitic light at the wavelength of the & charnel

= by Rermin seatiersng (dominant for bengths » 10 km)
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& Ficld Trial of Multiplexed QKD 106G Data (Toshiba)
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& Cuantum Network Architecture With Trusted Mode
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.& QKD Trusted Node
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= Banelle Mam Camugnis
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Long Range QKD with trusted nodes
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Morth American Quantum Network
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a Korean government plan
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ﬁ Chinese Trusted Node
B Quantum Network

Hased on bustalile ralay, set

g wrp " Chnambum Bascklsons:
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Ty h B Total Length 2000 km

Chinese Trusted node Quantum network

B 2011.6-2016.12

B 32 trustable relay nodes
51 fiber links

B MeatropoPten networks
Existing: Hefed, linan
Hewi: Beijng, Shanghal

B Total Investmart: SE0 M

RME, Half by HORC, Half by

Local gavernmant

B Customer: China Industrial &

Commertial Bank; Kinbus

Mews Agency, CBRC
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. Chinese Trusted node Quantum network
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Conclusions

I:'.&.‘Z 2 Quantum Computer is already today a serious thread
e to stamdard rr_'..rluﬁ]’aph'}'.
o Mol tuking this Tacl seriously would
lead to o devastating sconomical crisis.
3 Saolutions exist,
2 Duanium Key Distribolion is o pessible solution.
u 'l'nd.q:.' LIRLY is limmited to pui.nl! o |1-|:|in1.l,
bul developments by several key players lﬁﬁ
will som make QKD nelworks wilh trusted
nodes available.

3 Trosted Random N omber Generalors is
anathier urgent need.
Creantum Random Namber Generator is an existing

solulion. d
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M
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There iy nothing like cracking QKD |

The principle of QKD will never be atlacked,
only the implementation may be faulty.

The implementation must be checked, as 1s the case
for all hardware and all software.
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"l (et desives fo congratulate e Prosident apoir e
SRCOEE 'rl,F (T ] rr.rp]'ﬂ'i el nf Hs greead fefernatiovad wark, i wiich
the (heen has faker the deepest inferest. The (Yacen & convinced
£t thee Presidend will josn with her i fervently oplag thar the
electeic cobde, witich wow counects Crreat Brivtain wirl B Dinited
Stntes, will prove an additional link between the tee places wlose
Srrendelip s fonrdid apor fertr conrmnaie iferests aund peciprocal
exfeen. The Cueen fay mioch pleasure i thus direcily
contiriisnicatting witle the Presidens, aud i renewinig fo hiv ber
Baid wiishies for the prosperity of the United Saetes, ™

17 hours ! (1 letter took 2 minuies)

oA g

bripeeww nelgramosm s lsgram Adlanne Cable |49 s5up

Bt rpa i bibr g ars T BV e el Cealde i s e 1"
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KEYNOTE Speech 3: The next 20 years of public-key cryprography

Bart Preneel, KU Leuven
IF® iMinds M
CONNECINROVATE CREATE

Public-Key Cryptography
Today and Tomorrow

Bart Preneel
COEIC KU Lauven and iMinds, Balgum

Bart Prensel(aljasat kulsien be
Deiaber 2014

ETEl 2nd Cuanbar-Sale Corypio Wiorkshop, Ottarya, Canads

ML Lramn DO Pog® Pronessl

Diffie-Hellman'75
Merkle'75

= Can two people who have
never met have a private
conversation?

* |s it possible to digitally sign
documents?

ISBN 979-10-92620-04-7 36
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Deployment of cryptography

« midst crypto in volume and markel serves for data and
entify authenlicaton
+ code spdates
«  payments: creditdesit ATMPOSE and SSLTLS

«  gonfidentiality
+ povammentimaitary seonets
« DRMicontent protection
«  EhEA (prowing markel
= telcac not end-to-and of With 8 backooor
= hard disk encrypoon: backogomed?
+ mosd data inihe ciowd is nol sncrypbed

Public Key Deployments ~8B

i = Wirea

logyg
w 3B 27TB
I
7] !'P'*
™

DMS

500

Fewwypn  Pagp I T alkpumpuelblY [y VTR Bokay [&_ o th T

Missing: WPsec, SoH

ISBN 979-10-92620-04-7 37
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we Symmetric Key Deployments ~198
el i

log * o
¥ —=

E.38 &8 _
X 4.58
Status of Cryptography
COMSEC:

e limited frachion (a few %) of traffic s prolected,
« very small fraction of raffic is prolecied end-to-end with a
high security level and without a backdoor (emailivoice)
» gatephon; Blackphons

= fzed authenticaled sncryplion/Securd channas

+ meordering, replay, delétion of packats
= pratection of meta-data |s very hard

ISBN 979-10-92620-04-7
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Status of Cryptography

COMPUSEC
data af rest K&y managemenl prablem

= hard digk encrypbon
claud: FHE is not a panacea

secure configurationboot/execution

the Intermet af ThingsEvenything in 2020 (- 20-208)

:::mmgmpﬂya HuT {:ral}madwmmeﬂﬁimam Bnl:

Upgrade problem:

what if large quantum computers arrive?

Probdern 15 larger for confdenbaliy:
raquing lead time determingd by data e Sma
= il resgning is posaible for data suthenboation

Upgrades are slow and pamful
= probabhy & few banks ars stll using single DES
= EMV upgrade fram REA ta ECC: 2014-2030
= ambadded anvronments are hardsd {shelshock )

Marny sysiems have defense-in-depth
= il public key cryplo 5 broken, thene is a fall-back mechanism
— axsmples: EMY, Pay TV

ISBN 979-10-92620-04-7 39
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All widely used public-key systems rely on three
problems from algebraic number theory

Integer factonzation: RSA (n = p a)
Descretle LOGarnihm : Diffie-Hellman, DSA: ¢ = o®
Ellipbe Curve Discrete LOGanthm, ECOSA: O =x P

RSA-1024 - DLOG-1024 - ECC-146
REA-2048 - DLOG-2048 - ECC-206
REA-4086 - DLOG-4006 - ECC-282

Are these problems hard?

A hard problem is a problam that nobody works on
M=

Factorisation records (RSA)

2008, TE8 bits or 232 digels
2012 1061 bits or 320 digits (21511

1 digit ~3 3 bits

i | (8] Liits

- TR hirs

150 &= 32 bits

- v
il

o 1
Il |

EJl'rET!'." H}S-IHE""EMIJI}!W b1
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he Cryptacalypre?

e == 2013 breakthrough for

DLOG in group of
special form

Math Advances Haise the
Prospect of an Internet
Security Crisis

=]
-]
<]
(<]

Public key crypto

Lial=awpi{lognk (loglogni- =]

securty
pohynemial (weak] {strong) expenential
| L{1/2) — 1981
Factoring and DLOG
Lia) Li1}
L{1} — best ECC
Recent progress DLOG solvers

Lf1/3) — 1984
Factaring and (Non-ECC) DLOG
stay here far 30 years

L{1/S4) = DLOG special numbers [Joux Feb'l 3]

with restriction an the groups [Barbulescu ot &l Jun'l13]

Special form DLOG record. 9234 bils [Granger+ 13
Supersingular binary curves 59-bit secunty << 128 [Granger+'13]

ISBN 979-10-92620-04-7
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Security in Practice

Physics trumps Mathematics

ISBN 979-10-92620-04-7
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Invasive attacks

Passive: micro-prabing

Active modify clircuts

connec ar dissonneact Saouny mechanism
= @mconnec] eecunky Fenscrs
= BHG siuck at a fixed value
+ reCorsuc] blown luses
= cut or paste tracks with laser or
focused ion beam

Implementation attacks (CHES conference)

Academic
ST TS SophEtaalad aRAcks
= Droad rangs of countaimassunes wall o ershood
+ nenw ConSTUCiions wiln secunty progis: leakage resience
+ O3l in practice: Z-100 ltimes more

Industry
nesds sacurity at oost 20-50% more
PR [0 SECUrity By abScurity

exparsive (bul conficential) valdalon phogram undar Coemmon
[l ]

ISBN 979-10-92620-04-7
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Post-Quantum Cryptography

o
W
. Goback o the 18705 L&A
digital signatures based on cna-way functions

= publc-hey encryplion based en Emar Cerrecting Coding

[McElaca 7]
 puble Kay sncr/piion DASSD on [ATHees (nspinsd By knandack
probiems]
« (30 back o the 1980s: -
*  MARNENDE polynomial equabons E
= S0 far no good quantum algorithms known to break these
syslems

COMSEC - Communication Security

Undermining of end systems (cf. Snowden)
Do not move problems to the authenticity of a single public key
Do not move probdems o a single secrel key

= solution: threshold cryplography. proactive cryptography
Do protec! meta-data

ISBN 979-10-92620-04-7 44
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COMPUSEC - Computer Security

L]

Simplify to reduce attack surface

= Secure [ocal computation
« with threshold security
= Multi Party Computation
+ hardware support” TPM, SMART, Sancus, SGX,

* Centralized computation on encrypled data
= Secure and cpen implementations

+  Community driven open audit

Reconsider every stage

. Coplodesign |  Kleptography

‘wmi

Hardware backdoors
| Hardenem pogecton |

| Firmewaradiss impl. | Soltvare backdoors

[ Devicemssemtiy.|  Addingimodifying _h
| Device shipping _|

hardware backdoors *

Device configuration | Configuration errers
_ Device update | Backdoar insertion

T e

20

ISBN 979-10-92620-04-7 45
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Predictions on the Next 40 Years of
Public-Key Cryptography

s PIPTIITITTY: Compulens, eemmuricalions, Llorage ars all
quantum and all classical cryptograghy disappears
Highly unlikaly: public-key eryptograghy will disappaar camplataly

wieryihing ondre. SYMITMATIC O PRogeEetTy Doukd meke 8 oomebeci for many
mpphcabions (e g ELTY, weh secarity, CHM |

Probable: within 10-20 years massive deploymeent of post-
quanium crypiography (hash-based signabures and laltice-based
BnErypiao |

Probabba: musch more sophisticated protocols with distributed
erypio and muli-pamy compulation ane mora widgely used
Perhaps: RSADLOGECT slays anound but with miuch langer key
lengihs

The end

o

-

Thank you for
your attention

ISBN 979-10-92620-04-7 46
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Public key cryptology: encryption

-5

I Public key Private key l

Public key cryptology: digital signature

ely

ISBN 979-10-92620-04-7
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Hash-Based Signatures

*EIG -

i W s i
A L)

[w)
AL o1% B |
I.'l B llll .'I T ',I ,l' M 'lI IlIl M "II

L I‘I_I:rlll I'Idl_l:-hl'l Ll ||I_|:'_I'| ||I'_I:I_I'| 'II_:I_II' III_'II:._'I'l
§le I o el r

N AN B r P »

= OTs Lils LTS - I!l"'\. L0 1 ] {6 ] =

S o - ek i BB 1 37 P o b =

Hash-Based Signatures: variant XMSS

C Implemenialion using OpanSSEL on InteliR) CoredTRY) 5-25200 CFU &
L CGHE with Imlel AES-NI [BLH11)

Sheda oredil: Andrnan Huhing o

ISBN 979-10-92620-04-7
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McEliece (1978):
code-based public-key crypto

randam-iooking code is

murmdumrlhrn 8 digguised Goppa coda

matriy H with emar-correctian

welght w capability w
Encryption Dacryption

encoda a plaintext as T

wesght-w word e and

send symdrome =4 ¢

Shde credil- Chrimlisns Pelarn

McEliece security notions

Frivals key sacunty
Relies an the difficulty of retneving mner code from public
malnx H and thus geling access (o elficient decodng

Messape secunty

decrypbon security relies on NP-hardness of the syndrome-
decoding problam fofo randam code - assuming that
siructure of H does not leak

(besl known algonithms take exponental fime)

Slide creditc Christians Pels

ISBN 979-10-92620-04-7 49
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Performance McEliece

C Implemeniaticn on intel Core 1IS-3210M, vy Bridge |&ncryption times ane

E3EmabEs)

Dy Frnrr PulsicKry Socrwl ey MH Seoufly

jeochmn] [ ==
k=124 1340040 FRO00) D34 bew N0 mea B
tﬂl‘l Beruly 7o ARE {000} 508 bt 208 = 127
=
e B443  (TAO0G) AT kByle  1ET MByie ) |;;::“
I

Key Aspects of Lattice-based Systems

Pros

« gfficient and parallizable

s matnx=-vatior anthmatic. Fasi-Founar
Tranaiom for polynamial mulbplicatan

= winsl-Case o average-case reduclions
Cons

« difficult to find qood sampling methods
= difficult to assess exacl secunly

= large keys

Slide creditc Christians Pels

ISBN 979-10-92620-04-7
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Multivariate Quadratic Equations

Public Key:
w gysiemn of quodratic polynomialy P F" = F "

Pricahs Ky
* affine ransicrmations T F " — F™ on cutpul vanables | and

5 F"— F M {oninput vanables)
# caniral sysiem of quadratic polynomials B - F°
Irneertibie |
& and T hida ihe structure ol & P= T.F. 5
encrypl | verify signature
——* _ docrypt { sign

mﬂ R

« F,™ (masily

.FH'H

|.-| r.-i:r

Multivariate Quadratic Equations

s B

- sl g o —
e ,,,,,{: f“

Mmook eall i 3

l""tt*ti_ﬂﬁ =5
A [;.-_-:_'m R |

o P Yl T
s e L e ey
(DU

Woerd = pery mn Theofdet 0300 - dibwtaim e

o ey vl e M Bt R raraa

Gllde credit Slmn Brepiendiec
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COMPUSEC - Computer Security

Coomples sccayiiem developed over 40 wears by Tousands of poople thal Fas

Ay eakneuLay
= [Errors at all levels leading 1o altacks (think p i
- gavarnmants Rave privileged access 1o hoss wasknasges
=  Confinuous remofe update neaded
- entity thal confrols updobes s . chasge
= Currenl defense technologies (firewall, anti-virus) not
WEry Sirang
- gannol ress @ melabed abockar
= Mol designed o resist human factor atlacks, cosrcion,
bnbeny, tackrmail
= Supply chain of software and hardware vulnegrable and
hard o defend

+  hackdoors s haed i dalect

ISBN 979-10-92620-04-7 52
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KEYNOTE Speech 4: Quantum Safe Cryptography - Perspectives
Johannes Buchmann, TU Darmstadt

Quantum Safe Cryptography:

Perspectives

Johannas Buchmann

¢

Wi
i
an

Why quantum-safe cryptography? | sl

» Crypiography indispensable fer cyber secunty
* In particular for long-term protection

' Quanbuem oomputers will break today's publlc-key crypoography

¢ h

ISBN 979-10-92620-04-7 53
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IhEW A

The challenge ,ﬁz T

* Find guanpum-safe mechanisms for
~Eey distribution aver Insecure channels
~Public-kiey ancrypiian
=Digital signaturas

= bdvancad functionalities

¢

Process ?

naumsingm

» Specily scheme
s Froce its security
s Datermine teciurs paramaters for gluen secunty level

o Datirize scheme far felevant secunty levels and computsng
ERViFEAMEants

s Stardacdize echemes
s Prosvide Implementations

s Incorparate imto applicatians

¢ h

ISBN 979-10-92620-04-7
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Candidates ﬁ i

¢ Koy distribusian:
= QKD &nd few lattita-based schemies

Public-key encryption schemes
=Code-based

- Lattice-based
=Multivariats

Drigital sigratures
= Hash-based
=Multivariate
~Lattce-based

- Code-based
¢ H
Security foundations @ e

= QKD: The laws of guantum mechanics + classical asswmaticns hsr
authartcation

# Hash-based signatures: secure hash functions exst

* Code-based schemes; special decoding problems, e.9. Goppa code
decoding, are hard

* LATHep-Baned SoRSMAL! cAMPUTIRG Sharr And “ear yestars in pesial
classes of lattices is hard

* Multhvanate schemes: salving special clasies of sysems of
muTivarinDe guadratic squaticng over fimie Raleg

¢ h

ISBN 979-10-92620-04-7
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Security foundations guantum-safe? ﬁ AErata

LREWIA

« QED: The laws of quantum mechanics + cdassical assumptions for
channel suthatication

+ Hash-based signatures: secune hash function reguined
« Computational problems:
s Code-Based gehanes: specal decadag srablems are hard

v Lattice-baced ochames: computing short and near vectors 0 spaciy
classes of lastices i3 hard

= Multivariate schemes: salving special classes of syitems of
Frialtivanate gesdrabc SGual=sns over Mivbe hields

¢

Secure hash functions ? et e
SHA-2
FTT o Freem block ciphers:
BLAKE
Erass ALZ
M Blavfich
Kareak IDES
Skein Tewafizh
WSH Threslish
[T Serpant
MEC iDEA
SWIFFTH RCS
RFS8 RCE

¢ h
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AT LAY

Computational problems )ﬁz =t

« Decidifsg
« Fineing amest and naar vesterg
* Solving multivaniate guadratic syssems

« Quantum algorthms?
+ Clasmcal algorithms

«In the predence of modenm tamputing architechices
= Ling intesnal grrosiunes

¢

Security ?

naumsingm

= QKD reducticn 1o laws of guanium mechanics

= Hash-based signatures: XMSS has minimal secunmty reguinements

= LafEice-baged; (Worst-To-avernga-cada ] reductions for oM schemeds
= Code-bapad] R5A:|ike

s Multivasate: REA-dke

¢ h

ISBN 979-10-92620-04-7
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« QED: deployed for godnt-10-p6i Al Commidnicaticn

¢

Performance ?

naumsingm

= Hash-based sighatures: XMES has axcellant performanrce eacept Tar
samewhat large signatures = [ETF standerd draft

s Code-based oubllc-key ancryption: Mclilece/Nisderraltes gxcallens
perfarmance except for large keyi

s Code-based signatures: ssufficient performance
# Lattice-based: schemes with good performance exist, e.g. NTAW

» Muftvanate sigraiure schemed: rainEow has exoellent perfarmance
wwcaps far largs keys

= Multivanate public-key erorypbon: 50 under development

¢ h

ISBN 979-10-92620-04-7 58
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Recommendations ,ﬁz LA

« Sracdardize and intégrate ke tandand applicaticns: XMSS + NTRLU-
Encry ptiMcE iece-Nisderreiter

v Sriady [ideal] latstice, coce. maultivariste problems in the presence af
medern cemauting architectunés -> parameter palection

« Dptirmaze Lattice, code, multivariate schemes for secune parameters
Consider side chanrels

v Provide sacurity procfs for code-based arnd multivariate schames

« imtegrate QKD with other techniques for sverasting security

¢

T gL i
| iy E A
naumsingm

THANK YOU
VERY MUCH

¢ h

ISBN 979-10-92620-04-7
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Why Quantum Technologies do matter
for Europe

= [ 1% Quantum %ale Cryple Wordks hop, ORawa, Ot 6= M4

Dr. Siwphan Lechnes
E-reifor

Ipeibite far the Prodsetiss apa
Secuetty of e CEmen

hiriik Hesssan bu Ceaniw

Thee Curdossmn LerrmdiElon § Selon
LR Tl

W Eouhet
Sy iakineg Eunteskion
Yo o tiineg e el o

WO T LT U SR e

The European level

ISBN 979-10-92620-04-7
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« 10 Commissioners

«  Propaidng U legislation

« Fusdiing Bifapsan Researchi [Harizan 3020
¢ Inchouss scentific semvics (IREC)

bran § lesde s b,
Peannlwal -wini |
£ Dl B ind igreiami oo ondy el

+ Fumding guanium technologies tesearch collaboration
+  Oringlig sclerca and policy-making together
+ Lenking into the futiers of Fusope : TNNOVATION

Quantum Technologies: Innovation?

et L S b ! o D.ﬂ-'“n'i'FI
Quantium techmo 4 ¢ Game-changing

.

« Croag-cutting
+  Fiost commercisl applicaisons

Timeline??y¥

Europe cannot afford missing out
on key enabling technologies!

ISBN 979-10-92620-04-7 61
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Getting things done at EU level

LAt Ly
[ RUTE Pl 3 19%H L
Woonrailad imprne WA A
Cexaral Research Funsfing 1 e
ol Salos { ol i
[ TIPS TR 1
LEDEL L] 1
Saiiharnlisa Been G o sl mrives I #
Mot “Unsited in diversity™ “1m diodd wee trus”

[vais: =T ploriban uniin™, 1 7R}

[wlnes Joa0ad) ;
S

Europe: Effectiveness is key!

Al present, there & no centny BU mechanism for ewalsabing quantun
assaszing thair Niness for purpase, and
sarknmrabiliiig ar affer ek s

Luropean ' ': &
Lawel e ;
Vogs o fimehah Dagsttias
National
Lawval

ISBN 979-10-92620-04-7
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A administrative Quantum Leap?

= JRC Work Prsgramme 2015 teaties T
¢ = New recruitments selected
| L/ = laternal scienkists Eralned

el 1 = eady for & genuinely Europsan contributban

The way ahead: long and steep...

« Sorting ouwt the LU level role
«  Idantifying nesds for harmanieation
« Bending in with research and funding

+ Conswlting fulure policy makers

«  Gomee patience reguired|

... but QT is too important to not go ahead.

ISBN 979-10-92620-04-7 63
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KEYNOTE Speech 7: QKD applications and new physical layer cryptography
Masahide Sasaki, NICT

Cuantum-Safe Cryptography Workshop Gth Oct 2014

QKD applications
and
new physical layer cryptography

” ,c =t Quantum ICT Lab
e Masahide Sasaki

1

(1) QKD applications

Two facts on user attitude
L Our current efforts

{2} Security in global networks

Intrinsic limit on QKD
l:::r & new physical layer cryptography

ISBN 979-10-92620-04-7 64
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High end users (MoD, ...) are serlously worried about
security threats on the physical layer after the Snowden
files, but have not decided yet to introduce QKD,

They are still watching.

The strongest security is not necessarily a réason
for the scheme to be adopted.

There are many strong cryplo-schemes,
but maost of them have not been used in practice yel

Most of users still use RSATO24.

e — —

| =
u:|"!- e o

[

m,.! d G [k 4 Doubling the key length
£ was strongly recommansed.

| lrewrm s e o e =g rE Y PR A
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TelS B el T el bl e

E""r! s mssime= Roplace H'.I.:I'l-b-l.l'l-ly"lntll'l'ﬂl
1

:o

E I

: 3 o e -

e i . , 4 |
S | RSA1024 | — ]

"
L] - . o

RSA1024 won't work

any more against latest

computers (=2015)
From CRYPTREC repost |

i i i i i
i . 000 e A s e | = o fos e
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- Stand-alone QKD is hard to be accepted.
- Start with anm existing security system, then
integrate QKD into it, and realize new values,

Algerithmic eryptography Mew values of QKD
1. Mot provable 1. Updating the scheme (tsell
=== Need 10 be updated is not necessary
2. Cannol detect hacking 2. Can defect hacking
3. Specs of high-ond solutiens | 3. Simplest encryption :
are usually not disclosed. ona-time pad, C=X + K
=sHard ba inberconnect the = N processing latency

systems of difforent divisions | > Seambess cryplic connectvity
VN in the Samb organdzation. can be realtzed if Koy 106 aro
properly managed, s

Responses (o our press releases on QKD applications
remarkably increased this year.

Ex. QKD-assisied secure smart phone (May 2014)

Fatential cusiomers who have asked us on it include

= hinistries (MIC, MELW)

- Prefeciursl office

- Generd consEuCiion Company

- Bank=

= Car company

- Print company
They are looking at future socicty based on the infernet of Things,
and want to know what kind of security technology they should
ntroducs, and how to revise thedr securty systoms.

Conversaton with them are wery inspiring.

QKD-key + smart phone is something marvelous | 8
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QKD-assisted secure smart phone

Hierarchical access control to confidential data files

-
Byl pmmn -h'.

prsteaiaet. wrrwens Bl <M

F 5 o Parfisd proenn
=08 ge:

i;' p" .J..-m.-nn.-':ﬂ-.w ;- S l"!ﬁ

FE 1 > F EwA Qb h
\".‘_'* ﬁ'rl"‘"li .- = ¥ li‘ﬂ'.l r E-" :-l'l'l-::illll
¢ oD e
Arpmui CRATD i by Hq-u.-::ur ﬂl:llilll'.lﬂ |- }

Useful 1o protect state secrets and madical chart

There are new Tields where security Is becaming
a new concern. That is,
modern cryplo and QKD are at the same siart line.

- Medical network :
- Controller Area Netwaork (CAM)
- Robot network

e e ey

How to share symmetric keys
between conirol units and
how to manage them?

e —

Security standards have
not been decided yeat,
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Latest model of QKD
[Decoyed BBES, by MEC)

Key rate 100kbps
Distance B0Km
{fowr Tiber boss 0. 288 m)|

Clock rate 1.24GHz

integrate QKD with a commercial product, Comeigher

Data layer encrypltor
Most of mission critical channels ane made in the 3nd layer (data layer)
not going up 1o the 3rd layer (IP neteork Layer)
Comcipher (AES)
. [ Thecugh pait b
T i | 10Gbps !
i '. L.||h.'|" 2 wwilch
=

L.Irlrli'!lm!l’.ll .'
T —_‘- —I—Ll— r—-‘ b

Diats Eeieribar
QKD

- Enhance the security of AES by key refreésh
One-bme pad mede is optional for high-end use W0
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o INSnmLation Thenratic securiny far

= Durta transmissian "
A in IPsec
- Message authenlication .?-

¥Wh

security defense in depth

Multi-layered monitoring and protection system

Collaboraticn with modern crypiographers and cyber secunty enginesrs

5 5 o |
e

" '.-l::.rh-ﬂ'murly
Applmumm.:w 2 ___ :L - Modarn erypta
o | é 1 | 3 ‘ .' Prates
I an ] ' comtrolers
Conbrol plaps ,-& | ﬁ}
. — — -;H__ ﬂ!ﬂ' .'
D plaiferm : g Priysical layer
, - - probecticn
L
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Make a QKD show case for Tokyo Olympic 2020

Safest Tokyo Network

IMPACT Program [Oct 2014-8ar 2019) by the Cabinet office
Impulsing P‘.i.rl:llg'n l:h_'lge I'J'ln:ﬂ.lgh d}mq:l.l'w Technologies

(1) QKD applications

Two facts on user attitude
I;'} Our current efforts

(2) Security in global networks

Intrinsic limit on QKD
|::) A new physical layer cryptography

ISBN 979-10-92620-04-7 70
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Satellite airborne network

%" -1:'—'_'-._' Erww cnrweini
T £

I:lutr.-.ltmuu:l.:g’:;__,,-” s o
~ L aaT CEsTMgiin Fanen ey neaon

el
Wt

T EITErE 33
Anln coflpcbo-

_-a Cptcal ground siabion —t‘- Terresirial ratans

S
R e e N R e 'n--l.“ |5

Small satellite SOCRATES
[NICT. AES. NEC. JAXA)

sLaunched on 24 May 2014
=Succassiully put on the orbit (528km)

«Now under preparation for operation

- i

il

50kg-satellite bus Small optical transponder
8.2kg i
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Satellite-ground taser link

At 1550nm, B00nm. 96Tnm
Rate 1Mbps of 10Mbps

Evaluate polarization encoding

[Euaaummntpﬂnﬂrrm and winetap risk

QKD is very hard
at LED altitude

E it __H"‘“:FPH capaciby;
| 'f'&,._ 15bps link by 10W Easer
iv ﬂ"?h’;ﬂ@ "
Sl ey W ho
H b
Ew ! sz ool
H sEcarity
=y " F*] £ 180
Lo, [ 1]
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Intrinsic limit of QKD (repeateriess link)

N

The secret key capacity is upper bounded by (00 i 5.

Takaoks, #1 al., IEEE Trams. IT-50(5], 4987 (2014]. ;J
Taknoks #f al., to sppear in Nat Commun, Tenbaliarin i
& beriay oplical channgl

e e — e R

E I ~ %Mot very warth lo pursue new
i ! QKD protocals for higher key
" rate over a logsy channel,
F il |
s . rrl:r.-'"g.h
- I 2 "y
B - et : Tier
- G, o i
T gy,
E !

o T e
1 il in 3] i 40 s B0

Loss [dB] -

Algosithmic crypto (151 optian)
= Hard to be updated in
satelles, when weakemnad,
- Using a long key couses
latency,

e ]
Y _‘H"“FPH capaciby:
L 1Gbes link by S0 Eaer

::%%% % t"h.a ‘

Ty 1 ol lemigengad
'_n...lrm
“lﬂ 4% -1 =12 188
Liven || 20

B P b i, ey #ila [l |
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Physical layer cryptography

Opportunistic link when Ex.

Eve's channel is physically bounded.  Line-of-sight
communication

"Information theoretic security™ at higher rate

nmre:tlun
Redundancy

e —+ 0

Messa Randomness 10, | PR
Ep DIE'EEFIIIUI'I L > (SNR)m e

f!.: — 0

Wyner, Bell Syst, Tech, J., S4(8]), 1355 (1975),
Cslszar and Kbmer, IEEE Trans. Inf. Theaory, IT-24(3), 339 (187E). 2

Physical layer cryptography

Secrecy capacity (' = n}g:ﬂ:[f{x: Y)-—I{X: 2Z)]

- Wiretapping ratio

1 0.01

g

=

2

[ 5]

a

= :
o L
o i
= :
£ '
@ e

0o -4  -80  -120  -160
Loss [dB| s,
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Theory of finite length analysis

Power constraint Han, Endo, & Sasaki, arXiv: 1307 D608 [es.1T)
Eq{r}n.l",r:j < To appear In [EEE IT

o

X ¥
M0 [0 jme :ﬂ Decoding error
s ! ; i i E‘i.'i £ 2‘:—!!! |:|.;I'.”H.flr;.-'..l'l':|

b ‘\\\.r“‘] KL distance =Strongest measurs™
R ~nH{gRgm)
. !’;u L 2T ARTE A

Reliability function
Ir{l’,l' .III!” .Illlr' ""\;::l = ".:llJl'-'lI SUp JJ:-l:rnliH.'.”. . r1_|| |l.||:: II‘“ | Jlllll]|

-J“-_'urJE. F=l
Secrecy function
Hig Rp. =)= sup sup|pl—p|Wg,q.r)+pR, |

Jol e ] L

= k|

Tradeoff engineering : reliability vs secrecy

Rate shifting s Rate exchange
AL

‘__d_,.p-f'"
b
)

e

E g = S
004 % i}; g oo %‘f" :'l(‘?
. .

g:: q%r- "'fxfg gum 3 /.‘él
:
g
&

Stronger ascrecy with the sames

Strongar secrecy bt lower rellabllity rellability (Message rate is degraded)
_________HEEEE
taliyy .'..rn'gll "'R:U IIIJIiII :

ﬁek a ﬂh-c_,_ ey P
[Ra=Rg*a| T e TRyt RER R
IJI““ nl lr
Message Randomness 4
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Physical layer crypto in fiber network

tt is unrealistic to assume that Alice and Bob know Eve's chanmel.
mmp Coding must be designed to withstand
multiple possible realizations for the wiretap channel.

Multi-level-security embedding network coding

High-security message can be embedded into low-security message.
When Eve 1S strong, a preseribed part of the bits remain secure.

e L S ——

Stronger Eve (prob p,)

Alice X,
User2 Nz

Userp X,
Weaker Eve (prob p.)

Statistically independent messages rom other users
can be the random bits to decelve Eve. 25

<=3 Phys Laver Crypto |<=2>( Algorithmic Crypto |

Combine Physics laws, Coding, PA, & Algorithms

Cuantum nodze Thermal noise
Optical domain IRF domain)
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KEYNOTE Speech 8: Quantum-safe cryptography and security
An Introduction, Benefits, Enablers and Challenges — white paper summary
Mark Pecen, Approach Infinity, Inc.

Werld Clans Yandardi

Quantum-safe cryptography and security:

An Inedurtion, Benellts, Emaiders snd Challenges = whils peper Penmarny

iark Fecan - ET3 &= Cuaniem-Sate Coplo Workshop (Lciober 2014)

The ETSI Quantum-Safe Whitepaper, 2014 rmr*r’__“:

@ Primary purpase is o halp raise awareness
af the potential impacts of guantum
computing on information security ghobally

* Threal of guantum computing 19 the
effectiveness of the currend cryplographic state
of the art

¥ Powsibilities lor rigk mitigalion =guaniumLile
cryptographc technigues — economic and
toehmiz sl aract=alities

* Foonmmic and technical challenges fo the

dapiay rrent of guaditre el a8 eur Dy sl the
robe mnel ampact & glohal standasds

@ Document is 49 pages long, library
identifier 15BN 379-10-02520-03-0
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Recent research in quantum computing mf g..

@ Credible threat to conventional
state-af-the-art information
Security

@ Current data protection
miechanisms rely on computational
difficulty using conventional
computing

We survey the current state-of-the-art ETSIfE__ %

i 1y

B Cuantum computing challenges our notion of computaticnal
hardness, because certaim types of hard problems for a
comventional computer become trivial for a guantum compute

L] Integer factorization
L Discrete logarithms

@ We examine some of the most widely-deployed cryptasystems in

secufity products today including
- Rivest Shamir Acleman [RSA)
- Elliptic Curve cryptography [ECC)
(] Diffie-Hellman key peneration

@ All af these cryptosystems will Be broken by large-scale quarntum
computers

ISBN 979-10-92620-04-7
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What, exactly, is vulnerable? ETS{fC__

» Basically, anything that's been encrypted and residing an mass
ctorage instantly becomes avallable to anyone with access to a
guantum computing platform!

Consider a definition for “Quantum-Safe”  ETSITC___ .

Cryptography based upon problems that
neither classical nor quantum computers
can efficiently solve

o Code-based cryptography

o Lattice-Dased cryplography

» Multivariate guadratic cryptography

# Hash-bazed dighal slgnarures

1 Cryptosystems that use basic physical laws
ol guantum mechanics to protect data:
Cuantum key distributian

ISBN 979-10-92620-04-7
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Discussions — general to fairly specific

@ Survey of Current state-of-the-art
* Elliptsc Curve Cryptography (ECC)
* Riwelt Shamis Adleamam (R5A
@ Quantum-safe approachds
* Computabonal guamium sale approsches. &.g
code-based, lattice-based, hash-based, etc.
* Quastuen Key Distribation (QED), ate
@ Examination of security protocals
potentially to upgrade
* X509 carlidicales
* Imernal key axchanpe varsion 2 |IEEvZ]
* Trmnipost leyes securify [TLS] versbon 1.2
= SR
* Sacure shell (S5H| vargon 2

Fields of application

& Usa cases such as;
Encryption of endpoint devices

e Metwark infrastructure encryption
o Cloud storage and compurting
& Big data, maching learning, and

data mining
o SCADA gystems for industrial control
@ Industries such as:
s Ppedicine, biotechnology, & health
s  Financial servicoes
¢ fdobile networks

ISBN 979-10-92620-04-7
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Economics of upgrading m"’—_f

@ Managing technaology switching costs
= Codt and complarity 19 guaiium-tale & svitam
@ Challenges to guantum-safety

* Some fetwork security probotols may be oo
right ta seormmadute the moresnsd key langthi

= Changes v cipheri may be regaired 15 mike
thaerr quanium-iale - acpamika & imprecticsl

* Standardization reguired bme = itart wen
@ Risk management

* Economic virw of security ritks

*An i msurancE mcdel e

* Tha rols of stendarc

Practical considerations — how urgent? ﬂ“{""—_‘f

@ It depends on the category of information and how long it needs
o be protect
L F-ﬁ'ﬂ. il Lttt el Nl L 1-ETIE T, !I'rr.'ll:lﬁﬂ ji-g= ETEIIL

*= v Fow many years iE will take us to make cur [T inlrastructures queniom:-
1ife

= & how meny years befors & lenge-scals quanturm computer vwill Be buil

- E! | sucmris [Hamdpwil

| AL
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Not all data are equal = . ETSITC_)

@ The value of ¥ must be carefully considerad

= What are the prectical cormeguences af & oertan category of mlarmation
bwaming public nowledge after x numbar of yeans?

* Fod mxample, would it be & preblemn if woer credit cand numbei of today
ire made avallable to avervonme in the vorld alter © =2 5 veai? Probably
mif ecause ity vary likely that you would have & mew credit card issued,
v g @ nenw wspry date and secur iy code

& On the ather hand, i your personal identity Information 15 made
public after x = 5 years, you may be expased to identity theft and
any resulting consequences

@ Caution is alsa required for ather infarmation categaries such as
tap-secrar military information, .2, the orbits af secret military
catellites, locatian of military bases and their resources and
capabilities - defining the value of x is a non-trivial matter

Conclusions and way forward

@ Cuantum computing Indeed poses a
cradihle threat 1o comentional infarmation
SSCUrity systems

@ The ICT community nevertheless has the
ahlliry 1o analyse and befter understand
this threat and its consequences for the
varipus categories of information that
requires protection

@ Recommendations and opgortunities for
furthver work are presented

* Bpcommendations foe enterprises
# Racommandations for securniy product wendary

* Opporfunities for further reseanch

ISBN 979-10-92620-04-7
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et W,
Special thanks to our contributors  ETSI(C__»
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Rethinking the adoption of Hash-Signatures
Burt Kaliski, Verisign

Hash function-based digital signature schemes ? in particular, the classic Merkle tree signature
scheme ? are among the earliest forms of public-key cryptography. However, perhaps due to
their large signature size, or perhaps to their lack of a corresponding asymmetric encryption
scheme, hash signatures have not entered the mainstream over the past three decades.
The current emphasis on post-quantum cryptography provides a strong motivation for their
adoption, but will that be enough? In addition to the promise of long-term resilience, it
may also be necessary to demonstrate some near-term advantages of hash signatures over
conventional approaches.

This talk will describe some of those advantages, as a basis for a more general discussion on
what other advantages may be needed to move hash signatures into the mainstream.
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Rethinking Adoption of Hash Signatures
Dr. Burt Kaliski, Jr

=enior Vice President, Chief Technology Ofhcer

ETS1 2™ Quanlum-Safe Cryplography Workshop

Oclober B, 2014
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Hash Signatures

Hash Signatures: Background

. For purposes of this discussion, *hash signature” =
Merkle Tree Signature with cne-time signature scheme
based on hash function (e.g., Lampon-Diffie-Winternitz)

« Refersnces:

. (MC4] D MclGnew and W Curcha, Hash-Baoed Signatives. intsmet-
Draf draft-mogrenw-hash-sigs-02, July 4, 3014

» [BOH11] J. Bushmann, E. Dehmen and A. Hitsing. $MSS — A Praclical
Forwand Seoue Sionature Scheme based on Minimal Seeunty
AssumpBons. FQCymdo 2017

. *Conventional signature” = RSA, ECDSA, elc.
- Assumption: Hash signatures “quanium sale” as a
general construction (wilh appropriate paramaler sizes)

« May need to replace hash funclion over time, but easéer lo develop
new' hash funchion than antirely néw signature schama!

ISBN 979-10-92620-04-7 85



ETSI/ S

e AR .
Quantum-Safe-Crypto Workshop gt Chasx Slandangy
Presentations SESSION 3
DEPLOYMENT

Hash Signatures: General Model

Signalure includes:

+ One-time signature with
one-lime private key

« Index of ona-tima key pair

- Authentication path from
one-time public key to root

Key Question: Driving Adoption

« Assuming that hash signatures are better in the long term,
what do we need 1o encourage adoption?

. Challenge: Long-term advantages genarally aren’t
enough

ISBN 979-10-92620-04-7 86
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Long-Term Advantages Aren't Enough

. Historically, crypto algenthm adoption has been motivated
by three factors: mandates, algorithm breaks, and
significant new functionality

« Samilar point for key size increases
- Partial breaks often patched

« Polential fulure breaks (g.q9., via quanium compulers, or
advances in cryptanalysis) generally ignored

« Premise: Long-term advaniages of hash signatures, other
guantum-safe crypto not enough to motivate adoption
- Even in e applicatians whare imteroperability l=n't as mportand
» Economic iradeaff I #'s not broken — fix something elssl

« Without mandales or breaks in other algonthms, also

need near-term advantages: new funclionality
. e oo T ﬁ

What Kinds of New Functionality?

« Primarily, improvements in trust model — which parties
have to be trusted, for whal purposes, and for how lang

- “Shorter” and “faster” halp but anly they change the gama
= &.3., by making other funclionality practical sooner

- Moore's Lanw, hardware accelerators, hybnd algothms, etc,
guickly level the playing field

- Public-key cryplography enabled encryption,
authentication without prior establishment of shared
secrets — advantage even though size, speed were not!

« Elliplic curve cryplography shorter, faster than RSA for
most operations = bul especially for key gensralion, which
enables forward secrecy

— -u.:-l..hﬂ
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A Health Care Analogy

- ... despile decades of
effort and millions of
dollars, anly between 3%
and 34% of psople in poor
countries regularly wash
their hands ...

- "The bigger problem is that

long-term health
considerations do not
drive behavior ...7

- "What does are things like

love, fear, and wanting to
be accepted and admired”

B Ty B

R

Sourca 1T o washc Hamds-on magieng in Pon
Sdatrrod, 12 Baplmib 014

= LN P ﬁ

Some Near-Term Advantages of Hash
Signatures
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#1. Short Backdating Windows

- With conventional signatures, adversary who
compromises prvale key can backdate signatures all
the way lo starl of validity period for public key
- @.q., 65 published in certificate

« With hash signatures, and [BDH11] “forward-secure”
enhancameanl, adversary can only backdate to start of
validity period for current one-time private key

- Advanlage: Short backdating windows without frequent
key rollovers / certificale updates

= Trues! model improvement Ssgnes cen bownd impact of private key
comipromise 1o shorer bme peinad

- Application; Time-based transaction signing
—_—_ ..-_.“

Short Backdating Windows

Forsard-secure
anhancemanlt (basad an
[BDH11]):

- Generate next one-time
private key as one-way
function of previous one

+ .., or of ralaiad state
« Bssociate indices wilh

specifiic sub-intervals of
overall validity pericd
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#2: Coarse-Grained Delegation

. With conventional signatures, signer can only delegate
limited signing capabilities to another party by signing a
“delegation of authority” to the other party’s public kay

- With hash signatures, signer can delegate by providing a
subset of its one-time private keys
» Delegalion scope defined by rndey semantics, what 1, ..., N mean

« Advaniage: Coarse-grained delegation without a
second level of keys

. Trusi model mprovement Signer can Involve other parties In signing,
aiiile seting (coarse) bounds on eir autharity

- Applications: Load-balanced / proxy signing with
traceable signaturas

- .-nl.:..-u.ﬂ

Coarse-Grained Delegation

Delagation enhancemeant:

» Delegate subsets of one-
time private keys to other
parties

« Associale indices wilh
specific meanings or
limitations
+ aug., second hall = “may be

delegated”: verifier may treat
these differently than hirst hadl
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A Proposed Adoption Strategy for Hash
Signatures

Three Steps toward Adoption

(=

Fit into existing framework, but extend with new
functionality
Hash signature specificatons shauld fit inte existing framewark for
signing, verification, key managameant, ko simplify integration
Spacificabons shauld alss descnibe new functionality, &g shon
backdaling windows, coarse-grained delegaton
Develop supporting tools, challenge assumptions as
needed to leverage new functionality
Index.based palicies for valid signing times, delegation scope
Foransics based on raceable signatures

Challenge assumptions: valid signing time = public key validity
pencd; delegation requres fine-grained statement; signaturas
don't entify where they were generated

Find applications where new functicnality matiers
—— .-u.l-u.ﬂ
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A Candidate Application: DNSSEC Signing

» Domain Mame System Security Extensions (DNSSEC)
add signatures to records for end-to-end data integrity

« Reconds, signalures returned in response 1o Iookup requests lo
Name Servers

- Signalures typically precomputed offline when records
are updated — not in real lime

« Advantage: Reduce resk of penvale Key compromiss, namd Sener
instances don't nead lo be trusted o sign

- Disadvantage: Dymamic rangs imited to 'whal's bean precomputed

- Il hash signatures were adopled, signing operations could
be delegated with traceability to name server instances

- Application question: Would it mater if signatures could
be compuled in real time in some cases?

|+ W ﬁ

Summary

« Long-term advantages hard to sell on their own - need
near-lerm advantages as well

- Hash-based signaturaes offer significant new funclionality

« To sell hash-based signalures, find applications wherg
new funcltionality matters, focus on these for early
adoplion

« Dperational expenence with these applications will
facilitate adoption elsewhera in tha long lerm

s -u..-l..hﬂ
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Neither do people pour new wine into old wineskins
Lily Chen, NIST

Quantum computing tackles today’s widely deployed public key cryptographic algorithms
such as RSA and DH. It should not diminish the security of the protocols used in today’s
network e.g. TLS, IKE, and SSH. Theoretically, if those algorithms are replaced with quantum
computing resistant cryptographic algorithms, the protocols should be as secure as it is
supposed to be. On the other hand when the protocols were designed more than two decades
ago, the protocols were to accommodate the existing public key cryptography algorithms. The
guestion is: can we pour the new wine into old wineskins? This presentation looks into some
potential possibilities and impossibilities when using some quantum. computing resistant
cryptographic algorithms in TLS, IKE and SSH.

Build Quantum-5afe Security Protocols

ISBN 979-10-92620-04-7 93
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Outline

« The current secaniby protocals
« Posible magration path
* IMEEEE ARG SEFTEEs

Security Protocols

« Sscurity protocols sre widely

depleved te sedure the A ]

Do Bnd Communicatian

ryEtems such az - ]
nierset Koy Eucharge |IEE| .

Transpart Layer Secunty (TLE)

+ When ths protosely wers
degigned, T angetad on
pecormodaling certoi 5 .
Ry AR AR Tehamas

* Te build quantum resistent
security protooods, can we just
replece these sohemes with
FUanrium el RN s
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Diffie-Hellman Key Exchange

= Symmetric structune
Alica and Beb comduct the same operubiang
Ohvwr 3 548 of common paremeters
¢ Partect Paraard (eerecy
'Whar wting sphamaral key pae far sach kbey sitablishmsnt

RSN N A
A e A
fo. T
7 i, g}
=T = 7
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Diffie-Hellman Key Exchange in IKE

Estallish by betaadn vy two IF T L

hedds wiing Difes-Haellman ey , m

ll'l.'l'lll'lll L g - - R 7 r.
 Usmsgrovprumbsrtamdicass | .:'l'll..

iha DH group [parsmaters |
intarrel Key Exchangd i indeed b P T i oy
Diffe-Helimen Koy Exchanpe for i o i
Infarrat Al - e

o [

pes L i hiakiaien s <ot |
v

Quantum Resistant IKE

KT dois net juppoct nagotinticn
o dilbeiwnt key sdlablnbment
pcharmed

Crarreert!y nie axsct gusn U U et

rasistant DM courierpart can be
ured wih syrmetry

ot auanliam rewlant key
#ndhinge [ fo 84 parimistiic i
I
« |§ i wary Maply thad a quantumn aat §

resistant engryplion ichame will e

o ok 08 B TmAll U e
Livr one temree pubdic ey bo
obtain perfect foraand segecy ——— [
Roquice 2 Fal ey par

EFNETITn .
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Quantum BResistant IKE Discussion

* Wy par genanation with compatib'e efficiency is possibie for quite a
Faw disting guantunt tasiitand schermei

« 01 It the pyrmymatric pidparty But tesori®y may nct be reducsd
= The paraimsiers need 1o be i, piobably togetber wnth the public
haip, vehich ia nol sccemmadated in the current IKE

+ it ia mat mraiphelzeaard te actand IKE s suppart mulupls ceramat
fedditional extenibors ane needed

J‘i e e e
Bo Bmlimoe Daia Parametess
LTEl _r"J‘ll'Ilr!I_l.lll..l'I !
------------ g e

RSA Encryption/Signature

- 54 encryption and signatune heave & specific ssymmelry
property when selecting ¢ small, e.g. ¢ =2*+]
Light operaticns uskag (n, ] far
F rermgprtenini 872 anel
Sigrutues wir¥ication 5, i)
Hewwy opasatons uking (o, o, g, where dw = 1 mod b in) for
ey pimid 7, gl
Sigrieg My
= Certifeed RSA public bey can be vaed for authenication
Explecitly by iagruatuns
mgthsily by hey cantinmatnn o The Iraniparisd bey
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Transport Layer Security (TLS)

& probor ol elwssen & server and 3

cheiil 3
i darhy liwys, Pl dlionl can b DA ed|
D9 DAL NS, TR e = i

The juid v A d R B R i PR
i b e i Peer b e e
A aTher T e b rege el whdle |
shiand Bothaok i on W Dpoice |
Support thred major methods for ey | Sesme
P

ratablmshimeng aig el -
L ey frarmpeer (e HT LR T —
Pt
I e prerral et (9] mammnne =,
eiw
 pebol il [HA
TL% saippie® Caphesryiiie naspotiabon e I | . r

L& cloheruhie Fomwie
T WA WTH ALY 118 CBL Wk
TS DT o _SES_ 1 DB tea
TUs, Frobl NS AFY R Lels

151 Filew bwerd wrimen] THE § 8w

Fdrapr the Saindwbikie

RSA in TLS
= RSA ey transport

mcret, encrypls wilh senier's
ceriified pulsls bey il

Tarver canducts imalich s

nuthaertt itice by oy - ;..-'L .

confirmaiaen TP iyt
« The server's BRA kay 4 certified i umrin-5

The clant varifies CA% ASA

tigraature |again, to take . Fega
adhintsge of REA with amall
. ——
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Quantum Resistant TLS

o introduce guantum resistant ciphersuiles, eg
TLE WTRU _ALS 126 _CBC_ZHA
* Todey's TLS clisnts may be powertfl 1o handle the prodeiiing
reguirements for PO cryplo schemes
AlrmmEtey capacety for cmat ard sareer may not bas ai
irportant &t 0 the early dii in electng schemas
« When perfect forward secrecy property i3 reguired, TLS neads
to sdapt to one-time encryption key pair schemes

Possible Migration Path

- HMigh preority: Introduce quantum resstant schemes for ey
eskablishment
Eaely migration will provade backvssrd seconty, Le. beep
corfidentiality for the infermatan protectsd by the old tchamat
= For digital sigmature schemes vsed for entity authentication,
Backvward sacurity s not required
FArs 10 QUITTUM COMSUTING redaTank SIgNEtUrS SeRemas CBn
dantily practcal mpact

Ore wrep migratian v kdeal, if we kyvs maturs candidneg for
both eneryption [osy sxchangs | and sigratuns
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How about Security?

« The securily proals for IKE and TLS were published alter they
haes bEen gepiayed

with Termalized sssumgtons on the underlying cryeba chemas
imnd ablachk modets)

* Thig results may not kodd with the new schemes
That i, nerwr schamee are baded on naewr saumgbons
* The security sulnesability may or may rot be identified right

AV
Thie extarsive resesarch can be motivated by the deplayments

Fer potibile vulndrabditiod, surly Plage digowry m good and can
avoid diasiers

T prpred mloriiuibees glmin i @t dinuile

Summary

- The security protocols shall mot be corsadered a3 obd winesions
« The agility can be introduced, with certain effart
The practcal mpsct will be more cear when the new
schemés are implamenied in the protocals

The trigger [af mare senous securdy analysis s the
deploymeant

‘W'e may nof know every thing untd the new schemes are

plusgged in
W do need 1o knows iomathing to start
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NIET Wodkshop an Cybersecurity in & Post-Cuantm Wkl

ity of pEaggeeasl] B st e Ly

Lhalsness m adopln g gpearium sewsiant crypic

ranuise dralage ta ke cybedipacs quanba isady
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Towards a standard for practical Hash-based Signatures
Andres Hlisling, Technische Universiteit Eindhoven

Variants of the Merkle scheme are promising candidates for quantum-safe digital signatures.
An Internet-Draft on hash-based signatures was published last year [1]. It covers Merkle’s
traditional tree-based signature scheme, instantiated with Winternitz one-time signatures.
Our talk presents this recent draft and motivates work on follow-up drafts. It is shown why
it is important to standardize collision-resilient multi-tree schemes. The argument is backed
up by performance figures keys and signature size, execution speed and additional security
benefits achieved like forward-security and increased long-term security. As a preview, we
also present first results for stateless hash-based signatures, overcoming a major practical
hurdle of existing Merkle-based schemes.

[1] David McGrew, Michael Curcio. “Hash-Based Signatures”.
Internet-Draft, Version 02, Crypto Forum Research Group, IETF, 2014.
Available at https://datatracker.ietf.org/doc/draft-mcgrew-hash-sigs/

Towards A Standard for Practical
Hash-based Elgnatureg

0. Bufin, 5. Gardag, & Hilsing

TU/e ==

o Ll sy IR DR o]
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Post quantum

Hash-based Signature Schemes Moraa]

Only secure hash
functon

Socurty well
understood

Fast

Security

LT
e L)

. L —
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Post-Quantum Security

n=bit hash function

Grover9s:

Preimage finding 0(2") — 0(21)
Brassard ot al. 1908:

Collision finding 0(27) - 0(23)

Aaronson & Shi'0d:
Quartum collislon finding 21! Is lower bound

TUfe =0

Merkle's Hash-based Signatures

ISBN 979-10-92620-04-7 104
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Practical Challenge: Handle State

= Can be avolded in theory, pald with efficlency

« Different AP
= Handla Integration

* Pravent coples
« Mo key Back-up

« Multi-threading safety
+ Industry input appreciated

TUfe =0

McGrew & Curcio'2014

Ll & s i  FTTS e Aol
e [ [ 5
e =
i
rae
- deia & r—_— ey S
- FiiLs e -
Py i e - i -
Wt - ' Vi GNP sl el .
rkmn. & - AR b onowd em Lis
ki i 1 = 2 Py i
= i w i . ann el mm
@l sm Iy wm ]
.. as a e miuard -
- i ver wawm o F 4
= [ TE—
Tu [arrm——
s vy B
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McGrew & Curcio'2014

+ Merkle Tree + Winternitz OTS
« Parameter Sets = Cipher Suites

« Security = collision résistanca

TUfe =0

XMSS

eXtended Merkle Signature
Scheme

- TUfe =00
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Reduced Security Requirements

+ Change WOTS > WOTS+
« Change Tree

~ DHC = I:-Q'” .

Security from second-preimage resistance

<Collision-resilient” schema

Mo birthday-attacks

TUfe =0

Hash function h:{0,7}* — {0, 1}™
Assume:

- gnly generic attacks,

- Security level n

Halfes Signature Sizel

2n

Second-preimage resistance required:

—+ generic attack = exhaustive search — m=n

. TUfe =00
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Early warning system

MD5 MOl
Collisions Colmeons
Jhed | [oractcally
it W05 b SHA T,
Coligaan [ Ho (Seconds) )
{Eaen. ) L Preimage &macks!
2004 N5 A0 i
TUfe ="

Tree Chaining

. TUfe =00
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Tree Chaining

+ Can be extended to d layers
« Reduces signature and key generation time

« Mecessary for smartcards & h == 20

TU/e ="

Tree Chaining

orid i o L | LI LLL} L] He
LR
ol e A Lai ] Laa i, e LR
[17] - I b & 384 (4 [R1H L
il

Fbron SLETE 1058-CPUGDESMHE, BB RAM. TRNG, mym. & 53ym. oo-Erool-3aor

WM Caard 16 5 mlllon wills epcken’ sacior
ERESS® = B rralen wile oyches [(he 2
[HBB1Z

- TUfe =00
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Forward Security

_""-
n B
—
n

TUfe =0

Forward Security

P"l—'... &
chaspkal

i =y + *
e - .

toaivedid Ss
=
ki
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-

Q*’i-m a P @

=

PoC Implementation

€ Implamantation, using OpenSSL [BDH2011]

AT 2 15 Thabid L Llné a5 = 5
LS L
LR R () LR T AT [T Y LB b o= a0
LSS T i oin LHSTY f o i el =
o
RAA Joud L L] £ 5 & 400 o i
imed A Cone({ T} B-25200 CPU D 2.50GHZ witn inlel AES-HI
— TuIF‘E""".".
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Conclusion

+ Current draft: Graat first step
e BUT ...

+ AMSS: Additional important features
+ Maore eificient
+ Stronger Security Guarantees
* Forward-security

Add-on to draft required.

TUfe =0

Thank youl!
Questions?

TUfe ==

ISBN 979-10-92620-04-7

112



L 1‘-:_'—"'\..‘ 1‘% 5-';'-"""
Quantum-Safe-Crypto Workshop gt Chasx Slandangy
Presentations SESSION 3
DEPLOYMENT

PQTor: Integrating quantum-safe cryptogrgaphy into Tor
Willian Whyte, Security Innovation

We propose a method for integrating NTRUEncrypt into the ntor key exchange protocol
as a means of achieving quantum-resistance. The proposal is a minimal change to ntor,
essentially consisting of an NTRUEncrypt-based key exchange performed in parallel with the
ntor handshake. Performance figures are provided demonstrating that the client bears most
of the additional overhead, and that the added load on the router side is acceptable. We
also analyze the security model and explain why the more heavyweight approach to multiple
encryption of Dodis and Katz is unnecessary in this setting.

We make this proposal for two reasons. First, we believe it to be an interesting case study into
the practicality of quantum-safe cryptography and into the difficulties one might encounter
when transitioning to quantum-safe primitives within real-world protocols and code-bases.
Second, we believe that Tor is a strong candidate for an early transition to quantum-safe
primitives, as its users may be justifiably concerned about adversaries who record traffic in
the present and store it for decryption when technology or cryptanalytic techniques improve.

N

A quantum-safe circuit-
extension handshake for Tor

in Schanck, William Whyte,

Zhenfel Zhang

ISBN 979-10-92620-04-7 113
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Key exchange protocols

¢ Allow two users ta

without an existing
shared secret

e

agree keying material

Agres @, &

aE=ag b = A
A=al B =l

A
Lol
%= hak = ably
K - 0¥ [, -]
Unasuthenticatad Diffie-
Hellman

Sl = gl
W= ELW i%, )

BN

Key exchange protocols

* Properties can include
— Dnee-wiay or mutusl
authentication
= Anomymity
= Fonsand secrecy
* Rely on public key
cryptography for
confidentiality and
authentication

 mremin,

agtee G, G
3 =t g == pg
b= il A=kl
Pubdiih A, 7 i aun ket ivated wiy
o 4T G § G
X =l T ou s
X iy
31 = a¥ = 51 wophon apl
51 = 5l = abin 5F = X = aliby
£ = KL 50, K= BOF |51,
52,5, W, .5, W,

EKE&+: Two-way authentscabed

it Halimian with la,qu;“r
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Key transport

*  Alternative o key exchange
* Only one side contributes [N L
Secret randomness P
— Hof clear this i3 8 probism,
but it can be fised if 20 Kegen (P}
+ Traditionally has beea hard R S
to provige forward secrecy Y
due o long beypen times . e |
for public key encryption k3 EmrypE, )
algorithms L]
= s, RS54 § = Dweryp (B, £)

= hadern public iy enirption K= 00N 4, W, ) U o N | |
wgariihena den't havw tha

draathuack Key Transport

S ONwT

o, B) =

Tor

* Allows for improved privacy for internet
connections

= Web browsing
* Run through a series of volunteer relays

* |ncreased interest following Snowden
revelations

= Firefox "may consider including™ in future version

(2014-10-01)

S o
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Tor
E) How Tor Works: 1 i foreem

- EEre— -
-

d
o = —
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I |

+ I
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Tor
| Haw Tor Warks: 2 G
— ey
Alen - -
|, -0 & =
sptheatan |\
el B - [ R—
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|
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Tor encryption

larritles © Jor Facrvpiine

= N

Tor circuit extension

= Client has Tor circuit through to node N1, wants
to extend to node N2

* Uses existing Tor circuit to contact N2 and
establish keyving material

= M1 is aware that circuit extension handshake is going
LTy

— M1 B W2 have mutually authenticated TLS connectlon
= N2 authenticates, client is [naturally) anonymous

= Different handshake protocols have been used in
practice, current s ntor

S o
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Why choose NTRU?

¢ Sruall Feotpeint
= Tiny compiied cofie [B kh], daal o emSsdded and saobils diedos

= Highsest Perfarming

= Y un M pieses liaken thae BSE and B0 Gt epissilenl weciinty bl
= Conares mirimisl TPU asd Bafisny reidomie

= Most Secure
= Hirbratant Do all o s i Dosgsctig amlis s

= The highee level o senipiog, e highes perfimance gaios wemae oomgriithm
= |déal Fow wyetiern whame uieri sapirt difs 13 ramir saseryated for J0e wean
= Dl i o ok

= |mplemantstions
= NTAL i WL for embedded syateme o weh ap phoation

= NI W for L0 ve on lla il

Opars Saiires G w? svallable s

m GltHub. com/NTRUOBenSsurceProject Eﬂ%

Post-quantum circuit extension: goals

* Efficiency

* Reuse existing design as much as possible
Provable security

* Easy to migrate to

Forward secrecy
Add no identifiers

S o
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Performance
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= Note that client sees bulk of the delta due to
keygen — appropriate given Tor setup

= N

Security arguments

«  Two différent settings

= AERhvd BPLBShas want 1o have DHEL B0 i3 64 3820FE 1 1he SERSREr
ol eviheer 20 long a8 suth succeeds: "actrve classica’ adwversary”™

— Passive sttacker, want Do show thasd syslem i as strong a5 NTRU
“patehoe guantum aduarsary”

= Security against active classical adversary:

= If authenntization i not compromized, confidentabTy et lesst m
strong #5 the strenger of the teo algoeithrn

— Shovwn by standard reductson prood: if one key sachange sigorithm iz
wsramed waak, & bresber Tor the protoco! hes sn sfcient mapping to
# braakar For tha reamaining bey scchangs o'gerithm
= Secunity against pazsive guanium udu-rnr-':
= Comfidentiality is as strong as NTREU
= Shivam by stendard educhaon s sbove
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Implementation issues

= Thiscan't simply be implemented as written
— Problema:
& T it ade i 12 512 lytes
= Boer bandshake mesages are limdbed Snoone paciost
= Splutharns
= haarge o ot Hhe abaoses
= ol funsd b n gt uded Wwithin e T [ind el i athEr coR Rl
+ |5 this the correct approach?
= Lhauld thars inftesd Be b RanZinaks tar peas « QuantumSateEE
with identifier for different QuantumSatekl algorithms?

= Bdore eaiula, 4lbows ofhen guunium sale @gorithims to be
mplerareed wraigh Eliwwiand by

— Tar has 2 handihake type identifiers but has only allecated 3,
ard Gne il "refereed” far 188 purpeiel

= ONTwT

Deployment

* Needs two Tor proposals
= One to change handshake size
= One to add the protocol

* Code will integrate quickly into main Tor path
if and when change proposals are discussed
and accepted within Tor project

S o
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Conclusions

= Quantum sate Tor handshake is practical
— Without any compromige an current security
— Without significantly increasing performance burden on
relays

= While preserving foreward $eCrecy against a passive
eavesdropper

= With provable security

* When deploying systems with new algorithms, often
the most difficult part is not the crypto but
= Protocol kssues
= Deciding to make the Jump

* These lessons apply beyond the context of Tor

= NG
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Traceable characterisation of the optical components of faint-pulse QKD systems-
results from the Metrology for Industrial Communications (MIQC) project
Christopher Chunnilall, National Physics Laboratory (UK)

The lack of validation and standardisation is a barrier to the wider commercialisation of QKD. A joint research
project [1] has developed measurement techniques to underpin standards for specifying and validating faint-
pulse QKD implemented over fibre, the most commercially advanced QKD technology.

These systems typically use phase encoding in the 1550 nm telecom band. Key components of the transmitter
are an attenuated pulsed laser, an interferometer, and intensity and phase modulators. Those of the receiver
are gated photon counting detectors, an interferometer, and a phase modulator. Random-number generators
are essential components of both modules.

Developing techniques traceable to the Sl for characterising the performance of these components, which can
affect security and/or efficiency, was the focus of this project. Key parameters identified for characterisation
were: (transmitter) clock frequency, photon number distribution and mean photon number(s), timing jitter,
wavelength, spectral line width, spectral and temporal indistinguishability; (receiver) photon detection
probability, dark count probability, afterpulse probability, dead time, recovery time, maximum count rate,
timing jitter and spectral responsivity.

An overview of the project, and a review of its achievements, will be presented. The latter includes new
guantum measurement techniques and devices, as well as work to characterize an open-system quantum
random-number generator.

[1] The Metrology for Industrial Quantum Communications (MIQC) project INDO6 was funded under the
European Metrology Research Programme (EMRP) from September 2011 to August 2014. The partners were:
the National Measurement Institutes of the Czech Republic (CMI), Estonia (Metrosert), Finland (MIKES),
Germany (PTB), Italy (INRIM) (co-ordinator), the United Kingdom (NPL), and South Korea (KRISS); idQuantique;
the Austrian Institute of Technology (AIT); Aalto University; Oulu University; and the Polytechnic of Milan.
The EMRP is jointly funded by the EMRP participating countries within EURAMET and the European Union.

http://projects.npl.co.uk/MIQC/
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Traceable characterisation of the optical
components of faint-pulse QKD systems - results
from the Metrology for Industrial Communications
(MIQC) project

Christopter Chunniiall
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Phase encoded, attenuated laser pulse
QKD over fibre at 1550 nm
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H FI'_ Source photon number statistics !
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Further metrology ... MIQC2? -

* MIQC is just the beginning ...
= Metrology for side-channel and Trojan-horse attacks, and their
Countermeasures
= Free-space OKD [visible wavelengths)
= (Mher protocols, e.g. antanglement-based

_
Pty

MIQCL Consortium + TOSHIBA

Lesding Innoveion ¥

http://www.migc.org
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Multivariate Quadratic Challenge
Takanori Yasuda, ISIT

In this talk, we report on the activities of a research project concerning multivariate public key cryptosystems
carried out in Japan. The Principal investigator, Takanori Yasuda(ISIT) is a researcher working on multivariate
public key cryptosystems [3],[4],[5]. Kouichi Sakurai(Kyushu University), Tsuyoshi Takagi(Kyushu University)
and Xavier Dahan(ISIT) are the collaborators of the project. Our research team is leading the research in
multivariate public key cryptography in Japan in recent years.

We have been conferred a three years research program, until March 2016, by the Ministry of Internal Affairs
and Communications in Japan to study multivariate public-key cryptosystems towards its standardization
as a candidate for Post-Quantum cryptography. The project belongs to the Strategic Information and
Communications R&D Promotion Programme (SCOPE), under which large-scale projects in telecommunication
chosen after a selection process get funded. This follows a preliminary project started one year and half ago,
which aims to establish a Post-Quantum research Hub in Japan, during which two workshops in relation with
this theme were held [1],[2].

In this new phase of the program, we plan to test various parameters of cryptosystems/signature schemes
based on multivariate polynomials, by measuring speed of encryption and decryption, as well as testing
the resistance to best known attacks. The aim is to define parameters that can be safely recommended in
a standardization process. To this end, we plan to setup a contest, « MQ challenge » for solving quadratic
multivariate polynomial systems. During the presentation, along with introducing the MQ challenge and
the infrastructure that we plan to acquire for achieving this aim, we would explain the different aspects of a
governmental project related to Post-Quantum cryptography.

[1] Forefront Workshop for the Promotion of the Academia-Industry Cooperation “Application of
Computational Number Theory to Secure Social Infrastructure (l1)- Solving Multivariate Polynomial Systems
and Related Topics -”

http://www.isit.or.jp/lab2/2013/01/17/multivariate-polynomial-workshop/

[2] Workshop: Post-Quantum Cryptography and Its Related Topics http://www.isit.or.jp/lab2/2013/11/28/
post-quantum-cryptography-workshop/

[3] Takanori Yasuda, Kouichi Sakurai, “A security analysis of uniformly-layered Rainbow --- Revisiting Sato-
Araki’s non-commutative approach to Ong-Schnorr-Shamir signature towards PostQuantum Paradigm ---”,
PQCrypto’11, Springer LNCS vol. 7071, pp. 275-294, 2011.

[4] Takanori Yasuda, Kouichi Sakurai, Tsuyoshi Takagi, “Reducing the Key Size of Rainbow using Non-
commutative Rings”, CT-RSA’12, Springer LNCS vol. 7178, pp. 6883, 2012.

[5] Takanori Yasuda, Tsuyoshi Takagi, Kouichi Sakurai, “Multivariate Signature Scheme Using Quadratic Forms”,
PQCrypto2013, Springer LNCS vol. 7932, pp. 243-258, 2013.
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Multivariate Quadratic
Challenge

lakcamori Yaswda (1511
Xavizsr Dahan (I5IT)

Yum-ha Fhang (Ruvidhen Thst ),
Teuvoshd Takayi K\u. ll.u. Ulksive

L-:m.-.. -].""\-IL.\.LIM "-'I.:I.l 1.I. :I"d."- I_n-l

Tlas wouk was sappuslod by “Jladcgi, Indmsabivn. el Comsvadcalins TkD
Frusmurln ['lus.l..lu.un: {HCOTCL ow. S1FF-00F1L", hiuduliy wf Inienal AlTass aal
Commnumic o, f.1.::|:|:|:|. Tha bzt suthar ix H.T'Tﬂlhﬂ.hclﬁ-ﬂ'hhd !-u'l:"h:rl.n‘
Reriemduiks (R Grasnd mrsher 24T4MTE

» ETH =

Contents

Fundamvental struchure
Encryphon
Sgnanre
2. MO challenge
Alotivation
Theorctical complexdty
Char construction of problems
How o desaibe problem amd answer

1. Multivariate Public Kev Coyptosystems(MI'KC)
1

= g Fa —

3. Comutiesiom

B BN AT 300 AN RN JUAF e

ISBN 979-10-92620-04-7 136



7% .\ 3 Eﬁ{@; T

| W

Quantum-Safe-C rfr;ic; Workshop World Class Standards

Presentations SESSION 4
STANDARDIZATION AND CERTIFICATION

Multivariate Public Key
Cryptosystem (MPKC)
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MPKC Structure
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MPRKC Signa’mre
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Sygmatuare “"-I Lleszacs

For aror message M these must exdst the corresponading siynature.

# F 15 sumachive ‘ na2m B LICAW, Rainbone

& TR Ciarrom Tals dom hes Hifldsw

Necessily ol MQ challenge

» Saveral puh]i-_' i-;-j' CIVPLOSYsiems held conrests which
solve the associated basic mathematical problems,

o RSA challenge(RSA Laboratories), ECC challengef{ Certicom),
Lattice challenge(TLT Darmstadt)

o Lammice r.lu:lleuge |]m1.1: mf‘--.'.lar:i-:@m.ajlmge.nrg-'l
o Target Short vector problem
0 S = momy comtinmad

= MPFEC also need to evaluate the current state of the art
i 1.1r.=.ctical MFP pi‘e}blem solvers,

I We are planning 1o hold MO challenge.

= T3 Sheordurn bofe Waktsoo LR P
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Grobner basis attack

Ahanuusyial b fur sulvicst, MO poobkau i Goltaour banis, Faugloe
proposed ellident algorilhn as Fy end P lo lmpeove odginl algordlheal 1121

Complexity for solving MQ problem [3]

o(m ("5

where Z < m = 3, and d,, g is an invariant detennined

|I_~'I|:l the musltivariate Iln-lgnrm.i.ﬂmg:.‘l‘rm _‘..-"
AErmTE F
[V P, [ . B it i B B [ty aridwin B, (Fl” msmaad iof Posin ol ool
ks, oll. 199, J50

Lo g, B, A Porw Elfsdiend Adubored B fool L omepulong Loelver Baes (53], Pobl, AL A frws, AN
D7 Bebtale | Fusipmisi |1 vl Periwt | Hihimd apgavaach br woivig osilbrastale s s oo e sl
I Mk, Cirpd. =il 3, 20N

& BN Cuanson Tobs 'Wos shos AN .

Encryp‘riun and Sigﬂahlru

o Gtmple matrts scheme{ ABC achemel ZHFE, ....
B Mamy Encryprtion e U sy oF s mL
v Bolving system of 3 m o be nedaced #o solviog system. of 7 = i,

» Signature
¢ LW Rainbow.,..
o Hatnbow be the rmitilapered DOV,
o Tn Rainbom paramcters o 150 are often weed.

* In MI'KC schemes, finite felds with small size is used.
1 Firdie feld with amal] aae hes an pffdenk arifomete

o Wi nerrow to EF(ET), F (31D,

w ETH S b foufa Wk siags et BB 1= ]
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Systema of 4 types

» We will create sequences of MO problems of 4 Types.

Rl Linmn url T],r;[t
and i aivd &
I we=m ﬂF{E'] anarvption
I = m GFI4L) ancrphen
m m=15m HF[") signaluse
it w- 1.5m GEi31) sgnakure
sl EU LY

& ETR Duartum Sofe Wok shan

Our construction of MQ
problem

[ -ﬂ{.xj:""x.} - E -ﬂj:..':'.\.'l..'l-'! + E hll:l;l.'fl 4P = |'_'|'I

ho_jis Jathis
- it 4 o
fi(%...x)= 2 a'xx + 3 BUx+c" =d,
- 14, e L]

.rh{'rt llll Xg

Step 1= choose randomly quadratic coetticients, and inear
coatficients

Step 1o choose randomly a solution.

Step 3 compute constant coeficients anch that the
correspondmg MOY problem has at l2ast one sohirhon

NN -

» ETE] Chusarvhurn, Sofe Work oo
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loy Example
v Tnput A random MO srstem

For example, a magma code,

« Oulpul A selution of e MO syslem
In this example, it would cutput -9, 1~ or <15, 2=

Lixperiments

o CPLT: IneeliE) XeonE) CPLT ES-4617, 2 90GHz, 6 cores
= 5 Linax Mant 15 Olivia

- RAM: 1TB

= Flatfonm: Maygina V2.19-9

= Fach paramerer is execured for 10 times and averaged.

w ETH S Joife Furha sy Iy T W
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Results of
Degree of regularity
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Results of Memory

iniE}
TN
KAER]

o Type |

10a0 e Tyrpre [0

===Type 1

e Ty e T
(14 1)
in

5 L HA 1] 11 13 i in
w T o Sale Workshoo palETRLNY ]

Conclusion

- We are planming to hold MQ challenge which i a contest
for colving M) problem.

» Preprnt & homepage will be prepared soon.

m FTE Chornbors Todds Wn v L el =N
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ETSI’s role in the deployment of Quantum Key Distribution
Andrew Shields, Toshiba

Abstract

Quantum Key Distribution (QKD) offers a solution to the challenge of distributing key material securely over
optical networks. Recently significant government investments have been seen globally to develop systems
and demonstrator networks while technical capabilities continue to advance rapidly. However, wide-scale
adoption of these technologies will require the development of technical standards upon which products
and networks can be built. Customers will require appropriate security assurance that implementations are
secure, systems from different manufactures should be designed for interoperability with each other and for
integration with ordinary telecommunications networks.

Developing standards for security systems based on quantum technologies presents many challenges from
analysing the security of QKD implementations through to specifying and characterising components for
operation in the quantum regime that will help to stimulate a component / technology supply chain for
guantum technologies.

ETSI is leading the way in formulating standards for QKD through the work of the ISG QKD. The ISG includes
companies with QKD development programmes, leading academics and national metrology laboratories.
It is building on experiences gained from early demonstrator networks and metrology programmes and is
stimulating relevant research work on both theoretical and experimental aspects. Current activities include
Group Specification documents addressing implementation security, optical component characterisation and
deployment parameters.

ETSI hin Y

Wopld Clais Blasdaddd

ETSI'S RDLE IN THE DEPLOYMIENT OF QUIRANTUR KEY DESTHIELITION

Andrew Shields [Toshiba Research Europe Ltd)

Indiaibry Speciicaticn Graup m Quastam Ky Disthbubion
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Quantum Key Distribution Fﬁ{-‘-‘?ﬁ'“‘
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E

Cruamdiam Communicalicns
S307 B SnTo0ed O @ BND's phoion

Secrecy can be tesled dreciiyi]
<UL ey oforases Sl
S 0 S Ll Dt Yy T
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¥ Dt unBuinorissd tApping of aptical fibee nebuorks

¥ Ciambite varfabh-sacnat digital kays

Quantum Key Distribution — Use Cases ETSI i .
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Long Term Perspective

= “Quantum-Safe” Cryptography /

* Larga-scaie Quantum Compuies wauld
e auacating affct on e-commercs
e-gowarnment, criical nfrasinacius
security, individual privecy elc

» Shoe"s algoriibem will break sscunky

of cumrent Public Key Crypfo (kased on
riwge RGN RGN IR T

¥ Mew oryplo sysiems fake long Bme ta
dapioy, 5o nesd I plan poy

T

¥ Ressanch on naw K malhods
» o realengd B Ghor s glgoethm

Address different applications

3 ot Swemiened by TR Comp e BOTH ane impartant
Gr gy porwior Comgrier

* Quamium Crypdo based on Lows of Mature

Nearer Term: Physical Layer Quantum EncryptiorFTs{; '{_J"

¥ LM rdlalled fibre i/ BT netsok Y
Teewns erig’ [EEZ] NPLE
o Choi el o, Dptica Exg 22, 23021 1200

== ¥ Commneicial 105 DAYDIE traeesmesesaon

- -3 km_ 10dE lass » multple 10 Gbis data channels
A ¥ wie spaad caly encryson using AES

A0 [RANCE snorypess
:f" FIE0EE, 1500 10 &0 e
131,03, 18308 caia
_— L8 ey ‘:1_ i ——
o
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¥ Data bandeadi over 1 Th's possible in he futune
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Recent Advances in QKD Technology e

Remarkable technological advances in recent years

@ Socure oy rates Incraase of sscure b rale

™

= ngreacsd o bys B omaultiphe b s 'u“' "
= |
*  Simgle link renge increated ©a > 200 km
[ S [ "
@ Sacur | W
¥ M=l
*  Rignaous sscusily pracls develeoped TR TR TR
* Fallure prelabilny ass guastilled
#  Inaplementation security i betler ur-dercbood
@ Quantum Netwaorks
* integration \n core, metrs, access, mobie now demonstrated
* Nolonger racesiary i6 uie sxpenshve dedicated dark fbre
-_|I I-I
Global QKD Network Installations ETS{" "
'1.
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O Pilot deployments ane taking place
- It is meaningful To define requirements and standands now

ISBN 979-10-92620-04-7

148



——

Qua nfumvgﬂfevﬂrfﬁiﬁ Workshop

Presentations

ETSI/7i T
-

World Closs Sfondords

SESSION 4

STANDARDIZATION AND CERTIFICATION

Industrial Standards nq%*

industrial Standards are essantial for ..

@ Interoperability of systems from different manufacturers

@ Integration into ardinary telecom netwarks

@ Stimulate application development on common inferfaces

@ Stimulate a component supply chain for Quantum Technaologies
@ Security assurance

= Ervsurs that QED iz imalemented secunsly

ETS! Industry Specification Group in QKD nﬂ

i
ay

; e

@ I15G-0KD established in 2008

@ Published Group Standardisation Documents on OED Use
Cates, Application Interfaces, Security Proofs, QKD Module
specification, Ontology, Components and Iaternal Interfaces

@ KMembership comprises large industry, telecom operators,
SMEs, HMIs, povernment labs, universities

@ New membars are welcome
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Current Work Items of ETSI 156G ETSI T

0 Deployment paramelers
® Liges reguiremands for implementing QKD
* Combaning classacsl and guanbum channels on @ commaon oplical Mo

@ Quantum companent specification
* Parmmalers and tean proate dubed for A RALUR COMBOSRntE
¥ irpE et &M BRI SESURY
* s tllk By Chirts CRainmiall

@im |‘.l||'l"|'|"|P-I'II!.H|I.‘i I EH:IJI'IT'{
* Enture that imsplemantations are seoune and robust againd sttack

implementation Security ﬂﬂ’-"l’—x{;'“}

W Ay

Db jectivhe: brvvrsbigale and elme secuniby loophoke s of real OED weabems

Mlodiwatham Approach

¥ Dervistiors between claad e oal weilem ¥ Mody sl goantily knoam sfle s

el s dmplaited By Dow whiough eiae ¥ miredud s sppicgriils SounterSaddere
FRLS T E-n SRR FUI AN ¥ Modily thes T e e | o feiomsh ity
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Security by Measurement i iy

Secure key rate after privacy amplification (ideal system] ...
1 =
Nideal = Nz [1 = h(,™)] '@’:r:\ A

For green ¢ = prab of key falure

Typically ¢ = 1017 infg makags P key
[= 1 "bad” key per 30000 years) -:l.rufum e sffact
cormachon

Modified secure key rate (real system) ...

-
Nreal 2 Nigeal @@

Inly eakage Infa leakage e
dus o due 1o
mpafacion | imperfection 2

Trojan Horse Attack fa'l"*-i!-‘—',L ]

=2,

*Eve mpects bright lght (3. ) and maaiares back-mflection (il ) o
datarmne Ahce's or Bob's phadse medulsios Witings
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i
‘‘‘‘‘‘‘‘ - ! O
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shutting out the Trojan Horse ﬂ'ﬂ"%

& 1508 tsplabian provided by spectnal RiEsring snd optizal isolabon|s]

Fifle 1. holsnor
o !L"l-_.—l-ﬂ-'-ﬂ
! ]

v G e RN e e = a . = ' - wm

S e

FExtration > B0dBm [limited by ¥ inndertice band < LAR
dyramic range of measuremend) ¥ lnslatian » S04R o quasiam )
Eeflecmhiiyy  Amesatas | bsedaces Tatsl
Az 40c8 2408 E048 150dE
Bab 408 L 1108 150d8
& Trojun horye witacks Blocked both o Alice £ Beb uaing padsive companents

Summary Eﬁﬂ”l—tiﬁ

=2

@ Several large GKD network deployments undesway worldwice

& Standards are essentlal _ for future interoperability

& To assure custamens that technology implemented securely

@ And b stimulate markets for components, systems and
applicatians

IThank you!

Contact: andrew.shields@cri.toshiba.co.uk
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A certifiable QKD Relay Node Network
Nino Walenta, Battelle

Besides the obvious benefits and strengths of quantum key distribution (QKD) of securely distributing
cryptographic keys [1], the widespread adoption of commercial QKD systems has mainly been hindered by
their range, limited to a few hundred kilometers, and their intrinsic point-to-point connectivity. To address
both, range and scalability limitations, Battelle and ID Quantique currently develop architecture and hardware
for a telecom-compatible QKD Relay Node network, where quantum keys are distributed between end users
over intermediate relay nodes. Our approach removes any constraints concerning maximum number of users
or range, making a scalable and cost-efficient integration of QKD possible on a national scale.

While our architecture is independent of the underlying QKD protocol, the implemented QKD system is based
on a fast and compact implementation of the coherent one-way QKD protocol with hardware key distillation
engine and quantum entropy sources [2]. Our development focuses on the integration in standard, small-size
ATCA (Advanced Telecommunications Computing Architecture) form factor in order to seamlessly integrate
into the existing infrastructure and workflow of potential users. Moreover, we target, for the first time,
compliance with security certification standards such as Common Criteria EAL 4 and the Federal Information
Processing Standard (FIPS 140-2) for security level 3. Here, we present the design of our QKD relay node
network, and results from the prototype development phase.

References:

[1] N. Gisin et al. Quantum cryptography. Review of Modern Physics 74, 145-95 (2002).

[2] N Walenta et al. A fast and versatile quantum key distribution system with hardware key distillation and
wavelength multiplexing. New Journal of Physics 16, 013047 (2014).
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Overview

The QKD Trusted Node netwark architecture
The Coherent one-way QKD engine

Foadmap for certfication
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The QKD Trusted Node Architecture

The QKD Trusted Node hardware

» Tha OED-TH is buill on e Advanced Telecommunicaticn
Computing Archiettune (ATCA)

+ [Fiovides standandized reechanical povwer, and dals interfaces

+ Ficides nal.ork aa e fodiing Pt SUppias
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Coherent One-Way QKD engine
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Coherent One-Way QKD engine
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IT security standards IS0 @ =
IT secinfty standards for crypdographic squipeenl include NIEI.
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Physical Security Concept

Certifying quantum keys for QKD-TN
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Efficient Quantum-Immune Keyless Signatures with Identity
Risto Laanoja, Guardtime AS

We show how to extend hash-tree keyless signatures to server-assisted personal signatures by using only cryptographic
hash functions and being thereby resistant to known quantum attacks. To authenticate the signer, we use hash
sequences as one-time passwords. A message m is signed by time-stamping a concatenation of m and and a one-time
pseudo-random password z[t] that is intended to sign messages during a particular unit t of time. The signature is valid
if both z[t] and the timestamp both point to t. Therefore, z[t] cannot be abused without back-dating timestamps.
Secure implementation of such scheme requires dedicated hardware. Thereby, reducing the (secure) memory and
computational time is important. The memory size needed for hash sequence reversal is about O(log”2 L), where L is
the total number of one-time passwords. Hence, to sign messages during one year (~ 2725 seconds) with one-second
resolution, the device must store 2522=625 passwords which for SHA-256 hash means 20 Kb of memory.

We show that using hierarchical password management inside the device the memory consuption can be reduced
twice. A master hash sequence is used to certify short term (about five minute) sequences so that a signature is
a combination of a short term certificate (signature with using the master sequence) and an ordinary hash-chain
signature.

Hash sequence reversal algorithms mostly do not allow to efficiently skip over portions of the chain, which means
that the signature device is either always connected to the computer or has an internal power supply. We present a
modified signature scheme in which the passwords z[i] are not tied to particular time units and which is much more
suitable for smartcard applications.
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Implication : Non-Repudiatian
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Demonstration of quantum cryptography system for keyless authentication of
machichine-to-machine communications
Duncan Earl, Qubitekk Inc.

We present a new method of authentication that uses quantum cryptographic techniques to replace traditional
digital signing algorithms based on secret keys and one-way functions. A recent demonstration of this technique for
authenticating machine-to-machine communications associated with infrastructure automation is described. The
demonstrated system provides authentication of communications over wireless and wired channels, representing
an important improvement over traditional QKD systems that offer security over fiber-only channels. Using multiple
guantum entangled photon sources and an NxN fiber optic switch, the technique involves sending a classical
message over classical channels and then encoding the message for authentication through a series of fiber optic
switch configurations. Based on the switch configuration, pairs of entangled photons are transmitted to multiple,
decentralized quantum receivers which then post their correlated measurements publicly. The correlations among
receiver measurements is evaluated by devices to validate that they agree with the classically sent message. This new
method of authentication is not susceptible to a quantum computer attack since it does not rely on secret keys or
mathematical algorithms. Although this quantum cryptographic technique can only be used to authenticate messages
and not encrypt them, we argue that it more effectively overcomes interoperability issues and has immediate
application.

Dubitek

Demonstration of quantum cryptograph
system for keyless autfr&ntr;,tr:atign of y
machine-to-machine communicalions

Or. Duncan Earl
Cubsiekk, Inc

2™ Cuanium-Sate Cryplo Workshop
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Dubitekk  The North American Grid
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Yubitekk Priorities...

A successful QC attack on the Morth American
electrical grid is projected to cause over 65,000
deaths and over %13 Trillion in losses.

If wee don't solve the power grid vulmarability firse, all
other applications may be irrelevant.
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Dubitekk Summary
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Cryptography: classical wvs.

Based on...

Convenlent to implement?
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Crypto shocker; four of every 1,000 public
keys provide no security (npdated)

w900 SINs stolen due to Heartbleed bug:
Canada Revenue Agency

Cryptography: classical . guantum

Based on...

Convenlent to implement?
Forward secura?
Authenticate via PKI?

Loopholes in
implementations?

X Exploltable
retroactively?

Somelimes

ISBN 979-10-92620-04-7 195



Quantum-Safe-Crypto Workshop Morld Class Standards

Presentations SESSION 6
SYSTEMS AND ATTACKS

Classical hacking : gquantum hacking

-
by W,

Often, just a computer Optics lab
{~30] equiprment) (=50 58 equipment)
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Secret key rate R = F(QBER)

-

| $Etu:_:il:;,r pr_m;.f | ) . -

: Laws of physics &

ISBN 979-10-92620-04-7 196



\

Guunfum Sufe Crypto Werkshop

Presentations

ETS(([C—)

World Closs Sfondords

SESSION 6

SYSTEMS AND ATTACKS

Security model of QKD
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Law= of physice &

Integrate imperfection

Hack
into security model

Example of vulnerability and countermeasures

Photon-number-splitting attack

! Attenuator

¢ Decoy-state protocol

+ SARGO4 protocol

+ [Distributed-phase-reforence profocols
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Intercept-resend attack with Bob's detector control
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Monitoring extra electrical parameters in detector
(Toshiba)

15ns
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Toshiba: No.

l:

Toshiba: Still no.

Chinese way: build a copy and hack it
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Randomly varying detector sensitivity
(1D Quantique)
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Countermeasures to detector attacks
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Measurement-device-independent QKD: experiments

Calgary, 28 km
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Responsible disclosure is important

Example: hacking commercial systems

ID Quantique got a detalled vulnerability report
reaction: requested time, developed a patch

MagiQ Technologles got a detalled vulnerability report
reaclion: informed us thal QPN 5505 is disconlineed

Results presanted orally at a sclentific conference

Public disclasure in a journal paper
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Dual key agreement
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Codes for security against computationally unbounded adversaries
Rei Safavi-Naini, University of Calgary

Modern cryptography assumes a computationally bounded adversary, and bases security on the hardness of math-
ematical problems. Advances in computer technologies combined with ground breaking developments in algorithms,
rejuvenates the question of providing security without any computational assumptions.

We consider the problem of security and reliability of data against a computationally unbounded adversary, that has
limitations on its access to the underlying physical system. Example scenarios are, a secure storage system that the
adversary cannot read, but can corrupt by adding noise to it; or a scenario where a sender and a receiver are con-
nected by multiple disjoint paths that only some are inaccessible to the adversary. A concrete example is “utilizes
quantum noise to augment the security of the best state-of-the-art cryptographic algorithms.”

The common element in all these systems is that the adversary has partial access to the state of the system. In this
talk we give an overview of this problem, define security and reliability goals and efficiency measures, and look at
some of the current results- and in particular constructions that can be used for providing security. We also discuss
open problems for future research.

[1] http://www.nucrypt.net/noise-based-physical-layer-encryption.html

UHIVEREITY OF

CALGARY

CODES (PROTOCOLS) FOR SECURITY AGAINST
UNBOUNDED ADVERSARIES

Rei Safan-Naim
L. Calgary, CAMADA
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Alice & Bob’s options..

Quantum cryptography Classical cryptography
1 Qubits + Computational assumption
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« Implementation : No computational
challenges assumption
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Trajan horse attack
=Estimating adwersary
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Classical cryptography: Assumptions

1. Comp Assumption 2. No Comp Assumption
Eve lras o ) compurer.

w Dver's computation is
& vy veew i frennded

femarreds
» Hard problem
» Hash based system
= Symmetric key X i —
s Eve's carrnpdion abilify is
T
= Eve can corrupt the

channel.
w Eve's corruption is imited,  « Physical assumption about
(radio/ffiber/network/tokean)
Enironments.,
Pirvical Layer Secnniy

[}
Irvemm wani . btk %‘ |

Wyner wiretap model (1975)

= Noisy channel
1010010101 10300108031

R T
1010010101 ﬁ;&

SECneCy: —I'HfJH!j‘:IEIFE
; 2 Perfect secrecy
Reliability:  Pr(M' = M)se rfect secrec
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Limited view

= High speed = Near-field
communication communication

= Channel reciprocity

Limited view

= Physical-Layer Quantum Encryption
“Ultra-5ecure Air-to-Ground Gigabit-per-Second”™
« Make adversary’s view noisy

"Our systems make use of fundamental, and thus

unavaidable, noise called quantum nodse. N t
Quantum noise is not normally a factor i radio- "E EE
frequency communications such as cell phaones,

but does comes into play at opbcal frequences.

Qur high-speed encrypted opbical communication

systerns autcmalically force this nolse to interfere

with an eavesdropper's abservation in such a way

a5 o make the job of attacking the secure channel

misch more difficult”
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Summary: Post-quantum Crypito

Classical

QCYPLO opaver Hash Symm Hard Prob
Assum Phys | Phys | Comp Comp Comp
Proof/Reduc  Yes | Yes | No | No Yes

Rest of the talk

= Adversarial wiretap
= Privacy & correct transmission

= Bound, capacity & construction
= Concluding remarks
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Wyner wiretap & AWTP

Wiretap Adversarial wiretap
(W 76) (WS-N '13)
& i i
= Perfect secrecy without fi_'f'“’“":'“--
: i | O010100..

aifadng.,
Wireless g:'

Modeling insecure channel

=« Eve can Read/Write = Secrecy
= Correctness
a limited access

n gX, totoowm01 X.F 0
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Adversarial wiretap
Private & Reliable communication

n g2 wotboio L § o

a1 Sw S
= Encoder: 1§, I=p, L, IS, |=p L
Enc: Mix R—e 2 SIXV (m ryV (m . r))=se
s Decoder: PHM' = M)<d

Dec: ¥V =M

SD(X:Y) = SIPHX = v)=Pr(y = v}
1.

AWTP: Efficiency

= Information rate of a code

logl M |

s log X

Capacity: €= max,,_, R(C)

= Encoding/Decoding complexity

ISBN 979-10-92620-04-7 210
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Rate bound & Capacity

= Bound I
g < 1 — Pr — Pw +2f’l.r'.l,-“ -+ Iﬂg|5| E}

= Capacity
C=1—-p—-p,

A capacity achieving construction

a T=F
« AWTPenc & AWTPdec

» Building blocks:
AMD codes
»  Subset evasive sats
1. Folded Reed-Solomon codes

AWTPenc = FRS(SESenc( AMD(m)I[0] ) 0[r],,. )
AWTPdee =AMDdec(SESdec(FRSdec(v)))

ISBN 979-10-92620-04-7
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Secure Message Transmission

= A more general adversary model

Concluding remarks

» Physical layer security: classical crypto with
physical assumption
« Key agreement
« Encryption

« Guaranteeing eavesdropping assumptions
« Environment dependence

« More research in,

Adversary model for physical environments
Constructions that gracefully degrade

ISBN 979-10-92620-04-7 212



T . o ETSI(i__H)

L 1.!.‘%-

Quantum-Safe-C r‘rﬁiﬁ Workshop World Class Standards

Presentations SESSION 6
SYSTEMS AND ATTACKS

Related publications

Nang Safmriar dfier sl minmee v Pfeblc Dureiesy, Ol 2004
Shwraw], Saf ot Mand, Privaw marspe reossrien weinp me o pn, SCNS MIL4
A Sl i FHaTL A Wakel for bfvrriarsal sty Thimes!. @ X180 5007
Sl M, W), Lo Coc e £ el Prer Ahareenn! ( Famepds. ChS 2013
il P, W], Llade e Lmitenl Flwe o mgaindas’ Dhusssts [l JOL
Bt amltd-hanl lecopr Frorumeses ol Dn Erialis e Comfre e Eraaln of Pk oodd
ey Caguec vy, FPS 203
Sonrredl Bvord, Tushiin, Sty mma ©mumrrecey oy (-Bagmal 10 5 Sarary bumage Froumsacnes apeeere
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;-I]-?Ib: o - ar Cammen Brdeermar owl fore' Bn Capeciion of Tuep soy Cheeerl, [0S
i
Tuhrs | Slyel Haml, cheremal Morapy Tepsreyness Progs s el P oty Forcmeer: ASLACCE i
= ;-I_'I-:;ﬂli » aflgv-hari, Nim Roeiic o fsv Kn Ersldo o e a Prir of Broedomi Car-ed, 15104
TI0
s '-L':-'I'I'I:l'-' , S Bl e oy Lre s e 3 Sy o besapaeier Sogeerd Sty TEITA
N Ehl Rarn), SalavEilalnd Tl pses) decwsw Wnipaped Tnisiissiser by Puble i, 1501 75

o eo/Tdararian with,
hsFEI_FJuI'un, Hongsong Shi, Shaoguan Jisng, Hadi Ahmadi, Pengeei

Vheank you fon bcotening and:  guestions?
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SOLILOQUY: A Cautionary Tale
Michael Groves, CESG, UK

We would like to offer a presentation on SOLILOQUY, a lattice-based primitive designed by CESG in 2007 as a basis for
a key agreement protocol. After several years of analysis we have concluded that while SOLILOQUY should be classi-

cally secure, the hard problem on which it is based could in fact be solved by a quantum adversary and so the proto-

col would not be quantum-resistant as we had initially supposed.

Although we abandoned the development of SOLILOQUY in 2013, we believe that it contains several interesting ideas
which would benefit from further study. For example, the public key for SOLILOQUY is very compact for a lattice-
based PKC system, being only about the same size as a single RSA modulus. Also, the quantum algorithm extends
work by Hallgren on computing generators of principal ideals in rings of algebraic integers and is, as far as we are
aware, the first quantum attack on a lattice-based scheme.

The moral of the tale is that developing efficient quantum-safe cryptography is a very difficult task. The role of ETSI
will be very important in ensuring that the many quantum-safe protocols currently being promoted for public use
each receives a thorough and independent assessment.

SOLILOQUY: A& Coutionmary Tale
P. Campboll
M. Groves

O, Shepkhadd

CESG

ISBN 979-10-92620-04-7 214
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Cutline

Wil describe SOLUILOCIUY, a latthca-based primitnse da-
shpned at CESG In 2007

SOLILOOUY has saveral nlce proparties. In particular
the public key |5 wery Compact far a lattice system.

Wile believe that SOLILOGUY B classically socure bt
wieres surprised Lo discoeer a patential guantum atbsck

Wiie skElch this attack, which we Delieve may be the
first on a Ialice-Dasen PRL scheme.

Conclusions and Turther research,

SOLILOOQUY

ISBN 979-10-92620-04-7 215
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Soime matheimatical backarouid
Let n be a prime and ¢ a primitve & root of unity.

Let & = Q0c) be the '™ oyclotomic Nield and & = Zig)
s ring of integers. Elemeants of O are manic polyno-
midals of the form o = Y7L, o' £ 0,
For primes p = 1 mod n the principal ideal po* decom-
poses into 3 produect of prime deals 0 = 7 j‘ .

The primee (2eals P, ane conjugates with nom N{F) = p
ard Cud(R Q) = [(Z/nE)". They have a simple two-
gloment representiation ¥ = @ 4 (-~ oY whore The
rare o poots of unity In ZF{p)

We will be interested in the value ¢ = 2001/ mod p
and s pFlme |Sen) T e pll o ({ = )0

Public and private Eeys

A candldate private key will be a “small” ring &emeant
o=} _ i =

These are genarated randomly (By sampling the coaffl-
clents fram a distrate Gaussian distridution) and tested
until we find an o such that p = &{a) 5 pnme and
ez 1modp Conjugate to got into tha raguined form
al! = pll 4 ({ — o)}

Then =i the SOLILOGQUY private koy 1o e o and its
conrreaponding public key to B p

ISBN 979-10-92620-04-7
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The cryvpla primitive

For crypto applications we will want to dafine maps to
encrypt and decrypt data

Vi encode a ring element « (plainted or ephemerals)
into an integer o [Cipheriext) using the puliic key p

"l-“l 31 :..l
P le= :!-_. il v L et g p o= =
[T_lu] £ _Iu}

We can recover a “small” & Traom 2 and the private key
o by simply roundging

[ - LR T ii

SOLILOQUY as a GOH-Tvpe lattice scheme

Privata / public lattice basks matrices with K = HAMF[{') !

i a 0 =pen—l
g B2 Ul a1 0 gt
0= ..I_.L,. 1 |r:| 3 My ; ” - ;
ul i I R . "
! w—l. 00 a0 0 p

Since ar 15 small, £ will ba & réeduced basis for tha lattice
and decryption Is Babal's rounding algosithim,

The pubdlc iy I con De reconstrecTed from Just p
WhRKH 5 very compact Tor a latiice cryptosysiem

(Mote: Smar-Vercauteren atso used this HNF con-
struction in thelr 2009 FHE schomo, )

ISBN 979-10-92620-04-7 217
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Securty

The socunty of SOLILQOUY can be analysed via tho
Giffculty o7 Dwo Wl Known hard problems,

CWP. Classical CVP securlty via LBR 15 well under-
stood, There B no kndwwn significant (exponontial)
QUNTLN SOEe- g,

PiF Given a representation of a peincipal ideal T of
O, compute a small generator e of T, Tho known (3t
that time) classical and guantum abgorithms are only
practical for number felds of small, flxed degree.

W balstved for saveral yoars that since SOLILGGLUY
used large degree Tialds it shauld be quantum resistant.

Crptline of a guantum attack

ISBN 979-10-92620-04-7
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Soime Simplitying assumptions

Likady true for our spocific situation but not in genoral:
Wi Know the gemnerators for the unit group, W can
recover a from any generator of o’ It 15 enough to
recover o-a® I the ring of integers & = Z[g +¢ 1] of
K'=Qig4 ¢

Wie thius re-cast the problem as: Glvan a Generating sel
Mj.---.Up—j OF the unit group C*° recoser any generator
of the principal idoal o in the ring of INbogers CF of 3
totally raal Tield of degres r.

This speckal case turns oul 10 be triclable. Qur ap

proach s similar the work of Hallgren and co-authors

o Uit groups and felated number-theoretic problems.
Lo

SOLILCQUY as a hidden lattice probiem

The embedding log({w] = (logloale)|,- .- . 109(|e,=1=]]))
maps (% to 2 rank r 1 lattice A = l-l:H;,I[J.]' 1 Encode

-1 12gia)

o 35 the rank r lattice: A, = 0 A

Hide Ay by dofining a function M ;2 = B =", such
that Flk ) = FIE "I (ko) = (ko) mod A,

Restrict the input domain to & < £ = B whore

r—1
= {[L'.l'] eExR": E iy = — kg N ']]]
j=13
ancl sot

Lk, ) = exple) - (o)

ISBN 979-10-92620-04-7

219



L =

Qua nfum;gﬂfe-Crfﬁiﬁ Workshop

Presentations

ETSI/7i T
-

World Closs Sfondords

SESSION 7

SYSTEMS AND ATTACKS, continued

The quantum algarithim

1**. For an Input (&, e} & & compute & “guantum fin-
garprint” e, o representing the lattice Fik, e)

2% Driscretise and bound ¢ and form the SUperposition
% I, Q) s 5 i.r'.l."r,.,.--l

=

3. Toke a QF T ower &7 and measure Lthe Lhird registar
1o obLain an approximate basks for the dual lattice A%,

4. Iterate the previous staps to produce many samples
close to A

m-=

5. Use classical LEBR o compute an approximate bases
o A, and hence o, (Requires sufflclent precision, §

F

Fingarprinis and Binning

ISBN 979-10-92620-04-7
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Lattice fingarprints

Crer “guanium Tingerprint™ el be a model for the so
perpasiton of The short weotors in & given lattice,

Lot B be s Gram-Schmldt attice basts matels in B" and
Wt [ & R be some fooed ength, Wi use an ‘enumeration’
map & - [0} — E depending on n, B, and [, which
can be mwerted at integer paints (Lo Tacilitate revarsiohe
gquantum computation))

Lot CnlH i) ;= | &) : sl inE |. This is a2 dis
cretised model For Eqle) -= Bally .- B L in the sense
that that IL TIks within an elliosod b lp <) and Covars
all the integer palnts In Exlp— )

Ealp=sd 0 E" CO(B.I) € Enlp+e)nnZ",

L4

Lot £ o tha samelry botweon the Gram-Schimidt and
[ne “natural” bases for The 1AT0ce. Then v & O (B0)
Indexas v - B, 3 SNort vector In the Gram-Schmiat basls
corresponding 02 The natural wactor v - A3 -0,

We use another lattlice to partitéon up natural space
Inta eells or “hing”, Vector v - H (3 will Bo raplaced by
the labol m of its bin, reducing precision by a carcfully-
chasen scalingd Tactor 4. Dafing Simmple Mnming 35!

= 0v) = [g-v-8-0

( The Randomised warant Op o glv) = [gov 0 Refw |
is preferabie, becalss Ower many random chodces it and
w, the lkelihood of two wectors goksg Ints the same
bin depands andy on their separatian rakativg o g0

1%

ISBN 979-10-92620-04-7
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ur {51 mpla) guantum TINgergrint genarator Computes
=1

L i ;
By (@] — —m }_. k1 Il'i'““_ lll_l\'."'l:_l'“l'
W 1l o=t L
T purg state
g [ _! :
Yk} = = :"_.. ‘I‘fr.l ¥ |'r'-:'{1 "']
L1 { g}

k& called the (simpie) guantum Mogerprint of (Lo}

The cohbrant randomised version 1
Tt Ew Kk 10 1) [ e s p(od20)]

\ by w1

i
Wi
[E)

The fingerprint struciure Hdiows uw 1o defineg a Fdeliy
Bobwacn Pam Siffcrant Aoscriptions

Fudl (eood (oY ) = (v | ¥yl

A Ndality of 1 would indicate Shat [0 B -6 ang
ClEL D B O, activato exactly the samo sof of Dins
(for every Rw binning strabegy) and 30 lattices must
B very mimilar, oF ideatical. Whon TRe Bwa ITTices
are gssontially diffesent”, there s o reason o expect
55|;|nlr-ecan1 ovariap In any reglon, and so the Tidellny
cnould e smnll

The idea s that, for cormectly chosen [i,g), the nomsr
cal instaplity arsing frmam computing FI:_‘.. I'_:I 5 rermonea
Iy tha Bnning stratagy, &% (real, infnite) &k o) = re-
placed with (discrete, bounded) vy ..

ISBN 979-10-92620-04-7
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Opon qucstions and oonchisions

W dbandoned the devélopment of SOLILOQLUY in
carty 2013 and arg not recommonding It for any roal
wiHilD applcations

Heppaowor Thore aro soveral INTeresTing oas prosenten
g which might Genglit from Turfher study,

b A& coOmpact public kay for [Aftice PEC Se0 also Smart-
VerCauteren's application to FHE

P This may e the st qQuintum JTack on & alThce
based PEC prolocol, However ours 15 a wery speclal
CARE I:E}'l::ﬂltﬂll'“itf-:l that does nob aasily genaralise

® Other approaches to lattice fingerprints afe possiole
Habgran of. =3 Rove recently suggesed using multlpie
Gaussian sampling

1w

ISBN 979-10-92620-04-7
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Lonchision

Wie have outlined ong appradach to lattlce fingerprints
Which wae bolloye COL D Combined Wikh o quantunm
Pl algogithm o give an attack on SOLILOCLY

Ceslgning quantum-salfe cryplography Is difficwlt It
Lok us severdd years 1o develop SOLILOOUY and 5ev-
eral more Lo assess [ts polentiad guantum reslsianca.

Al This mime, @hien many nosel Types of qeantiom-safe
Crypiography ane heing proposed, The work af E TSI and
othors will be vory impoetant in onsuring Tnese reoniye
a tharough and indopondent astassmont

ISBN 979-10-92620-04-7 224
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The topolofy of quantum information flow
Jamie Vicary, Oxford University

Many of the strange properties of quantum information make more sense when we realize
that quantum information behaves in a fundamentally topological way. | will give an over-
view of some of the research carried out in Oxford into the topology of quantum informa-
tion, and show how it gives insight into the high-level mathematical foundations of perfectly
secure quantum and classical encrypted communication.

The Topology of Quantum
Information Flow

.Illl:.i- l'.IE,-|:|:|1.'
Department of Campeter Scienee, University of Osfond

QIAAC

f_.] Sl gl I"‘?..'.J itere-aare ',"l,;|hl'.l 1! i 1k L
Chttnwen, Clanmdna
T Cheroher 2004

ISBN 979-10-92620-04-7 225
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Introduction

There = o deep anabogy batween enerviption snd telsportaton

Introduction

Iy i.-u i l|.--'|l Fils] IJ-I-.:'- | R LT e sl 1on suigil Ba |-'|r-.l||.';l.|-.-|..

EER Y]

Evcryvpted commmenicntion

ISBN 979-10-92620-04-7 226
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Introduction

There = o deep anabogy batween enerviption snd telsportaton

B b T Ikl
st I
.||||- | B OECHTTT
i

|.| 10| Bk}

Enerpted eommuanication

Introduction

Iy i.-u o i ) i IJ-I-.:'- Baisl v gy L:-li--u aiail L |-'|r-.l| |-'I.|.il.l|a.

EER Y] (R By |

IMTAHGLED

Evcryvpted commmenicntion Chenntum toleportntion
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Introduction

There = o deep anabogy batween enerviption snd telsportaton

Tl il |.|| el =
L L 131
ﬁ:ljm = ST
Fr=iill
T 1l g
| MEsstne Mo
Emitial
it i
L R
Enerpted eommuanication Chantum belepaortation

Introduction

Iy i.-u o i ) i IJ-I-.:'- Baisl v gy L:-li--u aiail L |-'|r-.l| |-'I.|.il.l|a.

EER Y] (R By |

IMTAHGLED

Evcryvpted commmenicntion Chenntum toleportntion
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Introduction

There is a deep analogy botween epcrvption and teleport ation:

M [

FRiTRN P MANITREN

LHCCHY T

L

EN CANULEL

Encrypted communication Oluantum teleportation

New idea. We can make this precise using topolegical mat ematics.
Nice result, There is o general classical-to-gquantom constroction,

Prrt of thio cetogorsesd guritivan conmgralati [T tninehias] by
Abenmisky and Coocliis i M0

Strings and correlation

Consider the filbowing somation, whoro o s s bipurtite state

preparation and " 5 the corresponding hipartite postselection:

ISBN 979-10-92620-04-7 229
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Strings and correlation

Clonsicler the followinge couation, where o s o bipartite state
preparation and ° s the corresponding hipartite postselection:

W clinnge notation nid wse topologien] strings

We can invesstignder corsegqueices of this copution in olilTeren settings

r Duantum theaory,
Thae st v s reerineally endunipled : |a [ 4 111

bk Classical computat ion.
Ul stmiae o is perfecily eorrelufed: a = {(0)) [ 1T}

Surfaces and logic

We pow think abod basic prcspEertis ol eopncig, comparing anl
deleting classical information:

TR

Arsociativity TUnit
Frabenius law Commutativity

ISBN 979-10-92620-04-7
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Surfaces and logic

We pow think about basie propeertios of eopying, comparing and
deleting classical information:

“’?9 U J-|-

H&m'llrl'tlh Tmit

AN v

] ralsonins law Commntativity

Tl aupee Kl Lvws obsirsead b sarfoces gy Bor doBormat e

Sowe change potation and vse topologicnl surfaces

Geometrical structure

Here {2 ordinary teleportat on:

I:M:.".:.i Lk =

ISBN 979-10-92620-04-7 231
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Geometrical structure

Here i ardinary teleportation:

We make it cigorons with this geometrieal coustion

Geometrical structure

Here {2 ordinary teleportat on:

classical information

TERTITRTRTA B E W (TS TLR AT

We make it rigorons with this goometrieal comtion

ISBN 979-10-92620-04-7
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Geometrical structure

Here i ardinary teleportation:

viib poel ol winleranle - et rilnites]

LI BL o UMEREY | il 4|.|| i

MmcasireEeat

[itanil

LALERRILARI RN
RRIRE L TR RIRNERI

1aid gail
CYLLENE LI Stalo et om of am st v bl
peilanane o] =bils CTLAE TR RERNT nilieruri

We make it cigorons with this geometrieal coustion

Theorem. Quantum solutions correspond exactly 1o
propleemenitations of guamim Leloporiat ion

Geometrical structure

Here {2 ordinary teleportat on:

|||| ||i||| ritvil i |..|.
i I'|l'.|l|I|lII | B iRt td i '.'||'|||]_|I linki

[T TR P

. | it ksl
plisinatisi

We make it rigorouns with this goometrieal comtion

Theorem, Classical solutions correspond exactly to
e mentations of classienl one-time- ol cncrypetione.

ISBN 979-10-92620-04-7
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So what?

= Allvwws ns to reason logically sl -'r'.'==|!|rg'|:|]||11|' |-|ir||||i'.'|-= m
Bt b cquenmabinnn vil elinssiond eonptat oo

E Mrovides a formal foundation for l.|.l||||r||1.'|.|:'.l:-|:|.|| S0 bl

B Clivies o aimbBees] = 1t L iviiesbler dnnboeerated] cliedenl ad
quantin pliepomens—Ior example, QRD+0TT
e Adidlreses fnsecinatiog Coneeg nal il s

® Whar i= the [undamental relationship between classical
and peantum computation’?

e What b= the matbomaticn] stroetare of et um

information How!

Thank you!

ISBN 979-10-92620-04-7 234
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An efficient and provably secure authenticated key exchange with

forward security from RLWE
Jintai Ding, University of Cincinnati

I'he second ETSI quantum-safe workshop

A Simple Provably Secure Key Exchange Scheme
Eased on the Learning with Errors Problem

Jintai D¥ing

University of Cincinnati
Thii irciuded jobi ik with X Ling X. Xierg, J Thang T Ihavwg, M Secok, O Dapdeas

Ot 7, 2014
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A slide of Dr. Lily Chen in the first ETSI workshop

Practical Challenge

+ Duantum computing will break many publc-key
crypiographic algorihms/ schemes
Ky agreermanl (. DH and MO
Digital sigratunes {e.g. RSA and D5A)
Encryntion (e, RSAL

+ These algonthma hawe been used to probect internet
protocalt (eq. |Pasc) and applicatons (&.g.TLS)

« NIST is studying “guantume-afe” replacements

+ This tal wll foous on practical aspects
FOr Securty, Lee Wi-aal Lio's Bk afer today

Where do we really need public key cryptoystems?

# Digital signature — authentication
Software update
# Fublic key entryption systens e almost never used to send

infcrmation but kews — koy agreament

a8l TLS

= W can achieve this goal with encryption or key exchange |lae
Diffee- Helimann

ISBN 979-10-92620-04-7
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Key Agreement from Encryption versus Key Exchange?

= Encryption [Key Transport ) Party A utes Party B pablic ey 10
encrypt a random string and sends the ciphertect 1o B, B decrypts it
amd get the random string.

In practice, public key encryplion s only usad 1o transmit randem
keys, (The key is only determined by one party)

» Using PKE can nor guaramee fOTWard security

 IF the amacher gets the stavic secret key, then he will fearn every
communcaticsn made befors

Tha Hearthlesd probhlam

Roooeon N
'

= oo parties gef 3 shaeed] secrel Key over an unseoee channe

o

ISBN 979-10-92620-04-7 237



A T '.'.'_H""-. 1""\%‘:- __.-:_.'-"-""
Quantum-Safe-Crypto Workshop World Class Standardy

Presentations SESSION 7
SYSTEMS AND ATTACKS, continued

The Elegant Diffie-Hellman Protocol

i ™ I"II"I"

= LUsing the simple and elegant fact

K j I i
r'" ! - [ J® = |r|I"'_l".

Mothation:
e Can we get 3 DH analogy from other mathematecal tools?

e Canwe get KE from Lattices (say, LWE, which & appanent reddstance
1o quantum attachs)!

e If 5o, can we et bevter afficiency and better secusnty guarantess,

Chur Hesules:
e An Efficient (2 pcund) key exchange protocol from LWE and RLWE

= It is provably secune and % very efficien

ISBN 979-10-92620-04-7 238
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Learning with Errors (LWE) [Oded Regev 2005]

Goal: distinguishing “noisy Inner products” from wniform

Tl f ] il

Ly - i L1 Y- i 1L i
-'l._-—:.'I. by = (ag, =) + e mod g
A '.-.:" I:"._ B B F I.|'\-l|.il||

|
T -

gy — i fyy

' £y H :
R firy o A
Mgy # :.:I', L, * .'.,J

In & matx form

(A, s +a=) B2, | AL B
Where 5+ I}, m = poly(n|, g = polyin] and e; - y is some
distribation in L ¢, has small sire, much smaller than 4.

Theorem (Informal | Reg'05]

Let v be a discrete Ganssian distdbution with parameter 0 < o < 1, 5.1
g > ',5..'?. M thérs axists 3 polmomial time :Igﬂiih.m tohast LNVE
froblem. then there exists a quantum algoithm sobes (0 o0)-5YP
problems for all pedimerson |attices

F == " i5 as hard as standard LWE (= «— &) [ACPS09]

sy
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Our Protocol (basic idea)

Fublic Farameter: M — I3~

51 H

= "-\.:rllll '\-'I;"."-l-'r'i-{,- ' ."l-ir.i-l I = ﬁ?l"lll-Hj_l . '..\'l'.r:l-‘u |!Ihn
¥ note that 5.4, 8

e, oy e “small”
e dilTeieince betvwieen -.",.:.a. anl |l'..-h|: 15 B e

Our Robust Modular Extractor

We st deline two functions. for g = 2 s prirme
I = | :':

I' 0 re e e . =
#al £) e e L L Y () ! !
: '|_ 1, otheraion 1 I, otherwie

| + 1 JI + 1

b & ph = aln)

The hint algorichm S{n): b & [0 1
The robust estractor B r, o)

Eiz.o)m (z+a- 12

-

1
1] |||| ij":l ||IHi :

240
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oving the Approximation

Public Parameser & i Zn=n

P
[, = Sphsg)

B A cunputs Elspo,a)
» B ouputs E{plisp.o)

b The sacuriy peocf & ghen from o series of hybeld experiments

e ezt — the problem of suthentication = man in the middle
atrack!

e W can build an authenticated by exchange (AKE) protoool, which
can be seen as an HMQW-like AKE from lattices

e The protocal 1 SIMpE Since 1T 0025 RO imvolve any oEner
cryplographic primitives 10 achieve authentication (&g, Signaturss]
and the system s also wery efficient

ISBN 979-10-92620-04-7 241
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AKE from ring-LWE

FPasrty + Party »
Fuble Fey: gy = oas + ey & ]y Fubls By gy o=ae; £ S0 & My
Sacrer Kev a, m 0 Secrer Koy s, & flg
where 5,6, —- o where 5y 8 —r 1n
&y = iy o 2 Ry i -

Wi .|I s i W | e IIII

Ky o [ngt o i i o ) = Bt
Bd W ﬁl‘r‘."r\'!ll.f.lr.'-'l,-

Ry = Epgl oy Moee 4 2] 4 By iy = Chalky} € (0,1)"

whasd g, — s m, e ]._ wy] € 4l 1=

iy o Mgy, ) S 01T why m Wald §,omi, ma. oy, oyl

alky w38, JFauiip, W, F

em Mol fody) & B, m Wy Lidypio @] @ R

Intuiticn for Socurity

@ We can prowe the secunty of the system

@ We can pioes the forwand secarity of the system

@ We did prefiminary implementation and it i wery efficiem
@ Parsmeters for inplementation

Paramaers | m | Securiny (#Epr ) | i - g = | Ireg iy (TSR
i o5 B0 bats TH7 | o9 | £5 | 4@
1 2048 80 bils 3367 | 161371 | 21 | 18
i 2048 174 bits 1997 | 161471 | 19 51
w 1096 130 bits THT | %A% | 50 %
v 096 167 bits 137 | 2% ae | 96 a7
i 1006 L bits TR | SeAE | B | &
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Presentations

AKE from ring-LWE

Communication Owerhieads:

Thoee of Lire [ RH]

Paramaters P sk |expt. ) | init msg | resp. msg
| I” 5HE 0,75 KH 3 KE 5125 KB
[ i HEK 1SRG | 19G5RE | 1075 RS

il 1575 H:Fl 15KB | 1575 KB in KB
I i (I 1] T RE bIL EH 51 KE
I W 55 RE TRE 155 KB A% KB
VI 405 KB 3 KB 405 KB 11 KB

The bound fia with eafe(B) = 2" i3 wed to estimate the size of secret kv

Themimgs

Faamsters |rimlaticsn Hﬂ:unse F|.r|l-n|_1
T | Lffms it 0: sl B0 ms (4 00 mep | ﬁ-lé'nnid-:!_’.rr".]
1 |-'l.l.lm-'.|||1Hr'ﬁ"f| 2a srrr.l'li-f-d-mrc. I I_n".'_a-. "I'"{_{!Id-_l':l msl
1l :|-.'|um1.|||1h|rn_;| hxirrn.ni-i\hml. ] I'1:"|.l|"|1\.|::I_I:-1.I'r|r\.|
N BEBT ma (04K Fnj | 15555 ms [P b6 maj | 7801 me |50 T8 e
W L1 J'im.'l.l_l'l-rﬁrn.:l [k F 13 m!'?.rEEm!.l- EE B i | o ]
I TE AT ol (008 o) B2 00 [0 5D e T A0 e | 10 2% mal

Tabls | Tiwlwgs of Procfof Conceps Implementaibens in s (The figures in the

paicrribe e indicste e Usningh with ple-computisg. For comperison, by simply using
the “wpred” command in opersad on the same mechine, the timing Ffoo dxa 1024 signing
wgorithm |3 abowt 0.7 ma, aad for dsaZ040 i3 sbowt 2

Jms]

W helieve our systeirs are very suitable for praciical applications and
they have very sinong Security

ISBN 979-10-92620-04-7
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Summary

» We build KE and AKE hased on IWE and RLWE

e They are provably sequre against both classical and guantum
aftacks

# We can prove the Forwand Security of the AKE

Chuur prediminary implermsntatbons are wery s Fient

Our KE and AKE are strong candidates for quantum-sale crypla,

L

Thank You!
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