N Health

New Jersey Department of Health

NOTICE OF PRIVACY PRACTICES

This New Jersey Department of Health and Senior Services (NJDHSS) Notice of Privacy
Practices (NPP) applies to the following covered components:

«  Senior Benefits and Utilization Management (SBUM)
« Division of Aging and Community Services (DACS)
«  OFFICES and the supporting Offices of the Commissioner
o Office of Communications (OC)
o Office of Legal and Regulatory Compliance (OLRC)
- Office of Information Technology Services (OITS)
Effective date of this notice: 4 /15/11

**Please Note: YOUR BENEFITS OR ELIGIBILITY WILL NOT BE
AFFECTED BY THIS NOTICE**

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION. PLEASE REVIEW IT CAREFULLY.

SUMMARY

In order to provide you with benefits, NJDHSS will receive personal information about your
health, from you, your physicians, hospitals, and others who provide you with health care and
social services. Your health information is private. This notice of our privacy practices is
intended to inform you of the ways we may use your information and when we may disclose this
information to others. It also describes your rights related to this information as well as our
responsibility.

KINDS OF INFORMATION THAT THIS NOTICE APPLIES TO

This notice applies to any information in our possession that would allow someone to identify
you and learn something about your health. It does not apply to information that contains
anything that could reasonably be used to identify you, (otherwise known as de-identified data).
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WHO MUST ABIDE BY THIS NOTICE

NJDHSS

1.

All workforce members (employees, staff, students, volunteers and other personnel whose work
is under the direct control of NJDHSS).

The people and organizations to which this notice applies (referred to as “we,” “our,” and “us”
have agreed to abide by its terms. We may share your information with each other for purposes
of treatment, and as necessary for payment and operations activities as described below.

Reasons Your Health Information May be Used or Disclosed by NJDHSS.

1.

Treatment. We may use your health information to provide you with benefits (medical or
social) related to NJDHSS programs. This means that our employees, staff, students, volunteers
and others whose work is under our direct control, may read your health information to learn
about your medical condition or social service needs, and use it to help you make decisions
about your care. For instance, a DACS field office nurse may read your medical chart in the
hospital as part of your assessment for Medicaid funded services. We will also disclose your
information to others to provide you with medical treatment or services. For instance, we may
use health information to identify clients with certain chronic illnesses, and send information to
them regarding treatment alternatives.

Payment. We will use your health information, and disclose it to others, as necessary to make
payment for the health care services you receive. For instance, an employee in our Program
Office may use your health information to pay your claims (for benefits provided). And we may
send information about you and your claim payments to the doctor or hospital that provided you
with the health care services. We will also send you information about claims we pay and
claims we do not pay (called an “explanation of benefits””). We may also disclose some of your
health information to the county or other organizations with whom we contract for payment-
related services. This entity will be known as a business associate. We may respond to
Legislative requests via our Offices of Commissioner We will not use or disclose more
information for payment purposes than is necessary. This is known as using only the minimum
necessary amount to accomplish the purpose of use or disclosure. However, the business
associate is held accountable to the Secretary of Health and Human Services to safeguard (keep
secure) and protect (keep private) your information.

New types of organizations have been formed to facilitate the electronic exchange of health
information. These organizations did not exist when the HIPAA regulations were initially
passed. The American Recovery and Reinvestment Act of 2009 has been highly sensitive to
the protection of health information and is therefore requiring business associate agreements
with the following other types of organizations: Health Information Exchanges, Regional
Health Information Exchanges and E-prescribing Gateways that support electronic health
record exchange.

Health Care Operations. We may use your health information for activities that are necessary
to operate this organization. This includes reading your health information to review the
performance of our staff. We may also use your information and the information of other clients
to plan what services we need to provide, expand, or reduce. We may use your information to
communicate with you about a drug or biologic that is currently being prescribed. Any other



10.

11.

12.

marketing communication involving payment requires us to obtain an authorization from you
prior to releasing such communication.

Legal Requirement to Disclose Information. We will disclose your information when we are
required by law to do so. This includes reporting information to government agencies that have
the legal responsibility to monitor the health care system. For instance, we may be required to
disclose your health information, and the information of others, if we are audited by the State
insurance department. We will also disclose your health information when we are required to do
so by a court order or other judicial or administrative process.

Public Health Activities. We will disclose your health information when required to do so for
public health purposes. This includes reporting certain diseases, deaths, and reactions to certain
medications.

To Report Abuse. We may disclose your health information when the information relates to a
victim of abuse, neglect or domestic violence. We will make this report only in accordance with
laws that require or allow such reporting, or with your permission.

Law Enforcement. We may disclose your health information for law enforcement purposes.
This includes providing information to help locate a suspect, fugitive, material witness or
missing person, or in connection with suspected criminal activity. We must also disclose your
health information to a federal agency investigating our compliance with federal privacy
regulations.

Specialized Purposes. We may disclose the health information of clients of the armed forces as
authorized by military command authorities. We may disclose your health information for a
number of other specialized purposes. We will only disclose as much information as is
necessary for the purpose. For instance, we may disclose your information to coroners, medical
examiners and funeral directors; to organ procurement organizations (for organ, eye, or tissue
donation); or for national security, intelligence, and protection of the president.

To Avert a Serious Threat. We may disclose your health information if we decide that the
disclosure is necessary to prevent serious harm to the public or to an individual. The disclosure
will only be made to someone who is able to prevent or reduce the threat.

Family and Friends. We may disclose your health information to a member of your family or
to someone else who is involved in your medical care or payment for care. This may include
telling a family member about the status of a claim, or what benefits you are eligible to receive.
In the event of a disaster, we may provide information about you to a disaster relief organization
so they can notify your family of your condition and location. We will not disclose your
information to family or friends if you object.

Research. We may disclose your health information in connection with medical research
projects. Federal rules govern any disclosure of your health information for research purposes
without your authorization.

Information to Clients. We may use your health information to provide you with additional
information. This may include sending appointment reminders to your address. This may also
include giving you information about treatment options, alternative setting for care, or other
health-related services that we provide.



13. Notification in the Case of a Breach. We are required by law to notify you in the case of a

breach of your unsecured (not encrypted or masked by some technology) protected health
information when it has been or is reasonably believed to have been accessed, acquired or
disclosed as a result of a breach.

YOUR RIGHTS

1.

Authorization. We may use or disclose your health information for any purpose that is listed in
this notice without your written authorization. We will not use or disclose your health
information for any other reason without your authorization. If you authorize us to use or
disclose your health information, you have the right to revoke the authorization at any time. For
information about how to authorize us to use or disclose your health information, or about how
to revoke an authorization, contact the person listed under “Whom to Contact” at the end of this
notice. You may not revoke an authorization for us to use and disclose your information to the
extent that we have taken action in reliance on the authorization.

Request Restrictions. You have the right to ask us to restrict how we use or disclose your
health information. We will consider your request. But we are not required to agree except to
restrict your health information from going to a health plan for purposes of carrying out
payment or health plan operations if you have first paid for the health care service or item out of
pocket in full. If we do agree, we will comply with the request unless the information is needed
to provide you with emergency treatment. We cannot agree to restrict disclosures that are
required by law or for treatment purposes.

Confidential Communication. You have the right to ask us to communicate with you at a
special address or by a special means. For example, you may ask us to send program
application information to a different address rather than to your home. Or you may ask us to
speak to you personally on the telephone rather than sending your health information by mail.
We will agree to any reasonable request.

Inspect And Receive a Copy of Health Information. You have a right to inspect the health
information about you that we have in our records, and to receive a copy of it (hard copy or
electronic). This includes your request for us to send your health information to an entity or
person designated by you such as a Personal Health Record. This right is limited to information
about you that is kept in records that are used to make decisions about you. For instance, this
includes application, enrollment and payment records. If you want to review or receive a copy
of these records, you must make the request in writing. We may charge a fee for the cost of
copying, reproducing in electronic media, and mailing the records. To ask to inspect your
records, or to receive a copy, contact the person listed under “Whom to Contact” at the end of
this notice. We will respond to your request within 30 days. We may deny you access to
certain information. If we do, we will give you the reason, in writing. We will also explain how
you may appeal the decision.

Amend Health Information. You have the right to ask us to amend health information about
you which you believe is not correct, or not complete. You must make this request in writing,
and give us the reason you believe the information is not correct or complete. We will respond
to your request in writing within 30 days. We may deny your request if we did not create the
information, if it is not part of the records we use to make decisions about you, if the



information is something you would not be permitted to inspect or copy, or if it is complete and
accurate.

Accounting of Disclosures. You have a right to receive an accounting of certain disclosures of
your information to others. This accounting will list the times we have given your health
information to others. The list will include dates of the disclosures, the names of the people or
organizations to whom the information was disclosed, a description of the information, and the
reason. We will provide the first list of disclosures you request at no charge. We may charge
you for any additional lists you request during the following 12 months. You must tell us the
time period you want the list to cover. You may not request a time period longer than six years.
We cannot include disclosures made before April 14, 2003. Disclosures for the following
reasons will not be included on the list: disclosures for treatment, payment, or health care
operations; disclosures for national security purposes; disclosures to correctional or law
enforcement personnel; disclosures relating to a disaster; disclosures that you have authorized,
and disclosures made directly to you. If the request for accounting for disclosure is applicable
to electronic records, you may not request a time period longer than three years. We cannot
include disclosures made before April 14, 2003. Disclosures for the following reasons may not
be included on the list: disclosures of information in a facility directory [if applicable];
disclosures for national security purposes; disclosures to correctional or law enforcement
personnel; disclosures that you have authorized; and disclosures made directly to you.

Paper Copy of this Privacy Notice. You have a right to receive a paper copy this notice. If
you have received this notice electronically, you may receive a paper copy by contacting the
person listed under “Whom to Contact” at the end of this notice.

Complaints. You have a right to complain about our privacy practices, if you think your
privacy has been violated. You may file your complaint with the person listed under “Whom to
Contact” at the end of this notice. You may also file a complaint directly with the Secretary of
the U. S. Department of Health and Human Services, at the Office for Civil Rights, U.S.
Department of Health and Human Services, 200 Independence Avenue, S.W., Room 509F HHH
Bldg., Washington, D.C. 20201. All complaints must be in writing. We will not take any
retaliation against you if you file a complaint.

OUR LEGAL DUTIES

1.
2.

3.

We are required by law to keep your health information private.

We are required to provide this notice of our privacy practices and legal duties regarding health
information to anyone who asks for it.

We are required to abide by the terms of this notice until we officially adopt a new notice.

OUR RIGHT TO CHANGE THIS NOTICE

We reserve the right to change our privacy practices, as described in this notice, at any time. We
reserve the right to apply these changes to any health information which we already have, as well
as to health information we receive in the future. Before we make any change in the privacy
practices described in this notice, we will write a new notice that includes the change. The new
notice will include an effective date. We will mail the new notice to all existing clients within 60
days of the effective date.



WHOM TO CONTACT.

For more information about this notice, about our privacy policies, to exercise your rights as

listed on this notice, or to request a copy of our current notice of privacy practices, contact the
person listed below:

NJDHSS PRIVACY OFFICER
Devon L. Graf, Director
Office of Legal and Regulatory Compliance
Office of the Commissioner
Department of Health and Senior Services
PO Box 360
Trenton, NJ 08625-0360
Telephone number: (609) 292-7837
Toll-free in NJ: 1-800-367-6543

Copies of this notice are also available at all NJDHSS SBUM/DACS and related offices. This
notice is also available on our Web site: http://www.nj.gov/health.
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