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Coherent-pulse implementations of quantum cryptography protocols resistant
to photon-number-splitting attacks

Antonio Acı́n, Nicolas Gisin, and Valerio Scarani
Group of Applied Physics, University of Geneva, 20, rue de l’Ecole-de-Me´decine, CH-1211 Geneva 4, Switzerland

~Received 20 February 2003; published 15 January 2004!

We propose a class of quantum cryptography protocols that are robust against photon-number-splitting
attacks~PNS! in a weak coherent-pulse implementation. We give a quite exhaustive analysis of several eaves-
dropping attacks on these schemes. The honest parties~Alice and Bob! use present-day technology, in particu-
lar an attenuated laser as an approximation of a single-photon source. The idea of the protocols is to exploit the
nonorthogonality of quantum states to decrease the information accessible to Eve due to the multiphoton pulses
produced by the imperfect source. The distance at which the key distribution becomes insecure due to the PNS
attack is significantly increased compared to the existing schemes. We also show that strong-pulse implemen-
tations, where a strong pulse is included as a reference, allow for key distribution robust against photon-
number-splitting attacks.
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I. INTRODUCTION

Quantum cryptography, or more precisely, quantum k
distribution~QKD! followed by the one-time pad, is the onl
physically secure way of transmitting secret information b
tween the two authorized partners Alice and Bob@1–3#. Its
security is not based on some mathematical assumpti
such as a limited eavesdropper’s computational power,
on the laws of quantum mechanics. Alice prepares a quan
system in some state, encoding the information, and se
the system to Bob. The eavesdropper Eve cannot gain
knowledge about the quantum state without modifying
correlations between Alice and Bob, because, as it is w
known, a measurement on an unknown quantum state
mally modifies the state itself. Alternatively, the security
QKD schemes can be discussed in terms of the no-clon
theorem@4#: Eve cannot make and keep a perfect copy of
quantum state that Alice has sent to Bob@5#.

Most of the known QKD protocols use two-dimension
quantum states, called qubits, as information carriers,
though there exist alternative proposals using higher dim
sional systems, either finite@6# or infinite @7#. The encoding
of information can be performed by means of any tw
dimensional quantum state, but very often this is done us
photons because photons coupled in optical fibers~thequan-
tum channel! propagate along large distances with almost
decoherence. Therefore, Alice must be able to prepare
send single photons to Bob: The existence of single-pho
sources is then an implicit and crucial requirement for ma
of the proposed implementation of the existing schem
There is a strong experimental effort in producing relia
single-photon sources, with remarkable achievements@8#.
Because of their simplicity however, physicists often u
sources that produce weak coherent pulses,ua&5uAmeiu&,
with mean photon numberm!1, as an approximation of th
single-photon pulse. Moreover, since there is no phase re
ence outside Alice’s lab, the effective state used for the
formation encoding is

r5E du

2p
uAmeiu&^Ameiuu5(

n
p~n,m!un&^nu, ~1!
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i.e., the mixture of coherent states with all possible phase
equivalent to a mixture of Fock states ofn photons distrib-
uted according to a Poisson statistics of meanm, p(n,m)
5e2mmn/n! @9,10#. Thus, a large fractionp(0,m) of the
pulses is empty; Alice produces the desired one-photon F
state with probabilityp(1,m); and, what is more problem
atic, Alice also produces multiphoton pulses with small b
not negligible probability.

The fact that the presence of pulses with more than
photon may deteriorate the security of the protocol is in
itively clear: when a perfect copy of the quantum state
then produced, this copy could be kept by Eve, without
troducing any error in the correlations Alice-Bob. Eve c
then perform the so-called photon number splitting~PNS!
attack that allows her to get information without being d
tected. Indeed, Lu¨tkenhaus and Brassardet al. showed
@10,11# that the presence of these multiphoton pulses ma
the best-known QKD protocol, the BB84 scheme@1#, inse-
cure if the losses in the channel become important—tha
for long-distance implementations. This limits the distan
up to which BB84 with weak coherent pulses and lossy
tical fibers can be securely implemented. For typical exp
mental parameters this critical distance,c is of the order of
50 km. As we will show below, similar conclusions are val
for weak pulse implementations of other QKD schemes, s
as the B92@12# and the 412 protocol@13#. The PNS attack
is known to be ineffective against some QKD implemen
tions that use entangled states~see for instance Ref.@3#!.
However, long-distance QKD with entangled photons is h
to implement. Therefore we focus on prepare-and-meas
schemes~without entanglement!.

Recently, quantum cryptography protocols have been p
posed that are more robust against PNS attacks@14#. The
scope of the present article is to give a detailed secu
analysis of these protocols under different eavesdropp
scenarios. In Sec. II we review the PNS attack for the BB
scheme, and we show how the same results and conclus
also apply for the B92 and 412 protocols. Then, we discus
QKD implementations including a strong reference pulse
©2004 The American Physical Society09-1
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ACÍN, GISIN, AND SCARANI PHYSICAL REVIEW A69, 012309 ~2004!
a first possibility for minimizing the importance of PNS a
tacks. The results of this section give the necessary insigh
construct the new protocols that are more resistant to P
attacks. These are presented in Sec. III. We will focus o
particular one, that differs from BB84 only in the classic
sifting procedure. We will consider various possible attac
some which do not introduce errors, some which use clon
machines~which do introduce some errors!, and some which
are the combination of both. We briefly discuss the exp
mental data of Ref.@15# in the light of our results, as an
example of a QKD implementation secure against the c
sidered PNS attacks. In Sec. IV we explore possible ge
alizations using a larger number of states. The last sec
summarizes the main results.

Once the contents of the paper are settled, it is also
portant to stress that the present work is a prelimin
investigation—note that the BB84 protocol has been the
ject of intensive studies during more than a decade. Tha
why we work under several simplifying assumptions, th
allow a simple discussion of the advantages of the new p
tocols, leaving for further investigation the task of possib
relaxing them. The main assumptions are as follows:

~i! The comparison between the new protocols and
BB84 is made for a constant value ofm; specifically, we take
m50.1 for BB84, and we adaptm for the other protocols in
order to have the same raw rate. Ideally, the compari
should be done by choosing the optimal value ofm at any
distance, for each protocol.

~ii ! We do not take into account collective attacks, whe
Eve interacts coherently with more than one pulse. In
type of PNS attacks considered in this work, Eve can m
sure the number of photons in each pulse, keep some pho
in a quantum memory until the basis reconciliation, and
place the lossy line by a lossless line. Moreover, we ass
that she measures the kept photons before Alice and
start any error correction and privacy amplification proc
@16#.

~iii ! We do not consider advantage distillation protoc
for secret-key distillation~see, for instance, Ref.@17#!.
Therefore, a protocol is said secure if and only if the inf
mation Alice-Bob is greater than Eve’s information. Indee
it was shown in Ref.@18# that secret-key distillation is pos
sible using one-way privacy amplification whenever

I AB.min~ I AE ,I BE!. ~2!

~iv! Moreover, the imperfections of the detectors~reduced
quantum efficiencyhd,1, dark counts...! will be taken into
account only in Sec. IV. The first comparison of the BB
protocol with the new one~Sec. III! will be done for perfect
detectors.

II. PNS ATTACK

Any experimental realization using photons of a QK
protocol with two-dimensional quantum states must idea
be performed with a single-photon source. Unfortunate
this is a very strong requirement with present-day techn
ogy, and one has to design a way of experimentally appr
mating the single-photon source. In spite of the fact t
01230
to
S
a

l
,
g

i-

-
r-
n

-
y
-
is
t
o-

e

n

e
e
a-
ns
-
e

ob
s

-
,

y
,
l-
i-
t

QKD has proven to be unconditionally secure~see, for in-
stance, Ref.@19#!, this may not be the case any longer if th
technology of the honest parties is not perfect.

In most of the existing implementations, the one-phot
pulse is approximated by a weak coherent pulseuAmeiu&. As
said above, since there is no absolute phase reference
state seen by Bob and Eve is given by Eq.~1!, an incoherent
mixture of n-photon states with Poisson probabilities. E
can then perform a photon number nondemolition meas
ment, keep one of the photons when a multiphoton stat
found, and forward the rest to Bob. Note that Eve’s action
not detected by Bob if he is assumed to have only acces
the average detection rate, and not to the statistics of
photons he receives. We also assume that Eve is abl
control the losses on the line connecting Alice and Bob~or
equivalently she can send photons to Bob by a lossless li!.
In this situation, Eve can perform the so-called PNS atta
that, as we show below, limits the security of many of t
known existing protocols.

A. BB84 protocol

In the BB84 protocol@1#, Alice chooses at random be
tween two mutually unbiased bases, in which she encod
classical bit. Denoting byu6x& (u6y&) the eigenvectors of
sx (sy) with eigenvalue61, she can encode a logical 0 int
either u1x& or u1y& and a 1 into eitheru2x& or u2y&. She
sends the qubit to Bob, who measures at random in thex or
y basis. Then, they compare the basis and when they c
cide, the bit is accepted. In this way, half of the symbols
rejected, and, in the absence of perturbations, Alice and
end up with a shared secret key. In practical situations,
due to the presence of errors and possibly a spy, some e
correction and privacy amplification techniques have to
applied, in order to extract a shorter completely secure k

Now, let us see how Eve can take advantage of the m
tiphoton pulses. Alice sends a pulse withm!1 coding the
classical bit~say on light polarization!. Eve performs the
photon number measurement and when two or more pho
are detected, she takes one and forwards the rest to Bo
her lossless line. Eve stores the photon in a quantum mem
and waits until the basis reconciliation. Once the basis
announced, she has only to distinguish between two ortho
nal states, which can be done deterministically. Thus, for
the multiphoton pulses Eve obtains all the information ab
the sent bit. If Alice and Bob are in principle connected by
lossy line, Eve can block some of the single-photon puls
and forward the multiphoton pulses, on which she can ob
the whole information, by her lossless line. In this way, Ali
and Bob do not notice any change in the expected raw r
and Eve remains undetected. When the losses are such
Eve can block all the single-photon pulses, the proto
ceases to be secure.

Denote bya the losses@dB/km# on the line. The transmis
sion on a line of length, @km# is

t5102d/10, d5a,. ~3!

As we said, we keep the discussion simple by consider
the case of perfect detectors: anyway, PNS attacks on
9-2
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COHERENT-PULSE IMPLEMENTATIONS OF QUANTUM . . . PHYSICAL REVIEW A69, 012309 ~2004!
BB84 protocol have been thoroughly studied in Refs.@10#
and @11#. If the detectors are perfect, Bob counts a pho
whenever he receives at least one, so the raw detection
per pulse is simply

RBob5 (
n>1

p~n,mt !512p~0,mt !. ~4!

Eve is placed just outside Alice’s lab, and is supposed
apply only the PNS attack. Whenever Alice produces m
that one photon, Eve can keep one, since she forwards
rest on a perfect line to Bob, who anyway will detect som
thing. The only constraint that Eve must fulfill to be und
tected is that the raw rate must not change; to ensure
Eve should let a fractionq of the one-photon pulses go t
Bob, in such a way that

RBob
PNS5qp~1,m!1 (

n>2
p~n,m! ~5!

is equal toRBob. If the lossest are such thatq can be zero in
Eq. ~5!, that is, when all the one-photon pulses can
blocked, then Eve gets all the information, without bei
detected: Eve’s information, in percent of the length of t
key, is

I Eve5
1

RBob
(
n>2

p~n,m![
RBB84

RBob
. ~6!

The critical attenuationdc at which Eve knows all the key
using the PNS attacks is then given by the conditionRBB84
5RBob. In Fig. 1 we show the variation ofI Eve as a function
of , for m50.1 anda50.25 dB/km@20#. The critical attenu-
ation in this case isdc513 dB, and the corresponding dis
tance,c552 km.

Just a remark to say that this value for the distance is
significantly modified if one takes into account imperfe
detectors, provided that Eve cannot improve the per
mances of these detectors. The argument goes as foll

FIG. 1. Eve’s information as a function of the distance for t
PNS attacks described in the text.
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Bob receives almost always one photon, both in the abse
of Eve becausep(1,mt)@p(2,mt) and in its presence be
causep(2,m)@p(3,m). Consequently, the constraint rea
hdRBob5hd

PNSRBob
PNS. If Eve cannot modify the detectors’ ef

ficiency, hd
PNS5hd and the distance at whichq50 is inde-

pendent of this efficiency. Conversely, if Eve can mod
Bob’s detection so thathd

PNS51, this is obviously an advan
tage for her: For instance, ifhd50.1, dc would be reduced
by 10 dB, that is,,c will be reduced by 40 km. Indeed, a,c
of some 10 km has been announced in Ref.@11#, where Eve’s
possibility of modifying Bob’s detectors was taken into a
count. In our opinion however, it is unreasonable to allo
Eve entering Bob’s lab to modify his detectors, basica
because if Eve can modify Bob’s detectors, there is no rea
why she cannot also have put an emitter in Bob’s compu
and simply read his data@21#.

One may wonder whether the PNS attack is possible o
because the information is encoded on light polarizati
This is not the case: The same reasoning is also valid
other encodings such as, for instance, in the time-bin sch
~see Ref.@3#! where the information is transmitted using th
relative phase between two weak coherent pulses that
sent through the fiber. In principle, the state leaving Alic
side is uf&5uAmeiu&uAmeiueif& where f50, p (f
56p/2) correspond to6x (6y). But since there is no
phase reference, the effective state seen by Eve and Bo
again

r5E du

2p
uf&^fu5(

n
p~n,2m!uwn~f!&^wn~f!u, ~7!

where p(n,2m) are Poisson probabilities of mean photo
number 2m and

uwn~f!&5 (
m50

n AS n
mD 1

2n eimfun2m&um&. ~8!

Note that Bob’s state is given by an expression like Eq.~7!
multiplying the mean photon number by the channel atte
ation. It is possible to define a creation and annihilation o
erator

a†~f!5
a1

†1eifa2
†

&
,

~9!

a~f!5
a11e2 ifa2

&
,

such that acting on the two-mode vacuum state gi
a†(f)u0,0&5uw1(f)&. It is straightforward to see that

uwn~f!&5
@a†~f!#n

An!
u0,0&, ~10!

@a†,a#51 and^wn8(f)uwn(f)&5dn,n8 . Thus, the situation
is the same as in the previous polarization encoding sch
@10#. Eve can count the total number of photons in the t
~now temporal! modes, in an analogous way as in the pre
ous photon number measurement for polarization, with
9-3
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ACÍN, GISIN, AND SCARANI PHYSICAL REVIEW A69, 012309 ~2004!
being noticed by Bob. When ‘‘more than one’’ photons a
detected, i.e., she projects intouw2&, she stores one copy o
the state in her quantum memory until the basis reconc
tion. Obviously, the equations and critical values in this c
are the same as the ones found above for the polariza
encoding scheme.

B. B92 protocol

An alternative QKD scheme is given by the B92 protoc
@12#. The classical bit is simply encoded by Alice using tw
nonorthogonal states,uc0& and uc1& with ^c0uc1&Þ0. With-
out losing generality we take@22#

uc0&5S cos
h

2

sin
h

2

D uc1&5S cos
h

2

2sin
h

2

D , ~11!

with 0<h<p/2 and the overlap isu^c0uc1&u5cosh.
Bob has to distinguish between two nonorthogonal qu

tum states, and this can only be done with some probab
The measurement optimizing this probability is defined
the following positive operators, summing up to one@23#:

P05
1

11cosh
uc1

'&^c1
'u,

P15
1

11cosh
uc0

'&^c0
'u, ~12!

P?512P02P1 ,

whereuc'& denotes the state orthogonal touc&. When Bob’s
measurement outcome is the one associated toP i , with i
50, 1, he knows that the state wasuc i&. The probability of
obtaining an inconclusive result is equal to the overlap
tween the states,p?5^c0uP?uc0&5^c1uP?uc1&5u^c0uc1&u
5cosh. Thus, Alice and Bob will accept the sent bit only fo
those cases where Bob’s measurement gives a conclu
result. The probability of acceptance ispok512cosh, while
for the BB84 this probability is equal to one half. Eve’s PN
attack is described in the following lines.

In a weak pulse encoding scheme, this protocol is clea
insecure. What Eve can simply do is to perform the sa
unambiguous measurement as Bob. When a conclusive r
is found, she knows the state and she prepares a copy of
Bob’s side. When Eve is not able to determine the state,
blocks the pulse. Of course, as soon as we have some lo
in the channel Alice and Bob cannot detect the eavesd
ping ~since they assume that the absence of signal is du
the losses!, and the protocol is insecure. Note that in this ca
Eve does not need any quantum memory and lossless li

C. 4¿2 protocol

A third QKD protocol was proposed in Ref.@13# combin-
ing some of the ideas of the B92 and BB84 schemes. A
the BB84 protocol, there are four states grouped into two
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$u0a&,u1a&%, $u0b&,u1b&%. However, as in the B92, the state
in each set are not orthogonal, their overlaps be
u^0au1a&u5u^0bu1b&u5cosh. The situation is depicted in Fig
2, the four states lie on the same parallel of the Bloch sph
Thus, Alice chooses randomly in which of the two sets t
bit is encoded. Bob performs at random one of the t
~POVMs! distinguishing the two states of each set. Aft
basis reconciliation, they determine all the cases where
has applied the correct measurement obtaining a conclu
result. At first sight, this protocol seems more resist
against PNS attacks: compared to the BB84 case, Eve
keep some of the photons but her measurement after
basis reconciliation may not be conclusive. Compared to
B92 case, she does not know which of the two measurem
has to be applied. However, and due to the particular ge
etry of the sets of states, this scheme does not offer
advantage over the two previous ones. But before describ
Eve’s attack, let us show how the three-outcome POVM
scribed by Eq.~12! can be interpreted as the concatenation
two two-outcome measurements.

The effect of any quantum measurement can be re
sented by a set of operators$Ai% satisfyingS i AiAi

†51. If
the initial state isr, the probability for any outcome, sayi, is

pi5tr~AirAi
†!, ~13!

and the state is transformed into

r i5
1

pi
AirAi

† . ~14!

Consider the states~11!. The POVM described by the opera
tors ~12! can be effectively replaced by a sequence of t
two-outcome measurements. First, one applies a meas
ment described by the operators

Aok[
1

A11cosh
~ u1x&^c1

'u1u2x&^c0
'u!

A?[A12AokAok
† . ~15!

FIG. 2. Set of states needed for the 412 protocol.
9-4
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The effect of this first measurement is the following: Wi
probability pok512cosh the stateuc0& (uc1&) is mapped
into u1x& (u2x&). This operation is often called a filtering
and it is equivalent to the cases where the POVM~12! gives
a conclusive result. When the outcomeok has been obtained
it is said that the states have passed the filter. If this is
case, a standard von Neumann measurement on thex basis
suffices for discriminating between the two states.

Let us come back to the 412 protocol and consider th
filter for the states in seta, sending these states into thex
basis. It is not difficult to see that the same filter maps
states in setb into u6y&. Therefore, a BB84-like situation i
recovered.

It is now easy to design a PNS attack. First, Eve cou
the number of photons. Similar to the B92 case, she app
the filtering two-outcome measurement when a multipho
pulse is obtained. When the result is conclusive, she ke
the resulting photon in a quantum memory and forwards
rest of the photons to Bob. Then, as in the BB84 case,
waits for the basis reconciliation, and performs the right v
Neumann measurement allowing her to read the bit. In or
to make a fair comparison, we always impose the same
rate in the absence of Eve as in BB84 usingmBB8450.1. In
this case we must have

m4125mBB84/~12cosh!. ~16!

In a similar way as above for the BB84 case, one can co
pute Eve’s information for this attack. It almost coincid
with the curve found for the BB84 protocol, and the critic
distance is again,c552 km ~see Fig. 1!. Indeed, the critical
distance turns out to be quite independent of the degre
nonorthogonality between the states in the 412 protocol, if
one imposes the equality of the raw rates~16!.

The analysis of the 412 protocol ends the present se
tion. All the studied QKD schemes do not guarantee a sec
key distillation when the channel attenuation is around
dB. Unfortunately, the use of nonorthogonal states has
been enough for avoiding Eve’s attacks. The critical dista
basically corresponds to the point where the raw rate
Bob’s side can be simulated by the number of multipho
pulses leaving Alice’s lab.

D. Strong pulse implementations

The three protocols analyzed in the previous sections
not robust against PNS attacks in a weak coherent p
implementation. Eve exploits the presence of multipho
pulses and the losses on the line. At the critical distance,
losses allow her to block all the pulses for which her atta
has not succeeded, without being noticed. A possible wa
avoiding this problem is to send also a strong reference p
thatmust always be detectedon Bob’s side, as in the origina
B92 proposal@12#. In this way, Eve cannot block the pulse
without introducing errors. This modification is rather ea
to handle also at the level of the hardware: one just need
add and monitor a new detector that checks the presenc
the strong pulse. In the following lines we consider the
implementations from the point of view of PNS attacks.
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The information encoding uses the relative phase betw
a weak coherent pulse with respect to a strong refere
pulse that is sent later through the line. Thus, Alice prepa
a weak coherent pulse and a strong pulse,uf&
5uAm8eiu&uAmeiueif&, wherem8@m and f50,p encodes
the classical bit. This is obviously a realization of a B9
scheme, sinceu^0up&u5e22mÞ0; the analogous scheme u
ing two sets of states,f50,p for one of the sets andf5
6p/2 for the other, is an implementation of the 412
scheme. Let us focus on the B92~as we will see, the same
conclusions are valid for the other schemes!. Denote byr the
ratio between the two intensitiesr 5m/m8!1. Bob delays
the weak pulse and makes it interfere with a fractionr of the
strong pulse. Constructive and destructive interference co
spond to the values 0 andp. The probability of inconclusive
results isp?5e22m as expected~see Ref.@24# for a practical
implementation of this measurement!, and the transmission
rate for smallm is ;2m @13#. The detection of the 12r &1
fraction of the strong reference pulse by Bob should all
him to detect Eve’s intervention, i.e., none of the pulses
be blocked. In particular, Eve cannot limit herself to forwa
photons only when she has obtained a conclusive result
the unambiguous measurement. Note that this forces
strong-pulse mean photon number to be significant at Bo
side.

Of course, Eve can always take advantage of the mu
photon pulses for acquiring partial information, even if n
full information. Here is the analysis of the PNS attack in t
present implementation. Since as usual there is no glo
phase reference available, the effective state leaving Alic
lab is

r5E du

2p
uf&^fu5(

n
p~n,m1m8!uwn~f!&^wn~f!u,

~17!

wherep(n,m1m8) are Poisson probabilities and

uwn~f!&5 (
m50

n AS n
mD r m

~11r !n eimfun2m&um&. ~18!

In a similar way as above, one can define

a†~f!5
1

A11r
~a1

†1Areifa2
†!

a~f!5
1

A11r
~a11Are2 ifa2!, ~19!

such that acting on the two-mode vacuum state gi
a†(f)u0,0&5uw1(f)&. Again, we have

uwn~f!&5
@a†~f!#n

An!
u0,0&, ~20!

@a†,a#51 and^wn8(f)uwn(f)&5dn,n8 . Eve can perform a
nondemolition measurement for these number states with
9-5
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being detected by Bob. Indeed, his state is the same as in
~17!, just taking into account the channel attenuation.

Denote the channel losses byd. Sincem8@m, Eve’s Pois-
son distribution is centered aroundm8 while Bob’s around
m8t5m8102d/10. Moreover the strong pulse must be alwa
detected by Bob, so we will imposem8102d/10510 ~at least!,
which means thatm8510(11d/10). In order to make a fair
comparison with the BB84 scheme usingm50.1, we take
the same raw rate in the absence of Eve at the critical
tance, which leads to

mBB84

2
52mB92 ~21!

and then mB9250.025, i.e., u^0up&u50.95, and r
5102(21d/10)/4.

Now, Eve performs the measurement in theuwn& basis.
Since her Poisson probability is centered aroundm8, she
obtains a pulse containing~on average! m8 photons. On
Bob’s side a pulse with ten photons is expected, so E
keepsuwm8210& and forwardsuw10& to Bob by her lossless
line. Eve’s intervention remains unnoticed to Bob. Eve
now faced with the problem of detecting two states hav
an overlap

u^wm8210~p!uwm8210~0!&u5S 12r

11r D
m8210

;S 12r

11r D
m8

.

~22!

She applies the measurement maximizing her informa
@25#, obtaining

I Eve5I ~pe!, ~23!

where I (p)511 log2 p1(12p)log2(12p) is the binary mu-
tual information~in bits! andpe is the error probability,

pe5
1

2
~12A12u^wm8210~p!uwm8210~0!&u2!. ~24!

It is not hard to compute the limit for Eve’s information. Fo
very large distances,m8→` and then

u^wm8~p!uwm8~0!&u5 lim
m8→`

S 12m/m8

11m/m8D
m8

5e22m, ~25!

i.e., the initial overlap gives the searched limit andI Eve
;0.07 bits. Thus, for any distance, the protocol is clea
secure against PNS attacks. The same is valid for the st
pulse realization of the BB84 protocol, which, as said, is
412 scheme.

Note that strong pulse implementations appear as an
termediate step in the transition from discrete to continu
variables QKD schemes using coherent states@7#. There, a
strong reference pulse, with a very large mean phot
numberm8, is sent through the channel with a weaker pul
containing about hundred photons. The security comes f
the fact that althoughm is not weak, an infinite range o
values is used for the information encoding~while, for ex-
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ample, we have only two in the B92 case! and Eve is not
able to discriminate which state has been sent. Neverthe
many of the results presented in this section can be transl
to these protocols, opening the possibility of new eavesdr
ping attacks.

An important point about strong pulse QKD implement
tions was somehow hidden in the previous discussion.
said, one must ensure a reasonable photon number fo
strong pulse on Bob’s side, i.e., the conditionm8102d/10– 10
must be always satisfied. Therefore,m8 should be increased
with the distance Alice-Bob, whilem is fixed by the desired
overlap between the two states used in the B92 scheme
dependently of the distance. In the previous lines we too
quite conservative value, coming from Eq.~21!. We can in-
deed considerm51/4, which givesu^0up&u50.6 and I Eve
;0.5. This forcesm8 and the ratior to increase with the
distance, which can lead to problems in the interferome
arrangement needed for detection. For instance for a dista
of 80 km, that taking as usuala50.25 means 20 dB, we
havem85103 andr 51024/4. However if these requirement
are met, a secure implementation becomes possible wi
key generation rate significantly larger than for the BB
scheme usingm50.1.

For the rest of the paper however, we will not consid
this type of scenario and we will only deal with impleme
tations using weak coherent pulses.

III. QKD PROTOCOLS RESISTANT TO PNS ATTACKS

The aim of the present section is to give QKD protoco
resistant to the PNS attack in a weak pulse implementat
From the previous discussion we can understand some o
basic requirement for these schemes. We have seen a
that the 412 protocol was as vulnerable as B92 against P
attacks because, in spite of using two sets of states instea
one, a single quantum operation~15! allows Eve to make
pairwise orthogonal the states in the setsa andb. After suc-
cessfully performing this operation, she can wait for the b
sis reconciliation, as in the BB84 case, and read the infor
tion by a von Neumann measurement. Alice can encode
information into pairs of nonorthogonal states belonging
different sets; but, to increase the robustness against
attacks, she must also choose these sets carefully: No q
tum operation should exist that increases, even probabil
cally, the overlap of the states in all sets at the same tim

A simple choice of such sets is as follows: One takes
two sets of the 412 scheme and reflects one of them wi
respect to thexy plane~see Fig. 2!. Other solutions are avail
able that are simpler to visualize: Actually, one can rest
oneself to any plane in the Bloch sphere, as in the BB
case. This situation is depicted in Fig. 3. The general exp
sion for these states is

u0a&5S cos
h

2

sin
h

2

D u1a&5S cos
h

2

2sin
h

2

D

9-6
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u0b&5S sin
h

2

2cos
h

2

D u1b&5S sin
h

2

cos
h

2

D . ~26!

After successful application of the filter that makes the sta
in set a orthogonal, the overlap between the states in seb
has significantly increased. Indeed, it can be shown tha
quantum operation can decrease the overlap of the stat
both setsa and b ~see Appendix A!. So, now Eve has to
consider two different filtersFa andFb that make the state
in seta and setb orthogonal, respectively. If she wants to g
the whole information about the bit sent by Alice, she has
block all the pulses with less than three photons. When
pulse contains three photons, she appliesFa to the first one,
Fb to the second one, and only when both of them are c
clusive, she forwards the third photon to Bob. It is clear t
the distance of Alice-Bob, such that Eve can perform t
attack without being detected, is much larger than above
basically corresponds to the point where the raw rate is e
to the number of pulses on Alice’s side with more than t
photons.

Using this idea, we can design different state configu
tions. One of them turns out to be equivalent, at the quan
level, to the BB84 scheme. The states and the measurem
are the same as in this protocol, the only difference bein
the reconciliation process. But, surprisingly, this variati
makes the protocol significantly more resistant to PNS
tacks. The remaining of this section will be devoted to t
detailed security analysis of this protocol, that was first p
posed in Ref.@14#.

A. Four-state protocol

The configuration of states in Fig. 3 allows Alice and B
to exchange a key in a secure way for larger distance than
many of the existing protocols. In the case in which the an
between the states in each set isp/2 we recover a BB84-like
state configuration. Nevertheless, note that Alice’s bit enc
ing has radically changed~see Fig. 3!, since orthogonal state
encode the same classical bit.

Like we did for BB84, we suppose that Alice uses
information carriers the eigenvectors ofsx andsy . Now, the
bit 0 is encoded intou6x& and 1 intou6y&. Consider the

FIG. 3. States configuration for a QKD protocol robust to PN
attacks.
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case in which Alice’s bit is equal to zero. She chooses r
domly betweenu6x& and sends the state, sayu1x&, to Bob.
Bob measures randomly in thex or y basis. After this, Alice
starts the reconciliation process announcing the sent s
and one of the two possible states encoding one, for insta
$u1x&,u1y&%. If Bob’s measurement was in thex basis, the
result was11 ~remember that the sent state wasu1x&). This
result would also have been possible if Alice had sent
other state she declared, hereu1y&, so Bob cannot discrimi-
nate between the two alternatives. If Bob measured in thy
basis, for half of the cases the result was11 and for the rest
21. In the first case, again he cannot discriminate; but in
latter, he knows for sure that the sent bit was notu1y&, so it
must have beenu1x&: Bob accepts the bit 0. At first sigh
this is just a trivial and artificially complicated modificatio
of the BB84 protocol. However with these variations t
obtained protocol is much more resistant to Eve’s attack

Eve is faced with the following problem: After Alice’s
announcement she will have to deal with one of four poss
sets of two states:

s1[$1x,1y% s2[$1y,2x%,
~27!

s3[$2x,2y% s4[$2y,1x%.

Eve can determine the sent state unambiguously, with s
probability, when the pulse contains at least three photo
Indeed she measures in thex and y basis the two first pho-
tons, which allows her to discard two of the four possibi
ties. Then, she applies to the third photon the measurem
discriminating between the two remaining states. This in
itively shows that this scheme is more robust against P
attacks, since only three-photon pulses provide her with
full information. In the next lines we will extend these ide
in a more precise way, showing that the distance for a sec
implementation of this protocol is approximately twice th
one for the standard BB84, once the value ofm is fixed
according to the rule we follow in this paper@see remark~i!
at the end of Sec. I#.

A new protocol requires the analysis of a full set of a
tacks by Eve, some of which may be new ones. In Sec. II
we deal with attacks exploiting the presence of multipho
pulses without introducing errors on Bob’s side. These
the typical PNS attacks, that motivated the discovery of t
protocol. In Sec. III C, we change completely our standpo
We suppose that we have single-photon sources, and
study individual attacks based on cloning machines. Surp
ingly, it turns out that the new protocol is better than t
BB84 also on this ground, although the improvement is v
small. Finally, in Sec. III D we combine PNS and clonin
attacks in a kind of eavesdropping strategy that has ne
been considered before.

B. PNS attacks

The first type of attacks we consider are of the same t
as the PNS attack for the BB84. Eve does not introduce
error on Bob’s side, she just uses the multiphoton pulses
acquiring information.
9-7
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Let us first calculate thecritical distanceat which Eve can
obtain full information using the multiphoton pulses. W
have just given a simple strategy for Eve to determine
ambiguously the state sent by Alice, that works with so
probability and provided that the pulse contains at least th
photons. This is indeed a general result: Unambiguous
crimination betweenN states of a two-dimensional Hilbe
space is only possible when at leastN21 copies of the state
are available@26#. In this case, theN statesuc i&

^ (N21) be-
long to the symmetric subspace of (C2) ^ (N21) of dimension
N. Since theN states are always linearly independent~see
Appendix B!, unambiguous discrimination is possibl
Above we have described a sequence of measurement
lowing unambiguous discrimination between three copies
the four statesu6x&,u6y&. The probability of success i
given by the third measurement that discriminates betw
two quantum states having an overlap of 1/&, i.e., pok51
21/&;0.3. However, better strategies should be expec
if one acts globally on the three copies of the unknown st
For instance, one can use the natural generalization of
POVM described by Eqs.~12!. For anyi 56x,6y one can
defineuc i

'&P(C2)sym
^ 3 as the state orthogonal to the three ve

tors uc j&
^ 3, with j Þ i . Then, the searched measurement

given by the five positive operators summing up to the id
tity of (C2)sym

^ 3 , denoted by13,sym,

P i5
2

3
uc i

'&^c i
'u,

P?513,sym2(
i

P i . ~28!

The probability of having an inconclusive result is, whe
u i (3)&5u i & ^ 3,

p?5^ i ~3!uP?u i ~3!&5
1

2
. ~29!

Indeed, this measurement is optimal if we impose that
probability of conclusive result has to be the same for
four possibilities to be distinguished. In fact, from Chefle
work @27#, we know that the maximal probability of unam
biguous discrimination is equal to the reciprocal of the ma
mum eigenvalue of the operator

1

4 (
i 56x,6y

~ uc i
'&^c i

'u!, ~30!

which givespok(3)51/2 @28#. Actually, Chefles’ optimal dis-
crimination method can be applied also to the case when
pulse containsn.3 photons. The optimal probability for dis
criminating between the four states under study knowing
n copies are available has been found numerically to
pok(n)512(1/2)@(n21)/2#, where@•# is the rounding to the
closest lower integer.

The critical distance is given by the point at which E
can block all the pulses containing less than three pho
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and those pulses with more than three photons for which
unambiguous discrimination has failed, that is, when Bo
raw rate reaches

RBob5 (
n>3

pok~n!p~n,m!*
1

2 (
n>3

p~n,m!. ~31!

Eve’s information is shown in Fig. 4, and the critical distan
turns out to be of approximately 100 km@29#. Note that we
takem50.2, in order to make a fair comparison with BB8
using m50.1. As for BB84 and for the same reason, t
result also holds in very good approximation for finite dete
tor efficiency hd , provided that Eve cannot increase th
efficiency.

We have just described anintercept-resend strategythat
works well at large distances. For small distances howe
this strategy is quite inefficient from Eve’s point of view
Indeed, for those instances it is better for her to apply
different PNS attack, that we callstoring attack: all single-
photon pulses are blocked, while for all the multiphot
pulses, she keeps one photon in a quantum memory unti
set reconciliation. Then, she has to distinguish between
nonorthogonal quantum states, sayu1x& andu1y&. She will
apply the measurement maximizing her information obta
ing @see Eq.~23!# I Eve;0.4 and where the error probability i

pe5
1

2
~12A12u^1xu1y&u2!;0.14. ~32!

Storing attacks are particularly dangerous as soon as t
are errors in the transmission. If this is the case, the inform
tion Alice-Bob, I AB , is smaller than one and indeed, it ma
be smaller than Eve’s information~see Sec. IV for a more
careful analysis!. In a similar way to that described abov

FIG. 4. The figure shows different eavesdropping attacks
take advantage of the presence of multiphoton pulses for the f
state protocol. The dashed line represents the attack where all p
with less than three photons are blocked. Eve can however inte
late between different attacks as described in the text, dependin
the channel losses. The solid line is Eve’s information for this s
ond possibility.
9-8
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COHERENT-PULSE IMPLEMENTATIONS OF QUANTUM . . . PHYSICAL REVIEW A69, 012309 ~2004!
depending on the channel losses, Eve can interpolate
tween the storage and the intercept-resend attacks. The
responding information curves are shown in Fig. 4.

The presence of multiphoton pulses represents a ser
drawback, since Eve can take advantage of them for acq
ing information on the sent bit. Since we do not consid
advantage distillation protocols, the honest parties can
tract a key when Eq.~2! is satisfied. This means that th
secret bit rate generation, after error correction and priv
amplification, is

Rkey5
1

4
RBob~12I Eve!, ~33!

whereRBob is the raw rate of Eq.~4!. The 1/4 term takes into
account the set reconciliation process~Bob has to choose th
right measurement and obtain the right outcome!, and the
last term comes from the privacy amplification protoc
Note that we assume for simplicity no errors between Al
and Bob,I AB51.

There is in principle an obvious way of avoiding the i
fluence of multiphoton pulses: to decrease the pulse m
photon number. Nevertheless, this solution may be very
efficient, since the raw rateRBob is approximately propor-
tional to m. Therefore, there is a compromise from the po
of view of key generation. Using the same techniques as
Fig. 4, for anyd one can compute the optimalm maximizing
Rkey. The corresponding curve is shown in Fig. 5. Note th
mean photon numbers;0.2 are indeed optimal for losse
;20 dB.

C. Individual attacks using cloning machines

All the eavesdropping strategies studied up to now t
advantage of the fact that the technological power for

FIG. 5. The figure shows the mean photon number maximiz
the key rate generation Eq.~33! as a function of the distance. Fo
small distances one cannot takem arbitrarily large, since the four
states would become almost orthogonal and Eve could do
intercept-resend attack without being detected. For large distan
m cannot be arbitrarily small, since the signal becomes neglig
with respect to dark counts and the channel is completely no
I AB;0.
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honest parties has some limitations. In particular, Eve u
the multiphoton pulses for acquiring information on the se
bit without introducing any error. Nevertheless, the pres
protocol must also be analyzed under the presence of er
even at the single-photon level. It may happen that a sm
amount of error would allow Eve to gain a large amount
information making the protocol unpractical. Indeed, the
are the attacks Eve would apply at very short distanc
where she cannot block almost any pulse and almost all
nonempty pulses reaching Bob contain just one photon.

The optimal individual eavesdropping strategy for th
protocol is unknown. Nevertheless, note that the quan
structure is the same as for the BB84 scheme, so it se
natural to consider its robustness against attacks using a
metric phase covariant cloning machines@30,31#. These ma-
chines, that are briefly described in Appendix C, clone in
optimal way all the states in a plane of the Bloch sphere.
us stress here that they provide the optimal eavesdrop
for the BB84 protocol@32#. The action of these machines i
the protocol is depicted in Fig. 6.

Key distillation using privacy amplification is possibl
whenever Eq.~2! is fulfilled. This means that the hones
parties can tolerate an error up to;15%, slightly larger than
the 14.67% for the BB84. There are two facts in these cur
that deserve explanation. First, note that the Cerf clon
machine@30# is clearly more efficient from Eve’s point o
view than the Niu-Griffiths one@31#. Second, note the sur
prising decreasing behavior of Eve’s information for lar
values of the quantum bit error rate~QBER!. Both of them
are related to the quantum correlations introduced by eac
the cloning machines between Eve and Bob, and the sif
procedure used in the described protocol.

Eve waits until the sifting process before doing her me
surement. If, for instance, Alice announcesu1x&, u1y& and
Bob accepts the symbol, Eve knows that Bob has succ
fully projected onto eitheru2x& or u2y&. Then, she modifies
her quantum state according to this information. The fact t

g

n
es,
le
y,

FIG. 6. The figure shows Alice’s and Bob’s versus Eve’s info
mation for individual attacks using the cloning machines introduc
by Cerf and by Niu and Griffiths. The curve for the standard BB
scheme is included for comparison.
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ACÍN, GISIN, AND SCARANI PHYSICAL REVIEW A69, 012309 ~2004!
Bob has got a conclusive result~he could discriminate be
tween the two nonorthogonal states! increases also the dis
tinguishability on Eve’s side because of the quantum co
lations. On the one hand, this justifies why the Cerf clon
machine is more efficient for eavesdropping. It establis
stronger correlations between Eve and Bob, and this h
Eve after the sifting process. On the other hand, this a
explains the decreasing behavior of Eve’s information cur
large QBER. For very large disturbances, the correlati
between Eve and Bob decreased, and knowing that Bob
obtained a conclusive result does not help her too mu
Thus, it is better to keep some quantum correlations w
Bob, in such a way that his successful unambiguous
crimination increases the distinguishability on Eve’s side t
In the limiting case of maximum error, Eve just takes t
state sent by Alice and prepares at random one of the
possible states for Bob~or in equivalent terms, she forward
a completely noisy state!. Her information is simply given by
Eq. ~23! as expected.

D. PNS¿cloning attacks

The eavesdropping strategies analyzed up to now take
vantage, either of the presence of multiphoton pulses~PNS
attacks! or of the errors on Bob’s side~cloning attacks!.
However for losses such that Eve can simulate the expe
rate even if she blocks all the single-photon pulses, she
combine the two type of attacks, if she is allowed to intr
duce some errors. This basically corresponds to distanc,
*40 km ~see Fig. 4!. There, Eve counts the number of ph
tons in the pulse and stops those having one photon. Fo
the two-photon pulses, she applies an asymmetric phase
variant 2→3 cloning machine, and forwards one of th
clones to Bob. This operation introduces errors, depend
on the quality of Bob’s clone. In general, for a pulse havi
n photons, she uses ann→n11 cloning machine, although
in this section we consider only the 2→3 case, sincep2 is
significantly larger thanp3 . As far as we know this type o
attack has been never considered before, nor have the c
sponding phase covariantn→m asymmetric cloning ma-
chines. In Appendix D we describe two unitary transform
tions generalizing, in a nonoptimal way, the asymmetric
→2 cloning machines to the 2→3 case@33#.

The attack goes as follows. Eve counts the number
photons in the pulse. All the single-photon pulses
blocked, while for those pulses having two photons she
plies one of the 2→3 cloning machines shown in Append
D. In this case it is unclear which of the clone states she
to forward to Bob. It turns out that for small disturbance
such that Eve’s information is smaller thanI AB , there is
almost no difference between the two cases. Figure 7 sh
the information Eve can get with this strategy as a funct
of the disturbance on Bob’s side. We consider that Bob
ceives one of the two clones with the same fidelity, i.e.,
ther the first or the second qubit of Eqs.~D3! or ~D5!. Key
distillation is possible using error correction and one-w
privacy amplification up to disturbances of approximate
8.5%.
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E. Geneva-Lausanne experiment

The four-state protocol is at the level of state preparati
and measurements, identical to the BB84 scheme. It o
differs in the sifting process, less efficient in the absence
Eve by a factor of two on the raw key, but more robu
against PNS attacks. Thus, all the existing experime
implementations of the BB84 protocol can be thought of
implementations of the new four-state protocol.

Let us analyze the recent Geneva-Lausanne experim
@15#, where a key was distributed over 67 km using t
BB84 scheme. The mean photon number of the pulses u
in this experiment was indeed 0.2 photons/pulse, so all
results directly apply. According to Fig. 1, the protocol is n
secure at this distance because of the PNS attack, eve
m50.1 ~and BB84 encoding!. However this is not the case i
one uses the new protocol. The experimental QBER w
approximately 5%, where 4% was due to dark counts on
detector and 1% due to optical imperfections. As said abo
Eve is assumed to have only access to the optical error. T
I AB5I (0.05);0.71 bits, while I Eve ~see Fig. 7! is clearly
smaller than 0.5. Thus, Alice and Bob can safely distill a k
Note that even in the more restrictive scenario where Eve
take advantage of the full error~including the detector
noise!, her information is smaller thanI AB and the protocol is
secure. Therefore, this implementation becomes se
against the PNS attacks considered in this work just
changing the sifting process.

IV. GENERALIZATION TO MORE SETS

The detailed analysis of the four-state protocol has giv
us insight into the way of designing QKD protocols resista
to PNS attacks. The presence of multiphoton pulses is st
problem, since they open the possibility of unambiguous d
crimination or storing attacks providing Eve with full or pa
tial information. But there is a simple way of improving th
robustness of the protocol: just adding more states for

FIG. 7. The figure shows Alice’s and Bob’s versus Eve’s info
mation for attacks using the cloning machines described in App
dix D. Upper curves correspond to the cloning machine of Eq.~D3!,
which is more powerful from Eve’s point of view.
9-10
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COHERENT-PULSE IMPLEMENTATIONS OF QUANTUM . . . PHYSICAL REVIEW A69, 012309 ~2004!
encoding. A quite natural generalization of the previous p
tocol follows this idea and consists of adding more base
a plane of the Bloch sphere for the encoding of the bit,
shown in Fig. 8 for the case of four bases~eight states!. On
the one hand more photons~or copies of the unknown state!
are needed for the unambiguous discrimination to be p
sible. On the other hand the overlap between the two
nounced states decreases, which is also good against st
attacks. Nevertheless, the key rate decreases unless we
larger mean photon number, which increases the presen
multiphoton pulses, that are dangerous for the security. T
a compromise appears. The aim of this section is to exp
this fact by analyzing the resistance of this generalized p
tocols against the two type of attacks mentioned above: P
with unambiguous discrimination and storing attacks.

Any protocol is uniquely defined by the number of bas
nb used for the bit encoding. We will not consider a ve
large number of bases, since the protocol would become
practical. In the previous sections we hadnb52, while Fig. 8
depicts the casenb54. If Alice wants to send a bitx, she
chooses at random between thenb states encodingx and
sends it to Bob. Bob measures at random in any of thenb
bases. Then, Alice announces the sent state plus, again
domly, one of the two neighboring states~encoding 12x).
Bob accepts the bit when~i! he has measured in one of th
two bases associated to the two states announced by A
and ~ii ! his measurement outcome is orthogonal to one
these states. Indeed, this allows him to discard one of the
possibilities and to inferx. Thus, Bob needs to choose th
right measurement and obtain the right outcome, which h
pens with probability

px5
1

nb
sin2S p

2nb
D . ~34!

As usual, in order to make a fair comparison, we impose
any protocol that at very large distances~attenuations! the
raw rate is the same as in the standard BB84 withm50.1.
This implies that

FIG. 8. Bit encoding in a protocol using four bases.
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m~nb!5
1

20px
5

nb

20 sin2S p

2nb
D . ~35!

Note that for largenb , m(nb);nb
3. This means that the mea

photon number becomes significant whennb increases and
we are not longer dealing with weak pulses.

Eve has now to discriminate between 2nb one-qubit
states, and this can be done with certainty only whenne
52nb21 copies of the unknown state are available~see Ref.
@26# and Appendix B!. The maximum probability of success
pok , correspond to the maximum eigenvalue of the opera
@27#

1

2nb
(
k50

ne

uk'&^k'u. ~36!

Here uk'& denotes the state in (C2)sym
^ ne orthogonal to all

u j & ^ ne, where j 50,...,ne but j Þk and

uk&5
1

&
S 1
eikp/nbD . ~37!

We have numerically calculated these probabilities up tonb
58 and they appear to be given by the formulapok(nb)
5nb/4nb21, although we do not have an analytical proo
The critical attenuationd1 ~in decibels! where the protocol
ceases to be secure against this attack has to be such tha
can simulate the expected rate by the number of pulses
taining at leastne photons and giving a conclusive resu
This leads to

(
n.0

p@n,m~nb!102d1/10#@12~12hd!n#

5pok~nb! (
m>ne

p@m,m~nb!#@12~12hd!~m2ne11!#.

~38!

The corresponding curve is shown in Fig. 9.
There are other attacks, exploiting the presence of mu

photon pulses, that provide Eve with partial informatio
without introducing errors. For instance, Eve can count
number of photons and keepns of them, depending on the
channel attenuation, without being detected. She waits u
the basis reconciliation and performs the measurement m
mizing her information@see Eq.~23!#. These attacks can b
very dangerous as soon as we consider errors on the tr
mission. We assume that the main sources of errors are
detector noise, quantified by the probabilitypd of having a
dark count, and the optical errorEopt. The total errorE for a
channel attenuation ofd is approximately equal to

E5
pd/2

pd1m~nb!hdt
1Eopt, ~39!

since half of the dark counts produce a click in the wro
detector. Thus, for any distance one can compute the am
9-11
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of errors and the correspondingI AB5I (E). If I Eve is larger
than I AB , the protocol is not secure. For any number
stored photonsns , we can define a critical attenuation su
that the honest parties cannot notice Eve’s storing atta
This attenuation corresponds to the point where

(
n.0

p@n,m~nb!102d~ns!/10#@12~12hd!n#

5 (
m>ns

p@m,m~nb!#@12~12hd!~m2ns!#. ~40!

For intermediate attenuations~distances!, Eve can interpolate
between two attacks, as described above. In this way, we
compute the two curvesI AB and I Eve as a function of the
distance. Figure 10 shows the obtained results, where
took hdet50.1, pd51025, and Eopt51%. The point where
I AB5I Eve provides the critical distanced2 for this type of
attacks. In Fig. 9 we plot both thed1 andd2 as a function of
nb . It is quite plausible that min(d1,d2) gives a good estima
tion for dc , the critical distance associated to the unkno
optimal attack. Thus, one can safely conclude that a key
be established using a reasonable number of bases up to
tances of the order of 150 km@29,35#.

V. CONCLUSIONS

Unconditional security of quantum cryptography relies
some experimental assumptions that are not practical
present-day technology. Thus, in a more realistic scena
the honest parties have to deal with approximated sin
photon sources, noisy channels, inefficient detectors, an
on, while no limitation on the eavesdropper technolo
should be assumed. This opens the possibility for alterna
eavesdropping attacks, taking advantage of Alice and Bo
technological imperfections. Indeed, using as a reference

FIG. 9. Critical distance for protocols usingnb bases. Upper
curve is given by PNS attacks using unambiguous discriminat
while the lower curve corresponds to storing attacks, as expla
in the text. Storing attacks are clearly more efficient from Ev
point of view.
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BB84 scheme withm50.1, all the known protocols becom
insecure against PNS attacks for channel losses of the o
of 13 dB.

In this paper, we show how to construct QKD protoco
resistant against a class of PNS attacks up to channel lo
of 40 dB. There are two possibilities for that:~i! to exploit
the nonorthogonality of quantum states in a different way,
in the presented four-state protocol or~ii ! to include a strong
reference pulse that must be always detected by Bob. B
possibilities seem achievable with current technology. In
first case, already existent implementations of the BB84 p
tocol @15# provide an experimental demonstration of QK
secure against PNS attacks, when the alternative sifting
cess of the new four-state protocol is applied. Moreove
suggests a connection between discrete and continuous
ables QKD schemes in the limit of a large number of bas
nb→`, that deserves further investigation.
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APPENDIX A

In this appendix we show that the overlap between all
states in Fig. 3 cannot be decreased by the same qua
operation. Using the parametrization of Eq.~26!, one can see
that

u0b&5cu0a&1c8u1a&,

n,
d

FIG. 10. Information curves as a function of the distance
protocols usingnb52,...,5 bases. Solid lines represent the inform
tion Alice-Bob: At large distances, the signal level is small co
pared to dark counts and the QBER becomes important@see Eq.
~39!#. Dashed lines show Eve’s information: At large distances,
can keep many photons without being detected, acquiring m
information on the sent state. The point where the two curves c
defines the critical distance where the protocol is no longer sec
9-12



n

f
-

a
w
e

an

ase

e

the
ubit

an-

s
les

ase

tes
on

d.

are
s
for

COHERENT-PULSE IMPLEMENTATIONS OF QUANTUM . . . PHYSICAL REVIEW A69, 012309 ~2004!
u1b&5c8u0a&1cu1a&, ~A1!

where

c52
cosh

sinh
c85

1

sinh
. ~A2!

Now, consider a quantum operationM mapping with some
probability pa the states in seta into some new states,u0a8&
and u1a8&, such that̂ 0a8u1a8&50. This means that

M u i a&5
1

Apa

u i a8&, ~A3!

where i 50,1. Because of the linearity of quantum mecha
ics, the states in setb will be mapped into

u0b8&5
1

Apb

~cu0a8&1c8u1a8&),

u1b8&5
1

Apb

~c8u0a8&1cu1a8&), ~A4!

with probability

pb5
11cos2 h

sin2 h

1

pa
. ~A5!

Their overlap is

u^0b8u1b8&u5
2 cosh

11cos2 h
>cosh, ~A6!

i.e., the states in setb become less distinguishable.

APPENDIX B

In this appendix we will show thatN21 copies ofN
one-qubit state are always linearly independent~see, also
Ref. @26#!. ConsiderN21 copies ofN21 general states o
one qubit,uc i& with i 51,...,N21. They belong to the sym
metric subspace (C2)sym

^ (N21) of dimensionN. Our aim is to
add a new state and see when this state can be written
linear combination of the previous ones. In other terms,
want to find a stateucN&PC2 such that the determinant of th
N3N matrix

~ uc1&
^ ~N21!

¯ucN21&
^ ~N21!ucN& ^ ~N21!) ~B1!

is zero. Note that the norm of the state does not play
role, so we can write

ucN&5S 1
xD , ~B2!

wherex is an unbounded complex number. Condition~B1!
then gives anN21 degree polynomial equation onx. There
areN21 solutions, that correspond to theN21 trivial cases
01230
-

s a
e

y

ucN&5uc i& for i 51,...,N21. Thus,N21 copies of anyN
different one-qubit state are always linearly independent.

APPENDIX C

In this appendix we briefly describe the asymmetric ph
covariant cloning machines introduced in Refs.@30# and
@31#. These machine clone with maximal fidelity all th
states that lie in the a plane of the Bloch sphere, sayxy. At
first sight, their only difference is that the one in Ref.@30#
uses as an input state a two-qubit reference state plus
state to be cloned, while for the second machine, one q
suffices as ancillary system.

Consider an input state to be cloned, and a one-qubit
cillary system in a reference state, sayu0&. The Niu-Griffiths
cloning machine@31# is defined by the following unitary
transformation:

U12
NGu00&125u00&

U12
NGu10&125cosgu10&1singu01&, ~C1!

with 0<g<p/2. From the definition it is evident that thi
transformation does not affect in the same way the two po
u6z& of the Bloch sphere. Nevertheless, this is not the c
for those state lying in thexy plane, i.e., uq&5(u0&
1eiqu1&)/&. The searched clones are the mixed local sta
resulting from tracing either the first or the second qubit
the state resulting from the application of Eq.~C1!

r i5tr 22 i@PNG~q!#, ~C2!

wherei 51,2 andPNG(q) is the projector ontoUNGuq&u0&.
One can easily see that;q

r15cosguq&^qu1~12cosg!
1
2

r25singuq&^qu1~12sing!
1
2

. ~C3!

Then, the corresponding clone fidelities, defined asFi
5^qur i uq&, are (11cosg)/2 and (11sing)/2. The larger
the fidelity for the first clone, the smaller for the secon
Equality is achieved when cosg5sing, and thenF15F2
5(111/&)/2.

The second type of cloning machine we consider
those introduced in Ref.@30#. There, two qubits are used a
the ancillary system, and the unitary transformation is,
any input stateuc&PC2

U12
C uc&u00&5Fuc&uF1&1~12F !szuc&uF2&1AF~12F !

3~sxuc&uC1&1 isyuc&uC2&), ~C4!

where

uC6&5
1

&
~ u00&6u11&),
9-13
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uC6&5
1

&
~ u01&6u10&), ~C5!

define the standard Bell basis. It is not difficult to see that
local state in the first two qubits is the same as in Eq.~C2! if
one takesF5(11cosg)/2.

Eve can use these transformations in order to obtain
formation about the sent bit. She clones the state sen
Alice, and she forwards the first clone to Bob and keeps
second. Obviously there is a compromise between the qu
of the two clones: The better Eve’s clone the worse Bo
state. Or in other words, the more the information intercep
by Eve, the more the errors on Bob’s side, that allow
honest parties to detect Eve’s intervention. As seen ab
the two machines are in many senses equivalent~especially
as far as for the cloning fidelities are concerned!. However
the two attacks differ in the amount of correlations Eve
tablishes with Bob. This fact is going to be very importa
for the type of protocols analyzed in this work.

APPENDIX D

In this appendix we give two different unitary transform
tions that somehow generalizes the 1→2 asymmetric clon-
ing machines to the 2→3 case.

The first machine is mainly inspired by Niu-Griffiths con
struction. The initial input state corresponds to two copies
an unknown one-qubit state,uc& ^ 2P(C2

^ C2)sym. Using a
two-dimensional ancillary system, say in stateu0&, one can
define the unitary operation

U23
NGu00&u0&5u000&,

U23
NGuC1&u0&5

cosg~ u010&1u100&)1singu001&

A11cos2 g
,

U23
NGu11&u0&5

cosgu110&1sing~ u011&1u101&)

A11sin2 g
. ~D1!

As in the 1→2 case, this machine has not the same effec
the statesu0& andu1&. After some lengthy algebra one can s
that all the statesuc& in thexy plane are cloned with the sam
fidelities, that are equal to~see also Fig. 11!

F1
NG5F2

NG5
1

2
1

cosg

2A31cos~2g!
1

1

A172cos~4g!
,

F3
NG5

1

2
1

sing

2A31cos~2g!
1

sin~2g!

A172cos~4g!
. ~D2!

Note that when g5p/4, F1
NG5F3

NG5(612&1A6)/12
;0.94, slightly larger than the fidelity of the 2→3 universal
symmetric cloning machine of Ref.@34#. It has to be stresse
that the fidelity for the third clone never reaches the value
one, contrary to what happens for the 1→2 case. As we
learned from the analysis of individual attacks, in our pro
cols it is more convenient to Eve to introduce an extra an
01230
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lary system, in such a way that she is better correlated
Bob’s result. This can be done introducing an ancillary s
tem on Eve’s side, such that the action on the states of
computational basis is symmetrized. Note that in the 1→2
case this procedure allows to pass from the Niu-Griffiths
the Cerf cloning machine. The resulting machine can be
pressed as

U23
NGsus&u00&5~U23

NGus&u0&)u0&1~Ũ23
NGus&u0&)u1&,

~D3!

whereus&5u00&, uC1&, u11& andŨ23
NG has the same form a

U23
NG but interchanging zeros and ones, i.e.,

Ũ23
NGu00&u0&5

cosgu001&1sing~ u100&1u010&)

A11sin2 g
,

Ũ23
NGuC1&u0&5

cosg~ u101&1u011&)1singu110&

A11cos2 g
,

Ũ23
NGu11&u0&5u111&. ~D4!

The local state of each of the three first qubits is a combi
tion of the identity with the initial pure state as expected. T
cloning fidelities are again equal to Eq.~D2!.

The second machine we consider is based on Cerf c
struction @30#. As an input state we have two qubits of a
unknown one-qubit state plus a two-qubit ancillary syste
Then, we define the following unitary operation:

U23
C uc& ^ 2u00&5vuc& ^ 2uF1&1x~ s̃zuc& ^ 2uF2&

1s̃xuc& ^ 2uC1&1 i s̃yuc& ^ 2uC2&),

~D5!

where, fork5x,y,z,

s̃k5sk^ 111^ sk , ~D6!

FIG. 11. Cloning fidelities for the 2→3 cloning machines de-
fined by Eqs.~D4! ~solid line! and ~D5! ~dashed line!. The circles
correspond to the points where the cloning fidelities are equal.
9-14
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and v218x251. One can see that for any input state
the Bloch sphere, the local state of the first two qubits
two identical clones with fidelityF1

C5F2
C5122x2, while

in the third qubit we have another clone with fideli
F3

C512(v23x)2/2. Thus, the machine~D5! is an asymmet-
ric universal cloning machine, i.e., not phase covariant.
deed, at the point where the three fidelities are equal,
recover the 2→3 cloning fidelity of Ref. @34# F1

C5F3
C

511/12~see also Fig. 11!. Note also that in this case,F3
C can

be equal to one. Moreover, there are some points where
a given fidelity for the first two clones, the fidelity for th
third one is larger using this cloning machine than for t
es
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phase covariant machine of Eq.~D4!. This shows that the
latter is not the optimal phase covariant asymmetric 2→3
cloning machine. One is tempted to generalize Cerf const
tion in a direct way, defining a phase covariant machine
changing the coefficient of one of the error terms in R
@D5#. However, we found that the resulting operation is n
unitary. Therefore, we can only propose two possible asy
metric phase covariant machines, although we know t
they are not optimal. Nevertheless, it is quite reasonable
suppose that the increase on Eve’s information will not
very significant when using the, at present unknown, optim
machine@33#.
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@35# There may be other generalizations of the initial four-state p
tocol. For instance, fornb54, one can consider a bit encodin
different from the one in Fig. 8. The bitb50 can be associate
to the states u0&, up/4&, up&, u5p/4&, where uq&5(u0&
1eiqu1&)/&, andb51 to the other four states. In the siftin
process, Alice always announces two states having an ove
of 1/&, as in the initial four-state protocol. In this way,~i! the
discrimination on Bob’s side is more robust against imperf
measurement apparatus and~ii ! the probability of accepting a
bit is greater,pb51/(2nb), and thenm(nb) only increases lin-
early withnb . Since the mean photon number does not nee
be very large for having the same key rate generation,
01230
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number of multiphoton pulses at a given distance is sma
and the protocol is more secure against PNS attacks u
unambiguous discrimination. However, when one consid
storing attacks, the protocol is not efficient. Indeed, Eve c
always keep some photonsns without being detected and wa
for Alice’s announcement. Then, she has to distinguish
tween ns copies of two states with overlap 1/&. While ns

increases with the number of bases, the overlap is indepen
of nb . Therefore, to increasenb does not provide any advan
tage to the honest parties when they use this alternative en
ing.
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