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NPEAUCNOBUE

Cepusa MNybankaummn ctaHaapToB o06paboTkn deaepanbHolit nHbopmauum (FIPS) HauMoHanbHOro MHCTUTYTA
cTaHAapToB U TexHonornit (NIST) asnatoTca oduumanbHOM cepuelt NybaMKaLmMii, Kacalowmxca CTaHA4ApPTOB U
PYKOBOACTB, MPWHATbIX W MPOBO3rMAWEHHbIX B COOTBETCTBUM C MOJIOKEHUAMW 3aKOHa 06 ynpasneHun
6esonacHocTblo PepepanbHoit nHPopmauum (FISMA) 2002. KommeHTapum oTHocUTeNbHO nybaunkauuii FIPS
NPUBETCTBYIOTCA W [O/MKHbI agpecoBaTbca [upektopy, JlabopaTopum WMHOOPMALMOHHOMW TEXHOMOMUW,
HaunoHanbHOMY MHCTUTYTY CTaHAapToB M TexHonorunit, 100 Mpoesg Biopo, OctaHoBKa 8900, eiTepcbypr,
MapuneHg 20899-8900.

- Cita M. Furlani, MUcnonHstowas 0683aHHOCTM AnpeKTopa

Nabopatopma MHGOPMALMOHHbBIX TEXHOIOTUN
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NONHOMOYHKA

My6nmkaumm CraHpapToB o0bpaboTkM depepanbHon MHPopmaumm (FIPS PUBS) BbinyweHbl HaumoHanbHbIM
WMHCTUTYTOM CTaHAAPTOB M TexHonorui (NIST) nocne caHKUMOHWPOBaHMA MUHUCTPOM TOProBAW B COOTBETCTBUM
¢ Pasgenom 5131 wu3 MapnameHTckon pedopmbl ynpaBaeHUA WHOOPMAUMOHHbIMKU TexHonormamm 1996
(ObwectBeHHbIM 3akoH 104-106) U 3akoHom 06 ynpaBneHun BesonacHocTblo PepepanvHol MHGOPMaLMK
2002 (ObuiecTBeHHbIN 3akoH 107-347).
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CtaHaapTbl 06paboTkn pegepanbHoit HGopmauum 200
9 mapTta 2006

AHoHc CtaHpapTa
MuHumanbHble TpeboBaHUA 6e3onacHOCTU ANnA
bdepepanbHaa MHPopmaunn MMHPOPMaLUNOHHDBIX CUCTEM

My6nukaumm CtaHpapToB obpaboTkm depepanbHon MHPopmaumm (FIPS PUBS) BbinyweHbl HaumoHanbHbIM
MHCTUTYTOM CTaHZapToB U TexHoornit (NIST) nocne caHKLMOHUPOBaHUA MUHUCTPOM TOProB/Iv B COOTBETCTBUMU
€ 3aKoHOM 06 ynpasneHnn 6esonacHocTtbio PegepanbHoi MHbopmaumm (FISMA) 2002.

1. HassaHue CtaHpgaprTa.

MNybaukauma FIPS 200: MwuHuMmanbHble TpeboBaHuA 6esonacHocTn ana PepepanvHoit MHPoOpmauMm U
MHPOPMALMOHHBIX CUCTEM.

2. Kateropusa CraHgapra.

NHpopmaumoHHas 6e30nacHoOCTb.

3. NMNoAcHeHuA.

3aKoH 06 JnekTpoHHOM npasuTenbcTee 2002 (O6uiecTBeHHbIM 3aKoH 107-347), NpUHATbLIA CTO CebMbIM
KoHrpeccom u yTBepaeHHbIM MpesngeHTom B Aekabpe 2002, onpeaennn BaxKHOCTb MHPOPMALMOHHOM
6€30MacHOCTM MO OTHOLIEHUIO K MHTEpPEecaM 3KOHOMMYECKOM M HauMoHasbHOW 6e3onacHocT CoeguHEHHbIX
WratoB. 3aronosok Il 3akoHa 06 3NEKTPOHHOM NPaBUTENbLCTBE, HA3BaHHOrO 3akoH 06 ynpaBneHuu
6esonacHocTblo depepanbHoit uHbopmauum (FISMA), noavepkMBaeT HeoBXOAMMOCTb A8  Kaxaoro
depnepanbHOro areHTCTBa pas3paboTaTb, 3a40KYMEHTUPOBATb M pPeann3oBaTb OOLLE areHTCKYl nporpammy,
4yTO0b6bI 06ECNEeUnTb MHPOPMALMOHHYI Be3onacHOCTb A8 MHGOPMALMUM U MHGOPMALMOHHbLIX CUCTEM, KOTOPbIE
NnoALEepKMBAOT AEATeNbHOCTb M aKTMBbl areHTCTBA, BK/OYas obecrnevyeHHbIX WM ynpaBAAemblX ApYyrUm
areHTCTBOM, MNOAPAAYMKOM WAW ApyrMM UcTodHMKom. FISMA npepnucan obHapogoBaHue denepanbHbix
cTaHaapToB gna: (i) KaTeropMposaHus 6esonacHoCTM dpesepanbHON MHPOPMALUKN U MHGOPMALLUOHHbIX CUCTEM,
OCHOBAHHOrO Ha Lenax obecrneyeHMAs COOTBETCTBYHOLUUX YPOBHEH MHOOPMaALMOHHON H6e30nacHOCTU COracHO
MacwTaby ypoBHel pucka; u (i) MUHMManbHbIX TpeboBaHUI 6e3onacHoCcTM Ans  MHGoOpMauuu wu
MHPOPMALMOHHbBIX CUCTEM B KaXXA0M TaKoM KaTeropmu. ITOT CTaHAAPT agpecyeT cneunduKaumio MUHUMAAbHbIX
TpeboBaHUIt 6esonacHocTM ana dpenepanbHol MHGOPMALUM U MHGOPMALLMOHHbBIX CUCTEM.

4. Opobpaowme nonHOMOUMUA.

MUHUCTP TOProsaun.

5. AreHTCTBO NO nNoaaeprke.

MuHuctepcteo Toprosau, NIST, JTabopaTopua MHPOPMALUOHHBIX TEXHONOTUNA.
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6. MpmeHMMOCTb.

3TN CTaHZAPTbl AOMKHbI NPUMeHUTbCA K: (i) Bcet nHpopmaumm B npeaenax denepanbHOro NpaBUTENbCTBA
KpoMe Tol MHbOopMaL KM, KoTopaa bbina onpeaeneHa B COOTBETCTBUM C [paBUTEIbCTBEHHbBIM PAacnopaAXKeHUEM
12958, yTouyHeHHbIM NpaBUTENbCTBEHHbIM pacnopsaxkeHnem 13292, nam nobbim NpeawecTBYOLNM NOPALKOM,
MAN  3aKOHOM 06 ATOMHOWM 3Heprum 1954 cc  yTOYHEHMAMM, Kak Tpebyowaa 3awmMTbl NPOTUB
HEeCaHKLUWMOHUPOBAHHOIO PACKPbITUA U MAapKMPOBAHa, YTOObI YKa3aTb Ha €€ KNaccuduUMpoBaHHbIN CTaTyc; u (ii)
Bcem PepepanbHbiM  MHOOPMALMOHHBIM CUCTEMAM KpoMe Tex WHPOPMALMOHHBIX CUCTEM, KOTopble
onpeaenstoTcsa Kak CMCTeMbl HauMoHanbHOM B6e3onacHOCTU Kak onpeaeneHo B Pasaene 3542 (b)(2) 44 kopekca
CoeauHeHHbix LTaToB. CTaHAapT pa3paboTaH OTKPbITbIM C TEXHWYECKOW NEPCNeKTUBOW K AOMOJNHEHWIO
NogobHbIMW CTaHAAPTAaMM AN CUCTEM HaUMOHaNbHOW 6e3onacHocTU. B AOMONHEHWME K areHTCTBam
benepanbHOro npaBuTENbCTBa, MPABMTE/NIbLCTBA LUTATOB, JIOKaJbHble W MJIEMEHHble NPaBUTENbCTBA, WU
OpraHM3aLMm YacTHOTO CEKTOPa, KOTOpble COCTaBAAT KPUTUYECKYIO MHPpPacTpYKTYypy CoeanHeHHbix LUTaTos,
NooLLPEHbl PAaCCMOTPETb UCMNO/Ib30BAHME 3TOFO CTaHAAPTA, Kak COOTBETCTBYHOLLEFO.

7. CneynduKayum.

Nybaunkauma FIPS 200, MuHumaneHsle mpebosaHusa b6e3onacHocmu 0naa ®edepanvHoli uHGpopmayuu u
UHOPMAUYUOHHbIX Cucmenm.

8. Peanusauyum.

3TOT cTaHAapPT onpeaenseT MMHUMAAbHble TpeboBaHMA 6e3onacHocT ans deaepanbHO MHOPMaLMK K
MHPOPMALMOHHbIX CUCTEM B CEMHAZLLATU CBA3AHHbIX C 6e3onacHocTbio obnactax. PegepanbHble areHTCTBa
OOJIKHbI PeasiM3oBaTb MMHUMAa/IbHbIE TpeboBaHMA 6e30MacHOCTH, KOTopble onpeaeneHbl 34ecb, C MOMOLLbIO
mep 6esonacHocTu B cootBeTcTBUM ¢ NIST CneunansHasa Nybankaums 800-53, PekomeHOyemble mepbl
b6e3onacHocmu 0na ®edepasnbHbIx UHEPOPMAYUOHHbIX CUCMeEM, C Y4ETOM A0MNOJHEHW.

9. llata BcTynneHUA B cuny.

otoT CTaHAapPT BCTYynaet B CuUay HemMeaneHHo. ¢ep,epaanb|e areHTCTBa AO0J1IXXHbl COOTBETCTBOBATb 3TOMY
CTaHAaApPTy He NOo3Xe O04HOro roga ot ero gatbl BCTyna1eHUA B CUNY.

10. PasButue.

MpunoxeHne mep HesonacHocTu, onpeaeneHHbix B NIST CneumanbHas MNybankauyma 800-53, onpegeneHHoe
3TUM CTaHZAPTOM, NPEACTaBAAET TEKYLME NPaKTUYECKME MepPbl 3aLLMTbI U KOHTPMEPbI 418 MHPOPMALLMOHHbIX
cuctem. Mepbl 6e3onacHoctn byayt nepecmatpusatbca NIST, no KpallHel mepe, eXerogHo W, B cay4vae
HeobXxogMMOCTM, NEepecMaTpMBaTbCA W PACLIMPATLCA, 4YTOObl OTPaswTb: (i) ONbIT, W3BAEYEHHbIA OT
ncnonb3oBaHUA mep 6esonacHocTy; (ii) nsmeHaowmeca TpebosaHma 6esonacHocTM B Npegenax pesepanbHbIx
areHTcTs; M (iii) HoBble TexHONOrMM 6€30MacHOCTM, KoTopble MOFyT 6biTb AOCTYMHbl. MUHUMaNbHblE Mepbl
6e3onacHOCTN, onpegesneHHble B HU3KOM, YMEPEHHOM W BbICOKOM YpOBHAX 6a3o0Bbix mep obecneyeHus
6€30MacHOCTM, KaK oXXupaaetcs, OyayT M3MEHATbCA C TeYeHMEeM BPEMEHWM TaKKe, KaK yBe/M4YeHue YpPOBHs
6e30MacHOCTM U YCUANIM MO CMAMYEHUIO PUCKOB B npegenax deaepanbHblx areHTCTB. [peanorkeHHble
OOMONHEHWA, YyAANEHUA UAKM MOAMOUKALMKM K KaTanory mep 6€30MnacHOCTM U NpeasiosKeHHble U3MEHEHUA K
6asoBbiMm mepam 6e3onacHoctM B NIST CneumanbHaa Mybaunkaumsa 800-53 6yayT npoxoAuTb Yyepes CTPOrun,
06LWMi NpoLecc paccMoTPeEHMA, YTOBbI MONYYUTb 0OPATHYIO CBSA3b OT NPABUTENILCTBEHHOMO CEKTOPA M YACTHOrO
CeKTopa U NPUINTK K Cornacuto gaa nameHeHuin. PegepanbHble areHTCTBa 6yaAyT MMETb 40 OAHOMO roga OT AaThbl
3aKN0UYUTENBHON NYBANKALMK, YTOObI MONHOCTbLIO BbINOHUTL U3MEHEHMSA, HO MOOLLPEHbI CPa3y MHULMNPOBATL
paboTbl NO MX peannsaLmu.
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11. OTKasbl.

FISMA He ycTaHOBNEHO OCHOBaHMW Ana OTKa3oB oT FIPS, onpegeneHHbix obaszatenbHbiMM MUHUCTPOM
Toprosna.

12. Tae nonyuntb Konuu.

3T1a nybauKauma doctynHa Ha Beb-cante Otaena KomnbtoTepHol 6e3onacHoctu NIST, KoTopblii goctyneH
http://csrc.nist.go v/publications.
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1 HA3HAYEHWUE

3aKoH 06 JneKkTpoHHOM npaBuTenbcTee 2002 (O6WecTBEHHbIM 3aKoH 107-347), NpUHATbLIA CTO ceabMbIM
KoHrpeccom un yTtBepXaeHHbi MpesmaeHTom B aekabpe 2002, onpefenvn BaxKHOCTb MHPOPMALMOHHOM
6€30MacHOCTM MO OTHOLLEHUIO K MHTEpPecaM 3KOHOMMYECKOM M HauMoHanbHOW Be3onacHoct CoegnHEHHbIX
LWtaTtoB. 3aronoBoK Il 3akoHa 06 DNEKTPOHHOM MNpPaBUTENbCTBE, Ha3BAaHHOMO 3aKoH 06 YnpaBneHwuu
BesonacHocTbio PegepanbHont MHPopmauum 2002 (FISMA), onpeaennn 3agaum gns NIST c o6a3aHHOCTAMM NO
CTaHZApTaM M PyKOBOACTBAM, BK/tOYAA pa3paboTky:

e CraHZapToB, KOTOpPbIE ByAYyT MCNONb30BaTbCA Bcemu dPeaepanbHbIMU areHTCTBamu, YTobbl KaTeropupoBsaTtb
BCIO MHPOPMALMIO M MHPOPMALMOHHbIE CUCTEMbI,, MpPUHAZ/eXalMe WAN  COMpPOBOMJaeMble
HenocpeacTBEHHO WM  OT MMEHM KaXKAOro areHTCTBa, OCHOBBLIBAACH Ha Uenax obecrneyeHus
COOTBETCTBYIOLWMX YPOBHEN MHPOPMaLMOHHON 6€30MacHOCTM COrIacHO MacluTaby YpoBHeN PUCKa;

e PyKoBOACTB, onpeAenAlowmx TUnbl MHGOPMaLMM U MHOOPMALMOHHbBIX CUCTEM, KOTOPbIE AO/KHbI BbITb
BKNHOUYEHbI B KaXKAYH0 KaTeropuio; 1

e  MMWHMMaNbHBIX TpeboBaHNN MHGOPMALLMOHHOWM 6E30MaCHOCTH (T.€. OPraHM3aLMOHHbIX, IKCNIYaTaLMOHHbIX
N TEXHUYECKUX Mep), 418 MHPopMaLmnmn 1 MHGOPMALIMOHHbBIX CUCTEM B KaXKAOMN TaKOM KaTeropumn.

My6nukauma 199 FIPS, CmaHdapmel 0n8 KamezopuposaHua beszonacHocmu ®edepanbHol uHgopmayuu u
NHGopmayuoHHbIx cucmem, ogobpeHHas MuHUcTpom Toprosan B pespane 2004, aBnseTca nepsbiM U3 ABYX
obna3aTenbHbIX CTaHAapTOB obecneyeHua 6e3onacHOCTU, onpeaesnieHHbIX 3aKOHOM FISMA.? MNy6nunkaumna FIPS
200, BTOpOM M3 o0bs3aTeNbHbIX CTaHZAPTOB obecnedyeHua 6e3onacHoOCTU, onpeaenser MWHUMAasbHble
TpeboBaHMA 6e3onacHocTM Ana  MHPopmauMm U MHOOPMALMOHHBLIX  CUCTEM, MOALEPKMBAIOLLMX
MCNONIHUTENbHbIE areHTcTBa defepanbHOro NpPaBUTENbCTBA M OCHOBAHHbIE HA PUCKe MPOLECChbl Aas TOro,
yTobbl BbIGPATh Mepbl H6e3omacHOCTU, Heobxoaumble, YTObObl YAOBNETBOPUTb MUHMMAJbHbIE TpeboBaHUA
6e3onacHOCTM. 3TOT cTaHZapT b6yaer cnocobcTBoBaTb paspaboTke, peannsauum M 3KcnayaTauuu 6Honee
6e30nacHbIX WHPOPMALUMOHHBIX CUCTEM B npedenax ¢eaepanbHOro MNpPaBUTENbCTBA, YCTaHaBAWMBaAA
MWHUMaNbHbIE YPOBHWU AOMKHOMN CTapaTeNbHOCTM AnA MHbOPMaLMOHHON 6e3onacHocT M obneryas 6onee
HenpoTMBOPEUMBDIA, CONOCTaBUMbIN U NOBTOPAEMbIt Noaxoa ANnA Bblbopa n onpeaeneHuns mep 6esonacHocTn
Ana MHPOPMaLIMOHHbBIX CUCTEM, KOTOPble obecneymBaloT MMHUMasbHble TPpeboBaHUA 6e30nacHOCTK.

2 YPOBHW BO34ENCTBUA UHOOPMALMOHHOMN CUCTEMbI

Nybaunkauma 199 FIPS TpebyeT, 4TOObI areHTCTBA KaTeropupoBann CBOM WMHPOPMALMOHHbIE CUCTEMbI Kak
noagBep’KeHHble HU3KOMY BO3AENCTBUIO, YMEPEHHOMY BO34,EMCTBUIO MW BbICOKOMY BO3AEUCTBUIO ANA Lenei
6€30nNacHOCTM KOHPUAEHLMANBHOCTU, LENOCTHOCTU U AOCTYNHOCTU. MoTeHUMaNbHbIE 3HAaYeHUA BO3AENCTBUA,
NPUCBOEHHbIE COOTBETCTBYHOLLMM Lenam 6e30nacHOCTU, ABAAIOTCA CaMbiMU BbICOKMMM 3HAYEHUAMMU (TO ecCTb,
HauBbICLIEe 3HayeHWe’) M3 uucia KaTeropuii 6e30MacHOCTM, KOTopble 6bin OnpeAeneHbl AAA Kawaoro
MHPOPMALMOHHOTO TUMA, UCMONb3YEMOTO B MHPOPMALIMOHHDBIX cucTemax.! OBOB6LLEHHbI dopmaT Ansa Toro,
yTOb6bI ONpeaennTb Kateroputo 6esonacHoctn (SC) MHGOPMALMOHHON CUCTEMDI:

! HHpopManroHHA S CHCT eMa - BUCKPETHbIN Habop MHOOPMALIMOHHbBIX PECYPCOB, OPraHM30BaHHbIX ANA cbopa, 06paboTKK, MOAAEPHKKM,
MCNONb30BaHWUA, COBMECTHOIO MCMONb30BaHWUA, PACNPOCTPaHEHUA UK pa3meLteHns nHdopmaumm. MHGopmauMoHHbIe pecypchbl
BK/IIOYAOT MHPOPMALMIO U CBA3AHHbIE PEeCYPChl, TaKMe KaK nepcoHan, obopyaosaHue, GoHAbl U MHGOPMALMOHHbIE TEXHONOTUM.

2 CraHpapTbl obecnedyeHna 6esonacHocTv u pykosoacTtea NIST, ynomaHyTble B 3TOM Ny6aMKaumm, 4OCTyMHbI B http://csrc.nist.gov.

3 KoHuenyus HauebICWe20 3HAYEHUsA UCONb30BaHa, NOTOMY YTO €CTb CYLLECTBEHHblE 3aBUCMMOCTU cpeam Lenei besonacHocTm
KOHPUAEHLMANbHOCTb, LLENOCTHOCTb U AOCTYNHOCTb. B 60/IbLUMHCTBE ClyYaeB, KOMNPOMETALMA B O4HOM Lenv 6esonacHocTy B
KOHEYHOM CYeTe TaK¥Ke BAUAET Ha Apyrue uenn 6e3onacHocTy.

* NIST CneuwmanbHan NMybankauma 800-60, Pykosodcmeo 019 omobpaxceHus murnos UHPOpMayuu U UHEPOPMAYUOHHbIX CUCMeM K
Kamezopuam 6ezonacHocmu, obecneymBaeT pyKOBOACTBO MO peasnm3aLmm NPUCBOEHUA KaTeropuii 6esonacHoCTM K MHGopmaLmm n
MHPOPMALMOHHBIM CUCTEMAM.
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SChnpopmarpionsan  cucrema {(koHduaeHumnanbHoCTb, B030elicmsue), (uenoctHocTb, g030elicmeue), (BOCTYMHOCTb,
so3delicmsue)},

rae npyuemnemblie 3Ha4eHnAa gnAa noTeHumnaabHOro BO3,D,EI>‘ICTBMFI HU3KO, yMepPEHHO, NN BbICOKO.

Tak KaKk noTeHUManbHble 3HAYeHWs BO3AENCTBMA ANA KOHOUAEHUMANbHOCTM LEeNOCTHOCTU U AOCTYMHOCTU
MOryT He Bcerga ObiTb OAMHAKOBbIMM ANA ONpeaeneHHON WHPOPMALMOHHON CUCTEMBI, KOHLEMUMA
HaMBbICLIEro 3HAYeHMA [O0/KHA WMCMONb30BaTbCA, YTOObI ONpeAenuTb MOJHbIA YPOBEHb BO3AEWCTBMA ANA
MHbOPMaLMOHHON cuctemMbl. Takum 0bpasom, cucmema HU3Ko20 8o3delicmaus - MHOOPMALLMOHHAA CUCTEMA, B
KOTOpOW BCce TpWU U3 ueneit 6esonacHoCcTU HU3KKU. Cucmema ymepeHHo20 s8o30elicmeus - MHPOPMALMOHHan
cuctema, B KOTOPOM, MO KpalHel mepe, oaHa U3 uenei 6e30nacHOCTU YMepeHHa, U HeT Lean 6esonacHocTH
6onblue yem ymepeHHas. M HaKoHeL, cucmema 8biCOKo20 g030elicmeus - WHPOPMaLMOHHaAA cucTema, B
KOTOPOM, MO KpamHen mepe, ogHa uenb bHe3onacHocTM BbicoKada. OnpeaeneHve ypoBHEN BO3AENCTBUA
MHPOPMALIMOHHON CUCTEMbI AO0/IKHO ObITb BbINOJAHEHO A0 PACCMOTPEHUA MWUHMMANbHbLIX TpPeboBaHW
6€30MacHOCTM 1 BbIOOPA COOTBETCTBYHOLLMX Mep 6e30MacHOCTN A1 3TUX MHHOPMALIMOHHbIX CUCTEM.

3 MUHUMATJTbHBIE TPEBOBAHUA BESOINACHOCTU

MuHUManbHble TpeboBaHWA H6e30NacHOCTM 3aKpPbIBAOT CEMHAALATb CBA3aHHbIX ¢ He3onacHocTblo obnacTtei
OTHOCUTE/IbHO 3aWUTbl KOHOUAEHLMANBHOCTH, LENOCTHOCTU U AOCTYNHOCTU deaepanbHbiX MHPOPMALMOHHBIX
cuctem U uHbopmaummn, obpaboTaHHOM, XpaHMBLUEN W NepefaHHbld 3TMMKU cucTemamu. CBA3aHHble C
6e3onacHocTblo ob6sacTM BKAtoYaloT: (i) KoHTpoab pocTyna; (ii) ocBoeHue u obyuyeHue; (iii) ayaut wu
NOAKOHTPONBLHOCTb; (iv) aTTecTauMOHHble MUCMbITaHMA, aTTecTauma U oueHKa 6esonacHocTw; (v) ynpasneHue
KoHdurypaumein; (vi) nnaHMpoBaHWe Ha Ccayyalh HenpeaBuAEHHbIX cuTyauuin; (vii) naeHTUdPUKaumsa u
ayTeHTUdUKauus; (viii) peakuma Ha uHUMAEHTLI; (iX) noaaep:kkKa; (x) 3awmTa HocuTenen MHbopmaumn; (xi)
dusnYeckan 3almMTa 1 3alMTa OKpYrKaloleln cpeapl; (xii) nnaHnposaHue; (xiii) 6esonacHocTb NepcoHana; (xiv)
oLeHKa pucKa; (xv) npuobpeTeHne cuctem U cepBmcOoB; (Xvi) 3awMTa CUCTEM U KOMMYHUKaUMi; u (xvii)
LUEeNOCTHOCTb cucTem UM MHOOpMaumu. ITM CemHaAuaTb obnactel npeacTaBAAlOT BCeOObEMIOLLYO,
cbanaHCMpPOBaHHYO Nporpammy WHPOPMaUMOHHON 6e30MacHOCTH, KoTopas aapecyeT OpraHM3aLMOHHbIE,
3KcnayaTaLMOHHbIE M TEXHUYECKME acneKTbl 3aWmTbl degepanbHon HGopmaumm n MHGOPMALMOHHBIX CUCTEM.

MoAMTMKM M npoueaypbl WUrpaloT BaxHyl poab B 3dOEeKTUBHON peanusaumm ob6WMX Mporpamm
nMHpopMaumoHHoM 6e3onacHOCTM B npeaenax dpenepasnbHOro NPaBUTENLCTBA M yCNEX Pe3ynbTUPYHOLWMX Mep
6e30MacHOCTM UCMOb3yeTcs, YTobbl 3aWnTUTL deaepanbHyo MHPOPMALMIO U MHPOPMALMOHHbIE CUCTEMBI.
Takum 0bpasom, opraHM3aummn JOMKHbI pa3paboTaTh M NPOBO3rNACUTL popMasbHble, 3aL0KYMEHTUPOBAHHbIE
NOMMTUKM U NPOLLeAYPbI, ONpeaensa MUHUMaNbHble TpeboBaHMsA 6e3onacHOCTU, CHOPMYIMPOBAHHbIE B 3TOM
CTaHAApTe, Y AO/KHbI FaPaHTMPOBaTb UX 3GPEKTUBHYIO peanmsaLmio.

Cneyudgpukayuu a3 MuHumanosHbix TpebosaHuli bezonacHocmu

KoHtponb goctyna (AC): OpraHusaumm  OO/KHbI  OTPAHWUUTL  AOCTYN K MHOOPMALMOHHOW  cucTeme
aBTOPM30BAHHLIMW  MO/b30BATENIAMM,  MPOLECCaMM,  OEWCTBYIOWMMM OT  WMEHM  aBTOPWM30BAHHbLIX
no/ib3oBaTesNIel UAN YCTPOWCTBaMM (BKAKOYAA ApyrMe UHPOPMALMOHHbBIE CUCTEMbI) U TUNAMKM TPAH3aKLUMI U
bYHKLMI, KOTOpble aBTOPM30BAHHbBIM M01b30BaTEIAM PAa3pPeLIEHO UCMONb30BaTh.

OcsoeHue u obyueHue (AT): OpraHusaummn [o/KHbI: (i) rapaHTMpoOBaTb, YTO MeHeZKepbl U Nosib3oBaTeNN
MHPOPMALMOHHDBIX CUCTEM OpraHM3aunmn MHGOPMMPOBAHbI O PUCKax 6e30NacHOCTHU, CBA3aHHbIX C MX paboTamu
M 0 OEWCTBYIOWMX 3aKOHax, [paBMTENbCTBEHHbIX PACMOPAMKEHWUAX, AMPEKTUBAX, MOAWUTUKAX, CTaHZApTaXx,
MHCTPYKUMAX, MpaBWIax WAM Mpoueaypax, CBA3aHHbIX C 6e30MacHOCTbi0  MHPOPMALMOHHBIX CUCTEM
opraHusaumu; u (ii) rapaHTMpoBaTb, YTO MepPCcoHan opraHM3aLMM COOTBETCTBEHHO 0byuYeH, UTo6bl BbIMOAHUTD
YCTaHOB/IEHHble MM 06A3aHHOCTU M OTBETCTBEHHOCTb, CBA3aHHbIe C MHGOPMaLMOHHON 6€30MacHOCTbIO.
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AyauT 1 noakoHTponbHocTb (AU):  OpraHusaumu AoskHbI: (i) co3gaBath, 3alLMLLaTb, M COXPAHATL 3aMMcK ayauTa
MHOOPMALMOHHOM CUCTEMbI A0 CTeneHn Heobxogumoin, u4Tobbl ob6ecneuyntb MOHUTOPUHT, aHaNu3,
paccnefoBaHWe U Co34aHNe OTYETOB O HE3aKOHHOM, HECAaHKLMOHMPOBAHHOM NIV HECOOTBETCTBYHOLWEN PAaboTbI
MHGOPMALMOHHOW cuctemsl; U (ii) rapaHTUPYIOT, YTO AENCTBMA OTAENbHbIX NONb30BaTENEN MHPOPMALMOHHOM
CUCTEMBI MOTYT BbITb YHMKA/NIbHO NPOC/EXKEHbI A0 3TUX NOJIb30BaTeNe TaKMM 0BPAa3oOM, YTO OHU MOTYT BbITb
NPW3HaHbl OTBETCTBEHHbLIMM 33 CBOW AEeNCTBUS.

ATTecTauMOHHbIe UCMbITaHUA, aTTecTauma U oueHKa besonacHoctu (CA): OpraHusaumm LOJIKHbI: (i)
NepuoamMyeckn oOLeHWBaTb Mepbl 6e30MacHOCTM B MHGOOPMALMOHHbLIX CUCTEMAX OpraHusauuu, 4Tobbl
onpeaenutb, 3pPeKTUBHbI M Mepbl 0becneyeHns B CBOeM NpuaoKkeHuu; (ii) paspabatbiBaTb U peann3oBbiBaTb
nAaH gencTeuii, paspaboTaHHbIN, YTOBObl UCNPaBUTb HEZOCTAaTKU U YMEHbLUUTb UM YCTPAHWUTL YA3BMMOCTM B
MHPOPMALMOHHBIX cMCTEMaX opraHusaumuy; (iii) BblAalOT paspelleHMe Ha 3KCnayaTauuio MHGOPMaLMOHHbIX
cMcTeM OpraHM3aumMmM U NbbIX CBA3AHHbLIX C MHPOPMALMOHHOW CUCTEMOMN coeamHeHn; U (iv) MOHUTOPUTL
mepbl 6e3onacHOCTM  MHOOPMALMOHHON CUCTEMbI Ha HeMnpepbiBHOM OCHOBe, 4TOGbl rapaHTMpPOBaTb
NOCTOAHHY0 3 deKTUBHOCTL Mep obecnedyeHms 6e3onacHoCTU.

YnpasneHue KoHdurypaumeii (CM):OpraHmnsaumm  Oo0AXHbl: (i) ycTaHaBAMBaTb WM COMNPOBOXKAaTb 6a30Bble
KOHdUrypaumMm M maTepuanbHO-TEXHUYECKME pecypcbl MHGOPMALMOHHBLIX CUCTEM OpraHusaumm (BKAto4as
annapaTHble cpeAacTBa, NporpammHoe obecrneyeHWe, BCTPOEHHOE MUKpOMporpaMmmHoe obecnedyeHuve W
AOKYMEHTaLUMIO) BClOAY NO COOTBETCTBYIOLMM XMU3HEHHbIM LUMKAaM pa3paboTku cuctem; u (ii) yctaHasamMsaTtb U
NPOBOAMTL B KM3Hb YCTAHOBKM KOHOUIypauumn 6e30nacHOCTM AN NPoAyKTOB MHOOPMALMOHHbIX TEXHOIOTUN,
MCnosb3yemblXx B MUHOOPMALLMOHHbIX CUCTEMAX OPraHU3aLnu.

MnaHupoBaHue Ha cyvail HenpeABUAEHHbIX cuTyaumii (CP): OpraHmsauumm LOJTKHbI yCTaHaB/NBaTb,
conpoBoXaaTtb, N 3¢ PEKTMBHO PeasiM30BbIBATL M1aHbl aBAPUMNHOIO pearnpoBaHus, Pe3epPBHON AeATENbHOCTY,
M MOCTaBapMMHOIO BOCCTAaHOBNEHUA AN WMHOOPMALMOHHBLIX CUCTEM OpraHM3auuu, 4YTobbl rapaHTUpPOBaTb
OOCTYMHOCTb PECYpPCOB KPUTUYECKOW WHOOPMAUMM UM HEMNPEPBLIBHOCTb AEATENbHOCTM B 4Ype3BblYaliHbIX
cUTYyaumax.

UaeHtndmkauma n aytentudukaumsa (IA):  OpraHmsaumm OOJIXKHbI naeHTMOMLMpPOBaThb no/sib3oBaTtenei
MHPOPMALMOHHON CUCTEMBI, MNPOLIECChl, AEWUCTBYIOLWME OT MMEHM MNO/b30BaTenei, MAU YCTPOKNCTBa, U
ayTeHTUOULMpPOBaTb (MAN NpoBepATb), MAEHTUPUKALMOHHbIE AaHHble TeX MNoJib3oBaTesiell, NPOLEccoB Uan
YCTPOWCTB, KaK NPeAnocbI/IKY K NpeAoCcTaBAeHUIo 40CTyNa K MUHGOPMaLMOHHbIM CUCTEMaM OpraHM3aLnu.

Peakuua Ha nHumgenTsl (IR): OpraHusaumm Ao/KHbl: (i) ycTaHaBauBaTb crnocobHocTb 06paboTku npu
3KcnayaTauum MHUMAEHTOB B MHGMOPMAaLMOHHbIX CUCTEMAaX OpraHuM3aLmmM, KoTopaa BK/AKOYaeT afeKBaTHYH
MoAroToBKY, OBGHapy)eHWe, aHanus, npeaynpexaeHue, BOCCTAHOB/AEHME U NO/b30BaTE/IbCKUE OTBETHblE
aevcteua; u (i) npocnexusBaHwe, [OOKYMEHTUPOBAHME W COCTaBlAeHMe OT4eToB 06 WHUMAEHTax
COOTBETCTBYIOLIMM [A0/XKHOCTHLIM NLLAM M/UN YNOAHOMOYEHHbIM COTPYAHUKAM OpraHu3aLmnu.

Moaaep:kka (MA): OpraHunsauumn JonxHbl: (i) BbINOAHATL MEPUOAMYECKYIO M CBOEBPEMEHHYHO NMOAAEPHKKY
MHPOPMALMOHHBIX CUCTEeM opraHmsaunu; u (i) obecneumsatb apdeKkTnBHbIE Mepbl 0becneyeHma 6e3onacHoOCTH
B OTHOLEHUN MHCTPYMEHTOB, TEXHONOTUIM, MEXAHU3MOB W MepcoHana, MCNo/b3yembiX MpPU MNpoBeaeHUU
noanepKn HGoPMaLUNOHHOM CUCTEMBI.

3awura Hocuteneii nHdopmaumm (MP): OpraHusauumn  JoskHol: (i) 3awmwatb HocuTenn UHbopmauum
MHGOPMALMOHHOM cUCTeMbI, BymarkHble U undpoBssble; (ii) orpaHMunBaTh A4OCTYN K MHPOPMALIMU HA HOCUTENSX
MHPOpMauUMM MHOOPMALMOHHOW CUCTEMbI aBTOPM30BAHHLIM MNoAb3oBaTenAm; wu (i) caHupoBaTb WM
YHWYTOXKATb  HOCUTEAM  MHPOpMaALMM  MHOOPMALMOHHOW  CUCTEMbl  Mepes,  YHUUTOMKEHWEM WM
npegocTaBAeHMEM 4J1F NOBTOPHOIO UCMO/Ib30BAHMSA.
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dusnyeckan 3awmTa 1 3aLLUTa OKpyKatoweil cpeapl (PE): OpraHu3saumm AoaKHbl: (i) orpaHnYMBaTh GU3UYECKUN
[ocTyn UHPOPMALMOHHBIMKU CcUCTeMamKM, 060pPYAOBaHUIO M COOTBETCTBYIOLMM OMepaLMoHHbIM cpefam
CaHKUMOHMPOBaHHbIM Noaam; (ii) 3awmwaTe maTepuasbHyl0 YacTb U MOAAEPKMUBAIOWYIO UHOPACTPYKTYpY
MHPOPMaAUMOHHBIX cucTem; (iii) npeagocTaBnaTb NOAAEPMKUBAKOWME KOMMYyHa/bHble NpeanpuATMA  ans
MHOOPMALUMOHHBIX cucTem; (iv) 3awmaTb MHPOPMALMOHHbBIE CUCTEMbI OT 3KONOMMYECKUX onacHocTel; u (v)
obecneynBaTb COOTBETCTBYIOLLMIA KOHTPOJIb 33 COCTOAHMEM OKpYKaloliel cpelbl B opraHax o0b6cayunsatoowmx
MHPOPMaLMNOHHbIE CUCTEMBI.

Mnanuposanme (PL): OpraHunsauumn AoMKHbl pa3pabaTtbiBaTb, 4OKYMEHTUPOBaTb, MepUoaMUYeckm 06HOBAATD,
N peanusoBbiBaTb NAaHbl obecneyeHns 6esonacHOCTU AnA MHGOPMALMOHHbIX CUCTEM OpraHM3aummn, KoTopble
OMMCbLIBAIOT CyLLECTBYIOLWME WAM NAaHMpyemMble Mepbl 6e30NacHOCTM MHPOPMALIMOHHBIX CUCTEM U MpaBua
noseAeHUA 44A A0Aei, NoayHaloWwmX A0CTYN K UHGOPMALIMOHHBIM CUCTEMaM.

BesonacHocTb nepcoHana (PS): OpraHusauumM Ao/XHbl: (i) rapaHTMpoBaTb, 4TO /OAM, 3aHMMalOLLME
OTBETCTBEHHblE [JO0/IKHOCTU B oOpraHuMsauuax (BKAOYAA CTOPOHHUX MOCTaBLMKOB YCAYr), [0BepeHbl W
COOTBETCTBYIOT YCTAHOB/IEHHbIM KpUTepusam 6e30MacHOCTU ANA 3TUX AONXHOCTel; (ii) rapaHTMpoBaTtb, 4TO
nHpopmauma nU UMHPOPMALUOHHbIE CUCTEMbI OPraHU3auMi 3alULLEeHbl B TeYeHMe M nocie AeNcTBuii B
OTHOLLIEHMM MepCcoHana, TakMxX KaKk yBONbHEHWE U nepemMelleHune; U (iii) npumeHaTb GopmasbHble CaHKLUMMK K
NnepcoHasny, OKasaBLIEMYCA He B COCTOSHWM BbIMOJHATb OPraHM3aUMOHHYIO MNOAUTMKY W Npoueaypbl
6e30nacHOCTW.

OueHka pucka (RA): OpraHus3aumMyM AO0/BKHbI MEPUOAMYECKM OLLeHMBaTb PUCK B OTHOLIEHUU AEATeNbHOCTM
opraHusaummu (BKAtoYas npeaHasHadeHne, GyHKLMM, UMUOMK AW PenyTaLmio), akTMBOB OpraHM3aumn 1 aoaen,
cneaya U3 NpUMeHeHUsa MHGOPMAaLMOHHbIX CUCTEM OPraHM3aLmMn U CBA3AHHOW C HUMK 06paboTKK, XpaHeHus,
AW Nepesayn MHGopmaLmMm opraHM3aLnu.

Mpuo6peteHune cuctem n cepemcos (SA):  OpraHMsauumn OoOMKHbI: (i) BblAENSAIOT AOCTAaTOYHbIE Pecypcbl, YToObI
COOTBETCTBEHHO 3aWWUTUTL MHOOPMAUMOHHbIE CUCTEMbI oOpraHusauuu; (i) mcnosnb3oBaTb  Npouecc
KU3HEHHOrO UMK/Ia pa3paboTKM CUCTEM, KOTOPbIE BK/IOYAIOT PAacCMOTPEHUE MHPOPMALMOHHOM 6e3onacHoCTyH;
(iii) NpuMMeHATb oOrpaHWYeHMA Ha UCMNO/Jb30BaHME W YCTAaHOBKY MporpammHoro obecneyeHus; u (iv)
rapaHTMpPOBaTb, YTO CTOPOHHME MOCTABLUMKMN UCMOJb3YIOT afeKBaTHble Mepbl 6€30MacHOCTH, YTODbI 3aWNUTUTD
MHbOPMaLMIO, MPUNONKEHUA U/UNN CePBUCHI, NPeAOoCTaBAAEMbIe OT OpraHU3aLmu.

3awmra cucTemM U KOMMyHMKauwii (SC): OpraHusaummn JoKHbI: (i) MOHUTOPUTL, KOHTPOMPOBATL M 3aLWMLWATD
TENEKOMMYHUKALMM  opraHusauun (To ecTb, WHOOPMAUMIO, KOTOpas MepefaeTtcs WAM MNoJyvaeTca
NHPOPMALMOHHBIMU CUCTEMAMM OPraHU3aLMM) Ha BHELLIHUX TPaHMLAX U KAKYEBbIX BHYTPEHHUX rpaHuuax
MHPOPMAUMOHHBIX cuctem; M (ii) MCNONb30BaTb CTPYKTYPHOE MPOEKTUPOBAHWE, TEXHOAOrMM paspaboTku
nporpaMmmHoro obecrneyeHma M NPUHLMMNbI NPOEKTUPOBAHUA CUCTEM, KOTOpble CnocobCTBYIOT 3ddeKTUBHOM
nHdopMaumoHHol 6esonacHoCcTM B Npegenax MHGOPMALMOHHbIX CUCTEM OpPraHU3aLUm.

LlenoctHocTb cuctem n Hdopmauunm (SI):  OpraHmsaumm  Ao/KHbI: (i)  MOCTOAHHO — MAEHTUPUUMPOBATD,
NPOTOKOANPOBATb M WUCMPaBAATb AedeKTbl MHbOPMALMM U MHOOPMALMOHHBLIX cuctem; (ii) obecneumsatb
3alMTy OT BPeAOHOCHOIO KOAa B COOTBETCTBYIOLLMX 061acTAX MHOOPMALMOHHbIX CUCTEM opraHusaumm; u (iii)
MOHUTOPUTb MpeaynperKaeHNa N KOHCYAbTauMM B OTHOWEHWM 6e30MacHOCT MHPOPMALMOHHBIX CUCTEM U
NPMHMMATb COOTBETCTBYIOLLME OTBETHbIE MEpbI.
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4 BblIbOP MEP BE3OMNMACHOCTU

OpraHu3aumm A0MKHbI BbINOAHATE MUHMMANbHble TpeboBaHUA Be3onacHOCTM B 3TOM CTaHAapTe, Bblbupas
COOTBETCTBYHOLME Mepbl 6e30NacHOCTM U TpeboBaHUA foBepUuA Kak onucaHo B NIST CneumanbHana Mybankauna
800-53, PekomeHOyemble Mepbi 6esonacHocmu 0aa Cucmem® depepanbHoii MHPopmaumu. Mpolecc BbiGopa
COOTBETCTBYHOLWMX Mep He3onacHoOCcTM M TpeboBaHWI A0BepUA ANA OPraHM3auUMOHHbBIX WMHPOPMALMOHHbIX
CUCTEM [AN1A JOCTUMKeHUA adeksamHoii 6e3onacHocmu® ecTb MHOTOAacMeKTHas, OCHOBaHHas Ha pHUCKe
OeATeNbHOCTb,  3aTparuBatoWwana  YMNpPaBAEHYECKMIA M IKCMAYaTaLMOHHbIA  MEepCoHan  OpraHu3auuu.
KaTeropmposaHue 6e3onacHocT dpeaepanbHON MHPOPMALMU U MHPOPMALMOHHBIX CUCTEM, KaK onpeaeneHo
My6bnukaumeit 199 FIPS, aBndeTca nepBbIM LWArom B npouecce ynpasBiaeHus pVICKaMVI.7 Bcnep 3a npoueccom
KaTeropmpoBaHusa 6€30NacHOCTK, OpraHM3aLMm A0MXKHbI BbibpaTb COOTBETCTBYOWMI HAabop mep B6esonacHocTH
ANA UX MHOOPMALMOHHBIX CUCTEM, KOTOPbIM yA0BNETBOPAET MWHMMAJbHBIM TpeboBaHUAM 6e30macHoCTy,
onpefeneHHbIM B 3TOM CTaHAapTe. BbibpaHHbIit Habop mep 6e30MacHOCTU AOKEH BKAOYATb OAWMH U3 TPEX,
COOTBETCTBEHHO aAanTUPOBaHHbIX® 6a3oBbix HabopoB mep 6esonacHoctn u3 NIST CneumanbHoii My6anKaumum
800-53, KoTopble cBA3aHbl C OMNpPeaeNnéHHbIMU YPOBHAMM BO3AEUCTBMA Ha MHPOPMALMOHHbLIE CUCTEMDI
OpraHM3auuu, KoTopble ONpPeaenAtoTCA BO BPeMA NPOLLecca KaTeropmpoBaHmMa 6e3onacHoCTy.

- [OnAa MHPOPMALMOHHBLIX CUCTEM OpPraHM3aUUW HU3Ko20 8030elicmsus, Kak MUHUMYM, [AO0XKHbI
MCNONb30BaTbCA COOTBETCTBEHHO aAanTMPOBaHHble Mepbl 6€30NacHOCTU M3 HU3KOoro 6a3oBoro Habopa
mep 6e3onacHocti, onpegeneHHoro B NIST CneuuanbHaa [ybaukauma 800-53, M AOAXKHO
rapaHTUPOBAaTbCA, YTO MUHUMA/IbHbIE TpeboBaHWA AOBepMUA, CBA3aHHbIE C HU3KMM 6a30BbiMm Habopom,
YA0BNETBOPEHDI.

- Ona MHPOPMaLMOHHBIX CUCTEM OpPraHM3aLMn ymepeHHo20 8030elicmaus, KaK MUHUMYM, OONXKHbI
MCMNO/Ib30BaTb COOTBETCTBEHHO aAaNTMPOBaHHble Mepbl 6e30MacHOCTM U3 ymMepeHHoro 6a3oBoro
Habopa mep 6esonacHoctn, onpegeneHHoro B NIST CneuuanbHas My6aunkauma 800-53, n AoaKHO
rapaHTUPOBATLCA, YTO MMHUMaANbHble TpeboBaHMA [A0OBEpPUA, CBA3AHHbIE C yMepeHHbIM 6330BbiM
Habopom, yL0BNETBOPEHDI.

- Ana MHOOPMaUMOHHBIX CUCTEM OpraHM3auuu BbICOKO20 8030elicmeus, KakK MUHUMYM, OONXHbI
MCNONb30BaTb COOTBETCTBEHHO aAanTUPOBaHHblE Mepbl 6€30MacHOCTM OT BblCOKOro 6asoBoro Habopa
mep 6esonacHoctu, onpegeneHHoro B NIST CneumanbHaa [Mybamkauma 800-53, m  [0MKHO
rapaHTUMPOBATbCA, YTO MMHUMaNbHble TpeboBaHWA [0BepUsi, CBA3AHHbleE C BbICOKMM 6a30BbIM
Habopom, yA0BNETBOPEHbI.

OpraHu3aumm A0MKHbI MCNONb30BaTb BCE Mepbl 6€30MacHOCTM B COOTBETCTBYOWMX 6a3oBbix Habopax mep
6€30NacHOCTUN, eC/IN KOHKPETHbIE UCKAOUYEHUA HE AOMNYCKalTCcA Ha OCHOBAaHWMW PYKOBOJCTBa MO afantauuu,
npeactasneHHoro B NIST CneunanbHol Myb6amkaumnm 800-53.

YTobbl rapaHTMpoBaTb pPeHTabenbHbl, OCHOBAHHbLIN Ha PUCKE NoAxo4d, K AOCTUMNEHMIO afeKBaTHOM
6e30nacHOCTU 4yepe3 opraHusauuio, paboTbl 6a30BbIM MO aganTauMm mep 6e30MacHOCTU, AONXKHbI ObITb
CKOOPAMHUPOBaHbI C U 0406pEHbI COOTBETCTBYIOWMMM AO/MMKHOCTHBIMU NNLAMM OpraHM3aumMm (TakUMK, Kak

> [na npouecca Bbibopa mepbl 6€30MacHOCTU OpPraHN3aLMK SOMXKHbI MCNOIb30BATL aKkTyanbHelwyto Bepcuto NIST CneunanbHan
My6ankauma 800-53, c yToOYHEHUAMM.
6 Unprynsap A-130 MunuctepcTtea ynpasneHua u 6ioaxerta (OMB), Mpunoskerue I, onpeaenset adeksamyro 6€30MacHoCMb Kak
6e30MacHOCTb, COPAa3MEPHYIO C PUCKOM U BEZIMYNHOM Bpeaa, CedytoLero M3 notepu, HenpaBuabHOro ynotpebaeHus nam
HECaHKLMOHMPOBAHHOTIO A0CTyNa K UM moandukaumm nidopmawmu.
7 KaTeropupoBaHue 6€30nacHOCTU A01KHO BbITb BbINOJHEHO Kak paboTa BCero npeanpuATUA € y4acTUeM BbICLLErO YPOBHA
AO0/IKHOCTHBIX UL, OPraHM3aLum BKAOYAA, HO HET OTPAaHNYNBAACH, AUPEKTOPOB N0 MHPOPMaLUMK, ANPEKTOPOB MO MHGOPMALIMOHHOWM
6€e30MacHOCTN areHTCTBA, CAaHKLMOHMPYIOWMNX AOKHOCTHBIX INLL, (TaK¥Ke M3BECTHbIX KaK YNOJHOMOYEHHbIE MO aTTecTauuu), Blajenbles
MHGOPMaLMOHHOM CUCTEMbI U BNafenbLes MHGOpMaL UK.

PykoBogacTBO No aganTtauun ans 6as3oBbix mepbl 6e3onacHocTu npeacTtasneHo B NIST CneunanbHoli Myb6ankaumm 800-53.
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AnpeKTopa no MHdopmaLmm, gupeKkTopa No MHPopmMaLMOHHOW 6e30MacHOCTU areHTCTBa, CaHKLMOHUpYoLLne
OO/KHOCTHblE  /iML@ WAW  YNO/NHOMOYEHHbIE NPeACTaBUTENN  CaHKUMOHUPYIOWMX AO/MKHOCTHBIX /L),
Pe3synbTupylowmii Habop mep 6e30MacHOCTM A0/MKeH 6biTb 3aJ0KYMEHTMPOBaH B NnaHe obecneyeHus
6e3onacHOCTN AN MHGOPMALLMOHHOM CUCTEMBI.
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NPWIOXEHME A TEPMWHbI U OINPEOENEHNA

ATTECTAUMA: OduumanbHoe ynpaBieHYECKOe pelleHMe, MPUHUMAEMOE BbICLUMM [AOMKHOCTHbIM JINLOM
areHTCTBa ANa TOro, 4Ytobbl paspelmnTb SKCAAyaTaumMo MHGOPMALMOHHON CUCTEMBI M ABHO MPUHATb PUCK B
OTHOLWIEHUM AeATENIbHOCTM areHTCTBA (BKAtOYan npeaHasHavyeHne, GYHKUUN, UMUK UAW penyTaLmio), akTMBOB
areHTCTBa UAW NtoAei, OCHOBAaHHOE Ha peasiM3aLmm CornacoBaHHOro Habop mep 6es3onacHoCTK.

ALQEKBATHAA BE3ONACHOCTb: BesonacHOCTb, copasmepHas C PUCKOM W BEMYMHOWN Bpeda, CleaytoLero us
noTepu, HeMNpaBUAbHOTO YnoTpebneHna WAM HeCaHKUMOHMPOBAHHOFO A[OCTyna K WMAM  mogubduKaumm
nHbopmaumu. [LUnpkynsp OMB A-130, Mpunoxerue 1]

ATEHTCTBO: /11060/i WCMONHWUTE/IbHBLIM  AEMapTaMeHT, BOEHHbIM  AenapTaMeHT, NpPaBUTE/NbCTBEHHAnN
KOpnopauua, KOHTPOIMPYEMAA NPABUTENbCTBOM KOPMOpauMA UKW APYroe yyperKAeHWe B UCNOJHUTENbHbIX
opraHax npaBuUTeNbCcTBA  (BKAtoYaa  AgMuHucTpauuto  MpesnaeHta), wuamM  nbol  He3aBUCUMbIN
KOHTPOAMPYIOLWMIA OpraH, HO He BKAYasA: (i) YnpaBneHue rocygapcTBeHHoM oTBeTcTBeHHOCTH; (ii)
depnepanbHaa nsbupatenosHasa Komuceusa; (iii) npasutensctea Okpyra Konymbua n Tepputopuini U BnagaeHuin
CoeguHeHHblx LLUTaTOB, M WX pasAnYHbIX nogpasgeneHuii; wuam (iv) npuHagnexalime npaBUTENbCTBY
ynpasnsemble NogpaaYMKOM OpraHM3aumm, BKAOYas nabopatopmm yyacTeyowme B paboTax uccnenoBaHuna u
NPoOn3BOACTBA AN1A HALMOHAbHON 060pOoHbI. [44 U.S.C. CLUA, Cekumn 3502]

AYTEHTUOUKALINA: TMposepka WMAEHTUPUKALUMOHHBIX AaHHbIX MONAb30BaATENA, MpoLecca WMAU YCTPOMCTBA,
06bIYHO KaK NpeAnocbl/iKa K NpeAoCcTaBAEHNIO AOCTyNa K pecypcam B MHPOPMALIMOHHOM cucTeme.

CAHKUMOHUPYIOLLEEE AOIKHOCTHOE /IUMLO: [O/MKHOCTHOE AMULO C MONHOMOYMAMM, MO dopmManbHOMY
NPUHATUIO Ha cebA OTBETCTBEHHOCTM 3a 3KCMAYaTaUMIO MHGOPMALMOHHON CUCTEMbI Ha AOMYCTUMOM YPOBHE
pUCKa B OTHOLUIEHUWN AeATENbHOCTM areHTCTBa (BKAoYaA npeaHasHavyeHne, GyHKUUN, UMUOXK UAK penyTaLmio),
aKTUBOB areHTCTBa MW ntoaen. CUHOHUM C YOAHOMOYEHHbIM 0 ammecmayuu.

DOCTYMNHOCTb: ObecneyeHne CBOEBPEMEHHOTO W HafEKHOro AOCTyNa K U UCMO/b30BaHUS MHPopmMaumun. [44
U.S.C. CLUA, Cekuua 3542]

ATTECTALUMOHHbIE WUCMNbITAHUA: BcecTOpPOHHAA OUEHKA OpPraHU3aUMOHHLIX, 3SKCNAyaTaUMOHHbLIX U
TEXHUYECKMX Mep Oes3onacHocTM B WMHPOPMAUMOHHOW cCuUCTeMe, Aenaemas B MOALEPXKKY aTTecTauuu
6e3onacHOCTN, 4yTOObl onpeaenuTb CTeneHb, A0 KOTOPOW Mepbl obecneyeHusa peannsoBaHbl NPABUILHO,
3KCMN/IyaTUPYIOTCA KaK MnpeaHasHayeHo M NPOM3BOAAT Kesaemblit pes3ynbTaT OTHOCUTE/IbHO BbIMOJIHEHMA
TpeboBaHMI 6€30NacHOCTU 419 CUCTEMDI.

OUPEKTOP NO UHPOPMALNNU: JOoNKHOCTHOE NIMLLO areHTCTBa, OTBETCTBEHHOE 3a: (i) NpeaocTaBneHune
KOHCY/IbTALMI 1 APYroit NOMOLLM PYKOBOAMTENO UCMONHUTEIbHONO areHTCTBa U APYroMmy nepcoHany BbiCLIEro
PYKOBOACTBA areHTCTBA, 4YTOObI rapaHTMPOBATb, YTO WMHPOPMAUMOHHbBIE TEXHOJOTMK NpuobpeTatoTca U
MHPOPMALMOHHbIE  pecypcbl  YMpaBaaloTca B crnocobe, KOTOPbIM  HENPOTMBOPEYMB C  3aKOHaMW,
MpaBUTENbCTBEHHBIMW  PACNOPAXKEHUAMM, AUPEKTUBAMU, MOAUTUKAMKM, NpaBuaaMU U NpUopuUTETaMK,
YCTaHOBNEHHbIMW pPyKOBOAUTENEM areHTCTBa; (ii) pa3paboTKy, nopaep)kaHne U obneryeHve peannsauum
OCMbIC/IEHHON M WHTErpMPOBAHHON aAPXUTEKTYPbl MHPOPMALMOHHBIX TEXHONOTMA Ans areHTcTBa; M (iii)
npoasuxkeHne 3GPEKTUBHONO M PALNOHANBHONO KOHCTPYMPOBAHMA M MCNONAb30BaHMA BCEX OCHOBHbIX
MHPOPMALMOHHbIX PECYPCOB MPOLECCOB YNPaBAEHUA AN areHTCTBA, BK/AOYan yaydleHue npoueccosB paboTbl
areHTcTBa. [44 U.S.C. CLWA, Cekumn 5125 (b)]

AWUPEKTOP NO NHGOPMALMOHHOM BE3ONMACHOCTU: Cm. [upeKTop Mo MHPOPMALMOHHON 6e30nacHOCTMU
AreHTCTBa.
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KOH®UAEHUUAJIbHOCTb: CoxpaHeHMe CaHKUMOHUPOBAHHbLIX OrPaHMYEHW Ha [OCTYN K W pacKpbiTUE
MHbOPMaLMK, BKAKOYAA CPeACcTBa A1A 3aWMTbl HEMPUKOCHOBEHHOCTU JIMYHOMN YKU3HU U KOHOMAEHLMANbHOM
nHoopmaumu. [44 U.S.C. CLLA, Cekumsa 3542]

KOHTPMEPDI: [eiicTBuA, yCcTpoicTBa, npoueaypbl, TEXHONOTMU WAWU APYrMe Mepbl, KOTOpble YMEHbLUAoT
YyA3BUMOCTb MHOOPMALMOHHOM CUCTEMDI. [MHCTpyKuma 4009 CNSS] CUHOHUMUYHO ¢ Mepamu 6e3onacHocmu u
Mepamu 3auwumei.

CPEQA: COBOKYMHOCTb BHELHWUX NpoLeayp, YCI0BUA U 0O6BbEKTOB, BAMAIOWMX Ha pa3paboTKy, IKCnyaTauuio u
noanepKKy MHPOPMaLMOHHOMN cucTeMbI. [MHCTpyKums 4009 CNSS]

MCNONMHUTE/NIbHOE ATEHTCTBO: mcnonHuUTenbHbIN genapTameHT, onpegeneHHbiit 8 5 U.S.C. CLUA, Cekuusn
101; BoeHHbI genapTameHT, onpegeneHHbii B 5 U.S.C. CLUA, Cekuyma 102; He3aBMCMMOE YUYpeXKOEHUE KaK
onpeaeneHo B 5 U.S.C. CLUA, Cekuus 104 (1); n nonHocTbio HaxoAasawanaca B cobcTBeHHoCTU lMpaBuTenbcTBa
Kopnopauusa, NoAHOCTbIo nonaaatowan nog aecreme 31 U.S.C. CLUA, TTABbI 91. [41 U.S.C. CLLUA, CeKkuusa 403]

®EAEPAJ/IbHOE ATEHTCTBO:  Cm. AreHTCTBO.

®EAEPA/IbHAA UH®OPMALUMUOHHAA CUCTEMA: NHPopMaLMOHHAA CUCTEMA, KOTOpPas WMCMOAb3yeTca Wau
ynpaBaaeTcaA WCNOAHUTENbHbIM areHTCTBOM, MNOAPAAYMKOM WCMONHUTENBbHOIO areHTCTBa WAM  Apyroi
OopraHusaumein oT UMeHM UCNONHUTENBbHOTO areHTCTBa. [40 U.S.C. CIIIA, Cekrus 11331]

CUCTEMA BbICOKOrO BO3AEUCTBUA: MHbOpMaLMOHHaA cucTeMa, B KOTOPOi, MO KpaliHei mepe, ofHOI
uenn 6esonacHOCTM (To ecTb, KOHOUAEHUMANbHOCTM, UENOCTHOCTM WAW AOCTYNHOCTM) Has3HayeHo B
cooTBeTcTBMM ¢ nyb6anKaumen FIPS 199 3HauyeHne noTeHUMana BO3AeMCTBUA KBbICOKMIAY.

MHUMNAOEHT: CobbiTne, KoTopoe paKkTUYeCcKM Nan NnoTeHumManbHO NoABepraeT 0nacHOCTU KOHGUAEHLMAbHOCT,
LEeNOoCTHOCTb, WAW AOCTYNHOCTb WMHGPOPMALMOHHOM cUCTeMbl MAM 06pabaTbiBaeMon, XpaHUMOM UK
nepefaBaemMon MHPOPMaALUN CUCTEMbI UAW KOTOpPOE MPEACTaB/seT HapyleHue WAW HenocpeacTBEHHYH
yrposy HapyleHua NnoanTMK besonacHocTun, mep 6e30nacHOCTU UKW NOANTUK AONYCTUMOTO UCNOb30BaHUS.

MHPOPMALMA: YacTHbIl cnyyait TMna nHdopmaumm. [Mybamnkaums 199 FIPS]

BNAAENEL, UHPOPMAUUWN: [OMKHOCTHOE /AMLO C YCTAHOB/JEHHbIMM 3aKOHOM WAW UCMOJHUTENbHbLIMU
NOJIHOMOYMAMMU AN51 YKa3aHHOM MHOOPMALMM U OTBETCTBEHHOCTbIO 3@ YCTAHOB/IEHME MEpP MO ee reHepaumuy,
cbopy, 06paboTKe, pacnpPOCTPAHEHUIO U YHUUTOXKEHUIO. [MHCTpyKuma 4009 CNSS]

MHOOPMALMOHHDbIE PECYPCbI: MHdopmauusa m cBasaHHbIe pecypcbl, TakMe Kak nepcoHan, obopynoBaHue,
doHAbl U MHPOopMauMoHHbIe TexHonoruu. [44 U.S.C. CLUA, Cekums. 3502]

MHOOPMALMUOHHAA BE3OMACHOCTb: 3awuTta wWHbOpmauuMnm U MHPOPMALMOHHBLIX cucTemM  OT
HEeCAaHKUMOHMPOBAHHOIO  AOCTyMa, WCMNO/b30BaHWUA, PaCKpbITUA, paspylieHus, moanbukauum  uau
YHUUTOXKEHUSA, C Lenblo obecneyeHns KOHOUAEHLMANbHOCTU, LENOCTHOCTU U aoctynHocTu. [44 U.S.C. CLUA,
CeKuma 3542]

MHOPOPMALMOHHAA CUCTEMA: [ucKpeTHbI Habop MHPOPMALMOHHbLIX Pecypcos, OPraHU30BaHHbIX AAA
cbopa, 06pPabOTKM, MOAAEPHKKM, WUCMOIb30BAHMA, COBMECTHOIO MCMO/b30BaHUA, PACMPOCTPAHEHUSA WU
YHUUTOXKEHUA uHdopmauum. [44 U.S.C. CLLUA, Cekuua 3502]

BNAAENEL, UHOOPMALIMOHHOM CUCTEMBbI: [JoNHOCTHOE NNLLO, OTBETCTBEHHOE 3a NOAHOE NpuobpeTeHime,
pa3paboTKy, WHTerpaumnio, MoauduKaLMio WAM IKCNAyaTauMlo U NOAAEPHKKY WHPOPMALMOHHOM CUCTEMDI.
[MHcTpyKuma 4009 CNSS, YTouHeHHas]

MHOOPMALIMOHHAA TEXHONOIMA: Nlioboe obopyaoBaHWe A B3aMMOCBA3aHHasA cMCTEMA UAM NoacucTema
obopynoBaHus, KOTOpOe  MCNOoAb3yeTcA B aBTOMaTM3MPOBAHHOM  MPUOOPETEHUM,  XPaAHEHUM,
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MaHUNYy/IMPOBAHUM, YNPABAEHUN, NEPEMELLEHNMN, KOHTPOJIE, NOKAa3e, NepekntoYeHnn, obmeHe, nepegaye nam
npueme AaHHbIX AU MHGOPMALMUKU UCMONHUTENBbHBIM areHTCTBOM. [nA uenei npeablaywero npeanoxeHus,
obopysoBaHME  WUCMNONb3YeTCA  WCMONHWUTE/IbHbIM  areHTCTBOM, ecan  obopyaoBaHMe  Mcnosb3yeTca
WCNO/IHUTE/NIbHBIM  areHTCTBOM  HEernocpeAcTBEHHO WM WUCMOJIb3yeTca NOoApPAAYMKOM B COOTBETCTBUM C
KOHTPAKTOM C UCNOJHUTE/IbHBIM areHTCTBOM KOTopbli: (i) TpebyeT ncnonb3osaHma Takoro obopyaoBaHuA; nau
(ii) TpebyeT Mcnonb3oBaHWUA, 4O CYLLECTBEHHOW CTeneHW, Takoro obopyaoBaHWA B peanvsaluu cepBuca Uau
OCHALWEeHWUM NpPOoAyKTa. TepMUH MHPOPMALIMOHHAA TEXHO/IOMMA BK/KOYAET KOMMbHOTEPLI, BCMNOMOraTe/ibHOe
obopynoBaHue, nporpammHoe obecneyeHue, BCTPOEHHOE MUKponporpammHoe obecneveHne u nofobHble
npoueaypbl, cepBUCHI (BKIOYasA CNyKOY NogaepKkn) n ceasaHHble pecypcebl. [40 U.S.C. CLUA, Cekuma 1401]

TUN MHOOPMALMU: KoHKpeTHaa KaTeropus wHpopmaumm (Hanpumep, npuBaTHasA, MeaMUMHCKasA,
MMYLLLECTBEHHAA, $MHAHCOBAA, CNeACTBEHHadA,  YyBCTBUTE/NbHAA  ANA  NOAPAAYMKA,  ynpaBaeHuA
6€e30MNacHOCTbI0), onpeaeneHHas OpraHM3aumeln Uan, B HEKOTOPbIX C/y4asnX, COrNAaCHO KOHKPETHOMY 3aKOHY,
[MpaBuUTeNbCTBEHHOMY PaCNOPAXKEHUIO, AUPEKTUBE, NOJIUTUKE AN NOCTaHOBAEHUIO. [[Tyonukanus 199 FIPS]

LENNOCTHOCTb: [lpuHATME Mep MPOTUB HECAHKLMOHWPOBAHHOMW MOANPUKALMM  WMAWN  paspyLUeHMA
nHpopmaumm, BKAOYAA FrapaHTUPOBAHNE HEOTKA3yeMoCTM OT MHbOopMaLMK U eé ayTeHTUYHoCTH ... [44 U.S.C.
CLWA, Cekumns 3542]

CUCTEMA HU3KOIO BO3AEUCTBUA:  MHbOPMaLMOHHAA cucTemMa, B KOTOPOM BCEM TpeM  Lefam
6e30nacHOCTHM (TO ecTb, KOHOUAEHLMANBHOCTU, LLEIOCTHOCTU U AOCTYNMHOCTM) Ha3Ha4yeHo B coOTBETCTBUM C FIPS
199 3HayeHMe noTeHuUMana BO3AENCTBUS KHUIKUIAY.

OPrAHU3ALMOHHbIE MEPbI BESONACHOCTU: Mepbl 6€30nacHOCTM (TO eCTb, Mepbl 3aLWMUTbl UM KOHTPMEPDI)
AnA MHPOPMALMOHHON CUCTEMbI, KOTOPblEe COCPEAOTAYMBAIOTCA HA YMPABJAEHUUM PUCKOM U YNpaBieHUU
6e30nacHOCTbI0 MHGOPMALMOHHOM CUCTEMDI.

HOCUTE/Ib MUHOOPMALINN: Dnsmnyeckme ycTponCcTBa MAKM 3anucbiBatowpme NOBEPXHOCTU BKAOYAtOWMeE, HO He
OTrpaHUYMBAIOLLMECA, MArHUTHbIE JIEHTbl, OMNTUYECKUE [OUCKWU, MArHUTHbIE AWUCKU, MUKPOCXEeMbl MaMATU
BbICOKOTO YpOBHSA MHTerpauum (LSI), pacneyaTkn (HO HeET BKAtOYaAOLWME ANCMNENHbIE YCTPOMCTBA), HA KOTOPbIX
AenaeTca 3anucb, XpaHeHue UamM nevyatb MHGOPMaLmmn B MUHPOPMALIMOHHOM cUcTeMe.

CUCTEMA YMEPEHHOIO BO3JENCTBUA: NHbOpMaLMOHHAA cuCTeMa, B KOTOPOM MO KpaliHeil mepe OAHOVA
uenu 6e3onacHoCTM (To ecTb, KOHOUAEHLMANbHOCTW, LENOCTHOCTW, MAM AOCTYNHOCTM) HA3HAYeHO B
cooTBetcTBMM C [lybnaukaumeir FIPS 199 3HauyeHWe noTeHUMana BO3AEUCTBUA «YMEPEHHbIN» U HeT uenu
6€30MacHOCTN, KOTOPOW HasHayeHo B cooTBeTcTBUM C [yb6anKauymeit FIPS 199 3HayeHuMe noTeHuMana
BO3/1EACTBUA «BbICOKNIN».

WHOOPMALMA HALLMOHAZIBHOW BE3ONACHOCTU: UHpopmaLmsa, KoTopaa bbiia onpeaeneHa B COOTBETCTBUM
¢ MpaBuTenbCcTBeHHbIM pacnopaxkeHnem 12958 n ytouHeHo MpaBUTeNbCTBEHHbIM pacnopaxeHnem 13292, nnum
NobbIM NpeallecTByOWUM MOPAAKOM, MAM 3aKOHOM 06 ATOMHOWM 3Heprun 1954, ¢ yTOUHEHUSIMM, KaK
Tpebytowaa 3aWwmTbl NPOTUB HECAHKLUMOHMPOBAHHOIO PaCKPbITUA M MapKMpOBaHa, 4Tobbl yKasaTb Ha eé
KnaccuduUMpPOBaAHHbIN CTaTYC.

CUCTEMA HALMOHA/NBHOW BE3OMACHOCTU: Jllobaa WMHPOPMaLMOHHAA cucTema (BKAYaa iobyro
TEIEKOMMYHMKAUMOHHYIO CUCTEMY) UCMOJIb3yeMass WAM  ynpaBasieMas areHTCTBOM WM  NoApAaaYUKOM
areHTCTBa, MAW APYroi OpraHmsaumm OoT MMEHMU areHTCTBa - (i) PyHKLMA, AeATeNbHOCTb MAM MCNOb30BaHMeE
KOTOPOI BK/OYAeT pa3BeAblBATENIbHYIO AEATEeNbHOCTb; BK/OYAET KPUMNTONOrMYeckne paboTbl, CBA3AHHbIE C
HaLMOHaNbHOW 6e30MacHOCTbIO; BKAOYAET PYKOBOACTBO M yMNpaB/ieHUE BOOPYKEHHbIMW CUNAMU; BKAOYAET
obopysnoBaHMe, KOTOpOe ABAAETCA HEOTbEMIEMOWM YACTblO OPYXMA WAU CUCTEMbI OPYNKUA; UAU ABAAIOTCA
KPUTUYECKMMM MO OTHOLLUEHWMIO K NMPAMOMY BbINOJIHEHMIO BOEHHbIX 33Zay WM 3ajay pa3BeaKku (Mckaoyas
CUCTEMY, KOTOpasA OO0/KHA MCMO/b30BaTbCA AN CTaHAAPTHLIX afMWHUCTPATUBHbLIX U BU3HEC-MPUNOKEHUI,
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Hanpumep, nnatexke, GUHAHCOB, OTUCTUKU U NPUNOKEHUIN yNpaBieHUa nepcoHanom); uam, (ii) noctoaHHo
3allMLIEeHa npouesypamu, YCTaHOB/EHHbIMM A MHOPMALMM, KoTopas bblia chneumanbHO onpegeseHa
KPUTEPUAMM, YCTAaHOBNEHHbIMK [MPaBUTENLCTBEHHBIM PACMOPSAXKEHMEM WAM 3aKOHOM KoOHrpecca, 6biTb
KnaccmMduUumpoBaHHOM B MHTEpEecax HalMOHaIbHON 060POHbI UM BHeWwHen noamtukn. [44 U.S.C. CLUA, CeKuuns
3542].

SKCNNYATAUMOHHDBIE MEPbl: Mepbl 6e3onacHocT (TO ecTb, Mepbl 3aWuUTbl WAKM  KOHTPMEpbl) Ans
MHOOPMALMOHHOM CUCTEMbI, KOTOpble pPeann3oBaHbl W  BbINOJAHEHbl MNpexae Bcero Awgbmu (B
NPOTMBONONOXKHOCTb CUCTEMAM).

OPTFAHUSALINA: PepepanbHOe areHTCTBO MU, ECIU NPUMEHUMO, Nt060I U3 ero onepaLMoHHbIX 3/1eMEHTOB.

NOTEHLUMANBHOE BO3AEACTBUE: MoTeps KOHOUAEHUMANBHOCTU, UEAOCTHOCTM WAW AOCTYNMHOCTM, Kak
oXugaetca, OyaeT WMMeTb OrpaHMYeHHoe OTpuuaTeNbHOe BO3AENCTBUME, Cepbe3Hoe OoTpuulaTesbHoe
BO34ENCTBME WAM TAXKENOe WAM KaTacTpoduyeckoe OTpuUaTesbHOe BO3AENCTBME HaA AeATeNbHOCTb
OopraHM3aumMn, akTUBbI OpraHu3auum unm atogen. [NMybamkauma 199 FIPS]

3AMNUCKN: Bce KHurn, b6ymarn, KapTtbl, ¢oTorpaduun, MalMHOYMTaeMble MaTepuanbl WAM  Apyrue
OOKYMEHTaNnbHble MaTepuanbl, HE3aBUCMMO OT GU3MYECKON GOPMbl MAW XapaKTEPUCTUK, CAENaHHble WK
nonyyeHHble areHTcTBOM [Npasutenscrea CoeanHeHHbIx LLTaToB B cooTBeTcTBMU C DepepasibHbIM 3aKOHOM UK
B CBA3M C 06LLel AeATe/IbHOCTbIO U COXPaHEHHble UAM NOAFOTOB/IEHHbIE ANA COXPAHEHWUA STUM areHTCTBOM UK
€ro 3aKOHHbIM MNPEEMHMKOM KaK CBUAETENbCTBO CTPYKTYPbl, PYHKLWUA, NOAUTUK, PELUEHMN, Npoueayp,
OeATeNbHOCTU UK Apyrux paboT MpaBuTenbcTBa UM M3-33 MHGOPMALMOHHOTO 3HAYEHUA OAHHbIX B HUX. [44
U.S.C. CLLWA Cekums 3301]

PUCK: YpoBeHb BO34eNCTBMA Ha AeATeNbHOCTb OpraHusauMu (BKAtOYaa npeaHasHaydeHue, GyHKUMU, UMUOK
UAW penyTauuio), aKTUBbI OpraHM3auMM UAU Alo4el, ciedylowmne U3 UCNoAb30BaHUA WMHPOPMALMOHHOM
CUCTEMbI, NoABEPraeMoi NoTeHLNaAbHOMY BO3AENACTBUIO YIPO3bl, U BEPOATHOCTb NOABAEHMA YIPO3bl.

YMPABJIEHUE PUCKAMM: Mpouecc ynpaBaeHUs pUcKamu B OTHOLLEHUWN AeATe/IbHOCTU OpraHusaunmn (BKaoyan
npegHasHadyeHme, GYHKLUN, UMUAK, UAN PenyTaLmio), akTMBOB OpraHM3auuu AW noaen, cneayrowmmm ms
NCNo/Ib30BaHMA MHPOPMALMOHHON cUCTEMbI, BKAtOYatowmii: (i) npoBeseHWe OUEHKM cTeneHn pucka; (ii)
peanunsaums cTpaTermm yMmeHblUEeHMA PUCKa; U (iii) ncnonb3oBaHMe TEXHONOIMIA U Npoueayp 414 HeNnpepbIBHOro
MOHMUTOPWMHTIA COCTOAHUA 6e30NacHOCTU MHPOPMALIMOHHOM CUCTEMBI.

MEPbI 3ALLUTDI: 3awwmTHbIe Mepbl, NpegnucaHHble, YToObl BbINOJHUTL TPeboBaHUA HGe3onacHocTU (TO ecTb,
KOHOUAEHUMANbHOCTb, LEeNOCTHOCTb U AOCTYNHOCTbL), onpeaesieHHble A1a UHGOPMALNOHHON cuctembl. Mepbl
3aWMTbl  MOTYT BK/OYATb CPEACTBA 3alUWTbl, OrpPaHUYeHUs ynpaB/ieHWs, 6e30nacHOCTb MNepcoHana MU
6e30nacHOCTb GM3NYECKUX CTPYKTYP, obnactelt n ycTponcTB. [MHcTpykuma 4009 CNSS, YTouHeHHasa] CUHOHUMUYHO
¢ mepamu be3ornacHocMu U KOHMpmMepamu.

OYUCTKA: Mpouecc ypaneHua wuHdoOpmauum u3 HocuTena MUHPopmMauMm TaK, 4YTO WMHPOPMALMOHHOE
BOCCTaHOB/IEHME MHPOPMALMM CTAHOBUTCA He BO3MOXKHbIM. OHa BKOYaET yaaneHMe BCEX METOK, MapKUPOBOK
W KypHanoB onepauunit. [MHctpyKkumsa 4009 CNSS, YTouHeHHas)

KATEFTOPUA BE3ONACHOCTU: KATEFOPUA BE3OMACHOCTU: XapaKTepucTMKa MHPopmaumm  uau
MHPOPMALMOHHON CUCTEMbI, OCHOBAHHAsA Ha OLLeHKe NOTEeHUMANbHOro BO3AENCTBUSA, KOTOPOE MMeNoChb Bbl Ha
0eATeNbHOCTb OPraHU3aL MM, akTUBbI OPraHN3aLUMKn UK NtoAel OT NOTEPU KOHPUAEHUNANBHOCTU, LENOCTHOCTH
WU JOCTYNHOCTM TaKo MHGOPMAUUM AU MHGOPMALMOHHOM cucTemsl. [Mybamkauma 199 FIPS]

MEPbI BE3OMACHOCTU: OpraHunsaLMOHHbIE, SKCM/yaTaLMOHHbIE M TEXHUYECKMe Mmepbl (TO ecTb, Mepbl 3aLuThbl
WUAN KOHTPMEPbI), NpeanucaHHble Aaa MHGOPMALNOHHON CUCTEMDI, YTOObI 3alLUTUTL KOHOUAEHUMANBHOCTD,
LEeNOCTHOCTb M AOCTYNHOCTb CUCTEMBI U ee MHbOoPMaumu. [Mybavkaumus 199 FIPS]
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nHdopmMaunm n MHpopMaUMOHHbBIX cUCTEM

BA30BbIA MEPbl BE3OMACHOCTU: Habop MMHUManbHbIX Mep 6e30MacHOCT, OnpeaeneHHbIX A
MHPOPMALNOHHOMN CUCTEMBI HU3KOFO BO3L,ENCTBUA, YMEPEHHOIO BO3L4ENCTBUA MU BbICOKOTO BO3AENCTBUSA.

LLE/Ib BE3OMACHOCTU: KoHbuMAaeHUNanbHOCTb, LLeNOCTHOCTb AN A0CTYNHOCTb. [My6ankauma 199 FIPS]
MNNAH OBECNEYEHUA BE3OMNACHOCTU: Cm. MNnaH 6€30MacHOCTU CUCTEMBI.

TPEBOBAHUA BE3OMNMACHOCTU: TpeboBaHuA, NpeanmcaHHble MHGOPMALMOHHOM CUCTEME, KOTOPbIE NOAYYEHbI
M3  [EeNCTBYIOLMX 3aKOHOB, [1paBUTENbCTBEHHbLIX PACMOPANEHUN, [AWPEKTUB, MOJUTUK, CTAHAAPTOB,
MHCTPYKUMIA, HOPMATUBHbLIX AOKYMEHTOB WAM Npoueayp, WA npeaHasHayeHue/0eaTeNibHOCTM OpraHusaumu
ana Toro, 4Tobbl rapaHTMPoBaTb KOHOUAEHLMANBHOCTb, LENOCTHOCTb WM AOCTYNHOCTb 0b6pabaTbiBaeMown,
XPaHUMOM uan nepegasaemoi MHGopmaLmu.

JOUPEKTOP ATEHTCTBA NO MHGOPMALIMOHHOM BE3OMNACHOCTM: [l0/3KHOCTHOE NNL0, OTBETCTBEHHOE 33
TO, 4YTOObI BbINOMHATL 00513aHHOCTU [MpeKTopa no nHbopmaunm, onpeaeneHHole FISMA, n cnyXuTb OCHOBHOW
cBA3blo [npeKktopa No MHPOPMALMM C CAHKLMOHUPYIOWMMWN SOMKHOCTHBIMM IMLAMUM areHTCTBa, BAaAeNbLaMm
MHPOPMALMOHHOM CUCTEMBI U COTPYAHMKaMK 6e30MacHOCTU MHPOPMALMOHHOM cucTemsl. [44 U.S.C. CLLA, CeKkums
3544]

CUCTEMA: Cm. MHPOPMALIMOHHAA CUCTEMY.

MNAH BE3OMACHOCTU CUCTEMbI: ®dopmanbHbIit AOKYMEHT, KOTOpblit obecneynBaeT npeacTaB/ieHue
TpeboBaHMIt 6e3onacHOCTU ANA UHGOPMALMOHHON CUCTEMDBI M OMUCLIBAET CYLLECTBYIOLLME UAW NAAHUPYyEMbIE
Mepbl 6e30nacHOCTN g8 TOro, YTobbl YA0BAETBOPUTb 3TU TpeboBaHus. [NIST CneumnanbHasa My6amkaums 800-18,
Bepcusa 1]

TEXHUYECKUE MEPbI BE3OMNMACHOCTU: Mepbl 6e3onacHocTh (TO ecTb, Mepbl 3alWMTbl UAN KOHTPMEpPbLI) A
MHPOPMALMOHHON CUCTEMDBI, KOTOPblE Peasin30oBaHbl U BbINOJHEHbl MHGOPMALMOHHON CUCTEMON npexae
BCEr0 4Yepe3 MexaHW3Mbl, COAEPrKaBLUMECA B annapaTHbIX CPeacTBax, MPOrpammHOM obecrneyeHnn wuau
KOMMOHEHTaxX BCTPOEHHOI0 MUKPOMNPOrpamMMHOro obecneyeHmns cMCTEMbI.

YIPO3A: /lioboe 06CTOATENBCTBO MAM COObITUE C MOTEHUMANOM K HebnaronpuATHOMY BO34EMCTBUIO Ha
0eATeNbHOCTb OpraHM3aummn (BKAOYaa npefaHasHavyeHue, OYHKUMKM, UMUOXK WAW  penyTaumio), aKTuBbl
opraHu3aumm uam nogein yepes MHGOPMALMNOHHYIO CUCTEMY MOCPEACTBOM HECAHKLMOHMPOBAHHOIO A0CTyNa,
paspyLleHnna, pacKkpbITMA, moandukaumm nHbopmaumm n/mam oTkas cepsuca. TaKkKe, NOTEHUMANA UCTOUYHMKA
Yrpo3bl, YTOObI YCMELWHO MCMNO/Ib30BaTb ONPeAENeHHY0 YA3BUMOCTb MHPOPMALMOHHON CUCTEMBI. [MHCTPYKLMA
4009 CNSS, YTouHeHHas]

MCTOYHUK YIPO3bl: HamepeHne U MeTos , MMELWMNIN LUenb B HAMEpPeHHOM 3KCnyaTaumm ya3BMMOCTU UK
CUTyaUMn, U METOA, KOTOPbIA MOXKET CIy4alnHO MHULMUPOBATb YA3BUMOCTb. CUHOHUMUYHO C G2eHMOM y2po3bl.

MOJIb3OBATE/Ib: YenoBek MAM (CUCTEMHbIA) NpOLLECC, aBTOPWU30BaHHbIM Ha AOCTYN K WMHPOPMALMOHHOM
cucteme. [MHctpyKkuma 4009 CNSS)

YA3BUMOCTb: CnabocTb B MHGOPMALMOHHOM cucTeme, npoueaypax obecrneveHma 6e30nacHOCTU B CUCTEME,
BHYTPEHHMX Mepax 6e30macHOCTM MAM B UX peanusauuu, KoTopas morna 6biTb MCNosb3oBaHa Wau
MHULMNPOBAHA MCTOYHMKOM Yrpo3bl. [MHcTpyKuma 4009 CNSS, YTouHeHHas]
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NPUNOXEHUE B CCbI/IKH

[1] Komuter no Cuctemam HauumoHanbHoli 6e3onacHoct (CNSS) WUHcTpykumsa 4009, HauuoHansHbIl
occapuli no NHgopmayuoHHomy doseputo, Main 2003.

2] 3aKoH 06 anekTpoHHOM npasuTenbcTee 2002 (O6wecTBeHHbIN 3akoH 107-347), aekabpb 2002.

[3] MNybnukauma 199 CraHgapToB 06paboTkM deaepanbHon  uHPopmauum, CmaHOapmel 04
Kamezopuposarusa besonacHocmu ®edepanbHoli UHpopmayuu u UHopmayuoHHbIx cucmem, despanb 2004.

[4] 3aKoH 06 ynpaBneHun 6esonacHocTbio PegepanbHoint MHPopmauymm 2002 (ObwecTBEHHbIN 3aKoH 107-
347, 3aronosok lll), aekabpb 2002.

[5] MapnameHTckan pedopma ynpasBneHUs MHOOPMALMOHHLIMKU TexHosorammn 1996 (O6LecTBEHHbIN
3aKkoH 104-106), asryct 1996.

[6] HaunoHanbHbLIN MHCTUTYT CTaHAAPTOB M TexHonorui CneumanbHasa Mybnukaumsa 800-18, Bepcua 1,
Pykosodcmeo 0ns Paspabomku [lnaHos obecrnieyeHus 6es3onacHocmu 0458 ®edepanbHbiX UHGHOPMAYUOHHbIX
cucmem, pespanb 2006.

[7] HauMoHanbHbIA  MHCTUTYT CTaHAAPTOB M TexHosorni  CneuymanbHaa [lybamkauma 800-53,
PekomeHdyembie Mepol 6e3onacHocmu 05 edepasnbHblx UHGPOPMAUYUOHHbIX cucmem, espanb 2005.

[8] HauMoHanbHbI MHCTUTYT CTAaHAAPTOB M TexHonornii CneymanbHan Mybamkauma 800-60, Pykosodcmeo
0718 OmobpaxceHusa Tunos UHGpopmauuu u MHhopmayuoHHbIx cucmem K Kameaopuam 6e3onacHocmu, UOHb
2004.

9] MuHucTepcTBO ynpaBaeHna u O6wogxeta, Uuprkynap A-130, Mepexogawmin MemopaHaym #4,
YnpasneHue ®edepansHbiMu  UHGPOPMAUUOHHbIMU  Pecypcamu, [Mpunoxennem |ll, Bbe3onacHocme
®edepanbHbix ABMOMamMuU3Upos8aHHbIx MHGopmayuoHHbIX Pecypcos, Hosbpb 2000.
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MuHumanbHble TpeboBaHunsa 6e3onacHocTy anst PegeparnbHom
nHdopmMaunm n MHpopMaUMOHHbBIX cUCTEM

NPUNOXEHUE C AKPOHUMDbI

cio
CNSS
FIPS
FISMA
NIST
ovB
UsC

OnpeKkTop no nHpopmaumm

Komutet no Cuctemam HaumoHanbHOM 6e3onacHoCTH

CtaHaapTbl 06paboTkn depepanbHoO MHGOPMaLUM

3aKoH 06 ynpaBneHuun 6esonacHocTbio PeaepanbHoli MHGOpMauum
HavuMoHanbHbI MHCTUTYT CTAaHAAPTOB M TEXHOOTUIA

MuHUCTEpCTBO ynNpasaeHua u broaxketa

Kogekc CoegnHeHHbIx LLTtaToB
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