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Abstract

WordPress is an open-source blogging tool and content management system (CMS)
based on PHP and MySQL that is used to power anything from personal blogs to high-
traffic websites. Amazon Web Services (AWS) provides a reliable, scalable, secure, and
highly performing infrastructure for the most demanding applications.

A reference architecture that addresses common scalability and high availability
requirements has been outlined in the whitepaper, “WordPress: Best Practices on AWS”.
To implement that architecture, you can leverage AWS Elastic Beanstalk—a service that
reduces complexity by automatically handling the details of capacity provisioning, load
balancing, scaling, and application health monitoring. This whitepaper provides system
administrators with an overview of the steps involved.

Introduction

The first version of WordPress was released in 2003, and as such it was not built with
modern elastic and scalable cloud-based infrastructures in mind. Through the work of
the WordPress community and the release of various WordPress modules, the
capabilities of this CMS solution are constantly expanding. Today it is possible to build a
WordPress architecture that takes advantage of many of the benefits of the AWS
platform.


http://d0.awsstatic.com/whitepapers/wordpress-best-practices-on-aws.pdf

Amazon Web Services provides a number of application management services for
developers and administrators. Provided at no additional charge, AWS Elastic
Beanstalk, AWS OpsWorks, and AWS CloudFormation help you manage your AWS
cloud applications with added convenience and control. The following example shows
how to use AWS Elastic Beanstalk to deploy a WordPress-powered website with a
highly available architecture.

AWS Elastic Beanstalk is an application management service that facilitates quick
deployment and management of cloud applications. You simply upload your application,
and AWS Elastic Beanstalk automatically handles the details of capacity provisioning,
load balancing, Auto Scaling, and application health monitoring.

Implementation Walkthrough

This section presents a walkthrough of an example installation of WordPress with AWS
Elastic Beanstalk. In this example AWS Elastic Beanstalk launches an Elastic Load
Balancing load balancer and multiple web servers in separate AWS Availability Zones. It
also launches an Amazon Relational Database Service (Amazon RDS) database
instance running MySQL. In addition to resources managed via AWS Elastic Beanstalk,
this walkthrough also sets up an Amazon Simple Storage Service (Amazon S3) Bucket
for static assets, an Amazon CloudFront distribution, and an Amazon ElastiCache
cluster running the Memcached engine. Integrating WordPress with the above
architecture is accomplished via W3 Total Cache, a third-party open source plugin.

With this plugin you can do the following:
e Store static assets (e.g., media library, theme files, etc) on Amazon S3, thus creating
a stateless web tier and offloading this workload from your web servers.

e Serve those assets via Amazon CloudFront, Amazon’s content delivery network,
thus reducing the latency for users around the globe.

e Use ElastiCache’s Memcached engine to perform database caching, thus improving
performance and reducing the load on the database.

¢ Implement browser and CloudFront caching using cache-control, future-expire
headers and entity tags (ETag), thus further improving the end user experience.

Unless otherwise specified, the links in the steps are to the related AWS service
documentation.

1. First, create an AWS ldentity and Access Management (IAM) user to be used by the
WordPress plugin to access Amazon S3.


https://wordpress.org/plugins/w3-total-cache/

How to: Creating an IAM User in Your AWS Account.!

Note: IAM roles provide a better way of managing access to AWS resources, but at
the time of writing the W3_Total_Cache plugin does not support IAM roles.?

Enter User Names:

1. wp-demo

2.

Maximum 64 cl

Generate an access key for each user

2. Next, take note of the user security credentials and store them in a secure manner:

Your 1 User(s) have been created successfully.
This is the last time these User security credentials will be available for download.

You can manage and recreate these credentials any time
» Show User Security Credentials

3. Now create an Amazon S3 bucket in the region of your choice.

How to: Creating a Bucket.®

! http://docs.aws.amazon.com/IAM/latest/UserGuide/Using_SettingUpUser.html
2 http://docs.aws.amazon.com/IAM/latest/UserGuide/role-usecase-ec2app.html
% http://docs.aws.amazon.com/AmazonS3/latest/UG/CreatingaBucket.html
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Create a Bucket - Select a Bucket Name and Region

A bucket is a container for objects stored in Amazon S3. When creating a bucket, you can choose a Region
to optimize for latency, minimize costs, or address regulatory requirements. For more information regarding
bucket naming conventions, please visit the Amazon S3 documentation

Bucket Name: wp-demo

Region: Ireland .

Set Up Logging > Cancel

4. Upload an index.html page. Amazon S3 returns this index document when
requests are made to the root domain or any of the subfolders.

How to: Uploading Objects into Amazon S3.*

5. Enable static website hosting for that bucket.

How to: Configure a Bucket for Website Hosting.®

4 http://docs.aws.amazon.com/AmazonS3/latest/UG/UploadingObjectsintoAmazonS3.html
® http://docs.aws.amazon.com/AmazonS3/latest/dev/HowDolWebsite Configuration.html
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Bucket: wp-demo X

Bucket: wp-demo
Region: Ireland

Creation Date: Mon Dec 01 10:11:20 GMT+000 2014
Owner: Me

» Permissions

~ Static Website Hosting

You can host your static website entirely on Amazon S3. Once you enable your bucket
for static website hosting, all your content is accessible to web browsers via the Amazon
S3 website endpoint for your bucket.

Endpoint: wp-demo.s3-website-eu-west-1.amazonaws.com

Each bucket serves a website namespace (e.g. "www.example.com™). Requests for your
host name (e.g. "example.com" or "www.example.com") can be routed to the contents in
your bucket. You can also redirect requests to another host name (e.g. redirect
"example.com" to "www.example.com"). See our walkthrough for how to set up an

Amazon S3 static website with your host name.

) Do not enable website hosting

@ Enable website hosting

Index Document: index.html

Error Document:

» Edit Redirection Rules: You can set custom rules to automatically redirect
web page requests for specific content.

6. Attach an IAM policy to the IAM user created previously to allow access to the
specific bucket.

How to: Managing IAM Policies.®

"Version": "2014-12-10",
"Statement": [
{
"Sid": "Stmt1389783689000",
"Effect": "Allow",

® http://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html
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"Action": [
"s3:DeleteObject",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:ListBucket",
"s3:PutObject",
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::wp-demo",
"arn:aws:s3:::wp-demo/*"

Download the WordPress application code to create your initial application code
bundle (in this case wordpress-4.0.1.zip from http://wordpress.org/download/).

Follow the included instructions to unzip this to your local file system. Create a copy
of wo-config-sample.php and rename it wp-config.php.

. wp-admin

. wp-content

. wp-includes
¥ index.php
|| license.tbd

|@| readme.html

|='| wp-activate.php
=) wp-blog-header.php

= wp-comments-post.php
C = wp—config.pha >

|< wp-config-sample.php

|='| wp-cron.php

=] wp-links-opml.php
= wp-load.php

= wp-login.php

= wp-mail.php

|=| wp-settings.php
= wp-signup.php
=) wp-trackback.php
= xmlrpc.php



http://wordpress.org/download/

9. Editthe wp-config.php file, by configuring database connectivity information with
the use of Amazon RDS environment variables’ that AWS Elastic Beanstalk
maintains automatically for you®. In addition you can add other environment variables
(e.g., for the authentication unique keys and salts). To do that, you can take
advantage of AWS Elastic Beanstalk’s ability to customize environment variables as
explained in Customizing and Configuring a PHP_Environment.®

For more details on the WordPress configuration, you can visit
http://codex.wordpress.org/Editing_wp-config.php or see the example below.

<?php

/** Detect 1f SSL is used. This is required since we are
terminating SSL either on CloudFront or on ELB */
if (($_SERVER['HTTP CLOUDFRONT FORWARDED PROTO'] ==
'https') OR (S SERVER['HTTP X FORWARDED PROTO'] ==
'https'))

{$ SERVER['HTTPS']='on';}

/** The name of the database for WordPress */

define ('DB NAME', $ SERVER["RDS DB NAME"]) ;

/** MySQL database username */

define ('DB USER', $ SERVER["RDS USERNAME"]) ;

/** MySQL database password */

define ('DB PASSWORD', $ SERVER["RDS PASSWORD"]) ;

/** MySQL hostname */

define ('DB HOST', $ SERVER["RDS HOSTNAME"]) ;

/** Database Charset to use in creating database tables. */
define ('DB_CHARSET', 'utf8');

/** The Database Collate type. Don't change this if in

doubt. */
define ( 'DB_COLLATE' ; YY) e
VAot ACES

* Authentication Unique Keys and Salts.
* Change these to different unique phrases!

*/

define ('AUTH KEY', $ SERVER["AUTH KEY"]);

define ('SECURE_AUTH KEY', $ SERVER["SECURE AUTH KEY"]);
define ('LOGGED IN KEY', $ SERVER["LOGGED IN KEY"]);
define ('NONCE KEY', $ SERVER["NONCE KEY"]) ;

define ('AUTH SALT', $ SERVER["AUTH SALT"]);

define ('SECURE_AUTH SALT', $ SERVER["SECURE AUTH SALT"]);
define ('LOGGED IN SALT', $ SERVER["LOGGED IN SALT"]);
define ('NONCE_SALT', $ SERVER["NONCE_SALT"]);

" http://docs.aws.amazon.com/elasticheanstalk/latest/dg/create_deploy PHP.rds.html

® This is assuming you create an RDS instance as part of the Elastic Beanstalk Environment. In step 13 we will
explain why you might prefer not to do that in a production environment.

® http://docs.aws.amazon.com/elasticheanstalk/latest/dg/create_deploy PHP_custom_container.html
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/FFER=*/

/**
* WordPress Database Table prefix.
*/
Stable prefix = 'wp ';
/**
* WordPress Localized Language, defaults to English.
*/
define ("WPLANG', ''");

/**
* For developers: WordPress debugging mode.
*

* Change this to true to enable the display of notices
during development.
“f
define ('WP_DEBUG', false);
/** Absolute path to the WordPress directory. */
if ( !defined ('ABSPATH') )
define ('ABSPATH', dirname( FILE ) . '/');
/** Sets up WordPress vars and included files. */
require once (ABSPATH . 'wp-settings.php'):;

10. Now set the values for the Authentication Unique Keys and Salts environment
variables. You could do this via the AWS console but instead—in our example—we
create a folder called .ebextensions in the root folder of the local copy of the
WordPress application code.

Tip: If you are using Windows Explorer, you need to name the folder
.ebextensions. in order to create a folder with a dot prefix. The last dot will be

removed automatically.



( ) .ebextensions)

. wp-admin

. wp-content
. wp-includes
|| .htaccess
|=] index.php
| license.txt
|@| readme.html

wp-activate.php

[x

wp-blog-header.php

[l

wp-comments-post.php

[l

(l

wp-config.php

wp-config-sample.php

[u

wp-cron.php

[l

wp-links-opml.php

[l

wp-load.php

|| wp-login.php
= wp-mail.php

[l

|<] wp-settings.php
=] wp-signup.php
|=] wp-trackback.php
|< xmlrpc.php

Inside the .ebextensions folder, add a file called keys . config with the following
content. Make sure you replace the authentication unique keys and salts with
different unique phrases, as this is for illustration only.

option settings:

- option name: AUTH KEY

value: 'AJDSAHCMEWKRSODJFIEWRJSDFMKSDMADS'
- option name: SECURE AUTH KEY

value: 'SAJDSANCMEWKRSODJFIEWRJSDFMKSDMAD'
- option name: LOGGED IN KEY

value: 'DSAJDSADCMEWKRSODJFIEWRJSDFMKSDMA'
- option name: NONCE KEY

value: 'ADSAJDSAKCMEWKRSODJFIEWRJSDEMKSDM'
- option name: SECURE AUTH SALT

value: 'MADSAJDSAKCMEWKRSODJFIEWRJSDFMKSD'
- option name: LOGGED IN SALT

value: 'DMADSAJDSAKCMEPKRSODJFIEWRJSDFEMKS'
- option name: NONCE SALT

value: 'SDMADSAJDSAKCMEWKHSODJFIEWRJSDFMK'
- option name: AUTH SALT



value: 'KSDMADSAJDSAKCMEWKRSODJJIEWRJSDEM'

11. Next, create an AWS Elastic Beanstalk environment. Specify a Web Server tier with
the default PHP container and of the type Load balancing, autoscaling.

How to: Launching New Environments.*°

Environment Type

Choose whether to launch an environment and if so which tier and type

] Launch a new environment running this application

Environment tier Web Server E{ Learn more
Elastic Beanstalk will create a Web Server 1.0 environment
Predefined configuration PHP E! Looking for a different platform? Let us know
Elastic Beanstalk will create an environment running PHP 5.5 on 64bit Amazon Linux 2014.09 v1.0.9. Change Defaults
Environment type Load balancing, autoscaling EI Learn more

Zip the application code making sure you include the files and subfolders
themselves, rather than zipping the parent folder - e.g. there should be no top-level
directory (subdirectories are fine). Then upload the zip file as the source of the initial
application version:

Application Version

Select a source for your application version

Source: @ Sample application

® Upload your own (Learn more)

... | wordpress-4-0-1-depioyment-01.zip

(e g https//s3 amazonaws com/s3Bucket/s3Key)

12. Type a unique environment name and URL:

19 http://docs.aws.amazon.com/elasticheanstalk/latest/dg/using -features.environments.html
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Environment Information

Enter your environment information. Learn more

Environment name wp-demo-env
Environment URL wp-demo-env elasticbeanstalk com Check availability
Description Optional: 200 character maximum

13. You can now enable the option to create an Amazon RDS MySQL instance as part
of your Elastic Beanstalk environment. You will configure this in a subsequent step.
Please note that in a production environment it is instead recommended to create the
RDS instance separately — not via AWS Elastic Beanstalk but through the Amazon
RDS console, CLI, or API. This would allow you to take advantage of Elastic
Beanstalk’s more advanced features such as zero downtime deployments'’. For this
example we also did not select the ‘Create this environment inside a VPC’ option®?
which is another recommended configuration for production environments.

Additional Resources

Select additional resources for this environment
i¥: Create an RDS DB Instance with this environment Learn more

Create this environment inside a VPC Learn more

In the next page, select an instance type for your web servers and specify an existing
Amazon Elastic Compute Cloud (Amazon EC2) key pair to be able to login to the
instances of the environment via Secure Shell (SSH). If you have no Amazon EC2
key pairs configured, you need to create one, as explained in the AWS
documentation.*® You should also set up a simple health check for the Elastic Load
Balancing load balancer by configuring an application health check URL. In our
example this will be a simple static file from the root folder of the application

™ http://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using -features. CNAMESwap.html

2 |In practice if you are launching in a region where your account does not support the EC2-Classic platform and
you don’t tick the ‘Create this environment inside a VPC’ option, your resources will be deployed in your Default
VPC. You can read more at http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/default-vpc.html

¥ http://docs.aws.amazon.com/gettingstarted/latest/wah/getting -started-prereq.html#create-a-key-pair
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(HTTP:80/readme.html) that will be used to confirm Apache web server is running
and responding to HTTP requests.

Configuration Details

Modify the following settings or click Next to accept the default configuration. Learn more

Instance type: t1.micro El

Determines the processing power of the servers in your environment

EC2 key pair. wp-demo E| Refresh 2

Optional: Enables remote login to your instances

Email address: OPIIOHH\ Get notified about any major f'hﬁ.ﬂ:‘.f-Q to your environment

Application health check HTTP:80/readme html
URL Enter the relative URL that ELB continually monitors to ensure your application is available

Enable rolling updates: [E] Lets you control how changes 1o the environment's instances are propagated. Learn more

Cross zone load [ Enables load balancing across multiple Availability Zones. Learn more
balancing

Connection draining: ¥
Enables the load balancer to maintain connections to an Amazon EC2 instance to complete in-progress requests while also
stopping new requests. Learn more

Connection draining | 20 H | seconds

limeoul:  piaximum time that the load balancer maintains connections to an Amazon EC2 instance before forcibly closing connections

14. When you create a new environment, you can also specify tags to categorize the
environment. Tags can help you identify environments in cost allocation reports,
especially if you have many to manage. For example, you could create a key-value
pair for the website name so that this appears in cost reports:

Environment Tags

You can specify tags (key-value pairs) for your Environment. You can add up to 7 unique key-value pairs for each Environment

Key (128 characters maximum) Value (256 characters maximum

1. website exampie.com Q

15. Use the next page to configure the Amazon RDS database. Since this is just a test
environment, opt for the Single Availability Zone deployment. For actual production
workloads, the Multiple Availability Zones option is recommended.



RDS Configuration

3pecify your RDS settings. Learn more

Snapshot None E| Refresh &

DB engine: mysql E| Refresh &

Instance class: db_t1.micro E| Refresh &
Allocated storage 5 & | GB

You must specify a value from 5 GB to 1024 GB

Username: | admin
Password sesssssssssee

Retention setting: Create snapshot B
Terminating your environment can permanently delete your Amazon RDS DB instance and all its data. By default, AWS Elastic
Beanstalk saves a snapshot, which preserves your data but may incur backup storage charges. Learn more

Availability: Single Availability Zone E|

In a few minutes, your AWS Elastic Beanstalk environment is up and running:

Overview < Refresh
Health Running Version Configuration
Green First Release 64bit Amazon Linux 2014.03
v1.0.4 running PHP 5.5
Monitor Upload and Deploy
Edit
Recent Events Show All
Time Type Details
2014-07-14 16:43:46 UTC+0100  INFO Adding instance 10 your emironment
2014-07-14 16:43:10 UTC+0100 = INFO Successfully launched emvironment
2014.07-14 16:43:09 UTC+0100 = INFO Application available » elasticbeanstalic com
2014-07-14 16:36:23 UTC+0100 = INFO Waiting for EC2 instances to launch. This may take a few minutes
2014-07-14 16:34:.59 UTC+0100 = INFO Created RDS database named

Click Show All and note the security group name information from the events list:
This will be required in a subsequent step.

16. The next step involves the creation of an ElastiCache Memcached cluster. Before
launching the cluster, we first need to create a security group to control access to the
Memcached instances.



Create Security Group

Security group name | | ) |wu:rdpress—e|astiu:ache
Description | | ) ISecurily Group for the elasticache cluster
VPe (D |vpo S T ¢ |

*denotes default WPC

Please note that if you are running your ElastiCache nodes in Amazon VPC (including
Default VPC' as in our example), you control access to your cache clusters with
Amazon VPC security groups. For more information on using ElastiCache in an
Amazon VPC, see ElastiCache and Amazon Virtual Private Cloud™ and Using
ElastiCache with Amazon Virtual Private Cloud (VPC)®. Instead if you are running

your ElastiCache nodes in EC2-Classic you will need to create ElastiCache security
17

roups.

17. You can now authorize the security group of your web servers (from step 15) by
adding an inbound rule to the security group you created for your ElastiCache
cluster. VPC Security groups are explained in the Amazon Virtual Private Cloud User
Guide.®

Edit inbound rules X
Type (i) Protocel (i) Port Range (i) Source (i)
| Custom TCP Fule 7| [TcP 11211 Custom IP | [sgio s 6@

Add Rule Cancel m

18. You are now ready to launch the ElastiCache cluster with the Memcached engine,
which in this example consists of two nodes.

How to: Create a Cache Cluster.*®

 http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/default-vpc.html

'3 http://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/ElastiCacheAndVPC.html

'8 http://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/ManagingVPC.html

'7 http://docs.aws.amazon.com/AmazonElastiCache/latest/ UserGuide/CacheSecurityGroup.html

'8 http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html

9 http://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/GettingStarted. CreateCluster.htm!
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Specify Cluster Details

Cluster Specifications

Engine Memcached (5 ]

Engine Version 1.4.14 -0

Port" 11211 (i ]

Parameter Group default memcached1.4 -0
Configuration

Cluster Name*  wp-demo 0

Node Type cache.m3.medium (278GB ... ~ €

Number of Nodes* 2 &)

19. In the second step, specify that you want to spread the nodes across Availability
Zones and select the security group you created earlier:

Configure Advanced Settings

Network & Security
Cache Subnet Group default )

Availability Zone(s) |Spread Nodes Across Zones  ¥| €

VPC Security Group(s) |AsE=amthissiseminmme Al (1 )

Maintenance
Maintenance Window © Select Window ® No Preference €@

Topic for SNS Notification® | Disable Notifications ;] Manual ARN input €)

*Required Cancel Previous Next




Please note that this example deploys the cluster into the Default VPC and uses the
default Cache Subnet Group®. In addition we did not specify an Amazon Simple
Notification Service (Amazon SNS) notification topic. For a production environment, it is
best to configure those.

Within a few minutes, the ElastiCache cluster is up and running. Keep a note of the
endpoints of the ElastiCache nodes as we are going to need them in a subsequent step.

20. Now create a CloudFront web distribution.

How to: Task List for Creating a Web Distribution.?*

step 1: selectdelivery metnos  O€I€Ct @ delivery method for your content. (2]

Step 2. Create distribution
Web

Create a web distribution if you want to

* Speed up distribution of static and dynamic content, for example, .htmi, css, php, and graphics files
 Distribute media files using HTTP or HTTPS

= Add, update, or delete objects. and submit data from web forms.

e Use live streaming to stream an event in real time

You store your fiies in an origin — either an Amazon S3 bucket or a web server. Afler you create the distribution, you can
add more origins to the distribution

RTMP

Create an RTMP ( N 10 speed up ( n of your g media files using Adobe Flash Media Server’s RTMP
protocol. An RTMP distribution allows an end user to begin playing a media file before the file has finished downloading from
a CloudFront edge location. Note the following

* To create an RTMP distribution, you must store the media files in an Amazon S3 bucket
* To use CloudFront live streaming, create a web distribution

Cancel

21. Set up your distribution so that by default it uses the Environment URL of the AWS
Elastic Beanstalk environment (from step 12) as its origin:

2 hitp://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/CacheSubnetGroups. html
2 http://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-creating.html
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Create Distribution
Origin Settings
Origin Domain Name
Origin Path
Origin ID

Origin Protocol Policy

HTTP Port

HTTPS Port

wp-demo-eny elasticheanstalk.com

Custom-wp-demo-eny elasticbeanstalk

® HTTP Only
' Match Viewer

ga

443

@ ¢ © @ @ @

In a production environment you might want to set the Origin Protocol Policy to
Match Viewer protocol so that if the viewer connects to CloudFront using HTTPS,
CloudFront will connect to your origin using HTTPS as well, achieving end-to-end
encryption. This requires that you install a trusted SSL certificate on the load
balancer as explained in the AWS Elastic Beanstalk Developer Guide.?

22. Because the default cache behavior associated with this origin will serve the dynamic
content of the front end, use the following configuration:

a. Allow all HTTP methods since the dynamic portions of the website require both
GET and POST requests (e.g., to support POST for the comment submission
forms).

b. Forward only the cookies that vary the WordPress output—e.g., wordpress_*,
wp-settings-* and comment *. You will need to extend that list if you have
installed any plugins that depend on other cookies not in the list.

c. Forward only the HTTP headers that affect the output of WordPress. This
example enables the CloudFront-Forwarded-Proto header (so that the same
page is cached separately if accessed via HTTP or HTTPS) and the three
device-detection headers of CloudFront (CloudFront-Is-Desktop-Viewer,
CloudFront-Is-Mobile-Viewer, CloudFront-Is-Tablet-Viewer) that you can use
to customize the HTML output of your themes based on the end user’s device

type.

d. Forward Query Strings as WordPress relies on those.

2 hitp://docs.aws.amazon.com/elasticheanstalk/latest/dg/using -features.managing.elb.html
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Path Pattern

Viewer Protocol Policy

Allowed HTTP Methods

Cached HTTP Methods

Forward Headers

Whitelist Headers

Object Caching

Minimum TTL
Forward Cookies

Whitelist Cookies

Forward Query Strings

Default Cache Behavior Settings

Default (*)

@) HTTF and HTTPS
() Redirect HTTE to HTTPS
© HTTPS Only

© GeT, HEAD
©) GET, HEAD, OPTICNS

@) GET, HEAD, OFTIONS, FUT, POST, PATCH, DELETE

GET, HEAD (Cached by default)
[Tormions

Whitelist «

Filter headers or enter

Accept

Accept-Charset
Accept-Datetime
Accept-Languags
Authorization
CloudFront-Viewer-Country

@ yse Origin Cache Headers

'/ Customize

Whitelist w

wordpress_®
wp-settings-~
comment_*

@ ves
'_’ No (Improves Caching)

o
o
i}
‘Add Custom 4 header(s) whitelisted
>
CloudFront-Forwarded-Proto -
CloudFront-ls-Desktop-Viewer
Add >> CloudFront-|s-Mobile-Viewer
ClowdFront-Is-Tablet-Viewsr
<< Remove
(1]
i}

23. Now create two more cache behaviors for dynamic content, one for the login page
(path pattern: wp-1login.php) and one for the admin folder (path pattern: wp-

admin/*). Those two behaviors have the same exact settings. For example, for both

behaviors you enforce the use of HTTPS and whitelist all cookies and HTTP
headers. The reason is that this section of the website is highly personalized and

typically has just a few users; caching efficiency is not a primary concern here. You
can keep configuration simple and ensure maximum compatibility with any installed
plugins by just passing all cookies and headers back to the origin.



Cache Behavior Settings

Path Pattern  wp-admin/* 3]
origin | Ejastic Load Balancing (dynamic) .~ O
Viewer Protocol Policy © HTTP and HTTPS (3]
© Redirect HTTP to HTTPS
C)HTTPS Only
Allowed HTTP Methods © GET, HEAD (i)
© GET, HEAD, OPTIONS
© GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE
Cached HTTP Methods GET, HEAD (Cached by default) &
[CJOPTIONS
Forward Headers = 5|+ i)
Object Caching Use Origin Cache Headers &
® customize
When you choose to forward all headers to the origin,
CloudFront does not cache your objects. In that
configuration, Minimum TTL must be 0 seconds.
Minimum TTL g (3 )
Forward Cookies = Ajl + (]
Forward Query Strings @ Yes (3]

© No (Improves Caching)




Software Installation

24. Once the CloudFront changes are deployed, point your browser to the host name of
the CloudFront distribution,”® and follow the installation process:

Welcome

Welcome to the famous five-minute WordPress installation process! just fill in the information below and
you'll be on your way to using the most extendable and powerful personal publishing platform in the world.

Information needed

Please provide the following information. Don‘t worry, you can always change these settings later.

Site Title wp-demo

Username admin
Usernames can have only alphanumeric characters, spaces, underscores, hyphens, periods and the
@ symbol.

Password, twice sssssssssesee

A password will be

automatically generated Ssssscsssneee

for you if you leave this

blank. Strong

Hint: The password should be at least seven characters long. To make it stronger, use upper and
lower case letters, numbers, and symbols like!" ?$ % A & ).

25. Submit this form to initialize the database content. The website is now functional.

% |n a real environment, you would instead use Amazon Route 53 to point to the actual domain name of the website
you are about to install.



Success!

WordPress has been installed. Were you expecting more steps? Sorry to disappoint.

Username admin
Password Your chosen password.
Log In

26. The WordPress installation script sets the WordPress Address (URL) and Site
Address (URL) settings to the host name of the Elastic Load Balancing load
balancer. To correct this, visit the WordPress General Settings tab and set it to the
right domain name for your web site (in this example simply the host name of the
CloudFront distribution).

General Settings

Site Title wp-demo

Tagline Example WordPress installation on Elastic Beanstalk

In a few words. explain what this site is about.

WordPress Address (URL) http:// .cloudfront.net

Site Address (URL) http:// .cloudfront.net
Enter the address here if you want your site homepage to be different from the directory you installed WordPress.




27. Now log in to the WordPress admin panel and install the W3 Total Cache plugin via
the user interface:

Add Plugins upload piugin

Search Results Featured Popular Favorites Keyword |~ w3 total cache
———— o
'8 1 of6 » »
W3 Total Cache W3 Total Cache Purge Install Now
Easy Web Performance More Details Al Page More Details
f Optimization (WPO) using caching: Purge all page from W3 Total

' \ browser. page. object. database. Cache when a post is published /

minify and content delivery updated.

network support.
By Todi Adiyatmo Wijoyo

By Frederick Townes
T O Last Updated: 1 year ago
* * * *‘t{' (4.623) Last Updated: 2 months ago
3.392 downloads Untested with your version of WordPress
4,018,773 downloads v Compatible with your version of WordPress

After the plugin is installed you will need to activate it:

Installing Plugin: W3 Total Cache 0.9.4

Downleading install package from https://downloads.wordpress.org/plugin/w3-total-cache.@.9.4.zip ..
Unpacking the package ...
Installing the plugin..

Successfully installed the plugin W3 Total Cache 0.9.4.

Activate Plugin [JReturn to Plugin Installer

28. Next, start enabling the W3 Total Cache plugin features. A detailed description of all
settings of the plugin is beyond the scope of this article. Please refer to the W3 Total
Cache plugin page at wordpress.org. In this example you first enable the Database
Cache feature from the Plugin’s General Settings.



Database Cache

Enable database caching to reduce post, page and feed creation time.

Database Cache: ¥| Enable
Caching database objects decreases the response time of your site. Best used if object caching is not possible.

Database Cache Method: Memcached M

Save all settings E

29. Then go to the Database Caching section of the plugin configuration to define the
ElastiCache nodes host names (from step 19).

Database caching via memcached is currently enabled.

To rebuild the database cache usethe empty cache operation.
General

¥ Don't cache queries for logged in users
Enabling this option is recommended to maintain default WordPress behavior.

Save all settings

Advanced
Memcached D001 .euw1.cache.amazonaws.com:11211 0002.euw1.cache.amazonaws.com:11211
hostname:port /
Test

IP:port:

Multiple servers may be used ond seperoted by o comma; e.g. 192.168.1.100:11211. domain.com:22122
Maximum lifetime of 180 seconds
cache objects: Determines the natural expiration time of unchanged coche items. The higher the value, the larger the cache.
Garbage collection 3600 seconds
interval: If coching to disk. specify how frequently expired cache dota is removed. For busy sites. o lower volue is best.

30. Now visit the Browser Cache section of the plugin's configuration and enable the
expires, cache control, and entity tag headers. Also activate the Prevent caching of
objects after settings change option so that a new query string will be generated
and appended to objects when the policy changes.



General

Specify global browser cache policy.

V] set Last-Modified header
Set the Last-Modified header to enable 304 Not Modified response.

v| Set expires header
Set the expires header to encourage browser caching of files.

V| Set cache control header
Set pragma and cache-control headers to encourage browser caching of files.

V| Set entity tag (eTag)
Set the Etag header to encourage browser caching of files.

7] set W3 Total Cache header
Set this header to assist in identifying optimized files.

V| Enable HTTP (gzip) compression
Reduce the download time for text-based files.

v] Prevent caching of objects after settings change
Whenever settings are changed, a new query string will be generated and appended to objects allowing the new policy to be applied.

Next, visit the CDN settings section of the plugin’s General Configuration. Enable
CDN and select CloudFront as an Origin Push CDN configuration (this will have
Amazon S3 as its origin). Then visit the CDN section to define the details®*:

 please note that W3 Total Cache has a 'Test S3 upload & CloudFront distribution' button. That test will fail unless
you also add the s3:ListAllMyBuckets action access right to the IAM user. Since this privilege is not required for
the plugin to function correctly, we have not included it in our example.



Configuration

We recommend that you use IAM to create a new policy for AWS services that have limited permissions. A helpful tool: AWS Policy Generator

Access key ID:

Secret key: 0000000000 NNINNNNNNNNNRNNNRINRRNES
Bucket: wp-demo Create bucket & distribution
SSL support: Auto (determine connection type automatically) H

Some CDN providers may or may not support 5L contact your vendor for more information.

Replace site’'s hostname with: cloudfront.net or CNAME:

Add CNAME
If you have already added a CNAME to your DNS Zone, enter it here.

31. You then need to export the media library and upload the wp-includes, theme files,
and custom files to Amazon S3 via the plugin’s functions:

“&i TOTAL CACHE

Plugin configuration successfully updated.

Make sureto export the media library ' and upload the| wp-includes || themefiles | custom files | files to the CDM

32. Now that the static files are stored on Amazon S3, go back to the Amazon
CloudFront configuration in the CloudFront console and configure Amazon S3 as the
origin for static content. To do that, add a second origin pointing to the Amazon S3
bucket used for that purpose:



Create Origin

Origin Settings

Origin Domain Name

Origin ID 33 (static content)

Restrict Bucket Access ' Yes

9 No

wp-demo.s3.amazonaws.com

33. Then create two more cache behaviors, one for each of the two folders (wp-
content and wp-includes) that should use the Amazon S3 origin rather than the
default Elastic Load Balancing origin.

Precedence Path Pattern

1 wp-admin/*

2 wp-login.php
3 wp-includes/*
4 wp-content/*

5 Default (*)

Origin

Elastic Load Balancing (dynamic)
Elastic Load Balancing (dynamic)
S3 (static content)

S3 (static content)

Elastic Load Balancing (dynamic)

Viewer Protocol Policy

Redirect HTTP to HTTPS
Redirect HTTP to HTTPS
HTTP and HTTPS
HTTP and HTTPS
HTTP and HTTPS

Forwarded Query Strings

Yes
Yes
Yes
Yes
Yes

Configure both in the same manner:

a. Serve GET HTTP requests only.

b. Amazon S3 does not vary its output based on cookies or HTTP headers, so you
can improve caching efficiency by not forwarding them to the origin via

CloudFront.

c. Despite the fact that these behaviors serve only static content (which accepts no
parameters), you will forward query strings to the origin. This is so that you can
use query strings as version identifiers to instantly invalidate, for example, older
CSS files when deploying new versions. For more information, see the Amazon
CloudFront Developer Guide.”®

% hitp://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Re placingObjects.html
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Create Behavior
Cache Behavior Settings
Path Pattern
Origin

Viewer Protocol Policy

Allowed HTTP Methods

Cached HTTP Methods

Forward Headers

Object Caching

Minimum TTL

Forward Cookies

Forward Query Strings

wp-includes/*

S3 (static content)

© HTTP and HTTPS
© Redirect HTTP to HTTPS
© HTTPS Only

© GET, HEAD
© GET, HEAD, OPTIONS

© GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

GET, HEAD (Cached by default)
None (Improves Caching) v

@ Use Origin Cache Headers
© Customize

0

None (Improves Caching) v

©® Yes
© No (Improves Caching)

e

e o e e ee




34. During installation and configuration of the W3 Total Cache plugin, certain changes
have been performed on the file system. For example the plugin code has been
downloaded and certain configuration files have been created. Those changes (that
you implement after your initial AWS Elastic Beanstalk deployment) will be lost if the
instance is terminated. They will also not be applied to any new instances added
later (e.g., Auto Scaling).

To avoid this, as a first step you can use secure copy (SCP) to download the web
folder from the staging environment (folder /var/app/current/) locally.

T s ey e P——

Name  Ext Sze Type Chan.. Attr || Name  Bxt Sze Changed Rights Owner
B: Parent directory  01/12/201... &- 01/12/201411:.. mwoa-xr-x  webapp
wp-admin 0112/201810:.. mwarxr-x  webapp
wp-content 01/12/201416:.. rwar-xrx  webapp
wp-includes 01/12/201410:.. rwar-xrx  webapp
__ htaccess 7166B 01/12/201416:.. rw-r-r—  webapp
< indexphp 4188 25/09/20130L:.. rw-r--r-- webapp
_ | licensetxt 199308 10/04/201400:.. rw-r--r-- webapp
@ readme.htmi 71948 20/11/201816:..  twerer- webapp
< wp-activate.php 49518 20/08/201818:.. rwer--r-- webapp
p bl : Q0B 08/01/201217:.. tw-r--r-- webapp
1% Downloading P— v 05/06/201405:.. tw-r-r--  webapp
O01/12/201815:.. tw-r-r—-  webapp
Coom 0|f ooz wrr  webspp
e 13/05/201405:.. rw-r—r—  webapp

Mnmze .
2/10/2013 3. twer--r-- webapp
Fle: edit-tags.php 07/07/201417:...  rw-r--r-- webapp
Target:  C:\...\wordpress-3-0-1-deployment-02)\ Oncefrshed: |\ B 2010 201812:  rwereere- webapp
v Stayde -~ 17/07/201810:...  tw-r--r-- webapp
Time left: 0:14:18 Time elapsed: 0:00:13 18/07/2004 10:...  tw-r-or- webapp
Bytes transferred:  309KB Speed: 28,1258/ Speed kBjs): WB 17/07/201810..  wer--re- webapp
Unimted v B 2010/201323:.. rw-r-or-- webapp
— B 090NN rw-r-or- webapp
S—

Then create a new . zip file (remember to also include the .ebextensions folder)
and deploy it as a new application version. Please note that this now includes hard-

coded values (e.g., the host names of the ElastiCache nodes in the W3 Total Cache
configuration) and as such is environment specific.



Upload and Deploy

Upload application: wordpress-4-0-1-deployment-02 zip

Version label: wordpress-4-0-1-deployment-02

Deployment Limits

Elastic Beanstalk will deploy to 30% of instances in your autoscaling group at a time.
Current number of instances: 2

Baich size: @ Percentage

30 B % ofinstances at a time
© Fixed
1 = instances at a time (max: 10)

Auto Scaling Configuration

35. As the last step you now need to set up the Auto Scaling options. In the Auto Scaling
configuration page for your environment in the AWS Elastic Beanstalk console, set
up a minimum of 2 and a maximum of 10 nodes across Availability Zones.

Auto Scaling

Maximum instance count:
Availability Zones

Custom Availability
Zones

Scaling cooldown
(seconds):

Minimum instance count:

Use the following settings to control auto scaling behavior. Learn more.

2 Minimum number of instances to run
10 Maximum number of instances to run. Must be less than 10000

Any B Number of Availability Zones to run in

eu-west-1a -

eu-west-1b _ ) )

euwestic Specific Availability Zones to launch instances in

360 The amount of time after a scaling activity before any further trigger-related scaling activities can occur.

On the same page, configure a scaling policy that will be triggered based on the CPU

Utilization metrics:




Scaling Trigger

Trigger measurement CPUUtilization »| The measure name associated with the metric the trigger uses
Trigger statistic Average |=| The statistic that the trigger uses
Unit of measurement Percent »| The standard unit that the trigger uses when fetching met

Measurement period
(minutes)

Breach duration

(minules) The amount of time used to determine the existence of a breach  The service looks at data between tr

Upper threshold

Upper breach scale
increment he incremental amount to use when performing scaling activities

Lower threshold

Lower breach scale
increment

Additional considerations

The above example is a starting point implementation. For a production environment
there are additional considerations around security, backups, operations etc. For further

reading we recommend going through the following material in the AWS whitepapers®
section:

- Backup and Recovery Approaches Using AWS?’
- AWS Security Best Practices®®
- Operational Checklists for AWS?®

% AWS whitepapers
2 hitp://d0.awsstatic.com/whitepapers/Backup Archive and Restore Approaches Using AWS.pdf

% http://media.amazonwebservices.com/AWS Security Best Practices.pdf

2 hitp://media.amazonwebservices.com/AWS_Operational Checklists.pdf
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