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Abstract formula P x @ is true in a given heap if the heap can be split into
wo disjoint subheaps, such th&tholds in one and) in the other.

We define a type system, which may also be considered as a simpl e ; . ; ;
he heap-splitting semantics etthen gives rise to frame rules: in

Hoare logic, for a fragment of an assembly language that deals with A
code pointers and jumps. The typing is aimed at local reasoning in a Hoare trlp_le{P} c{Q} fOF a com_manql:, a.nother formulat can

the sense that only the type of a code pointer is needed, and therd® @dded with the separating conjunction:

is no need to know the whole code itself. The main features of {P} c{Q}

the type system are separation logic connectives for describing the {(P+R}c{Q+R}

heap, and polymorphic answer types of continuations for keeping . ) ) .
track of jumps. Specifically, we address an interaction between ANy part of the heap that is not mentioned in the specification
separation and answer types: frame rules for local reasoning in ©f the command: cannot be altered by it, so we can assume that
the presence of jumps are recovered by instantiating the answerl® stays invariant (ignoring “modifies” clauses, which are not about
type. However, the instantiation of answer types is not sound for all the heap).

types. To guarantee soundness, we restrict instantiation to closed However, the very format of frame rules assumes purely func-
types, where the notion of closedness arises from biorthogonality 1ona! control behavioure is assumed to have a single entry and
(in a sense inspired by Krivine and Pitts). A machine state is ©€Xit Point, to which we can then adl. If ¢ could jump to some
orthogonal to a disjoint heap if their combination does not lead to a €Xtérnal label, the above rule would not be sound, uni¢ssvere
fault. Closed types are sets of machine states that are orthogonal tg¥/S0 Somehow added to the precondition of the label. (Recall that

a set of heaps. We use closed types as well-behaved answer typespnde'r the ti_ght interpretation of separation_l_ogic_ it is_ genera_llly not
possible to jump to a label whose preconditior@jisvhile passing

Categories and Subject DescriptorsD.3.1 [Programming Lan- along some extra heap, s@y« R.)

guage§ Formal Definitions and Theory In assembly language, of course, all control is jumping. It ap-

pears, then, that in a language with arbitrary jumps we need to
keep track of the control flow, perhaps using control flow analysis
Keywords Code pointers, typed assembly language, Hoare logic, Of & control effect system [10, 14]. The problem is in fact similar

General Terms Languages, Theory, Verification

continuations, polymorphism to effect masking in effect systems, in that we need to keep track
of all possible exits from and entries into the code. However, it is
1. Introduction not necessary to design a control effect system for assembly. Since

everything is in continuation-passing style, we can use the answer
Low-level programming languages, such as intermediate or assem-types of continuations to keep track of jumps.
bly languages, are challenging to reason about, since the abstrac- The notion of answer type of continuations may sound surpris-
tions that one can rely on in high-level languages are not present:ing to some readers in the light of the well-known classical typ-
storage and pointers must be managed explicitly, and the controling [8] of control operators likeall/cc. The type ofcall/cc is
flow may be similarly unstructured. In recent years, there has beenpPeirce’s law
substantial progress in applying sophisticated type theories and log- (A 1)—>A)— A
ics to low-level languages, strongly motivated by verifying systems
code and proof-carrying code [2, 19].

In particular, separation logic [9, 22] (see Reynolds’s paper [27]
for an overview) makes it possible to reason about heaps in a
modular fashion: only the portion of the heap affected by the cqniinyations never return to their point of call, but the answer
program fragment at hand needs to be considered, while frame rules, e i ot apout returning to the point of call. Rather, it refers to
can be used to infer that the remainder of the heap stays unchangedy,q g1opal answer of the whole program, or more operationally; its
The central idea in separation logic is the spatial conjunctioa behaviour. A type liked — B, for instanc,e, can be read as statiﬁg

that the code is requiring some new heap satisfyingand will

then behave according 1. The typeB itself may again require

more heap, or express a precondition on existing heap. If the last
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where L is some empty type that may logically be read as falsity.
However, these classical typings are a feature of control operators
in direct style. If everything is converted to continuation passing
style, there are non-trivial answer types for continuations. The



then apply to a value. If the expression has no control effects, it (Section 7), and conclude with a discussion of related and possible
always applies the continuation; hence its type is of the form future work in Section 8.
Vo.(A . .
a(d—a)—a 2. The language and operational semantics

We consider a very idealized fragment of an assembly language,
with a straightforward operational semantics, which is fairly stan-
dard. Despite its simplicity, it is sufficient for our purpose here,
since it contains operations for strong update of code pointers.

Code blocks (basic blocks) are sequences of instructions ending

where« is not free inA. The expression could also have a less
rigid control behaviour. It may for example expect two continua-
tions [28], exactly one of which must be called (say for successful
and abnormal exit). This situation may be expressed with a typing
like the following:

Voa.(A—a) = (A —=a)—a in a jump. They are defined by the following grammar:
again assuming that is not free inA or A’. ¢ == jmp f
By instantiating the answer type, additional levels of state- | jmp [p]
passing can be added [29]. L&be a type of stores, and instantiate )
ato S — a'. Then we have | move fpic
|  movhpg;c

Vo' (A—S—a)—= (A —-8—ad)—8—d _ . . _
) o . . These instructions are the minimum we need for moving code

Note that the instantiation is done consistently for the two possi- hointers into the heap, updating them and jumping to them. The
ble exits. Thus answer type poI_ymorphlsm in continuation-passing instruction jmp f jumps to a fixed labelf in the code segment,
style gives us a kind of semantic control flow analysis. It immedi- \yhjje jmp [p] jumps to a code pointer in the heap (the brackets
ately makes powerful reasoning principles like parametricity [26] are intended to indicate indirect addressing). A code adgirérssn
available. Specifically, equivalences have been shown for continu- the code segment can be stored in the heap uging f p, while
ation passing [29, 30] using “Theorems for free” techniques [32]. e instructiomovh p ¢ moves the contents of heap cells. We use

The resemblance of answer type instantiation to frame rules . to range over basic blockg,over immutable code addresses, and

may become a little more perspicuous with some uncurrying: P, g, ... OVer pointers.
Vo' (A x S)—a') x (A x8)—a)x S)—a A function mappingz to y is written asz — y, and we write
) ) o dom(g) for the domain of definition of the function Both heaps
To be sure, the analogy to continuation passing inXelculus and code segments will be modelled as such finite functions.

is a little naive, because in a language with assignment not every- A program consists of a currently executing basic block and a

thing is as well-behaved as in thecalculus. In fact, if we read the  finjte mapping from addressg¢sto basic blocke:, which we write
x as analogous to logical conjunction, there is the evident prob- ¢

lem that frame laws with (additive) conjunction rather than sepa- {fi— ety foca}

rating conjunction are unsound. That is the main problem that will Strictly speaking, one coul(;i dis’tinguish between the program in
have to be addressed: only some substitutions for the answer typewhich the f; are I’abels for the- and the mapping in memory at
can be allowed. These types correspond to frame rules with sep- ! § pping y

arating conjunction, but seen from the inside, so to speak, due to runzrge;cwh?ngosqgﬁéeot_h;m OLrSe{H] qpnhlcl;ly'| ) consists of a current
continuation-passing style. 9 5

Such types can be characterized as being orthogonal to a Se{;(c))(ijnetetr)ls()ml;ﬁ daam%ﬁﬁagfgiohfie(w%cgﬁ?:é;ggmﬁ}e ?:(c))g(ea
of heaps, where a machine state is orthogonal to a heap if theirP ' 9 9

combination does not lead to a run-time error. The general notion g{ﬁc\lfw'ﬁir']n ri? eggy;?;:lod;;g thﬁetoo bgrg;ﬁ,r',gftrsﬂgﬂtﬁglnrfqeor} e
of orthogonality between a term and its context is due to Krivine, 9 P y P

Pitts and others [11, 15, 23, 31], and is variously called biorthog- rea,(\:i/lable.) isel h hi tat ith tl ti
onality, 1 | -closure, orT T-closure. In a sense, we generalize or- o deot;‘laof:)lr(e\j:vliflebyé Sclzja?lecgciicvems?a?eas elan\gd d%gﬁ”@g zv;a”xglc;lglng
thogonality from stacks to heaps. The connection to framing is that d ti ivestate of the f : h f ! h d

we define orthogonality using separating conjunction in such a way need a notion opassivestate of the formi/a | ) for a heaph an

- . AL a code segmerst
that only the interaction with disjoint heaps can be observed. . . .
In brief, the contributions of this paper include the following: States can be combined to form larger ones, provided that their

code segments agree on their intersection and their heaps are dis-
e We give Hoare-style typing for code pointers with strong up- joint (as required by the * operation on heaps). Two passive states
date; together form another passive state, while an active and a passive
« frame rules are derived from answer type polymorphism in state together form an active one. In the latter case, control starts
continuation-passing style: off in the part coming from the active state, but could later pass to
the formerly passive one.

* the technique of biorthogonality (also callédT-closure) is The operational semantics is defined as a small-step transition
adapted to a language with heaps. relation~» between active machine states, given by the rules in
. Figure 1. Update of the heap celin h by some valuer is written
1.1 Outline asgh[pHx]P pcp y

The paper is organized as follows. We consider a small fragment of ~ There are two special code addressés anderror, which are

an assembly language; to clarify its intended meaning, we give an never in the domain of a code segment. There is no code associated
operational semantics in Section 2, before defining the type systemwith them, and the semantics gets stuck if a jump to either of
in Section 3. We discuss closed types (in the sense of biorthog- them is attempted. Intuitively, one could think of these addresses
onality) in Section 4, as a preparation for giving a realizability as belonging to the surrounding operating system; jumping to them
semantics based on this idea on top of the operational semanticdeaves the user code space and lets one observe termination, just as
in Section 5. The main idea of this semantics is to recover frame reduction to a value does in the context of a functional language.
rules, addressed in Section 6. We then discuss a limitation of the The operational semantics also gets stuck if a memory access
present paper, the absence of dynamic recursion through the heamutside the current heap or code segment is attempted.



Gmp flh|s) ~ (s(f)|h]s) wheref ¢ {exit, error}
(Gup [p] [ A [s) ~ (s(h(p))[h]s)
(move fp;c|hls) ~ (c[hlp— fl]s)
(movhpgic[h|s) ~ (c|hlg—h(p)]]s)

Figure 1. Operational semantics

It should be straightforward to add more details to this semantics «, which are used for answer type polymorphism. Other forms
in the form of registers and a richer instruction set for data, building of polymorphism, in particular location polymorphism, would be
on assembly languages from the literature [20]. (Since registers natural features of a richer language, but are beyond the scope of
cannot be aliased, they are more innocuous than the heap from thehe present paper.
point of view of separation.) However, the typing problems of code Types of the formC, where the use of- is disallowed, form a
pointers that we are concerned with manifest themselves already insubset of well-behaved behaviour types (the sense of well-behaved
the semantics of this small fragment. will be defined asl | -closedness in Section 4).

As an example of the operational semantics, consider the fol-
lowing transition sequence, where looping arises from a code Definition 3.1 The rules of the type system are in Figure 3.

pointer update: . o
) . Basic blocks are typed with judgements of the form
move f p;jup f [ p+ g | f+ jup [p])

(
w (Gup f |p— £ | £~ jup [p]) _ ~ Pldre:B
~  {(jmp [p] | p— f | f— jmp [p]) The intended meaning is that the basic bledakay rely on code
] ) typed according td@', and a heap typed witH in order to behave
e The rules for introduction and elimination of both arrow types
(— and —) are silent in that there is no syntax farabstraction.
3. Type system They could also be written as two-way rules:
The type system that we will use for the code pointer fragment A «AFc:B A ANAFc: B

||:|°, based on separation logic and bunched typing [21, 24]. I.t uses T|AFc:A—B T|Atc:A—B

oare-style typing, in which assignment changes the types; alter-

natively, it may be seen as a fragment of Hoare logic with only Since there are na-abstractions that bind any variables, arrow

simple type-like assertions. For simplicity, only a subset without types are quite different from what may be familiar from functional

recursion is considered, even though the operational semantics aldanguages. They do not introduce a function, but express the pre-

lows recursion, including recursion through the heap. conditions of a jump. An arrow type also does not delay execution,
As with the operational semantics, the type system is only in- as it would in a call-by-value language.

tended as a fragment to be integrated into a richer type theory. Its ~ Since we assume the code segment to be immutable, its typing

purpose is to provide a foundational interface with continuation- is reminiscent of declarations. Code segments are typed using con-

passing semantics. Derivations contain masyand Y introduc- texts of the formf, > By, ..., fn > Bn. This typing ascribes the
tions and eliminations that are operationally a “no-op”, but more type B; to the constant code pointgy. The code pointed to does
convenient idioms arise as derivable rules. not own any heapefap), since we do not have closures. If the code

The main design decisions concern code pointers. The aim herewants to make any assumptions about the heap, it has to use arrow
is to reason locally only about the type (or specification) of a code types.
pointer in the heap, without having to know what the actual code  Informally, one could read a type for a code pointer in the heap
pointed to is. as an abbreviation for an existential

We assume that the code segment is immutable, and hence not —
a resource in the same way that the data heap is. For the data heap, (pr=B)=3Lp— /)N ([>B)
we specifyexactlywhat the heap that we have access to contains. Where the(f > B) is interpreted solely in the code segment, so that
For the code segment, we only demand that it contain enough codethere is no conflict between the two pointers. The existential for the
of the right type, but it may contain more code that we do not (yet) code address is left implicit in indirect addressing.
know about. Of course, there may be situations when one wants to  The typing rules contain the usual Bl rules for weakening and
treat the code heap as a resource, for instance when dynamicallycontracting in a contexi(—), e.g., a heapl * (A1 A A1) can be
loading code. But it would be cumbersome to have to treat the code contracted to x A;.

in the same explicit way as the data heap all the time. We also impose the following structural congruence, written as
We distinguish between heap typds behaviour types3 and = and used by the rulex() on types:

closed type€”; see Figure 2 for their grammars. _ e emp and+ form a commutative monoid
Heap types use the standard separation logic connectives. The . )

only novelty are points-to assertions of the fopm— B, whose * true and/ form a commutative monoid

intended meaning is that the heap geloints to code with type o (AxA') «B)=A—x (A" — B)
B. This does not mean that the machine instructions are in the , - ,

heap; ratherp points to some heap cell containing an address ° (AAA) = B)=A— (A - B)
in the code segment3 types specify the behaviour of code in The interpretation of the separation logic connectives on the
terms of the arrow types of Bl. They also include type variables data heap is standard. Existing work, for instance dealing with



A == p—B|A*xA|ANA|emp|true (heap types)

B = A—B|A—B|Va.B|« (behaviour types)
C == a|A—C|VaC (closed types)

r == —|I,feB (code segments)

Figure 2. Syntax of types

Code blocks

(ImP)

I, foB, TV | empt jmp f: B

I'|p— Vo ((pra)—*C)F jmp [p]: C (INDIMP) \yhereq is not free inC

I'p— B*xq— Bkc:C

(MovHEAP)
I'|p— B*xq— B Fmovhpgc: C
I, f>B,T Blec:C
f ,|pH ; c (MovCoDE)
I, feo BT | p— B Fmove fp;c: C
A xAkrc: B A'Fc: A—~B
’ (‘*l) 7 (-*E)
NA'Fc:A—~B ' A«Atc: B
A ANArc:B rNArc:A—B
; (Gad)] ; (—E)
rNA'+c:A—B N AANAkFc: B
' A(A))Fec: B ' A(AiNA)Fce: B
[A(A) e (WEAKEN) | Al 1) e (CONTR)
' A(AiANAg)Fc: B ' A(A1)Fc: B
I'NAkc: B
% =) whereA = A’ andB = B’
Akc:B
I'|AkckB _ _ I'|Akc:Va.B
(V1) wherea is not free inl” or A (VE)

' AkFc:Va.B I'| At c: B[C/q]

Code segments Fs:T

— (EMPTY) Fs:T I'|emptc: B

B U o T s 5 (ApPCoDE) where/ ¢ dom(s)

Figure 3. Typing rules for the assembly language fragment




data structures as well as allocation and deallocation of storage,
should be easy to adapt [4, 17]. The main difference from the
languages typically used in the separation logic literature is that

Note that using— instead of— allows us to contract the disjunc-
tion A in the last step. This inference states that by stoyirigto
p we can satisfy the precondition of the cadeven though it may

in assembly language there are no stack variables and everythingoe inconsistent. For instance, if our logic includes assertions like

is in the heap. This does not cause any additional difficulties, apart
from the notational inconvenience of having to refer to the heap all
the time.

3.1 Return addresses and indirect jumps

The rule for an indirect jump

I'[p—=Va.((pr=a) =+ C) F jmp [p] : C

deserves some explanation, since it is a deliberate restriction to
avoid a knotty problem. When we jump to some code pointer in

p — 1, we could havdp — 1) A (p — 2) that holds for no heap.
Specializing answer types with- is analogous to frame
laws (usingx) in separation logic; specializing the answer with
— amounts to unsound rules usirg in place of x. Although
the format of the inference above may look unfamiliar due to
continuation-passing style, it is comparable to the unsoundness of
A rather thark in a putative frame law for traditional (direct-style)
Hoare logic; a simple example of which is the following spurious
inference:

{z — 2} [2] :=3{z +— 3}

2?7

the heap, the same pointer is still in the heap, and so it is passed {t—2A2—2}[z]:=3{z—2A2—3}

to the code. This is a form of self-application through the heap,
so to type it in full generality, we would need recursive types.

{z +— 2} [z] := 3 {false} Contraction

Since a semantic account of recursive types is beyond the scope The choice of possible answer types is behind many of the

of this paper, we compromise by restricting the indirect jumping
to an idiom that avoids the recursion: the code pointed tg by
may usep, but it cannot make any assumptions about the type
of the code pointed to, due to the quantification. This restriction
breaks the potential recursion. The idiom is motivated by return
addresses: ip is some default location in which return addresses
are passed in the function calling convention, then the code pointed
to by p needs access to to store the next return address when
it calls the next function. That means we cannot hidgom the
code using some sort of frame rule. However, in this idiom, all that
the code does is overwrite, so it can assumg to point to any

type. Other idioms are possible, but return addresses are a usefu
one for our purposes here, since once we can type return addresses,

function calls arise as an idiom, and frame rules for functions can
then be formulated in Section 6. We revisit the more general form
of jumping in Section 7.

3.2 Frames and answer types

The typing rules are akin to the so-called small axioms of sepa-
ration logic. In essence, such axioms only mention the heap that
changes. Whatever is left unchanged by the operation can the
be added by frame laws. In our setting, all framing takes place at

the answer type. For instance, consider the rule for storing a code

pointer in the heap:
I'Np—Btec:C
I'|p~ B Fmove f p;c: C
wherel is of the formI’ =Ty, f > B, T's.
This rule states that the heap must consist exactly of the code
pointerp to be overwritten. Specializing to A — C', we can use
the rule for cases where there is additional hdap
' (p—B)xAkc:C
(—x
I'p—BFc:A—~C
I'|p— B Fmovc fp;c: A—xC
I'|(p— B')* Armovc f pjc: C

However, we have to be careful how we specialize Suppose
we allowed any type here, including — C. Then we could pick
p — B for A and infer:

D)

(MovCoDE)
(—E)

I'|(p—B)A(p— B')Fc:C

I'p—Btc:(p—B)—C -
I'|p— B Fmovc fp;c: (p— B')—C
T'|(p— B')A(p— B’)Fmovc fp;c:C

T'|(p— B')Fmove fpjc:C

D)

(MovCoDE)
(—E)
(CONTR)

design decisions in the type system in Figure 3. Answer types
include type variableg, but the rule folv-elimination only allows
these variables to be instantiated to closed typesThe closed
types do not include--types, thus avoiding the framing problem
outlined above. The next section supports this choice with a more
semantic view.

4. Closed types

We need to abstract from code by considering only its interaction
with all disjoint heaps. To do so, we use a notionLof -closure of a

ype, which includes all machine states that cannot be distinguished
y the interaction withdisjoint heaps.

It is not as evident as in functional languages what termination
should mean in the context of assembly language. Here we assume
that successful termination consists of a jump to a special label
calledexit. A notion of termination relative to a context will be
built into an orthogonality relation- L — analogous to the ones
used by Krivine, Pitts and others [11, 15, 23]. The contexts are built
from disjoint heaps, using separating conjunction. Since a heap
may also contain pointers to known or unknown code, the heaps

Wil be paired with a code segment that may overlap the current

code segment; we refer to such pairs as passive states.

Definition 4.1 For heapsh andh’, we writeh # R’ iff dom(h) N
dom(h’) = 0.

For code segmentsands’, we writes t s’ iff s(f) = s'(f) for
all f € dom(s) Ndom(s’).

Since code segments are assumed immutable, we do not demand
that they be disjoint, only that they do not disagree on any code in
their possible overlap.

Definition 4.2 For an active staté | h | s), we write
(clh]s)]
if the state terminates successfully or loops, that is, if there is:

e areduction(c | h | s) ~* (jmp exit | ' | s’) for someh’ and
s',or
e an infinite reductionc | h | s) ~» -+ ~> - -+

For an active staté& | i | s) and a passive staté’ | s'), we write
(clh|s)L(n'|s)
if h# h' andst s’ implies{c|hxh'|sUs’) ].

Intuitively, (¢ | h | s) L (k' | s’) means that the active state
is happy with the additional heap and code in the passive state



provided they are compatible. Their combination may terminate
successfully, or it may loop, but it will not “go wrong” by getting
stuck in the operational semantics. We will need the following
lemma abouf:

Lemma4.31f {c| h|s) [ ands C s, thenalsdc | k| s') .

We useA, A; and.A; for sets of passive states, aidor sets
of active states (since that is how in Section 5, types of the farm
respectivelyB, will be interpreted).

Given the definition of orthogonality, we define the biorthogonal
or 1 | -closure of a set of states (analogous to similar definitions in
the literature [11, 15, 23, 31]).

Definition 4.4 Let A be a set of passive states of the fofin| s),
andB be a set of active states of the fofm| i | s). We define the
orthogonalA™ of A and the orthogonaB* of B as follows:

AY = {lclhls) | (clh]|s) LW |s)
forall (h' | s') € A}
BY = {(W[s) | (c|h]s)L(n'|s)

forall (c | h|s) € B}

The setB*+ is called the biorthogonal at L -closure of3. B is
called closed i3+ C B.

As an example, consider an active state that loops, like
Q= (jmp f |0 {f— jmp f})

Then for any set of active statds, it is easy to see th& € B+,

The set of all active states that do not go wrong is the same as
empJ‘, so that we have this lemma:

Lemma 4.7 Let A be a set of passive states. The operatiens"
and —x satisfy:

oempLZ{(C|h|5>|<c|h|5>I}
QAJ‘:.A‘*(emPJ—)'

Proof Let (¢ | h | s) € emp™. As(() | §) € emp, this implies
(c| hx0 | sud) ]. Conversely, assum@ | k| s) [, and let
(0] 'y € emp with s s’. Then by Lemma 4.3,

{c|hx0|sus)y]

Given the connection betweghand emp™, the identity A~ =
A — (emp™) is immediate. a

The next lemma gives two rules linking the separating connec-
tivess and—x with the orthogona{— ). Intuitively, an active state
that can be combined with two disjoint passive states with types
and.A; is the same as an active state that, when first givedan
state, could then be combined with 2 state. A passive state of
type A together with one that can be combined with an active one
of type B amounts to a passive state that can be combined with an
active state of typed — B.

Lemma 4.8 Let A1, A2 and A be sets of passive states dfid set
of active states. Then:

(Ay % Ag)™*
AxBt

Al -*.Aé_
(A—B)*

c

since it is orthogonal to any set of passive states. Since we use theProof (A4, * A2)* = A; — A3 follows from At = A — emp™
1 1-closed sets as types, that is as it should be, just as a divergeniand the fact that is right adjoint tox:

term can have any value.
On the other hand, to see that not everything is identified,
consider
(jmp [p] | 0 | 0) and(jmp [q] | O | 0)
Then(jmp [p] | 0 | 0) ¢ {(jump 4] | 0] 0)}**, as witnessed by

({g— f} | {f — jup exit})

The definition of (—)*+ automatically entails a number of
set-theoretic properties irrespective of the details—af —; for
instance,(—)** is a closure operator [31]. Moreover, it enjoys

some algebraic laws with regard to the separation logic connectives

x and—s«, which we define as operations on sets of states:

Definition 4.5 Let A, A2 and.A be sets of passive states, dfid
set of active states. We define:

A1 x A2 = {(h1*xha | s1Us2) | hi # ho, s1 1 s2,
and(h; | s;) € A;}
A—=B = {{c|h|s)| (W |s)eAh#NH, sts
implies(c | h xR’ | sUs') € B}
emp = {(0]s)]|sisanycode segmeht

On the heap part of the states, this is the standard reading OfLemma 4.9 1 1 -closed types are closed unddr—sx

the connectives. The definition ¢f-)* (Definition 4.4 above) is
analogous to the one 6fx in its use of the implication. As one
would expect,—x is right adjoint tox:

Lemma 4.6 Let A; and.A: be sets of passive states dfi@ set of
active states. Then we have:

(A1 A2) =« B =A; — (A2 — B)

(A * A2) ™

(A1 x Az) —x empl
Aqp —x (A —x empL)
Ar —x (A3)

To prove A « BL C (A — B)1, we use the previous equality
and the fact that—)** is a closure operator (s& C X+ for
any X).

SinceB C B+ and.A — (—) preserves inclusions,

A—B
C A (B
(AxBh)*
Hence, sinceéf)l reverses inclusions,
Ax Bt
(..A % BL)LL
(A—DB)~

N 1N

as required. a
(—); that is,
if C is closed, then so igl — C.

Proof AssumeC is closed, that isC*+ C C. We have to show
that this implie.A — C)~+ C A — C. By Lemma 4.8, we have
(AxCt) C (A—C)*. As(—)* reverses inclusions and— (—)
preserves them, we infer from that:

(A_*C)LL



C (A= CL)L With the help of the preceding lemmas, we now prove sound-
Aot ness. The type system in Figure 3 is sound with respect to the real-
izability semantics in Figure 4. If we can infer a type for code in a
C A—C judgementl” | A - ¢ : B, then the code realize8 whenever it is
and hence the desired inclusion. O placed in a machine state that is equipped with a code segment that

Lemma 4.9 is crucial for our approach to frame rules by way realizes the code contektand a heap that realizes
of instantiation of answer type variables by closed types. What we
have established in this section is a well-behaved and sufficiently Theorem 5.7 Let ) be a closed type environment.
rich set of possible answer types, which the semantics in the next «If T | AF c: Bis derivable, thems € [ 5 and(h | s) €

Section will build on. [A] n implies{c | h | s) € [B] 7.

5. Realizability semantics e If - s : T"is derivable, thes € [I'] 7.

Using the notion ofL 1 -closed set from Section 4, we can now Proof (sketch) The proof proceeds by induction over the derivation
define a semantics for the type system from Figure 3 in Section 3. of typing judgements. Only a few cases are given here, emphasising
Each type is interpreted as a set of untyped realizers. More specif-the role of closed types.

ically, a type of the formA is interpreted as a set of passive states,  First, consider the typing rule for moving a label into a code
and a behaviour typ8 as a set of active states (much as in Defini- pointer:

tion 4.5) . A context is interpreted as a set of code segments. All I, f>BI |p— BFec:C

interpretations are relative to a type environmetihat maps type ’ ’ - - - (MovCoDE)
variables to sets of active states. We require the type environment I, feB,I" [p+— B Fmove fpjc: C

to be closed, that is, for each n(«) is a L 1 -closed set of active Lets € [T, fo B, I’ nand(h | s) € [p — B'] 5. The latter
states. implies thath = {p — f'} for somef’. We need to show that
Definition 5.1 Let n be a closed type environment. We define a (move fpic|{p— f'}|s) €[Cln

realizability semantics of behaviour typgB] n, heap typegA] n Since[C] 1 is L L-closed by Lemma 5.2, it is sufficient to show
and context§I'] n by the rules given in Figure 4. membership of [C] 7). So suppose we have sorfie | s1) €

([C] m)* with dom(h) N dom(h1) = @ ands(g) = s1(g) for all

A subtle point in the semantics is the definition[ef —« B] . g € dom(s) N dom(s:). We need to show that

As far as the heap is concerned, the definition follows the standard

semantics of separation logic. However, the code segment is treated (move f pyc| {p+— f/} xhi|sUs1) ]

differently. When the code of typpd — B] ) is supplied with a i . . )

heap satisfyingA] , the code pointers in the new heap may point 1N first transition step of this state is:

to the code segment, or to previously unknown code. (move fpic|{p— f'}*hi|sUsi)
Quantificationva. B ranges only over closed types. The next ~ Ae|{pr fl*h1|sUs1)

lemma justifies calling types of the for@i closed.
Now ({p — f} | s) € [p— B]nduetos € [T, f>B,T"] 7.
Lemma 5.2 For any type of the form So by the inductionLhypotr_]esi@ | {p — f}|s) € [C]n. Since
Ci=a|A—C|VaC (h1 | s1) € ([C] n)~, that implies

and closed type environment [C] n is L L-closed. {el{pr=fyxhlsUsi)]

. o so(movc f p;c|{p— f'}*hi|sUs1) | aswell As this holds
Proof [o] n is L L-closed by definition. Thel | -closed sets are ¢, any(hy | s1) € ([C] n)*, we have that

closed underd — (—) by Lemma 4.9, and they are closed under
arbitrary intersections for set-theoretic reasons independently of the (move fp;e| {p— f'}]s) e ([Clm)*"" C[C]n
definition of — L —

as required.
N ider the rule f indirect j I inter:
Lemma 5.3 The adjoint isomorphisms are equalities: ext, consider the rule for an indirect jump a O(Tz ;\Jc::)e pointer
[(A; % Ay) = B]n = [A1 — (A2 = B)]n I'|p—Va(pra)—C)F jup [p]: C
[(A1AA2)— B]n = [A1— (42— B)]n We assume that is not free inC'. Lets € [I'] nand(h | s) €

[p — Va.((p — &) — C] n. Then we havér = {p — f} for
The code segment is treated intuitionistically: moving from a code somef with s(f) = ¢ such that
segments to a larger one’ with s C s’ does not change the type,
unlike the tight interpretation of data heaps. (c]0]s)€NVa((pra) =C]n

) LetC = [Va.((p — a) — C)] . Then
Lemma 5.4 Lets C s’ be code segments. Then:

e (c|h|s)e[B]nimplies(c|h|s')e[B]n lB]s) € Lpr o) = (nfo = C)
o (h|s) € [A] nimplies(h | s) € [A]n = Vel o) = O —[C]n

o s € [I] nimpliess’ € [T] n Furthermore, the next transition step causesrun:
(Gup [p] | {p = [} [ 8) ~ (c[{p— [} s)

Since({p+— f} | s) € [p— Va.((p — a) = C)] n and trivially
st s, we then have by the definition ef« that

Lemma5.51f s € [T, f> B, I'] n, then{s(f) | 0 | s) € [B] n.

Lemma 5.6 Let B be a behaviour type. tc | h | s) ~ (¢’ | h | s)
and(c' | h | s) € [B] ,thenalsdc | h | s) € [B] . (c|{p—f}I|s) € [Cln



(c|h]s) € [A—=B]n iff (h|s')€[A]lnands C s implies{c|h|s') € [B]n

{c|h]s)y € [A—xB]n iff (W |s')e[A]nwithh# h'andsts’
implies(c | hxh’ | sUSs") € [B] n

(c|hls) € [aln it (c|h]s)ena)
(c|h]s)y € [Va.B]n iff forall L_L-closed set§ of active states(c | h | s) € [B] (nla +— C])
(his) € [p—Bln it h={p— f}ands(f) =cwith(c|@|s) e [B]n
(hls) € [AinAe]n i (h]s)e[Aln,(h]s)e[Az]n

(h|s) € [AixAs]n iff (hi]s1) € [Ar] n,(ha]s2) € [A2] n
whereh = hy * hg, s1 U sy = s with hy # ho ands; ﬁSQ

(h|s) € [emp]n iff h=20
(h|s) € [true]n iff hisanyheap
s € [I,feB]n iff se[I]nands(f)=cwith{c|0|s)ec[B]n

s € [-In iff sisany code segment

Figure 4. Realizability of types

Due to the transition D, fo Ay =, Ao, I F jmp f: (Ar % A') =, (A % A)
(Gup [p] [{p = [} [s) ~ (c|{p—f}]9) See Figure 5 for the derivation, which uses instantiation of the
we have(jmp [p] | {p — f} | s) € [C]n aswell, and we are done  answer type variable and congruencefertypes.
with this case. Frame laws for continuation passing with quantified answer
For a direct jump, we do not need to assume a closed answertypes are not restricted to purely functional idioms. Figure 6 shows
type: how to frame inA = — for an indirect jump of the formjmp [p].
(IMP) Syntactically, the derived rule looks different from the usual Hoare
,f>B,T | empt jmp f: B logic one, since there are twe x A on the left of the—; they are

however in a covariant and a contravariant position.

Using the function type idiom=-, with the return address
passed inr, the identity function(Az.z) can be compiled into
the codejmp [r]. We type it as:

Supposes € [I, f > B,I'] nand(h | s) € [emp] . Now
(h | s) € [emp] nimpliesh = @ ands € [T, f> B,I'] n implies
(s(f) ] 0] s) € [B] n- The next machine transition is:

(Gup f [ O] s) ~ (s(/)[0]s)

By Lemma 5.6, that impliesjmp f | h | s) € [B] . ]
For building up code segments from code blocks, we need We then have the typing

— |empt jmp [r] : A=, A

to show the soundness of (®CODE). Suppose- s : I' and F{fjup [r]}: foA=, A

I' | emp - ¢ : B. By the induction hypothesis appliedttos : T', we

haves € [T nandso(c |0 | s) € [B] n. Lets’ = sU {f — c}. for the code segment holding the identity function at addfess

Then by Lemma 5.4, we have alsbe [I'] nand{c | 0 | s’) € To write more involved examples, it would be useful to extend

[B] n, and therefore’ € [T, f > B] n, as required. the language and typing fragment with more features that make
O it less cumbersome to pass around pointers. Even the typing for

jmp [p] used so far is a restriction to a special case, and we return
6. Frame rules to this point in the next section.

Instantiation of the answer type to types of the fadm-+ C' gives .
us frame rules whose soundness follows from the soundness of the/.  Recursion through the heap

type system, Theorem 5.7. In particular, we define function types The rule for indirect jump in Figure 3 was explicitly designed so
as the evident continuation-passing type with a return address that the code being jumped to cannot subsequently make recursive
Al =, As calls to itself by an indirect jump through the pointer to itself that
is still in the heap. Peter Landin calls this recursion through the
heap “tying a knot in the store”. A full account of mutual recursion
The answer type polymorphism [29, 30] in this idiom means that between code and heap types is beyond the scope of this paper,
the function must eventually invoke its return continuation or loop; so we only sketch what extensions are needed to accommodate
it cannot jump to a different continuation instead. general jumping, what could be typed using them, and how they
We then have a derivable frame rule for the function call idiom: relate to the type system studied in the previous sections. Typing

= Vo (r— Vo (r — ar) =« Ay —a)) =+ A1 =+«



T, fo A =, A2, T |emp & jmp f : A1 =, Az
T, fo A =, A2, T |emp F jmp f : Va.(r — (Var.(r — a,) — Az — ) — A1 — (VE)
L, f>Ar =, Ao, T |emp F jmp [ : (r — (Var.(r — o) = Ay —+ A" — o)) =« A} —+ A" =o'
T, f>A1 =, Ay, T |emp bk jmp f: (r— (Va,.(r — a;) = (A2 x A’) —x ') — (A1 x A) —x o’ =) 1)
T, fo A =, A2, T |emp F jmp f: Vo' .(r — (Vaur.(r — ) = (A1 % A') — ') — (A2 % A') — o
[, f>A1 =, A, TV |empF jmp f: (A1 % A') =, (A2 x A")
Figure 5. Derivation of a frame law for the function call idiom
[To—Vap (o = ap) =) F gl "
T [emp + p s Vay ((p = ap) = a) F jup [p] @ )
I | emp - jmp [p] : (p = Vap.((p — ap) —+ @) — 1)
I' | emp F jmp [p] : Va.(p — Vap.((p— ap) —x a)) =« (VE)
I'|emp F jmp [p]: (p— Vap.(p— ap) *A—a)) «A—xa
I |empt jmp [p]: (p—Vap.(pr— ap) *xA) ) =« A —xa E:iE)
I |emps*p+— Vap,.((p— ap) * A) =« a) F jmp [p] : A =« (—E)
I' | emp * (p — Yop.((p— ap) * A) = ) * AF jmp [p] : v
T (Vo (p > ) 7 A) =) = AF Jup o)
Figure 6. Framing for an indirect jump

knots in the store with a Hoare-style typing is more challenging
than in strongly typed functional languages like ML. Since the
Hoare typing tracks the state of the heap, it must be different before
and after the knot has been tied.

As a concrete example, here is some code in C that ties a knot
in the store which then causes the functfoto loop:

void (*p) () = 0;
void £() { (xp)O); }

main()

{

Initially, there is no recursionf only becomes recursive by
virtue of the assignmeng = &f;. If our specification forf re-
quires it to be recursive, then we would not be able to talhtil
after the assignment @

The same principle works with labels in a language with code
pointers, like Gnu C, as in the following fragment (using tite
operator to turn a label into a pointer):

void *p;

p = &&f;
goto f;

f: goto *p;

Note that f: goto *p; does not by itself imply aloop; only the
assignment creates the loop.

To type the general form of an indirect jump, we need recur-
sively typed heaps. We writeg. A for a recursively-defined heap,
and assume that we can roll and unroll the recursion via a congru-
ence

nd.A = Al(ng.A) /]

A possible rule for general jumping is then:

JMP
Tlbrs GO Fmip c »M
Given the operational semanticsjafp [p],
(jup [p] | B[ s) ~> (s(h(p)) | b | s)
the precondition

p-p = (¢ — C)
is plausible: it states that the heap contains at adgrespointer
to some code that, given the same heap (includintself), will
produce an answer of ty[e.
Assuming this rule, the code segment consisting{ 6f —

jmp [p]} has type
foppp— (p—=C)) = C

Assuming this heap, we can then type the code that spviself
in p and then jumps tg; see Figure 7 for derivations for the code
segment containing and the current code that sets up the knot and
then jumps tof. HereC' can be any type, in particul&ix.«, which
indicates that this code loops (which it does, see Section 2).

A jump in its most general form implies a self-application
through the heap, so that it is instructive to compare the derivation
in Figure 7 with the typing of tha-term

(Az.zx) (A\z.2T)

using a recursive typga.(a — B), in particular the unrolling that
needs to happen before the self-applicatiancan be typed.



—lp¢p— (9= C)Fjmp fp] : C E‘SMP)
— | emp * (up.p — (¢ —C)) - jmp [p] : C

- - (=)  ———— (EmPTY)
— | emp - jmp [p] (ugp.p— (¢ = C)) — C FQ:— (ADDCODE)
F{f — jmp [p]} : fo (upp— (¢ = C)) = C
- (IvpP)
o (upp— (¢ —+C)) = C|empt jmp f: (up.p+ (¢ —+C)) =+ C (+E)
fo(pgpp— (¢ = C)) = C | emp x pp.p— (¢ = C) F jmp f: C =)
fo(upp—(p—+C)) = C|ppp— (¢ =+ C)Fjmp f:C (;)
o (uppr (¢ —=+C)) =+ C|p— (up.pr— (¢ —+C)) =+ C) & jup f: C (MovCopg)

fo(pppr— (¢ —+C)) —C|p+— BFmove fp;jmp f: C

Figure 7. Recursion by tying a knot in the heap

Recall the restricted idiom of jumping that avoids recursion, as gain access through code pointers, so it appears the semantics could
given in Figure 3 and discussed in Section 3.1. This non-recursive be formulated as a possible-worlds semantics [25].
indirect jump rule has the precondition Apart from separation logic, substructural type systems and an-
swer type polymorphism, one of the crucial ideas is biorthogonal-

P (Yap.(p = ap) —C) ity. It was invented by Krivine [11] and independently by Pitts, who

The general recursive jump rule has the precondition defines a notion ofl T-closure of relations [23] in his relational
parametricity for operational semantics. Vouillon and MedlHave
po-p = (¢ —C) recently built on Krivine’s work [15, 31] by giving elegantly sim-
We can relate the latter to the former by instantiating to ple semantics for polymorphic and recursive types in an operational
(up.(p — (¢ — C))) — C, and rolling the recursive type twice,  Setting, as an alternative to approaches based on indexing [1]. Lind-
as follows: ley and Stark [13] use Pitts’§ T -closure for termination proofs.

Both in Krivine’s and Pitts’s version, orthogonality is a relation
between a term and its continuation, which is syntactically repre-
p— (p— (ud.(p— (¢ = C))) = C) = C) sented as a stack of frames [7]. (Krivine also considers operating
= p ((ud.(p— (¢ — C))) = C) §ystems-level features such as the run-timg clock [12] in reali;abil-
ity.) In the present paper, we transfer the idea of orthogonality to
= pd(p—(6—=0)) assembly language, where there is no surrounding evaluation con-
The operational semantics of indirect jumping remains the same, text; rather the continuation in this sense is the rest of the heap and
but what is different is the view of what is passed along with the code segment, and spatial separation is built into the definition of
jump. orthogonality.
To summarize, it appears that, subject to the requirement for L
contravariant recursive types, recursion through dynamically cre- 8-2  Directions for further work
ated knots in the heap would fit quite smoothly into the present It seems quite likely that Me#i$'s and Vouillon’s recent work on

p = (Yap.(p — ap) — O)

type system. recursive types in an operational setting [15] could be adopted to
deal with the recursive types that are necessary to cover indirect
8. Conclusions jumps in full generality, as in Section 7. In fact, this possible direc-

. tion is one of the reasons why a framework inspired by their use of
We have recovered frame rules from answer type polymorphism piorthogonality was used in this paper. Principled operational tech-
over L L -closed types. The potential recursion through code point- piques are also appropriate in this context since the literature on
ers in the heap remains a challenge, but may be amenable to similajoy-level languages typically presents them in terms of operational
techniques. semantics. Conversely, the mutual recursion between code (which
operates on heaps) and heaps (which can point to code) provides
8.1 Related work concrete motivation for recursive types combined with polymor-
Work on typed assembly language [16], and typing heaps, such asphism.
substructural type systems [18], is part of the general background  Frame rules via answer type polymorphism should generalize
of the present paper. Recent work on L3, a Linear Logic with Lo- from function calls to more general forms of jumping. It remains to
cations [17], also uses a relational style of semantics, rather thanbe seen if it can cover the hypothetical frame rule [22] or higher-
subject reduction, for soundness of a type system for a languageorder frame rules, perhaps even for non-functional control structure
with heap operations. Type systems and logics for assembly lan-such as coroutines or system calls. Bl-style typing of continuations
guages usually assume more restricted control flow than pointersmay also overcome some of the limitations of earlier work on linear
to unknown code; however, in recent work Ni and Shao have stud- continuation passing [3, 5].
ied a language with embedded code pointers [20]. Much of the  Multiplicative quantification over locations may be an alter-
typing presented here is based on separation logic and bunchechative to biorthogonality for obtaining well-behaved answer type
typing [21, 24] in particular. Code has to work not just given the polymorphism [4]. The distinction between an immutable code seg-
currently known code segment, but all larger ones, to which it may ment and a writable heap could be seen as an instance of permis-



sions [6] in separation logic, in thgt- B corresponds to an execute
permission and’ — B to a read and write permission in operating
systems. By using execute permissions, it may be possible to unify
the code segment and the heap to give greater flexibility than in the
system presented here, for instance for dynamically loading code.

Acknowledgments

Thanks to Josh Berdine, Cristiano Calcagno and Peter O’Hearn for
discussions, and to the anonymous POPL referees for comments.

References

[1] Andrew A. Appel and David McAllester. An indexed model
for recursive types for foundational proof-carrying codACM
Transactions on Programming Languages and Systems (TOPLAS)
23(5):657-683, 2001.

[2] Andrew W. Appel and Amy P. Felty. A semantic model of types and
machine instructions for proof-carrying code. Rmoceedings 27th
Principles of Programming Languages (POPL '0Pages 243-253.
ACM, 2000.

[3] Josh Berdine.Linear Typing of Continuation Passing Styl®hD
thesis, Queen Mary, University of London, 2002.

[4] Josh Berdine and Peter W. O’'Hearn. Strong update, disposal and
encapsulation in bunched typing. Draft, October 2005.

[5] Josh Berdine, Peter W. O’'Hearn, Uday Reddy, and Hayo Thielecke.
Linear continuation passingdigher-order and Symbolic Computa-
tion, 15(2/3):181-208, 2002.

Richard Bornat, Cristiano Calcagno, Peter W. O’Hearn, and
Matthew J. Parkinson. Permission accounting in separation logic. In
Principles of Programming Languages (POPL'0fpges 259-270.
ACM, 2005.

Matthias Felleisen and Daniel P. Friedman. Control operators, the
SECD-machine, and tha-calculus. In Martin Wirsing, editor,
Formal Description of Programming Conceptgages 193-217.
North-Holland, 1986.

Timothy G. Griffin. A formulae-as-types notion of control. In
Principles of Programming Languages (POPL '9@gnges 47-58.
ACM, 1990.

[9] Samin S. Ishtiag and Peter O’Hearn. Bl as an assertion language for
mutable data structures. PFrinciples of Programming Languages
(POPL '01), pages 14-26. ACM, 2001.

[10] Pierre Jouvelot and David K. Gifford. Reasoning about continuations
with control effects. InProgramming Language Design and
Implementation (PLDI)pages 218-226. ACM, 1988.

[11] Jean-Louis Krivine. Typed lambda-calculus in classical Zermelo-
Fraenkel set theoryArchive of Mathematical Logjct0(3):189-205,
2001.

[12] Jean-Louis Krivine. Dependent choice, ‘quote’ and the clock.
Theoretical Computer Sciencg08(1-3):259-276, 2003.

[13] Sam Lindley and lan Stark. Reducibility and TT-lifting for
computation types. IAyped lambda calculus and applications
(TLCA), number 3461 in LNCS, pages 262—277. Springer, 2005.

[14] John M. Lucassen and David K. Gifford. Polymorphic effect systems.
In Principles of Programming Languages (POPL '88ages 47-57.
ACM, 1988.

[15] Paul-Ande Mellies and éidme Vouillon. Recursive polymorphic
types and parametricity in an operational framework Légic and
Computer Science (LICS’09EEE, 2005.

[16] Greg Morrisett, David Walker, Karl Crary, and Neal Glew. From
system F to typed assembly languagePtmciples of Programming
Languages (POPL '98pages 85-97. ACM, 1998.

[17] Gregory Morrisett, Amal J. Ahmed, and Matthew Fluet. L3: A linear
language with locations. Ifyped Lambda Calculus and Applications
(TLCA), volume 3461, pages 293-307. Springer, 2005.

6

—

[7

—

8

-

[18] Gregory Morrisett, F. Smith, and D. Walker. Alias types. In
Proceedings European Symposium on Programming (ES©@RIme
1782 ofLNCS pages 366—-381. Springer, 2000.

[19] George C. Necula. Proof-carrying code. Rrinciples of Program-
ming Languages (POPL '97pages 106-119. ACM, 1997.

[20] Zhaozhong Ni and Zhong Shao. Certified assembly programming
with embedded code pointers. Rroc. 33rd ACM Symposium on
Principles of Programming Languages (POPL'0BCM, January
2006. (to appear).

[21] Peter W. O’Hearn. On bunched typinglournal of Functional
Programming 13(4):747-796, 2003.

[22] Peter W. O’Hearn, Hongseok Yang, and John C. Reynolds. Separation
and information hiding. IrPrinciples of Programming Languages
(POPL’'04), pages 268-280, 2004.

[23] Andrew M. Pitts. Parametric polymorphism and operational
equivalence Mathematical Structures in Computer Scient@:321—
359, 2000.

[24] David J. Pym. The Semantics and Proof Theory of the Logic of
Bunched ImplicationsKluwer Academic Publishers, 2002.

[25] David J. Pym, Peter W. O’Hearn, and Hongseok Yang. Possible
worlds and resources: the semantics of Bheoretical Computer
Science315(1):257-305, 2004.

[26] John C. Reynolds. Types, abstraction and parametric polymorphism.
In R. E. A. Mason, editoinformation Processing §pages 513-523,
Amsterdam, 1983. Elsevier Science Publishers B. V. (North-Holland).

[27] John C. Reynolds. Separation logic: A logic for shared mutable data
structures. IrLogic in Computer Science (LIC$)ages 55-74. |IEEE,
2002.

[28] Hayo Thielecke. Comparing control constructs by double-barrelled
CPS. Higher-order and Symbolic Computatioh5(2/3):141-160,
2002.

[29] Hayo Thielecke. From control effects to typed continuation passing.
In 30th SIGPLAN-SIGACT Symposium on Principles of Programming
Languages (POPL'03pages 139-149. ACM, 2003.

[30] Hayo Thielecke. Answer type polymorphism in call-by-name
continuation passing. |European Symposium on Programming
(ESOP 2004)volume 2986 ofLNCS pages 279-293. Springer,
2004.

[31] Jéréme Vouillon and Paul-AndrMellies. Semantic types: a fresh
look at the ideal model for types. IRrinciples of Programming
Languages (POPL’'04pages 52—-63, 2004.

[32] Philip Wadler. Theorems for free! I&'th International Conference
on Functional Programming and Computer Architecture (FPCA'89)
pages 347-359. ACM, 1989.



