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Abstract. Buyer-seller watermarking protocols integrate waterrimaykechniques
with cryptography, for copyright protection, piracy tragj and privacy protec-
tion. In this paper, our main contribution is the developt@dran efficient buyer-
seller watermarking protocol based on homomorphic putsig-cryptosystem,
and the use of composite signal representation in the etgaygomain to re-
duce both the computational overhead and the large comatisricbandwidth
which are due to the use of homomorphic public-key encrypsichemes. Both
complexity analysis and simulation results confirm the igfficy of the proposed
solution, suggesting that this technique can be succéssised in practical ap-
plications.
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1 Introduction

Today’s rapid development of multimedia technology resilin a number of secu-
rity issues including copyright protection, traitor tragj authentication and identifica-
tion. At the same time, more attention has been paid to prigagtection for users in
emerging multimedia applications. In order to meet theszlaedigital watermarking
and fingerprinting protocol has experienced a surge in rekesctivities over the last
decade, and a variety of elegant watermarking protocols haen proposed[,26,4],
allowing the content provider to embed seller’'s informatin a distributed content to
preserve copyright, or buyer’s information to identify goght violators. Traditional
watermarking schemes assume that content providers afsvtnthy such that they
would never distribute content illegally and always peridhe watermark embedding
honestly. However, in practice, such assumptions are figtdatablished. As a con-
sequence, the watermark tracing mechanism is discrediemduse a malicious seller
may benefit from framing an innocent buyer or a guilty buyey nmepudiate the fact
of copyright infringements by invoking the possibility afaiming by the seller. It is
against this background that buyer-seller watermarkimgomols were introduced, as
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a cross-disciplinary application, combining cryptograplith watermarking to ensure
copyright protection, security and privacy for both the teon provider and the cus-
tomer simultaneously.

In the literature, the first known buyer-seller watermagikmotocol was introduced
by Memon and Wong43] using homomorphic cryptosystems to embed a watermark in
the encrypted domain. In a typical setting, the contentidievand the customer per-
form a protocol and both generate only part of the watermearl,this ensures the wa-
termarked content delivered to the buyer is unknown by therséhe unwatermarked
original content is unavailable to the buyer, and none afthave access to the embed-
ded watermark. Some of the successors were proposed asasiertand variation to
[29 including [22,31,13,20].

However, a common problem of the aforementioned approastikat they do not
focus on the actual embedding of the watermark in a specifiimmedia content. This
is a classical scenario where cryptographic techniquesighie applied together with
signal processing techniques. In such a scenario, theahildi of signal processing
modules that work directly on encrypted data would be of ghedp to satisfy the
security requirements.

Signal processing in the encrypted domain (s.p.e.d.) iswefiedd of research aim-
ing at developing a set of specific tools for processing grtexy data to be used as
building blocks in a large class of applicationsy]. As to buyer-seller watermarking
protocols, the literature offers few examples of s.p.giemed approaches. I2]], a
basic amplitude quantization-based scheme based on aivalydiomomorphic cryp-
tosystem has been proposed for embedding the watermarle iarttrypted domain,
which has been adapted to more robust watermarking techsigy?9). However, such
techniques require processing each content feature aamsepncryption, which leads
to a high computational complexity since it introduces aéhexpansion factor between
the original signal sample and the encrypted one. To thedfesir knowledge, there
is no solution in the literature addressing both the segisgues stemming from the
protocol and the efficiency issues related to the actual ddibg of the watermark in
the encrypted domain.

As an extension of the previous work,]3], we have proposed a secure buyer-
seller watermarking protocol based on homomorphic puk#ig-encryption with an
efficient watermark embedding method in the encrypted domasing the composite
signal representation. Addressing the security and effigiégssues, our contribution of
this paper is twofold:

Avoid double watermark insertion. Double watermark insertions, required by most
predecessors, may cause a degradation of the final qualibedfistributed contents.
When applied independently, the second watermark coultuseror discredit the au-
thority of the first watermark, thus acting as an actual "agnliy attack” [L1]. That is
avoided by designing a unigue watermark, composed of therlsugecret watermark,
the seller’s secret watermark, and a transaction index.

Efficient watermark embedding. The existing s.p.e.d.watermark embedding schemes
are reviewed under a unifying framework and combined witlomgosite signal rep-
resentation ] that permits to represent several features of the conteatsingle en-
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cryption. Several composite embedding strategies areogsap which demonstrate the
practical feasibility of the protocol.

2 Primitives

2.1 Cryptographic Primitives

Privacy Homomorphism
An encryption scheme is said to hemomorphidf for any given encryption scheme,
the encryption functiol satisfies

Vmy,mp € M E(My O, M) = E(my) ©c E(Mp)

for some operators,, in the plaintext spaces and®. in the ciphertext space.

Homomorphic cryptosystems can be classified as two groupsgly the ones
whose security relies on tHeecisional composite residuosity assumption” (DCRA)
and the ones of the ElIGamal class baseddetisional Diffie-Hellman assumption”
(DDH). Because homomorphic cryptosystems cannot have the ntealiéity prop-
erty, the strongest security level a privacy homomorphiam reach idND-CPA in-
stead ofIND-CCA2 For instance, the deterministRSAcryptosystem §0] and the
ElGamalcryptosystem 4] are multiplicative privacy homomorphisms. In contrast to
deterministicRSA ElGamalis IND-CPA The Goldwasser-Micalicryptosystem 19,
the Paillier cryptosystem 4], and Paillier's generalization the Damgard-Jurik cryp-
tosystem [ 7] are additive privacy homomorphisms. The state of the aprivfacy ho-
momorphic cryptosystems is presentedif]|

Group Signature Group signatures3|5] enable group members, each with its own
private signature key to produce signatures on behalf ofgtieep. Group signature
schemes can either be used for static groups, where thetieemtf group members
are fixed in the group setup phase; or for dynamic groups,wddiow to update group
members. Dynamic schemes have the advantage that insteadighing a high level
of trust to a single group manager, the group manager is atubas an issuer, to issue
private signature keys to the group members, and an openepein signatures. This
provides more security with a lower level of trus].[The security properties of static
and dynamic group signature schemes are formalized ih s follows:

— Anonymity allows group members to create signatures anonymously,tbat it
is hard for an adversary, not in possession of the group neaisagpening key to
recover the identity of the signer. The anonymity propemyplies that the group
member is anonymous in the group.

— Anonymity allows group members to create signatures anonymously,teat it
is hard for an adversary, not in possession of the group neaisagpening key to
recover the identity of the signer. The anonymity propemyplies that the group
member is anonymous in the group.

— Non-frameability requires that no adversary can produce a signature thatresho
opener would attribute to a user unless the latter indeediymed it.
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2.2 Watermarking and Signal Processing Primitives

Dither Modulation Dither modulation techniques belong to the class of datangid
schemes defined informed embedding algorithms or hostféménce rejecting meth-
ods [L0], where the watermarking problem is viewed as one of comupaiiuins with
side information at the encoder. These systems can achistériterference rejection
since knowledge of the host signal at the encoder is addguatploited in system
design, in such a way that in absence of attacks the protyabflimissing detection
is equal to zero. Within this class of methods, Quantizalimex Modulation (QIM)
[9] and Rational Dither Modulation (RDMY}] are widely employed due to their good
performance. Such methods hide signal-dependent watiesmsing as embedding rule
the quantization of some content features. In our schemaegxtension of such tech-
nique to watermark embedding in the encrypted domain isidered 1,29).

The simplest example of such techniques is a binary Dithed&gion (DM) with
uniform scalar quantizers: in this realization, we assuma¢w is a binary vector, and
that each bit ofw, sayw;, determines which quantizer, chosen between two uniform
scalar quantizers, is used to quantize a single scalar éaistrex;. Two codebooksig
andw associated respectively to a bit valwe= 0 andw = 1 are built as:

fuéo ={ugx} = {kA+3 ke Z},

1)
ugy ={uk} = {KA+8/2+8 ke Z},
whereA is the quantization step, a”ddhe dithering value.
Watermark embedding is achieved by applying to the featwi¢her the quantizer
Qo associated taig, or the quantizer; associated tai,, depending on the to-be-
hidden bit valuev = {0, 1}:

Qaw(X) =arg min [Uyx — x| 2)

UkEus,,

whereuy are the elements szgw. By lettingy indicate the marked feature, we have
theny = 4, ().

Composite RepresentationComposite representation of signal$ permits to group
several signal samples into a single word and to performcHamar operations on
them. This representation has been proposed to solve théprs related to the data
expansion from the plaintext to the encrypted represamtati signals, due to the use of
cryptosystems operating on very large algebraic strust@emposite signal represen-
tation allows to speed up linear operations on encryptathfsgvia parallel processing
and to reduce the size of the whole encrypted signal. In duerse, composite rep-
resentation is used to reduce the size of the digital corfieratge) before watermark
embedding in the encrypted domain.

Let us consider an integer valued sigagle Z, satisfying|an| < Q, whereQ is a
positive integer. Given a pair of positive integ@t®, thecompositeepresentationc x
of a, of orderRand bas@ is defined as
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R-1 )
aC,k:Zjai,kBla k:OalaaM_l (3)
i=

wherea; i, i =0,1,...,R— lindicateR disjoint subsequences of the sigaal

If B> 2Q andBR < N, whereN is a positive integer, it can be showf] [that
the composite representatiegy takes no more thaN distinct values. Thanks to this
property,ack can be represented ov&g without losing information. Moreover, as
long as the aforementioned hypotheses hold, several kirndsar processing can be
applied directly to the composite representation of thedigallowing for a parallel
processing of the original signal samples.

3 Proposed protocol

The proposed buyer-seller watermarking protocol invofees players: the seller,
the buyers, the trustworthyCA, and an arbitratop. In this section, we elaborate on
the three subprotocols. First, in the registration protosoregisters at th€A before
the purchase. Second, in the watermark generation andiorsprotocol,3 purchases
a digital content from a media distributar. Third, in the identification and arbitration
protocol, 2 identifies the copyright violator, with the collaboratiohtbe s and the
CA We assume th€A is trustworthy and a seculreublic Key Infrastructuras well
deployed such that each party has a certified public andtprkeéy pair. For consistency,
we assume the digital content is a still image, although tieéogol can be applied to
other multimedia formats. As an illustration, we follow tloeemal definition of dynamic
group signatures of Bellare et a?][

3.1 Registration Protocol

The registration protocol performed between the buyeand theCA is depicted in
Fig.1.

1. TheCAexecutes thgroup-key generatioalgorithmGKg to produce the group public
key gpk the issuer keyk, and the opener kegk.

2. B begins with theuser-key generatioalgorithmUKg to obtain a public and private
key pair(upks, uskg).

3. To join the groups generates a key paisks, pks), signspks with uskg, and sends
(pks,sige) to the issuer. IBigg is verified, the issuer issues a certificatgplg and3’s
identity B. Then(pkg, sigs) are stored in a registration tablerag|B].

4. Upon receivingertz, 3 generates his private group signature gslg from the tuple
(B, pks, sks, certg), whereB denotess’s identity.

3.2 Watermark Generation and Embedding Protocol

The protocol can be executed multiple times for multi-teat®ns between the seller
4 and the buyem, as depicted in Fig. 2 and3 first need to negotiate a purchase
agreemenfARG on rights and obligations as well as the specification of tiggtad
contentX.
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Certificate authority (CA) Buyer (3)

1. group key generation SecureChannel 2. user key generation

(gpk ok ik) — GKg(1¥) (upks, uskg) « UKg(1%)

3. group joining ifVf (upkg, pks, sigs) = 1 Pke,sige (pka,Sks) «— Ks(1¥), Sigs — Si Qusi (Pks)
certg < Si gic(B, pke), reg[B] < (pke,Sigs)

el secerg — ¢ certs gsks — (B, pkg, sks, certg)

Fig. 1. The registration protocol performed between the buyeand the certificate
authorityCA.

Seller (2) Buyer ()
« ARG | 1 (pk;.sky) — Ka(1¥), p= GSi g(gpk gsks. pks)
« ZKPL 2 Eoo= Epiea(sK)
ZKPy 3. generat®is, ews; = Epje, (Wh;)
5. V1 (gpk (Pl W), VI (5, Pl S 4.m (pks, ARG eWs, Ees), S=Si ggig (M)
generatéy, @, Wag < (Wa,Wg),W «— (Wag, @)
Epig, (Y) = Epigy (X &W), (i =1,..,m)

Tabley < [@,m,s,Wa]

Epl% (Y)

3. getY with sk§

Fig. 2. The watermark generation and embedding protocol perfotratdeen the seller
4 and the buyes.

1. 3 first generates a one-time anonymous key (@i, sks). Thens applies thegroup
signingalgorithmGSi g to create a signatugeto pks with his group signature keysks
and the group public kegpk asp = CSi g(gpk gskg, pks).

2. Next, 8 computes an key escrow ciphgsc = Epi.,(Sks) to recoversks from the
CAin case of disputes. Then (as the prover) andi (as the verifier) engage in an
honest-verifier zero knowledge praoK Py, in order to assurg that the ciphertexEesc

is valid without compromising the encrypted message, wisiah's private keysks.

3.8 generates the buyer’s secret watermark ada numbeMg = {wg, ..wg, } where
wg, € {0,1}, in compliance with the features of for robustness, and encrypig
bit-by-bit with his public keypks asews, = Ep%(WBi). The encrypted watermark is
presented aswg = {ews, ..ewg, }. After this, for the correctness of the embedding and
the successive detection an honest-verifier zero-knowledgofZKP, has to be per-
formed, such that the buyer proves to the seller that thengiifghertextews, can be
decrypted to a bit (i.e., the plaintext is either 1 or 0), withrevealing any secret infor-
mation. An alternative strategy could consider to negleist $tep, confiding either in
the ability of the watermark detector to reveal such fingetgrtifacts or in the fact that
values different fron{0, 1) will significantly degrade the content during the embedding
process.

4. 8 sendq pks, L, ARG ews, Eesg) asmwith his signatures = Si gslg(m) to4.

5. After 2 performed thgroup signature verificatioalgorithmGvf to verify 3’s group
signaturep with gpk and 3’s signatures with pks, 2 generates the seller's secret
watermarkW and an indexp to locate the current transaction recordTiable,. Let
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Wag = Wa ®WE, W =Wjag + @2". W consists of the-bit Wag and the/-bit ¢. W can be
decomposed inté+ n binary numbers, withw; € {0, 1}, satisfyingW = z{‘jg*lwizi.
The watermark embedding can be considered as a functiorhvdidies the encrypted
watermark bitsz (w;) and the contenX as input, and returns the encrypted water-
marked content (Y) as output, where (-) denote€E; (). The encrypted watermark

can be computed in the encrypted domain as

‘Z(W):{‘Z((pl)v"vf((n)}”{Z(WABl)v“vf(WABn)} (4)

where, fori=1,...,n

Z (Wg,) wp =0

£(1)-2(wg) 1 wy=1 ®)

f(WAa)=f(WAi@WBi):{

Note that|| denotes concatenation, agddenotes exclusive OR.
6. 2 stores(g,m,s,Wa) in Tabley, and delivers the encrypted watermarked content
Ep%(Y) to 8. As a result,3 obtains the watermarked contevitwith a decryption

Dsk: (Epi (Y))-
3.3 Identification and Arbitration Protocol

The identification and arbitration protocol, performed agthe sellerz, the judges,
and theCA, is depicted in Fig3.

Seller (7) Judge () Certificate authorityCA)
LU <Det(X,Y), ¢ —U Tablelv 5 vrspie) _ Besc | 3.5k = Doy (Eesd
4.We = Dy (ev6) Who  (WaVip) P9
W,;B «— Det (X.Y'),W,;B ;WAB “4%, 5. open group signature
B 6. Judge(gpk B, upks, pks, |1, T) « BT (B.1) — Open(gpk ok reg, pks. 1)

Note: = GSi g(gpk gsks, pks)

Fig. 3. The copyright violator identification and arbitration psobl performed among
4, 7, and theCA

1. Once a pirated copy' of X is found, 2 extracts the watermarld from Y' and
retrieves the most significafibits ofU as an indexp/ to search ifTabley, by choosing
the@from Tableyx most correlated With)/. 4 provides the collected information

2. 7 verifies the buyer's signatusewith the provided keyks. If verified, s sends the
key escrow cipheEgscto theCA. Otherwise, the protocol halts.

3. TheCAdecryptsEescto recover the suspected buyer’s private &gy= Dgy., (Eesc),
and sends encryptidep, (sk;) back tos.

4.7 recoversskg = Ds; (Epi, (skg)), We = D (ews), and calculate®/ag fromWa and

Wk. 7 then extracts the watermatk fromY and retrieve the least significant bits of



Efficient Implementation of a Buyer-Seller Watermarkingtecol 29

U’ asW,. If W,z andWag match with a high correlation, the suspected buyer is proven
to be guilty. Otherwise, the buyer is innocent. Note thatl v, the buyer has stayed
anonymous.

5. 7 sends a court order to th@A, which executes thgroup signature opealgorithm
Open with its opener keyk and the registration tableg to retrieve the identit with

a claim prooft.

6. 7 verifiesB andTt with the group signature judginglgorithmJudge. If verified, 7
closes the case and announces that the heiyeith identity B is guilty. Otherwise, the
protocol halts.

3.4 Zero Knowledge Proofs

Zero Knowledge Proof for Fair Encryption of Private Keys ZKP; In our protocol,
the buyer (as the prover) needs to convince the seller (as the verifigrthat given the
ciphertextEesc = Epi:,(Sk3) is an encryption of some value related to his private key,
e.g., the factorization of the modulaswithout revealing any secret information; and
the trusted third partZAis able to recover the buyer’s private key, with the encioympti
Eescandc 4’s private key. Indeed, the buyer’s Paillier public keynis- pgandg, and
his Paillier private key i3 =lcm(p— 1,g— 1) which is equivalent to the factorization of
the modulon. The statistical zero knowledge praoKP; contains two building blocks
as follows:

ZKPa: Prove the correctness of the public key setup

Due to the fact that the key pdipks, sk;) is self-generated by the buyer, it is essential
to first prove the public key is correctly setup amis the product of two large primes.
That is to prove that the committed value is related to theapeikey, and the quantity
committed to is the factorization of an RSA modulus. We falithe statistical zero-
knowledge protocol by Camenisch et &],[proving that a committed (or revealed)
numbem is the product of two safe primes, i.e., prinfgandq such tha{p—1)/2 and
(g—1)/2 are primes as well.

ZKRs: Prove the correctness of the private key encryption

Two candidate schemes seems to fit our setting, namely tligalér encryption by
Camenisch et al.7] and the fair encryption of RSA keys by Poupard et af][ Despite
the claim of [7] that [28] may overlook the fact that the underlying encryption schem
provides security against chosen ciphertext attacks, wé&ledo employ Poupard’s
scheme due to its efficiency of zero knowledge proofs. Theyption scheme of the
buyer’s private key and the proof of fairness works as foiow

Key Generation: Let N be an RSA moduludl = P- Q, whereP andQ are primes,
gcd(N,d(n)) = 1, andG be an integer of order multiple & moduloN2. The third
party CA's public key is(N,G) and private key is\(N). The buyer’s private key is
A(n) =lecm(p—1,g— 1) with the factoring components and q such thatn = pg,
which is the modulus of the Palillier cryptosystem'’s betwtenbuyer and the seller.
Encryption: # (the buyer) computes=n—¢(n) = p+qg— 1, randomly choosese Z,
and computeE = G- uN mod N2,

Non-interactive proof: The common input te and4’ are randomly chosen integers
z € Z;fori=1.K.
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2 randomly chooses, ro € [0,A] andvy, v, € Z, computes the commitmetit=
(Grlle mod N2, (erl mod n)j:1_,K),t2: (Grzvz’\‘ modNZ, (zﬁ2 mod n),-:l_,K), ande; =
H (tla Na Ga (ZJ )j:l..Kv n)l € = H (t23 Na Ga (ZJ )j:l..Kv n)' P CompUter =TIi1+ el(n -
d(n)), y2=ra+e(n—¢(n)) ands; = u® - vy modN, s, = u®2 - v, modN. The non-
interactive proof is a 6-tupléy1,si,€1,Y2, S, €2).

v checks Xy; <Aand 0< yp <A,
computes;’ = ((Gyl -yY/re modNZ2, (2" mod n),-:l_,K)

andty’ = ((Gy2 Y% /% modNZ, (22" mod n),-:l_,K),
checkse; = H (t1/,N,G, (zj)j=1.k,n) ande; = H (t/,N, G, (7)) j=1.k, N).
v accepts if and only if this holds.

Zero Knowledge Proof for Bit Encryption ZKP, The following round should be
repeatedn times, wherem is the bit length of the buyer’'s watermark. The buyer (as
the prover?) needs to prove to the seller (as the verifi€y that a given ciphertext

is an encryption of a bit, i.e., the corresponding plaintexdne of the two candidate
plaintextsw; = 1 orw, = 0, but the seller doesn’t know which one is encrypted exactly
In other words, the buyer needs to prove that the given etioryg(w;) is eitherE(1)

or E(0), namelyZKP{w; : E(wi) A(w; € {0,1})}. Our proof protocol is based on the
honest-verifier zero knowledge proof by Damgard and Jurif, [and is depicted as
follows:

As explained above, Paillier encryptiorfi$i) = g' - r" modn?, and it can be seen a
specialized form of the Damgard-Jurik cryptosystem. Gigiphertexic and two can-
didate plaintextsv; = 1 andw, = 0, # and % both computel; = cg~* modn? and
Uz = cg™"2 modn?. It is easy to see that the proof is equivalent to convinainthat
eitheru; or uy is a n-th residue modulo?. We assume that knows an n-th rootis,
andas is the honest-verifier simulator for the n-th residue moddlprotocolZKPs. It
is necessary to first outline hadk P; works.

ZKR:: Prove a value is n-th residue modulm?
Common inputn, u
Private input fore: v, such thati = v" modn?

1. chooses at randome Z;, and senda = r" modn? to ¢’.

2.7 choose a challenge a random k-bit number, and sersito ».

3.2 sends the responge= rvé modn?to 4.

4. v checks that" = au® modn?, and accepts if and only if this holds. Otherwise, the
protocol halts.

ZKP: Prove a value is 1-out-of-2 n-th residue modula?

Common inputn, ug, Uz

Private input fore: vy, such thati; = vi" modn?

1.+ chooses at random € Z;,, and then invokess on inputn, u, to get a conversation
as,,2. P sendsa; = r1" modn?, ay to 7.

2. v choose a challeng# a random t-bit number, and sendi$o 2. Note that ifk is
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the bit length ofn, we can set = k/2 and be assured that a cheating prover can made
the verifier accept with probabilitg 2.

3. compute®; =d—e mod n? andz; = rivie, mod n?, and sendsy, z;,e,2>t0 7.

4. v checks thatl = e; + & mod 2, Z] = a;u1® modn? andz} = a,u,® modn?, and
accepts if and only if this holds. Otherwise, the protocdisha

To construct four-round perfect zero-knowledge proofswikledge based on honest-
verifier zero knowledge proofs, we refer to the frameworkddticed by Cramer, Damgard,
and MacKenziel9).

4 Secure Watermark Embedding

The buyer-seller protocol described in the previous saaggjuires that a vector of en-
crypted bits to be embedded in a digital media through alslgitaatermarking scheme.
We will name a watermarking scheme with such capabilitiescae watermark em-
bedding scheme.

In the proposed protocol, we adopt a secure watermark enrgpddheme based
on dither modulation techniques and homomorphic cryptesys; such class of em-
bedding schemes has been proposed in’f]. In the following, the aforementioned
techniques are reviewed under a unifying framework and doedbwith the composite
signal representation in order to provide an efficient im@atation.

Let us assume that a vector of host featwéms been extracted from the original
content and denote a generic featurexasihe corresponding watermarked features
using a scalar binary dither modulation can be expressed as

yi = (X, X) + Wi - A(X;,X) (6)
where f(x;,x) andA(x,X), denoting respectively a suitable function of the original
feature and a signal dependent quantization step, chawcgedatg to the chosen em-
bedding technique. Namely, standard QIM is obtained by simgp

f(xi.x) = Q4%(xi)
A(%,X) = A-sgrix — Q2% (%))
distortion compensated QIM (DC-QIM) is obtained as

F(xi,%) = Qgp(ax) + (1— 00X
D%, X) = A-sgriox — Q% (ax))
and rational dither modulation (RDM) is obtained as

fl0) = o (o
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where sgx) = x/|x|, a is a constant if0, 1] andu(x,i) is a suitable function of the
features aroung [25,29].

The watermarked features if)(are not suitable for processing through a homo-
morphic cryptosystem, since they are represented as realsva\n integer valued wa-
termarked feature is then obtained as

z=[f(x,x)- Q|+ Wi - [A(X,X) - Q] = fo(%i,X) + Wi - Ag(Xi, X) (7)

where[-] is the rounding function an@Q is a scale factor that can be adjusted according
to the required precision. By assuming an additively homiguhia cryptosystem, the
above equation can be translated into the encrypted doreain a

Efz] = E[fq(x,x)] - E[wi]4). (8)

Note that the seller, being the content owner, knows thenfazi version ofk and
can compute botlig(x,x) andAg(xi,x) in the clear. Hence, equatiof)(can be im-
plemented by the seller relying only on the homomorphic prtes of the underlying
cryptosystem.

4.1 Composite Embedding

One of the main problems of the secure embedding approasbrmies in equatiors]

is that each sample of must be encrypted separately. Since the number of features
can be very large when marking multimedia contents, the caatipnal cost of en-
crypting such data may become prohibitive for a practicalementation of the above
technique. Also, security of the underlying cryptosysteauires the use of very large
algebraic structures. For instance, a secure implementafi Paillier will require at
least a 1024 bit modulus, which means that each encryptediwitibe represented as

a 2048 bit integer. As a consequence, the bandwidth reqamtof such an application
may soon become very demanding.

In traditional watermarking applications the number okhi¢quired to correctly
represent the features is usually quite small, typicalhygiag from 8 to 16 bits. This
suggests that the composite signal representation irnteatin Sectior2.2 may be suc-
cessfully used to reduce both the number of encryptionslamdperations performed
on encrypted values.

Let us define the signats = fo(x;,x) andb; = w; - Ag (X, X). If we divide the feature
vector into blocks of siz&, then the composite representations of the above signals ca
be defined as

R-1

R-1
ack=Y ajwkp’ bek =Y bjmkB. 9
K j;) M-k K JZO Mk

Note that each composite word contalRs/alues that are spaceéd positions apart
in the original vector. That is, a block &fl composite words can be viewed as the
superposition oR adjacent blocks of features.
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The composite embedding can be defined as the suagoandbc k. The result is
the composite representation of the watermarked features:

R-1

R-1
Zck=ack+bck= ajmik+bimk B = S ZjmakBl (10)
: JZO{ M-kt bjmk} ,Zo M+

Aslong asz| < %, Vi, the vector of watermarked features can be safely extréicied

Zc k- Hence, by a suitable choice @the watermark embedding iii)(can be efficiently
performed using X0). The proposed composite embedding can be performed in the
encrypted domain by simply using an additively homomorghyptosystem. Namely,

a secure composite embedding can be defined as

Elzck] = Elac] - E[bck]- (11)

In the model we considé[ac ] is simply obtained as the encryptionaf, since the
seller can computec in the clear. Conversel¥[bc k] must be obtained from opera-
tions in the encrypted domain applied to the encryptedmbjig]. A possible solution
is to compute th&[b;] and then compose them by using the homomorphic property:

R-1 ]

(R

J:

R-1 Bj
Elbck] = [] Elbjm+]™ =
K J]:L M4k

The above strategy will be referred tostandard composite embedding

A possible drawback of the previous strategy is the negeskitomputing the com-
posite representation after the encryptiorbofAlthough such encrypted values come
from the product betweel[wi] andAg(Xjm-k,X), that is, they do not require to actu-
ally encrypt anything, nevertheless the amount of inteiatedencrypted data and the
complexity of the encrypted domain composition may resulti unacceptable com-
putational overhead.

To solve this problem we may resort to an alternative embegstrategy. Usually,
the number of bits that compose the watermark is very smétl mispect to the avail-
able features. This suggests that the same bit may be entbieddere than one feature
[21], in order to provide a simple repetition code and proteetwatermark message
from possible detection errors.

In our alternative strategy, we assume that the repetittate ¢s designed so that
each feature within the same composite word, zay encodes the same watermark
bit, saywy. The composite componebg i is then obtained as

R-1

R-1
bek=$ Widq(Xjmk.X)B =W $ Ag(Xjm+k, X)B. (13)
,Zo Q(Xjm+ j;) Q(Xjm+

Hence, the encrypted compon@ibc k| can be simply obtained as
Ebe] = Efw -0 20m P! (14)

where the composite representation is computed on plaidéa. This strategy will be
referred to agfficient composite embedding



34 M. Deng, T. Bianchi, A. Piva, and B. Preneel

5 Implementation

The efficiency of the proposed solution is verified by mears pifactical implementa-
tion of the buyer-seller watermarking protocol. Namely,wik implement a prototype
of the watermark embedding part, which is deemed the mospuatational demanding
phase of the protocol. As to the setup and watermark geparpérts of the protocol,
we will refer to a complexity estimate considering well-knopractical implementa-
tion designs for the cryptographic primitives employedia protocol.

5.1 Watermark Embedding

In our implementation, we assume that the content is an inaagethat the features
are obtained by applying a block 2D-DCT to the pixel valueanély, the image is
divided into square blocks of 8 8 pixels and an & 8 DCT is applied to each block.
The features are the 14 lowest frequency DCT coefficientact élock, excluding the
DC value: they are obtained by reordering the DCT coeffisiamthe classical zig-zag
scan and taking the coefficients from the second to the fifteen

The output of the embedder is a vector of encrypted and waided DCT coef-
ficients. In order to keep secret the exact set of featureseithbedder outputs all the
DCT coefficients of the image in encrypted form. The markeefficients are obtained
as in ). The other coefficients are simply multiplied @yand rounded before encryp-
tion. More formally, the plaintext output values, i.e. aftlecryption by the buyer, can
be expressed as

% -QJ X & M 4o
whereas indicates the set of marked features.

After receiving the encrypted and watermarked coefficights Buyer will decrypt
them, divide them by, and reconstruct the watermarked image by applying ansever
DCT. When a composite signal representation is used, theBhall also extract the
DCT coefficients from their composite representation. ia dase, we assume that the
parameterf andR of the composite signal representation are made publicé@éfler.

We have implemented three versions of the watermark embgadgorithm. The
first version is based on the direct implementation8)f by encrypting each marked
coefficient separately. We will refer to this versiorp@eelwise The second version uses
the composite signal representation accordind B énd will be referred to astandard
compositeThe third one employs the composite signal representatioording to {4)
and will be referred to asfficient compositeAll versions are based on the Palillier's
cryptosystemZ4], with a modulusN of 1024 bits.

The aforementioned versions have been implemented in Gng tliee GNU Multi-
Precision (GMP) library33] and the NTL library BZ], and have been run on an Intel(R)
Core(TM)2 Quad CPU at 2.40 GHz, used as a single processordér to verify the
efficiency of the proposed solutions, we measured the eiectitne of the three ver-
sions using three different image sizes: 35856, 512x 512, and 1024 1024. The
marked features have been quantized using three diffeheites forQ: 211, 215 and
223 In each version, a random bit sequence with the same lesgtiredotal available

7 — {fQ(X@,X)+Wi -Do(Xi,X) X €M
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Table 1. Execution time (in seconds) of the different implementadiof the secure
embedding algorithm: (1) pixelwise; (2) standard comp4R) efficient composite.

Q[ 256x 256 512x 512 1024x 1024
DA O @I O 1O@]6
21111493.410.9 7.3][2058.444.230.5]7528.3164.1110.5
embedding!5|(489.314.9 9.6{|1909.158.537.8|8704.2250.71170.7
223|| 497 |22.914.6| 1953 |89.8 57 ||7926.1362.1231.4
2111133.9 1.8]1.8|[546.2| 7 | 7 ||2171.427.8] 27.8
extraction |215](133.4 2.3| 2.3|/ 528.3| 9.1| 9 ||2113.7 36 | 36
223|| 134|3.4|3.4|/539.1|13.513.5|2122.5 53 | 53

features has been embedded using QIM. Both the seller'scsidgutations and the
buyer’s side computations have been considered. The seselshown in Tablg.

It is evident that the composite signal representation fisnm reduce the compu-
tational complexity of secure watermark embedding to atgegtent. Namely, when
Q = 2 the execution time of the efficient composite embedding itr6s lower than
the pixelwise embedding and the corresponding extraditiom is about 80 times faster
with respect to the pixelwise version. A 10241024 image can be processed by the
seller in less than two minutes, whereas the buyer can éxtraplaintextimage in less
than 30 seconds. Such timing constrains do not seem privkibitview of a practical
application of the proposed techniques.

(@ | (b)

Fig. 4. Example of a watermarked image: (a) original “Man” image; RDM water-
marked image (PSNR = 46.62 dB). The watermarked image has di#tained with
efficient composite embedding, usifg= 211.

In order to assess the robustness of the watermark in theebnaigpcessed with
the proposed algorithms, we have measured the detectidorpance after an addi-
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tive white Gaussian noise (AWGN) attack. We considered tlart” image with a
resolution of 512 512 pixels. The watermark strength is measured by the Dogtime
to-Watermark Ratio (DWR), defined as
a2
DWR = 10log o — (16)
O-W
wherea? is the variance of the original image, aag is the variance of the watermark
signal, defined as the difference between the original inaagethe watermarked one.
The image has been watermarked with the DC-QIM, and RDM édlgos de-
scribed in Sectiod, implemented using the standard composite and efficienposite
strategies and using different scaling factQrsThe quantization step size has been set
in order to obtain a nominal DWR of 33 dB on all images. As to ROV, the parameter
o has been set to 0.5, whereas for RDM, the functipgi) has been defined as

1 i+L 1/p
H(X,T) = (m _ ZL|Xj|p> 17)
=

whereL = 15 andp =1 [25].

The detection performance has been evaluated in terms efrbitrate (BER) and
fingerprint error rate (FER). A fingerprint error is counteey time the detected fin-
gerprint differs from the correct fingerprint by at least dite The BER and FER have
been measured on 1000 tests, where in each test a 128 bit fegdiint was em-
bedded into the image. Since the number of available femtsmauch greater than the
fingerprint length, the fingerprint has been encoded withpatiton code exploiting
the maximum available length.

The detection performance has been measured with diffeoése levels. The strength
of the additive Gaussian noise is expressed through therkiVatk-to-Noise Ratio, de-
fined as

%
WNR = 10log; pos (18)
n
wherea? is the variance of the noise.

The BER and FER curves versus the WNR are plotted in 5i§. To facilitate
comparison, we also considered the performance of a piiemebedder using floating
point computations, which is referred to @sginal in the figures. As can be seen, for
all watermarking algorithms the performance of the staddamposite version is very
near to the performance of the plaintext version, irrespedf the value ofQ. This
means that the secure embedding can be safely implemeritecthis smaller value of
Q, which guarantees the higher gain when using the compagitelsepresentation.
In the case of the efficient composite version, the resuéisjaite different. As to DC-
QIM, the performance decreases slightly when a lo@és used. As to RDM, quite
surprisingly, the efficient version gains about 2 dB withpest to the standard version.
We deem that such results can be ascribed to the particplatitien coding pattern of
the efficient version, which encode the same bit into DCT fa@iehts having the same
position within the 8< 8 blocks. In the case of QIM and DC-QIM, this will slightly
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Fig. 5. Performance of DC-QIM under AWGN attack: (a) BER; (b) FER = log, Q.
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Fig. 6. Performance of RDM under AWGN attack: (a) BER; (b) FER = log, Q.

correlate the errors on the code hits, since DCT coefficieaténg the same position
will have similar magnitude and will exhibit similar erroafterns. Conversely, in the
case of RDM, adjacent features are correlated due to thsigivbyu(x,i). Hence, a
repetition code avoiding code bits on adjacent featurdpeiform better.

5.2 Efficiency Considerations

In this section, we measure the protocol efficiency in terfrmputational and com-
munication complexity for realistic values. As a practicaplementation, the following
cryptographic primitives are employed in our protocol. Plagameters are outlined be-
low or the same as recommended in the original papers. Peagyrhomomorphism,
we choose the Paillier cryptosyste¥], with public key size of 1024 bits, which is
the product of two large safe primes of 512 bits each. We eynihle group signature
scheme by Camenisch et &i],[with 2048-bit RSA modulus. The key escrow of Pail-
lier private key is based on fair encryption of RSA(-likelykeoy Poupard et al2[].
The proof of bit encryptions is modified from the auxiliaryppwcols of Damgard-Jurik
cryptosystem 7], with the security parametex= 1 for Paillier’s cryptosystem. The
proof of the correctness of public key is based on provingeroknowledge that a
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Table 2. Computational complexity and communication complexityreation.

Protocol number of exp. or multi-exp. (group size) size)(bit

Protocol 1 total 2 exp.(on 282 hits), (2 exp.+ 4 multi.) (o#8Mits) 12,853

Protocol 2 total

—pixelwise 27 exp. (on 1024 hits), (1158 exp.+262,332 multin 538,053,144
2048 bits)

—composite 27 exp. (on 1024 bits), (1158 exp.+3,948 mu(bin) 7,500,312
2048 bits)

Protocol 3 total 3 exp. (on 1024 hits), (3 exp.+1 multi.) (@482 bits) 232,664

Protocol in total

—pixelwise 2 exp. (on 282 hits), 30 exp. (on 1024 bits), (1&8B.538,298,661
+ 262,337 multi.) (on 2048 bits)
—composite 2 exp. (on 282 bits), 30 exp. (on 1024 bits), (187,745,829

+ 3,953 multi.) (on 2048 bits)

number is the product of two safe prime3.[For implementation efficiency, we use
the non-interactive statistical zero-knowledge proofdaasi-safe prime products by
Gennaro et al.l[7]. Because of the foreseen attacks to the hash function StdAel
SHA-2 series, we choose to employ SHA-512. Digital sigr@msgheme is RSA-PSS,
based on RSA, and hence brings the convenience of genesagjimagure and keys from
Paillier's RSA factorizing based keys.

For the computational complexity, the number of expondotis in each message
and the total number of exponentiations required by theogads, with the group size
on which they are performed, are presented in T&bk The communication com-
plexity is evaluated as the sum of the sizes of all messagesuads, i.e., the number
of bits exchanged during the protocols. The registratiastqmol contains 2 rounds,
namely round 1 as key generation and round 2 as group joiaggetailed in Figl.
The messages exchanged in the other protocols are indicatéd. 2 and 3. Based
on the same group, we distinguish single exponentiatiomsdqidd as exp.) with multi-
exponentiations (denoted as multi.), taking into congitien that there are algorithms
to compute multi-exponentiations that are faster thandwstputing each exponentia-
tion separately and then multiplying the results.

In Table5.2 we consider a 512 512 image, so that the size of the host signal
is 262,144 DCT coefficients, with a fingerprint of 128 bits,vdfich 96 bits for the
watermark generated by the buyer and the seller and 32 bitsdandex. When using
a pixelwise approach, each DCT coefficient is encryptedguBaillier's cryptosystem,
requiring 262,144 multi-exponentiations on a 2048-bitgrdr he size of the encrypted
image is 262144 x 2048= 536,870 912 bits (indicated in message 2.5.3). When using
the composite signal representation, we assumelkap!!, which result inrR = 85, so
that we have roughly 3,760 multi-exponentiations and 6,33®@transmitted bits. The
efficient composite scheme has been assumed.
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From Table5.2, it is evident that the total number of exponentiations &igned
by the number of multi-exponentiations, and that most ofdbmputational effort is
required to encrypt the whole image. Most of the computaticomplexity is located
on the Seller’s side, since he/she has to encrypt the digitalent and perform the
embedding in the encrypted domain. However, the compagit@krepresentation can
significantly lower this burden. In the pixelwise case, thenber of exponentiations
required to encrypt the image takes®% of the total number of 2048-bit exponenti-
ations, whereas in the composite case it takes onl§%3As to the communication
efficiency, the transmission of the encrypted image takeg?®®f the bandwidth in the
pixel wise case and 83% of the bandwidth in the composite case. This data also show
that the overhead of the protocol is small compared to imageygtion: to protect a
512x 512x 8 =2 Mbit image, the data exchanged in the whole protocol (citpo
version) is about .4 Mbit. With an expansion rate of 83, small compared to most public
key cryptosystems, and with the modern network bandwidplacigy, we can conclude
the communication overhead is within an acceptable range.

6 Conclusions

In this paper, we propose an efficient buyer-seller watekmgrprotocol based on
homomorphic public-key cryptosystem and composite siggadesentation in the en-
crypted domain. On one hand, the proposed protocol takesatount all the security
concerns related to this kind of applications. Particylatlavoids double watermark
insertion and generalizes to every watermarking algoritimnich preserves privacy ho-
momorphism. On the other hand, it employs a recently prapposmposite signal rep-
resentation which allows us to reduce both the computdtimrerhead and the large
communication bandwidth which are due to the use of homohionpublic-key en-
cryption schemes.

Our complexity estimates show that the most computatioaadahding part of the
protocol is the encryption of the content and the embeddirthe watermark in the
encrypted domain. In order to evaluate the feasibility @ thart, a practical imple-
mentation of an encrypted domain watermark embedding ndethased on different
watermarking algorithms, has been proposed and tested ageisn The results show
that the version using composite signal representatiomwam less than two minutes
on realistic size images, with a performance in terms of stiess almost indistin-
guishable from that of the corresponding plaintext emhbegldigorithms. Considering
the computational and network capacity of modern systemesgsults suggest that the
proposed technique can be successfully used in practipiitapons.

As for the work in progress, we are currently working on thenfal security proof
of the proposed buyer-seller watermarking protocol.
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