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Data Hiding on 3-D Triangle Meshes

Francois Cayre and Benoit Macgenior Member, IEEE

Abstract—in this paper, we present a new scheme for digital It is not fully automatic as some kind of human intervention is
steganography of three—dimensional (3-D) triangle meshes. This needed. It is unsecure as TSPS is based on the modification of
scheme is robust against translation, rotation, and scaling opera- the topology so that an opponent easily locates the payload. We
tions. It is based on a substitutive procedure in the spatial domain. . . L
The key idea is to consider a triangle as a two-state geometrical ob- propose a neyv way of modifying the- triangle characteristics |_n
ject. We discuss its performance in terms of capacity, complexity, Order to obtain a more secure algorithm and a fully automatic
visibility, and security. We validate the use of a principal compo- implementation. We also show how to achieve the reversibility
nent analysis (PCA) to make our scheme signal-dependent in the of the method, which is often desirable since 3-D meshes are
line of second generation watermarking scheme. We also define ag,metimes results of measures (e.g., scientific data or medical

simple specific metric for distortion evaluation that has been vali- . . . -
dated by many tests. We conclude by giving some other solutions, images) or specifications for industrial processes (CAD data).

including open steganographic schemes that could be derived from ~ Triangle meshes are a general representation of a 3-D visual
the basic ideas presented here. object that are very well suited to communications. Even if
Index Terms—Binary MEP, fragile watermarking, geometrical the Vizualization process uses a different representation (see
state, mesh, steganography, triangle, TSPS. NURBS [4] as an example) or if the object is acquired in a
specific representation, it is possible to derive a triangulated
representation of the object in any cases. Triangles offer many
steganographic possibilities through modifications of their
TEGANOGRAPHY, the art of reliably hiding a message irelementary features, vertices (geometry), and connectivity
nother, has been widely used over the centuries for anaftgpology). The 3-D object appears as a list of elementary
media but today is being for digital multimedia content. Thereonnected objects (triangles), which is very different from the
are many applications for which steganography is a suitable ssual regular sampling of pixels in use in photographic and
lution, ranging from in-band captioning and side-informatiomideo imagery. Here, we first exploit the properties of the graph
channeling to authentication and tamper proofing. Our maiapresenting the mesh to find where to hide the bits. Then,
goal here is to present a new simple steganographic systematean isolated triangle may be seen as a two-state object, we
signed for three-dimensional (3-D) triangle meshes. flip its state according to the bit to be hidden in this location.
Over the past few years, 3-D hardware has become muRbbustness is another difference with 2-D media. Global
more affordable than ever, allowing the widespread use of 3ge@ometrical manipulations (scaling, translation, rotation) are
meshes from CAM/CAD industry into video games and othewt easily tackled when working on sampled images. Yet our
end-user applications. Three-dimensional meshes have becsgteeme provides natural robustness to affine transformations.
of great interest since they are widely used. They are also a type
of multimedia content, which in some cases has to be enhanced [l. BACKGROUND
using steganogr.aphlc techniques. Qur main goa}l here is E%\s usually denoted in steganography, the media hiding in-
present a new simple steganographic system designed for '}30

. . o . rmation is called theovermedia, and the information to be
triangle meshes, extending and enriching one of the smpl@séden is referred to as thmyload From a protocol point of

technique calleq the t.r|angle. strip peeling sequence (TSPVI w, one distinguishes between schemes that need the original
From a geometrical point of view, one could see this scheme as

S . cover media to recover the payload and fiad schemes that
a quantization index modulation (QIM) scheme extended on a . o
: - ) do not need it. Blind schemes are of special interest as they pro-
discrete partition of a physical measurement. . : o ) .
o . : : . .vide automatic retrieving of the payload without any kind of as-
The basic idea behind the TSPS algorithm is the insertign . . . .
. . . .. SIstance. From a signal processing point of view, the schemes are
of bits while moving on the mesh. Nevertheless, the origina

TSPS implementation [3] suffers from two majors drawbackg assified inadditiveor substitutiveschemes. Additive schemes
! are related to the fact that the payload is first coded in a signal

simply added to the cover media. The substitutive schemes flip
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Fig. 1. Steganographic paradigm for secret-key schemes. The secret key is
used to embed the payload into the cover media, and the decoder needs the
secret key to extract the recovered payload from the stego media.

have shown to offer a better robustness. Since we are interested
in maximizing capacity, we plan to embed the payload into the
spatial domain.

We present in Fig. 1 the basics of a steganographic system.
The system is build around two major blocks: the encoder and
the decoder. The encoder takes as input the cover media, fil§e2- Top: Triangle viewed from a topological setting: the entry edgs) (

. corresponding to the current bit to insert and the two possible exit ed@=n(d
pay!oad, and the secret key. It pro_duceﬂego-medla. The de- BC). Exit edges ordering is made with a clockwise criteria (the first ori&ds
coding block takes the stego-media and the secret key to extiagt). Bottom: Original mesh with TSPS path (gray). One triangle carries one
the payload. From one block to another, the stego-media is sh-The cell on_which we Wi_II perform_ MEP is in black. Geometrical distortion:
posed to go through an undefined communication channel, 4ge: ToPolgical singularity: stencil.
the payload is supposed to be retrieved even after some degra- o . ) .
dations. edges, as in Fig. 2. Our algorithm needs oriented triangles to

To evaluate a stego-system, one establishes results on Rifceed.
perceptibility, capacity, complexity, and security. In the case %f
well-known media such as sounds or photographic images, a
simple measure is used for distortion: the signal-to-noise ratioOur algorithm requires two steps: First, a list of triangles of
(SNR). This measure is dedicated to regularly sampled S|gnét§? mesh that will contain the payload is established. This oper-
which is not the case of 3-D meshes. In our case, there are sjon is driven by the secret key of the steganographic process.
eral proposals to address the issue of measuring distortion. Teond, each so-calledmissibleriangle of the list is modified
simplest is the Haussdorff distance, which is based on an infinRenot according to the binary symbol it has to convey. This last
norm. Another proposal was made by Karni and Gotsman [1@peration is denoted as a macro embedding procedure (MEP)
to handle meshes with different topologies. Since our schefié:
does not change the topology, we will use an estimation of thel) Listing Triangles to be Processedhe list of triangles
Haussdorff distance to evaluate the distortion induced by tifeestablished according to the scheme of Fig. 2. A starting tri-
embedding process. angle is determined on the basis of a specific geometric charac-

In the Steganographic framework' one usua”y maximizes tF@'lSth (Cf infra). The next triangle in the list is either the first
size of the payload, whereas in watermarking, there is a traded$ new entry edge being AC) or the second one (its new entry
to commit between capacity and robustness. We assume no&@de being BC) in clockwise order, depending on the bit value
bustness requirements, except trivial operations such as rotatRfiihe key. The length of the key must be as long as the list of ad-
scaling, and translation. Capacity is our main goal. We give &#issible triangles required to convey the payload. The key may
upper bound on the maximal capacity of our scheme. also be the seed of a binary pseudo-noise sequence generator.

We estimate the complexity of our scheme by giving commothe path of visited triangles is called thencil
processing times for the well-knowsunnymodel. The time ~ 2) Macro Embedding Procedure (MEPEach triangle
used to embed and to retrieve the payload is the same, as otgonsidered as a two-state object. We define the state of
operations are symmetrical. Finally, as the aim of steganograghg triangle by the position of the orthogonal projection of
is to hide a secret payload, we are interested in the security lef@ triangle summitC’ on the entry edgé\B. We denote this
provided by our algorithm. We only give an estimate since Rpsition asP(C'). We divide theAB interval into two subsets
practical verification of theoretic paradigms is untractable in oo and 1. If P(C) € S, then we consider that the triangle

case. Our scheme can easily be shown to be resistant againsiiy @ “0” state; otherwiseP’(C') € S1, and the triangle is in
exhaustive search. a “1” state. If theS, and.S; subsets contain intervals defined

as fractions ofAB, states are invariant to an affine transform
of the mesh. To set the triangle in th¢; = 0 or 1) state, two
cases occur:

We keep the basic TSPS idea of encoding a payload by « P(C) € S;: No modifications need be processed.
moving over the mesh, which implies that we always see a * P(C) ¢ S;: C hasto be shifted towaid’ so thatP(C") €
triangle with its associated entry edge and two possible exit ;.

Overview

I1l. PRESENTATION OF THEPROPOSEDALGORITHM
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Fig. 3. Decomposition of the entry edgé into two interleaved subsefs,
andS;, with the 2z binary values for every, D ;1. |
1
PILEN
The C — C’ mapping has to be reversible and invariant A “i,, e B

through affine transformations. Moreovéf; — C’| has to be
small enough to avoid visual degradation of the mesh but large
enough to allow accurate payload detection. We choose to
divide AB, our steganographic space, into subintervals and to
use interval borders as a symmetry axis. The- C’ mapping

is a symmetry accross the closest axis orthogonaiBahat
intersects the border of the closest sub-interval belongirtj to
(see Figs. 4 and 5).

A string containing bits indicating whether a change was
needed for each admissible triangle allows the data hider to
retrieve an unmarked perfect copy of the original mesh. We call
this string the erasing key. It can be seen as a hash of the mesh
parameterized by the secret key and the payload. When fige 4. Top: First-order MEPi( = 1). Two geometrical configurations. This
random selection of tiangles leads to an admissible triangfE SGenerates o3 simole symmey. et Psterder UEP on blck cely
we can insert a bit of hidden information. The triangle can bong. No topological singularity.
geometrically modified or not, depending on the difference of
the bit value to be hidden and the initial state of the triangléwe can handle triangles for which the projection(ofalls out
If one wants to be able to recover the original state of thsf the segmenfB.
admissible triangle, it is necessary to store an erasing bit for
every bit of the payload: The erasing bit is set to 1 if the state IV. BINARY MEP

of the triangle changed and 0 otherwise. The erasing key iSIn this section, we detail some features of the MEP. This

therefore constructed during embedding, and its size is exaci\t)I%P has to be considered as an example, where other physical
the same as the payload size. '

changes are possible.

B. Partition of the Entry Edge Int6, and 5, A. MEP: Projection of the Summit on the Quantized Base

A graphica] summary of .the_partition is sketched in Fig. 3. | et us first define the planes’f ), 1 < k < n, which are
The aim of this decomposition is to extend the QIM concept {g orthogonal toAB: ’
3-D triangle meshes [12], [13]. Our quantizer is implemented by
dividing AB by 2n. Compared with common QIM implemen- Me (P;,) e MDsyy, ;- AB = 0.
tation, we chose to hide only one bit per vertéX(although
it is possible to hide more. Moreover, we were interested Ml these planes are placed on a regular gridh@ They cut
keeping reversibility. In Fig. 3, we establish the main outline gvery B(k) into two intervals: D,,_; D,] on the left side and
our steganographic space. Thg are the frontiers between two[DpDp+1] on the right side. The aim of the regular decompo-
elementary binary domains. THg(k) are then different pos- sition is to provide a set of elementary domains over the entry
sible bit locations over the entry edge, each constituted of tggge. Each domaif, D, is defining a place where the bit
e|ementary binary domains. The Va|(j[e/2n)AB can be seen inserted within the triangle is said to be “1” or “0” (see Flg 3)
as the basic quantization step in the QIM method. The projec-We then compute all the distances, 1 < k < n, fromC' to
tion of C' on AB will select both aB(k) and aD, D, 1, which  all (7)), and we let
is the bit value of the triangle. The alternating numbering 0, 1
andl, 0 of theB(k) is the most suited for robust steganography.
The interleaved setS, and.S; are shown on the top of Fig. 3'We denote
The Dy, points represent the borders between elementary bin"[';%ndarie
domains. To every segmem(k) is assigned a value from the 1
two domains of which it is constituted. The aim of this regular 0< A< —|AB]. (1)
decomposition is to provide us with an interleaved binary dis- 2n
tribution over the entry edge, thus minimizing the distance bBrom now on, we know on whictB(k) to focus. The link
tweenC andC’ in case of a mapping. We extend this partitiometween A and B(k) is straightforward, as the projection
of the entry edge to the whole line definedAdwndB. Thisway, of C on AB now selects both &(k) and aD,,Ds,11 (Or a

A= mkin {\r}.

L) the correspondingi{; ,,). We thus can state the
s of:
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(P*) payload. It is just the bit-wise difference between the payload
Crr <o and the mesh along the stencil defined by the secret key. By this
way, exact reversibility isnly granted to the erasing and secret
keys’ holder.

C. Simulations
We present here simulations of the two first orders of the bi-

) nary MEP. Even if. could be arbitrarily high, we will generally
Py . , B not consider high orders of the MEP. Tests have been performed
wym Lugn ! “wg» ! “» with order 8.

1) Simplest: First-Order MEP:Let (P*) be the symmetric
plane for the entry edgAB (see Fig. 4). The point’ is called
Cy if we embedded a “0”; els&;;. We build a binary-MEP by
moving C' symmetrically with respect ta{*) from one side of
(P?®) to another when needed. This is a simple way to make a
reversible bit commitment. This MEP has only two geometrical
configurations. Thus, geometrical distortions are quite strong.
We give a simulation on a two-dimensional (2-D) mesh of the
MEP in Fig. 4. For a better understanding, the black cell on
which we perform the MEP is always in the reference plane.

2) Smoother: Second-Order MERAMe moveC' with respect

. _ , , to its closest planeK®), which is always closer t¢’ than in
Fig. 5. Top: Second-order MER: (= 2). Four geometrical configurations:

Geometrical distortion decreases. Bottom: Second-order MEP on black cgﬂe previous case. This M.EP has four geometrical CO.nflgu.ra-
same path. Does not show steering symbols. Geometric distortion: Sometitie®)s and still hides one bit. It is smoother because distortion

(generally does not h_appe_n on the same tri'angles as in the first order ca@)amays less important than in the previous MEP, due to the
smoother. No topological singularity, better visual quality. . . . . P
higher number of geometrical configurations. We show in Fig. 5
a simulation of this MEP on the black cell. Geometrical distor-
Ds,1D5,40). A represents the minimal amount of geometricdlon gets smaller as increases.To choose the next triangle to be
distortion to be introduced for a change of state. added to the stencil, simply read the value of thé uf the key
Let us note that. parameterizes the smoothness of the algand deduce thkey-edgeThis exit edge becomes the next entry
rithm. Asn increases) decreases so that the amount of distoedge of the next triangle. The edge that was not selected with
tion to be introduced gets smaller. On the other hand, the numkies key is called theteering edgeWe show in Fig. 6 the visual
of frontiers between domains increases, which can cause bite#fect of the MEP transformation when the MEP order is 4. We
trieval errors due to the limited machine precision. In our graphhoose colors to indicate the kind of transformation of the trian-
ical simulations, we only considered the cases 1 andn = 2  gles, blue being the largest ones (see Fig. 7, for the pseudo-code
(see Figs. 4 and 5), although the MEP algorithm does not imof the algorithm, where binary-MEP operations are performed

poses no restrictions on the order. only on admissible triangles.).
Usually, watermarking schemes are divided into two cate-
gories: additive or substitutive. The method we propose here V. MOVING ON THE MESH

could be additive X is just the amount of minimal distortion
to be introduced in the scope of changing the triangle state), t()ilfj
we preferred a substitutive version, which is simple to impl?i’ca
ment and fully reversible (given asrasing key.

Keeping this frame in mind, we define our MEP to be th
symmetnof C' with respect to P?), hence, the superscript If
the triangle is in the correct state, no geometrical distortion
introduced; otherwise, only a (potentially) small reversible shi
is performed.

et us recall the general mainframe of the method: The bits

hidden one after the other in a list of triangles with a geomet-

| MEP. So far, we only mentioned that the secret key drives

the stencil through the mesh. This section essentially deals with
e way of moving over the mesh. We first explain why we no

longer need peeling. Finally, we address the problem of finding
e initial cell, which is thesynchronization problem

A. Avoiding Peeling

First, we precise the method we use to move across the cells.
In our case, the criteria for choosing the next cell to add to

As explained in Section IlI-A2, we build at every iteration théhe stencil is not based on topological peeling. Our rule is geo-
erasing key that should be kept private. For every payload bit, weetrical: Using the clockwise distinction between the two exit
define its corresponding erasing bit. The erasing listat “1” if edges, we always get out of the cell using the exit selected by the
the embedding process of the payload bit nunibperforms a secret key. This way, we no longer need to peel off the stencil,
binary-MEP and “0” if it keeps the triangle in its original statewhich is more secure.
The erasing key has the same length as the payload size sind&/hen selecting the next triangle, we use a genedal that
exactly one triangle is chosen to be inserted into each bit of tiraly be overridden by an exception case detailed. This rule is to

B. Erasing Key
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Hide ( mesh, payload[nBits],

key[nBits], initCellAndEdge )

While ( i < nBits ) do

If ( currentCellIsAdmissible )

#EMBED PAYLOAD

# If ( readCellState != payload[i] )

# MEP ( currentCell )
# eraseKey[i] = 1
# End If

Fig. 6. Stego-sphere with 256 bits embedded (48.3% of total capacity). The #RETRIEVE PAYLOAD

order of the MEP is 4. This trivial example is provided to illustrate the effect

of the MEP on real meshes. The cover mesh was a regularly sampled sphere. #
A coloring of the triangle was performed with respect to the number of times

it was used for a bit commitment by the algorithm. The maximum value is 3,

blue, and the minimum is 0, red. One could see this coloring as the local degree

of presence of the information: Satured places are in blue.

payload[i] = readCellState

exitEdgeNumber = key[i]

always get out of the current triangle using the exit edge cor- i+=1
responding to the current secret key.bftthe secret key bit is
equal to 1, we use the first edge, and if it is equal to 0, we use the Else

second edge. Itis the geometrical replacement to the topological

rule in the original TSPS method [3] (i.stay on the stenqil exitEdgeNumber = getSteeringEdge

B. Automatic Steering End If

To address the issues raised by the topological singularities
of the mesh (holes, etc...), we use the so-called steering edge

(which is the equivalent of the steering symboils in [3]). This

is a way to keep the stencil as long as possible; however, mul-
tiple stencils achieve the same results. We automatically insert
steering symbols when needed; therefore, the stencil is unin-

nStencil += 1

End While

End Hide

terrupted. This is the only exception to the general rule. In our
setting, steering corresponds only to topological singularitiesy. 7. Pseudo-code of the algorithm. Binary-MEP operations are performed
of the cover mesh. We limited our use of the Steering_edgeq@y on admissible triangles. We show how to build the erasing key dynamically.
simple cases, but virtually all exceptions can be handled this

way. Our implementation can process both manifold and nogsjects once again a forbidden point in this list, the triangle is not

manifold meshes. admissible. In this case, we simply go on through the mesh with
respect to the key without considering the triangle for embed-
ding or decoding. Since both sides of the algorithm are symmet-
In the classic TSPS algorithm, the stencil is strictly topologrical, we maintain this list both at the embedding and decoding
cally separated from the mesh, whereas we materialize the frgide. This way, we protect the stencil by materializing it into a
tier of the stencil by creating a list of the already-used points. Aliynamically created forbidden points list.
every iteration, we add to this points list the vertex C used to hideWe can then deduce the upper bound for capacity. If we let the
a bit, which is either modified by an MEP or not. This list conalgorithm run long enough, it will add every point of the mesh
tains the points that correspond to a hidden bit of informatioimto the forbidden points list. The final number of points in the
They cannot be moved again during the embedding procesdolbidden points list is the number of points in the mesh. Since
later on during embedding the secret key produces a path teatry point inside this list corresponds to a bit of information,

C. Admissibility and Upper Bound for Capacity
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Results ( performed on 11 models )

Cover verts | Ry | Reod | Raise | Kbits
horse 48485 | 84.5% | 6.5 | 0.15% 40
buddha | 32328 | 79.2% | 7.1 | 0.19% 25
face 26460 | 77.4% | 7.3 | 0.19% 20
bunny | 14007 | 87.7% | 8.4 | 0.22% 12
inopl 9831 | 83.3% | 7.5 | 0.23% 8
venus 8016 | 89.4% | 8.1 | 0.22% 7
hand 6650 | 61.6% | 6.3 | 0.21% 4
woman | 7723 | 53.0% | 6.2 | 0.23% 4
anttoon | 7082 | 57.8% | 5.9 | 0.18% 4
skull 11051 | 87.1% | 7.8 | 0.24% 4
pelvis 4189 | 48.9% | 76 | 0.25% 9 Fig. 9. Stego mesh for modbunny (12 Kbits, 87.7% of total capacity).

Fio. 8. Results f _ dels. F _ o he fourth M rocedure. In the literature [10], some solutions are proposed

1g. o. esults for various models. For testings, we chose the fourt F H H H

order. In practice, MEP order has shown to be of no significance regarding Qd divided into ge_o_metrlcal and tppologlcal approaches. One

bit error rate. No errors were found in the recovered payloads. may select as the initial cell the triangle of lowest or greatest
area (geometrical synchronization setting) or ask the initial cell

the theoretical upper bound for the capacity of our scheme 1 have a certain property in terms of connectivity such that the
the number of points inside the cover mekat Ny be the subset of matching cells is very small. A content-based proposal
number of bits actually embedded, and/&t..; be the number ¢an be found in [20], and we will follow this path as another

of vertices in the mesh. We can state the following constraint §@ssible synchronization procedure. We used two different tech-
our scheme: niques. The firstone is based on triangle areas as we selected the

triangle of smallest area for geometrical distortion reasons. The
Nyits < Nyerts- (2) second one is based on a principal component analysis (PCA)
) o ] that gives three principal axes centered on the gravity center
In order to quantify the remaining space, we then define th@,,se intersections with the mesh leads to a small (6) number of
so-called filling rate: possible initial cells. The former is very quick, compared with
Ryy = Npits 3) the later, but we check the speed of thes method by imposing
Nyerts the index of the initial cell at embedding and retrieving (arbitrary
We provide typical results in Fig. 8. Those results are discussedtial cell). Performing a PCA is a way to link the payload to
in Section VII. A visual example is given in Fig. 9, where thehe content of the mesh. Such an operation can be performed in
capacity is 87.7% of the total capacity. One could use this fillingther concerns [25], like mesh indexation, for example.
rate beforehand to set up the algorithm with the desired capacityFinding the initial edge when the initial cell is known is quite
We keep this simple measure as the capacity of our algoritheasy. A local ordering of the edges inside a cell is straightfor-
The only issue remaining now is synchronization, thanks to tinard: We take the largest edge of the initial cell for the very first
fact that the algorithm produces no topological singularity tentry edge of the geometrical stencil. We just described several

facilitate the recovery of the original stencil. ways of finding the initial cell, which is of greatest interest, but
_ . - . in the original TSPS implementation, the final cell was found
D. Topological Boundaries: Initial and the Final Cells topologically (when the stencil stops). In our case, we have to

The last issue we have to address is to uniquely determine kf@w when to stop. Two ways are possible, at least. One knows
initial cell and edge. Since the information is no longer topdhe number of bits to be retrieved, or one addsad-outse-
logically separated from the mesh, we have to find the initi@luence. For simplicity, we assume the size of the payload is
cell using some local information. This is a synchronizatiolinown.
problem. This information has to be local because the initial cell .
is essentially local and geometrical because there is no longer S€curty
any peeling. A content-based approach has been followed inThere are already results for validating the level of security
[20]; we will use this path as another possible synchronizatiaffered by an algorithm. Unfortunately, we found them un-
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Coding speed vs. Payload length for model BUNNY (12 Kbits)
T T T T

how secure our stego-system is. The two challenges an attacker

/\‘; has to address are finding the initial cell and getting the path
7+ 1 over the mesh. Just by looking at these two issues, one can
( state that this scheme is secure in the cryptographic sense. It is
o - resistant against exhaustive search. This means that it is much
/_ﬁ easier to remove the payload than to read it without the key. We
Bt ) 1 believe that retrieving the message without the key is virtually
En /ﬂ/ impossible. This problem is NP-hard with respect to the number
Saf T~ 1 of cells in the mesh. Moreover, we embed the payload in an
H\"J‘\»’J undeterministic way, which makes any steganalysis difficult
3 WJ—/ : [23], [24] or impossible.
z]f“ 1 VI. ALGORITHM AND ACCURACY MEASURES
| In this section, we focus on the algorithm, and we deduce two

0 2000 4000 payloai":‘lﬂgm o 5000 0000 12000 measures to evaluate our implementation. They are related to
@ the amount of distortion caused by the MEP (geometrical part
of the algorithm) and to the coding speed (topological part of

Distortion vs. MEP order for model BUNNY

—— | : the algorithm).

T ] A. Algorithm

We have mainly focused on the separate aspects of this
steganographic scheme in order to sharpen the definitely
strong possibilities of steganography on connected tri-
angles. We present the pseudo-code algorithm in Fig. 7.
As the pseudo-macrosurrentCelllsAdmissible and
getSteeringEdge are not of much interest (they correspond
to forbidden points management and topological exceptions
handling), they will no longer be taken into account here. This
way, one can observe that the way we use to move on the mesh

— leads to common parts for implementation. As a matter of fact,
L , \“ — | when we are on a triangle, we know it is admissible, and we
24 8 e ER 2 sor o only have to choose the access type to the information inside

(b) the cell:embedor retrieve or even possiblgrase
Prosessing ime for model BUNNY (12 Kbits) In the scope of this presentation, we do not present some of
[ T T ] the refinements that may improve this basic implementation. For
example, one could addad-inandlead-outsequences to better
=r // control the retrieval step. We mainly focus on the algorithm ma-
chinery since optimization from previous work [10] can directly

be transposed in our case.

0.3F

Distortion (%)

0.1

100

sor 1 B. Accuracy Measures

Inthe still-image case, one may generally want to evaluate the
distortion of the algorithm on the original content. This is usu-
ally done with SNR computations in the still image case [21],
and some proposals have been made for meshes mostly based
on the Haussdorff distance‘ and some others on Laplacian. The
measure we define for estimating the distortion induced by our
algorithm is very simple: During embedding, we save the value
Payload lngih (o) of the maximal\ ..., and we divide it by the length of the largest

(© edge in the mesh ... This is some sort of normalized Haus-
Fig. 10. Figures for the embedding of 12 Kbits inside mobehny. (a) dorff distance, but it is not at all related to any psycho-visual or

Coding speed (ratio between total stencil length and payload length) perceptual statement. We |Bt;;s be the distortion rate
very much related to processing time and complexity. (b) Distortion rate:
exponentially decreasing with MEP order. (c) Processing time: exponentially

A
growing with payload length. Raist = Lmax . (4)
max

60

Processing time (s)

40+

20+

L L L L
8000 10000 12000

L I
0 2000 4000

tractable to evaluate security in practice due to the large amolinve had taken only,,,.x as a measure, it would have been in
of needed processing power. However, we can still estimdéet the Hausdorff distance. Since we want to compare distortion
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Fig. 11. Stego meshes for models (top l&fyse (40 Kbits), (top rightouddha (25 Kbits), (middle leftface (20 Kbits), (middle rightjnopl (8 Kbits), (bottom
left) venus(7 Kbits), and (bottom rightskull (4 Kbits). Saturated regions are in blue and information-free regions in red.
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results between several meshes, we choose to dijgde by payi""“l

the length of the largest edge in the mesh as a normalization.

This measure only holds since the topology is not changed by cover media —

the embedding process. However, the results will emphasize the 1

effect of MEP order over distortion. Similarly, we define another trivial rule  stego media

measure for the topological part of the method: the so-called

v
coding speed?..q. We then let recovered payload «— J

Nstencil Fig. 12. Open steganographic paradigm for no-key schemes. A trivial rule is
Reoa = N4 (5) used to generate the key both at embedding and decoding. We embed the payload
bits into the cover media, and the decoder only needs the rule for moving on the mesh

to extract the recovered payload from the stego media.

where Ngieneil 1S the number of triangles in the final stencil
when considering the embedding/s bits. The final stencil g |mprovements

contains both triangles that convey the information and trian—W h li Id add in ord
gles that links the previous ones one another. This will lead to © present here several Improvements one could add in order

an accurate measure of coding speed, as there are in the stéfdetter custom de§|gn his steganogr.aphlc scheme. using this
as many admissible triangles as there &g, to embed. The method. The t_WO main drawbacks of this _method_ are its _Iaclf of
coding speed can also be seen as an empirical measure ofqf@l geometrical robL_Jstn_ess, as We_” as Its spatlal_ Iocahza_\tl_on.
complexity of the algorithm, as it is very closely related to prolyloreover, when considering small triangles, machine precision

cessing time. The search for admissible triangles is clearlfﬁ{orS can occur. The improvements presented here are various

random process, and we will therefore have to keep an emﬁl”-ggel\‘;‘t'?,nsl tc;helpllln't\?ve ((jje5|gnbofda ﬁust}om|zed SF\Chde?e'h
ical measure of its behavior. During this random search for the ) Multiple Stencils: We described the basic method for the

next admissible triangle, the stencil may need to visit more ggeneration of one stencil. We saw that the coding speed was not

angles than the number of bits to embed. This is due to the f&aﬂmalT’ resultigg in tri]me-consuming emblgdding ar:(_j (Ijecodin%
that the number of forbidden points increases as the payloaa; igPS. 10 Speed up the process, one could use multiple stencils.

embedded. This way, the coding speed can be greater than g IS is a way of improving the overall processing time. The for-
the filling rate gets cIé)se to1 idden point list must be the same for all stencils. One decides

to start with another stencil when too many successive triangles
are not admissible. For our current implementation, we let the
algorithm generate up to four stencils. Considering a pure PCA
VII. RESULTS AND FUTURE IMPROVEMENTS synchronization, one could take advantage of the six channels it
initiates.
Using multiple stencils allows a decrease in processing
Here, we give some results that we obtained with sontiene, at least for the beginning of the process. At the end
models (the bench set was constituted of 11 meshes); they afrehe process, when reaching capacity limit, the problem
expressed with the two rates defined previously: the so-callegmains the same, and the process is still time consuming. This
distortion rateand thecoding speedCoding speed, distortion improvement is of topological concern.
rate, and processing time are detailed in Fig. 10 for the case oR) Increasing Capacity:Our scheme hides one bit per
the bunny model. Visual results of the watermarking are showertex. It is derived from the QIM concept. Still, it is possible
in examples of Fig. 11. The former is related to the geometridal hide more than one sole bit per vertex. Using another
distortion we introduced into the mesh, and the later deals witlecomposition of the entry edge, it enables the hiding of a
the coding efficiency of the algorithm. By looking at Fig. 8, oneertain amount of bits per vertex. For example, one could use a
can see that the achieved filling rate is quite good in practicmore elaborated version of the decomposition of eve(y).
Our way of moving over the mesh is sufficient. Furthermor&ince we only hide one bit, we need to divide tB¢k) into
the order of the MEP used for embedding performs littilevo parts. Hidingk bits per vertex would require the division
distortion, but we still give full control over this parameter twf the B(k) into 2" intervals. Since we can parameterize the
the user. Despite these good results, the coding speed is qartder of the MEP withn, the definitive capacity limit is reached
high, which means that security is improved but, in additionyvhen machine-precision errors occur. As stated before, we did
that processing time is far from optimum. This lack of contralot implement such decompositions of the entry edge, but we
lies in the randomness of our moving strategy. plan to consider such issues for future work. It would result in
We used a PC-based 800-MHz SMP workstation running tieneralized a QIM method for 3-D meshes. This improvement
Visualization ToolKit (VTK) under Linux to perform the testsis of geometrical concern.
on the models. Synchronization (finding the initial cell) may last 3) Key and the Open Steganographic Chann®kur method
25 s in the case of a PCA synchronization for tiumnymodel. is designed to fit with the classical secret key paradigm. How-
Again, we are only interested in evaluating the raw scheme. Téeer, depending on the application, one could find it useful to
code was written in C++, and the processing time is the same foake the information public. We then have to fit another par-
embedding and decoding: It is comparable with other schermadigm: the open steganographic paradigm: see Fig. 12. Since
for 3-D meshes. the key represents the directions we want the stencil to follow

A. Practical Implementation
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successively, we have a way of making a simple open stegano]
graphic channel. If we take a simple rule (such as an alternate
“0” and “1” pattern for the so-called key), we are able to make 18]
information public, as in other works [10].

Another choice could be a uniform string of “1” (resp. “0”) for  [°]
the key, thus letting the topological part of the algorithm find they; g
admissible triangles to store the bits in (forbidden points man-
agement and admissibility criteria). This could translate into "111]
simple rule:always try to get out of the current triangle using
the first (resp. second) exit edge

Moreover, when addingead-in sequences [10], one could [12]
choose to make them select different areas of the mesh so that
multiple public payloads are allowed from the same initial cell.
Such added sequences would turn into a table of content (TOG}3!
of the public information.

[14]

[15]
VIIl. CONCLUSION

We developed a new spatial steganographic scheme for 3-[6]
triangle meshes by dividing our approach into geometrical and
topological considerations. The main difference with previous
works [3], [10] is that these two issues are clearly separate frori7]
each other. This allows fine parameterization of the aIgoritthS
on both geometrical (order of the binary MEP) and topologica
aspects (use of rules). Security was also improved (no topologi®!
ical singularity is generated [3], and the retrieval process migh[tzo]
be private and not only public [10]) through the use of a key to
set up the stencil successive directions to follow.

This method is robust against translation, rotation, and scalinﬁl]
but offers poor robustness when performing local mesh manipu-
lations like simplification or remeshing because it is triangle-re{22]
alization dependent. To address the issue of finding the initial
triangle, we proposed the use of a PCA to link the content of the

mesh to the payload itself.
[23]
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