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We have developed an ideal functionality for security requirement of functional

encryption schemes. The functionality is needed when we want to show the security of a
functional encryption scheme in universal composable (UC) framework. A functionality Fy, was
developed to represent ideal respond of a functional encryption scheme against any polynomial
time active attacker. We show that UC security notion of functional encryption scheme F7%,
is as strong as fully secure functional encryption in an indistinguishable game with chosen
cipher text attack. The proof used a method that showing for any environment algorithm, it
can not distinguish ideal world where the attacker play with ideal functionality F}, and real
world where the attacker play a fully secure functional encryption scheme.
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1. Introduction

A functional encryption scheme is a generalization
of public encryption scheme that allows a fine
grained relation between ciphertexts and secret
keys. In a functional encryption scheme, a secret

key SK, is parametrized by a parameter z and a
ciphertext C7, is parameterized by a parameter y.
Decryption for C7, by SK, is succeed only if a

functional relation F(x,y) between z and y is
held. The functional relation F(x,y) can realize
complex relation between ciphertexts and secret
keys.
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universal composable framework, formal security notion, finctional encryption

schemes can be
For
example, ID based encryption system in [1-3] can

Some existing encryption

expressed in functional encryption scheme.
expressed in a functional encryption scheme by
setting parameter x = ID and y = ID" are from the
same Iidentity space and the functional relation as
Flzx,y)=1 if =y, otherwise 0. Fuzzy identity
based encryption proposed in [45] can also be
defined in a functional encryption scheme by setting
x,y are sets of attribute from the same attribute

space and the functional relation as
Fy(z,y)=1 if lzxNyl> d, otherwise 0 where
d is an integer. Moreover, any public key

encryption scheme which has complex relation
such as
attributed
based encryption [8-10] can be formulated as a

between ciphertexts and secret keys

predicate encryption scheme [6,7] and

functional encryption scheme with a proper

functional relation such as

Flz,y)=1 if {x,y’= 0, otherwise 0 for inner

product encryption scheme and
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F(m,Fy) =1 if r &1, otherwise 0 where r, is
an access structure for ciphertext policy attribute
based encryption.

Many security services can be realized by a
functional encryption system, For example, biometric
identity based encryption which used a fuzzy
Since the data

acquisition in biometric prone to error, the FIBE

identity based encryption (FIBE).

scheme naturally compliance with biometric system
[11].
schemes

Other applications of functional encryption

include realizing an access control
mechanism without a trusted server. For example, a
functional encryption scheme is used for group key
distribution in a VANET [12] and for realizing
access control mechanism
network [13].
Traditionally  the

encryption

in a cloud computer

security of a functional

scheme is proving under a

indistinguishable game. There are two types of
indistinguishable game: selective and full security.
In selective security, the challenge -ciphertext
parameter is sent before the game started while
in full security

there is no such restriction

functional encryption in indistinguishable game.
However, in 2011 Boneh et al proposes much richer
security  framework for functional encryption
schemes in simulation based framework [14].

One of based

frameworks is universal composability (UC) model

simulation security  proof
[15]. Universal compose ability framework allows

one to define security requirement in an ideal
functionality =~ which
responses that should be realized by the real

protocol. In UC, the real protocol securely realizes

contains  interfaces  and

the functionality if environment  can’t
distinguish the

functionality and real protocol in the presence of all

any

interaction between ideal

adversary. The first step to provide security
argument in UC framework is defining an ideal
functionality. Many ideal functionalities already been
defined for primitive cryptographic protocol such as

public encryption scheme and signature scheme [15],

secure authentication [16] and ID-based encryption
system [17].
In this ideal

functionality for functional encryption schemes for

paper, we formulated the
UC framework security. Our work is extending UC
notions for public key encryption scheme [15] and
ID-based encryption system [17]. We generalized
simulation based security framework for functional
encryption scheme given in [14]. Furthermore, we
between UC

encryption

also investigated the relation

formulation of a functional and
indistinguishable-game based security notions.

We organize our paper as follows: in Section 2,
we recall functional encryption definition and its
indistinguishable game based security definition. In
ideal

functionality for UC-based functional encryption

Section 3, we present our proposed
security framework. The relation between UC-based
functional encryption and indistinguishable game
based security definition is discussed in Section 4.
At the with

conclusions and further studies in Section 5.

end, we conclude our paper

2. Functional Encryption Scheme and its
Security Definitions.

In this section, we recall a functional encryption

scheme  definition and its  security  under

indistinguishable games.
2.1 Functional Encryption Scheme Definition

Let us define U= {py,ps,--,p,} as a set of

attributes/identities, we called U as an attribute
space and p, as an attribute and M as a message
space. We denote X as a secret key space and Y
as a ciphertext parameter space. X and Y might

U, attributes set

space U™, or power of attributes set space 2Y. Let

be the same as attribute space

us we have a functional relation F(z,y) that map
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zEX and y €Y to a binary value {0,1}. We call

the functional relation is held if F(X,Y) returns

1.We define a functional encryption scheme as
follows:

Definition 1. Functional Encryption Scheme. The

generic functional encryption scheme X consists of

four probabilistic polynomial time algorithms: setup,
extract, encrypt and decrypt.

o setup(\): The setup algorithm takes A as a
security parameter and returns a master key
msk and a set of public parameters pk. The
set of public parameters pk should be made
public and the master key msk 1s kept secret
(known only by setup party).

The

takes a set of public parameters pk, the master

o extract(pk,msk,z): extract algorithm
key msk and a secret key parameter z and

returns a secret key sk, that parameterized by
x.

s encrypt(pk,y,m): The encrypt algorithm takes
a set of public parameters pk, a ciphertext
parameter y and a message me M. It returns
a ciphertext ct, that parameterized by y.

*  decrypt (pk,skx,cty)i the algorithm

takes a set of public parameters pk, a secret

decrypt

key sky parameterized by X and a ciphertext
cty parameterized by Y. The decrypt algorithm

returns a message me M or a random L .

A functional scheme

E:(setup,e:ctmct,encrypt,decrypt) over a set

encryption

of attributes U= {py,py,---»p,}, a plaintext space
M, a secret key parameter space X, a ciphertext
parameter space Y  and a functional relation
F(z,y) should satisfy the correctness requirement:

- VmeM,VzeX,VyeY

- (pk,msk)(—setup()\)

- SKl.Hextmct(pk:,msk,x)

- CTy%encrypt(pk,y,m)

- If F(z,y)=1 then m%decrypt(phS[(x,CTy)

2.2 Security of Fuzzy ldentity based Encryption

Security notion for a functional encryption scheme
)= (setup,extmct,encrypt,decrypt) 1S
formulated in term of an indistinguishable game
with presence of an adaptive chosen plaintext
attacker A. We denote this
FE—IND— CPA2. The indistinguishable game
consists the following phases:
¢ Setup. The challenger C runs the setup(\)

algorithm and gives a set of public parameters

pk to the attacker A.

* Phase 1. The attacker A sends secret key

game  as

queries for secret key parameters zy,...,z,. The
challenger C

SK, —extract (pk,msk,z;) for each secret key

responds by sending

query to the attacker A.
* Challenge. The attacker A
messages with equal length from message space

choose two

mg,my € M and a target ciphertext parameter

y* with restriction for all queried secret key

parameters — zi,...,z, none of them satisfy
F(z,y*)=1. The challenger C flips the
random coin b<{0,1}, and send

CT«~—extract (pk,my,y*) to the attacker A.

* Phase 2. Phase 1 repeated, with restriction and
none of the quired secret key parameters
Tyipsees Ty, satisfy  Fla,y*) = 1.

* Guess. At the end, the attacker A outputs a
guess b" for b

The advantage of the attacker Ain this game is
defined as

AdofE; 0P e[y == (1)

If we allow 2¢ decryption queries in Phase 1
and Phase 2 such that the attacker A
queried arbitrary ciphertext C7;,

sends
and the challenger
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C responds with m’ < decrypt (pk, SK, , CT;) then

we achieve indistinguishable game under adaptive
chosen—ciphertext attacker which we denote by
FE— IND— CCA2.
functional encryption security model is similar with

Definition  for  selective
fully functional encryption with exception the target
ciphertext parameter y* is given ahead before the
game is started.

Definition 2. Fully (Selective) Secure Functional

Encryption. A functional encryption  scheme
X = (setup,extract,encrypt,decrypt) is called
fully (selective) secure functional encryption if
for all PPT (ciphertext)
attacker A has at most a negligible advantage

in FE— IND— CPA(CCA)2 game.

chosen plaintext

3. Universally Composable Functional Encryption

3.1 Universal Composable Security Framework

(UC)
simulation-based formal framework for showing the
protocol. UC
ideal-real world separation. Security of protocol is

Universal composable framework 1is a

security  of framework  follows
defined by comparing the output of ideal and real
given to environment. If the distribution ensembles
of output of ideal and real given to environment are
indistinguishable then the protocol run in real world
emulates the ideal functionality run in ideal world
[15].

Real world simulation consists of several PPT
machines: an environment 2, [ parties Py,..., P,
that runs a protocol =, and an attacker A. The
execution in the real world is as follows: the initial
machine is the environment Z, Z invokes the
adversary A with security parameter A and an
mmput k. The adversary A can perform deliver
messages to any party and corrupt a party action.
Then, Z activated party P,...,P,
protocol 7. Let us denote REAL, Ayz(/\,k) as

to run the

ensembles of outputs in real world execution.

In ideal world, the simulation includes a special
party called ideal functionality. Ideal world consists
of several PPT machines: an environment Z, a
special machine F' that runs the ideal functionality,

an ideal adversary S that simulates all possible real
life attacker and [ dummy parties ]31,...,]3, that are
doing nothing but forwarding messages they
received. Let us denote IDEALp , s(\k) as

ensembles of outputs in real world execution.

Definition 3 UC securely realize, [15]. Let us
define 7' as an ideal functionality and =
multi-party real protocol. We say that = UC
securely realizes £ if for any PPT adversary

is a

A there exist an ideal simulator S such that
for any environment Z:
|REAL . 4 ;(\k) —IDEAL 4, (\k)|[<v(A)  (2)

where v()\) is a negligible function.
3.2 Functional Encryption Ideal Functionality

We construct an ideal functional encryption
schemes functionality F,p. The functionality £y
inspired by ideal
functionality for public key and identity based
[1517]. We modified ideal
identity based
encryption in such it can accommodate functional

presented in Figure 1, is
encryption schemes
functionality for public key and

relation that is used in a functional encryption
scheme.

Some points about the functionality Frz;: If no
party is corrupted in setup, extract, encrypt and
then Flrp

theoretically secure encryption (no relation between

decrypt will provide information

ciphertexts and plaintexts). £y can be realized by

protocols that only have local communication. The
functionality allows parties to extract many secret

key parameter zi,...,w, as long as z; has not been

extracted by other party. In encryption request by a
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party with a secret key parameter x;, the

functionality requires the secret key SK, already

been extracted.

Functionality Frg

Frr proceeds as follows, given a plaintext space M, a universe of attributes U, a secret key
parameters space A, a ciphertext parameters space Y and a functional relation F': X' x Y =
{0,1), Let e M be a fixed plamtext.

Setup
Upon receiving a value (Setup, sid, T) from some party T, verify that sid = (T, sid) for some
sid’ il not, ignore the request, Otherwise, do;

1. Hand (Setup,5id,T) to the adversary 8. Upon receiving (Algorithms, sid, xtr, enc, dec)
from § where xtr, ene, dec are deseription for extract, encryption and decryption alzorithm,
it outputs {EncryptionAlgonthms. sid,e) to T. IFT is cormpted then the adversary may
ot send xtr andor dee

2. Record (T, xtr.enc,dec). (IFT is corrupted then xtr and for dee may not be included),

Extract
['pon receiving a value (Extract,sid, 7, IJ) from some party D, venfy that sid = (D, sid) for
some sid 1 not, igore the request. Otherwise, do:

I Iz & X or there is an o' = 2 for some other party P(# D) then output an error message
to X. Else, if the setup party T has not received Sefup yet, ignore the request,

2. Elseif T is ot corrupted, record (z, D) in & hist x — Reg and output (Extracted, sid).

3. Otherwise, T'is corrupted, hand (CorruptedEixtract, sid, 2. ) to the adversary 8. Upon
the adversary § returns SK,, record (7,00, 5Ky, corrupted) i x—Reg and output
(Extracted, sid, D) to D and T. 1 the adversary does not send SK,, output an ervor
message fo [ and T

Encrypt
Upon receiving a value (Encrvpt, sid, m, y, en’) from some party E, do the following:

LIm¢ Moryé Y then outpat an error massage to £, Else if enc’ = ene, the setup
party T 15 not corrupted and there is (2, D) that Flz.y) = 1 s recorded in % - Reg for
some party [) and the decryptor D i not corrupted then CT,, = end'(ph, g, 1) and record
(m.CTy.y) in Plain— Cipher list. Blse ¢ =end'(pk, y,m).

2. Output (Ciphertext, sid, CT, | to E.

Decrypt
Upon receiving a value (Decrypt, sid, ¢, ) from some party I, do the following:

1. 1f the following conditions are satisfied then return (Plaintext, sid,m) to D
(a) (z,0) is recorded i x - Reg Lst.
(b) (m,e,y) where F(z,y) = 1 1 recorded in Plain - Cipher ist,
2 Else if {0 or (2. D,SK;, corrupted) is not recorded in x - Reg hst then return
ot — recorded to ).

3. Else if T'is corrupted and (z, D, SK;, cormpted) is recorded in x - Reg list then retur
(Plaintext, sid, dec(SK,, )} to [,

4. Otherwise, return (Plaintext, sid, dec(xtr(pk, msk, z),c|) to [,

Figure 1. Functionality Fpp.
4. Relation between and UC-secure and
Fully Secure Functional Encryption
Given a functional encryption scheme
EZ(setup,ea:tmct,encrypt,decrypt), we can
transform protocol X to a protocol 7y such 7y
By this

investigate the relation

that has the same interface as Flpp.
transformation, we can
between protocol 7y to ideal functionality Frp.
The transformation proceeds as follows:

* When a party 7" who is running protocol 7y
(Setup,sid, T), it runs
from X and binds
xtr= extract (pk,mk,.) ,

receives
(pk,msk:)gsetup()\)
extraction algorithm
encryption algorithm enc= encrypt (pk,.,.) and
decryption algorithm dec= encrypt (pk,.,.). T
outputs (EncryptionAlgorithm,sid,enc) and
keeps extraction algorithm ztr and decryption
dec for itself.
* When a party D who is running protocol s
(Bxtract,sid,x, D). If
r & X, there is a party P has extracted z or
the setup party 7" has not run (Setup,sid, T),

D outputs error message. Otherwise, 7' runs

receives an input

SK,<—extract (pk,mk,z) and sends the private
key SK,
SK,, it outputs (FEwtracted,sid,D) otherwise

securely to D. When D receives

outputs error message.
* When a party F running protocol my receives
an input (Encrypt,sid,m,y.enc). If m& M,
or y& Y, it

Otherwise, £ runs c<—encrypt(pk,y,m) and

outputs an error message.
outputs (C’z’pherte:rt,sid,c).

*  When a party D who is running protocol my. It
receives an input (Decrypt,sid,c,z), If D does
not have private key SK,, where F(z,y)= 1
then it outputs not—recorded, otherwise D
executes m<—decrypt (pk,SK,,c) and outputs

(Plaintext, sid, m).
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Theorem 1. Let X = (setup,extract,encrypt,decrypt)
is a functional encryption scheme, wy securely

realizes the functionality F5; in a presence

of non-adaptive adversary if and only if X is

a fully secure functional encryption with
adaptive chosen ciphertext attacker.

Proof. we give a proof that

Frp then X is fully

adaptive

Firstly,
UC-realizes

functional

if US>
secure

encryption with chosen

ciphertext. In other word, if we have an
attacker G that wins in FE— IND— CCA2
game with

AdUgyE‘GT IND— CPA2 > 'U(A)

negligible function then we can construct an

advantage

where v()\) is a

environment ~Z that can that can distinguish
whether it interacts with ideal world or real
world more than negligible probability v(\) by
using G. Z executes as follows:

(1) Z activates setup party 7' with input
(Setup,sid, T). When receiving
(EncryptionAlgorithm,sid7enc) with

algorithm enc includes public parameter pk, Z
forwards enc to G.

(2) When @ sends an extraction query for a secret
key parameter x; to protocol X, environment Z
sends (Ertract,sid,xz, D) to a decryption

party G. In this step, Z will receive secret key

SK,. Z can not tell the difference whether it

interacts with ideal world or real world since
they are returning the same value SK . At the

end, Z passes SKJ,’ to G.

(3) When G sends a decryption query for a pair of
secret key parameter dan a arbitrary ciphertext
(x;, CT;) to protocol X, the environment Z

sends (Decrypt,sid, CT,,x;) to a decryption
party D. If the secret key SK, has not been

extracted £ select other uncorrupted decryptor

party D, and inputs (Extract,sid,z;, D). After

receiving (Extracted,sid, D), the environment
Z send (Decrypt,sid, CT,,xz;) to decryption

party D. When Z receives
(Plaintext,sid,m;), the environment Z
sends m; to G.

(4) When G challenges the protocol X by selecting
a target ciphertext parameter y* and 2 equal
length messages m, and m,. The environment
Z flips a random bit b<—{0,1} and sends
(Encrypt,sid,m,,y*,enc) to the encryption
party E. ‘When Z
(Ciphertext,sid, CTy* ), it
(Ciphertext, sid, CTy*) to G.

(5) Repeat 2,3 with restriction none of the queried

receives
sends

secret key parameter x. satisfy functional

and none of ciphertext
queried CT; satisty CT; = CTx.
(6) When G outputs a b, the

environment b =b outputs to guess which the

relation Flx;,y*)=1

guess b for
world it interacted.

Now we analyzing the advantage of the
environment Z in distinguishing real world (7, A)
or ideal world (F4,.5). When Z interacts with the
real world (my,A4), the challenge ciphertext is
Therefore, the

advantage of the environment 2

CTU*%encrypt(pk,mb,y*).
is the same as
the advantage of G-
Advef ™ NPT ez = ’Pr[b =b]- %‘ >v())
While, when Z with ideal world
(FrpS).  The Frp
Cﬂ/*ﬁencrypt(pk,u,y*) where p # m; then the

interacts

functionality returns

advantage of Z is ’Pr[be']fé‘ZO.

Therefore, we can conclude the advantage of Z in
distinguishing real world and ideal world is

\REAL . , ,(\k) —IDEAL ,¢,(\E)>v(A) (3
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Hence the environment Z can distinguish whether

it interacts with real world (75, A) or ideal world
(FppS).

Secondly, we prove the statement "if X is fully
secure functional encryption in FE— IND— CCA2

game then 7y UC-realizes Frp". This statement

can be proved by constructing an adversary G that
has advantage Advh?~ P~ P42 > (X)) in fully
functional encryption security game
FE—IND— CCA2 by using an environment £
which can distinguish whether it interacts with a
real world (7y,4) or an ideal world (FyzS)
where the attacker 4 is a non-adaptive attacker. In
other words, Z has property:
|REAL , 4 ;(\k)—IDEAL 5 g ,(\E)|>v(X) .
Since the attacker A in real world (7y,4) is a

non-adaptive adversary setting, the adversary A

cannot corrupt any party while the execution in

process. The environment Z can instruct the

adversary to corrupt a setup party 7 or a

decryption party D or encryption party £ only the

beginning of execution. We can argue when 7, D

or EF was corrupted non-adaptively by A the

environment Z cannot distinguish the two worlds.

When no party was corrupted then we can build

the adversary G by using a challenger C' running

the protocol X as follows:

(1) When Z sends (Setup,sid, T) to a setup party
T, G sends Setup query to the challenger C
after receiving a set of public parameters pk
from the challenger. G builds up the encryption

and G sets

the output of T as

algorithm enc= encrypt (pk,.,.)

(EncryptionAlgorithm,sid,enc).
(2) When Z inputs (Extract,sid,z; D) for some
party 7. G continues the simulation by sending
C. The challenger C
responds by executing
SKiﬁextract(pk,mk,m). At the end, G lets

Z;

to the challenger

D outputs (Extracted,sid, D).

(3) When Z (Decrypt,sid, CT,,x;) for
some party D. G responds by sending
(z;,CT;) to the challenger C. The challenger
c responds by executing
mﬁdecrypt(pk,SKTf, CT.). Then, G lets D

inputs

outputs (Plaintext,sid,mi).
(4) When Z inputs (Encrypt,sid,m;y;,enc) for
the first h—1 times for an encryption party £.

G runs C’Ty,eencrypt(pk,mi,yi) and lets
E output (Ciphertext,sid, CTyi).
(b) At the h-th time A inputs

(Encrypt,sid,mh,yh,enc) to a paty E. G

sends and

y*=y, to
challenger C. The challenger flips a random

My = My, My = K

coin b and returns C7,.<encrypt (pk,y*,m;)
to G. G lets E
(Ciphertext,sid, CTy* ).
(6) When Z inputs (Encrypt,sid,m;y;enc) for
h+1-th to [-th for an encryption party £. G
and lets &

outputs

runs  CT, <encrypt (pk,m, )
output (Ciphertezt,sid, C'Tyi).
(7) When Z halts, it outputs »'«{0,1}, G outputs

whatever Z outputs as its guess.

The advantage of G can be computed by
analyzing the environment Z. When Z inputs
(Setup,sid, 7), (E:Etract,sid,mi,D)

(Decrypt,sid, CT,,z;) the environment Z cannot

and

distinguish between the real world (7y,4) or the
ideal world (F5z.5) since both return the same

when A
messages [

output. However, nputs

(Encrypt,sid,m;y;,enc) times we
have the following analysis:

Let us define H, is the probability environment
Z outputs 1 when it interacts with ideal world
(Fpp, S)

queries

with exception the first ¢ encryption

used real plaintexts.  Therefore,
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HO - [DEALFﬁL S, Z al’ld

Notice that in h-th time
have two cases when b=0,

[{l - REALWE,A,Z'

of encryption query we
G used a real
plaintext my, then
H, =Pr[G—1|CT«—encrypt (pk,y*,m,, )] and
otherwise G used I then we
H, _, = Pr[G<1|CT,—encrypt (pk,y*,pu)].

Now, we can confer the relation between the
advantage of the environment 2 to distinguish the
real world and ideal world and the advantage of the
adversary G in FE—IND— CCA2 game as
follows:

Notice that we have,

(4)

M-~

|H, 1_[15‘2

!
d.H,_ —H,
1 i=1
|Hy— H\|=|IDEALy, ¢,~REAL __, }>v())

he {1,...,1} such that
Since

Therefore, there exists
|H, _, — H,|>v(\)/1 .
H,_, =Pr[G—1|CT,—encrypt (pk,y*,p)]  and

H,_, =Pr|G—1lCT «—encrypt(pk,y* )]  than
we can rewrite |H, _, — H,|>v(\)/l as
Pr(p’ =1b=1]-Prt' =1b=0l>v(\)/I (5)

We can change the equation (5) to became

1 _ oA
— [ AdT PR Sy ()1 (6)

Pr[v’ =b]

Since v(\) is a negligible function than the
simulator G has advantage in F/E— IND— CCA2

more than negligible function w(X). This
completes our proof of Theorem 1.
5. Conclusions

Universal composable notation for functional

encryption schemes was proposed. A functionality

that capture ideal requirement for for a functional
encryption scheme is presented in a functionality

which we denote Fjy; We prove that a functional
encryption scheme that UC realizes Flpp is as
secure as fully secure functional encryption scheme
with an adaptive chosen ciphertext attacker. This
show that our proposed universal composable
functionality capture the strongest security notion of
functional encryption schemes. Despite this, our
works can be extended to capture attribute hiding

property of a functional encryption scheme.
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