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Abstract. Recently, Canetti and Krawczyk (Eurocrypt’2001) formu-
lated a notion of security for key-exchange (KE) protocols, called SK-
security, and showed that this notion suffices for constructing secure
channels. However, their model and proofs do not suffice for proving
more general composability properties of SK-secure KE protocols.

We show that while the notion of SK-security is strictly weaker than a
fully-idealized notion of key exchange security, it is sufficiently robust
for providing secure composition with arbitrary protocols. In particular,
SK-security guarantees the security of the key for any application that
desires to set-up secret keys between pairs of parties. We also provide
new definitions of secure-channels protocols with similarly strong com-
posability properties, and show that SK-security suffices for obtaining
these definitions.

To obtain these results we use the recently proposed framework of “uni-
versally composable (UC) security.” We also use a new tool, called “non-
information oracles,” which will probably find applications beyond the
present case. These tools allow us to bridge between seemingly limited
indistinguishability-based definitions such as SK-security and more pow-
erful, simulation-based definitions, such as UC security, where general
composition theorems can be proven. Furthermore, based on such compo-
sition theorems we reduce the analysis of a full-fledged multi-session key-
exchange protocol to the (simpler) analysis of individual, stand-alone,
key-exchange sessions.

Keywords: Key Exchange, Cryptographic Protocols, Proofs of Security,
Composition of protocols.

1 Introduction

Authenticated Key-Exchange protocols (KE, for short) are protocols by which
two parties that communicate over an adversarially controlled network can gen-
erate a common secret key. These protocols are essential for enabling the use of
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shared-key cryptography to protect transmitted data. As such they are a central
piece for building secure communications, and are perhaps the most commonly
used cryptographic protocols. (Popular examples include SSH, SSL, IPSec. Many
others exist.)

Capturing the security requirements from a key exchange protocol has proven
to be non-trivial. On the one hand, a definition should be strong enough to guar-
antee the desired functionality within the protocol settings under consideration.
On the other hand, it should not be overly strong and should not impose un-
necessary restrictions on key-exchange protocols. Moreover, it should be simple
and easy to work with as much as possible.

Numerous works studying the cryptographic security for key-exchange pro-
tocols have been carried out in the past, and some quite different definitional
approaches were proposed. A very partial list includes [B*91, Dow92, BR93,
BIM97, BCK98, 599, ck01,] See [MOVI6, Chapter 12] for more background in-
formation. Most recently, Canetti and Krawczyk [CKOT], building on several prior
works (most notably, [BRI3IBCKI8]) have proposed a definition that has several
attractive properties. It is simple and permissive, and yet it was shown to suf-
fice for the quintessential application of key-exchange, namely providing keys to
symmetric encryption and authentication algorithms in order to obtain secure
communication channels. In other words, the [CKUI] notion of security, called
SK-security, guarantees that composing a key exchange protocol with symmet-
ric encryption and authentication suffices for the specific purpose of providing
secure channels.

This specific composability property of SK-security is indeed an important
one. However, we would like to be able to guarantee more general composabil-
ity properties of key-exchange protocols. Specifically, we would like to be able
to guarantee that a key exchange protocol remains secure for any application
protocol that may wish to set-up secret keys between pairs of parties, and even
when the key-exchange protocols runs concurrently with an arbitrary set of other
protocols. In addition, we would like to have definitions of the task of providing
secure channels with similar composability properties.

In order to provide such strong composability properties one needs a gen-
eral framework for representing and arguing about arbitrary protocols. We use
the recently proposed framework of [COT]. This framework allows formulating
definitions of security of practically any cryptographic task. Furthermore, it is
shown that protocols proven secure in this framework maintain their security un-
der a very general composition operation, called universal composition. Following
[cOT], we refer to notions of security formulated in this framework as universally
composable (UC).

Our main result is a universally composable notion of security for key ex-
change protocols that is equivalent to SK-security. This allows us to combine
the relative simplicity and permissiveness of SK-security with the strong com-
posability properties of the UC framework. We also provide a UC definition of
secure channels and demonstrate that our notion of UC key exchange suffices
for realizing UC secure channels.
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An additional advantage of the new definitions is that they treat key-exchange
and secure-channel protocols as protocols for a single session between two par-
ties (i.e., a single exchange of a key, or a single pairwise communication session).
In contrast, previous works treated such protocol as multi-party protocols where
a single instance of the protocol handles multiple pairwise sessions in a multi-
party network. On top of being conceptually simpler, the single-session treatment
simplifies the analysis of protocols.

Obtaining these definitions and especially proving equivalence with SK-secur-
ity proves to be non-trivial, and required some new definitional techniques that
may well be useful elsewhere. Let us elaborate.

Bridging two approaches to defining security. The definition of SK-security fol-
lows a definitional approach which is often called “security by indistinguishabil-
ity”. This approach proceeds roughly as follows. In order to define the security
of some cryptographic task, formulate two games, Gg and G1, in which an adver-
sary interacts with the protocol under consideration. The protocol is considered
secure if no feasible adversary can distinguish between the case where it interacts
in game (G; and the case where it interacts in game G5. This definitional ap-
proach was first used to define semantic security of encryption schemes [GM&4]
and was used in many definitions since. It was first applied to the context of
key-exchange protocols in [BR93].

In contrast, definitions in the UC framework follow a different definitional ap-
proach, which is often referred to as “security by emulation of an ideal process”.
This approach proceeds roughly as follows. In order to define the security of some
cryptographic task, formulate an “ideal process” that captures the desired func-
tionality of the task. Typically, this ideal process involves adding an idealized
“trusted party” to the system and having the trusted party compute the desired
output for the parties. A protocol is considered secure if for any adversary that
attacks the protocol there exists another adversary (a “simulator”) that causes
essentially the same effect on the system by interacting with the ideal process
for the task. This implies that the real protocol is essentially as secure as the
ideal process. This approach is used to formulate an alternative (and equivalent)
notion of semantic security of encryption schemes (see e.g., [G0T]). In addition,
it is used for capturing security of tasks such as zero-knowledge [GMRa89] and
general cryptographic protocols (e.g., [GLIOMRITIBITICOOPSWOODMOOCOT]).

Typical advantages of definitions that take the first approach are relative
simplicity and permissiveness. On the other hand, definitions that take the sec-
ond approach usually appear to capture the security requirements in a more
“convincing” way. More importantly, the second approach (and in particular
the UC framework) enables demonstrating the general “secure composability”
properties discussed above.

One case where definitions that follow the two approaches were shown to be
equivalent is the case of semantically secure encryption against chosen plaintext
attacks [GM84GOT]. However, in most other cases the two approaches seem to
result in distinct notions of security, where the emulation approach typically
results in a strictly more restrictive definition. One example is the case of Zero-
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Knowledge versus Witness-Indistinguishable protocols (see, e.g., [ES90IGOT]).
Another example is key exchange protocols: There are protocols that are SK-
secure but do not satisfy the emulation-based definitions of [BCK98]s99)]. In-
terestingly, these include natural protocols that do not exhibit any exploitable
security weaknesses. A quintessential example is the original two-round Diffie-
Hellman protocol in the case of ideally authenticated communication.

Indeed, an initial attempt at formalizing a UC definition of secure key-
exchange protocols results in a definition that is even more restrictive than
[BCKIRIS99], and thus strictly more restrictive than SK-security. We thus re-
lax the UC notion so that it becomes equivalent to SK-security. To do that, we
modify the “ideal process” to provide the simulator with additional information
that the simulator can use to complete its simulation. This information, which
we call a “non-information oracle”, has the property that it is “computation-
ally independent” from the exchanged key and therefore does not over-weaken
the notion of security. In fact, we show that the resultant, relaxed definition is
equivalent to SK-security. See the overview section (Section 24 for a sketch of
our relaxation technique via non-information oracles.

On defining and realizing secure channels. Another contribution of this work
is a universally composable definition of secure channels. This provides a no-
tion of secure channels with strong composability guarantees. As in the case of
key-exchange protocols, we first formulate the intuitively-immediate version of
UC secure channels. We demonstrate that SK-secure key-exchange can be com-
bined with any message authentication function and a certain class of encryption
mechanisms in order to realize secure channels. This provides further assurance
in the adequacy of the notion of SK-security.

However, it turns out that some natural encryption mechanisms result in
protocols that do not realize this notion of UC secure channels. Here we en-
counter a similar problem as in the case of UC-secure key exchange: Some of
these “insecure” protocols do not seem to have any exploitable security weak-
ness. We remark that here the problem stems from a different source, namely
the use of (symmetric) encryption in a setting where the adversary adaptively
corrupts parties. In particular, the problem persists even if we use strong UC
key exchange protocols. We formulate a relaxed version of UC secure channels
(called weak UC secure-channels) based on a variant of non-information oracles.
We demonstrate that SK-secure key-exchange, combined with any encryption
scheme (that is semantically secure against chosen plaintext attacks) and any
message authentication function, results in a weak UC secure-channels protocol.

Organization. Section2lprovides an overview of the definition of SK-security, the
UC framework, and our results. For lack of space, we do not include a detailed
technical exposition of our results in this extended abstract. For full details, the
reader is referred to [CK02].
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2 Overview

Sections B.1] and provide some background on the definitions of [CKO1] and
the UC framework, respectively. Later sections present our contributions. In
Section [2.3] we describe the methodology for reducing the analysis of a multi-
session protocol to the analysis of a simplified single-session protocol. Section 2.4]
overviews our results regarding universally composable key exchange protocols.
Finally, Section [2.5] overviews our results regarding the definition and construc-
tion of UC secure channels. Throughout, the presentation remains high-level and
ignores many important details, such as the syntax of key-exchange protocols,
session-id’s, and many others. Full details are presented in [CK02].

2.1 On the Definitions of [ck01]

We very briefly sketch the [CKOT] definition of SK-security and its applicabil-
ity to secure channels (refer to that paper for a precise description). Following
[BCKI8], two models of computation are first defined: the unauthenticated-links
model (UM) and the authenticated-links model (AM). In both models the commu-
nication is public, asynchronous, and without guaranteed delivery of messages.
In both models the protocols are message-driven (i.e., a party is activated with
an incoming message, performs some internal computation, possibly generates
outgoing messages, and then waits for the next activation). Furthermore, in both
models the adversary may adaptively corrupt parties, or individual key-exchange
sessions within parties, and obtain their internal states. In the UM the adversary
can arbitrarily modify messages before delivering them. In the AM the adver-
sary can deliver only messages that were sent by parties, and must deliver them
unmodified.

Key-exchange protocols are treated as multiparty protocols where multiple
pairwise exchanges are handled within a single instance of the protocol. That is,
each instance of a key exchange protocol (running within some party) consists of
multiple KE-sessions, where each KE-session is an invocation of some subroutine
which handles a single exchange of a key with a given peer and a given session
ID. To define SK-security, the following game between an adversary and parties
running the protocol is formulated (following [BR93]). The adversary is allowed
to invoke multiple KE-sessions within parties to exchange keys with each other.
It can then deliver messages and corrupt parties (and expose KE-sessions within
parties) as in the UM (resp., AM). When the adversary chooses to, it announces a
specific KE-session to be the “test session”. Once the session completes, a random
bit b is chosen and the adversary receives a “test value.” If b = 0 then the test
value is the key generated in this session. If b = 1 then the test value is a random
value. The adversary can then continue the usual interaction except that it is
not allowed to expose the test session or the “matching” session held by the test
session’s partner. At the end of its run the adversary outputs a guess (a single
bit). The adversary wins if it manages to guess the value of b.

A key exchange protocol is secure in the UM (resp., AM) if no adversary
can cause two partners of an exchange to output different values of the session
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key, and in addition no adversary can win in the above game with probability
non-negligibly more than one half.

A secure channels protocol is defined to be a protocol which is a secure net-
work authenticator and also a secure network encryptor. The definition of secure
network authenticators follows that of [BCK98§|: A protocol « is a secure network
authenticator if any protocol 7 in the AM, when composed with protocol « (i.e.,
when each sending of a message by 7 is replaced with an activation of protocol
«) results in a composed protocol that has essentially the same functionality as
m — but in the UM.

The definition of network encryptors follows the style of definition by indis-
tinguishability. That is, first a game between an adversary and parties running
the protocol is formulated. The game captures the requirement that the adver-
sary should be unable to distinguish between encryptions of two adversarially
chosen test-messages in some session, even after the adversary sees encryptions
of messages of its choice and decryptions of ciphertexts of its choice (except
for decryptions that result in the test-message itself). A network encryptor is
deemed secure if no adversary can win the game with non-negligible probability.

Consider the following generic protocol for realizing secure channels, given
a key-exchange protocol, an encryption scheme and a message authentication
function: In order to set-up a secure channel, the two partners first run a key-
exchange protocol and obtain a key. Then, the sender encrypts each message and
then sends the ciphertext together with a tag computed by applying the mes-
sage authentication function to the ciphertext. Encryption and authentication
are done using different portions of the obtained key (or via keys derived from
the exchanged session key). Verification and decryption are done analogously. It
is shown that if the key exchange protocol is secure, the encryption scheme is
semantically secure against chosen plaintext attacks, and the message authenti-
cation function is secure, then this protocol is a secure secure-channels protocol.
(A counter-based mechanism is added to avoid replay of messages.)

2.2 On Universally Composable Definitions

Providing meaningful security guarantees under composition with arbitrary pro-
tocols requires using an appropriate framework for representing and arguing
about such protocols. Our treatment is based in a recently proposed such general
framework [COT]. This framework builds on known definitions for function evalu-
ation and general tasks [GLIOMRITIBITICOOIDMOOIPSWO(], and allows defining
the security properties of practically any cryptographic task. Most importantly,
in this framework security of protocols is maintained under a general compo-
sition operation with an unbounded number of copies of arbitrary protocols
running concurrently in the system. This composition operation is called uni-
versal composition. Similarly, definitions of security in this framework are called
universally composable (UC). We briefly summarize the relevant properties of this
framework. See more details in [COTICKO02].

As in other general definitions, the security requirements of a given task
(i.e., the functionality expected from a protocol that carries out the task) are
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captured via a set of instructions for a “trusted party” that obtains the inputs
of the participants and provides them with the desired outputs (in one or more
iterations). Informally, a protocol securely carries out a given task if running the
protocol amounts to “emulating” an ideal process where the parties hand their
inputs to a trusted party with the appropriate functionality and obtain their
outputs from it, without any other interaction. We call the algorithm run by the
trusted party an ideal functionality.

In order to allow proving the composition theorem, the notion of emulation
in this framework is considerably stronger than previous ones. Traditionally,
the model of computation includes the parties running the protocol and an
adversary, A. “Emulating an ideal process” means that for any adversary A there
should exist an “ideal process adversary” (or, simulator) S that results in similar
distribution on the outputs for the parties. Here an additional adversarial entity,
called the environment Z, is introduced. The environment generates the inputs
to all parties, reads all outputs, and in addition interacts with the adversary in
an arbitrary way throughout the computation. (Arbitrary interaction between
Z and A is essential for proving the universal composition theorem.) A protocol
is said to securely realize a given ideal functionality F if for any adversary A
there exists an “ideal-process adversary” S, such that no environment Z can
tell whether it is interacting with A and parties running the protocol, or with &
and parties that interact with F in the ideal process. (In a sense, here Z serves
as an “interactive distinguisher” between a run of the protocol and the ideal
process with access to F. See [C01] for more motivating discussion on the role
of the environment.)

The following universal composition theorem is proven in [COI]. Consider a
protocol 7 that operates in a hybrid model of computation where parties can
communicate as usual, and in addition have ideal access to an unbounded num-
ber of copies of some ideal functionality F. (This model is called the F-hybrid
model.) Let p be a protocol that securely realizes F as sketched above, and let
7 be the “composed protocol”. That is, 7n* is identical to m with the excep-
tion that each interaction with some copy of F is replaced with a call to (or an
invocation of) an appropriate instance of p. Similarly, p-outputs are treated as
values provided by the appropriate copy of F. Then, 7 and n” have essentially
the same input/output behavior. In particular, if 7 securely realizes some ideal
functionality G given ideal access to F then n” securely realizes G from scratch.

We also make use of an additional composition operation, called universal
composition with joint state (JUC), proposed in [CROZ]. This operation is similar
to universal composition, with the important difference that multiple instances
of the subroutine protocol, p, may have some amount of joint state. (In contrast,
if universal composition is used then each instance of p has its own separate local
state.) This becomes useful in the case of key-exchange protocols where multiple
protocol instances (sessions) have access to the same long-term authentication
module (realized, for instance, via a signature scheme that uses the same signa-
ture key for authenticating multiple sessions of the key-exchange protocol run
under a party; in this case the signature key represents a joint state).
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Extensions to the UC model. As a preliminary step for our study, we cast the
unauthenticated-links model (UM) and the authenticated-links model (AM) of
[ck01] in the UC framework. This is done by casting these models as “hybrid
models” with access to the appropriate ideal functionality. In both cases the
ideal functionality is Faytp from [COI], which allows an ideally authenticated
transmission of a single message. In the AM the parties have access to an un-
limited number of copies of F,,,. In the UM each party can send only a single
message to each other party using Fuuen. We also extend the UC framework
to accommodate the session-state corruption operation of [CK(T] that allows the
adversary to obtain the internal data of individual sessions within parties.

2.3 Single-Session vs. Multi-session Protocols

In contrast to previous works, we treat key exchange and secure channel protocols
as protocols where each instance handles a single pairwise session (i.e., a single
exchange of a key or a single pairwise communication session). This results in
greater conceptual and analytical simplicity. However, it requires taking care of
the following two issues.

Multi-session extensions. In order to be able to compare the definitions here to
the definitions of [CKO1], we define the multi-session extension of a (single session)
key exchange protocol 7 to be the protocol & that handles multiple exchanges of a
key, where each exchange consists of running an instance of the original protocol
m. The multi-session extension of a (single session) secure session protocol is
defined analogously. This way, we are able to state and prove results of the sort
“A single-session protocol 7 is secure according to some UC definition if and
only if the multi-session extension 7 is secure according to [CKOT]”.

The long-term authentication module. In typical key exchange protocols multiple
pairwise sessions use the same instance of a long-term authentication mechanism.
(For instance, this mechanism may be a long-term shared key between parties,
or a public-key infrastructure based either on digital signatures or asymmet-
ric encryption.) Thus, pairwise key-exchange and secure channels sessions are
not completely disjoint from each other. Still, the “main bulk” of the state of
each such pairwise session is disjoint from all other sessions and can be treated
separately. In order to do that, we proceed as follows.

First, we restrict attention to (single session) key exchange protocols that
have an explicitly specified long-term authentication module. This module repre-
sents the part of the key-exchange protocol that handles the long-lived informa-
tion used to bind each generated key to an identity of a party in the network.
Typically, this part consists of a standard cryptographic primitive with a well-
defined interface. Next, we analyze key exchange protocols under the assumption
that the functionality of the long-term authentication module is ideally provided.
(That is, we work in a hybrid model with access to the appropriate ideal func-
tionality.) This in particular means that in a setting where multiple instances of
a key-exchange protocols are being used, each such instance uses its own separate
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copy of the idealized long-term authentications module. We then use universal
composition with joint state (see above) to replace all copies of the idealized
long-term authentications module single instance of a protocol that realizes this
module.

For concreteness, we further specify the functionality of the long-term au-
thentication module, when based on digital signatures, and describe the use of
universal composition with joint state for this case. (Here we basically use the
modeling and results of [CR(O2].) Similar treatment can be done for other types
of long-term authentication. We stress, however, that the results in this work are
general and apply regardless of the specific long-term authentication module in
use.

2.4 UC Key-Exchange

In order to establish the relationship between the notion of SK-security and UC
notions, we first rephrase the definition of SK-security in the UC framework. This
is done as follows. We formulate a specific environment machine, Z;.s;, which
carries out the game of the definition of SK-security. That is, Z.s expects to
interact with a protocol 7 which is the multi-session extension of some key-
exchange protocol w. Whenever the adversary A asks Z;.,; to invoke a session
within some party to exchange a key with another party, Z;.s; does so. When the
adversary asks to obtain the session key generated in some session, Z;.,; reveals
the key to A. When A announces a test session, Z;.4 flips a coin b. If b = 0 then
Ziest hands A the real session key of that session. If b = 1 then A gets a random
value. Zi.¢ outputs 1 if A managed to guess b. (If in any session the partners
output different values for the key then Z;..; lets A determine the output.) A
(single session) protocol 7 is said to be SK-secure if no adversary A can skew
the output of Z;.s: non-negligibly away from fifty-fifty, when interacting with 7,
the multi-session extension of 7. In all, Z;.4; is designed so that this formulation
of SK-security remains only a rewording of the formulation in [CKOT]. We later
refer to this notion of security as security by indistinguishability.

We then turn to defining UC-secure key exchange. This is done by formulating
an ideal functionality that captures the security requirements from a single ex-
change of a key between a pair of parties. We first formulate a functionality, Fy.,
that simply waits to receive requests from two uncorrupted parties to exchange
a key with each other, and then privately sends a randomly chosen value to both
parties, and halts. (If one of the partners to an exchange is corrupted then it gets
to determine the value of the key.) We first show that known protocols satisfy
this notion:

Theorem 1. The ISO 9798-3 Diffie-Hellman key exchange protocol authenti-
cated via digital signatures (see [CKO1]) securely realizes functionality Fre in
the UM, under the Decisional Diffie-Hellman assumption, and assuming security
of the signature scheme in use.

Next we show that any protocol that securely realizes Fy. is secure by indis-
tinguishability:
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Theorem 2. Any protocol that securely realizes Fy. is secure by indistinguisha-
bility. This holds both in the UM and in the AM, and both with and without
forward secrecy.

The converse, however, is not true. Specifically, we show that, surprisingly,
the “classic” two-move Diffie-Hellman protocol does not securely realize Fi. in
the AM, whereas this protocol is secure by indistinguishability in the AM. (Other
examples are also given.) Moreover, the proof of “insecurity” of this protocol
does not point out to any exploitable security weakness of this protocol. Rather,
it seems to point to a technical “loophole” in the UC definition. Specifically, the
problem arises when a party gets corrupted, and the real-life adversary expects
to see an internal state of the party. This information needs to match other
information, such as the value of the session key and the messages sent by the
party in the past. Mimicking such an activity in the ideal process is problematic,
since the simulator needs to “commit” to messages sent by the party before
knowing the value of the key, which is randomly chosen (by F.) only later.

With the above discussion in mind, we relax the ideal key exchange func-
tionality as follows. We define a special type of probabilistic interactive Turing
machine, called a non-information oracle. Essentially, a non-information oracle
has the property that its local output is computationally independent from its
communication with the outside world. Now, when the functionality is asked to
hand a key to a pair of uncorrupted parties, it invokes the non-information oracle
N, and lets N interact with the simulator. The key provided to the parties is set
to be the local output of N. When the adversary corrupts one of the partners
to the session, it is given the internal state of A.

On the one hand, we are guaranteed that the additional information provided
to the simulator (i.e., to the adversary in the ideal process) does not compromise
the security of the session key as long as both partners of the session remain
uncorrupted. (This follows from the fact that A is a non-information oracle.)
On the other hand, when the simulator corrupts a partner, it obtains some
additional information (the internal state of A'). With an adequate choice of NV,
this information allows the simulator to complete its task (which is to mimic the
behavior of the real-life adversary, A).

We call the relaxed ideal key-exchange functionality, parameterized by a non-
information oracle NV, f%e. A protocol 7 is called weakly UC secure if there exists
a non-information oracle N such that 7 securely realizes }'{D/,;e.

Let us exemplify the use of non-information oracles by sketching a proof for
the security of the classic two-move Diffie-Hellman protocol. (Let 2DH denote
this protocol.) Assume that a prime p and a generator g of a large subgroup of
Z, of prime order are given. Recall that the protocol instructs the initiator I to

choose © & Zq and send a = g% to the responder R, who chooses y & Zq and
sends 3 = g¥ to I. Both parties locally output ¢g*¥ (and erase x and y if forward
secrecy Is desired). Simulating this interaction with access to Fy. (which only
chooses a random session key and gives it to the parties) is not possible. Let us
informally reason why this is the case. The simulator has to first come up with
values o’ and (3' as the messages sent by the parties. Next, when, say, I gets
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corrupted before receiving R’s message, the simulator learns the random value
k that Fr. chose to be the session key, and has to come up with a value 2’ such
that ¢* = o and 3’ = k. However, since o, 3" were chosen independently of
k, such a value x’ exists only with negligible probability 1/q.

To solve this problem we define the following non-information oracle, N.
Upon receiving p, q, g as defined above, N chooses x, y < Z4, sends out a message
containing o = g*, 3 = ¢Y¥, locally outputs k = ¢g®¥ and halts. It is easy to see
that, under the Decisional Diffie-Hellman assumption, the local output of N is
computationally indistinguishable from random even given the communication
of N with the outside world. Now, having access to f"u/Yke’ we can simulate
protocol 2DH using the following strategy. Recall that, in order to provide I and
R with a session key in the ideal process, functionality .7-'1%6 first runs N/, lets the
simulator obtain the messages sent by N, and sets the session key to be the local
output of N. In our case, this means that the simulator obtains o = g%, 3 = ¢¥,
while the session key is set to k = g®Y. Therefore, all the simulator has to do is
say that the messages sent by I and R are o and (3, respectively. Now, if either
I or R is corrupted, the simulator receives from .7-'{;/,66 the internal state of N,
which contains z,y.

We show that a key-exchange protocol is secure by indistinguishability if and
only if it is weakly UC secure:

Theorem 3. A key-exchange protocol w is secure by indistinguishability if and
only if there exists a non-information oracle N such that w securely realizes
FN... This holds both in the UM and in the AM, and both with and without
forward secrecy.

Theorem [3] provides a characterization of the composability properties of
security by indistinguishability: Using a key exchange protocol that is secure
by indistinguishability is essentially the same as using an ideal key-exchange
functionality that provides the adversary with some randomized information
that is computationally independent from the exchanged key.

2.5 UC Secure Channels

The main application of key-exchange protocols is for providing secure channels.
Indeed, [CKOT] provide a definition of secure-channels protocols, and demon-
strate that SK-secure key exchange suffices for realizing their definition of secure
channels. (See more details in Section [2.11)

However, the secure-channels notion of [CKOT] does not provide any secure
composability guarantees. For example, there is no guarantee that a secure-
channels protocol remains secure when used within general “application proto-
cols” that assume “idealized secure channels” between pairs of parties.

We formulate universally composable notions of secure channels. Such notions
carry strong composability guarantees with any application protocol and with
any number of other protocols that may be running concurrently in the system.
In addition, in contrast with [CKOT], here we treat a secure channel protocol as a
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single session protocol (i.e., a protocol that handles only a single communication
session between two parties). The extension to the multi-session case is obtained
via the general composition theorems.

Formulating a UC notion of secure channels requires formulating an ideal
functionality that captures the security requirements from a secure channels
protocol. We first formulate an ideal functionality, Fs., that captures these re-
quirements in a straightforward way: Upon receiving a request by two peers to
establish a secure channel between them, functionality Fs. lets the adversary
know that the channel was established. From now on, whenever one of the peers
asks Fg. to deliver a message m to the other peer, F,. privately sends m to the
other peer, and lets the adversary know that a message of |m| bits was sent on
the channel. As soon as one of the parties requests to terminate the channel,
Fse no longer transmits information on the channel. A protocol that securely
realizes the functionality Fj. is called a UC secure channels protocol.

We wish to show that any weak UC key-exchange protocol suffices to build
UC secure channels. More specifically, recall the generic protocol for realizing
secure channels, given a key-exchange protocol, an encryption scheme and a
message authentication function: In order to set-up a secure channel, the two
partners first run a key-exchange protocol and obtain a key. Then, the sender en-
crypts each message and then sends the ciphertext together with a tag computed
by applying the message authentication function to the ciphertext. Encryption
and authentication are done using different portions of the obtained key. Veri-
fication and decryption are done analogously. We want to show that if the key
exchange protocol is weak UC secure, the encryption scheme is semantically se-
cure against chosen plaintext attacks, and the message authentication function
is secure against chosen message attacks, then this protocol constitutes a UC
secure channels protocol (i.e., it securely realizes Fy.). We prove this result for
a special case where the encryption function is of a certain form. That is:

Theorem 4. Let MAC be a secure Message Authentication Code function, and
let ™ be a weakly UC secure key exchange protocol. Then there exist symmetric
encryption schemes ENC such that the above sketched protocol, based on m, MAC,
and ENC, securely realizes Fg. in the UM.

Unfortunately, this statement is not true for any semantically secure sym-
metric encryption scheme. There exist natural encryption protocols that are se-
mantically secure and where the resulting protocol does not securely realize Fy.,
regardless of which message authentication function and which key-exchange
protocol are in use. (In fact, most practical encryption protocols are such. This
holds even if the key-exchange protocol is a strong UC secure one, i.e. if it
securely realizes Fi..) As in the case of key-exchange protocols, some of the pro-
tocols that fail to realize F. do not seem to have any exploitable security weak-
ness. Rather, the failure to realize F,. stems from a technical “loophole” in the
definition. As there, the problem arises when the real-life adversary adaptively
corrupts a party or a session and wishes to see the plaintexts that correspond
to the previously transmitted ciphertexts. As there, mimicking such behavior in
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the ideal process is problematic since the simulator (i.e., the ideal process ad-
versary) has to “commit” to the ciphertext before knowing either the plaintext
or the decryption key.

We thus proceed to formulate a relaxed version of the secure channels func-
tionality. Also here we let the relaxed functionality use a non-information oracle
in order to provide the simulator with “randomized information on the plain-
texts” at the time when these are secretly transmitted to its recipient. More
specifically, if the two partners of the secure channel are uncorrupted, then the
relaxed functionality, F2 , invokes the non-information oracle A. Whenever
one party wishes to send a message m on the channel, f,ﬁfsc secretly transmits
m to the other party, and in addition feeds m to A/. The output of N is then
forwarded to the adversary. When the channel or one of its peers is corrupted,
FN__ reveals the internal state of A to the adversary.

Here the security requirement from a non-information oracle is slightly dif-
ferent from the case of key-exchange. Specifically, we require that the messages
generated by a non-information oracle N' be “computationally independent”
from the messages received by N. That is, we require that an interaction with
N will be indistinguishable from a “modified interaction” where each message
sent to N is replaced with an all-zero string of the same length before it is
handed to NV.

The rationale of using non-information oracles in F,s. is the same as in
the case of Fyke: the fact that N is a non-information oracle guarantees that
the information gathered by the simulator is essentially independent from the
secretly transmitted messages. However, when a party gets corrupted, the sim-
ulator received additional information which, for an appropriately chosen non-
information oracle, is helpful in completing the simulation.

We say that a protocol 7 is weak UC secure channels if there exists a non-
information oracle A as defined here such that 7 securely realizes F2\, .. We show
that the above generic protocol is a weak UC secure channels protocol, as long as
the key-exchange protocols is weak UC secure, the encryption scheme is seman-
tically secure against chosen message attacks, and the message authentication
function is secure:

Theorem 5. Let MAC be a secure Message Authentication Code function, let
ENC be a semantically secure symmetric encryption scheme, and let w be a weakly
UC secure key exchange protocol. Then there exists a non-information oracle N
for encryption such that the above-sketched protocol, based on m, MAC, and ENC,

securely realizes FN in the UM.

Finally, as further assurance in the adequacy of this weaker notion of secure
channels, we note that any weak UC secure channels protocol is also secure
according to [CKOT]. (Recall however that the definition of [CKUI] only addresses
secure channel protocols where each request to transmit a message from one
party to another over the channel results in a single actual protocol message.
Consequently, the implication holds only for such protocols.)
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