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Abstract

This paper presents a novel concept for designing an efficient security solution that can protect wireless ad hoc networks from
heterogeneous attacks. This proposed Secure Routing Protocol against Heterogeneous Attacks (SRPAHA) protocol effectively
detects and defends the collaborative malicious node without the need of expensive signatures. Finally, this methods had been
validated through numerous simulation scenarios that synthetically generates the data sets and verifies using various parameters
such as Route Acquisition Time, Throughput (or packet delivery ratio), Routing Overhead and Average End-to-End
Delay.Moreover, the results of this work provide better performances as compared to existing security schemes in-terms of
security, less communication overhead.
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1. Introduction

In today’s computing world, with the advancement of wireless technology, mobile communication® has found its
way to improve the living standard of our daily life. The rapidly growing of these technologies permits the users to
access the information and service at anytime and anywhere, in spite of their geographic location. These advantages
paved the way to resolve the issues such as efficiency, ease to use, and high deployment cost over conventiona
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wired networks. Due to the diversity of applications, there is a necessity and growing interest of future wireless
networks that need to be formed very quickly, aimost spontaneously, decentralized Infrastructure, and dynamic
network architecture that has led to the development of wireless ad hoc networks. The ad hoc networks are suitable,
where existing fixed infrastructure is too expensive or inconvenient to employ for applications especialy that are
needed by governments, Law enforcement, Emergency scenarios, Military services, Commercia and Civil
Applications and vehicular communications etc. Many wireless adhoc network applications require various routing
protocols that need to operate properly even in hostile environments. As exchanging information between the mobile
nodes over unprotected wireless links which are particularly vulnerable to different attacks**. Already alot of work
has been carried out on these networks to defend severa existing routing protocols using conventional symmetric
and asymmetric cryptographic mechanisms such as DES, RSA, ECC, etc. However, these mechanisms achieved
very high level of security. Nevertheless, require complex factorization of large prime numbers*® and addressing of
the elliptic curve problem. A lot of investigation is still required to find a proper solution for these issues. The
deployment of security in these routing protocols of wireless adhoc networks is till in their infancy with many
security problems that are unsolved. Hence, security becomes a critical issue and poses new challenges for designing
specialized security solutions of these networks. This paper presents efficient, lightweight cryptographic algorithms
to design and analyse the secure routing protocols for providing the security solutions for specialized wireless ad hoc
networks requiring less communication bandwidth and less memory in comparison with other cryptographic
systems.The outline for the remainder of the paper is as follows. In Section-2 specifies the related work. Section-
3built a heterogeneous attack model against adhoc routing protocols. Section-4 specifies DNA Based Hybrid
Cryptographic Mechanism. In Section-5 addresses heterogeneous attack detection. Section-6specifies the simulation
results. Finally, we discuss the conclusion with future work in Section-7

2. Related Work

Some of the researchers has already focused on a wide variety of black hole and wormhole attack detection,
defending and avoiding techniques has been proposed in the literature. This section review some of the security
attack, which is detrimental against both pro-active and reactive routing protocols.

In®, Wang et al. proposed a end-to-end detection mechanism that categorizes wormhole attacks. This generic
mechanism does not rely on neighbor trust, but it relies on end-to-end detection mechanism based on Cell-based
Open Tunnel Avoidance (COTA). However, this mechanism requires a high storage power and computation,
because wormhole detection packets are transmitted and the responses are used to compute each node's position and
velocity. In’, Tsou et al. introduced a reverse tracing technique to detect and prevent the black hole nodes against
DSR routing protocol. In® Cheung et al. proposed multiple attacks model and developed a method based on typical
isolated alerts about attack steps. In®Yang et al. proposed a signature-based mechanism to detect the collaborative
attacks. Their technique is based on blind detection techniques, annotated topology information and multicasting.
Shurmanet. al.™® proposed two different techniques to detect the black hole attack against MANETS. However, their
solution cannot handle to detect multiple black hole attack. In** Yu-Sung et al. proposed a collaborative IDS for
different sorts of IDSs to work cooperatively. In*? Hussain et al. proposed a collaborative system to detect distributed
DoS (DDoS) attacks.

Most of the solutions discussed above are used to detect or avoid either black hole attacks or wormhole attack on
routing protocols of mobile ad hoc networks. In this paper, a novel method is presented based on the AODV protocol
in which the collaborative nodes are detected based upon the close neighborhood of the range and send the data
packet with aternate path between source and destination. In addition, this work also defends the heterogeneous
attack using SRPAHA mechanisms.

3. Modélling a Heter ogeneous Attack against Adhoc Routing Protocols:

This section mainly addresses the Heterogeneous Attack, which may cause more devastating impacts on adhoc
networks than single and uncoordinated attacks. In general, the heterogeneous attack model was developed to
investigate the weaknesses of the routing protocols of mobile ad hoc network that exploits the vulnerabilities of
adhoc environments, which will harm the system and results in a vulnerability assessment. This Heterogeneous
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Attack makes use of the combined efforts of more than one attacker against the target victim. Moreover, this attack
may launch multiple intruders to synchronize their activities and accomplish the usurpation, deception, disruption
destruction, modification of data, and disclosure against targeted routing protocols to deny the services to legitimate

o Souree and Destination o Warmhole Modes
o‘ Intermediate Maodes o Blackhale Node

Fig-1: lllustrates the heterogeneous attack

Let usillustrate with an example, how the different attack takes place simultaneously to form heterogeneous attack.
As shown from the following fig-1 We assume that the source node's sends the RREQ message to the destination
node ‘d’ via some intermediate nodes. We assume that the one of the intermediate node ‘M’ perpetrates a black hole
attack. Similarly, the intermediate nodes ‘X1’ and * X2' collude each other to carry out as wormhole attack. Here
both M and ‘X1 is compromised during the route discovery phase and collaborate each other. For instance, the
malicious node ‘M’ could not tamper the RREQ message that was received from the source, and simply replieswith
a RREP packet stating that has the shortest path to destination node ‘D’. Then the malicious node ‘M’ will establish
aroute through the intermediate node ‘ X1’ which in turn forward the packets to another node ** X2' with the help of
the tunnel and retransmits them there into the network. After the route discovery setup, the malicious node ‘M’
could not tamper or drop the message that was received from source, but, may forward the message to ‘X1’ node,
then the malicious node ‘X1’ and ‘X2 receives every packet from the blackhole node ‘M’ and they can tamper the
contents or simply drop them selectively. This specific example illustrates that such a heterogeneous attack is more
devastating on adhoc networks.

4. Secure Routing Discovery M echanism using DNA based Cryptography

In the layer-5 of the OSI network model, most of the possible attacks will be either on routing information or data
tampering. The prevention of these attacks against on-demand routing protocols can be performed using
authentication and encryption mechanism.

4.1 Overview of AODV Routing Protocol:

In brief, to summarize the AODV* routing protocol. AODV is the predominant on-demand routing protocol that
offers low processing, low network utilization, ability to adapt the dynamic conditions and low memory overhead.
We used thisAODV as an underlying protocol to protect from the heterogeneous attack. The functionality of AODV
isusually initiated with the route discovery process, whenever avalid routeis not present, and another mechanismis
route maintenance, as AODV fails to maintain lifelong route between the sending node and receiving node, due to
the high mobility by nature. This proposed work modifies the original AODV protocol. The slight modification is
done at the destination side. To be more specific, the destination node broadcast the Route Reply (RREP) packet
back to al its neighbor nodes with the current route until reaches to the source node to create multiple route, instead
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of unicasting as in the original AODV routing protocol. To adapt the dynamic topology environment in the route
discovery process of AODV in ad hoc networks, we used multiple, possibly digjoint, routes/path between source and
destination. The alternative multiple paths between source and destination can be used for two purpose, first if the
primary path fails to send the packets to the destination. Second, after detection of heterogeneous attack, source
node will diverted the traffic with alternate route to the destination. Finally, once the path is entrenched, the nearest
neighbor nodes will monitor the link status for the active routes. The nodes that do not conformed the neighbor
rating based on neighbor profile will be eliminated from the route

4.2 Modelling a DNA Assembled Public Key (DAPK) Cryptography

A DNA assembled public key encryption scheme' makes use of asymmetric encryption scheme (We used
underlying RSA Algorithm for encrypting the plain text message, which is one of the public key cryptosystem.)for
effective storage of cipher text and public key in the DNA strand. Moreover, this method, first, it provides double
encryption, which is very difficult for adversary to bresk the cryptosystem. Second, it provides more compact
storage space, which is more suitable for public key encryption. In our case, RSA public keys require huge storage
for storing large prime numbers. While DNA assembled public key cryptography, take less storage than public
encryption algorithm

4.3 Modelling a Pseudo DNA based Symmetric Cryptosystem:

In', we proposed a novel method called pseudo symmetric DNA based cryptographic mechanisms. This pseudo
DNA based symmetric cryptography mechanism is mainly used to achieve data integrity and confidentiality.

4.4 Node Authentication using Hybrid DNA based Cryptosystem:

This section describes the hybrid DNA based cryptosystem, which is used to verify the data integrity and
authenticate the mobile nodes. Moreover, this hybrid approach makes use of both the public and private key-based
schemes. Here, symmetric encryption will be used to achieve integrity and confidentiaity, while asymmetric
encryption will provide to authenticate the members of mobile nodes. In order to authenticate the mobile nodes
and to establish the session keys, the following framework is used.

e Initialy, anode ‘'S generates a pair of DNA secret key K(PR,S) and public key K(PU,S) and distributed the
public key K(PU,S) to the node ‘D’ by using Public Key Infrastructure or Trusted Authority.

e Similarly, a node ‘D’ aso generates a pair of DNA private key K(PR,D) and public key K(PU,D) and
distributed the DNA public key K(PU,D) to thenode ‘S by using PKI or CA.

e If thenode ‘'S and node ‘D’ are 1-hop neighbors then Node ‘S can authenticate the node ‘D’ by issuing a
signed certificate with its DNA private key. Here certificate is a proof of node ‘D’ 1D and DNA public key with

‘S signature.

e If any of the intermediate nodes ‘w' want theread the signed certificate, he/she should hold ‘S’ DNA public key
and then node ‘w’ can read and trust that node by bind it along its DNA public key.
e Finally, N-hop one to one intermediate nodes can quickly create a DNA private key by using three-way

handshake based on the key information and availability of certificatesin the PK I,

5. Heter ogeneous Attack Detection:

This sub-section performs the next task, after developing the secure route discovery process on the AODV routing
protocol, the detection scheme against heterogeneous attack,which is incorporated into secure route discovery
procedures.To detect the cooperative misbehaving nodes, first, the all nearest neighbour and foreign neighbour
nodes profile approach’® are used. In this approach, each node finds its closest nearest neighbour and foreign
neighbour between the sender and receiver via neighbour nodes. To be more specific, Let n, be the nearest node to
M ,n, be nearest neighbor node to X; and foreign neighbor to n, and n; be nearest neighbor node to X,and it is
nearest foreign neighbor ton, and so on. Subsequently, all the nearest neighbour and foreign neighbourn,, n,,n;
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between the sender ‘s and receiver ‘d’ will estimate the malicious nodes antiquity by neighbour rating of M,
X; andX, respectively. All the neighbor node will share the unique DNA based secret shared key between the sender
and neighbour nodes.The node n; is the neighbor to M but cannot reach to X; , noden; is the neighbor to X;
completely know the profile of X; but cannot reach to X, and node n;, is the neighbor to X, completely know the
profileof X, . sincen, isaready neighbor ton; , and n;is aready neighbor to n;. who completely gives opinion of
M, X,and X,to the source node. Subsequently, In a future behavior between M, X;and X, will be monitored by
n; ,njandny, the probability of this nodes behavior will be rated by both the nodes n;, njandnyis:

LetDy, x, = alltheencounters(neighborrating)betweenX,andX,ismonitoredbyn;

Xx1x2(y) = indicatorvariablefornoden, fortheconfirmationofmaliciousnodeX,atencountery

P(Xj,xz +1)= 1) | Dj,k » Dix2
=P(X;x(y+1) =1)|Djy -, P(Xpxo &7 + D1)| Dy o+
[1 - P(Xjy + 1D =1) [ D] - [1= P(Kixz &y + 1) = 1) | Dioe]
= Ttiexz + (1—1%) - (1= Tiexa) @)
LetDy x; = alltheencounters(neighborrating)between M andXis
monitoredbyn;andn;
Xux1(y) = indicatorvariablefornoden;fortheconfirmationofmaliciousnodeX, atencountery

P(Xi,x1(y +1) = 1) I Di.]' 'DJ"Xl
=P(X,;(y+1) =1)|D;; -, P(Xjx1(y + D1)|Dj 1+
[1 - P(Xi,j(y +1) = 1) | Di,j] : [1 - P(Xj,Xl(y +1) = 1) | Dj,Xl]

= rnxa+ (1=75) - (1= 15x1) 2
LetDy,, (y)alltheencounters(neighborrating)betweenSand M
ismonitoredbyn;

Xsm(y) = indicatorvariablefornoden;fortheconfirmationofmaliciousnodeMatencountery
P(Xem(y +1) =1) | Dy, Dim
=P(Xs;(y +1) =1)|Dg; -, P(Xym(y + 1) = 1)|D;n+
[1-PX,; v+ D= 1) |Dg] - [1=PXim(y+1D1)| Dip)
= TgiTim + (1 - rs_i) . (1 - ri,m) (3)

The interpretation of the equations 1% ;2" and 3“gives the probability ofn;, n;jandny, that agree and approves the
nodes M, X; and X, is misbehaving. Hence, the nearest neighbour and foreign neighbours can identify the
misbehaving nodes by monitoring the network traffic of its neighbouring nodes. After detecting the collaborative
malicious node based on both neighbour direct rating and foreign neighbour indirect rating, the source node will
divert the traffic with different route to the destination. Eventually, the intrusion of collaborative malicious node
effect to network becomes wesker. Once again, we can conclude that the more paths reduce collaborative malicious
node intrusion to the network. In summary, the heterogeneous intrusion can be identified without the need of
expensive signatures, as these signatures, which can be used to defend the route from end to end.

6. Simulation Results and Performance Analysis:

To study the feasibility of our theoretical work, we have implemented and evaluated the SRPAHA method using the
network simulator [NS2], which is a software program running in Ubuntu-13.04 and conducted a series of
experiments to evaluate its effectiveness. The experiment results show that this method is more efficient and
increase the power against heterogeneous attacks. Our simulations are mainly used to compare between SRPAHA
with AODV routing protocol with and without the presence of malicious nodesand ARAN respectively. To evaluate
the SRPAHA, we considered various performance metrics such as Packet Delivery Ratio (PDR), Average End-to-
End-Delay and routing overhead. As shown in fig-2 and fig-3, the packet delivery fraction of SRPAHA is higher in
both the 30 and 50 node scenarios. Subsequently, nearly identical to AODV routing protocol at different speeds.
However, AODV decreases in the presence of heterogeneous attack (one black hole node and one collaborative
worm hole nodes), which delivers lesser data packets and routing packets to the destination. To be more specific,
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7% of data packets are dropped, without delivering to the destination. While, SRPAHA, detects the heterogeneous
attack with the help of IDSAHA and removed from the routing based on neighbour rating. Hence, SRPAHA using
IDSAHA is extremely efficient in the route discovering, monitoring the routing process and maintaining multiple
path for delivery of data packets in the presence of heterogeneous attack. Furthermore, it is also seen that SRPHDC
always outperforms ARAN, as ARAN fails to handle the wormhole attack. While, SRPAHA effectively detects,
defends the wormhole attack and delivers more data packets to the destination than ARAN. Hence, SRPAHA has a
higher PDR than ARAN.

Asshownin fig-4 and fig-5. End to End Delay of SRPAHA and AODV at different speeds. AODV reduces the PDR
in high mobility (maximum speed increases from 1.5 and 10 milliseconds) conditions, because more link breakage
between source and destination, Therefore, as maximum speed increases the PDR decreases. As compared toAODV,
SRPAHA aways has alower End-to-End packet latency in high mobility conditions. Moreover, SRPAHA make use
of multipath routing, if one path fails, an aternate path will immediately be available. However, IDSAHA incurs a
delay while detecting the heterogeneous attack (HA).The figures also show the End-to-End packet latency
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of SRPAHA and ARAN. In this case, it is observed that SRPAHA has lower latency than ARAN, Since, SRPDHC
make use of parallel computation that causes less overhead of cryptographic operations than ARAN. In ARAN,
while processing the control packets, each and every node has to verify the signature and replace with its own
digital signature that cause more overhead using conventional cryptography and additional delays a each node.
Therefore, the End-to-End packet latency increases.The fig-6 and fig-7 depicts the total overhead of SRPAHA in
comparison with AODV Here, it is observed that SRPHDC gives dlight overhead than AODV due to the security
mechanism in the presence of different numbers of heterogeneous attack. Moreover, SRPAHA make use of
IDSAHA that can detect the heterogeneous attack based on neighbour rating and remove them from the route. From
the figure; it is aso observed that SRPAHA gives less overhead than ARAN, because SRPHDC uses a light
weighted cryptographic mechanism.

7. Conclusion and Discussion

This paper addressed a scheme for designing an efficient security solution that can protect wireless adhoc networks
from heterogeneous attacks. Initialy, we had modelled and investigated heterogeneous attack that exploits the
vulnerabilities of the existing AODV routing protocols of wireless ad hoc network. Particularly, the proposed
SRPAHA protocol establishes cryptographically secure communication among the nodes using Hybrid DNA-based
Cryptography (HDC). HDC is one of the prospective methodology for sophisticated wireless adhoc network, which
require less computational power, communication bandwidth and memory in comparison with other cryptographic
systems. The simulation results of this work to provide better security, less computation overhead and network
performances as compared to an existing ARAN scheme.
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