o)
DG
Universityof S22

Strathclyde
Glasgow

Strathprints Institutional Repository

Qazi, Abroon and Quigley, John and Dickson, Alex (2015) A novel
application of system survival signature in supply chain risk
management. In: Proceedings of the 2015 Internati onal Conference on
Industrial Engin eering and Operations Management Dubai, United Arab
Emirates (UAE), March 3 - 5, 2015. Institute of Electrical and Electronics
Engineers Inc.. ISBN 9781479960651 ,
http://dx.doi.org/10.1109/IEOM.2015.7093771

This version is available at http://strathprints.strath.ac.uk/57005/

Strathprints is designed to allow users to access the research output of the University of
Strathclyde. Unless otherwise explicitly stated on the manuscript, Copyright © and Moral Rights
for the papers on this site are retained by the individual authors and/or other copyright owners.
Please check the manuscript for details of any other licences that may have been applied. You
may not engage in further distribution of the material for any profitmaking activities or any
commercial gain. You may freely distribute both the url (http:/strathprints.strath.ac.uk/) and the
content of this paper for research or private study, educational, or not-for-profit purposes without
prior permission or charge.

Any correspondence concerning this service should be sent to Strathprints administrator:

strathprints@strath.ac.uk


http://strathprints.strath.ac.uk/
mailto:strathprints@strath.ac.uk

Proceedings of the 2015 International Conference on Industrial Engineering and Operations Management

Dubai, United Arab Emirates (UAE), March 3 — 5, 2015

A Novel Application of System Survival Signature in
Supply Chain Risk Management

Abroon Qazi, John Quigley

Department of Management Science
University of Strathclyde
Glasgow, UK
(abroon.qazi, j.quigley) @strath.ac.uk

Abstract—Supply chains have become complex because of
the globalization and outsourcing, and the lack of visibility
across the entire network makes it difficult to manage the
risks. The concept of ‘System survival signature’ has recently
been developed for capturing the network configuration of a
system comprising different types of components. Its utilization
in the evaluation of system reliability is unique in terms of its
capability of segregating the network signature from the
probability distribution of failure time of components. We
introduce this concept in the realm of supply chain risk
management. This novel application can be helpful in
evaluating supply network reliability through gauging two
distinct features of network configuration and risk profiles of
the suppliers. The application is illustrated with the help of two
simple examples. The technique can be of significant value to
the supply chain managers in taking strategic decisions
concerning suppliers and network configuration. We have also
adapted the existing risk importance measures in the field of
reliability engineering for their application in the domain of
supply network reliability.

Keywords—Supply chain risk management; system survival
signature; supply network reliability; network configuration

I. INTRODUCTION

Supply chain risk management is an active area of
research that has been receiving a great deal of interest from
academics and practitioners [1].The uncertainties in supply
and demand, global outsourcing and short product life cycles
have made the management of supply chain risks quite
challenging [2]. The today’s leaner and just-in-time
gloabalized supply chains are more vulnerable to operational
and external (natural and man-made) disruptions than ever
before [3].

There are a number of key debates in the literature of risk
focusing on the qualitative and quantitative aspects of risk
assessment and therefore, choice of methodology must be
given due consideration before its application in the field of
supply chain risk management [4]. The application of risk
theory to supply chain management is still in its early stages
of research and there is requirement of conducting empirical
studies of already established models. There is also a major
research gap of exploring established risk practices in other
fields for application in the domain of supply chain risk
management [4].
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Supply chain disruptions arising from natural disasters,
plant fires, terrorism and supplier bankruptcy, have been the
source of major damages in various industries. In order to
mitigate the risks, supply chain managers adopt various
strategies including addition of inventories, multi-sourcing
and designing standardized parts. Supply chains have
become too complex because of globalization and off-
shoring of manufacturing operations that expose the entire
chain to various types of disasters [5]. The individual risks
are interconnected and risk mitigation strategy at one end
may result in exacerbating another risk [6].

Reliability of a supply network can be expressed in terms
of connectivity across the two ends of the network in case of
any disruption taking place within the entire chain.
Connectivity reliability is the probability that guarantees
functioning of links between given pairs of nodes in a
network. The existing literature on supply network
disruptions considers various approaches ranging from the
social network perspective to the stochastic modeling.
However, the concept of engineering systems reliability has
not been explored much within the domain of supply chain
risk management. The existing studies focus on the
conventional computation of supply network reliability
through decomposition of the network into series and parallel
structures [7-9]. However, complex networks may not be
feasible to model through this approach. Furthermore, the
effect of uncertainties of the risk profiles of suppliers is not
considered in relation to the network configuration of the
entire supply chain. We present a novel application of the
recently developed concept of system survival signature
within the domain of supply chain risk management and
demonstrate the concept with the help of simple examples.
Future research in this area can help supply chain managers
take effective strategic decisions in managing complex
supply chains. The concept of system signature is presented
in Section II followed by the description of risk importance
measures in Section III. Section IV explicates the application
of system survival signature within the realm of supply
network. Future research agenda is presented in Section V.

II. SYSTEM SIGNATURE

System signature captures the configuration of different
components in the system. The concept was developed for
evaluating the survival distribution of a system that is the
function of network configuration and the probability



distribution of the failure of components. Following
definitions and notations are useful for comprehension of the
concept.

For a system with n components, state vector X =
(X1, X3, .., Xy) € {0,1}", where for each i, x; = 1 if the ith
component is working and x; = 0 if it is not working.

Definition. Consider the space {0,1}" of all possible state
vectors for an n-component system. The structure function
@ : {0,1}* - {0,1} is a mapping that associates those state
vectors X for which the system works with the value 1 and
those state vectors X for which the system fails with the value
0[10].

Definition. Let t represent a coherent system of order n.
Assume that the lifetimes of the system’s n components are
independent and identically distributed (i.i.d.) according to
the (continuous) distribution F. The signature of the system
T, denoted by s; , or simply by s when the corresponding
system is clear from the context, is an n-dimensional
probability vector whose ith element s; is equal to the
probability that the ith component failure causes the system
to fail. In brief, s; = P(T = X;.,,), where T is the failure time
of the system and X, is the ith order statistic of the n
component failure times, that is, the time of the ith
component failure [10].

The concept of system signature was introduced for
evaluating the reliability of a system consisting of m
components having iid failure times [11]. System signature
possesses the unique feature of segregating the system
structure from the random failure times of the components.

A. System Survival Signature

A closely related concept of system signature has
recently been introduced for dealing with different types of
components within a system [12]. Let ®(l), for 1=
0,1,2,.., m, denote the probability that the system is working
when 1 of the components are working. The concept is
restricted to coherent systems which means that ®(l) is an
increasing function of 1 assuming that ®(0) =0 and
®(m) = 1. There are (]) state vectors x with precisely 1
components x; = 1, so with Y[, x; = I; the set of these state
vectors are denoted by S;. Because of iid assumption for the
failure times of m components, all the state vectors are
equally likely to happen, therefore

W) = ()" Baes, @(x) (1)

Let C; € {0,1, ..., m} denote the number of components
working in the system at time t> 0 and F(t) be the
cumulative distribution function of the failure time of the
components, then for 1 € {0,1,.., m}

Pce=0 = (") IF@M 1 - FO) (2)

P(Ts >0 = ) ®MP(C, = D) (3)

=0
B. Systems with Multiple Types of Components
Let @(,1,,...,1x) for Iy =0,1,2,..,my, denote the

probability (system survival signature) that the system is
working when ;. of the components of type k are working for

each k € {1,2, ...,K}. There are (rlr:(k) state vectors gk with

precisely 1, of its my components x;=1, so with
Yok x;K = 1 ; the set of these state vectors of components of

type k are denoted by Slk while Sy indicates the set of

12,0k
all state vectors of the system for which Z:’;‘; XK =1,k =
1,2, ..., K. Because of iid assumption for the failure times of
my, components of type k, all the state vectors xX € Slk are
equally likely to happen, therefore

Oty b0 = e (1) X Taesy, @@ (4)

Let CX € {0,1, ..., my} denote the number of components
of type k working in the system at time t > 0 and Fy(t) be
the cumulative distribution function of the failure time of the
components, then for I, € {0,1,..,m}, k=12, ...,K

([ e =up= ]_[P(ct =)

k=1,...K
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Equation (6) represents the survival function of the
system segregating the survival signature of the system from
the probability of the failure times of individual group of
components. It is the unique feature of this technique that
once the survival signature of the complete network is
determined, different probability distributions of the failure
time of components can be examined for the analysis of
system reliability. Furthermore, the importance of specific
group of components can be visualized through simulation of
the model.



III. RISK IMPORTANCE MEASURES

There are a few significant importance measures in the
field of risk and reliability [13]. The existing importance

measures have been adapted for their application in the field
of supply network reliability as shown in Table L.

TABLE L RISK IMPORTANCE MEASURES
Measure Abbreviation Principle Adaptation to System Survival

Risk reduction RR R(base) — R(x; = 0) Sy = my) — S(base)
R(b —R(x; =0 Sl = —-S(

Fussel-Vesely FV (base) *; ) (e = m) (base)
R(base) 1 — S(base)
Risk achievement RAW R(x;=1) 1-5(,=0)
worth R(base) 1 — S(base)

Birnbaum importance BI Rx;=1)—R(x; =0) S, =my) — S =0)

Following definitions are used in Table I.

e R(x; =1) : the increased risk level without basic
event x; or with basic event x; assumed failed,

e R(x; =0) : the decreased risk level with the basic
event x; optimised or assumed to be perfectly
reliable,

e R(base) : the present risk level,

e S(l = 0) : the decreased system survival probability
with the disruption of m; components,

e S(l,=my) : the increased system survival
probability with all m;, components working,

e S(base) : the present system survival probability,

The RAW presents a measure of the ‘worth’ of the type
of components in ‘achieving’ the current value of risk and
represents the importance of maintaining the current level of
reliability for the type of components. The risk measures
contain important information for the managers in taking
appropriate strategic decisions as shown in Table II. The
same table has been adapted for application in the realm of
supply network as shown in Table III.

TABLE II. INFORMATION IN RISK MEASURES [13]
Risk Safety Potential for Potential
significance significance safety for
FV BI improvement relaxation
Component,
High High defence in No
depth
High Low Component No
Do not
Low High degrade No
component
Component,
Low Low No defence in
depth

TABLE IIL INFORMATION IN RISK MEASURES FOR SUPPLY NETWORK
STRATEGIES
. I.{lSk . Sfxfety Potential for Potential
significance significance . for
FV BI improvement . jaxation
Supplier,
High High network No
structure
High Low Supplier No
Maintain risk
Low High profile of No
supplier
Supplier,
Low Low No Network
structure

IV. APPLICATION OF SYSTEM SURVIVAL SIGNATURE IN
SUPPLY NETWORK

A. Example No. 1

We apply the concepts of system survival signature and
risk importance measures in the realm of supply network. In
order to facilitate clear understanding of the concepts, we
present two example models. The first example illustrating a
supply network is shown in Fig. 1. The suppliers have been
segregated into three groups on the basis of their risk
profiles. In order to calculate the survival signature, the
network was modeled in R software wusing the
‘ReliabilityTheory’ package [14]. The resulting network
obtained through running of the code is shown in Fig. 2.

The survival function (non-zero values) calculated in R
software is shown in Table IV (Appendix). A code was
developed in Matlab R2009a for the detailed analysis of the
network  reliability. The  probability distributions
representing the risk profiles of different types of suppliers
were assumed as exponential. Firstly, in order to calculate
the impact of the reliability of each type of suppliers on the
overall reliability of the network, the specific supplier was
assumed to be perfectly reliable with the survival
distributions of other two types fixed at their current level.
The results of the simulation are depicted in Fig. 3. Type 3
suppliers were assumed to be most reliable. The



improvement in the network reliability can be observed
through the displacement of system reliability curve towards
the right. It is evident that Type 2 suppliers have the major

impact on the system reliability.

Type 1 Type 2

e 2
Type 3

Type 2 Type 3

Fig. 1. Supply network representing groups of risk profiles.

Fig. 2. Network schematic in R software.

In order to compare the different types of suppliers on
the basis of network configuration, we assign same
probability distribution to each type of suppliers. The impact
of the reliability of each type of suppliers on the overall
reliability of the network is determined through the same
procedure as described earlier. The results depicted in Fig. 4

clearly reveal that the Type 3 suppliers have the major
impact on the overall reliability of the system.
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Fig. 3. Impact of supplier type on the basis of risk profile.
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Fig. 4. Impact of supplier type on the basis of network configuration.

Now, we consider discrete reliability values for each
type of suppliers. The reliability values of the three types of
suppliers are assumed as 0.6, 0.3 and 0.9 respectively. The
reliability of the network is calculated as 0.75. The impact
of the reliability of each type of suppliers on the overall
reliability of the supply network is shown in Fig. 5. It is
evident that Type 2 suppliers have the major impact while
the Type 1 suppliers control the overall reliability within a
limited range.
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Fig. 5. Impact of supplier type reliability on the network reliability.

The risk importance measures are calculated for each
type of suppliers as shown in Fig. 6. Type 2 suppliers have
high values for all the three measures of Fussel-Vesely
(FV), Risk achievement worth (RAW) and Birnbaum
importance (BI). Type 1 suppliers have got low values in all
the three measures.
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Fussel-Vesely Risk achievement worth Birnbaum importance

Fig. 6. Risk importance measures.

The risk measures have been explained with the help of
system reliability graph as shown in Fig. 7. The FV value of
each type of suppliers is directly proportional to the relative
difference between the current system reliability value and
the one corresponding to the perfect reliability of the
specific type of supplier. The BI value corresponds to the
difference between the system reliability values relative to
the two extreme reliability states of each type of suppliers.
RAW value is proportional to the deviation of the current
system reliability from the one corresponding to the absolute
unreliable state of each type of suppliers.
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Fig. 7. Representation of risk importance measures.



The reliability targets can be allocated between the
supplier types based on the desired system reliability. The
contour plots of the reliability allocation between two types
of suppliers keeping the constant reliability values of Types
3, 2 and 1 suppliers are shown in Fig. 8, 9 and 10
respectively. Type 2 and 3 suppliers have dominant impact
on the overall system reliability.
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Fig. 8. Reliability allocation between types 1 and 2 suppliers.

System Reliability

0.9 o |
I 0.6 o |
. * —87_
0.7 V
0.6 0.4 V
™ N )
8 05- f. V
>
8 .
0.4 h » |
2 03
0.3 ; : V
0.2 —e
0.1
0.1 V
0 | r r . c r r r r
0 o1 02 03 04 05 06 07 08 09 1
Type 1

Fig. 9. Reliability allocation between types 1 and 3 suppliers.

B. Example No. 2

In the second example, the suppliers have been
segregated into four groups on the basis of their risk profiles
as shown in Fig. 11. The resulting network obtained through
the R software is shown in Fig. 12.

System Reliability

Type 3

0 0.1 0.2 03 04 05 0.6 0.7 08 09 1
Type 2

Fig. 10. Reliability allocation between types 2 and 3 suppliers.

Type 3
Type 2

/

Type 1

Type 4

Fig. 11. Supply network representing groups of risk profiles.

The survival function (non-zero values) calculated in R
software is shown in Table V (Appendix). The probability
distributions representing the risk profiles of different types
of suppliers were assumed as exponential. The survival
probability of each type of suppliers and that of the system
are shown in Fig. 13. The relative impact of the reliability of
each type of suppliers on the network reliability is depicted
in Fig. 14. It is evident that Type 2 suppliers have the major
impact on the system reliability.

The network configuration based impact of the reliability
of each type of suppliers on the overall reliability of the
network is shown in Fig. 15. The results reveal that the Type
4 suppliers have the major impact on the overall reliability
of the system.

Now, we consider discrete reliability values for each
type of suppliers. The reliability values of the four types of
suppliers are assumed as 0.7, 0.5, 0.8 and 0.6 respectively.
The reliability of the network is calculated as 0.432. The
impact of the reliability of each type of suppliers on the
overall reliability of the supply network is shown in Fig. 16.
It is evident that Type 4 suppliers have the major impact
while the Type 3 suppliers control the overall reliability
within a limited range.

The risk importance measures are calculated for each
type of the suppliers as shown in Fig. 17. Type 4 suppliers
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Fig. 14. Impact of supplier type on the basis of risk profile.
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V. CONCLUSION

Supply chain risk management is a promising research
field demanding development and application of robust risk
quantification techniques. There is a potential of exploring
supply chain risk management through the lens of network
reliability theory. We have introduced a novel application of
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0 2 2 0.27
0 2 3 0.56
0 2 4 0.8
0 2 5 0.9
0 3 1 0.12
0 3 2 0.45
0 3 3 0.75
0 3 4 0.96
0 3 5 1
0 4 1 0.24
0 4 2 0.66
0 4 3 0.88
0 4 4 1
0 4 5 1
0 5 1 0.4
0 5 2 0.9
0 5 3 1
0 5 4 1

0 5 5 1

1 1 1 0.1
1 1 2 0.3
1 1 3 0.54
1 1 4 0.76
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1 1 5 0.9
1 2 1 0.19
1 2 2 0.53
1 2 3 0.81
1 2 4 0.97
1 2 5 1

1 3 1 0.27
1 3 2 0.7
1 3 3 0.925
1 3 4 1

1 3 5 1

1 4 1 0.34
1 4 2 0.82
1 4 3 0.97
1 4 4 1

1 4 5 1

1 5 1 0.4
1 5 2 0.9
1 5 3 1

1 5 4 1

1 5 5 1
2 1 1 0.12
2 1 2 0.34
2 1 3 0.6
2 1 4 0.84
2 1 5 1
2 2 1 0.22
2 2 2 0.59
2 2 3 0.87
2 2 4 1
2 2 5 1
2 3 1 0.3
2 3 2 0.76
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0.97

0.36
0.86

0.4

0.9

SURVIVAL SIGNATURE (EXAMPLE 2)

TABLE V.

Survival
Type3 Typed Signature

Type 2

Type 1

0.5

0.5

0.5




