
X.25 WITHIN THE PAYMENT  
CARDS INDUSTRY
ADVANCING COMMERCE™

The Payment Card Industry Data Security Standard (PCI DSS) states that any system that 
stores, transmits, or processes cardholder data, or any system connected to such a system, 
is within the scope of the cardholder data environment (CDE) and must be protected with 
PCI DSS controls. Unfortunately, X.25 networks are sometimes overlooked in the PCI DSS 
scoping process, as they are often part of legacy networks or are assumed to be exclusive, 
private networks and thus sometimes not top-of-mind for the reviewer. 

There are two primary types of X.25 networks: those that use dedicated lines and those 
that use a carrier provided, switched network. For networks with dedicated lines, a level 
of control exists inherently through the dedicated connection, in effect making it a private 
network. In a switched environment, there is the potential for X.25 networks to connect to 
each other simply by knowing the Data Network Identification Code (DNIC), which is similar 
to a phone number. This ability of X.25 networks to connect to each other may cause a 
switched network to be considered a “public” network and therefore need PCI DSS controls. 
In other words, without proper access controls on a switched network, it may be possible for 
an unknown X.25 network to make a connection to a merchant’s or processor’s trusted  
X.25 network. 

Attackers are taking advantage of unsecured X.25 networks used by merchants and service 
providers to steal and compromise their cardholder data. As with any network technology, 
proper configuration and maintenance of X.25 networks are required to ensure that these 
networks do not pose a risk to the safeguarding of cardholder data. This whitepaper 
provides a high-level, technical overview that can be used as guidance by an assessor during 
a PCI DSS compliance review, or for the owner of the network to better understand how to 
implement security controls that satisfy PCI DSS requirements.

The technical guidance in this document is provided by Foregenix, a Qualified Security 
Assessor (QSA), Payment Application QSA (PA-QSA), and a PCI Forensic Investigator (PFI) 
with experience in X.25 networks. 

This document provides guidance only and should be used as an informational supplement 
when evaluating an entity’s PCI DSS compliance. As with any technical guidance, the 
suggestions in this document should be carefully evaluated along with other factors that 
apply to an entity’s unique environment. The information set forth in this document 
does not guarantee PCI DSS compliance and does not change or override any PCI DSS 
requirement.
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 For more information on MasterCard PCI 360 education resources, please visit  
www.mastercard.com/pci360 or www.mastercard.com/sdp.
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