ETS| TS 118 103 V1.1.0 (2016-03)

S e—
TECHNICAL SPECIFICATION

oneM2M;
Security solutions
(oneM2M TS-0003 version 1.4.2 Release 1)




oneM2M TS-0003 version 1.4.2 Release 1 2 ETSI TS 118 103 V1.1.0 (2016-03)

Reference
RTS/oneM2M-000003v110

Keywords
10T, M2M, security

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the only prevailing document is the
print of the Portable Document Format (PDF) version kept on a specific network drive within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.orq/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying
and microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2016.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are Trade Marks of ETSI registered for the benefit of its Members.
3GPP™and LTE™ are Trade Marks of ETSI registered for the benefit of its Members and
of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/standards-search
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

oneM2M TS-0003 version 1.4.2 Release 1 3 ETSI TS 118 103 V1.1.0 (2016-03)

Contents

Intellectual Property RIGNES.... ..ot e e b e 7
01 Yo (o ST 7
1 o0 0 SR 8
2 REFEIBINCES ...ttt s bt b e s e et e s £ e e et et e st e be e bt s b et e b et et e neenenrenbeneens 8
21 NOIMBLIVE FEFEIENCES ... eeeeieeeieete ettt ettt sttt et et et et e st e s teseeetesaeeseeae e e enteseeabesaeeseeneenseseseesbesaessesneeneensens 8
22 INfOrMELIVE FEFEIENCES. ... ettt ettt ettt et e st e e seeebe s et eae et et e steseesaeeneeneeeeneeses 10
3 Definitions, symbols and abbreViationsS ............ccoeeeeiieiere et 11
31 D= T o T] (0] TP P TR UR TSROSO 11
3.2 Y/ 1210 SRS 14
3.3 ADDIEVIBLIONS ...ttt b e b et e et e s e e bt sh e eb e e he e ae e e e nE e b e sR e eh e e Re e e e R e eb e e bt eaeene e e ne e 14
4 (0000117 0110 LSRR 15
5 SECUNTY ATCRITECTUNE. ...ttt bt b e et se st n e nas 15
51 OVEBIVIBWW ...ttt bbbkt b e b bt e heeh e s e e s e e e e 4 E e b e eh e e h £ e a e e a e e e e b e Eeeheeb e e Rt eh e e e e b e beeheebeeneenn e e entas 15
511 110 o (0o (o] o FOO TSP U U PPURTURURPRRIN 15
511 Identification and AUTNENEICALTON ........c..ooiiiiie bbb 17
512 F D110l 2z o] o TSP U PP PRSPPI 17
5.1.3 [0 =0 LYY == 1= 1 o P 17
5.2 S o0 Y I £ SRS 17
521 SECUMTY SEIVICE LAYEN ...ttt ettt b bbbt b e et b e et b e seeseeb e s b e e ebesbeneenesbennenea 17
522 Secure Environment ADSITACHION LAYET .........cviiieiriiieieiteseeie ettt sr e b snennenea 18
53 Integration within overall oNeEM2M arChitECLUIE............coiriiiiiieiree e 18
6 Security ServiceS and INLErACLIONS ........cceeriireeiererie ettt et sreesteseeeeestesneeneesseeneeseeenes 18
6.1 Security Integration in ONEM2M flOW Of BVENLS........occui i 18
6.1.1 INLEraCtioNS DEIWEEN [AYENS........eo ettt et e rae st e te e be e teeteeneeeneeenes 18
6.1.2 High 1evel SEQUENCE OF EVENLS........cccui ittt et e st be e e e e e be e teeteennenneeenes 19
6.1.2.1 ENFOIMENT PRESE......cceeeceeeec ettt e et e e ae e s e e sae e teeateenteenaeenaesreenreas 19
6.1.2.2 (@ 01c 1 0] 7= o == TS 20
6.1.2.2.1 IMI2IVI SEIVICE ACCESS.....eeueeeeteseeste et et eueeeeeeseesteseesaeeseeseeneeseentesaeesesaeaseeseeneenseseetesaessesbesaeeneeneensenes 20
6.1.2.2.2 AUthorization t0 aCCESS M2M FESOUICES.......ccueeueeeerierieseeeieseeteeeereesteseestesaeesee e eeeneeseesteseessesneeneenes 21
6.2 SECUNTY SEIVICE LAYES ...ttt bttt b et b et b e bt b e et b e s et b e e bt e b e e e bt e b e st et e b e s et eb e n e 21
6.2.1 ACCESS MANAOEIMENT ...t e e s s e sre e e e e s e s me e sreesaeesaeas 21
6.21.1 F N E 110701 (o= 1 o o SRR 21
6.2.2 AULNOTT ZEEON ATCIITECIUIE ...ttt b et se e et bt e bt eae e s 21
6.2.3 S o0 VAN [ 4T T (o] o 24
6.2.3.0 [T 100 [ 1ol DTS PP U RSP 24
6.2.3.1 Security Pre-ProviSiOniNg Of SE ........cooiiiieeece st sae et esnaesraennees 24
6.2.3.2 Remote security administration Of SE..........c.oooiiieiieiice e 24
6.2.4 [0 =01 Y20 101 o1 o o S 24
6.2.5 SENSItIVE DAt HANAIING .....cveeeteieect ettt b e bbb e b b e b b nnenea 24
6.2.5.0 0100 1 1 o o PR 24
6.25.1 SENSIIVE FUNCLIONS ...ttt ettt e e e st et e s e s te s e eseeneeneeneeseesbesneeneennenseneens 25
6.252 SECUME SEOTAJE. ...ttt rb bt a e e e e se e Rt s bRt e e ne e e nesr e e resreere e e ennenrean 25
6.2.6 Trust Enabler SECUNTY FUNCLIONS ........cuiiiiiiciiriee et bbb 25
6.3 Secure Environment Abstraction Layer COMPONENTS ........ceierieirerieesie ettt 25
6.3.1 SECUIE ENVITONIMIENL........ete ittt ettt b e s bt bttt e b sb e eb e bt e e et e e et e besbenbesmeenee e enres 25
6.3.2 IS 11 o o TSP PSPPTSTN 26
6.3.3 Secure EnVironmMent ADSIFECHION .........eiiiiieiee ettt bbb e bt ne e e 26
7 F U110 12 [ o SRS 26
7.1 ACCESS CONLIOI IMECNANISIM ...ttt sttt b et et e e e se e e seesbesaeeaeene e s eeeseeseesneeneeneeneenes 26
711 GENETEl DESCIIPLION ...ttt et bbbt eb bt eb b e e eb e s b et e b e se et ekt sb et ebesb e e ebesbeneebesbennenea 26
712 Parameters of the REQUESE IMESSAGE ........ccueiuiiiiieiete ettt ettt sb e 27
713 Format of privileges and selfprivileges AtriDULES. ..o 28
714 ACCESS CONLTOI DECISION......eueieietieieeeieeeies ettt et e e e e see st e beseeebe s st esee e e seeteseesbesseaseeneensensessesaesneeneensensesen 30
7.15 Description of the Access DeCision AIQOMTtNM..........ccvieie et 30

ETSI



oneM2M TS-0003 version 1.4.2 Release 1 4 ETSI TS 118 103 V1.1.0 (2016-03)

7.2 AE IMPErsonation PreVENLION ..........cveiieiieieie e seesieesteesee e se e te e e estesstessaesseesseesssansesseesseenseenseessesneessenssnes 32
8 SECUMTY FIAMEWOIKS......cviitieie ettt sttt e ae et e ae et e st e e ae e besaeentesreeanesteeneentesteennenresrnenns 33
8.1 General Introductions to the Security FrameWOrKS...........ccuviieiieiiiie et 33
8.1.0 (€71 PP 33
811 General Introduction to the Symmetric Key Security FrameworK...........cooverereienenene e 33
8.1.2 General Introduction to the Certificate-Based Security Framework..........ccoeoeereineneinie e 33
8.1.2.0 0100 1 1 o PR 33
8121 PUDlic Key CartifiCate FIAVOUIS.......c.coiiiiiite ettt st s eb e eb e ene 33
8.1.2.2 Path Validation and Certificate Status VerifiCation ...........ccoceeeeoereie i 34
8.1.2.3 Credential Configuration for Certificate-Based Security Framework............ccceoveeveveneneenesce e, 35
8.1.24 Information Needed for Certificate Authentication of another Entity.........ccccecevieevevievcesceeseese s 35
8.1.25 CertifiCae VeliTICAION. ..ottt bbb et b e b sbesbe e e ennennen 36
8.1.3 General Introduction to the GBA (Generic Bootstrapping Architecture) Framework.............cccocceeveveeeee. 37
8.2 Security Association Establishment FrameWOIKS .........cocveieiieie s 38
821 Overview on Security Association Establishment Frameworks..........ccoovevveieeiience e 38
8.2.2 Detailed Security Association Establishment Frameworks ..o 41
8221 Provisioned Symmetric Key Security Association Establishment Frameworks...........ccoceverenenenens 41
8222 Certificate-Based Security Association Establishment Frameworks ...........ccooooeviiieninnieneneneseens 43
8.2.2.3 MAF-Based Symmetric Key Security Association Establishment Frameworks............ccoceoeienninnenne 45
8.3 Remote Security ProviSioning FramEWOIKS............coeiiiiiiieenesiees st 48
831 Overview on Remote Security Provisioning Frameworks..........c.cceeieneneineneeneseeese s 48
8311 Purpose of Remote Security Provisioning Frameworks............coceieeieeieere e eeeseeseeseese e see e e 48
8.3.1.2 Overview on Remote Security Provisioning Frameworks..........ccccvvvieeieeseese e 48
8.3.2 Detailed Remote Security Provisioning FrameworK.............coveieiriie e s 52
8321 Pre-Provisioned Symmetric Key Remote Security Provisioning Framework............cccccevvevievceseennnen, 52
8.3.2.2 Certificate-Based Remote Security ProviSioning FrameworK...........cccvieeveereeveeceeseeseese e see e 55
8323 GBA-Based Remote Security Provisioning Framework ............ccocoviiinninnenieeseeeseeesees 56
9 Security Framework Procedures and ParameLers...........covieiererieieiieinesesie st 59
9.0 011 0o 1 o o PSSRSO 59
9.1 Security Association Establishment Framework Procedures and Parameters..........ooeveeeveneneseeeecceceenennen. 59
91.1 Credential Configuration ParaMELErS............ccecuiiuiiieseeseese e see e sae e s e s e saeeeeesaesse e se e seesseeeesneesnes 59
9.1.1.0 FNEFOOUCTION. ...t e bbb h et s e ekt s a e eb e st e e et e se e e e b e eeeebeeneebe e e eneees 59
9111 Credential Configuration of Entity A and ENtity B.........cceoeeeirieee e 59
9.1.1.2 Credential Configuration of M2M Authentication FUNCLIONS...........ccccvieevieeie e 60
9.1.2 Association Configuration Procedures and Parameters...........coveeeeie s see s ses st 60
9.1.2.0 0100 1 1 o o PR 60
9121 Association Configuration of Entity A and ENtity B..........ccoiiiiiiiiiiieeseeneeee 60
91211 Association Configuration Of ENLItY A .......cccooieiiiiiene e 60
91212 Association Configuration Of ENLitY B ...........ccocoeiiiiiniieieere s 61
9122 Association Configuration of M2M Authentication FUNCLIONS..........c.ccovieinineneeeeeee e 61
9.2 Remote Security Provisioning Framework Procedures and Parameters............oceoeeeeererereneneseeseeseeseeseenee s 62
921 Bootstrap Credential Configuration Procedures and Parameters.........coocevvevveeeeeeseeseeseee e 62
9.21.0 FNEFOOUCTION. ...t e bbb h et s e ekt s a e eb e st e e et e se e e e b e eeeebeeneebe e e eneees 62
9211 Bootstrap Credential Configuration Of ENFOIEE...........c.cccveiiiiesie e 62
9212 Bootstrap Credential Configuration of M2M Enrolment FUNCLIONS...........ccoccveveeveeseccece e 62
9.2.2 Bootstrap Instruction Configuration Procedures and Parameters..........ccocvevveveecieecesesee e 63
9.2.20 FNEFOOUCTION. ...t e bbb h et s e ekt s a e eb e st e e et e se e e e b e eeeebeeneebe e e eneees 63
9221 Bootstrap Instruction Configuration of ENrolEES ..o 63
9222 RV oo RS 64
9223 Bootstrap Instruction Configuration of M2M Enrolment FUNCLIONS.........ccooeirireinenecneeesieee 64
9224 Bootstrap Instruction Configuration of UNSP Authentication Server .........ccoeoveneeneneieneneseseens 64
10  Protocol and AlQOrithm DELAIIS........cccceiiiieieiece ettt st e st sneenaesreeneeneeneeas 65
10.1 Certificate-Based Security Framework DELaIlS..........coveiieiiie e 65
10.11 CrtifiCAIE PrOTIIES ... e bbbt b e bttt sr b ene e e 65
10.1.1.0 LC T o1 - TSR 65
10.111 CommON CertifiCale DELAIIS. .......coueieieeeeee et b e st sb e e 65
10.1.1.2 Raw Public Key Certificate Profile..... ..ottt 65
10.1.1.3 Details Common to Certificates with Certificate Chains...........cocooiiiiineniieeeee e 65
10.1.1.4 Profile for Device Certificates and their Certificate Chains...........ccoooeviiieiiirinieiee e 65
101141 Profile for Device CartifiCaleS. ... ..ot et 65

ETSI



oneM2M TS-0003 version 1.4.2 Release 1 5 ETSI TS 118 103 V1.1.0 (2016-03)

10.1.1.4.2 Profile for Certificate Authority Certificates for Device Certificates.........ccvvvvvvrvnvieereenesce s 66
10.1.15 Profile for AE-ID Certificates and their Certificate Chains............cocoiiierininieice e 66
10.1.1.6 Profile for FQDN Certificates and their Certificate Chains.........ccccovceeveeve e 66
10.1.1.7 Profile for CSE-ID Certificates and their Certificate Chains..........ccooeiirerieeiienenese e 66
10.1.2 0o Lol S= YA o L= 0 = £ 67
10.1.3 Support Requirements for each Public Key Certificate Flavour ..........ccccooovecevceeceececeee e 67
10.2 TLS ANA DTLS DEGIS.....cui ittt ettt et et et e st e s beesbeebeeaeesaeesaeesaeenbeenteensesnsesseesanas 67
10.2.1 TLS AN DTLS VEISIONS ...ccuteitiieiieeeeeieie et teste et s e e ee st e teseestesseeseeneessesseseesbesseaseeneensensessessesneeneensenseses 67
10.2.2 TLSand DTLS Ciphersuites for TLS-PSK-Based Security Frameworks...........coouueerinennenenneseneees 68
10.2.3 TLSand DTLS Ciphersuites for Certificate-Based Security Frameworks..........ccccoeeeeereneieneneieneniees 68
10.3 Key Export and Key Derivation DELAIS. .........ccciiiieiriiereeere bbb 69
10.3.1 TLSKEY EXPOIt DELAIS ....ccveeeiieieciece ettt ettt et e e et essaesreesaeenteenseenteenseensessennnaesnens 69
10.3.2 Derivation of Master Credential from Enrolment KeY .........cccuovevvv e iee i 69
10.3.3 Derivation of Provisioned Secure Connection Key from Enrolment Key .........ccccccevvevieeveicnvceeveesie e 69
10.34 LC T 0TS = 1 0T [ = o 70
10.35 LC T 0T = 11 0T [ o 70
10.4 Credential-1D DELAIIS ......cci ettt sttt sttt sttt b et R et e Rt be et be st e e ebe st e es 70
10.5 KIPSAIA ..ot s et s ettt en st en e en st 70
10.6 KIMEA FOMM@L ...ttt e et e b et e et e s aeesaeesheesaeeseeaseeaeeeaeeebeesbeesbeesbesnsesnsesneesanessnanseentenns 71
10.7 ENFOIMENT EXPITY ..ttt ettt bbb et b bbb bbbt b e et b et eb e et 71
Annex A (informative): Mapping of 3GPP GBA terminology .......cccoovieeieiieeeeie e see e sreesae e 72
Annex B (informative): General Mutual Authentication Mechanism.........c.ccocvoeveneneneneiniencnnns 73
= 3O T 111 0o (1 (oo OSSR 73
B.1  Group AUINENTICALION.......c.eeueiuietiieieteieese ettt sttt ss bt s e s e e e e st b e s b e b e e e e e e e senseene e 73
Annex C (normative): Security protocols associated to specific SE technologies...........ccccevveneee. 75
(O30 T 111 oo L1 o1 o o SRS 75
L350 U 1 S 75
C.2 Other secure element and embedded secure element with ISO/IEC 7816-4 interface..........ccccocveveneeee. 75
C.3  Trusted EXECULION ENVIFONMENT........cciiiieieieeiesie e see e se e st seeeeesreeseessesneestesseensesteseeeneensensean 75
LR S (o J O =l o] o o TSNS 75
Annex D (nor mative): UICC security framework to support oneM2M ServicCes.........c.cooeeeeeenene 76
D 20 1 11 0o (1 (o o OSSPSR 76
D.1 Access Network UICC-based oneM2M Service FrameworkK.............ccovvvvvinincnccccnssssieis 77
D.11 Access Network Ul CC-based oneM2M Service Framework CharaCteristics...........oooovieiiiiiniiiiiiiiiinns 77
D.1.2 M2M Service Framework discovery for Access NEtWOrk UITCC.........ccooieininieiriieereee e 77
D.1.3 Content Of fileSat the DFamam TEVEL ...ttt 78
D.1.3.0 g0 o (17 1o o TSR 78
D.1.31 EF1mamst (ONEM2M SErVICE TaDIE) ... e e 78
D.1.3.2 EFivavsip (0NEM2M SUBSCHPLION TAENTITIER) ..o s 80
D.1.33 EFivavseip (0NeM2M Service Provider IAentifier) ....ovo e 80
D.1.34 EFvamnip (MZM Node Identifier) ............................................................................................................... 81
D.1.35 EFcseip (10C8l CSE TABNMTIET) ..ottt sttt st sttt st 81
D.1.3.6 EFvamaeip (M2M Application 1dentifierS list) ... 8l
D.1.3.7 EFINCSEIDS (M2M IN-CSE IDSISE) c.vucvureecveieceeieececseeses e ses s sses s sesses st ssss e ssss s s s 82
D.1.3.8 EFMAFFQDN (MAF-FQDN)........covuiveieeieeeeeceesteseesees s esses s ssss s st s s s ss st seen s 82
D.1.3.9 EFmerio (M2M Enrolment FUNCEON TAENEITIEN) ....c.coveiieiiiiee e 83
D.2 oneM2M Service Module application for symmetric credentials on UICC (IM2MSM) ......ccccveeenee.e. 84
D.2.0 [T 0o 0o 1ol BT PSP TP UR USRS 84
D.21 oneM2M Service Module application fil€ SITUCTUNE...........coiiiiieece s 84
D.2.1.0 [FgLue o [N T o o FO TSP U RSP 84
D.21.1 Content of UICC files at the Master File (MF) [EVE ........oouv e 84
D.21.2 Content of files at the IM2MSM ADF (Application DF) [&VE ........cccovv e 84

ETSI



oneM2M TS-0003 version 1.4.2 Release 1 6 ETSI TS 118 103 V1.1.0 (2016-03)

D.22 oneM2M Subscription related procedureS for M2M SEIVICE.......coeiiiieiere it 85
D.2.2.0 [FgLue o [N T o o FO TSP U RSP 85
D.22.1 Initialization - IM2MSM AppPlication SEIECHION.........ccccceiie e et 85
D.2.2.2 IM2M SM SESSION LEIMINGLION. ...ttt ettt st b et a et e bbb st e e e e e st e besaesbe e e enneneens 85
D.2.2.3 ONEM2M Service diSCOVENY PrOCEAUNE .........uieeeeeeesteesteesteeteseeseesreesseesseestesssesseesseesseesseensesseesseesseenseensenns 85
D.224 onNeM2M Service ProviSioNiNg PrOCEAUES..........cverueerieeereeseeseesteesseesseeseesseesseesseessesseseesseesseesseessesnsenns 85
D.225 oneM2M Application Identifiers proviSioning ProCEAUE ...........ccuv e 85
D.2.2.6 oneM2M Secure provisioning related ProCEAUIES ...........ooeeririeiririeerie ettt 86
D.227 oneM2M Security AsSOCiation related ProCEAUIES ...........co ittt 86
Annex E (informative): Precisionsfor the UICC framework to support M2M Services................ 87
B0 [ 0o 1o o o PSSR 87
E.1 Suggested content of the EFS at pre-personaliZation.............ccoeoeeerieinesesesesieseesee e 87
E.2 EF changesviaDataDownload or CAT appliCalioNS........ccceceevieiieieeie ettt 87
E.3 Listof SFl values at the ADFuamsm OF DFmam TEVEL ... 88
E.4 UICC related tagsS defined iN @NMNEX J.......c.coveieieieeiesieeieseseee et e e s eeste e e nsesreeeesneens 88
Annex F (normative): Acquisition of Location Information for L ocation based Access

L] 1 1 o o) SR 89
O T 111 0o (1 (oo OO PSRPRSN 89
F.1  DeSCription Of REJION ......c.ciiiiiiiiieiieieieeie sttt sttt ae st st et et e e sessesbesbesaentenee e e e esenseeneneens 89
F.1.1 CIFCUIBN DESCIIPLION ...ttt bttt b e bbbt s h et b e b et b e s b et bt b e st e b e s e e ne b e nb et e b e st et nb e e 89
F.1.2 COUNLTY DESCIIPLION ...ttt ettt bbb b s bt e st et bbbt e st et e s e bt b et b e e e bt ek e e e st e b et et b e nn et 89
F.2  Acquisition of LOCAION INFOMMBLTON. ........couiriiieeeieiesie sttt nn e 89
F.2.0 (g1 0o 0o 1ol B TSP PR UR USSP 89
F.2.1 (O T (o U= D 1= o ] o 11 o o OSSR 90
F.2.2 (@011 011 YA D<o 1o e o SRR 91
Annex G (informative): Access Control DeCiSioN REQUESL........ccoiveeeciiieececeee e 92
Annex H (informative): Implementation Guidance and index of SOlULIONS..........ccccverinerenicneenne 93
Annex | (informative): Bibliograpny ..o 9
L 11 (TSP OPT PR PRTORPRPROTN 95

ETSI



oneM2M TS-0003 version 1.4.2 Release 1 7 ETSI TS 118 103 V1.1.0 (2016-03)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETS| Partnership Project oneM2M (oneM2M).
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1 Scope

The present document defines security solutions applicable within the M2M system.
2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Referencel.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 118 101: "oneM2M; Functional Architecture (oneM2M TS-0001)".

[2] ETSI TS118 111: "oneM2M; Common Terminology (oneM2M TS-0011)".

[3] Void.

[4] ETSI TS 118 104: "oneM2M; Service Layer Core Protocol Specification (oneM2M TS-0004)".

[5] IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[6] IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".

[7] ETSI TS 102 225 (V11.0.0): "Smart Cards; Secured packet structure for UICC based applications
(Release 11)".

[8] ETSI TS 102 226 (V11.0.0): "Smart Cards, Remote APDU structure for UICC based applications
(Release 11)".

[9] ETSI TS131 115 (V10.1.1): "Digital cellular telecommunications system (Phase 2+); Universa

Mobile Telecommunications System (UMTS); Secured packet structure for (Universal) Subscriber
I dentity Module (U)SIM Toolkit applications (3GPP TS 31.115 version 10.1.1 Release 10)".

[10] ETSI TS131 116 (V10.2.0): "Digita cellular telecommunications system (Phase 2+); Universal
M obile Telecommunications System (UMTS); LTE; Remote APDU Structure for (U)SIM Toolkit
applications (3GPP TS 31.116 version 10.2.0 Release 10)".

[11] 3GPP2 C.S0078-0 (V1.0): "Secured packet structure for COMA Card Application Toolkit (CCAT)
applications’.
[12] 3GPP2 C.S0079-0 (V1.0): "Remote APDU Structure for CDMA Card Application Toolkit

(CCAT) applications".

[13] ETSI TS 133 220: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic
Bootstrapping Architecture (GBA) (3GPP TS 33.220)".

[14] 3GPP2 S.S0109-A: " Generic Bootstrapping Architecture (GBA) Framework".

[15] IETF RFC 4279: "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".
[16] Void.

[17] Void.
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[18]
[19]
[20]

NOTE:

[21]
[22]
[23]
[24]
[25]
[26]

[27]

[28]
[29]
[30]
[31]
[32]

[33]
[34]

[35]

[36]

[37]

[38]
[39]

NOTE:

[40]
[41]
[42]

[43]

[44]

IETF RFC 5705: "Keying Material Exporters for Transport Layer Security (TLS)".
IETF RFC 3629: "UTF-8, atransformation format of 1SO 10646".

"Unicode Standard Annex #15; Unicode Normalization Forms", Unicode 5.1.0, March 2008.

Available at http://www.unicode.org.

GlobalPlatform Device Technology TEE Administration framework, DRAFT.

GlobalPlatform Device Technology TEE System Architecture, Version 1.0.

ETSI TS 102 671: "Smart Cards; Machine to Machine UICC; Physical and logical characteristics'.
ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics'.
ETSI TS 102 484: "Smart Cards; Secure channel between a UICC and an end-point termina”.

| SO/IEC 7816-4: "Identification cards -- Integrated circuit cards -- Part 4: Organization, security
and commands for interchange”.

ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers'.

Void.
Void.
Void.
IETF RFC 6655: "AES-CCM Cipher Suites for Transport Layer Security (TLS)".

IETF RFC 5289: "TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter
Mode (GCM)".

IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication”.

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol -
OCSsP".

IETF RFC 6961: "The Transport Layer Security (TLS) Multiple Certificate Status Request
Extension".

IETF RFC 7250: "Using Raw Public Keysin Transport Layer Security (TLS) and Datagram
Transport Layer Security (DTLS)".

IETF RFC 7252: "The Constrained Application Protocol (CoAP)".

National Institute of Standards and Technology (July 1999): "Recommended Elliptic Curves for
Federal Government user".

Available at http://csrc.nist.gov/groups/ST/tool kit/documents/dss/NI ST ReCur.pdf.

IETF RFC 6920: "Naming Things with Hashes".
IETF RFC 3548: "The Basel6, Base32, and Base64 Data Encodings'.

IETF RFC 5487: "Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois
Counter Mode".

IETF RFC 4492: "Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security
(TLY)".

IETF RFC 6066: "Transport Layer Security (TLS) Extensions. Extension Definitions”.
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[45] IETF RFC 7251: "AES-CCM Elliptic Curve Cryptography (ECC) Cipher Suites for Transport
Layer Security (TLS)".
[46] IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information™.
[47] GlobalPlatform Device Technology Secure Element Remote Application Management v1.0
GPD_SPE_008.
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] oneM2M Drafting Rules.
NOTE: Available at http://member.onem2m.org/Static_pages/Others/Rules Pages/oneM 2M -Drafting-Rules-
V1 0.doc.

[i.2] oneM2M TR-0004: "Definitions and Acronyms”.

[1.3] Void.

[i.4] ETSI TR 118 508: "Analysis of Security Solutions for the oneM2M System".

[1.5] eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS
Standard.

[i.6] Handbook of Applied Cryptography, A. J. Menezes, P. C. van Oorschot, S. A. Vanstone, CRC
Press, 1996.

[i.7] Recommendation ITU-T X.509 (10/2012): "Information technology - Open Systems
Interconnection - The Directory: Public-key and attribute certificate frameworks'.

[i.8] Void.

[i.9] OMA-TS-REST-NetAPI-Terminal Location-V 1-0-20130924-A: "RESTful Network API for

Terminal Location", Version 1.0.

[i.10] SO 3166-1:2013: " Codes for the representation of names of countries and their subdivisions --
Part 1: Country codes'.

[i.11] I SO/IEC 7816-5: "ldentification cards - Integrated circuit cards - Part 5: Registration of
Application Providers'.

[i.12] Guide to Attribute Based Access Control (ABAC) Definition and Considerations, NIST Special
Publication 800-162.

NOTE: Available at http://nvlpubs.nist.gov/nistpubs/special publications/NI ST.sp.800-162.pdf .
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3 Definitions, symbols and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in oneM2M TR-0004 [i.2] and the following
apply:

AE-ID Certificate: certificate with a certificate chain to atrust anchor certificate and containing an AE-ID in the
subjectAltName extension

NOTE: AnAE_ID certificate can be used to verify that an entity has been assigned the AE-ID in the certificate.

association configuration: phase of a Security Association Establishment Framework in which the entity establishing
the Security Association (and the Central Key Distribution Server, in the case of Centralized Security Frameworks), are
provided with identities (and any other relevant credentials) to ensure that the security association is established
between the intended entities

association security handshake: phase of a Security Association Framework in which the security association
endpoints perform mutual authentication

bootstrap credential: pre-provisioned credential enabling mutual authentication of the Enrolee and the M2M
Enrolment function

bootstrap credential configuration: phase of a Security Bootstrap Framework in which the Bootstrap Credentials are
pre-provisioned to the Enrolee and the M2M Enrolment function

bootstrap enrolment handshake: phase of a Security Bootstrap Framework in which the Enrolee and M2M Enrolment
Function perform mutual authentication

bootstrap instruction configuration: phase of a Security Bootstrap Framework in which the Enrolee and M2M
Enrolment Function are provided with identities (and any other relevant credentials) to enable the M2M Enrolment
function to establish a Master Credential between the intended Enrolee and M2M Authentication Function

bootstrap server function [13]: BSF is hosted in a network element under the control of a Mobile Network Operator.
BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by
running the bootstrapping procedure

NOTE: The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

bootstrapping transaction identifier [13]: bootstrapping transaction identifier (B-TID) is used to bind the subscriber
identity to the keying material in GBA reference points Ua, Ub and Zn

CA-Certificate[i.6]: certificate created by one certification authority (CA) certifying the public key of another CA
certificate: See Public Key Certificate.

certificate chain: sequence of one or more CA-certificates, where: the Public Verification Key in each CA-certificateis
certified in the previous CA-certificate; and the public key of the first CA-Certificate is trusted a priori

NOTE: Trustinthe public key in each CA-certificate can be based on trust in the previous CA-Certificate.

certificate name: unique identifier in aname field of a Certificate (e.g. in the X.509 " Subject” or " Subject Alternative
Name" attribute)

certificate verification: process necessary to trust an entity's Certificate
certification authority [i.6]: responsible for establishing and vouching for the authenticity of public keys

NOTE: Thisincludes binding public keys to distinguished names through signed certificates, managing certificate
serial numbers, and certificate revocation.

credential configuration: phase of a Security Association Establishment Framework in which the Credentials
necessary for the Security Association Establishment Framework are configured to the relevant entities and functions

Credential-1D type-ID: portion of a Credential-1D indicating the type of credential being identified
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CSE-ID certificate: certificate with a certificate chain to aroot of trust and containing a CSE-ID in the subjectAltName
extension

NOTE: A CSE_ID certificate can be used to verify that an entity has been assigned the CSE-ID in the certificate.

device certificate: certificate with a certificate chain to aroot of trust and containing at least one globally unique
hardware instance identifier in the subjectAltName extension

NOTE: A device certificate can be used to verify that an entity is executing on the identified hardware instance.
digital signature[i.7]: information is signed by appending to it an enciphered summary of the information

NOTE: Thesummary is produced by means of a one-way hash function, while the enciphering is carried out
using the private key of the signer.

enrolee: AE or CSE that requires remote provisioning of a symmetric key to be shared with an enrolment target

enrolment key: symmetric key established between an Enrolee and M2M Enrolment Function following successful
mutual authentication

NOTE: A symmetric key to be shared by the Enrolee and an Enrolment Target may be derived (at the Enrolee and
M2M Enrolment Function) from the currently valid Enrolment Key, and the M2M Enrolment Function
subsequently securely delivers the symmetric key to the Enrolment Target.

enrolment key generation: phase of remote security provisioning Framework in which the Enrolee and M2M
Enrolment function establish an Enrolment Key and Enrolment Key identifier

enrolment phase: step in the lifecycle of an M2M equipment where it becomes provisioned for operation with a
specific M2M Service Provider

enrolment target: M2M Authentication Function, CSE, or AE with whom an Enrolee wishes to establish a symmetric
key (master credential or pre-provisioned secure connection key) using remote security provisioning

entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)
FQDN certificate: certificate with a certificate chain to aroot of trust and containing an FQDN

generic bootstrap ar chitecture: set of 3GPP and 3GPP2 specifications providing security features and a mechanism to
bootstrap authentication and key agreement for application security from the 3GPP and 3GPP2 underlying network
authentication mechanisms

message integrity code: tag computed from a message and a symmetric key, and attached to a message

NOTE 1: The purpose of a messages integrity code isto facilitate, without the use of any additional mechanisms,
assurances regarding both the source of a message and its integrity.

NOTE 2: A Message Integrity Code is sometimes called a"Message Authentication Code" - "Message Integrity
Code" has been used since the abbreviation of "Message Authentication Code” (MAC) might be
misunderstood to refer to "Media Access Control”. The definition is based on text from [i.6] (p323).

M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in
order to secure the communication between those two entities

NOTE: ThisM2M Secure Connection Key results from a successful M2M Security Association Establishment
procedure.

M AF handshake: phase of a Security Association Establishment Framework in which an entity and the MAF perform
mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for
mutual authentication between that entity and other entities

master credentials: credentials used to mutually authenticate between an ASN/MN-CSE and the MAF. Thisis doneto
secure access to the infrastructure of an M2M Service Provider

NOTE: The Master Credentials are either pre-provisioned or remotely provisioned (without relying on those
credentials).
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Online Certificate Status Protocol: protocol for requesting a report on the status of one or more X.509 certificates
(IETF RFC 6960 [35])

operational phase: period in the lifecycle of an M2M equipment where it is actually used for providing M2M services
policy decision point [i.5]: system entity that eval uates applicable policy and renders an authorization decision

policy enforcement point [i.5]: system entity that performs access control, by making decision requests and enforcing
authorization decisions

policy infor mation point [i.5]: system entity that acts as a source of attribute values
policy retrieval point: system entity that retrieves applicable policy or policy set

pre-provisioned secure connection key: Symmetric Key that is pre-provisioned to two entities (which may be AEs or
CSEs) to be used for mutual authentication of those entitiesin Security Association Establishment

pre-provisioned secure connection key identifier: Identifier for a Pre-Provisioned Secure Connection Key

pre-provisioned symmetric enrolee key: Symmetric Key that is pre-provisioned to the Enrolee and M2M Enrolment
Function

pre-provisioned symmetric enrolee key identifier: Identifier for a Pre-Provisioned Symmetric Enrolee Key

private signing key: secret key that can generate signatures that can be verified using a corresponding Public
Verification Key

public key certificate: electronic document that uses a digital signature to bind a public key with an identity

NOTE: [i.6] A public-key certificate is a data structure consisting of a data part and a signature part. The data part
contains cleartext data including, as a minimum, a public [verification] key and a string identifying the
part (subject entity) to be associated therewith. The signature part consists of the digital signature of a
certification authority over the data part, thereby binding the subject entity's identity to the specified
public key.

public key certificate flavour: name describing the usage of a public key certificate within the scope of oneM2M

public key infrastructure: set of hardware, software, people, policies, and procedures needed to create, manage,
distribute, use, store, and revoke Public Key Certificates

NOTE: For more details, see[i.6].

public verification key: credential that can verify digital signatures generated by a corresponding Private Signing Key,
but which cannot be used to generate digital signatures

raw public key certificate: certificate comprising only the SubjectPublicKeylnfo structure of an X.509 certificate that
carries the parameters necessary to describe the public key [37]

relative enrolment key identifier: part of the enrolment key identifier that is unique within the context of a M2M
Enrolment Function

security association establishment: sequential processing of credential configuration, association configuration and
association security handshake between two entities

NOTE: Credentia configuration and/or association configuration can not be performed if those steps have aready
been executed before.

security association establishment framework: Security Framework for Security Association Establishment

security bootstrap framework: Security Framework for Remote security provisioning: a mechanism for remotely
provisioning a Master Credential and Master Credential Identifier to a Enrolee and an M2M Authentication Function

secure environment: alogical entity that protects Sensitive Data and Sensitive Functions from tampering, unauthorized
monitoring or execution and that provides access to these Sensitive Data and Sensitive Functions to authorized
oneM2M entities

security framework: set of procedures providing Security Association Establishment or Remote security provisioning
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sensitive function: function processed within the secure environment requiring protection from unauthorized
monitoring, tampering or execution and that is operating on sensitive data, e.g. derivation of keys from M2M long-term
service-layer keys and cryptographic algorithms

self-signed certificate: Public Key Certificate that is signed by the same entity whose identity it certifies
symmetric key: secret key that is shared between two entities
trust anchor certificate: a certificate that is trusted a priori

X.509: ITU-T recommendation for a Public Key Infrastructure

3.2

For the purposes of the present document, the following symbols apply:

Symbols

Il Concatenation

3.3

For the purposes of the present document, the abbreviations given in oneM2M TR-0004 [i.2] and the following apply:

Abbreviations

3GPP2 3rd Generation Partnership Project 2

AAA Authentication, Authorization and Accounting

ABAC Attribte Based Access Control

ACP AccessControl Policy Instance

AE-ID Application Entity Identifier

BSF Bootstrapping Server Function

B-TID Bootstrapping Transaction Identifier

CA Certification Authority

CIDR Classess Inter-Domain Routing

CoAP Constrained Application Protocol

CSE-ID Common Service Entity Identifier

DTLS Datagram Transport Layer Security (Protocol)

Enrolee-ID Enrollee |dentity

ETS European Telecommunications Standards | nstitute

FQDN Fully Qualified Domain Name

GBA_ME ME-based GBA

GBA_U GBA with UICC-based enhancements

GUSS GBA User Security Settings

HLR Home Location Register

HSS Home Subscriber System

HTTP HyperText Transfer Protocol

HW Hardware

ID Identifier

IdA Identifier for entity A

1dB Identifier for entity B

IN-CSE CSE which resides in the Infrastructure Node

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

Kc M2M Secure Connection Key

Kcld M2M Secure Connection Key identifier

Ke Enrolment Key

Keld Enrolment Key Identifier

Km Master Credential

Kmld Master Credential |dentifier

Kpm pre-provisioned credential for Master Credential provisioning
Kpmid pre-provisioned credential for Master Credential provisioning Identifier
Kpsa provisioned credential for M2M Security Association Establishment
Kpsald provisioned credential for M2M Security Association Establishment Identifier
Ks temporary Key material referred to in GBA

Ks (ext/int)_NAF
Ks NAF

Derived key in GBA_ME or Derived key in GBA_U which remains on UICC
Derived key inthe ME
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Ks ext NAF Derived key in GBA_U sent to the ME
Ks int_ NAF Derived key in GBA_U which remains on UICC
M2M-SP M2M Service Provider
MAF M2M Authentication Function
MAF-ID M2M Authentication Function Identifier
Mca Reference Point for M2M Communication with AE
Mcc Reference Point for M2M Communication with CSE
Mcc' Reference Point for M2M Communication with CSE of different M2M Service Provider
Mcn Reference Point for M2M Communication with NSE
MEF M2M Enrolment Function
MIC Message Integrity Code
MN-CSE CSE which resides in the Middle Node
NAF Network Application Function
OCsP Online Certificate Status Protocol
PDP Policy Decision Point
PEP Policy Enforcement Point
PIP Policy Information Point
PRP Policy Retrieval Point
RSPF Remote Security Provisioning Framework
SAEF Security Association Establishment Framework
SE Secure Environment
SW Software
TEE Trusted Execution Environment
TLS Transport Layer Security (Protocol)
(D)TLS-PSK (D)TLS Pre-Shared Key (ciphersuites)
UE (3GPP) User Equipment
UNSP Underlying Network Service Provider
uUss User Security Settings
URI Uniform Resource Identifier
XACML eXtensible Access Control Markup Language
4 Conventions

The keywords " Shall", "Shall not", "May", "Need not", "Should", " Should not" in the present document are to be
interpreted as described in the oneM2M Drafting Rules[i.1].

5 Security Architecture

51 Overview
51.1 Introduction

Figure 5.1-1 provides a high level overview of the Security architecture.
The architecture consists of following layers:
. Security Functions layer:

- Thislayer contains a set of security functions that are exposed at reference point Mcaand Mcc. These
security functions can be classified into six categories; they are | dentification, Authentication,
Authorization, Security Association, Sensitive Data Handling and Security Administration.

. Security Environment Abstraction Layer:

- This layer implements various security capabilities such as key derivation, data encryption/decryption,
signature generation/verification, security credential read/write from/to the Secure Environments, and so
on. The security functions in the Security Functions Layer invoke these functionsin order to do the
operations related to the Secure Environments. |n addition this layer also provides physical accessto the
Secure Environments. Implementation of thisis out of scope of the present document. This layer is not
specified in theinitial release but is expected to be considered in future releases.
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Secure Environment layer:

- This layer contains one or multiple secure environments that provide various security services related to
sensitive data storage and sensitive function execution. The sensitive dataincludes SE capability,
security keys, local credentials, security policies, identity information, subscription information, and so
on. The sensitive functions include data encryption, data decryption, and so on. Implementation of secure
environmentsis out of scope of the present document.

Security Services

Security Functions Layer

Identification
and Authorization
Authentication

Identity Security Sensitive Data Security
Management Association Handling Administration

Secure Environment Abstraction Layer (not specified in the present document)

Secure Environments Layer

Secure Environment n

Sensitive Data Sensitive Functions

Figure 5.1-1: High level overview of the Security architecture

Design principles:

Security Services are modular and configurable according to the needs of the hosting CSE, its supported
reference points and its purpose.

The architecture is split into several components and sub-components providing a modular design. With this
design, mapping of the architecture to different nodes and entities is enabled.

Depending on the requirements of each entity, Security should consist of components relevant to fulfil the
reguirements of the respective node or entity and the intended use case.

The architecture may need to be adapted to be suitable for implementation in different entities. For example,
the architecture can be mapped to different device classes.

The security administration component shall enable administration of all sensitive resources (data and
functions) and shall also allow configuration and extension of Security services itself.

The Secure Environment within the CSE is accessed via the Secure Environment Abstraction layer and shall
hold all sensitive resources.
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51.1 Identification and Authentication

The Identification and Authentication function is in charge of identification and mutual authentication of CSEs and
AEs.

Identification is the process of checking if the identity provided for authentication is valid. How to perform an
identification process will depend on the purpose of authentication. For example, in the case of resource access, the
authentication function may require the identification to check if the AE or CSE has registered with the local CSE; in
the case of AE or CSE registration, the authentication function may require the identification to check if the identity
provided by an AE or CSE fits a certificate. Once passing this checking process, the AE or CSE isidentified, and the
identified identity will be supplied to authentication process.

Authentication is the process of validating if the identity supplied in the identification step is associated with a
trustworthy credential. How to perform an authentication process will depend on using which mutual authentication
mechanism. For example, in the case of using certificate based authentication mechanism, the authentication function
may require the authentication to verify adigital signature; in the case of using symmetric key based authentication
mechani sm, the authentication function may reguire the authentication to verify a Message Integrity Code (MIC). When
this validating process has been completed, the AE or CSE is authenticated.

51.2 Authorization

The Authorization function is responsible for authorizing services and data access to authenticated entities according to
provisioned Access Control Policies (ACPs) and assigned roles.

Access control policy is defined as sets of conditions that define whether entities should be permitted accessto a
protected resource. The authorization function may support different authorization mechanisms, such as Access Control
List (ACL), Role Based Access Control (RBAC), etc. The Authorization function may need to evaluate multiple access
control policiesin an authorization processin order to get afinial access control decision. This processis further
described in clause 7 " Authorization".

Authorization evaluation process is based on the Service Subscription resource which specifies what M2M Services and
M2M Service roles the authenticated entity has subscribed to and the access control policies associated with the
protected resource. The authorization eval uation process may also need to consider contextual attributes such astime or
geographic location.

Prior to authorization mutual authentication between the originator CSE or AE and hosting CSE shall be performed.

5.1.3 Ildentity Management

The Identity Management function provides oneM2M identities/identifiers to the requesting entity in case those
identities are stored within the secure environment. oneM 2M identifiers as defined in the ETSI TS 118 101 [1] may also
be treated as sensitive data that are accessible to AEs or CSEs and used independently of Authentication or
Authorization functions.

5.2 Security Layers
5.2.1 Security Service Layer

The security service layer provides the following services:
. Access Management:
- Authorization.

Authentication.

- Access Control.
. Sensitive Data Handling:
- Sensitive Functions protection.

- Secure Storage.
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. Security Association Establishment:

- Secure Connection via secure session establishment.

- Secure Connection via object security.
. Security Administration (including remote security provisioning).
. Identity Protection.

Each of these services provides functions and resources on the Security Service and Administration API.

5.2.2 Secure Environment Abstraction Layer

The Secure Environment Abstraction Layer (not specified in the present document) provides access to the Secure
Environment viaa general Security Transport API. A Plug-in associated to the type of Secure Environment shall
provide physical/logical connectivity to the secure environment. The Secure Environment Abstraction Layer shall also
be accessible on the Service Layer.

5.3 Integration within overall oneM2M architecture

Security services may be provided within the following architectural components and interacts on the different
reference points as described in ETSI TS 118 101 [1].

Field Domain Infrastructure Domain

AE AE
—+— Mca Mca —— Mca
I
Mcc | ! To Infrastructure
CSE [ CSE Domain of other
| Service Provider
|
—— Mecn | —T— Mcn
|
|
NSE | NSE
|

Figure 5.3-1: oneM2M Functional Architecture

The present document addresses the security over Mcc and Mcain hop-by hop scenario.

6 Security Services and Interactions

6.1 Security Integration in oneM2M flow of events

6.1.1 Interactions between layers
Before any M2M Common Services layer procedure can take place, connectivity hasto be established in the underlying

Network Services Layer, which may involve independent provisioning and service registration procedures specified by
the underlying network.
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The Service Layer Security provisioning (security pre-provisioning or security bootstrapping) and Security Association
Establishment procedures specified in the present document can take place independently (and generally consecutively)
from any required Network Service Layer connectivity establishment procedures.

Finally, the security provisioning and security association establishment requirements imposed by M2M Application
Service Providers have to be accounted for. At the service layer level, the security association establishment resultsin a
TLSor DTLS session which protects messages being exchanged between adjacent AE/CSE, i.e. hop-by-hop. AEs that
need to preserve the privacy of their information exchange from untrusted intermediate nodes may be provisioned to
support adirect security association between them. Such security associations enable to encrypt the content of resources
exchanged between AEs through the service layer.

6.1.2 High level sequence of events

6.1.2.1 Enrolment phase

M2M equipments typically require provisioning and configuration phases before being put in actual operation. This
may be performed by a pre-provisioning that can be integrated in the manufacturing or product deployment phase, or by
means of a security bootstrapping procedure (i.e. remote security provisioning) that takes place before the equipment
starts actual operation.

At the service layer level, such provisioning and configuration requires selection of the stakeholder that will provide
services through the equipment, especially the M2M Service Provider. This Enrolment phase requires contractual
agreements between the stakeholders.

Enrolment phase may occur several times during the lifecycle of an M2M equipment, but is only repeated when a
change in the Service Provider affects the provisioning or configuration of the equipment.

The security provisioning phase for the different layers can be combined using a common method of security pre-
provisioning.

Remote Security Provisioning Frameworks (RSPF) provide post-provisioning of the essential information to establish a
security association between a Field Domain entity and the M2M Authentication Function of a chosen M2M Service
Provider. The essential security information includes the security credentials and identifiers. Remote Security
Provisioning procedures rely on an M2M Enrolment Function which can be external to the M2M Service Provider to
establish appropriate credentials.

. Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is
pre-provisioned to the Enrolee and M2M Enrolment Function for the mutual authentication of those entities.
For more details, see clause 8.3.2.1.

. Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function
are each issued and authenticate themselves with private signing keys and Certificates containing the
corresponding Public Verification Key. For more details see clause 8.3.2.2.

. GBA-based Remote Security Provisioning Framework. In this case, the M2M Enrolment Function includes
the functionality of a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys
to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are
specified by ETSI TS 133 220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.

Figure 6.1.2.1-1 illustrates the different Remote Security Provisioning Frameworks. Note there is no communication
between M2M Entities A and B in the Remote Security Provioning procedure. After successful completion of the
Remote Security Provisioning procedure, a Security Association Establishment procedure is applied.
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Figure 6.1.2.1-1: Entities involved in Remote Security Provisioning

6.1.2.2 Operational phase

6.1.2.2.1 M2M Service Access

M2M services are offered by CSEsto AEs and/or other CSEs. To be able to use M2M services offered by one CSE, the
AEs and/or CSEs need to be mutually identified and authenticated with that CSE, in order to provide protection from
unauthorized access and Denial of Service attacks. This mutual authentication enables to additionally provide
encryption and integrity protection for the exchange of messages across asingle Mca, Mcc or Mcc' reference point. In
addition, communicating AEs that require similar protection for their own information exchanges may be provisioned to
apply the same security method to their communications.

Thisisthe purpose of the Security Association Establishment procedure, which shall take place before execution of the
service related procedures specified in ETSI TS 118 101 [1] for the corresponding reference point.

On the Mca and Mcc reference points, security association establishment between a field domain AE or CSE,
respectively, and an IN-CSE is mandatory.

On the Mcc' reference point, security association establishment between IN-CSE and IN-CSE is mandatory.

On the Mca reference point, security association establishment between AE and the CSE in the field domain is strongly
recommended.

The security association establishment phase of the M2M Service Layer and M2M Application Layer are generally
independent from similar procedures that may be required by the Network Layer, though they may rely on the security
services provided by the Network Layer.

The oneM2M system supports the following authentication mechanisms for Security Association Establishment,
described in more detail in clause 8.2.1 "Overview on Security Association Establishment Frameworks':

. Provisioned Symmetric Key Security Association Establishment Framework: A symmetric key is pre-
provisioned to the Security Association end-points. For more details see clause 8.2.2.1.

. Certificate-Based Security Association Establishment Framework: Security Association end-points
authenticate themselves using private signing keys and Certificates containing the corresponding Public
Verification Key. For more details see clause 8.2.2.2.
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. M2M Authentication Function (M AF) Security Association Establishment Framework: For M AF-based
SAEF, the centralized key distribution server is a MAF hosted either by a 3" party service provider which has
a service relationship with the M2M Service Provider (M2M-SP), or hosted by the M2M-SP itself. The MAF
authenticates a Field Domain entitiy on behalf of an IN-CSE using a symmetric key. For more detail s see
clause 8.2.2.3.

Figure 6.1.2.2-1 illustrates the different use cases and entities involved in the various Security Association
Establishment Frameworks (SAEF) considered in the present document.

Field Domain UN-SP Domain | 3rd Party Domain | M2M-SP
| or M2M-SP | Infrastructure
: Infrastructure : Domain
I Domain I
| |
| |
| |
: MAF :
| |
| |

QAZ.M MAF Based SAEF QAZ.M
nRty éi] Provisioned Symmetric Key and Certificate-Based SAEF né'ty

Figure 6.1.2.2-1: Entities involved in Security Association Establishment

6.1.2.2.2 Authorization to access M2M resources

Once an AE or CSE has been granted accessto M2M services, the Access Control procedure specified in clause 7 of the
present document shall be executed before accessing an M2M resource, as specified in ETSI TS 118 101 [1].

6.2 Security Service Layer

6.2.1 Access Management
6.2.1.1 Authentication

This component provides authentication services to the Application Layer. Annex B provides a general description of
Authentication mechanisms.

6.2.2 Authorization Architecture

Figure 6.2.2-1 provides a high level overview of ageneric authorization architecture. This architecture comprises four
subcomponents that are described as follows:

. Policy Enforcement Point (PEP):

- PEP intercepts resource access requests, makes access control decision requests, and enforces access
control decisions. The PEP coexists with the entity that need authorization services.

o Policy Decision Point (PDP):

- PDP interacts with the PRP and PIP to get applicable authorization polices and attributes needed for
evaluating authorization policies respectively, and then eval uates access request using authorization
policies for rendering an access control decision. The PDP islocated in the Authorization service.
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. Policy Retrieval Point (PRP):

- PRP obtains applicable authorization policies according to an access control decision request. These
applicable policies should be combined in order to get afinial access control decision. The PRPis
located in the Authorization service.

. Policy Information Point (PIP):

- PIP provides attributes that are needed for evaluating authorization policies, for example the |P address
of the requester, creation time of the resource, current time or location information of the requester. The
PIP islocated in the Authorization service.

The Authorization service may comprise any of the subcomponents: PDP, PRP and/or PIP. This means that the
subcomponents PEP, PRP, PDP and PIP could be distributed across different nodes. For example the PEP islocated in
an ASN/MN and the PDP islocated in the IN.

The present release 1 does not support separation of PRP and PIP on different CSE from PDP. The generic procedure
described below is provided for information and to support further extensions, while clause 7 provides the detail s of
authorization mechanismsin the current release.

Policy
Access Request Access
Access Enforcement
. Resource
Requester Point
(PEP)
Decision Decision
Request Response
Policy Policy Request Policy Attribute Request Policy

Retrieval < Decision P Information

Point > Point < Point
(PRP) Policy Response (PDP) Attribute Response (PIP)

Figure 6.2.2-1: Overview of the authorization architecture
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The generic authorization procedure is shown in figure 6.2.2-2.

Trust Relationship

Regquester Hosting Entity PEP PDP PRP PIP
| | | | | |
| | | | | |
| [ [ [ [ [
} 1:Mutual authentication} } } } }
| | | | | |
}N 2:Accesﬂ§ request i i i i
;‘ i /; 3:Decision request i i i
i i | 71 4:Policy request i i
| | | L N |
i i i L 5:Policy response } i
| | | | 6:Attribute request |
1 1 1 1 i 2
} } } } 7:Attribut§ response }
1 1 1 1 1 1
1 1 1 8:Making access 1 1
i | 1 control decision | !
| | | v | |
| | | 9:Decision response | | |
| | . | | |
} } 10:Enforcing access } } }
| | control decision | | |
L 11 :Accesé response j i i i
| | | | | |
| | | | | |

Figure 6.2.2-2: Authorization Procedure

Step 001: Mutual authentication (Pre-requisite).

Step 002: Access Requester sends an Access Reguest to the PEP.

Step 003: PEP makes an Access Control Decision Request according to the requester's Access Request, and
sends the Access Control Decision Request to the PDP.

Step 004: PDP sends an Access Control Policy Request that is generated based on the Access Control
Decision Request to the PRP.

Step 005: PRP finds all applicable access control policies to the access request and sends them back to the
PDP. When multiple access control polices are involved, the PRP aso provides a policy
combination algorithm for combining multiple evaluation results into one finial result.

Step 006 PDP sends Attribute Request to the PIP if any attributes are required for evaluating these access
control policies.

Step 007: PIP gets required attributes and sends them back to the PDP.

Step 008: PDP evaluates Access Request using access control policies. When there are multiple applicable
access control policies, the PEP needsto calculate afinal Access Control Decision using the policy
combination algorithm.

Step 009: PDP returns the Access Control Decision back to the PEP.

Step 010: PEP enforces the access control decision, i.e. either forwards the Access Request to the resource or
deniesthis access.

Step 011: PEP returns access result back to the Access Requester.
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6.2.3 Security Administration
6.2.3.0 Introduction

The Security Administration service shall provide functions to manage the Security functions, resources and attributes.
This shall include management of resources provided via the secure environment. In addition it should provide
functions to manage sensitive data with their associated identifiers and subscriptions on behalf of other entities. Security
administration is therefore dependent upon the type of secure environment being used (independent hardware module,
integrated trusted execution environment or software protection). Depending on the type of Secure Environment,
distinct existing standards may be used for remote administration of those SEs.

6.2.3.1 Security Pre-Provisioning of SE

Several sensitive data and associated objects are often configured by pre-provisioning of a secure environment (see
clause 6.3.1 " Secure Environment™) prior to deploying the M2M device it is associated with.

UICCs specified in ETSI TS 102 671 [23] and ETSI TS 102 221 [24] are comonly used for such purpose because their
use is required to access some underlying networks, they provide a high security level, and they offer an interoperable
transport interface specified in ETSI TS 102 221 [24]. An interoperable oneM 2M provisioning framework relying on
thisinterfaceis specified in annex D.

6.2.3.2 Remote security administration of SE

Security sensitive data and functions that are protected and isolated within the SE may remain remotely accessible to
legitimate security admistrators after deployment. Remote security administration differs from standard device
management by the requirement that the secure channel established with the administration server shall have its
endpoint in the Secure Environment of the M2M Node. Applicable remote security administration protocols are
dependent on the risk level of each M2M application and not just on the underlying network technologies. Widespread
technologies that enable remote security administration for the different security levels distinguished in ETSI

TR 118 508 [i.4] are considered in annex C.

Since remote security administration requires the target sensitive information to be remotely modifiable, protection of
such sensitive information from remote software hacking of the device is particularly critical. In case the Secure
Environment relies on software protection only, remote security administration of the following data should be allowed
only where remote access by potential attackers can be mitigated:

. Private key and associated identifiers.
o Long-term shared symmetric key (compared to expected lifetime of the M2M node) and associated identifiers.

. Any process and parameters thereof that manipul ates the above information, i.e. security functions.

6.2.4 Identity Protection

Identity Protection provides services to the Application Layer such as pseudonyms and protecting the anonymity of
transactions.

6.2.5  Sensitive Data Handling
6.2.5.0 Introduction
The Sensitive Data Handling service provides certain Sensitive Functions to the Application Layer.
Sensitive Functions shall include following functions:
. Secure Storage.
In addition the service should support the following sensitive functions:
. Cryptographic operations.

. Methods for bootstrapping initial secrets (e.g. GBA).
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6.25.1 Sensitive Functions

This service shall provide AEs and CSEs with access to Sensitive Functions of the SE.

6.2.5.2 Secure Storage

This service shall provide AEs and CSEs with access to the secure storage capability of the SE. Data securely stored by
the AE or CSE shall only be accessible through the Security API and by authorized entities. Secure Storage should be
managed by the Secure Environment. Stored data shall be associated with the entity owning the data, i.e. the entity that
requested the data to be stored within the secure storage.

6.2.6 Trust Enabler security functions

oneM2M Trust Enabling Architecture requires the presence of two security functionalities within the Infrastructure
Domain: the M2M Authentication Function (MAF) and the M2M Enrolment Function (MEF). They can be either under
M2M Service Provider control or delegated to aM2M Trust Enabler.

. M2M Enrolment Function (MEF):

- The MEF supports the security bootstrap procedure enabling the provisioning of the Master Credentials
to be used to mutually authenticate entities accessing the infrastructure of an M2M Service Provider. The
MEF relieson aninitial credential pre-provisioned in the M2M node (e.g. during manufacturing). In case
of MAF-based M2M Remote Security Provisioning procedure, the MEF provides the M2M Master
Credentia both to the MAF and the ASN/MN-CSE.

. M2M Authentication Function (MAF):

- M2M Master Credentials, used to mutually authenticate CSES/AEs before granting them accessto M2M
services, shall be securely stored in a specific infrastructure functionality named M2M Authentication
Function (MAF).

- The MAF securely contains the set of M2M Master Credentias that are used for authenticating
CSEs/AEsthat have been enrolled for M2M services. The MAF stores the M2M Master Credentials and
possibly the identifiers of the associated CSE/AE. The MAF isidentified by its MAF-ID.

- When M2M Remote Security Provisioning procedure takes place to share aM2M Master Credential
between an ASN/MN CSE and the M2M Authentication Function, the M2M Enrolment Function (MEF)
communicates with the MAF through an appropriate secure interface, if not co-located.

- The MAF isalso in charge of all security operations involving the usage of the M2M Master Credentials.
6.3 Secure Environment Abstraction Layer Components

6.3.1 Secure Environment

The Secure Environment component isalogical entity that provides Sensitive Functions operating on Sensitive Data,
Secure Storage and other resources/functions.

The security sensitive data and security functions contained in M2M field domain nodes shall be protected from
unauthorized access or alteration, as determined by risk analysis. Sensitive data and functions include security
credentials and algorithms that manipulate them. The purpose of the Secure Environment is to provide the required
protection level (seetable 6.3.1-1) and isolation of security sensitive data and functions within an M2M node. Thisis
especialy critical for M2M Nodes that can be remotely or physically accessed by potential attackers.

The choice of a Secure Environment is guided by arisk analysis considering al layers of an M2M application, though it
should leverage where possible on capabilities provided by the M2M Service Layer or the Underlying Network,
e.g. UICC in 3GPP and 3GPP2 networks, or Trusted Execution Environment requirements.

There is no assumption made on the particular implementation of the Secure Environment. A SE may be implemented
as an independent HW Security Element or as an integrated SW function. Each Secure Environment shall be associated
with one certain Security Level depending on the particular implementation of the SE. Different Secure Environments
may provide different Security Levels and protection levels asindicated in table 6.3.1-1.
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Table 6.3.1-1: Classification of Protection levels

Protection Level Description

0 No protection. The data are exposed even without active attacks.

Low protection, data are protected from passive observers but could be exposed by active attacks,
be they local or remote.

E.g. software solutions exist that rely on general purpose processing hardware of the supporting
equipment.

Medium protection, protection of the data from remote attacks is addressed, but local attacks,
especially physical attacks, remain possible, ie. Medium protection provides countermeasures
against software attacks only.

E.g. Software solutions to protect data and sensitive functions rely on specific processing providing
enforced isolation and enables sensitive code and data to be kept away from an unprotected
operating environment, software and memory. The code running in the protected environment is
cryptographically verified for integrity assurance.

High protection, addressing both remote and local attacks to access the data, including attacks
involving physical access. This includes strong counter measures against software and hardware
attacks, such as detection of abnormal operating conditions and scrambling plus hardware masking
of the memory and side channel analysis of operations involving sensitive data.

There shall be at least one Secure Environment, however there may be multiple.

6.3.2  SE Plug-in

The SE Plug-in enables physical access to the respective Secure Environment. Depending on the type of Secure
Environment, the SE Plug-in may be implemented differently for each Secure Environment.

NOTE: Specification of the SE Plug-in isout of scope of the present document.

6.3.3 Secure Environment Abstraction

This component is not specified in the present document.

4 Authorization

7.1 Access Control Mechanism

7.1.1 General Description

The M2M authorization procedure control s access to resources and services hosted by CSEs and AEs. The authorization
procedure requires that the originator of the resource access request message has been identified to the Authentication
Function, and originator and receiver are mutually authenticated with each other.

The resource addressed in a request message has an associated accessControl Policyl Ds attribute (either included
explicitly as an attribute of the resource addressed in the request message, implied from the parent of the resource, or set
fixed by the system, see clause 9.6.1 of ETSI TS 118 101 [1]). The accessControl Policyl Ds attribute contains a list of
identifiers of <accessControlPolicy> resources applicable to the resource addressed in the request message.

The overall structure of <accessControlPolicy> resourcesis described in clause 9.6.2 "Resource Type
accessControlPolicy" of ETSI TS 118 101 [1]).

Each of these <accessControl Policy> resources include privileges and selfPrivileges attributes, which comprise the
information, denoted as access control rulesin the present document, that is evaluated against the parameters associated
with the request message to obtain the access decision.

Figure 7.1.1-1 illustrates the relation between <accessControl Policy> resource instances (ACP) and the instances of the
protected resources, denoted Resource 1 to Resource N.
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List of IDsin
accessControl Policyl Ds
attribute of Resource_1

Resource 1 f—! ACP_1

Resource 2

Example:
ACP set = (ACP_1, ACP_2)
assigned to Resource 1

Each ACP includes one
privileges and one
selfPrivileges attribute.

Resource 3

privileges and selfPrivileges
attributes include a set of
I nstances of access control rules (defined in

accessControlPolicy ~ Section 7.3)
resources (ACP)

Resource_N

Figure 7.1.1-1: Relation between Resource Instances and Access Control Policies

Access requeststo ACP'sitself are eval uated against the selfPrivileges attribute of that ACP. Access requeststo
instances of all other resource types, are eval uated against the privileges attributes of the ACP set associated with the
targeted resource.

For requests to <accessControl Policy> resource type, authorization is granted if the request is evaluated to " Permit" for
at least one selfPrivileges attribute. For other resource types, authorization is granted if the request is evaluated to
"Permit" for at least one privileges attribute.

The privileges and selfPrivileges defined in the accessControl Policy resource determine which request originator is
allowed to access the resource containing this attribute, for which specific operation (i.e. Create, Retrieve, Update,
Delete, etc.) and for which specific context constraints (i.e. constraints regarding access time, originator's | P address and
originator's location).

The access control approach specified here conforms to the concept of Attribute Based Access Control (ABAC) as
defined in[i.12].

The policies defined in the <accessControl Policy> resources are enforced by an access control mechanism which
employs the authorization logical architecture outlined in clause 6.2.2.

The access control mechanism assembles the information needed to render the access decision which consists of
. information included in the resource access request message as defined in clause 7.1.2 (table 7.1.2-1);
e  contextua information as defined in clause 7.1.2 (table 7.1.2-2);

. the policies governing the access as defined in clause 7.1.3.

7.1.2 Parameters of the Request message

This clause specifies the parameters of a request message which are evaluated by the access control mechanism.
The data types applicable to these parameters are defined in clause 6.4 of ETSI TS 118 104 [4].

The parameters are listed in table 7.1.2-1.

For case where an AE initiates a new registration request to a CSE and has no preference for an assigned AE-ID value,
the fr parameter shall not be sent in the request. All other requests shall have the fr parameter present in the request.
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Table 7.1.2-1: Parameters indicated in the request message

Parameter Description Mandatory/ Usage in access control mechanism
Optional
to URI of target resource M Selection of accessControlPolicy associated with the
target resource
fr Identifier representing the M* Evaluated against accessControlOriginators in
originator of the request privileges and selfPrivileges attributes
role Role of the originator (0] Evaluated against accessControlOriginators in
privileges and selfPrivileges attributes (see note)
op Requested operation M Evaluated against accessControlOperations in
privileges and selfPrivileges attributes
fc filterUsage condition tag in Filter (0] Differentiation between Retrieve and Discovery

criteria

operations

NOTE 1: This parameter is for use in future Release(s).

NOTE 2:

* From field is Mandatory in all requests except for AE registration procedure where it is optional.

Table 7.1.2-2 lists the context parameters associated with a request message which are evaluated by the access control
mechanism. These parameters are not explicitly included in a request message but can be obtained at the receiver and
validated against the context policy parameters as given in table 7.1.2-2.

Table 7.1.2-2: Context parameters associated with a request message

Parameter Description Mandatory/ Usage in access control mechanism
Optional
rg_time |Time stamp when the request (0] Validated against accessControlTimeWindow
message was received at the parameter in an access control rule, cf. clause 7.3.
hosting CSE. Obtained by the
hosting CSE's system time clock.
rg_loc Location information about the @) Validated against accessControlLocationRegion
originator of the request. Obtained parameter in an access control rule, cf. clause 7.3.
over the Mcn reference point.
rg_ip IP source address associated with (0] Validated against accessControllpAddress
the IP packets that carry the parameter in an access control rule, cf. clause 7.3.
request message. Obtained over
the Mcn reference point.
7.1.3  Format of privileges and selfprivileges Attributes

The privileges and selfPrivileges attributes exhibit the same data type format which is specified as follows.

Each privileges or selfPrivileges attribute comprises a set of access control rules. In the following the set of access
control rules as denoted as acrs and an individual access control rulein this set as acr. The access control rulesin acrs
are indexed with the letter k. The number of access control rulesin the set is denoted with the letter K:

acrs={ acr(1), acr(2), ..., acr(k), ..., acr(K) }

Each access control rule acr (k) is comprised of three type of components, denoted accessControl Originators,
accessControl Operations and accessControl Contexts. The accessControl Context component is an optional parameter.

Hence, an access control rule acr(K) is either represented as a pair:

acr(k) = {acr(k)_accessControl Originators, acr(k)_accessControl Operations}

or asa3-tuple:

acr (k) = {acr(k)_accessControl Originators, acr(k)_accessControl Operations, acr(k) _accessControl Contexts}

The generic term "access-control-rule-tuple” is used when referring to a rule acr (k).

A set acrs of access control rules may consist of amix of pairs and 3-tuples. For pairs, any context parameters

associated with a request message are admissible.

The three component parameters of an access-control-rule-tuple supported in the present document are shown in

table 7.3.1-1.
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Table 7.1.3-1: Parameters of an access-control-rule-tuple

Parameter Usage Description Mandatory/ Format
Optional
accessControlOriginators  |Set of Originators that can be authorized M List of CSE-IDs and/or AE-

IDs, or keyword "all" to grant
access to all originators
accessControlOperations  |Set of Operations that can be authorized M Enumerated list of operations
Create Retrieve, Update,
Delete, Discover, Notify
accessControlContexts See table 7.3.1-2 o See table 7.3.1-2

The accessControl Originators parameter comprises alist of CSE-1Ds and/or AE-IDs of any format defined in ETSI

TS 118 101 [1]. It isallowed to include the wildcard characters, e.g. "*", into the URI string of CSE-ID and AE-ID at
any level. Examplesinclude the following: *.mym2msp.org/mycsel D, /mycsel D/*, mym2msp.org/mycsel D,

/mycsel D/ImyAE*. If access for all originators should be allowed, the reserved keyword ‘all' can be included into the
value space of accessControl Originators. Granting access to al CSE originators of the same M2M SP domain could be
represented as /*, al AE-1Ds of al CSEsin the same domain as/*/*.

The data type applicable to accessControlOriginatorsis defined in ETS|I TS 118 104 [4].

The accessControl Operations parameter comprises a list of admissible operations which can be any subset of the
following elements: Create, Request, Update, Delete, Discover, Notify. While Create, Request, Update, Delete, and
Notify operation are explicitly indicated in the op parameter of arequest message, the Discovery operation is indicated
by op = retrieve in combination with the provisioning of fc and Disrestype parametersin the request message.

The data type applicable to accessControlOperationsis defined in ETSI TS 118 104 [4].
The accessControl Contexts parameters are listed in table 7.1.3-2.

Table 7.1.3-2: Parameters of accessControlContexts

Parameter Usage Description Mandatory/ Formats
Optional
accessControlTimeWindow Set of Time Windows that 0] List of time intervals where access
can be authorized can be granted in extended crontab
format
accessControlLocationRegion Set of Location Regions that @) 1) Latitude/longitude coordinates,
can be authorized and a radius defining a circular

region around the coordinates
2) Country code

accessControllpAddress Set of IPv4 and IPv6 0] IPv4: dotted-decimal notation with
addresses that can be CIDR suffix
authorized IPv6: colon separated groups of

hexadecimal digits with CIDR suffix

The accessControl TimeWindow parameter represents a list of elements that comply to the extended crontab syntax as
defined in clause 7.3.8 of ETS| TS 118 104 [4]. It allows definition of periodically recurring time intervals at which
access shall be granted, when the rq_time parameter associated with the access request message fallsinto such interval.

For the elements of accessControlLocationRegion there are two representation choices. These can be represented by a
2-character country code or acircle with radius R centred at a point defined in terms of longitude and latitude
parameters. Refer to annex F for detailed information. Each element of accessControl L ocationRegion defines an
admissible location region, which is compared with the rq_loc parameter associated with the access request message.

The data types applicable to accessControl LocationRegion and rq_loc are defined in ETSI TS 118 104 [4].

The accessControl | pAddress parameter represents alist of 1Pv4 and 1Pv6 addresses in dotted-decimal notation with
CIDR suffix or colon separated groups of hexadecimal digits with CIDR suffix, respectively. If therqg_loc parameter
associated with the access request message matches one of these addresses, access max be granted with regard to this
criterion.

The data types applicable toaccessControl IpAddress and rg_ip are defined in ETSI TS 118 104 [4].

ETSI



oneM2M TS-0003 version 1.4.2 Release 1 30 ETSI TS 118 103 V1.1.0 (2016-03)

7.1.4 Access Control Decision

The access decision is derived by comparing the parameters associated with a resource access request message as
described in clause 7.1.2 with the access control rulesincluded in the privileges or selfPrivileges attributes of all ACP
sets assigned to the protected resource by means of the accessControl Policyl Ds, see figure 7.1.1-1.

The result of the access control algorithm, i.e. the access decision, is the overall result of evaluating the applicable set of
access control rules, acrs, against the parameters associated with the access request message. This access decision can
be represented by a value of binary data type. The overall result of the access decision algorithm is denoted here with
the variable nameres_acrs:

TRUEorl1 if therequest matchesthe accesscontrol rules

res acrs=
- {FALSEorO else

The access control algorithm is specified in clause 7.1.5.

If the access control algorithm yields the result res_acrs = TRUE, the access decision for the requested resourceis
"Permit".

If theresult isres_acrs = FALSE, or the access control algorithm is not capable to derive afinal result (e.g. dueto
indeterminate parameters), the access decision for the requested resource is " Deny".

Access decisions that result in indeterminate access control rules should be logged for diagnostics purposes.

7.1.5 Description of the Access Decision Algorithm

The access control algorithm specified in this clause combines partial access control results obtained for each of the
individual access control rules contained in a privileges or selfPrivileges attribute. Further, if multiple ACP instances
are assigned to the protected resource, the access control algorithm combines the partial access control results obtained
for the individual ACPs of an ACP set.

The algorithm specified in this clause adopts a " Permit-overrides' combining agorithm with respect to access control
rules and ACPs as defined in XACML [i.5]. This algorithm has the following behaviour:

1) If adecisionis"Permit" for only a single access control rule included in the privileges (or selfPrivileges)
attribute of asingle ACP, theresult is"Permit".

2) Otherwise, theresult is"Deny".

The logic for evaluating a request against a privilege can be described mathematically as follows. A privileges or
selfPrivileges attribute included in an <accessControl Policy> resource represents a set of access control rules, acrs,
whichisbuilt asin figure 7.1.5-1.
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acrs ={ acr(1), acr(2), ..., acr(K), ..., acr(K) }

A
4 \
acr (k) = {acr(k)_accessControl Originators, acr(k)_accessControl Operations, acr(k)_accessControl Contexts}

7
Set of originator parameters. Examples:
{CSE-ID1, AE-ID1, AE-ID2}
{al}
Set of allowed operations. Examples:
{Create, Retrieve, Update, Delete, Discover, Notify}
{Retrieve, Discover, Notify}

Set (list) of M_k context constraints (number of elements M_k can be different
for each acr(k)):
{iacr(k)_accessControl Context(k, 1), ...
..., acr(k)_accessControl Context(k, my, ...
/ ..., acr(k)_accessControl Context(k, M_K)}

Set of context constraints consisting of the 3 elements:
{/accessControl TimeWindow(k, m), accessControl L ocationRegion(k,m), accessControl | pAddress(k, m)}

Set of time windows defined by start and end time

Example:

{daily 04:30 —06:00, 11:30 — 12:30, 22:15 — 00:30}
Set of location regions defined by list of objects
representing geographical regions

Example:
{geoRegionl, geoRegion2, geoRegion3}

Set of |P addresses or address blocks
Example (1Pv4):
{212.75.201.105, 88.77.0.0/16, 116.27.123.0/24}

Figure 7.1.5-1: Logic to evaluate privileges

The parameters associated with a request, which are evaluated against the parameters contained in the access control
rules are specified in clause 7.1.3.

The access decision res_acrs defined in clause 7.1.4 is derived by evaluating whether or not the parameters associated
with the request message listed in tables 7.1.2-1 and 7.1.2-2 match any of the access control rules contained in the
access control rule set defined in clause 7.1.3 as follows:

res acrs=res acr(l) ORres acr(2) ... ORres acr(k) ... ORres acr(K),

whereres_acr(k) represents the logical evaluation result (i.e. TRUE/FALSE or 1/0) of the request parameters against
the k" access control rule in the set acrs, which can be expressed as follows:

res_acr(k) =res_origs(k) AND res_ops(k) AND res_ctxts(k), k =1...K.
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The 3 partia logica result variables on the right side of above equation can be defined by using the following set
function:

TRUEoOrl if xesatX
FALSEor0 ese

ismember(x,setX) = {
With this definition:
res_origs(k) = ismember(rg_orig, acr(k)_accessControl Originators)
res_ops(k) = ismember(rq_op, acr(k) _ accessControl Operations)
Thethird partial logical result res_ctxts(k) is derived as follows:
res_ctxts(k) =res_context(k, 1) ... OR res_context(k, m) ... OR res_context (k, M_K),
where:
res_context(k, m) = res _time(k, m) AND res ip(k, m) AND res loc (k, m),k=1...K,m=1...M _k
and
res_time(k, m) = ismember(rg_time, acr(k)_accessControl TimeWindow(m))
res_ip(k, m) = ismember(rg_ip, acr(k)_accessControll pAddress(m))
res_loc (k, m) = ismember(rq_loc, acr(k)_accessControl L ocationRegion(m))

Thanksto the " Permit-overrides’ combining approach, if the access control decision for one access control rule results
inres_acr = TRUE, the access control algorithm can stop without eval uating any other applicable access control rules
of the current ACP or any other ACPsin the ACP set, and the final access decisionis"Permit".

7.2 AE Impersonation Prevention

Since several AEs can behave maliciously and pretend to be another AE with their ID changed, the Hosting CSE needs
prevention mechanism for AE impersonation. This mechanism works at Registrar CSE since Registrar CSE is an entry
point of M2M system.

When the Registrar CSE receives a request,the Registrar CSE shall perform the following procedure.

“ Registrar CSE

0. Security Association Establishment

1. Request /

NO ame as requester ID

H& Response (Impersonation Error) associated in security

4. Normal Resohrce Processing

Figure 7.2-1: AE impersonation checking procedure
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0.  Security association establishment is performed.

1. TheAE sendsarequest to Hosting CSE viaist Registrar CSE (Hosting CSE is not represented on thisfigure
and can either be the Registrar CSE or another CSE).

2.  TheRegistrar CSE checksif the value in the From parameter is the same asthe ID associated in security
association.

3. If thevalueisnot the same, the Registrar CSE sends a response with an impersonation error response code.

4. TheRegistrar CSE performs procedures specified in clause 8.2 of ETSI TS 118 101 [1]. Depending on the
number of Transit CSES, the Registrar CSE either processes the request or forwards it to the Hosting CSE or to

another Transit CSE.
8 Security Frameworks
8.1 General Introductions to the Security Frameworks

8.1.0 General

To accommodate the variety of deployment scenarios that can be encountered in M2M applications, the present
specification supports a diversity of methods to provision and establish security in M2M systems.

8.1.1 General Introduction to the Symmetric Key Security Framework

In the Security Framework using Symmetric Key, each pair of entities that need to authenticate each other hasto be
provisioned with its own shared symmetric key. This may be performed through pre-provisioning, e.g. during device
manufacturing or deployment, or in the case of security association, a remote security provisioning framework may be
used to perform the provisioning.

8.1.2 General Introduction to the Certificate-Based Security Framework
8.1.2.0 Introduction

This clause describes the Credential Configuration and Certificate Verification used in the Certificate-Based Security
Association Establishment Framework and Certificate-Based Remote Security Provisioning Framework.

8.1.2.1 Public Key Certificate Flavours
The present document defines procedures using the following Public Key Certificate flavours:
. Raw Public Key Certificates:

- Description: A raw public key certificate (IETF RFC 7250 [37]) contains only the raw public key,
without other information normally provided in a certificate. The raw public key certificate is exchanged
in the TLS handshake in the place of atraditional certificate (see IETF RFC 7250 [37]).

- Use: A raw public key certificate may be used for authenticating a CSE or AE either during the
Association Security Handshake phase of the Certificate-Based Security Association Establishment or
during the Bootstrap Enrolment Handshake phase of the Certificate-Based Remote Security Provisioning
Framework.

° Device certificates:

- Description: These certificates have a certificate chain to a trust anchor and include one or more
globally unique hardware instance identifier (such as the Object Identifier Based M2M Device identifiers
discussed in annex H "Object Identifier Based M2M Device Identifier" ETSI TS 118 101 [1]) in the
subjectAltName extension of the certificate. A device certificate can be used to verify the identity of the
hardware instance on which the entity is being executed.
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- Use: Device certificates may be used to authenticate a CSE or AE executing on a specific M2M Device.
If the M2M deviceisan ASN or MN (which supports a CSE), then the device certificate is implicitly
associated with the CSE that executes on the device. If the deviceis an ADN (which does not support a
CSE) then the device certificate is not implicitly associated with a specific AE executing on the
hardware. A device certificate may be used for authenticating a Field Domain CSE either during the
Association Security Handshake phase in the Certificate-Based Security Association Establishment
Framework or during the Bootstrap phase of the Certificate-Based Remote Security Provisioning
Framework.

° CSE-ID certificates:

- Description: These certificates have a certificate chain to a trust anchor and include the public domain
name representation of a CSE-ID (see ETSI TS 118 101 [1]) in the subjectAltName extension of the
certificate. A CSE-1D certificate verifies that the entity presenting the certificate has been assigned a
particular CSE-ID.

- Use: A CSE-ID certificate may be used to authenticate a CSE only.
e  AE-ID certificates:

- Description: These certificates have a certificate chain to a trust anchor and include the full URI
representation of an AE-ID in the subjectAltName extension of the certificate. An AE-ID certificate
verifies that the entity presenting the certificate has been assigned a particular AE-ID.

- Use: An AE-ID certificate may be used to authenticate an AE only.
. FQDN certificates:

- Description: These certificates have a certificate chain to atrust anchor and include the FQDN of an
M2M Enrolment Function in the subjectAltName extension of the certificate. An FQDN certificate
verifies that the entity presenting the certificate has been assigned a particular FQDN.

- Use: A FQDN certificate shall be used to authenticate an M2M Enrolment Function to an Enrolee during
a Bootstrap Enrolment Handshake phase in a Certificate-Based Remote Security Provisioning
Framework.

NOTE: Theflavours, and the details specific for these flavours, are specified to support a range of deployment
models while ensuring that oneM2M entities have clear procedures for authenticating other oneM 2M
entities using certificates.

The profiles for these certificates are found in clause 10.1.1 "Certificate Profiles'.

8.1.2.2 Path Validation and Certificate Status Verification

If an entity is to authenticate another entity using a device certificate, CSE-ID certificate, AE-ID certificate or FQDN
certificate, then the entity shall perform basic path validation (section 6.1of |ETF RFC 5280 [34]) as part of verifying
the other entity's certificate (see clause 8.1.2.4 "Certificate Verification").

CA certificates shall include the name constraint extensions (clause 4.2.1.10 "Name Constraints® of IETF

RFC 5280 [34]) and shall constrain the names (object identifier M2M Device IDs from annex H "Object Identifier
Based M2M Device ldentifier" ETSI TS 118 101 [1], public domain hame representation of the CSE-ID, Absolute AE-
ID or FQDNSs) which may be in the subsequent certificate used to authenticate the entity (device certificate, CSE-ID
certificate, AE-ID certificate or FQDN certificate respectively).

. Clause 4.2.1.10 "Name Constraints' in IETF RFC 5280 [34] describes how the name constraint extension is
used for constraining URIs and FQDNSs.

. Clause 10.4.1.4.2 "Profile for Certificate Authority Certificates for Device Certificates' describes how the
name constraint extension is used for constraining object identifier M2M Device IDs.

The trust anchor information (section 6.1.1 of IETF RFC 5280 [34]) is provided to the entity during Credential
Configuration, Association Configuration, Bootstrap Credential Configuration or Bootstrap Instruction Configuration.
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NOTE 1. Section 6.1.1 of IETF RFC 5280 [34] states "The trust anchor information is trusted because it was
delivered to the path processing procedure by some trustworthy out-of-band procedure”. Credential
Configuration, Association Configuration, Bootstrap Credential Configuration and Bootstrap Instruction
Configuration satisfy the requirements of being trustworthy out-of-band procedures.

Certificate status verification: In the case of an Infrastructure Domain entity receiving an MEF certificate, the entity
shall verify the status of the certificate using a Certificate Revocation List as described in IETF RFC 5280 [34].
oneM2M support for certificate status checking in Field Domain entities requires further study. A mapping of the
Online Certificate Status Protocol (OCSP) onto HTTP may be used, as described in Appendix A of

IETF RFC 6960 [35], however a mapping of OCSP onto CoAP is not currently defined. Furthermore, OCSP may also
not be easily applicable in all environments. An alternative approach may be using the TL S Certificate Status Request
extension (section 8 of IETF RFC 6066 [44]; aso known as "OCSP stapling") or preferably the Multiple Certificate
Status Extension (IETF RFC 6961 [36]), if available.

NOTE 2: Most of the above paragraph is based on almost identical text in the CoAP specification
IETF RFC 7252 [38], a protocol with similar (if not identical) considerationsto oneM2M deployments.

8.1.2.3 Credential Configuration for Certificate-Based Security Framework

If an entity isto authenticate itself using a Certificate-Based Security Framework, then the entity shall be pre-
provisioned with the following information:

. The entity's Private Signing Key.

NOTE: An entity authenticates itself to other entities by proving that it knows the Private Signing Key
corresponding to a particular Public Verification Key.

e  Theentity's Certificate (and if applicable, Certificate Chain) as described in clause 10.1.1 " Certificate
Profiles".

. In the case of a CSE-ID certificate the entity shall be configured with the entity's CSE-ID.
. In the case of an AE-ID certificate the entity shall be configured with the entity's AE-ID.

8.1.2.4 Information Needed for Certificate Authentication of another Entity

Entity A shall be configured to trust the following information in order to authenticate Entity B using the certificate-
Based SAEF:

. Anindication of the public key certificate flavour of other Entity B's Certificate (that is, raw public key
certificate, device certificate, CSE-ID certificate or AE-ID certificate).

. In the case where Entity B's certificate isaraw public key certificate:

- A public key identifier for the raw public key in the certificate (see clause 10.1.2 "Public Key
Identifiers").

. In the case where other Entity B's certificate is an device certificate, CSE-ID certificate or FQDN certificate:

- A Globally uniqueidentifier: The globally unique identifier for the entity whichis also present in the
subjectAltName extension of the other entity's certificate:

" Device Certificate: A globally unique hardware instance identifier (such as the object identifier
M2M Device ID in annex H "Object Identifier Based M2M Device |dentifier" ETSI
TS 118 101 [1]) that is present in the device certificate.

L] CSE-ID Certificate: The public domain name representation of the CSE-ID as defined in ETSI
TS118 101 [1].

- Trust Anchor Information: For the trust anchor certificates of Entity B's certificate chain (see
clause 8.1.2.2 "Path Validation and Certificate Status Verification™).
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Entity B shall be configured to trust the following information in order to authenticate Entity A using the
Certificate-Based SAEF:

e Anindication of the public key certificate flavour of Entity A's Certificate (that is, raw public key certificate,
device certificate or CSE-1D certificate).

. In the case where Entity A's certificate is araw public key certificate:

- A public key identifier for the raw public key in the certificate (see clause 10.1.2 "Public Key
Identifiers").

o In the case where Entity A's certificate is an device certificate, CSE-ID certificate or AE-ID certificate:

- Trust Anchor Information: for the trust anchor certificate for Entity A's certificate chain (see
clause 8.1.2.2 "Path Validation and Certificate Status Verification™).

In order to authenticate the M2M Enrolment Function using the certificate-based RSPF, an Enrolee shall be configured
to trust the trust anchor information of the M2M Enrolment Function's certificate chain.

An M2M Enrolment Function shall be configured to trust the following information in order to authenticate an Enrolee
using the certificate-based RSPF:

. Anindication of the public key certificate flavour of Entity B's Certificate (that is, raw public key certificate or
device certificate).

. In the case where the Enrolee's certificate isaraw public key certificate:

- A public key identifier for the raw public key in the certificate (see clause 10.1.2 "Public Key
Identifiers").

° In the case where the Enrole€'s certificate is an device certificate, CSE-ID certificate or AE-ID certificate:

- A Globally uniqueidentifier: The globally unique identifier which isaso present in the
subjectAltName extension of the Enrolee's certificate:

" Device Certificate: A globally unique hardware instance identifier (such as the object identifier
M2M Device ID in annex H "Object Identifier Based M2M Device |dentifier" ETSI
TS 118 101 [1]) that is present in the device certificate.

L] CSE-ID Certificate: The public domain name representation of the CSE-ID as defined in ETSI
TS118 101 [1].

= AE-ID Certificate: The Absolute AE-ID assigned to the AE.

- Trust Anchor Information: for the trust anchor certification for the Enrolee's certificate chain (see
clause 8.1.2.2 "Path Validation and Certificate Status Verification").

8.1.25 Certificate Verification

This clause describes how an entity authenticates the other entity in the Security Handshake of a Certificate-Based
Security Framework.

The other entity's Certificate is received during the Security Handshake.
The other entity's Certificate is verified as follows:

. If the certificate information configured during the Association Configuration or Bootstrap Instruction
Configuration indicates that the other entity's Certificate is a raw public key certificate, then the entity verifies
that the public key identifier (received during Association Configuration or Bootstrap Instruction
Configuration) corresponds matches the raw public key certificate (received during the Security Handshake)
using the process described in clause 10.1.2 "Public Key Identifiers'.
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. If the certificate information configured during the Association Configuration or Bootstrap Instruction
Configuration indicates that the other entity's Certificate is a device certificate, CSE-ID certificate, AE-ID
certificate or FQDN certificate, then the entity shall perform the following verifications:

- The entity shall look for a match between the globally unique identifier described in clause 8.1.2.4
"Information Needed for Certificate Authentication of another Entity" (received during Association
Configuration or Bootstrap Instruction Configuration) and the values in the subjectAltName extension of
the other entity's Certificate (received during the Security Handshake). If there is not an exact match,
then the entity shall abort the (D) TL S handshake:

" In the case of device certificate, the globally unique identifier is a globally unique hardware
instance identifier (such asthe object identifier M2M Device ID in annex H "Object Identifier
Based M2M Device Identifier" ETSI TS 118 101 [1]). In this case, the notion of a"match" depends
on how the globally unique hardware instance identifier may be represented in the subjectAltName
extension.

" In the case of a CSE-ID certificate, the globally unique identifier isthe public domain name
representation of the CSE-ID as defined in ETSI TS 118 101 [1], and a match isa FQDN in the
subjectAltName extension in the other entity's certificate that is an exact match for the public
domain name representation of the CSE-ID.

" In the case of an AE-ID certificate, the globally unique identifier isthe AE-ID, and amatch isa
URI in the subjectAltName extension in the other entity's certificate that is an exact match for the
Absolute AE-ID.

L] In the case of an FQDN certificate, the globally unique identifier is the FDQN of the M2M
Authentication Function or M2M Enrolment Function, and a match isa URI, FQDN or dNSName
in the subjectAltName extension in the other entity's certificate that is an exact match for the
FDON of the M2M Authentication Function or M2M Enrolment Function.

- The entity shall perform path validation and certificate status verification using the trust anchor
certificate as described in clause 8.1.2.2 "Path Validation and Certificate Status Verification"). If this
verification fails, then the entity shall abort the (D) TL S handshake.

NOTE: After asuccessful Security Handshake in which the other entity provides a Certificate Chain, the other
entity's identity (received during Association Configuration or Bootstrap Instruction Configuration) can
be associated with additional information extracted from the other entity's Certificate Chain (e.g. the other
entity Manufacturer, other entity owner, or conformance criteria). These details are not described in the
present document.

8.1.3 General Introduction to the GBA (Generic Bootstrapping
Architecture) Framework

Generic Bootstrapping Architecture (GBA) is a framework that could be used for Remote Security Provisioning.

In case of scenario where the M2M Service Provider and the operator of the underlying network have an agreement to
use the underlying network credentials as the basis for security between aM2M Application Service/Middle Node and
Infrastructure Node (including the case that the M2M Service Provider and the operator of an underlying network are
actually the same entity), GBA procedure could be used.

It isimportant that this feature is used only within the scope of an appropriate agreement between the M2M Service
Provider and the operator of the underlying network. The normative text for the GBA-Based Security Association
Establishment Framework (clause 8.2.2.2) and the GBA-Based Security Bootstrap Framework (clause 8.3.2.2)
implicitly assumes that such an agreement is already in place. Since the present document is atechnical specification, it
does not address the details of such an agreement.

A general introduction to GBA isincluded in ETSI TR 118 508 [i.4].

After a successful GBA bootstrapping, the M2M Application Service/Middle Node and the BSF share a security
association which consists of abootstrapping transaction identifier (B-TID) and key material (GBA bootstrap Ks).

This security association may be used by the M2M Application Service/Middle Node to derive NAF keys
(Ks_(ext/int)_NAF) shared between aM2M Application Service/Middle Node and a M2M Infrastructure Node or an
M2M Authentication Function.
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There are two modes of GBA: ME-based GBA (GBA_ME) and UICC-based GBA (GBA_U). In case of GBA_ME, one
NAF-specific key isderived: the key Ks_NAF. In case of GBA_U, two NAF-specific keys are derived: Ks_ext NAF
(availableinthe ME) and Ks_int_ NAF (which remains inside the UICC).

GBA_U requiresthat the UICC is GBA aware.

The BSF determines which mode to run based on the UICC capability indicated in the GBA User Security Settings
(GUSS).

The usage of GBA_U isrecommended since it provides a higher level of security than GBA_ME. The implication of
this recommendation is that the entity, AE or CSE, using the GBA_U-based NAF keys should be resident in the UICC.

M2M Application Infrastructure ' BSF HSS |
Service/Middle Node - NAF e i
Nqde
Stores: / .
B-TID GBA bootstrapping < Ret(rslgxa{gSAv,
Ks With HTTP Digest Authentication
Stores : \I
B-T|D
Ks
Derivation _of NAF key: Retrieval of NAF key:
KS_(eXt/Int)_NAF Ks_(extlint) NAF
Storef NAF Store|NAF
key(s key(s

Figure 8.1.3-1: GBA framework. Note that the Network application Function (NAF)
may be an Infrastructure Node or an M2M Authentication Function

8.2 Security Association Establishment Frameworks

8.2.1 Overview on Security Association Establishment Frameworks
In the present document, security associations are restricted to single hop on Mcc, Mcc' or Mca reference point.
The oneM2M system supports the following Security Association Establishment Frameworks:

. Security Association Establishment Frameworks:

- Provisioned Symmetric Key Security Association Establishment. A symmetric key is provisioned to the
entities: thisis called the Provisioned M2M Symmetric Key, and denoted Kpsa. The entities authenticate
each other by verifying Message Integrity Codes (MIC) in the Security Handshake which were generated
using the symmetric key. For more details see clause 8.2.2.1.

- Certificate-Based Security Association Establishment: The entities are each issued with:
" aPrivate Signing Key that is known only to that entity;

L] a Certificate containing the corresponding Public Verification Key; and
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L] (Optionaly) a Certificate Chain from the entity's Certificate to a Root Certificate.

The entities shall validate each other's Certificate before trusting the Public Verification Keysin the
Certificate. Within the Security Handshake, entity A creates adigital signature of the session
parameters using its private signing key and entity B verifies the digital signature using entity A's
public verification key. Then the roles are reversed: entity B creates a digital signature and entity A
verifiesit. For more details see clause 8.2.2.2.

M2M Authentication Function (M AF)-based Security Association Establishment. This Security
Association Establishment Framework uses symmetric keys to authenticate the entity A and the M2M
Authentication Function (MAF) and derive aM2M Secure Connection key (Kc) that the MAF deliversto
entity B. Then entities then authenticate each other using the M2M Secure Connection key (Kc). For
more details see clause 8.2.3.1.

For a more detailed description of the above Security Association Establishment Frameworks, it is useful to compare
the following aspects of the Security Association Establishment Frameworks:

. Credential Configuration:

If Entity A isa CSE, then Entity A is configured with its CSE-ID.
For MAF-based Security Association Establishment Frameworks:

" Entity A is configured with (or otherwise establishes) the Master Credential (Km) that the entity A
will use to authenticate the entity A to the MAF.

" The MAF is configured with the Master Credential (Km) that will be used to authenticate the MAF
to entity A.

The details for the GBA-Based Security Association Establishment Framework are out of scope.

For the Provisioned Symmetric Key Security Association Establishment Framework, each entity is
provisioned with the Provisioned M2M Symmetric Key that entities will use to authenticate each other
using pre-provisioning or remote provisioning.

For the Certificate-Based Security Association Establishment Frameworks, each entity is pre-provisioned
with the Credential that the entity will use to authenticate itself to the other entity.

. Association Configuration:

Entity A shall be configured with |dB, the CSE-ID for Entity B.

Additionally:

in the case of Certificate-Based Authentication Framework: each entity is configured with the certificate
information that the entity will use to verify the other entity. The necessary certificate information is
dependent on the flavour of the certificates, with details provided in clause 8.1.2.4 "Information Needed
for Certificate Authentication of another Entity”.

In the case of MAF-Based Authentication Framework: The MAF is provided with the identity of Entity
B for which the MAF is authorized to facilitate establishing a security association with Entity A.

e  Association Security Handshake: Identification, authentication and security context establishment between
the entities:

M AF Handshake: When a MAF-based Security Association Establishment Framework is used, entity A
and the MAF perform mutual authentication and generate a M2M Secure Connection Key (Kc) whichis
then used in the Security Handshake for mutual authentication between entity A and entity B. Thisis not
applicable to Certificate-based or Provisioned Symmetric Key-based Security Association Establishment
Frameworks.

Entity A associates the resulting security context with |dB: the CSE-ID for Entity B configured during
Association Configuration.
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Entity B associates the security context with one of the following:

- A single Absolute CSE-ID, and indication that Entity A isa CSE;

- A single Absolute AE-ID, and indication that Entity A isa AE; or

- A list of allowed Absolute AE-ID values, and indication that Entity A isan AE. This case applies only
when Entity A presents a Device Certificate.

The present document provides the following approaches for Entity B to determine the applicable CSE-ID or
AE-ID(s) prior to registration:

- If Entity A isauthenticated using a CSE-ID certificate (or AE-ID certificate), then Entity B extracts the
CSE-ID (or AE-ID respectively) from the certificate and associates the security context with this CSE-ID
(or AE-ID respectively), as described in the certificate profile in clause 10.1.1 "Certificate Profiles".

- In all other cases, Entity B forms a globally unique Credentia-1D (see clause 10.4 "Credential-1D
Details") identifying the credential used by Entity A in the security association establishment
mechanism. The Credential-1D identifies one of a Kpsa (in the case of a PSK SAEF), certificate (in the
case of a Certificate-Based SAEF) or the Km (in the case of an MAF-Based SAEF). Entity B
subsequently determines the CSE-ID or AE-ID(s) which are applicable for this Credential-1D.

EXAMPLE 1.

EXAMPLE 2:

If Entity B assigned the AE-1D(s) corresponding to this Credential-1D, then Entity B is responsible
for determining the AE-1D(s) corresponding to this Credential-I1D.

Otherwise, the CSE-ID or AE-ID(s) shall be made available to Entity B via one of the following
approaches:

If the Security Association Establishment procedure is facilitated by an M2M Authentication
Function, then the M2M Authentication Function may be provided with the CSE-ID or AE-
ID and the M2M Authentication Function may provide this to Entity B at the sametime as Kc
is provided to Entity B. The M2M Authentication Function could have been provided with
the CSE-ID or AE-ID during provisioning, including the case where the M2M Authentication
Function is provided with the CSE-ID or AE-ID during remote provisioning by an M2M
Enrolment Function (which is similar to the case described in the following bullet).

If the Security Association Establishment procedure uses a Provisioned Symmetric Key
which was remotely provisioned to Entity A and Entity B, then the M2M Enrolment Function
may provide Entity B with CSE-ID or AE-1D during the Remote Security Provisioning
procedure.

If the M2M Service Provider assigns Entity A's entity identifier(s), then the CSE-ID or
AE-ID(s) may be securely configured by the M2M Service Provider to Entity B prior to the
Association Security Handshake. For example, the CSE-ID or AE-1D(s) may be configured as
part of Credential Configuration or Association Configuration. The present document permits
using other mechanisms, with the assumption that the mechanism provides authentication,
integrity protection and optionally confidentiality.

If the M2M Service Provider has the opportunity to configure Entity B prior to deployment, then

the M2M Service Provider could configure the CSE-ID or AE-ID(s) to Entity B at thistime.

A secure remote management protocol could be used to configure Entity B with the CSE-ID or
AE-ID(s). However, thisis not currently an interoperable feature as there is no standardized

management object facilitating this management.

In the case that Entity A isan AE and Entity B is a CSE, the applicable AE-1D(s) may be
obtained by retrieving the applicable <serviceSubscribedAppRule> resources which are
linked to by the ruleLinks attribute of the Entity B's <serviceSubscribedNode> on the IN-CSE
as described in clause 10.1.1.2.2 "Application Entity Registration procedure” in ETSI

TS118 101 [1].

Figure 8.2.1-1 provides a summary of the above defined three Security Association Establishment Frameworks.
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Figure 8.2.1-1: Overview of the Security Association Establishment Frameworks
supported by oneM2M

8.2.2
8.2.2.1

Detailed Security Association Establishment Frameworks

Provisioned Symmetric Key Security Association Establishment Frameworks

This clause describes the Provisioned Symmetric Key Security Association Establishment Framework. This framework
enables mutua authentication of two entities corresponding to either two CSEs or a CSE and an AE. The Credential for
this framework is along-term symmetric key that has been provisioned into the entities to be authenticated. Thiskey is
called a Provisioned Secure Connection Key and is denoted Kpsa. The provisioning of Kpsa could be a pre-
provisioning or a remote provisioning thanks to Remote Security Provisioning Frameworks, as described in clause 8.3.
The entities authenticate each other by verifying message authentication codes in the Security Handshake which were
generated using the Provisioned Secure Connection Key.

NOTE 1: Long term Provisioned Secure Connection Keys can pose a security risk if not adequately secured, and
for this reason long term Provisioned Secure Connection Keys are recommended to be stored in Secure
Environments.

Figure 8.2.2.1-1 illustrates the sequence of events when using the Provisioned Symmetric Key Security Association
Establishment Framework. In this description, "Entity A" and "Entity B" correspond to either two CSEs or a CSE and
an AE or an AE and a CSE (respectively).
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Figure 8.2.2.1-1: The sequence of events when using the Provisioned Symmetric Key
Security Association Establishment Framework

Credential Configuration: The Provisioned Secure Connection Key (Kpsa) and the corresponding Provisioned Secure
Connection Key Identifier, denoted Kpsald, are provisioned to both entities either with pre-provisioning or remote
provisioning. The format of Kpsald is defined in clause 10.5 "Kpsald Format". If Entity A isa CSE, then Entity A shall
also be configured with its CSE-ID (not shown in figure 8.2.2.1-1).

Additionally:

. Entity A is configured with Entity B identity (IdB). Entity A isto usethisidentity for Entity B authenticating
using the above arguments. Thisidentity is also used to route the (D) TLS exchange.

NOTE 2: Entity A will associate Entity B's identity with messages secured within Security Contexts established
using the Provisioned Secure Connection Key K psa associated with the Provisioned Secure Connection
Key Identifier Kpsald.

. Entity B is configured Entity A identity (IdA). Entity B isto use thisidentity for Entity A authenticating using
the above arguments.

NOTE 3: Entity B will associate the configured Entity A identity with messages secured within Security Contexts

established using the Provisioned Secure Connection Key K psa associated with the Provisioned Secure
Connection Key Identifier Kpsald.
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Association Configuration: Entity A is configured with Entity B identity (IdB). Thisidentity is used to route the
(D)TLS exchange.

Association Security Handshake: The entities perform a (D) TLS-PSK handshake [15] to establish a secure session.

. MAF Server Handshake: Thereis no MAF Server Handshake applied in the Provisioned Secure Connection
Key Security Association Establishment Framework.

e  The"psk identity" parameter [15] is set to the value of the Provisioned Secure Connection Key Identifier
Kpsald.

e  The"psk" parameter [15] is set to the value of the Provisioned Secure Connection Key Kpsa.

. The (D)TLS cipher suite profile for the Provisioned Secure Connection Key Security Association
Establishment Framework is specified in clause 10.2.2.

o Following successful authentication of Entity B, Entity A associates the security context with Id B (Entity B's
entity identifier) configured to Entity A during Association Configuration.

. Following successful authentication of Entity A, Entity B associates the security context with a CSE-ID or
AE-ID:

- If Entity B was already provided with the CSE-ID or AE-ID corresponding to Kpsald, then Entity B
associates the security context with that CSE-ID or AE-ID.

- Otherwise, Entity B associates the security context with the Credential-I1D formed from Kpsald as
described in clause 10.4 "Credential-1D Details'. Entity B then determines CSE-ID or AE-ID from the
Credential-1D as described in clause 8.2.1 " Overview on Security Association Establishment
Frameworks".

8.2.2.2 Certificate-Based Security Association Establishment Frameworks

This clause describes the Certificate-Based Security Association Establishment Framework.

Figure 8.2.2.2-1 illustrates the sequence of events when using the Certificate-Based Security Association Establishment
Framework. In this description, "Entity A" and "Entity B" correspond to either two CSEs or a CSE and an AE.
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Figure 8.2.2.2-1: The sequence of events when using the Certificate-Based Security
Association Establishment Framework

Credential Configuration: The private keys and certificates for each entity are pre-provisioned as described in
clause 8.1.2.3 "Credentia Configuration for Certificate-Based Security Frameworks". If Entity A isa CSE, then Entity
A shall aso be configured with its CSE-ID (not shown in figure 8.2.2.2-1).

Association Configuration: Entity A and Entity B are configured with the information needed for the authentication
and identification (during Security Handshake) of Entity B and Entity A respectively:

. Entity A is commanded to initiate a Security Handshake, and the command includes the following arguments:

- Entity B's certificate information: as described in clause 8.1.2.4 "Information Needed for Certificate
Authentication of another Entity".

- Entity B'sidentity (1dB). Entity A isto use thisidentity for Entity B authenticating using the above
arguments. Thisis used to route the (D) TLS exchange.
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NOTE 1. The Entity A will associate Entity B'sidentity with messages secured within Security Contexts

established in accordance with the configured Entity B's certificate information.

The Entity B is configured with the following arguments describing Entity A authorized to perform Security
Handshake with Entity B:

- Entity A's certificate information: as described in clause 8.1.2.4 "Information Needed for Certificate
Authentication of another Entity"”.

Association Security Handshake:

M AF Handshake: Thereis no MAF Handshake applied in the Certificate-Based Security Association
Establishment Framework.

Each entity verifies the other entity's certificate as described in clause 8.1.2.2 " Certificate Verification™”.

The entities authenticate each other using the validated certificates as specified in TLS 1.2 IETF RFC 5246 [5]
and DTLS 1.2 IETF RFC 6347 [6] specifications.

The (D)TLS cipher suite profile for the Certificate-Based Security Association Establishment Framework is
specified in clause 10.2.3.

Following successful authentication of Entity B, Entity A associates the security context with [dB (Entity B's
entity identifier) configured to Entity A during Association Configuration.

Following successful authentication of Entity A, Entity B associates the security context with a CSE-ID, AE-
ID or list of allowed AE-IDs:

- If Entity A establishes a security context by presenting a CSE-ID certificate, then Entity B will associate
the security context with the CSE-ID in the certificate.

- If Entity A establishes a security context by presenting an AE-ID certificate, then Entity B will associate
the security context with the Absolute AE-ID in the certificate.

- If Entity A establishes a security context by presenting a device certificate, then Entity B will associate
the security context with the Credential-1D formed from the globally unique hardware instance identifier
in the certificate as described in clause 10.4 "Credential Details'. Entity B then uses Credential-ID to
determine the CSE-ID, AE-ID or list of allowed AE-IDs as described in clause 8.2.1 "Overview on
Security Association Establishment Frameworks'.

- If Entity A establishes a security context by presenting araw public key certificate, then Entity B will
associate the security context with the Credential-1D formed from the corresponding public key identifier
described in clause 10.1.2 "Public Key Identifiers'. Entity B then uses Credential-1D to determine the
CSE-ID or AE-ID asdescribed in clause 8.2.1 "Overview on Security Association Establishment
Frameworks".

8.2.2.3 MAF-Based Symmetric Key Security Association Establishment Frameworks

This clause describes the M AF-based Security Association Establishment Framework.

This release addresses the scenario where the Entity B is an Infrastructure Node.
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Figure 8.2.2.3-1: The sequence of events when using the
MAF-Based Security Association Establishment Framework

Credential Configuration: The Master Credential (Km) and corresponding Master Credential Identifier (Kmld) are
either pre-provisioned for Entity A and the MAF or remotely provisioned thanks to Remote Security Provisioning
Frameworks described in clause 8.3. The format of Kmid is defined in clause 10.6 "Kmld Format". Entity A isalso
provisioned with the MAF URI to contact during the MAF Handshake. If Entity A isa CSE, then Entity A shall also be
configured with its CSE-ID (not shown in the figure).
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Association Configuration: Entity A and the MAF shall be configured with the information needed for the
authentication and identification during MAF Handshake and Association Security Handshake:

. Entity A hasto know Entity B Identity (1dB).

. The MAF hasto know Entity B Identity (IdB) for which it is authorized to provide Kc. In this case, |dB
correspondsto IN Identity.

Association Security Handshake with M AF Handshake:
o M AF Handshake:

- The MAF Handshake in MAF-based Security Association Establishment framework enables the
establishment of aM2M Secure Connection Key (Kc) and associated M2M Secure Connection Key
Identifier (Kcld) shared between the Entity A and the MAF thanksto (D) TLS-PSK handshake [15]:

=  The"psk_identity" parameter [15] is set to the value of the Master Credential Identifier Kmid.
" The"psk" parameter [15] is set to the value of the Master Credential Km.
. M2M Secure Connection Key generation:

- The M2M Security Connection Key (Kc) and RelativeKcld are generated from the (D) TL S session
secrets by the Entity A and M2M Authentication Function (MAF) using TLS Key Export (IETF
RFC 5705 [18]), asdescribed in clause 10.3.1 "TLS Key Export Details".

- The M2M Secure Connection Key Identifier (Kcld) is generated from the RelativeK cld and the M2M
Authentication Function's FQDN by the Entity A and M2M Authentication Function, as described in
clause 10.3.5 " Generating Kcld".

- The Entity A and M2M Authentication Function store the M2M Secure Connection Key (Kc¢) and M2M
Secure Connection Key Identifier (Kcld).

. Entity A sends Kcld to Entity B (Infrastructure Node) as the "psk_identity" parameter ina (D)TLS PSK
handshake.

o Entity B and the MAF establish a mutually authenticated secure channel for communication.

NOTE 1: The present document does not describe details of how the mutually authenticated secure channel is
established and does not describe details of how the communication is secured.

o Entity B (Infrastructure Node) requests the M2M Secure Connection Key (Kc) from the MAF.

. The MAF returns Kc, Kc Lifetime, and Kmld to Entity B. If MAF is configured with CSE-1D or AE-ID for
Entity A (see clause 8.2.1 "Overview of Security Association Establishment Frameworks'), then the MAF
shall pass thisinformation to Entity B aso.

NOTE 2: Assigning Kc Lifetime isthe responsibility of the MAF.

o Entity A and Entity B complete the (D)TLS-PSK handshake with the "psk" parameter set to the value of the
M2M Secure Connection Key (Kc).

e  The(D)TLScipher suite profile for the MAF-Based Security Association Establishment Framework is
specified in clause 10.2.2.

. Following successful authentication of Entity B, Entity A associates the security context with 1d B (Entity B's
entity identifier) configured to Entity A during Association Configuration.

. Following successful authentication of Entity A, Entity B associates the security context with a CSE-ID or
AE-ID:

- If the MAF provided Entity B with a CSE-ID or AE-ID, then Entity B associates the security context
with that CSE-ID or AE-ID.
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- Otherwise, Entity B associates the security context with the Credential-ID formed from Kmid (provided
by the MAF) as described in clause 10.4 "Credential-ID Details’. Entity B then determines CSE-ID or
AE-ID from the Credential-ID as described in clause 8.2.1 "Overview on Security Association
Establishment Frameworks".

. Entity A and Entity B may establish afresh (D)TLS-PSK handshake using Kc at any time within the Kc
Lifetime. Once Kc Lifetime expires, then Entity B shall fail the (D) TLS-PSK handshake, which indicates to
Entity B that afresh MAF Handshake is required.

8.3 Remote Security Provisioning Frameworks

8.3.1 Overview on Remote Security Provisioning Frameworks

8.3.1.1 Purpose of Remote Security Provisioning Frameworks

Remote Security Provisioning Frameworks enable the provisioning of a symmetric key shared between two entities.
Those two entities can be either a CSE/AE and aM2M Authentication Function (MAF) or two CSES/AES.

The provisioned symmetric key can be used for Provisioned Symmetric Key Security Association Establishment
Framework or MAF-based Symmetric Key Security Association Establishment Frameworks.

. Provisioned Symmetric Key Security Association Establishment

Provisioned Symmetric Key Association Establishment uses a symmetric key Kpsa and corresponding Kpsald, shared
between two entities (Entity A and Entity B), to establish security associations between those two entities (CSE/AES),
asdescribed in clause 8.2.2.1. This symmetric key Kpsa and corresponding Kpsald shall be either pre-provisioned or
remotely provisioned to the two CSE/AESs thanks to Security Bootstrap Frameworks.

o M AF-based Symmetric Key Security Association Establishment

The MAF-based Security Association Establishment Framework uses a Master Credential (Km) and corresponding
Master Credential Identifier (Kmld), shared by a CSE/AE and an M2M Authentication Function, to establish security
associ ations between the CSE/AE and other CSEs and/or AES as described in clause 8.2.3.

The Master Credential (Km) and corresponding Master Credential Identifier (Kmld) shall either be pre-provisioned or
remotely provisioned to the CSE/AE and M2M Authentication Function.

. General

The method for pre-provisioning can be deployment dependent. An interoperable pre-provisioning framework based on
UICC isdescribed in annex D.

Clause 8.3 describes the set of remotely provisioning mechanisms; called Remote Security Provisioning Frameworks.
An M2M Enrolment Function facilitates the remote provisioning.

8.3.1.2 Overview on Remote Security Provisioning Frameworks

An AE or CSE that requires remote provisioning of a Master Credential and Master Credential Identifier or a
Provisioned Secure Connection Key (Kpsa) and Provisioned Secure Connection Key Identifier (Kpsald) is called an
Enrolee. The AE or CSE with whom the enrolee is to establish a security association is called Enrolee B. The AE or
CSE or M2M Authentication Function with whom the enrolee is to establish a shared key is called an Enrolment
Target.

The oneM2M system supports the following Security Bootstrap Frameworks:

. Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is
pre-provisioned to the Enrolee and M2M Enrolment Function for the mutually authentication of those entities.
For more details, see clause 8.3.2.1.

. Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function
are each issued with:

- a Private Signing Key that is known only to that entity;
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- a Certificate containing the corresponding Public Verification Key; and

- (Inthe case of adevice certificate, CSE-ID certificate or AE-ID certificate) a Certificate Chain from the
entity's Certificate to a Trust Anchor Certificate.

The Enrolee and M2M Enrolment Function shall validate each other's Certificate before trusting the
Public Verification Keysin the Certificate. Within the Security Handshake, the M2M Enrolment
Function creates a digital signature of the session parameters using its private signing key and the
Enrolee verifies the digital signature using the M2M Enrolment Function's public verification key. Then
the roles are reversed: the Enrolee creates a digital signature and the M2M Enrolment Function verifies
it. For more details see clause 8.3.2.2.

GBA-based Remote Security Provisioning Framework. In this case, the role of the M2M Enrolment
Function is performed by a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric
keys to authenticate the Enrolee and the M2M Enrolment Function (which isalso a GBA BSF). The details are
specified by ETSI TS 133 220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.

For amore detailed description of the above Remote Security Provisioning Frameworks, it is useful to compare the
following aspects of the Remote Security Provisioning Frameworks.

Bootstrap Credential Configuration: The Enrolee and M2M Enrolment Function are pre-provisioned with
the Bootstrap Credential that the entity will use to authenticate itself to the other entity. The mechanisms for
this pre-provisioning are not described in the present document.

Bootstrap Instruction Configuration:
- The Enrolee and M2M Enrolment Function are provided with either:

" M2M Authentication Function Identifier (MAF-ID) identifying the M2M Authentication Function
for which the Enroleeis to be remotely provisioned when used in conjunction with a MAF-based
security association establishment framework; or

" The identifier of Enrolee B (Enrolee B-1D), when used in conjunction with a Provisioned
Symmetric Key Security Association Establishment.

NOTE 1. Theidentity of the M2M Authentication Function or the Enrolee B is assumed to have been configured

prior to the Bootstrap Instruction Configuration phase.
Additionally, in the case of Certificate-Based Remote Security Provisioning Framework:

- The Enrolee is configured with the M2M Enrolment Function URI (for the purpose of routing the
(D)TLS messages to the M2M Enrolment Function) and M2M Enrolment Function Trust Anchor
information that the Enrolee will use to verify the M2M Enrolment Function.

- The M2M Enrolment Function is configured with the Enrole€'s certificate information that the M2M
Enrolment Function will use to verify the Enrolee. The necessary certificate information is dependent on
the Enrolee's certificate's flavour, with details provided in clause 8.1.2.4 "Information Needed for
Certificate Authentication of another Entity".

Bootstrap Enrolment Handshake: Identification, authentication and security context establishment between
the Enrolee and M2M Enrolment Function.

Enrolment Key Generation: generating a symmetric Enrolment Key,(Ke) and corresponding Enrolment Key
Identifier (Keld) shared by the Enrolee and M2M Enrolment Function, which is used for subsequent
generation of the Master Credential (Km) or Provisioned M2M Symmetric Key (Kpsa).

Integration to the Association Security Handshake:

For MAF-based symmetric Key Security Association, the following steps occur during the MAF Handshake of
the MAF-Based Security Association Establishment:

- The Enrolee derives the Master Credential (Km) from the Enrolment Key (Ke) and M2M Authentication
Function Identifier (MAF-ID). Details of the derivation are provided in clause 9.4.

ETSI



oneM2M TS-0003 version 1.4.2 Release 1 50 ETSI TS 118 103 V1.1.0 (2016-03)

- The Enrolee generates the Master Credential Identifier (Kmld) from Master Credential (Km) as
described in clause 9.1, and stores Km and Kmid.

- The Enrolee passes the Enrolment Key Identifier (Keld) to the M2M Authentication Function (see "MAF
Handshake" in clause 8.2.2.3).

NOTE 2: When the Enrolee first communicates with the M2M Authentication Function, then the M2M
Authentication Function has not yet retrieved the Km from the M2M Enrolment Function. Consequently,
the Enrolee provides the Keld to the M2M Authentication function, which is then passed to the M2M
Enrolment Function to identify the Enrolment Key. The M2M Enrolment Function then returns the Km
from which the M2M Authentication Function can derive the Kmld. In subsequent Security
Establishments, the Enrolee may provide the Kmld or the Keld, and the M2M Authentication Function
will know that both identifiers indicate the retrieved Km. For more details, see "MAF Handshake" in
clause 8.2.2.3.

- Upon receipt of the Keld as part of the TLS handshake " ClientK eyExchange" message, the M2M
Authentication Function determinesif it already has the corresponding Km and CSE-ID or AE-ID of the
Enrolee:

L] If the M2M Authentication Function already has the corresponding Km and CSE-ID or AE-ID of
the Enroleg, then the Km is used for mutual authentication (see "MAF Handshake" in
clause 8.2.2.3).

L] If the M2M Authentication Function does not have the corresponding Master Credential (Km) and
CSE-ID or AE-ID of the Enrolee, then the following steps are followed:

- After receiving the "ClientK eyExchange" as part of the TL S handshake message, the M2M
Authentication Function puts the ongoing TL S handshake with the Enrolee on hold while it
initiates communications with the M2M Enrolment Function. The M2M Authentication
Function (securely) passes the Keld to the M2M Enrolment Function, along with the M2M
Authentication Function's URI.

- The M2M Authentication Function initiates establishing a mutually-authenticated TLS
Session with the M2M Enrolment Function:

* The M2M Authentication Function extracts the M2M Enrolment Function's FQDN
from the Keld and thereby knows the contact address of the M2M Enrolment Function.

* The M2M Authentication Function authenticates itself to the M2M Enrolment Function
using an FQDN certificate containing the FQDN of the M2M Authentication Function.

* The M2M Enrolment Function authenticates itself to the M2M Authentication Function
using an FQDN certificate containing the FQDN of the M2M Enrolment Function.

- The M2M Enrolment Function derives the Km from the Ke and MAF-ID. Details of the
derivation are provided in clause clause 10.3.2 "Derivation of Master Credential from
Enrolment Key".

- The M2M Enrolment Function authorizes M2M Authentication Function, i.e. the M2M
Enrolment Function shall verify whether the requested Enrolee(i.e. Keld associated with an
Enrolee) information and credentials can be provisioned to M2M Authentication Function.

NOTE 3: During Bootstrap Instruction Configuration phase, M2M Enrolment Function is provisioned with the
information about the M2M A uthentication Functions or the Enrolment Targets for which the M2M
Enrolment Function is authorized to provide the credentials of the Enrolee. So when an Enrolment Target
reguests for credentials of the Enrolee, then the M2M Enrolment Function verifiesif the Enrolment
Target isindeed authorized to be provisioned with the Enrolee's credentials.

- The M2M Enrolment Function returns the Km and lifetime of Km as mentioned in clause
10.7 to the M2M Authentication Function. If the CSE-ID or AE-ID of the Enroleeis
configured to the M2M Enrolment Function, then the M2M Enrolment Function also passes
this CSE-ID or AE-ID to the M2M Authentication Function.
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The M2M Authentication Function generates the Master Credential Identifier (Kmld) from
Master Credential (Km) as described in clause 9.1, and stores Km and Kmld and resumes the
TLS handshake with the Enrolee by sending a TLS handshake "Finished" message to the
Enrolee.

The Master Credential (Km) is used for mutual authentication and generation of K¢ and Kcld
as described in MAF-Based Security Association Establishment Framework (see "MAF
Handshake" in clause 8.2.2.3).

The Enrolee and M2M Authentication Function set Master Credential Identifier (Kmid) to the
value of the Enrolment Key Identifier (Keld).

The Enrolee and M2M Authentication Function store Km and Kmld.

For Provisioned Symmetric Key Security Association Establishment, similar procedure applies where Enrolee
B playsthe role of M2M Authentication Function, Kpsa plays the role of Km, lifetime of Kpsa corresponds to
the lifetime of Km, Kpsald is generated instead of Kmld. Generation of Kpsais described in 10.3.3
"Derivation of Provisioned Secure Connection Key from Enrolment Key".

NOTE 4: If the Enrolment Target hosts a < ServiceSubscribedAppRule> resource, then the fetched credentials from
the M2M Enrolment Function or the M2M Authentication Function needs to be stored after the
Enrolment Target establishes a secured connection with the Enrolee. A Credential 1D valuein the format
as mentioned in clause 10.4 is generated using the credential used for the secured connection
establishment and is added into the applicableCredl Ds attribute of the < ServiceSubscribedAppRule>

resource.

NOTE 5: If the Enroleel D of the Enroleeis retrieved from the M2M Enrolment Function or the M2M
Authentication Function, then the same is saved in the allowedAEs attribute of the
< ServiceSubscribedAppRule> resource.

Figure 8.3.1.2-1 provides a summary of the above defined Remote Security Provisioning Frameworks.
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Figure 8.3.1.2-1: Overview of the Remote Security Provisioning Frameworks supported by oneM2M

8.3.2 Detailed Remote Security Provisioning Framework

8.3.2.1 Pre-Provisioned Symmetric Key Remote Security Provisioning Framework

This clause describes the Pre-Provisioned Symmetric Key Remote Security Provisioning Framework. The Bootstrap
Credential for this framework is along-term symmetric key that has been pre-provisioned into the Enrolee and M2M
Enrolment Function; this key is called a Pre-Provisioned Symmetric Enrolee Key and is denoted Kpm.

NOTE 1: Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured,
and for thisreason it is recommended that Long term Pre-Provisioned Symmetric Enrolee Keys are stored
in Secure Environments.
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Figure 8.3.2.1-1 illustrates the sequence of events when using the Pre-Provisioned Symmetric Enrolee Key Remote
Security Provisioning Framework.
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The following font colours differentiate the general topic that the text relates to:

Black text contains Remote Security Provisioning-Framework-independent details
Blue italic text highlights details specific to this particular Remote Security Provisioning Framework.
Purple italic text highlights technical actions that may include steps not specified by oneM2M.

Figure 8.3.2.1-1: The sequence of events when using
the Pre-Provisioned Symmetric Key Remote Security Provisioning Framework

Bootstrap Credential Configuration: The Pre-Provisioned Symmetric Enrolee Key (Kpm) and the corresponding Pre-
Provisioned Symmetric Enrolee Key Identifier, denoted Kpmld, are pre-provisioned to both entities. The Enroleeis also
pre-provisioned with the M2M Enrolment Function's URI (MEF URI), for the purpose of routing the (D) TL S exchange.

NOTE 2: This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.

Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function are configured with the information
needed for authorizing the remote provisioning:

The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

- The Enrolment Target identity: Identifying the Enrolment Target for which the Enrolee isto be

provisioned.
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- The Enrolee associates these arguments with the M2M Enrolment Function. The M2M Enrolment
Function can be identified to the Enrolee using the Pre-Provisioned Symmetric Enrolee Key Identifier
(Kpmild) or the M2M Enrolment Function URI.

Enrolment Expiry: Life Time to be applied for the key generated, i.e. Ke as mentioned in clause 10.7.

. M2M Enrolment Function is configured with the following arguments to authorize the M2M Enrolment
Function to remotely provision the Enrolee for an Enrolment Target:

- The Enrolment Target Identity: Identifying the Enrolment Target for which the Enroleeisto be
provisioned.

- Enrolee's assigned CSE-ID or AE-ID (Enrolee-ID). The M2M Enrolment Function is to provide this
entity identity for the Enrolee with the Km or Kpsato the Enrolment Target, when requested by the
Enrolment Target.

- The M2M Enrolment Function associates these arguments with an Enrolee. The Enrolee can be identified
to the M2M Enrolment Function using the Pre-Provisioned Symmetric Enrolee Key Identifier (Kpmld).

Enrolment Expiry: Life Time to be applied for the keys generated, i.e. Ke. The M2M Enrolment Function may provide
this lifetime along with Km or Kpsato the Enrolment Target.

Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D) TLS-PSK handshake [15]
to establish a secure session.

e  The"psk_identity" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key Identifier
(Kpmid).

. The"psk" parameter [15] is set to the value of the Pre-Provisioned Symmetric Enrolee Key (Kpm).

e  The(D)TLS cipher suite profile for this's assigned CSE-ID or AE-ID is specified in clause 10.2.2"TLS and
DTLS Ciphersuites for TLS-PSK-Based Security Frameworks'.

Enrolment Key Generation:

a TheEnrolment Key (Ke) and RelativeKeld is generated from the (D) TLS session secrets by the Enrolee and
M2M Enrolment Function using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1"TLS
Key Export Details".

b) TheEnrolment Key Identifier (Keld) is generated from the RelativeKeld and the M2M Enrolment Function's
FQDN by the Enrolee and M2M Enrolment Function, as described in clause 10.3.4 "Generating Keld".

¢) TheEnrolee and M2M Enrolment Function store the Enrolment Key (Ke) and Enrolment Key Identifier
(Keld).

NOTE 3: The Enrolment Key Generation for the Pre-Provisioned Symmetric Enrolee Key Remote Security
Provisioning Framework is identical to the Enrolment Key Generation for the Certificate-Based Remote
Security Provisioning Framework.

Integration to the Association Security Handshake: See"Overview of Remote Security Provisioning Frameworks'
inclause 8.3.1.

NOTE 4: An Enrolment Target and Enrolee can establish afresh (D)TLS-PSK handshake using Km or Kpsa at any
time within the Enrolment Expiry as described in clause 10.7. The lifetime of that (D)TLS security
association between the Enrolee and the Enrolment Target cannot exceed the Enrolment Expiry value
provisioned during the Enrolment Process. If the Enrolment Expiry is exceeded and if the Enrolee
initiates anew (D) TLS-PSK handshake towards the Enrolment Target, the Enrolment Target needs to
reject the handshake procedure, which indicates that the Enrolee has to re-initiate the Remote Security
Provisioning procedures as described in this clause. The Enrolment Target needs to erase the credential-1d
and all the credential s associated with the particular Enrolee.
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Certificate-Based Remote Security Provisioning Framework

This clause describes the Certificate-Based Remote Security Provisioning Framework. The Bootstrap Credentials for

this framework are Certificates.

Figure 8.3.2.2-1 illustrates the sequence of events when using the Certificate-Based Remote Security Provisioning

Framework.
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NOTE: The following font colours differentiate the general topic that the text relates to:

Black text contains Remote Security Provisioning -Framework-independent details.

Blue italic text highlights details specific to this particular Remote Security Provisioning Framework.
Purple italic text highlights technical actions that may include steps not specified by oneM2M.

Red italic text highlights security-related properties.

Figure 8.3.2.2-1: The sequence of events when using
the Certificate-Based Remote Security Provisioning Framework

Bootstrap Credential Configuration: For this Remote Security Provisioning Framework, Enrolee and M2M
Enrolment Function authenticate each other using a Public Key Certificate. The Bootstrap Credentials for the Enrolee
and M2M Enrolment Function are pre-provisioned as described in clause 8.1.2.3 " Credential Configuration for

Certificate-Based Security Frameworks".
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NOTE 1. Theidentities of the M2M Enrolment Function and Enrolment Target are assumed to have been
configured prior to this phase.

Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function are configured with the information
needed for authorizing the remote provisioning:

. The Enroleeis configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

- The URI of the M2M Enrolment Function which will facilitate the remote provisioning, for the purpose
of routing the (D)TL S exchange.

- Information needed for certificate authentication of the M2M Enrolment Function using an MEF
certificate as described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another
Entity".

- The Enrolment Target Identity : Identifying the Enrolment Target for which the Enroleeisto be
provisioned.

. The M2M Enrolment Function is configured with the following arguments describing Enrolee authorized to
perform Security Handshake with M2M Enrolment Function:

- Information needed for certificate authentication of the Enrolee, as described in clause 8.1.2.4
"Information Needed for Certificate Authentication of another Entity".

- The Enrolment Target Identity : Identifying the Enrolment Target for which the Enrolee (authenticated
using the above Enrolee Certificate information) is to be provisioned.

- The Enrolee's assigned CSE-ID or AE-ID (Enrolee-ID). The M2M Enrolment Function is to provide this
entity identity for the Enrolee with the Km or Kpsa to the Enrolemnt Target, when requested by the
Enrolment Target.

Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D) TL S handshake as specified
iNTLS 1,2 IETF RFC 5246 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.to establish a secure session:

. Each entity (Enrolee and M2M Enrolment Function) verifies the other entity's certificate as described in
clause 8.1.2.5 "Certificate Verification".

e  TheEnrolee and M2M Enrolment Function authenticate each other using the validated certificates as specified
inTLS 1.2 IETF RFC 5246 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.

e  The(D)TLS cipher suite profile for this's assigned CSE-ID or AE-ID is specified in clause 10.2.3"TLS and
DTLS Ciphersuites for Certificate-Based Security Frameworks'.

Enrolment Key Generation:

e Thestepsareidentical to those shown for "Enrolment Key Generation” in clause 8.3.2.1 "Pre-Provisioned
Symmetric Key Remote Security Provisioning Framework™.

Integration to the Association Security Handshake: See"Overview of Remote Security Provisioning Frameworks'
in clause 8.3.1.

8.3.2.3 GBA-Based Remote Security Provisioning Framework

To share along term Master Credential (Km) or Provisioned Secure Connection Key (Kpsa) between an Application
Service/Middle Node and an Enrolment Target, the M2M Application Service/Middle Node shall perform a successful
GBA bootstrapping and derive a NAF key (Ks_(ext/int)_NAF). This NAF key isthe Master Credential (Km) or
Provisioned Secure Connection Key (Kpsa).
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The following font colours differentiate the general topic that the text relates to:
Black text contains Remote Security Provisioning -Framework-independent details.

Blue italic text highlights details specific to this particular Remote Security Provisioning Framework.

Purple italic text highlights technical actions that may include steps not specified by oneM2M.

Figure 8.3.2.3-1: The sequence of events when using
the GBA-Based Remote Security Provisioning Framework

Bootstrap Credential Configuration: The credentials configurati

on for Enrolee and M2M Enrolment Function (MEF)

is described in 3GPP specification ETSI TS 133 220 [13]. The MEF plays the role of the BSF. The credentials used to
perform mutual authentication between Enrolee and MEF are UNSP specific.

Bootstrap Instruction Configuration: The Enrolee, the MEF and the Enrolment Target shall be configured with the

information needed for authorizing the remote provisioning.

. The Enrolee shall be configured with the Enrolment Target | dentity: identifying the Enrolment Target for

which the Enroleeis to be provisioned.

. The MEF shall be configured with the Enrolee-ID and the Enrolment Target Identity:

- The Enrolment Target |dentity: Identifying the Enrolment Target for which the Enrolee (authenticated

using the GBA) is to be provisioned.
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- The Enrolee's assigned CSE-ID or AE-ID (Enrolee-ID), The M2M Enrolment Function is to provide this
entity identity for the Enrolee with the Km or Kpsato the Enrolment Target, when requested by the
Enrolment Target.

- Enrolee's GBA User Security Settings (GUSS) enables indicating if Enrolee is allowed to establish a
NAF-specific key with the Enrolment Target or/and if the BSF can distribute a NAF specific key to the
Enrolment Target.

Bootstrap Enrolment Handshake:

The Bootstrap Enrolment Handshake enables the establishment of a GBA bootstrapped key (Ks) shared between the
Enrolee and the MEF with associated Bootstrapping Transaction Identifier ( B-TID) and key lifetime, by performing to
the GBA Bootstrapping phase described in ETSI TS 133 220 [13].

If a bootstrapped key Ksis aready shared between Enrolee and the MEF and still valid, then the Bootstrap Enrolment
Handshake phase is not needed. The Enrolment Key Generation phase can take place with the existing GBA
Bootstrapped key Ks.

Enrolment Key Generation phase:

The Enrolment Key (Ke) shall be the GBA Bootstrapped key (Ks) established during the Bootstrap Enrolment
Handshake.

The Enrolment Key Identifier (Ke-1D) shall be the Bootstrapping Transaction Identifier ( B-TID) generated during the
Bootstrap Enrolment Handshake.

Integration to the Association Security Handshake:

. The Enrolee and the Enrolment Target shall establish the Master Credential (Km) or the Provisioned Secure
Connection Key (Kpsa) thanks to procedures described in ETSI TS 133 220 [13] using the Enrolment Key
(Ke) as GBA bootstrapped key Ks and the Enrolment Key Identifier (Ke-1D) as B-TID. The Enrolment Target
playstherole of a NAF.

- The Enrolee and the Enrolment Target shall establish NAF-specific key(s) as described in ETS
TS 133220 [13]. A key lifetimeis associated to the NAF-specific keys. The Enrolment Target also
receives the Enrolee's User Security Settings (USS) from the MEF/BSF:

" The FQDN of the NAF, used as input to generate the Ks_(int/ext) NAF, shall be set as follows:

- In the case where the Enrolment Target isan M2M Authentication Function, then the FQDN
of the NAF is set to the FQDN of the M2M Authentication Function.

- In the case where the Enrolment Target is a CSE, then the FQDN of the NAF is set to the
public domain name representation of the CSE-ID asdefined in ETSI TS 118 101 [1].

" In case of GBA_ME, NAF-specific key isKs_NAF.
L] In case of GBA_U, NAF-specific keysare Ks int. NAF and Ks_ext NAF.

- The Master Credential (Km) ) or the Provisioned Secure Connection Key (Kpsa) shall be the NAF-
specific key:

] In case of GBA_ME, Km/Kpsa=Ks NAF.

L] In case of GBA_U, Km/Kpsa= Ks_int. NAF if HTTP Client application residesin the UICC.
Otherwise, Km/Kpsa = Ks_ext NAF.

- The Enrolee and the Enrolment Target shall set the Master Credentia Identifier (Km-Id) or the
Provisioned Secure Connection Key Identifier (Kpsa-1d) to the value of Keld.

Enrolee and Enrolment Target shall perform (D) TLS-PSK handshake (IETF RFC 4279 [15]) with the Master Credential
(Km) or Provisioned Secure Connection Key (Kpsa) as Pre-Shared Key in compliance with clause 10.2.2 "TLS and
DTLS Ciphersuites for TLS-PSK-Based Security Frameworks'. If UICC is used as Secure Environment supporting
Remote Security Provisioning, GBA-U with Km/Kpsa = Ks int NAF shall be used for authentication and key
exchange.
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9 Security Framework Procedures and Parameters

9.0 Introduction

This clause specifies procedures and parameters of the phases of Security Association Establishment Frameworks
(clause 8.2) and Remote Security Provisioning Frameworks (clause 8.3).

9.1 Security Association Establishment Framework Procedures
and Parameters

9.1.1 Credential Configuration Parameters
9.1.1.0 Introduction

The following Credential Configuration procedures are described in the present clause:

. Credential Configuration of Entity A and Entity B, see clause 9.1.1.1.

. Credential Configuration of M2M Authentication Functions, see clause 9.1.1.2.
9.1.1.1 Credential Configuration of Entity A and Entity B

Table9.1.1.1-1 lists the parameters that may be configured to Entity A during the Credential Configuration phase and
which are common to all Security Association Establishment Frameworks.

Table 9.1.1.1-1: Parameters that may be configured to Entity A during the Credential Configuration
phase and which are common to all Security Association Establishment Frameworks

Parameter common to all Security Association
Establishment Frameworks
(If Entity A is a CSE) Entity A's CSE-ID

Table9.1.1.1-2 lists the parameters configured to a Field-Domain Security Association End-Points in the Credential
Configuration phase and which are specific to the Security Association Establishment Framework.

Table 9.1.1.1-2: Parameters configured to a Field Domain Security Association end-point
during the Credential Configuration phase and which are specific to a Security Association
Establishment Framework

Security Association Establishment Framework Parameter
Provisioned Symmetric Key Kpsa
Kpsald
Certificate |Entity authenticates itself using a Raw Public Key |Entity's Private Key
Based Certificate Entity's Raw Public Key Certificate
Entity authenticates itself using a Device Entity's Private Key
Certificate Entity's Certificate and Chain
Entity authenticates itself using a CSE-ID Entity's CSE-ID
Certificate Entity's Private Key
Entity's Certificate and Chain
Entity authenticates itself using an AE-ID Entity's AE-ID
Certificate Entity's Private Key
Entity's Certificate and Chain
MAF- Entity A MAF Identifier (MAF-ID)
Based Master Credential (Km Id)
Master Credential Identifier (Kmld)
Entity B Entity B and MAF shall be able to establish mutually-
authenticated secure communication. The details are
not specified in the present document
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The Credential Configuration of Entity A and Entity B for the Provisioned Symmetric Key Security Association
Establishment Framework, or the MAF-Based Security Association Establishment Framework is achieved through
either:

o Pre-provisioning via mechanisms which are not specified in the present document.
. Remote provisioning via one of the Remote Security Provisioning Frameworksin clause 8.3.

The Credential Configuration of Entity A and Entity B for the Certificate Security Association Establishment
Frameworks is performed by pre-provisioning via mechanisms which are not specified in the present document.

9.1.1.2 Credential Configuration of M2M Authentication Functions

Table9.1.1.2-1 lists the parameters configured to M2M Authentication Functions in the Credential Configuration phase.
The M2M Authentication Function'sidentifier (MAF-ID) is presumed to have been configured prior to the Credential
Configuration phase.

Table 9.1.1.2-1: Parameters configured to a M2M Authentication Functions
during the Credential Configuration phase

Security Association Establishment Parameter
Framework
MAF-Based A-to-MAF Authentication masterCredential (Km)
masterCredentialldentifier (Kmld)
B-to-MAF Authentication Entity B and MAF shall be able to establish mutually-authenticated
secure communication. The details are not specified in the present
document

The Credential Configuration of M2M Authentication Framework shall be achieved through either:

o Business logic of the Stakeholder operating the M2M Authentication Function, and the details are not
described in the present document.

. Remote provisioning via one of the Remote Security Provisioning Frameworksin clause 8.3.
9.1.2 Association Configuration Procedures and Parameters
9.1.2.0 Introduction
The following Association Configuration procedures are described in this clause:

. Association Configuration of Entity A, see clause 9.1.2.1.1.

e  Association Configuration of Entity B, see clause 9.1.2.1.2.

. Association Configuration of M2M Authentication Functions, see clause 9.1.2.2.
9.1.2.1 Association Configuration of Entity A and Entity B
9.1.21.1 Association Configuration of Entity A

Table9.1.2.1.1-1 lists the parameters configured to Entity A in the Association Configuration phase and which are
common to all Security Association Establishment Frameworks.

Table 9.1.2.1.1-1: Parameters configured to Entity A during the Association Configuration phase and
which are common to all Security Association Establishment Frameworks

Parameter common to all Security Association
Establishment Frameworks
Entity B's CSE-ID

Table9.1.2.1.1-2 lists the parameters configured to Entity A in the Association Configuration phase which are specific
to the Security Association Establishment Framework.
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Table 9.1.2.1.1-2: Parameters configured to Entity A during the Association Configuration phase
which are specific to a Security Association Establishment Framework

Security Association Establishment Framework

Parameters specific to the Security Association
Establishment Frameworks

Provisioned Symmetric Key

None

Certificate Entity B is authenticated using Raw Public Entity B's Public key identifier
Based Key Certificate
Entity B is authenticated using Device Entity B's globally unique hardware instance identifier
Certificate
Entity B's trust anchor information
Entity B is authenticated using CSE-ID Entity B's trust anchor information
Certificate
Entity B is authenticated using AE-ID Entity B's trust anchor information
Certificate
MAF-Based “None

Mechanisms for Association Configuration of Entity A shall authenticate the configuration source and provide integrity
protection for the configured information communicated from the configuration source to the entity.

9.1.2.1.2

Association Configuration of Entity B

Table9.1.2.1.2-1 lists the parameters configured to the Registrar (Entity B) in the Association Configuration phase.

Table 9.1.2.1.2-1: Parameters configured to Entity B
during the Association Configuration phase

Security Association Establishment Framework

Parameters specific to the Security Association
Establishment Frameworks

Provisioned Symmetric Key None

Certificate Entity B is authenticated using Raw Public None

Based Key Certificate
Entity B is authenticated using Device Entity A's trust anchor information
Certificate, CSE-ID Certificate or AE-ID
Certificate

MAF-Based None

Mechanisms for Association Configuration of Entity B shall authenticate the configuration source and provide integrity
protection for the configured information communicated from the configuration source to the entity.

9.1.2.2

Association Configuration of M2M Authentication Functions

Table9.1.2.2-1 lists the parameters configured to M2M Authentication Functionsin the Association Configuration

phase.

Table 9.1.2.2-1: Parameters configured to a M2M Authentication Functions
during the Association Configuration phase

Security Association Establishment Framework

Parameter

MAF-Based |A-to-MAF Authentication

Entity B's CSE-ID or AE-ID (IdB)

The present document assumes that Association Configuration of the M2M Authentication Functions will utilize
business logic of the Stakeholder that operates the M2M Authentication Function, and the details are not described in

the present document.
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9.2 Remote Security Provisioning Framework Procedures and
Parameters

9.2.1 Bootstrap Credential Configuration Procedures and Parameters
9.2.1.0 Introduction

The following Bootstrap Credential Configuration procedures are described in this clause:

. Bootstrap Credential Configuration of Enrolees and Enrolment Targets (except for the GBA-Based case as
discussed below), see clause 9.2.1.1.

o Bootstrap Credential Configuration of M2M Enrolment Functions (except for the GBA-Based case as
discussed above), see clause 9.2.1.2.

The following Bootstrap Credential Configuration procedures are specified by other organizations:

. Bootstrap Credential Configuration of Underlying Network Service Provider authentication servers (e.g. HLR,
HSS or AAA) for the GBA-Based Security Association Establishment Framework. These details are specified
by ETSI TS 133 220 [13], 3GPP2 S.S0109-A [14].

. Bootstrap Credential Configuration of Enrolees for the GBA-Based Security Association Establishment
Framework. These details are specified by ETS| TS 133 220 [13], 3GPP2 S.S0109-A [14].

9.21.1 Bootstrap Credential Configuration of Enrolee

Table 9.2.1.1-1 lists the parameters configured to Enrolees in the Bootstrap Credential Configuration phase for
authentication with the M2M Enrolment Function in the Pre-Provisioned Symmetric Enrolee Key Remote Security
Provisioning Framework and Certificate-Based Remote Security Provisioning Framework.

Table 9.2.1.1-1: Parameters configured to Enrolees
during the Bootstrap Credential Configuration phase

Remote Security Provisioning Framework Parameter
Pre-Provisioned M2M Secure Connection Key Kpm
authentication. Not applicable to MAF. Kpmld
MEF URI
Certificate-Based Enrolee authenticates  |Enrolee 's Private Key
authentication itself using a raw public |Enrolee 's Raw Public Key Certificate
key
Enrolee authenticates  |Enrolee 's Private Key
itself using a device Enrolee 's Certificate and Chain
certificate
Enrolee authenticates  |Enrolee 's Private Key
itself using a CSE-ID or |Enrolee 's Certificate and Chain
AE-ID certificate

The Bootstrap Credential Configuration of an Enrolee for the Pre-Provisioned Symmetric Enrolee Key Remote Security
Provisioning Framework and Certificate-Based Remote Security Provisioning Framework shall authenticate the
configuration source and shall provide confidentiality and integrity protection of the configured information
communicated from the configuration source to the secured environment of the Enrolee. The present document does not
specify any such mechanisms.

The Bootstrap Credential Configuration of an Infrastructure Domain Enrolment Target (including an M2M
Authentication Functions) expected to use business logic of the Stakeholder operating the Infrastructure Domain
Enrolment, and the details are not described in the present document.

9.21.2 Bootstrap Credential Configuration of M2M Enrolment Functions

It is assumed that an M2M Enrolment Function already knows its FQDN.
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Table 9.2.1.2-1 lists the parameters configured to M2M Enrolment Functionsin the Bootstrap Credential Configuration
phase for mutual authentication with Enrolees and Enrolment Targets using the Pre-Provisioned Symmetric Enrolee
Key Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework.

Table 9.2.1.2-1: Parameters configured to the M2M Enrolment Function
during the Bootstrap Credential Configuration phase for mutual authentication with Enrolees
and Enrolment Targets using the Pre-Provisioned Symmetric Enrolee Key Remote
Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework

Remote Security Provisioning Framework Parameters specific to the Remote Security Provisioning
Frameworks
Pre-Provisioned Symmetric Enrolment Key Kpm
authentication of Enrolee or Enrolment Target Kpmid
Certificate Based authentication of Enrolee or MEF PrivateKey
Enrolment Target MEF Certificate and Chain

The Bootstrap Credential Configuration of M2M Enrolment Functions is expected to use business logic of the
stakeholder operating the M2M Enrolment Function, and the details are not described in the present document.

9.2.2 Bootstrap Instruction Configuration Procedures and Parameters
9.2.2.0 Introduction
The following Bootstrap Instruction Configuration procedures are described in this clause:

. Bootstrap Instruction Configuration of Enrolees, see clause 9.2.2.1.

. Bootstrap Instruction Configuration of M2M Enrolment Functions, see clause 9.2.2.3.

. Bootstrap Instruction Configuration of Underlying Network Service Provider authentication servers (e.g. HLR,
HSSor AAA), see clause 9.2.2.4.

9.22.1 Bootstrap Instruction Configuration of Enrolees

Table 9.2.2.1-1 lists the parameters configured to an Enrolee during the Bootstrap Instruction Configuration phase
which are common to al Remote Security Provisioning Frameworks.

Table 9.2.2.1-1: Parameters configured to an Enrolee during the Bootstrap Instruction
Configuration phase of which are common to all Remote Security Provisioning Frameworks

Parameter common to all Remote Security Provisioning Frameworks
Enrolment Target Identifier
(Enrolee B's AE-ID or CSE-ID, or MAF-ID)

Table 9.2.2.1-2 lists the Remote Security Provisioning Framework-specific parameters configured an Enrolee in the
Bootstrap Instruction Configuration phase of the Remote Security Provisioning Framework.

Table 9.2.2.1-2: Remote Security Provisioning Framework - specific parameters configured to
an Enrolee during the Instruction Configuration phase of the Remote Security Provisioning

Framework
Remote Security Provisioning Framework Remote Security Provisioning Framework-specific
Parameters
Pre-Provisioned Symmetric Enrolment Key Enrolment Expiry
Certificate Based MEF URI
MEF TrustAnchor Information
GBA-Based None

Mechanisms for Bootstrap Instruction Configuration of Enrolees shall authenticate the configuration source and shall
provide at least integrity protection of the configured information communicated from the configuration source to the
Enrolee.
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n of M2M Enrolment Functions

Table 9.2.2.3-1 lists the parameters configured to an M2M Enrolment Function during the Bootstrap Instruction
Configuration phase which are common to the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning
Framework and Certificate-Based Remote Security Provisioning Framework.

Table 9.2.2.3-1: Parameters configured to M2M Enrolment Functions

during the Bootstrap Instruction Configu

ration phase of which are common to

the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework
and Certificate-Based Remote Security Provisioning Framework

Parameter common to all Remote Security
Provisioning Frameworks

Enrolment Target Identity

(Enrolee B's CSE-ID or AE-ID, or MAF-ID)

Table 9.2.2.3-2 lists the Remote Security Provisioning Framework-specific parameters configured to an M2M
Enrolment Functions in the Bootstrap Instruction Configuration phase of the Pre-Provisioned Symmetric Enrolee Key
Remote Security Provisioning Framework and Certificate-Based Remote Security Provisioning Framework.

Table 9.2.2.3-2: Remote Security Provisioning Framework-specific parameters configured
to an M2M Enrolment Function during the Instruction Instruction Configuration phase
of the Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework
and Certificate-Based Remote Security Provisioning Framework

Remote Security Provisioning Framework

Remote Security Provisioning
Framework-specific Parameters

Pre-Provisioned Symmetric Enrolment Key

Enrolment Expiry

Certificate Based |Enrolee is authenticated using a raw public

key certificate Enrolee's Public key identifier

Enrolee is authenticated using a device certificate

Enrolee's M2M Device ID
Enrolee's Trust Anchor Information

Enrolee is authenticated using a CSE-ID or

AE-ID certificate |Enrolee's Trust Anchor Information

The present document assumes that Bootstrap Instruction Configuration of the M2M Enrolment Functions utilizes

business logic of the Stakeholder that operates the M2M Enrol
present document.

ment Function, and the details are not described in the

9.224 Bootstrap Instruction Configuration of UNSP Authentication Server

Table 9.2.2.4-1 lists the parameters configured to an Underlying Network Service Provider authentication server
(e.g. HLR, HSS or AAA) during the Bootstrap Instruction Configuration phase of the GBA-Based Remote Security

Provisioning Framework.

Table 9.2.2.4-1: Parameters configured to M2M Enrol

ment Functions during the Bootstrap Instruction

Configuration phase of the GBA-Based Remote Security Provisioning Framework

Parameter

Mandatory /Optional for all Remote
Security Provisioning Frameworks

Enrolment Target Identifier
(Enrolee B's CSE-ID or AE-ID, or MAF-ID)

Mandatory

The Bootstrap Instruction Configuration of the Underlying Network Service Provider authentication server is achieved
by updating the GBA User Security Settings (GUSS) (ETSI TS 133 220 [13]) of the User Equipment (UE) upon which

the Enrolee is executed. The present document assumes that th

is Bootstrap Instruction Configuration utilizes business

logic of the Underlying Network Service Provider, and the details are not described in the present document.
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10 Protocol and Algorithm Details

10.1  Certificate-Based Security Framework Details

10.1.1 Certificate Profiles
10.1.1.0 General

NOTE: These certificate profiles are compliant with the CoAP specification IETF RFC 7252 [38].
10.1.1.1 Common Certificate Details
All certificates shall conform to the following profile;

e  Certificates shall conformto IETF RFC 5280 [34].

e  Thecertificate shall include a SubjectPublicKeylnfo that indicates an algorithm of id-ecPublicKey with
namedCurves secp256r1 [34]; this curve is equivalent to the NIST P-256 curve [39].

. The public key format shall be uncompressed [46].
e  The hash algorithm shall be SHA-256.
. The key usage extension shall be included and shall indicate at least digital Signature.
10.1.1.2 Raw Public Key Certificate Profile
Raw public key certificates shall conform to clause 10.1.1.1 "Common Certificate Details' and IETF RFC 7250 [37].
10.1.1.3 Details Common to Certificates with Certificate Chains
Certificates with Certificate Chains shall conform to the following description:
e  These certificates shall conform to clause 10.1.1.1 "Common Certificate Details".
. Certificates shall be signed with ECDSA using secp256r1, and the signature shall use SHA-256.

. Certificate chains should limit the number of intermediate CA certificates to avoid having a negative impact in
constrained environments.

10.1.1.4 Profile for Device Certificates and their Certificate Chains
10.1.1.4.1 Profile for Device Certificates
Device certificates shall conform to the following description:

° Device certificates shall conform to clause 10.1.1.3 " Details Common to the Certificates with Certificate
Chains'.

. The subjectAltName extension of device certificates shall include one or more globally unique hardware
instance identifiers.

EXAMPLE: Annex H "Object Identifier Based M2M Device Identifier" ETSI TS 118 101 [1] defines an object
identifier -based M2M Device ID that can be used for providing a one or more globally unique
hardware instance identifier. An object identifier -based M2M Device ID can be representing in an
otherName field in the subjectAltName extension, where:

= otherName "type-ID" component is set to the M2M Device Indication ID (clause H.2.1
"M2M Device Indication ID" ETSI TS 118 101 [1]) arc of the object identifier M2M Device
ID; and
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= theotherName "value" component is set to the remainder of the object identifier M2M
Device ID: Manufacturer ID arc, Model ID arc, Serial Number 1D arc and optional Expanded
ID arc (see clause H.2 "OID Based M2M Device Identifier" ETSI TS 118 101 [1]).

NOTE: Providing the Model ID as part of the M2M Device ID can have privacy implications in some scenarios.
10.1.1.4.2 Profile for Certificate Authority Certificates for Device Certificates

Certificate Authority Certificates in the certificate chain for a device certificate shall conform to the following
description:

° These certificates shall conform to clause 10.1.1.3 "Details Common to the Certificates with Certificate
Chains'.

. Certificate Authority Certificates for device certificates are recommended to use the name constraints
extension (see clause 4.2.1.10 "Name Constraints' of IETF RFC 5280 [34]) to constrain the globally unique
hardware instance identifiersin subsequent device certificatesin a certification path.

EXAMPLE: Name constraints are defined in terms of permitted or excluded name subtrees. Subtrees of an
object identifier based M2M Device ID name space are represented by an otherName field with:

= "type-ID" set to the M2M Device Indication ID (clause H.2.1 "M2M Device Indication ID"
ETSI TS 118 101 [1]) arc of the applicable object identifier M2M Device ID name space; and

= "value" set to set to the remainder of the object identifier identifying the subtree.

10.1.1.5 Profile for AE-ID Certificates and their Certificate Chains

AE-ID certificates and all other certificates in the corresponding certificate chain shall conform to clause 10.1.1.3
"Details Common to Certificates with Certificate Chains'.

The full URI representation of the AE-ID shall be included in the subjectAltName extension.

The certificate used to sign the AE-ID certificate shall include nameConstraints satisfied by the hostname part of the
full URI representation of the AE-ID.

AE-ID certificates shall not include wildcards.

10.1.1.6 Profile for FQDN Certificates and their Certificate Chains

FQDN Certificates and all other certificates in the corresponding certificate chain shall conform to clause 10.1.1.3
"Details Common to Certificates with Certificate Chains'.

An FQDN Certificate shall include the FQDN of the subject M2M Enrolment Function in the subjectAltName
extension.

FQDN Certificates shall not include wildcards.
10.1.1.7 Profile for CSE-ID Certificates and their Certificate Chains

CSE-1D certificates and all other certificatesin the corresponding certificate chain shall conform to clause 10.1.1.3
"Details Common to Certificates with Certificate Chains'.

The subjectAltName extension shall include the public domain name representation of the CSE-ID as defined in ETSI
TS118101[1].

CSE-ID certificates shall not include wildcards.
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10.1.2 Public Key Identifiers

The public key identifier for araw public key certificate shall calculated as described in section 2 of IETF
RFC 6920 [40] using the SHA-256 hash algorithm. The public key identifier shall be generated using one of the sha-
256-120, sha-256-128 or sha-256 hash algorithms specified in IETF RFC 6920 [40].

It is recommended that the public key identifier be aslong as practical within the deployment constraints.

The trusted public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) is
matched against the raw public key certificate (received during the Security Handshake) using the following procedure:

1) A check digest value is computed according to section 2 of IETF RFC 6920 [40] using the hash algorithm
identified in the trusted public key identifier.

2) Thecheck digest value is compared against the digest value encoded in the trusted public key identifier. If the
values are identical then the raw public key certificate matches the trusted public key identifier. Otherwise, the
raw public key certificate does not match the trusted public key identifier.

10.1.3 Support Requirements for each Public Key Certificate Flavour

Table 10.1.3 lists, for each of the various types of entity (Field Domain CSE, Field Domain AE, IN-CSE, IN-AE, M2M
Authentication Function and M2M Enrolment Function), the flavour of certificate that may be issued to the entity and
the flavour of other entity's certificates that the entity is required to be able to process. In thistable "O" indicates
optional, "M" indicates Mandatory, "CA" indicates that the option is required if the entity supporting the
certificate-based security association establishment framework, "CB" indicates conditional on the entity supporting
certificate-based Remote Security Provisioning framework.

Table 10.1.3-1: Applicability of certificate flavours issued to an entity and flavours
of other entity's certificates that the entity is required to be able to process

Entity Flavour of certificate may be issued to entity |Flavour of other entity's certificates that the entity
is recommended to be able to process.
Raw | Device | CSE-ID | AE-ID FQDN Raw Device | CSE-ID AE-ID FQDN

Field Domain CSE ) 0 ¢] - - CA CA CA CA CB

Field Domain AE 0] @) - O - CA CA CA - CB

IN-CSE ) - O - - CA CA CA CA -

IN-AE 0 - - (0] - CA - CA - -

MAF - - - - M - - - - M

MEF - - - - M CB CB - - M

Mutual authentication between remote management servers and remote management clientsis not considered in the
present document.

10.2 TLS and DTLS Details
10.2.1 TLS and DTLS Versions

Where TCP payloads are to be secured, TLSv1.2 [5] shall be used.

Where UDP payloads are to be secured, DTLS v1.2 [6] shall be used, noting that the DTLS v1.2 ciphersuites are
identical to the TLS v1.2 ciphersuites.

All implementations shall support the Server Name Indication (SNI) to indicate their authority in the SNI HostName
field as defined in section 3 of IETF RFC 6066 [44]. Thisis heeded so that when a host that acts as a virtual server for
multiple Authorities receives anew TLS or DTLS connection, it knows which keysto use for the TLS or DTL S session.

(D)TLS Clients on any Node and (D)TLS Servers on MNs shall support at least one of the TLS ciphersuitesindicated in
clause 10.2.2. "TLS and DTLS Ciphersuites for TLS-PSK-Based Security Frameworks' or 10.2.3"TLSand DTLS
Ciphersuites for Certificate-Based Security Frameworks'.

NOTE: (D)TLS Serverson MN need to support the TLS ciphersuites for those (D)TLS clients they are expected
to interact with.
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(D)TLS Serverson INs shall support all of the TLS ciphersuitesindicated in clause 10.2.2. "TLSand DTLS
Ciphersuites for TLS-PSK-Based Security Frameworks' and 10.2.3 "TLS and DTLS Ciphersuites for Certificate-Based
Security Frameworks'.

10.2.2 TLS and DTLS Ciphersuites for TLS-PSK-Based Security
Frameworks

The following Security Frameworks:
o Provisioned Symmetric Key Security Association Establishment Framework;
. MAF-Based Security Association Establishment Framework;
. Pre-Shared Key Remote Security Provisioning Framework;
. GBA-Based Remote Security Provisioning Framework;
shall use one of the key exchange a gorithms defined in IETF RFC 4279 [15].

TLSimplementations in entities supporting these security frameworks shall implement at least the following TLS
ciphersuite:

e TLS PSK_WITH_AES 128 CBC_SHA256 (IETF RFC 5487 [42]).
DTLS implementations supporting these security frameworks shall implement at least the following ciphersuites
e TLS PSK_WITH_AES 128 CCM_8 (IETF RFC 6655 [31]).

The security considerations of section 7 of IETF RFC 4279 [15] apply. In particular, applications should carefully
weigh whether or not they need Perfect Forward Secrecy (PFS) and select an appropriate ciphersuite (section 7.1 of
IETF RFC 4279 [15]).

10.2.3 TLS and DTLS Ciphersuites for Certificate-Based Security
Frameworks
The following Security Frameworks:
. Certificate-Based Security Association Establishment Framework;
. Certificate-Based Security Bootstrap Framework;

shall use the standard TLS handshake (IETF RFC 5246 [5]) with the ECDHE_ECDSA Key Exchange (IETF
RFC 4492 [43]).

TLS implementations supporting these security frameworks shall implement at least the following ciphersuite:
e TLS ECDHE ECDSA_WITH_AES 128 CBC_SHAZ256, IETF RFC 5289 [32].

DTLS implementations supporting these security frameworks shall implement at least the following TLS ciphersuite:
e TLS ECDHE ECDSA_WITH_AES 128 CCM_8, IETF RFC 7251 [45].

I mplementations supporting these security frameworks shall support authenticating other entities using al available
public key certificate flavours (see clause 8.1.2.1 "Public Key Certificate Flavours"):

o Raw public key certificate: using the mechanism specified in IETF RFC 7250 [37], Implementation shall
support receiving and processing raw public keys compliant with section 9.1.3.2 "Raw Public Key
Certificates’ in IETF RFC 7252 [38].

e All other certificates: X.509 certificates including device hardware identifier. Implementation shall support

receiving and processing raw public keys compliant with section 9.1.3.3 "X.509 Certificates' in
IETF RFC 7252 [38].
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10.3  Key Export and Key Derivation Details
10.3.1 TLS Key Export Details

TLSKey Export Detailsfor Enrolment Key

Following successful TLS authentication between the Enrolee and M2M Enrolment Function, the Enrolment Key (Ke)
and RelativeKeld are generated from the (D) TLS session secrets by the Enrolee and M2M Enrolment Function by
applying TLS Key Export (IETF RFC 5705 [18]) using the label "EXPORTER-oneM 2M-Bootstrap” and length 48. The
Enrolment Key (Ke) is set to the value of the 32 least significant bytes, while RelativeKeld is set to the [32] value of the
16 most significant bytes.

TLSKey Export Detailsfor M2M Secure Connection Key

Following successful TLS authentication between the Entiy A and the M2M Authentication Function (MAF), the M2M
Secure Connection Key (Kc) and the M2M Secure Connection Key Identifier (Kcld) are generated from the (D)TLS
session secrets by the Entity A and the MAF by applying TLS Key Export (IETF RFC 5705) [18] using the label
"EXPORTER-oneM2M-Connection" and length 48. The M2M Secure Connection Key (Kc¢) is set to the value of the 32
least significant bytes, while M2M Secure Connection Key Identifier (Kcld) is set to the value of the 16 most
significant bytes.

10.3.2 Derivation of Master Credential from Enrolment Key

This clause describes the details when generating a Master Credential (Km) from an Enrolment Key (Ke) in Security
Bootstrap Frameworks.

The following information shall be used when generating Km from Ke:
. the value of the Enrolment Key (Ke);

e the M2M Authentication Function Identifier (MAF-ID) shall be encoded to an octet string according to UTF-8
encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in
[20].

The value of Km shall be generated as:
Km:= HMAC-SHA-256(Ke, "oneM2M Enrolment Key to Master Credential derivation” || MAF-ID),
where HMAC-SHA-256 is defined in IETF RFC 2104 [33].
10.3.3 Derivation of Provisioned Secure Connection Key from Enrolment
Key

This clause describes the details when generating a Provisioned Secure Connection Key (Kpsa) from an Enrolment Key
(Ke) in Remote Provisioning Frameworks.

The following information shall be used when generating Kpsa from Ke:
e  Thevaue of the Enrolment Key (Ke).

. Enrolee B's CSE-ID or AE-ID (Enrolee-B-1D), which shall be encoded to an octet string according to UTF-8
encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in
[20].

The value of Kpsa shall be generated as:

. Kpsa:= HMAC-SHA-256(Ke, "oneM2M Enrolment Key to Provisioned Secure Connection Key derivation" ||
Enrolee-B-I1D);

where HMAC-SHA-256 is defined in IETF RFC 2104 [33].
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10.3.4 Generating Keld
The Keld value shall be formed as:

. Keld = base64encode(RelativeK eld) @M EF_FQDN;
where:

. base64encode(RelativeK eld) denotes the base64 encoding (IETF RFC 3548 [41]) of the value of
RelativeKeld; and

. MEF_FQDN denotes the FQDN of the M2M Enrolment Function.

10.3.5 Generating Kcld
The Kcld value shall be formed as:

. Kcld = base64encode(RelativeK cld) @M AF_FQDN;
where:

. base64encode(Rel ativeK cld) denotes the base64 encoding (IETF RFC 3548 [41]) of the value of
RelativeK cld; and

. MAF_FQDN denotes the FQDN of the M2M Authentication Function.

10.4  Credential-ID Details
The Credential-1D has two parts:

. A type-ID part. The type-ID part is a non-negative integer represented in a sequence of 2 hexadecimal ASCII
characters (0-9, af, A-F).

. A value part which contains a globally-unique identifier for the entity's credential. The value part may use the
Roman alphabet, numerals, *.,' ', -, and'@'.

The Credential-1D is formed by concatenating the type part, the character '-' and the value part.

NOTE: A Credentia-ID isaglobally unique identifier used to identify serviceSubscribedAppRules resources
(ETSI TS118 101 [1)).

Table 10.4-1 describes the format of the Credential-1D value for the supported values of Credential-ID type-ID.

Table 10.4-1: Supported Credential-ID Type-ID values, the corresponding security association
establishment framework, a description of the Credential being identified, and the clause where the
Credential-ID value format is specified

Credential- Security Association Credential-ID Description Credential-ID Value
ID Type-ID |Establishment Framework format defined in
clause
00 PSK Kpsald 10.5
01 Certificate For Raw Public Key Certificate: Public Key Identifier [10.1.2
02 For Device Certificate: globally unique hardware 10.1.1.4
instance identifier
03 For CSE-ID Certificate: CSE-ID ETSITS 118 101 [1]
04 For AE-ID Certificate: AE-ID ETSI TS 118 101 [1]
05 MAF-Based Kmld 10.6
06 to FF - Reserved for future use -
10.5 Kpsald

The Kpsald shall be of the form:

. Kpsald = Issuer_Relative_Kpsald@Issuer_FQDN;
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where:

. Issuer_Relative Kpsald is composed of the Roman aphabet, numerals, "', ' ' and '-' characters. The issuer of

Kpsald shall ensure that no two Kpsa have identical Issuer_Relative Kpsald.
. Issuer_FQDN is an FQDN representing the stakeholder that provisioned Kpsa.
NOTE: Thisformat for Kpsald allows the identity of the I ssuer to be extracted from Kpsald.

10.6  Kmld Format
The Kmld shall be of the form:

e Kmld=MAF _RELATIVE_KmId@VAF_FQDN;
where:

. MAF_RELATIVE_Kmld iscomposed of the Roman aphabet, numerals, ", ' ' and '-' characters. The
MAF_RELATIVE_Kmild is not case sensitive. The MAF shall ensure that no two Km have identical
MAF_RELATIVE_KmID.

. MAF_FQDN denotes the FQDN of the M2M Authentication Function.

NOTE: Thisformat for Kmild allows the identity of the M2M Authentication Function to be extracted from
Kmild.

10.7  Enrolment Expiry

Enrolment Expiry isthe life time to be applied for the key generated, i.e. Ke as part of the the Pre-Provisioned
Symmetric Key Remote Security Provisioning. Keysthat are generated for establishing security associations between
Enrolees and the Enrolment Targets (i.e. Km or Kpsa) based upon the enrolment key Ke will not be valid after the
lifetime expiration of the enrolment credential Ke. Therefore at the maximum, the lifetime of Km or Kpsa should be set
to the lifetime associated with Ke. Once the Enrolment Expiry is exceeded, the Enrolee has to re-initate remote
provisioning to re-generate keys as described in the Remote Security Provisioning Frameworks as described in

clause 8.3.2.1.
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Annex A (informative):
Mapping of 3GPP GBA terminology

Table A-1 provides a mapping of terminology and abbreviations used in GBA according to 3GPP specification [13] to
corresponding oneM 2M terminology and abbreviations as used within the present document.

Table A-1
GBA entities, keys and processes oneM2M Security Bootstrap entities, keys & processes
UE Enrolee
BSF MEF
NAF MAF
Bootstrapping Procedure Bootstrap Security Handshake + Temporary Enrolment Key Generation
Ks Ke
B-TID Keld
Bootstrapping Usage Procedure Usage in MAF Handshake
NAF FQDN IdMAF
Ks_ (ext/int) NAF Km (Master Credential)
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Annex B (informative):
General Mutual Authentication Mechanism

B.O Introduction

oneM2M mutual authentication schemes allow oneM2M entities to prove that they know related credentials such as
Master Credential's, without having to exchange val ue of those credentials, and sensitive data such as security identities
and security identifiers. To prevent reading and copying of credentials, a secure environment within the Security CSF
provides protection against tampering of those credentials and related processed information.

A general mutual authentication protocol is applied to both symmetric and asymmetric key based schemes. Precise
protocol messages and parameters depend on the chosen scheme and the security parameters selected. Typically it
consists of following steps as shown in figure B-1.

Entity Entity
A B

1. Initial triggering command (entity A
identifier, security capabilities, etc...)

-
2. Auth. Challenge (e.g.: random
challenge, AUTN derived from Master
< credentials etc.)
3. Auth. Response
-

4. Authentication OK/INOK

Figure B-1: Mutual Authentication

1.  Aninitia step where an entity A is securely identified to an entity B with whom previous or no previous
contact has been made. In this step entity A identifiesitself to an entity B protected against eavesdropping,
i.e. no exchange of key materials (Master Credentials).

2. Inthe second step entity B sends a challenge to entity A. The Authentication Challenge consists of a challenge,
the authentication token (AUTN) of entity B derived from Master Credential's, etc. The authentication
challenge, which may be random or not, depends on the chosen authentication scheme and the security
parameters selected for symmetric and asymmetric key based schemes.

3.  Entity A replies with an Authentication Response that contains an authentication token (AUTN) derived from
its known Master Credentials and the received Authentication Challenge. This Authentication Response is sent
if entity B has been successfully authenticated by entity A.

4. Entity B then verifies the relation between entity A'sidentity and the response received in step 3,. If the
verification is positive, entity B is assured that the response has been created by entity A using a secret
associated with entity A'sidentity provided in step 1.

B.1  Group Authentication

The oneM2M transactions may naturally involve groups of M2M entities rather than individual ones. A number of
entities are classified as a group due to their proximate locations, having the same features, belonging to the same
owner, or any other reasons. To get services, all entitiesin such a group should be authenticated first. The traditional
authentication mechanism has two main solutions, the first authentication mechanism is that the service provider
authenticates each entity in the group one by one; the second authentication mechanismis that each entity makes mutual
authentication with a group agent, then the group agent makes mutual authentication with the service provider. If the
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first authentication mechanism is used, the resulting authentication overheads of computation and communication may
be too high to afford. If the second authentication mechanism is used, it has the following security weaknesses:

a) It may exist the man-in-the-middle attack by the group agent: The group agent would be placed in unsecure
place or owned by different provider rather than the service provider. If the group agent is compromised or lie
to service provider, group agent would act as a middle attacker to make fake authentication to entities and
report fake identity to service provider since there is no direct authentication from service provider to each
M2M entity.

b)  Privacy concern: All information from M2M entities is transferred through the group agent, and the group
agent knows all information generated by each entity. Based on security consideration, if the group agent is
owned by different owner other than the entities' and service providers owner, the group agent should not get

the message.

Hence, the M2M entities (e.g. ASN or ADN) with the same feature can utilize group authentication to service provider
(e.g. infrastructure node) in order to provide end-to-end secure tunnel as well as reducing the communication overhead.
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Annex C (normative):
Security protocols associated to specific SE technologies

C.0 Introduction

The Secure Environment supporting security functions specified by oneM2M provides alevel and atype of protection
(e.g. integrity protection, confidentiality, tamper resistance) to the information it contains, independently of the method
of protection (e.g. UICC, embedded security element, TEE, etc.). Administration of their content isimplementation
dependent and relies on existing standards within specific Secure Environment technologies. Some of them are listed
below for information.

C.1 UICC

In case of UICC (SE compliant with ETSI TS 102 671 [23]), OTA mechanisms as specified in [7] and [8], and its
extensions [9], [10] for 3GPP underlying networks or [11] and [12] for 3GPP2 underlying networks shall be used to
securely administrate the sensitive data of the M2M Service Layer. UICC provides the highest protection level 3 against
attacks according the Classification of Protection levelstable 6.2.1-1 in clause 6.2.1.

C.2  Other secure element and embedded secure
element with ISO/IEC 7816-4 interface

In case the Secure Environment isimplemented as a security element or as an embedded security element supporting an
ISO/IEC 7816-4 [26] interface, example of remote administration can be according to Global Platform Remote
Administration [47]. An embedded secure element provides the highest protection level 3 against attacks according the
Classification of Protection levelstable 6.2.1-1 in clause 6.2.1.

C.3  Trusted Execution Environment

In case the secure environment is implemented as a Trusted Execution Environment (TEE) according to Global Platform
[22], remote administration shall be performed according to Global Platform Remote Administration [21]. TEE provides
the medium protection level 2 against attacks according the Classification of Protection levelstable 6.2.1-1 in

clause 6.2.1.

C.4  SE to CSE binding

In case the SE isimplemented as an independent security element supporting ETSI TS 102 221 [24], the
platform-to-platform secure channel specified in ETSI TS 102 484 [25] provides logical binding of the SE to a specific
CSE or AE. This aso protects the information exhanged between the SE and the associated entity on physically
exposed interfaces, and is therefore recommended for devices that are physically exposed to attackers.
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Annex D (normative):
UICC security framework to support oneM2M Services

D.0 Introduction

This annex is applicable when UICC (atype of Independent Security Element compliant with ETSI TS 102 221 [24]
and ETSI TS 102 671 [23]) isinvolved in M2M service layer security, whether it only serves as a mean to pre-provision
M2M Service layer material in M2M Devices/Gateways, or it is further used as Secured Environment in an M2M
Device/Gateway.

Specifically, the involvement of UICC in oneM2M security may include any of the following steps:
o Pre-provisioning of initial credentialsin M2M nodes by any of the following methods:

- simple pre-provisioning and administration of M2M Service material (initial credentials and other pre-
provisioned parameters), i.e. UICC-based M2M service provisioning;

- support for infrastructure assisted bootstrapping of the M2M symmetric credentials by derivation from
symmetric Access Network credentials stored in the UICC, using GBA.

. Derivation of a security association key directly derived from symmetric Access Network Credentials, using
GBA.. Note that this process can be supported by a Network Access Application on the UICC independently of
the presence of the information structure specified in the present annex.

The support of UICC provisioning of M2M service subscription information shall be indicated in the M2M Service
Table for the corresponding M2M Service Subscription as specified in the present annex.

The support of key derivation using GBA that may be used for bootstrapping or security association shall always be
indicated in the Service Table of the UICC application of the Access Network Operator supporting the GBA
infrastructure.

At the most basic level, UICC-based M2M pre-provisioning requires an interoperable framework to store and
administrate related information in the UICC. Further involvement requires a framework for discovery of available
services offered by the UICC for the hosting M2M field node. The purpose of the present annex isto specify this
framework, which enables both initial service provisioning and remote security administration of the subscription
information during the subscription lifetime.

A common scenario is where an M2M field node holds a UICC application protecting Access Network security
credentials, and these credentials are used to derive M2M Service Layer security credentials used for M2M service
bootstrapping or security association establishment in the service layer . Asthese scenarios require atrust agreement
between the involved Access Network operator and M2M Service Provider, UICC support for M2M servicesin such
situation shall be handled within the context of the associated Network Access application on the UICC. In particular,
the UICC support for M2M credentials derivation using GBA shall be indicated within the UICC application of the
Access Network operator. Thisis specified in clause D.1.

Even when the M2M Service Layer credentials are not derived from Access Network Credentials, the UICC may be
used as a secure environment that securely protects the symmetric or asymmetric credential used to root security in an
M2M field node. In such cases, the M2M subscription information and related methods constitute an independent
application that resides on a UICC, in the sense of ETSI TS 102 221 [24]. In particular, ETSI TS 102 221 [24] specifies
the application independent properties of the UICC/terminal interface such as the physical characteristics and the logical
structure.

NOTE: A terminal inthe sense of TSETSI 102 221 [24] is the part of the M2M field node that holds the UICC,
€.g. acommunication modem or an M2M Node processing environment.

The specific properties of the M2M Service Provider Identity Module application holding symmetric credentialsis
specified in clause D.2.

The storage of M2M information elementsin the UICC and the procedures used for communication between the
hosting M2M field node and the UICC shall be as specified in the present annex. The present annex uses abbreviations
and coding conventions defined in ETSI TS 102 221 [24].
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D.1  Access Network UICC-based oneM2M Service
Framework

D.1.1 Access Network UICC-based oneM2M Service Framework
characteristics

An Access Network UICC-based oneM2M Service Framework is always associated with asingle M2M Service
Subscription and consists of asingle DF, DFimav, complying with the specificationsin clause D.1.3, implemented in the
ADF of aNetwork Access Application on the UICC. This situation addresses the case where a trust relationship has
been established between the M2M SP and the AN operator owning the hosting ADF.

NOTE 1: Thisdoes not necessarily imply that the Access Network credentials of the corresponding ADF are used
to derive the M2M Service Layer Credentials: e.g. an Access Network operator may refuse derivation
from Access Network credentials to an M2M Service Provider, but may still accept to provide space on
its UICC to pre-provision independent credentials or support service infrastructure-assisted bootstrapping.

There may be several oneM2M service frameworks (DFimam) Within the ADF of a single Access Network subscription,
in case this Access Network subscription is used by severa independent M2M Service subscriptions. The file IDs of the
DFivmam in any ADF shall be listed under the corresponding entry in EFpir as specified in clause D.1.2.

NOTE 2: A single M2M service layer subscription can also use multiple access networks: such subscriptions are
best provisioned in a dedicated ADF as specified in clause D.2.

The content of any DFimam in an Access Network application ADF shall be as specified in clause D.1.3.

D.1.2 M2M Service Framework discovery for Access Network
UICC

When a UICC Network Access application supports one or more M2M Service subscription, with a DFivam, the EFpir
entry corresponding to this UICC Network Access Application shall contain the following M2M related Data Objects:

. oneM2M Service Framework DO: defining the association between the identifier of one M2M Service
Subscription provisioned in the ADF and the related DF corresponding to this M2M subscription. Likewise,
each M2M Service Subscription is associated to one DF. Each of these DFsis hereafter referred as DFivov.

There shall be as many oneM 2M Service Framework Data Objects as there are M2M Service Subscriptions provisioned
inthe ADF.

Table D.1.2-1: Coding of oneM2M related DOs

Bytes Length Description Status
1 1 Discretionary template tag = '73' M
2 1 Length of the discretionary template = X M
3 to (2+X) X Discretionary Template X

Table D.1.2-2: Coding of oneM2M Discretionary Template related DOs

Bytes Length Description Status
1 1 oneM2M service specific data content tag = 'A2' M
2 1 M2M service specific data content length = Y M
310 (2+Y) Y M2M service specific data content M
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Table D.1.2-3: Coding of oneM2M Service Specific Data Content related DOs

Bytes Length Description Status
1 1 oneM2M supported service provisioning tag = '80' M
2 1 Length of the M2M supported service provisioning tag = A M
3t04 2 M2M Dedicated File Identifier for following M2M service M
subscription
510 (A+2) (A-2) M2M Subscription Identifier M

Coding:

° M2M Dedicated File identifier:

- Contain the file identifier of the DF;,,,, associated to the provisioning of the M2M Service subscription
identified in the DO.

. M2M Subscription Identifier:

- The identifier of the M2M service subscription provisioned in the DFimav indicated in the Data Object,

encoded in binary format.

D.1.3 Content of files at the DFim2m level

D.1.3.0

This clause specifies the EFs for the M2M service provisioning specific to asingle M2M service provider, defining
access conditions, dataitems and coding. A dataitemis a part of an EF which represents a complete logical entity.

Introduction

Thefile structure for DFimam isillustrated in figure D.1.3-1.

ADPFhosting AN
|
DF1mam
(FID in EFoiR)
| | | |
EFimamst EFimamsip EFivmamspip EFvamniD
'6F0A' '6F02' '6F03' '6F04'
| | | |
EFcsen EFvzmaED EFincseiDs EFmaFFQDN
'6F05' '6F06' '6F08' '6F09'
EFvEerD
'6F07'

Figure D.1.3-1: File identifiers and directory structures of DFim2m in @an hosting

Access Network application ADF

D.1.3.1 EFimamst (ONeM2M Service Table)

This EF indicates which optional oneM2M services are available for the corresponding subscription. If aserviceis not
indicated as available in the oneM2M DF, the hosting M2M field node shall not select this service. The presence of this

fileis mandatory if optional services are provided by the subscription.
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Identifier: '6FOA’ | Structure: transparent | Mandatory
SFI: '0A'
File size: X bytes, X > 1 Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Services n°1 to n°8 M 1 byte
2 Services n°9 to n°16 @) 1 byte
3 Services n°17 to n°24 ®) 1 byte
4 Services n°25 to n°32 O 1 byte
etc.
X Services n°(8X-7) to n°(8X) o] 1 byte
-Services
Contents: Service n°1: Local CSE-ID provisioning
Service n°2 IN-CSE-ID list provisioning
Service n°3 MAF FQDN provisioning
Service n°4 Local M2M AE-ID list provisioning
Service n°5 Bootstrapping: MEF address provisioning
Service n°6 M2M-Node-ID information
Service n°7 GBA Secure Provisioning (see note)
Service n°8 GBA Secure Connection (see note)
NOTE: Services n°7 and 8 can only be available in a oneM2M Service Table located in a DFim2m hosted
in the ADF of the Network Access Application from which the M2M Service Layer credentials are
expected to be derived.

The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, thenitis
mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be
coded on further bytesin the EF. Coding:

1 bit isused to code each service:
bit = 1: service available;
bit = O: service not available.

- Service available means that the M2M Service Subscription provisioned in the current DF or ADF has
the capability to support the service and that the service is available for the user of the M2M Service
Subscription.

Service not available means that the service shall not be used by the M2M Service Subscription user,
even if the M2M Service Subscription has the capability to support the service.

First byte:
[b8 T b7 b6 [ B5 b4 b3 ]b2]bl]
Service n°1
Service n°2
Service n°3
Service n°4
Service n°5
Service n°6
Service n°7
Service n°8
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Second byte:

[b8 ] b7 [ b6 | B5 [ b4 | b3 | b2 [ bl |

Service n°9

Service n°10
Service n°11
Service n°12
Service n°13
Service n°14
Service n°15
Service n°16

etc.

D.1.3.2 EFimemsip (0neM2M Subscription ldentifier)

This EF contains the oneM2M Subscription Identifier, M2M-Sub-ID. There shall be only one TLV object within this
EF.

Identifier: '6F02" | Structure: transparent | Mandatory
SFI: '02'
File size: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 M2M Subscription Identifier TLV data object M X bytes

The M2M Subscription Identifier value field shall contain the M2M-Sub-1D encoded as specified in ETSI
TS 118 104 [4]. The tag value of the oneM2M Subscription Identifier TLV data object shall be '80'.

D.1.3.3 EFim2mseip (0neM2M Service Provider Identifier)

This EF contains the oneM2M Service Provider |dentifier, M2M-SP-1D, of the M2M Service Provider related to the
subscription in EFimamsip. There shall be only one TLV object within this EF.

Identifier: '6F03' | Structure: transparent | Mandatory
SFI: '03'
File size: X bytes Update activity: low
Access Conditions:

READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length
1 M2M-SP-ID TLV data object M X bytes

The M2M-SP-ID Value field shall contain the M2M-SP-1D encoded as specified in TS-0004 [ TS0004]. Thetag value
of the M2M-SP-ID TLV data object shall be '80".
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D.1.3.4 EFwmwnio (M2M Node Identifier)

This EF contains the M2M-Node-1D supporting the local CSE. It may be used to logically bind a UICC to a specific
M2M Node. If service n°6 is"available", thisfile shall be present. There shall be only one TLV object within this EF.

Identifier: '6F04' | Structure: transparent | Optional
SFI. '04'
File size: X bytes Update activity: low
Access Conditions:

READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM

Bytes Description M/O Length

lto X M2M-Node-ID TLV object M X bytes

The M2M-Node-ID Value field shall contain the M2M-Node-1D encoded as specified in ETSI TS 118 104 [4].

D.1.3.5 EFcsep (local CSE Identifier)

This EF contains the local CSE Identifier, CSE-ID, for the M2M field node associated to the subscription in EFimavsip.
If present, thisfileis used by the M2M field node to pre-provision the CSE-ID. If service n°1lis"available", thisfile
shall be present. There shall be only one TLV object within this EF.

Identifier: '6F05' | Structure: transparent |  Optional
SFI: '05'
File size: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 CSE-ID TLV data object M X bytes
CSE-IDTLV
Contents:

. The CSE-ID Valuefield shall contain the local CSE-ID formatted asa URI.
Coding:

e  TheURI shal be encoded to an octet string according to UTF-8 encoding rules as specified in IETF
RFC 3629 [19]. The tag value of the URI TLV data object shall be '80'.

D.1.3.6 EFwm2mae1p (M2M Application Identifiers list)

This EF containsthe list of M2M Application Identifiers (AE-1Ds) for the local M2M applications supported by the
subscription in EFimamsip. If service n°4 is"available”, this file shall be present.

Identifier: '6F06' | Structure: Linear fixed | Optional
SFI: '06'
Record length: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X M2M AE-ID LV data object M X bytes

ETSI



oneM2M TS-0003 version 1.4.2 Release 1 82 ETSI TS 118 103 V1.1.0 (2016-03)

M2M AE-ID LV
Contents:

e  TheValuefield shal contain the M2M AE-ID formatted as a URI.
Coding:

. The URI shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF
RFC 3629 [19].

D.1.3.7 EFincseins (M2M IN-CSE IDs list)

This EF contains alist of pre-provisioned IN-CSE-ID used to determine the next point of contact after provisioning or
M2M Service Bootstrapping. If service n°2 is"available", thisfile shall be present.

Identifier: '6F08' | Structure: Linear fixed | Optional
Record length: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
ltoX IN-CSE-ID LV data object M X bytes
IN-CSE-ID LV
Contents:

. The Value field shall contain the IN-CSE-ID formatted asa URI.
Coding:

e  TheURI shal be encoded to an octet string according to UTF-8 encoding rules as specified in
IETF RFC 3629 [19].

D.1.3.8 EFwmarroon (MAF-FQDN)

This EF is used to pre-provision the FQDN of the MAF to be used for M2M Service Connection after M2M Service
Bootstrapping. If service n°3 is"available", thisfile shall be present. There shall be only one TLV object within this EF.

Identifier: '6F09" | Structure: Transparent |  Optional
Length: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 MAF FODN TLV data object M X bytes
MAF FQDN
Contents:

. The FQDN address of the MAF.
Coding:

e  The MAF-FQDN shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF
RFC 3629 [19]. The tag value of the MAF FQDN TLV data object shall be '80'.
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D.1.3.9 EFwmerp (M2M Enrolment Function Identifier)

This EF contains one or more M2M Enrolment Function addresses. The first record in the EF shall be considered to be
of the highest priority. The last record in the EF shall be considered to be the lowest priority. If servicen°5is
"available", thisfile shall be present.

Identifier: '6F07" | Structure: linear fixed | Optional
Record length: X bytes Update activity: low
Access Conditions:
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1to X MEF Address LV data object M X bytes

MEF AddressLV data object
Contents:

° Address of MEF, in the format of a FQDN, an |Pv4 address, or an |Pv6 address.
Coding:

e  Theformat of the data object is asfollows:

Field Length (bytes)
Length 1
Address Type 1

MEF Address Address Length

. Address Type: Type of the MEF address.

- Thisfield shall be set to the type of the MEF address according to the following:

Value Name
0x00 FQDN
0x01 IPv4
0x02 IPv6

All other values are reserved

. MEF Address. Address of the M2M Service Bootstrap Function.

- Thisfield shall be set to the address of the M2M Enrolment Function. When the MEF type is set to 0x00,
the corresponding MEF Address shall be encoded to an octet string according to UTF-8 encoding rules
as specified in IETF RFC 3629 [19].

Unused bytes shall be set to 'FF.
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D.2 oneM2M Service Module application for symmetric
credentials on UICC (1IM2MSM)

D.2.0 Introduction

This clause defines the oneM2M Service Module (IM2M SM), an application used for oneM2M Service Layer security
functionalities and subscription provisioning based on symmetric credentials. This application resides on the UICC, an
IC card specified in ETSI TS 102 221 [24]. In particular, ETSI TS 102 221 [24] specifies the application independent
properties of the UICC/terminal interface such as the physical characteristics and the logical structure. There may be
several IM2MSM ADFs on asingle UICC, corresponding to independent oneM2M Service Subscriptions.

D.2.1 oneM2M Service Module application file structure
D.2.1.0 Introduction

This clause specifies the EFs for the oneM2M service Layer defining access conditions, data items and coding. A data
item isapart of an EF which represents a complete logical entity.

D.2.1.1 Content of UICC files at the Master File (MF) level

Files at the UICC MF level are application independent as specified in ETSI TS 102 221 [24]. Only the EFpir and
EFiccip files are mandatory on UICC for the purpose of IM2MSM applications. In any case all files shall be as
specified in ETSI TS 102 221 [24].

D.2.1.2 Content of files at the 1IM2MSM ADF (Application DF) level

The EFsin the IM2MSM ADF contain oneM2M subscription related information that is required for M2M field nodes
operating in an oneM2M environment. This ADF shall be selected using its AID and information in EFpr. The AID for
1IM2MSM applications shall be constructed as specified in ETSI TS 101 220 [27].

NOTE: TheETSlI RID can be used for oneM2M pending assignment of aoneM2M dedicated RID in
ISO/IEC 7816-5 [i.11].

The FileIDs'6F1X" (for EFs), '5F1X" and '5F2X’ (for DFs) with X ranging from '0' to 'F are reserved under the
1IM2MSM ADF for administrative use by the card issuer.

The DF1m2m substructure used to isolate the provisioning of network access dependent M2M service related information
in a Network Access Application ADF is not needed for access network independent provisioning of an M2M service
subscriptionin aIM2MSM ADF. Therefore, all the EFs specified in clause D.1.3 shall be present at the IM2M SM
ADF level. Thefile structure of the ADFivamsw isillustrated in figure D.2.1.2-1.

ADFimamsm
| | | |
EFimamst EFimamsip EFivmamspip EFvamniD
'6F0A' '6F02' '6F03' '6F04'
| | | |
EFcsen EFvzmaeD EFincseiDs EFmaFFQDN
'6F05' '6F06' '6F08' '6F09'
EFvEerD
'6F07'

Figure D.2.1.2-1: File identifiers and directory structures of ADFimamsm
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D.2.2 oneM2M Subscription related procedures for M2M Service
D.2.2.0 Introduction

This clause specifies the procedures that shall be executed by M2M field nodes to interact with aoneM2M Service
Subscription on UICC. They are applicable independently of the file structure supporting the oneM2M Service
Subscription (IM2MSM ADF or DFimam under a Network Access Application ADF), unless otherwise indicated.

D.2.2.1 Initialization - 1IM2MSM Application selection
This procedure only appliesto an M2M subscription supported ina IM2MSM ADF.

If the M2M field node wants to engage in M2M operation, then after UICC activation (see ETSI TS 102 221 [24]), the
M2M field node shall select a IM2M SM application, if alM2MSM application islisted in the EFpir file, using the
SELECT by DF name asdefined in ETSI TS 102 221 [24].

After a successful oneM2M application selection, the selected oneM2M AID is stored on the UICC. This applicationis
referred to as the last selected IM2MSM application. The last selected IM2MSM application shall be available on the
UICC after a deactivation followed by an activation of the UICC.

If aoneM2M application is selected using partial DF name, the partial DF name supplied in the command shall
uniquely identify aIM2M SM application. Furthermoreif a IM2M application is selected using a partial DF hame as
specified in ETSI TS 102 221 [24] indicating in the SELECT command the last occurrence, the UICC shall select the
oneM2M application stored as the last oneM2M application. If, in the SELECT command, the options first,
next/previous are indicated, they have no meaning if an application has not been previously selected in the same session
and shall return an appropriate error code.

D.2.2.2 1M2MSM session termination
This procedure only appliesto aoneM 2M subscription supported in a IM2M SM ADF.
The oneM2M UICC session is terminated by the M2M field node as follows:

. The M2M field node shall indicate to the oneM2M UICC application that the termination procedure is starting,
by sending a particular STATUS command.

. Finaly, the M2M field node deletes all the M2M subscription related information elements from its memory.

e  Toactualy terminate the session, the M2M field node shall then use one of the mechanisms described in ETSI
TS 102 221 [24].

D.2.2.3 oneM2M Service discovery procedure
This procedureis used to discover the oneM2M related services offered by aoneM2M UICC.

The M2M field node shall perform the reading procedure with EFimamsr. If no oneM2M related serviceisindicated as
available, the M2M field node shall assume that only the provisioning of mandatory parametersis availablein this
ADF.

D.2.2.4 oneM2M Service provisioning procedures

These procedures are used by an M2M field node in order to bootstrap an M2M service subscription provisioned on the
UICC.

The M2M field node shall perform the reading procedure with EFimamsio and EFimamseip, and EFcseip, EFvavnip,
EFincsein, EFvarrqon according to available services indicated in EFimowmst.

D.2.2.5 oneM2M Application Identifiers provisioning procedure

This procedure provisions alist of M2M Application Identifiers that may be enabled on the M2M node in relation with
the oneM2M Service Subscription.

Condition: Service number 4 shall be available in the oneM2M Service Table.
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Under this condition, the M2M field node shall perform the reading procedure with EFvamaeip.

D.2.2.6 oneM2M Secure provisioning related procedures

These procedures are used by the M2M field node to perform M2M Secure Provisioning with the assistance of the
UICC, depending on available services in EFimamst and the supported AUTHENTICATE commands contexts
(e.g. GBA support by a Network Access Application) indicated for the hosting ADF.

Secur e Provisioning: M EF address Provisioning:
Condition: Service number 5 shall be available in the oneM2M Service Table.

Under this condition, the M2M field node shall perform the reading procedure with EFvierip, if the related serviceis
available.

GBA Secure Provisioning:

This procedure is dependent on the Authentication Framework supported by the UICC and indicated in the Service
Table of the hosting ADF.

After identifying the supported authentication framework, the M2M field node shall check availability of Service
number 7 in EFivamst: If the serviceis available, the D/G M2M Node shall perform GBA-related procedures with
AUTHENTICATE - GBA security context (Bootstrapping Mode and Derivation Mode) with the parameters for GBA
secure provisioning.

D.2.2.7 oneM2M Security Association related procedures
GBA secure connection:

This procedure is dependent on the Authentication Framework supported by the UICC and indicated in the Service
Table of the hosting ADF.

After identifying the supported authentication framework, the M2M field node shall check availability of Service
number 12 in EFivamsr: If the serviceis available, the M2M field node shall perform a GBA-related procedures with
AUTHENTICATE - GBA security context (Bootstrapping Mode and Derivation Mode) with the parameters for GBA
Security Association.
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Annex E (informative):
Precisions for the UICC framework to support M2M Services

E.O Introduction

The present annex provides further practical information related to the UICC framework for oneM2M described in
annex D.

E.1  Suggested content of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.

Table E.1-1: Pre-personalized EF values

File Identification Description Value

'6F02' 1M2M Service Subscription Identifier '8000FF...FF'

'6F03' 1M2M Service Provider Identifier '‘8000FF...FF'

'6F04' M2M Node Identifier '8000FF...FF'

'6F05' Local CSE Identifier '‘8000FF...FF'

'6F06' M2M Application Identifiers list '00FF...FF' for each record

'6F07" MEF Identifier '00FF...FF' for each record

'6F08' IN-CSE lIdentifiers list '00FF...FF' for each record

'6F09' MAF FQDN '‘8000FF...FF'

'6FOA' 1M2M Service Table Operator/Service Provider dependant

E.2 EF changes via Data Download or CAT applications

This clause defines if changing the content of an EF by the UICC OTA protocol or by a CAT Application is advisable.
Updating of certain EFs"over the air" or "over the Internet” could result in unpredictable behaviour of the UE; these are
marked " Caution” in the table below. Certain EFs are marked "No"; under no circumstances should "over the air / over
theinternet" changes of these EFs be considered.

Table E.2-1: EF update behaviour

File identification Description Change advised

'6F02' 1M2M Service Subscription Identifier No

'6F03' 1M2M Service Provider Identifier No

'6F04"' M2M Node ldentifier Caution
'6F05' Local CSE Identifier Caution
'6F06' M2M Application Identifiers list Caution
'6F07" MEF Identifier Caution
'6F08' IN-CSE |dentifiers list Caution
'6F09' MAF FQDN Caution
'6F0A' 1M2M Service Table Caution
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E.3 List of SFI values at the ADFuv2msm or DFvom level

Table E.3-1: SFl values

File Identification SFI Description
'6F02' '02' M2M Service Subscription Identifier
'6F03' '03' M2M Service Provider Identifier
'6F04' '04' M2M Node ldentifier
'6F05' '05' Local CSE ldentifier
'6F06' '06' M2M Application Identifiers list
'6F0A' '0A' 1M2M Service Table

All other SFI values are reserved for future use.

E.4  UICC related tags defined in annex J

Table E.4-1: UICC tags

Tag Name of Data Element Usage
'80' |MAF FQDN TLV data object EFmaFrFQDN
'80' |[M2M-Node-ID TLV Data Object EFmzmniD
'80'  |Local CSE-ID TLV data object EFcsep
‘80"  |[M2M-SP-ID TLV data object EF1m2mspPiD
'80"  |M2M Subscription Identifier TLV data object EFim2msip
NOTE:  The value 'FF'is an invalid tag value.
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Annex F (normative):
Acquisition of Location Information for Location based
Access Control

F.O Introduction

When areguest (resource access) is evaluated by a Hosting CSE and an accessControl LocationRegions parameter is
defined in the privileges attribute of the <accessControl Policy> resources, the Hosting CSE checks whether the location
of the Originator of areguest isin the specific regions or not. Therefore, the Hosting CSE retains the location of the
Originator otherwise the Hosting CSE shall acquire the location or deny the access. This annex describes how to
describe the location regions and obtain the location of the Originator.

F.1  Description of Region

F.1.1 Circular Description

The practical way of describing the region or areais the circular presentation and generally the circle is characterized by
the co-ordinates of a center point of the circle and aradius. Geographically, the center point and radius is described as
longitude and latitude, and meter respectively. For this description, the accessControl LocationRegions parameter shall
be represented as acircle.

Radius

(longitude, latitude)

Figure F.1.1-1

F.1.2 Country Description

Another simple way of describing the region or areais the country presentation. 1SO-3166-1 alpha 2 codes[i.10] are
two-letter country codes to represent countries and specia regions of geographical interest. For example, KR isacode
for Korea, Republic of.

F.2  Acquisition of Location Information
F.2.0 Introduction

As mentioned above, when accessControl LocationRegions parameter is defined, the Hosting CSE shall check the
location of the Originator for access control. This clause describes how the Hosting CSE checks or obtains the location.
The procedures shall be varies based on the region description, circle and country.
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F.2.1 Circular Description

If the circular description is used as the location context constraints, the Hosting CSE shall check whether it has the
current location of Originator or not. If not, it shall obtain the location of Originator. ETSI TS 118 101 [1] definesa
resource type for acquisition of location of a Target Node, <locationPolicy>. In order to , therefore, obtain the location
of Originator, the Hosting CSE shall create <locationPolicy> and set the relevant attributes as follows:

e locationSource: Reliability of the location information is crucial so the location shall be obtained from trusted
network. If the location is obtained by the other sources, the location information can be easily masgueraded.
(i.e. GPS spoofing). Therefore, the locationSource attribute shall be set to 'network-based'.

. locationTargetl D: The Target Node shall be the Originator that needs to authorize the sent requests. The
locationTargetI D attribute shall be set to identifier of the Originator.

Note that the other attributes are determined by local policies of Hosting CSE as described in clause 9.6.9 of ETSI
TS 118 101 [1] and in order to obtain the location from the network, the Hosting CSE shall transform the oneM 2M
specified location request into network specified request.

NOTE 1: Refer to ETS| TS 118 104 [4] that describes how to convert the oneM 2M-specified request to 'OMA
RESTful NetAPI for Termina Location' specified request in clause annex F.

Since the region information (circular description) is defined by the accessControl LocationRegions parameter, the
Hosting CSE can utilize the circular region information when it requests the location information from the network.
OMA RESTful NetAPI for Terminal Location specification [i.9] specifies resource types as an area (region)-based
location notification service, 'CircleNotificationSubscription'. If therefore the Hosting CSE subscribes to the notification
service with circular region defined as acccessControl LocationRegions parameter, the Hosting CSE can aways
determine whether the Originator isin the regions or not. The figure below demonstrates how to acquire the location of
the Originator when the accessControl LocationRegions parameter is defined.

Hosting CSE
(CSE)

Men Location Server
(e.g OMANCtAPT) (NSE)

Originator

= —McaMec{oneMIM}y — B
(AE/CSE) -

1. Resource Access (Request)—»

2. Access is evaluated based on the
linked <accessControlPolicy=

3. Create <locationPolicy>

4. Subscription(s) to a new

2 S T e
Area Location Notification

3. Originator's Location
Acquisition (Immediate
and Periodic)

6. Respone with an
Immediate Location Information

7. Respons

8. Location Information
with Enter or Leave

9. Response

Figure F.2.1-1

1. TheOriginator sends arequest to access aresource.
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2.  TheHosing CSE shall evaluate the received regquest against the linked <accessControl Policy> resource. If one
of rule tuples that is about the request originator contains the accessControl LocationRegions parameter
(circular description) and the Hosting CSE does not store the location of the Originator, the Hosting CSE shall
do either continue the next step or deny the access.

If the Hosting CSE has the location of the Originator, it is used for applying access control policy.

NOTE 2: The Hosting CSE shall deny the access due to the fact that the Originator is not subscriber of the network
or any other reasons (e.g. connection lost, server malfunction).

3. TheHosting CSE creates the <locationPolicy> resource and set relevant attributes as mentioned above.

4. TheHosting CSE subscribes to a new area location notification service toward Location Server in the
Network. The area information shall be based on the area defined by the accessControl LocationRegions
parameters. If the multiple regions are defined, the multiple subscriptions shall be set.

5.  TheLocation Server immediately obtains the location's Originator.

NOTE 3: After theimmediate location acquisition, the Location Server periodically obtains the location's
Originator to check whether the Originator isin the area or not. The frequency and duration can be
defined by local policies.

6. TheLocation Server responses the immediate location information of the Originator toward Hosting CSE.

7.  Based on the received location of the Originator and other access control policies the request can be either
granted or denied. The Hosting CSE responses regarding the request (step 1).

8. When the Originator crossed in(enter) or out(leave) the area, the Location Server shall notify of the Hosting
CSE the location change. Thus, the Hosting CSE can keep track of the location's Originator and easily evaluate
the access against location context constraint.

9. TheHosting CSE response the notification.

F.2.2 Country Description

Generally, the Originator's country-scale location can be determined by the Originator's I P address. If the Hosting CSE
can distinguish the country using the Originator's |P address and it is a so matched with the defined

acccessControl LocationRegions parameter, the Hosting CSE shall grant the request subject to the acceptance of the
other access control policies. Note that how to transform the IP address into country is out of scope.

However, if Hosting CSE cannot distinguish the country using the Originator's | P address, The Hosting CSE shall
obtain the location coordinate (i.e., longitude and latitude) of the Originator from network and the Hosting CSE can
distinguish the country using the location if available. The way of obtaining the location coordinate is defined in
annex F of ETSI TS 118 104 [4]. Note that how to transform the location into country is out of scope.
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Annex G (informative):
Access Control Decision Request

An Access Control Decision Request as introduced in the Authorization Architecture in clause 6.2.2 is generated by a
PEP according to an Originator's access request and extrainformation provided by the hosting CSE using the format
specified by the PDP. The PEP can send the Access Control Decision Request to a PDP for an access control decision.

The PDP asks the PRP to retrieve all applicable access control policies according to the Access Control Decision
Request, and then uses the Access Control Decision Reguest to evaluate the retrieved access control policiesfor an
access control decision. An Access Control Decision Request from PEP to PDP can contain the following information:

e AnOriginator: It representsthe ID of the Originator that sends an access request to the target resource.
. A Resource: It represents the URI of the target resource which the Originator wants to access.
. An Operation: It represents the operation which the Originator wants to perform on the target resource.
e  AnAccessTime: It represents the time of access.
. A LocationRegion: It represents the location of the Originator.
e  AnlIPAddress: It representsthe IP Address of the Originator.
The URI of the target resource is used to locate the target resource and then find the associated access control policies.

The ID of Originator is used to compare with the rule component subjectsin order to check if aruleis applicableto the
Access Control Decision Request.

The operation is used to compare with the rule component operations in order to check if the operation is permitted by
therule.

The AccessTime, LocationRegion and/or LocationRegion are used to check the rule component contextsin order to
ensure some extra conditions are satisfied to using the rule for making an access control decision.
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Annex H (informative):
Implementation Guidance and index of solutions

The use of the present document involves a context-specific risk assessment process from which relevant security
solutions are identified.

Clause 6 provides an overview of oneM2M security procedures. Clause 6.1.1 presents the interactions between layers,
clause 6.1.2 introduces the sequence of events, and clause 6.2 provides further background especially for authorization
(clause 6.2.2).

Clause 7 on Authorization and Access Control applies regardless of the type of credentials used.

The present annex provides atable to assist implementers in identifying which clauses of the present document are
relevant for a given type of credential.

Table H-1: Index of clauses specifying procedures per credential types

Procedure/Solution PSK Certificates GBA/MAF
Remote security 8.3.2.1 8.3.2.2 8.3.2.3 (GBA)
provisioning 9.2.1.1 9.2.1.2,9.2.2.3,9.2.24

(GBA)
Security Association 8.2.1
Establishment 9.1.1.1,9.1.21 9.1.1.2,9.1.2.2 (MAF)
8.1.1,8.2.2.1 | 8.1.2,8.2.2.2 8.1.3,8.2.2.3 (MAF)
Algorithm details 10.2.1
10.2.2,10.3 | 10.1,10.2.3,10.3 |
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