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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of hational standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the Interna-
tional Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an Interna-
tional Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

ISO 26262-5 was prepared by Technical Committee ISO/TC 22, Road vehicles, Subcommittee SC 3, Electri-
cal and electronic equipment.

ISO 26262 consists of the following parts, under the general title Road vehicles — Functional safety:
— Part 1: Vocabulary

— Part 2: Management of functional safety

— Part 3: Concept phase

— Part 4: Product development: system level

— Part 5: Product development: hardware level

— Part 6: Product development: software level

— Part 7: Production and operation

— Part 8: Supporting processes

— Part 9: ASIL-oriented and safety-otiented analyses

—  Part 10: Guideline on ISO 26262

© ISO 2009 — All rights reserved \
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Introduction

ISO 26262 is the adaptation of IEC 61508 to comply with needs specific to the application sector of E/E sys-
tems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised of elec-
trical, electronic, and software elements that provide safety-related functions.

Safety is one of the key issues of future automobile development. New functionality not only in the area of
driver assistance but also in vehicle dynamics control and active and passive safety systems increasingly
touches the domain of safety engineering. Future development and integration of these functionalities will
even strengthen the need of safe system development processes and the possibility to provide evidence that
all reasonable safety objectives are satisfied.

With the trend of increasing complexity, software content and mechatronic implementation, there are increas-
ing risks from systematic failures and random hardware failures. ISO 26262 includes guidance to avoid these
risks by providing feasible requirements and processes.

System safety is achieved through a number of safety measures, which are implemented in a variety of tech-
nologies (for example: mechanical, hydraulic, pneumatic, electrical, electronic, programmable electronic etc).
Although ISO 26262 is concerned with E/E systems, it provides a framework within which safety-related sys-
tems based on other technologies can be considered.

SO 26262:

— provides an automotive safety lifecycle (management, development, production, operation, service, de-
commissioning) and supports tailoring the necessary activities during these lifecycle phases;

— provides an automotive specific risk-based approach for determining risk classes (Automotive Safety In-
tegrity Levels, ASILs);

— uses ASILs for specifying the item's necessary safety requirements for achieving an acceptable residual
risk; and

— provides requirements for validation and confirmation measures to ensure a sufficient and acceptable
level of safety being achieved.

Functional safety is influenced by the development process (including such activities as requirements specifi-
cation, design, implementation, integration, verification, validation and configuration), the production and ser-
vice processes and by the management processes.

Safety issues are intertwined with common function-oriented and quality-oriented development activities and
work products. ISO 26262 addresses the safety-related aspects of the development activities and work prod-
ucts.

Figure 1 shows the overall structure of ISO 26262. ISO 26262 is based upon a V-Model as a reference proc-

ess model for the different phases of product development. The shaded "V"s represents the relations between
ISO 26262-3, ISO 26262-4, ISO 26262-5, ISO 26262-6 and I1ISO 26262-7.

Vi © ISO 2009 — All rights reserved
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Road vehicles — Functional safety — Part 5: Product
development: hardware level

1 Scope

ISO 26262 is intended to be applied to safety-related systems that include one or more E/E systems and that
are installed in series production passenger cars with a max gross weight up to 3,5 t. ISO 26262 does not ad-
dress unique E/E systems in special purpose vehicles such as vehicles designed for drivers with disabilities.
Systems developed prior to the publication date of ISO 26262 are exempted from the scope.

ISO 26262 addresses possible hazards caused by malfunctioning behaviour of E/E safety-related systems
including interaction of these systems. It does not address hazards as electric shock, fire, smoke, heat, radia-
tion, toxicity, flammability, reactivity, corrosion, release of energy, and similar hazards unless directly caused
by malfunctioning behaviour of E/E safety-related systems.

ISO 26262 does not address the nominal performance of E/E systems, even if dedicated functional perform-
ance standards exist for these systems (for example active and passive safety systems, brake systems,
ACC).

This part of ISO26262 specifies the requirements on product development at the hardware level. These in-
clude requirements on the initiation of product development at the hardware level, the specification of the

hardware safety requirements, hardware design, hardware architectural metrics, and evaluation of violation of
the safety goal due to random hardware failures and hardware integration and testing.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated refer-
ences, only the edition cited applies. For undated references, the latest edition of the referenced document
(including any amendments) applies.

ISO 26262-1: —! Road vehicles — Functional Safety — Part 1: Vocabulary

ISO 26262-2: —' Road vehicles — Functional Safety — Part 2: Management of functional safety

ISO 26262-4: —' Road vehicles — Functional Safety — Part 4: Product development: system level

ISO 26262-6: — Road vehicles — Functional Safety — Part 6: Product development: software level

ISO 26262-8: —' Road vehicles — Functional Safety — Part 8: Supporting processes

ISO 26262-9: —' Road vehicles — Functional Safety — Part 9: ASIL-oriented and safety-oriented analyses

170 be published

© ISO 2009 — All rights reserved 1
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3 Terms and definitions

For the purposes of this document, the terms, definitions and abbreviated terms given in ISO 26262-1 apply.

4 Requirements for compliance

4.1 General requirements

When claiming compliance with ISO 26262, each requirement shall be complied with, unless one of the follow-
ing applies:

1) Tailoring in accordance with ISO 26262-2 has been planned and shows that the requirement does
not apply.

2) Arationale is available that the hon-compliance is acceptable and the rationale has been assessed in
accordance with ISO 26262-2.

Information marked as a "NOTE" is only for guidance in understanding, or for clarification of, the associated
requirement and shall not be interpreted as a requirement itself.

4.2 Interpretations of tables
Tables may be normative or informative depending on their context.

The different methods listed in a table contribute to the level of confidence that the corresponding requirement
shall apply.

Each method in a table is either a consecutive entry (marked by a sequence number in the leftmost column,
e.g 1, 2, 3) or an alternative entry (marked by a humber followed by a letter in leftmost column, e.g., 2a, 2b,
20).

For consecutive entries all methods are recommended in accordance with the ASIL. If methods other than
those listed are to be applied a rationale shall be given that they comply with the corresponding requirement.

For alternative entries an appropriate combination of methods shall be applied in accordance with the ASIL,
independently of whether they are listed in the table or not. If methods are listed with different degrees of rec-
ommendation for an ASIL the higher one should be preferred. A rationale shall be given that the selected
combination of methods complies with the corresponding requirement. If all highly recommended methods
listed for a particular ASIL are selected a rationale needs not to be given.

For each method, the degree of recommendation to use the corresponding method depends on the ASIL and
is categorized as follows:

"++" The method is highly recommended for this ASIL.
“+“ The method is recommended for this ASIL.

‘0" The method has no recommendation for or against its usage for this ASIL.

4.3 ASIL dependent requirements and recommendations

The requirements or recommendations of each subclause shall apply to ASIL A, B, C and D, if not stated oth-
erwise. These requirements and recommendations refer to the ASIL of the safety goal. If ASIL decomposition
has been performed at an earlier stage of development in accordance with ISO 26262-9:— Clause 54 the
ASIL resulting from the decomposition will apply.

2 © ISO 2009 — All rights reserved
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If an ASIL is given in parentheses, the corresponding subclause shall be read as a recommendation rather
than a requirement for this ASIL.

5 Initiation of product development at the hardware level

5.1 Objectives

The objective of the initiation of the product development for the hardware is to determine and plan the func-
tional safety activities during the individual sub-phases of hardware development. This also includes the nec-
essary supporting processes described in ISO 26262-8.

This planning of hardware-specific safety activities is included in the safety plan.

5.2 General

Integration of the following activities is crucial for the product development at hardware level:

— Hardware implementation of the technical safety concept;

— Analysis of potential faults and their effects; and

— Coordination with software development.

The necessary activities and processes are planned. Figure 2 illustrates how the different activities are carried
out in order to comply with the requirements of this part, and how these activities are integrated in the whole

ISO 26262 frameworks.

NOTE Requirements of this part on hardware are applicable both to non-programmable and programmable elements
such as ASIC, FPGA, PLD. Furthermore, for programmable electronic elements, requirements in 1ISO 26262-6.—, |ISO
26262-8:—, Clause 11 and ISO 26262-8—, Clause 12 are applicable.

© ISO 2009 — All rights reserved 3
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1SO 26262-5: Product development: hardware

4.7 System Design

Scope of ISO 26262-5

Initiation of product
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. requirements !
1
> i
5.7 Hardware design f 75 Production and operation
1
1
| '
i
» 538 - - !
- Hardware architectural metrics !
i
1
A 5.9 Evaluation of violation of the safety ! I
v goal due to random HW failures ! 8.13 Qualification of hardware
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5.10 | Hardware integration and testing —»| 4.8 Item integration and testing
1
1
1

Figure 2 — Informative reference phase model for the development of a safety-related item

5.3 Inputs to this clause

5.3.1 Prerequisites

The following information shall be available:

— Overall project plan (refined) (see ISO 26262-4.—, 5.5.1)

— Safety plan (refined) (see ISO 26262-4.—, 5.5.2)

— Item integration and testing plan (refined) (see ISO 26262-4.—, 7.5.4)

5.3.2 Further supporting information

None

© 1SO 2009 - All rights reserved
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54 Requirements and recommendations

5.41 The activities for the product development of the hardware elements of the item described in Clause 6
to Clause 10 shall be planned and included in the safety plan consistently with the planning of activities in ISO
26262-6.

NOTE The project plan and safety plan as work products of ISO 26262-2:—, Clause 6 and ISO 26262-4.—, Clause 5
and ISO 26262-4.—, Clause 6 are detailed in this Clause 5.

5.4.2 The safety plan shall specify the activities to determine appropriate methods and measures to be used
during the design to ensure the functional safety of the hardware elements of the item.

5.4.3 The hardware development process for the hardware of the item, including lifecycle phases, methods,
and tools, shall be consistent across all subphases of the hardware lifecycle and compatible with system and
software lifecycles, such that required data can be transformed correctly.

5.5 Work products
5.5.1 Overall project plan (refined) resulting from requirements 5.4.1 to0 5.4.3.

5.5.2 Safety plan (refined) resulting from requirements 5.4.1 to 5.4.3.

6 Specification of hardware safety requirements

6.1 Objectives

The first objective of this clause is to make available a consistent and complete hardware specification that will
be applied to the hardware of the item or element under consideration. The requirements of this specification
are hardware safety requirements.

The second objective is to verify that the hardware safety requirements are consistent with the technical safety
concept.

A further objective of this phase is to detail the hardware-software interface (HSI) requirements initiated in ISO
26262-4.—, Clause 7.

6.2 General
The hardware safety requirements to be defined can be derived from several sources:

— Technical safety concept specified in ISO 26262-4:—, Clause 7 (including relevant environmental condi-
tions and conditions of operation)

— Software safety requirements specified in ISO 26262-6:—, Clauses 6 and 7.
6.3 Inputs to this clause

6.3.1 Prerequisites

The following information shall be available:

— Overall project plan (refined) (see 5.5.1)

— Safety plan (refined) (see 5.5.2)

© ISO 2009 — All rights reserved 5
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— Technical safety concept (see ISO 26262-4.—, 7.5.1)
— System design specification (see ISO 26262-4.—, 7.5.2)

— Hardware software interface specification (see ISO 26262-4.— 7.5.6)

6.3.2 Further supporting information
The following information may be considered:

— Software safety requirements specification (see 1ISO 26262-6:—, 6.5.1)
6.4 Requirements and recommendations

6.4.1 A consistent and complete hardware safety requirements specification for the hardware of the element
under consideration shall be derived from the technical safety requirements allocated to hardware.

6.4.2 The hardware safety requirements specification shall include each hardware requirement that relates
to safety including:

b) The hardware safety requirements of safety mechanisms to control internal failures of the hardware of the
element, with their relevant attributes;

EXAMPLE 1 These attributes can be for instance the timing and detection abilities of a watchdog.

c) The hardware safety requirements of safety mechanisms to make the element under consideration toler-
ant to failures external to the element, with their relevant attributes

EXAMPLE 2 This includes, for instance, the functional behaviour required for an ECU in the event of an external failure,
such as an open-circuit in the input of the ECU.

d) The hardware safety requirements of safety mechanisms to comply with the safety requirements of other
elements

EXAMPLE 3 diagnoses of sensors or actuators.
e) The hardware safety requirements of safety mechanisms to detect and signal internal or external failures

NOTE 1 The hardware safety requirements described in bullet d) include safety mechanisms to prevent faults from
being latent.

NOTE 2  The hardware safety requirements, described in each bullet, include the characteristics needed to ensure the
effectiveness of the above safety mechanisms.

EXAMPLE 4 This includes for instance the specified fault reaction time for the hardware part of a safety mechanism, so
as to be consistent with the fault tolerant time interval.

NOTE 3  The hardware safety requirements include requirements on the target values as given by requirements 6.4.3
and 6.4.4, as well as requirements for avoidance of specific behaviour. An example of an avoidance requirement is that a
particular sensor shall not produce wrong output, with an ASIL attached to this requirement.

6.4.3 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3: The target
values specified in ISO 26262-4.— Clause 7 for the metrics of Clause 8 shall be considered when showing
compliance of the hardware of the item.

NOTE This activity can include a split of target values in the case of a distributed development in accordance with
|SO 26262-8:—, Clause 5.

6 © ISO 2009 — All rights reserved
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6.4.4 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3: The target
values specified in ISO 26262-4.—, Clause 7 for the procedures of Clause 9 shall be considered when
showing compliance of the hardware of the item.

NOTE This activity can include a split of target values in the case of a distributed development in accordance with
1SO 26262-8:—, Clause 5.

6.4.5 The hardware safety requirements shall be specified in accordance with ISO 26262-8:—, Clause 6.

6.4.6 The criteria for qualification and testing of the hardware of the item or element shall be specified in
accordance with Clause 10, and ISO 26262-8.—, Clause 13. This shall include environmental conditions
(temperature, vibration, EMC, etc), specific operational environment and component specific requirements.

6.4.7 The hardware safety requirements shall ensure compliance with the fault tolerant time interval for
safety mechanisms as specified in ISO 26262-4.— 6.4.9.

6.4.8 The hardware safety requirements shall ensure compliance with the multiple point fault detection
interval as specified in ISO 26262-4.—, 6.4.10.2.

NOTE 1 For ASILC and D safety goals: if the corresponding safety concept does not prescribe specific values, the mul-

tiple point fault detection intervals can be specified to be equal or lower than the item’s “power-up to power-down” cycle.

NOTE2  Appropriate multiple point fault detection intervals can also be justified by the quantitative analysis of occur-
rence of random hardware failures, if they are considered in the calculation model (see Clause 9).

6.4.9 The hardware safety requirements shall be verified in accordance with Table 1 in order to show:

a) Consistency with the technical safety concept, the system design specification and the hardware specifi-
cations;

b) Completeness with respect to the technical safety requirements allocated to the hardware element under
consideration,

c) Correctness and accuracy,

d) Compliance with the requirements of this Clause.

Table 1 — Verification of the hardware safety requirements

ASIL
Methods
A B c D
1a Walkthrough of hardware safety requirements ++ + o o
1b Inspection of hardware safety requirements + ++ ++ ++
© ISO 2009 — All rights reserved 7
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6.4.10 Hardware-software interface (HSI) specification

6.4.10.1 The hardware-software interface specification initiated in ISO 26262-4.—, Clause 7 shall be
detailed down to a level allowing correct control and usage by software.

6.4.10.2 The persons responsible for hardware and software development shall jointly verify the adequacy
of the refined HSI specification.

6.5 Work products

6.5.1 Hardware safety requirements specification (including test and qualification criteria) resulting
from requirements 6.4.1, 6.4.2 and 6.4.6.

6.5.2 Hardware architectural metrics requirements resulting from requirement 6.4.3.
6.5.3 Random hardware failure requirements resulting from requirement 6.4.4.
6.5.4 Hardware-software interface specification (refined) resulting from requirements 6.4.10.1, 6.4.10.2.

6.5.5 Hardware safety requirements verification report resulting from requirement 6.4.9.

7 Hardware design

7.1 Objectives

The first objective of this clause is to design the hardware with respect to the system design specification and
the hardware safety requirements.

The second objective of this clause is to verify the hardware design against the system design specification
and the hardware safety requirements.

7.2 General

Hardware design includes hardware architectural design and hardware detailed design. Hardware architec-
tural design represents all hardware components and their interactions with one another. Hardware detailed
design is at the level of electrical schematics representing the interconnections between hardware parts com-
posing the hardware components.

In order to develop a single hardware design, the design complies with both hardware safety requirements as

well as non-safety-related requirements, i.e. in this phase safety-related and non safety-related requirements
are handled within one development process.

7.3 Inputs to this clause

7.3.1 Prerequisites

The following information shall be available:

— Hardware safety requirements specification (see 6.5.1)

— Hardware software interface specification (refined) (see 6.5.5)

— System design specification (ISO 26262-4.—, 7.5.2)
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— Overall project plan (refined) (see 5.5.1)

— Safety plan (refined) (see 5.5.2)

7.3.2 Further supporting information
The following information may be considered:

— Software safety requirements specification (ISO 26262-6:— 6.5.1)

7.4 Requirements and recommendations

7.41 Requirements for hardware architectural design

7.411  The hardware architecture shall implement the hardware safety requirements defined in Clause 6.

7.41.2 Each hardware element shall inherit the highest ASIL from the hardware safety requirements that it
implements.

7.41.3 If ASIL decomposition is applied to the hardware architecture, it shall be applied in accordance with
ISO 26262-9.—, Clause 5.

7.41.4 If a hardware element is made of sub-elements with different ASILs assigned, or of non-safety-
related sub-elements and safety-related sub-elements, then each of these shall be treated in accordance with
the highest ASIL, unless the criteria for coexistence, in accordance with 1ISO 26262-9:—, Clause 6, are met.

7.41.5 The traceability between the hardware safety requirements and their implementation shall be
maintained down to hardware components.

NOTE This means that the traceability is not required down to hardware detailed design and no ASILs are assigned
to hardware parts.

7.41.6 Inorderto achieve an adequate level of granularity and to avoid failures resulting from high
complexity, the following modular design properties shall be considered:

1) This requirement applies to ASIL (A, B, C, and D), in accordance with 4.3: Hierarchical design;

2) This requirement applies to ASIL A B, C, and D, in accordance with 4.3: Precisely defined interfaces
of safety-related hardware components;

3) This requirement applies to ASIL (A, B, C), and D, in accordance with 4.3: Avoidance of unnecessary
complexity of interfaces;

4) This requirement applies to ASIL (A, B), C, and D, in accordance with 4.3: Avoidance of unnecessary
complexity of hardware components;

5) This requirement applies to ASIL (A, B, C, and D), in accordance with 4.3: Maintainability (service);
6) This requirement applies to ASIL (A, B), C, and D, in accordance with 4.3: Testability.

NOTE Testability includes testability during development and operation.
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7.41.7 Well-trusted hardware components should be considered for re-use, in accordance with ISO
26262-4—,7.4.3.4.

NOTE The aim of the use of well-trusted hardware components is to avoid unknown and first time failures. However,
it is not intended to limit the application of new technology where there is a benefit and the safety properties of the new
technology have been analysed to a level of detail appropriate for the assighed ASIL.

7.41.8 Non-functional causes for failure of a safety-related hardware component shall be considered
during hardware architectural design, including the following influences, if applicable: temperature, vibrations,
water, dust, EMI, cross-talks originating either from other hardware components of the hardware architecture
or from its environment.

7.4.2 Hardware detailed design
7.4.21 In order to avoid common design faults, lessons learned, if applicable, shall be used.

7.4.2.2 Non-functional causes for failure of a safety-related hardware part shall be considered during
hardware detailed design, including the following influences, if applicable: temperature, vibrations, water, dust,
EMI, noise factor, cross-talks originating either from other hardware parts of the hardware component or from
its environment.

7.4.2.3 The hardware detailed design shall ensure that hardware parts are used within their environmental
and operational specifications.

7.4.2.4 Robust design principles shall be considered.
7.4.3 Safety Analyses

7.4.31  Safety analysis of hardware architectural and detailed design to determine effects and causes of
faults shall be applied in accordance with Table 2 and ISO 26262-9.—, Clause 8.

NOTE 1 The purpose of these analyses is first to support the specification of the hardware architectural and detailed
design. The same analyses can then be used for verification of the hardware design (see 7.4.4).

NOTE 2  Atthis stage, qualitative analyses might be appropriate and sufficient.

Table 2 — Hardware design safety analysis

ASIL
Methods
A B C D
1 |Deductive analysis? 0 + ++ |+t
2 |Inductive analysisP ++ |+ [+ [+t
2 Atypical deductive analysis method is FTA.
b A typical inductive analysis method is FMEA.
NOTE The level of detall of the analysis is chosen in an appropriate manner.

7.4.3.2 This requirement applies to ASIL (B,) C, D of the safety goal, in accordance with 4.3: For each
safety-related hardware element the safety analyses shall identify the following for the safety goal under
consideration:

a) Safe faults;
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b) Single point faults or residual faults;

c) Dual point faults (either perceived, detected or latent).

NOTE 1 Multiple point faults of higher order than two are considered if shown relevant in the safety concept.
NOTE 2  The safety analysis is done at a feasible level with respect to the type of element.

NOTE 3 The intention of the identification of dual point faults is not to require a systematic analysis of every possible
combination of 2 hardware faults but at least to consider combinations that derives from the safety concept (for instance
the combination of 2 faults where one fault affects a safety-related element and another fault affects the corresponding
safety mechanism intended to achieve or maintain a safe state).

7.43.3 This requirement applies to ASIL (B,) C, D of the safety goal, in accordance with 4.3. Evidence of
effectiveness of the safety mechanisms to avoid single point faults shall be made available.

For that purpose:

a) Evidence of the ability of the safety mechanisms to maintain a safe state or to switch safely into a safe
state shall be made available (in particular, appropriate failure mitigation ability within fault tolerant time
interval); and

b) Diagnostic coverage shall be evaluated.

NOTE 1 A fault cannot be considered covered if its diagnostic test interval plus the fault reaction time of the associated
safety mechanism is higher than the relevant fault tolerant time interval.

NOTE2 A FMEA can be used to structure the justification.

7.43.4 This requirement applies to ASIL (B,) C, D of the safety goal, in accordance with 4.3. Evidence of
effectiveness of the safety mechanisms to avoid multiple point faults remaining latent shall be made available.

For that purpose:

a) Evidence of the failure detection and the ability to signal to the driver within the acceptable multiple point
fault interval for latent faults shall be made available in order to determine which faults remain latent and
which faults are not latent; and

b) Diagnostic coverage with regard to latent multiple point faults shall be evaluated.

NOTE 1 A fault cannot be considered covered if its diagnostic test interval plus the fault reaction time of the associated
safety mechanism is higher than the relevant multiple point fault interval for latent faults.

NOTE2 A FMEA can be used to structure the justification.

7.43.5 Inthe case of independence requirements, evidence of the compliance of the hardware design
shall be made available by an analysis of dependent failures in accordance with ISO 26262-9:—, Clause 7
applied on the hardware design.

7.43.6 If new hazards introduced by the hardware design are identified, they shall be introduced and
evaluated in the hazard analysis and risk assessment in accordance with the change management process in
ISO 26262-8.—, Clause 8.

NOTE Newly identified hazards, not already reflected in a safety goal, are usually non-functional hazards. If those
non-functional hazards are outside the scope of ISO 26262 then it is recommended that they are annotated in the hazard
analysis and risk assessment with the following statement "No ASIL is assigned to this hazard as it is not within the scope
of ISO 26262". However, an ASIL is allowed for reference purposes.
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7.4.4 \Verification of hardware design

7.4.41  The hardware design shall be verified for compliance and completeness with regard to the
hardware safety requirements. To achieve this, the methods listed in Table 3 shall be considered:

Table 3 — Hardware design verification

ASIL
Methods

A B (o D
1a |Hardware design inspection? + + ++ | ++
1b |Hardware design walkthrough2 ++ | ++ o o}
2 Safety analyses See7.43
3a |Emulation by simulation® 0 + + +
3b |Development by prototype hardware o} + + +

2 Methods 1a and 1b serve as a check of the complete and correct implementation of the technical safety require-
ments in the hardware design

b Methods 3a and 3b serve as a check of particular points of hardware design for which analytical methods 1 and 2
are not considered sufficient. It can be used among other as a fault injection technigue.

7.4.42 [fitisrevealed, during hardware design, that the implementation of any hardware safety
requirement is not feasible, request for changes shall be issued in accordance with the change management
process in ISO 26262-8:—, Clause 8.

7.4.5 Requirements for production and operation

7.45.1  Safety-related special characteristics shall be specified if safety analyses have shown them to be
relevant. Attributes of safety-related special characteristics shall include:

a) The verification measures for production and operation

b) The acceptance criteria for the measures.

7.4.5.2 |Instructions for assembly, disassembly and decommissioning of safety-related hardware elements
shall be issued, if these operations can impact the safety concept.

7.45.3 The traceability of safety-related hardware elements shall be ensured.

NOTE This can include adequate labelling.
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7.45.4 Instructions for maintenance of safety-related hardware elements shall be issued, if maintenance
can impact the safety concept.

7.5 Work products

7.5.1 Hardware design specification resulting from requirements 7.4.1, 7.4.2.
7.5.2 Hardware safety analysis report resulting from requirement 7.4.3.

7.5.3 Hardware design verification report resulting from requirement 7.4.4.

7.5.4 Requirements for production and operation resulting from requirement 7.4.5.

8 Hardware architectural metrics

8.1 Objectives

The objective of this clause is to evaluate the hardware architecture of the item against the requirements for
fault handling as represented by the hardware architectural metrics.

8.2 General
This clause describes two hardware architectural metrics for assessment of the effectiveness of the system
architecture to cope with hardware random failures.

These metrics and associated target values apply to the overall hardware architecture of the item and are
complementary to the residual risk assessment described in Clause 9.

The scope of this clause is limited to random hardware failures of the item. The parts considered in the analy-
ses are the electrical and electronic parts. For electromechanical parts, only the electrical failure modes and
failure rate are considered.

Compliance with the target figures prescribed for the hardware architectural metrics is achieved for each
safety goal in which the item is involved.

Some or all of the applicable safety goals can be considered together for the determination of the metrics; but
in this case the metrics’ targets to be considered are those of the safety goal with the highest ASIL. These
hardware architectural metrics are defined to achieve the following objectives:

— Be objectively assessable: metrics are verifiable, unambiguous, reproducible and precise enough to dif-
ferentiate between different architectures;

— Support evaluation of the final design (the precise calculations are done with the detailed hardware de-
sign);

— Make available ASIL dependent pass/fail criteria;

— Reveal whether or not the coverage of the safety mechanisms, to control hardware faults in the E/E archi-
tecture, is sufficient;

— Reveal if the coverage of the safety mechanisms to prevent risk from latent multiple point faults in the
hardware E/E architecture is sufficient;

— Address single point faults, residual faults and latent multiple point faults;
— Be robust concerning uncertainty of hardware failures rates;

— Be limited to safety-related elements; and
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— Be usable on different elements levels, e.g. target values can be assigned at supplier's perimeter level for
supplier’s interfaces.

8.3 Inputs of this clause

8.3.1 Prerequisites

The following information shall be available:

— Hardware safety requirements specification (see 6.5.1)
— Hardware architectural metrics requirements (see 6.5.2)
— Hardware design specification (see 7.5.1)

— Hardware safety analysis report (see 7.5.2)

8.3.2 Further supporting information
The following information may be considered:
— Technical safety concept (ISO 26262-4.—, 7.5.1)

— System design specification (ISO 26262-4.—, 7.5.2)
8.4 Requirements and recommendations

8.4.1 General

The requirements of this Clause refer only to the ASIL of the safety goal.

8.4.2 This requirement applies to ASIL (B), C, and D of the safety goal, in accordance with 4.3: The
concepts of diagnostic coverage, single point faults metric and latent fault metric, as defined in Annex C, shall
be considered for the following requirements (8.4.3 to 8.4.9).

8.4.3 This requirement applies to ASIL (B), C, and D of the safety goal, in accordance with 4.3: The
coverage of safety-related hardware elements by safety mechanisms shall be estimated with regard to
residual faults and with regard to latent multiple point faults.

NOTE For this purpose, the Tables D.1 to D.12 can be used.

8.4.4 This requirement applies to ASIL (B), C, and D of the safety goal, in accordance with 4.3: The failure
rates of safety-related hardware parts shall be estimated in accordance with 9.4.3.6.

8.4.5 |If sufficient evidence of the failure rate used in the calculation of a single point fault or latent multiple
point fault cannot be made available, alternative means should be proposed (e.g. add safety mechanisms to
detect and control this fault).

8.4.6 This requirement applies to ASIL (B), C, and D of the safety goal, in accordance with 4.3. For each
safety goal, humerical target values for "single point faults metric" and "latent faults metric" shall be based on
one of the following sources of reference target values:

a) Derived from the safety hardware architectural metrics calculation applied on similar well-trusted designs;
or

NOTE Two similar designs have similar functionalities and similar safety goals with the same associated ASIL.
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b) Derived from Annex E.
These numerical targets are intended to:
+  Make available designh guidance as described in 8.2.

+  Make available evidence that the design satisfies the safety goals.

8.4.7 This requirement applies to ASIL (B), C, and D of the safety goal, in accordance with 4.3. For each
safety goal, the overall hardware architecture of the item shall meet the target values of the "single point faults
metric.

NOTE 1 The compliance with requirement 8.4.7 can be achieved with the following procedure:

1) Prescribe at the hardware element level, appropriate targets sufficient to comply with the metrics’ target values
given in requirement 8.4.4 assigned to the overall hardware architecture, and

2) Make available a rationale for compliance with these targets at the hardware element level.

NOTE 2 If an item contains different kinds of hardware elements with significantly different failure rate levels, compli-
ance with the hardware architectural metrics could only focus on the kind of hardware elements with the highest magni-
tude of failure rates. (One example where this can be used is for the single point faults metric for which compliance could
be achieved by considering the failure rates for failures of wires / fuses / connectors, while disregarding the failure rates of
hardware parts with significantly lower failure rates.) The prescription of appropriate metric target values for each kind of
hardware helps to avoid this side effect.

NOTE3  Some or all of the applicable safety goals can be considered together for the determination of the metrics; but
in this case the metrics’ targets to be considered are those of the safety goal with the highest ASIL.

NOTE 4 If the target is not met, the rationale for how the safety goal is achieved will be available in the safety case.

EXAMPLE A rationale can be the compliance with the state of the art.

8.4.8 This requirement applies to ASIL (B), C, and D of the safety goal, in accordance with 4.3. For each
safety goal, the overall hardware architecture of the item shall meet one of the following targets:

a) target values of the "latent faults metric";

b) when each safety mechanism of the item is based on fault detection, DC with regard to Latent Multiple
Point Faults of each hardware element with fault(s) that could lead to the unavailability of a safety
mechanism (to prevent a fault from violating the safety goal) compliant with the target value given in re-
quirement 8.4.6 for the “latent faults metric” (treated as a diagnostic coverage).

NOTE 1 Approach b) can only be considered when each safety mechanism is based on fault detection. If this condition
is not met then approach a) is the only possibility.

NOTE 2 In the case b), a metric is not calculated, only the coverage of the hardware elements by safety mechanisms
with regard to latent multiple point faults is evaluated.

NOTE3  The compliance with requirement 8.4.8 can be achieved with the following procedure:

1) Prescribe at the hardware element level, appropriate targets sufficient to comply with the metrics’ target values
given in requirement 8.4.4 assigned to the overall hardware architecture, and

2) Make available a rationale for compliance with these targets at the hardware element level.

NOTE 4 If an item contains different kinds of hardware elements with significantly different failure rate levels, compli-
ance with the hardware architectural metrics could only focus on the kind of hardware elements with the highest magni-
tude of failure rates. (One example where this can be used is for the single point fault metric for which compliance could
be achieved by considering the failure rates for failures of wires / fuses / connectors, while disregarding the failure rates of
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hardware parts with significantly lower failure rates.) The prescription of appropriate metric target values for each kind of
hardware helps to avoid this side effect.

NOTES  Some or all of the applicable safety goals can be considered together for the determination of the metrics; but
in this case the metrics’ targets to be considered are those of the safety goal with the highest ASIL.

NOTE 6 If the target is not met, the rationale for how the safety goal is achieved will be available in the safety case

EXAMPLE A rationale can be the compliance with the state of the art.

8.4.9 This requirement applies to ASIL (B), C, and D of the safety goal, in accordance with 4.3: A review of
the result of the applied methods in 8.4.7 and 8.4.8 shall be performed.

NOTE The careful verification of the denominator for the single point faults metric is to ensure that failure rates of
safety-related hardware elements, without any single point fault and residual fault, do not falsify the metric.

8.5 Work products

8.5.1 Assessment of the effectiveness of the system architecture to cope with the hardware random
failures resulting from requirements 8.4.2 to 8.4.9.

8.5.2 Review report of assessment of the effectiveness of the system architecture to cope with the
hardware random failures resulting from requirement 8.4.9.

9 Evaluation of violation of the safety goal due to random HW failures

9.1 Objectives

The objective of the requirements in this clause is to make available criteria that can be used in a rationale
that the residual risk of safety goal violation, due to random hardware failures of the item, is sufficiently low.

NOTE ‘Sufficiently low means “comparable to accepted risks on similar items already in use”.

9.2 General

Two alternative methods are proposed to evaluate whether the residual risk of violation of safety goals is ac-
ceptable.

Both methods evaluate the residual risk of violating a safety goal due to single point faults, residual faults, and
plausible dual point faults. In this analysis, coverage of safety mechanisms and exposure duration in case of a
dual point fault will be considered.

The first method consists of using a probabilistic metric to evaluate violation of the considered safety goal (us-
ing for instance quantified FTA) and compares the result of this quantification with a target value.

The second method consists of the individual evaluation of each residual and single point fault and of each
dual point failure leading to the violation of the considered safety goal. This analysis method can also be con-
sidered to be a cut-set analysis.

The scope of this clause is limited to the random hardware failures of the item. The parts considered in the

analyses are the electrical and electronic parts. For electromechanical parts, only the electrical failure modes
and failure rate are considered.
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9.3 Inputs to this clause

9.3.1 Prerequisites

The following information shall be available:

— Random hardware failure requirements (see 6.5.3);
— Hardware design specification (see 7.5.1);

— Hardware safety analysis report (see 7.5.2).

9.3.2 Further supporting information

The following information may be considered:

— Technical safety concept (ISO 26262-4:— 7.5.1);
— System design specification (1ISO 26262-4.—, 7.5.2);

— Hardware safety requirements specification (see 6.5.1).
9.4 Requirements and recommendations

9.4.1 General

The requirements of this Clause apply to the ASIL of the safety goal.

8.4.2 This requirement applies to ASIL (B), C and D of the safety goal, in accordance with 4.3: The item
shall comply with one of the following sets of requirements:

a) Requirements 9.4.3;

b) Requirements 9.4.4.
9.4.3 Probabilistic metric for random hardware failures

9.4.3.1 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3.
Quantitative target values for maximum probability of violation of each safety goal due to hardware random
failures as required in ISO 26262-4.—, 7.4.4.3 shall be defined using one of the following sources of reference
target values:

a) Derived from quantitative analysis techniques applied on similar well-trusted designs using well known
failure rate databases;

NOTE 1 Two similar designs have similar functionalities and similar safety goals with the same associated ASIL.

NOTE2  The numbers do not have any absolute significance and are only useful to compare a new design with existing
ones.

b) Derived from field data of similar well-trusted designs;
NOTE 3 In this case, the quantitative values can have an absolute significance.
¢) Derived from Annex G.

These numerical targets are intended to:
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— Make available design guidance as described in 9.1.

— Make available evidence that the design satisfies the safety goals.

NOTE 4  These target values described in Annex G might be adapted to fit specific uses of the item (for instance if the
item is able to violate the safety goal for durations longer than the typical use of a passenger car).

9.4.3.2 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3. Target
values of requirement 9.4.3.1 shall be expressed in terms of average probability per hour over the operational
lifetime of the item.

9.4.3.3 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3. A
quantitative analysis of the hardware architecture shall provide evidence that target values of requirement
9.4 3.1 are achieved. This quantitative analysis shall consider:

a) Single point faults, residual faults and dual point faults;

b) The architecture of the item;

c) The estimated failure rate of each hardware part in any failure modes which would cause a single point
fault of the item;

d) The estimated failure rate of each hardware part with respect to its dual point faults;
e) The diagnostic coverage of safety-related hardware elements by safety mechanisms;
f)  The exposure duration in case of multiple point faults; and

g) The remaining dependent failures due to random hardware faults.

NOTE 1 For safety mechanisms using integrated diagnostics Tables D.1 to D.12 can be used to evaluate the coverage
rate of these safety mechanisms.

NOTE 2  Exposure duration starts as soon as the fault can occur and includes:

— The multiple point fault interval associated with each safety mechanism, or the lifetime of the vehicle if the fault
is not indicated to the driver (latent multiple point fault);

—  The maximum duration of a trip (driver requested to stop in a safe way);
— The average duration until the vehicle is at the workshop for repair (driver alerted to have the vehicle repaired);

So exposure duration depends on the type of monitoring involved (continuous monitoring, periodic self-tests, driver moni-
toring, no monitoring) and the kind of reaction when the fault has been detected. It can be as short as a few milliseconds in
the case of a continuous monitoring triggering a transition to a safe state. It can be as long as the car lifetime when there
is no monitoring.

Example of assumptions that the driver will have his (or her) vehicle repaired in the following average vehicle trips:
— 200 vehicle trips for reduction of comfort features;
— 50 vehicle trips for reduction of driving support features;
— 20 vehicle trips for amber warning lights or driving disturbing behaviour,
— One vehicle trip for red warning lights.

Time taken to repair is usually hot considered (except to evaluate hazards that can expose maintenance personnel).
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The mean duration of a vehicle trip can be considered as being equal to 1h.

NOTE 3 Dependent failures analysis as described in ISO 26262-9.—, Clause 7 is basically a qualitative analysis lead-
ing to the suppression or reduction of harmful dependencies.

NOTE 4  Multiple point faults of higher order than two are considered if shown relevant in the safety concept.

NOTES  Situations when the item is in power down mode are not included in the calculation of the average probability
per hour.

NOTE 6 If the target is not met, the rationale for how the safety goal is achieved will be available in the safety case.

EXAMPLE A rationale can be the compliance with the state of the art.

9.4.3.4 This requirement applies to ASIL C and D of the safety goal of the safety goal, in accordance with
4.3: A single point fault occurring in a hardware part, shall only be considered acceptable if dedicated
measures are taken to ensure the accuracy of its estimated failure rate used in the analysis 0of 9.4.3.3.

NOTE Dedicated measures can be among others:

a) Design features such as hardware part over design (e.g. electrical or thermal stress rating) or physical separation
(e.g. spacing of contacts on a printed circuit board);

b) A special sample test of incoming material to reduce the risk of occurrence of this failure mode;
¢) A burn-intest;

d) A dedicated control plan.

9.4.3.5 This requirement applies to ASIL C and D of the safety goal, in accordance with 4.3. A residual fault
oceurring in a hardware part with a diagnhostic coverage (with regard to residual faults) lower than 90 %, shall
be considered as acceptable only if the corresponding hardware part is dealt with dedicated measures (the
note in 9.4.3.4 gives examples of dedicated measures) to justify the failure rate claimed in the analysis of
9.433.

9.4.3.6 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3. The
estimated failure rates for hardware parts used in the analyses shall be determined either:

a) Using hardware part failure rates data from a recognised industry source;

EXAMPLE Commonly recognised industry sources to determine hardware part failure rate and failure mode distribu-
tion are IEC 62380, IEC 61709, MIL HDBK 217 F notice 2, RAC HDBK 217 Plus, NPRD95, EN50129 Annex C, EN 62061
Annex D, RAC FMD97 and MIL HDBK 338.

NOTE 1 The failure rate values given in these databases are generally considered to be pessimistic.

b) Using statistics based on field returns or tests. In this case, the estimated failure rate should have an ade-
quate confidence level; or

¢) Using expert judgement founded on engineering approach based quantitative and qualitative arguments.
Expert judgement is to be exercised in accordance with structured criteria as a basis for this judgement.
The criteria are to be set before the estimation of failure rates is made.

NOTE 2  These criteria can consider field experience, testing, reliability analysis, and novelty of design.

NOTE 3  Different sources of failure rates (a, b or ¢) can be used for the different hardware parts involved in an analy-
sis.

9.4.3.7 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3. In order
to avoid bias in the quantification, if failure rates from multiple sources are combined, they shall be scaled to
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be consistent. Scaling is possible if a rationale for the factor between two failure rates sources is available, for
instance if sufficient data exists about a “predecessor’ system whose failure rate can be considered
representative of that expected for the item under consideration.

For the three failure rate sources in 9.4.3.1, a, band ¢, let 7' € {a,b,c} be the source of failure rate data for
the target and let A

cepresentarve,r 0 the calculated overall failure rate for the representative system using T as

the data source. For the three failure rate sources in 9.4.3.1, a, band ¢, let A be the calculated

representative. A
overall failure rate for the representative system using an alternative source of data 4 € {a,b,c}. Then A
can be employed as a source of failure rate data to calculate targets for an item under consideration based on

. . . . L. . _ "“representative.T X
T if each failure rate using A is multiplied by the scaling factor Z7 4 = , that is,
representative A

if A, is a component failure rate obtained from data source A, then 7, , x 4 , can be used as a component
failure rate to calculate a target value basedon T.

Combining failure rates from multiple sources is only allowed if the rates can be made consistent.

EXAMPLE From a previous design, calculated failure rates from a data handbook and warrantee data have been

A
obtained. We then know that = handbook =7
‘warrantee

where Apmaboo 16 the calculated failure rates from a data handbook,

/?,warmme is the calculated failure rates from warrantee data and

7T is the resulting scaling factor.

=2-10°/h . In this

For instance, an hardware element with A, . =10"%/h , has A

‘warrantee
case 7=10"/2-107 .

If in a new designh, we use the handbook data to determine the failure rates except for one hardware element (hardware
element 1) for which we have warrantee data, A, ,.m000) = Awarranteey ¥ 7

Where /’L(handbook) is the failure rate of the hardware element 1 using handbook data and
/’l.,(warmme) is the failure rate of the hardware element 1 using warrantee data.

For  instance, I A umanme) =9 10°/h ,  then Ahandsoory €3N be  calculated  as

9-10°%(10/2-10°)= 4,5-10° / h

Using this A,(handbook) , a consistent evaluation of the violation of the safety goal due to random hardware failures can be

done.

9.4.3.8 Table 4 shows an example of combinations of target values and failure rates.
NOTE 1 If the source of data for the target and the new component failure rates is similar, then no scaling is necessary.

NOTE 2  The targets of Annex G are similar to handbook data.
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Table 4 — Example showing combinations of sources of target values and failure rates to produce

consistent failure rates for use in calculations.

Data source for Target Value

Calculated value Field data Annex G
9.431a 9431b 9431¢c
Std. Database
T, XA A
Data source 9.436a M ba Xy
for failure Statisti
rates of austics
hardware 94360b M A Ty %A
parts Expert judgment
04560 M Tye XA Moo XA,

where A

representative.

(1) Failure rates should have the same origin as those used to calculate the target value

— /,Lrepresentatz ve.T
NOTE 1 77, , = f)
representative A

system whose data source is X and 77 A is the scaling factor between data source T and data source A.

NOTE 2 ll y Is the failure rate of component jusing X as a data source

y Is the collective failure rate for a

9.4.4 Evaluation of each remaining cause of violation of safety goals

9.441

This second method is illustrated by flowchart in Figure 3. Each single point fault is evaluated using
criteria on occurrence of the fault. Each residual fault is evaluated using criteria combining occurrence of the
fault and efficiency of the safety mechanism.

No

Begin

Single point fault?
or residual fault?

=

Yes

Meet occurrence target and diagnostic
coverage of safety mechanisms with regard to
single point or residual fault (table 5)

Yes

No

y

Add or improve

safety mechanisms to mitigate

fault

l

Meet occurrence target and diagnostic
coverage of safety mechanisms with regard to
single point or residual fault (table 5)

Yes

y
End
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Redesign

No

Figure 3 — Evaluation procedure for single point and residual faults
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The procedure to be applied for dual point failures is illustrated by flowchart in Figure 4. Each dual point failure
is first evaluated regarding its plausibility. A dual point failure is considered not plausible if both faults leading
to the failure are detected or perceived in a sufficiently short time with sufficient coverage. If the dual point
failure is plausible, the faults causing it are then evaluated using criteria combining occurrence of the fault and
coverage of the safety mechanisms.

The evaluation procedures described in Figures 3 and 4 apply to the hardware parts (transistors, integrated
circuits, ete) level.

Begin

Independent faults?
(common-cause analysis)

Assessment procedure for
single point fault

Yes
Plausible dual point failure? Redesign
Yes|
Meet occurrence target and diagnostic No
coverage of safety mechanisms with regard to

multiple point fault (table 6) l

Add or improve safety mechanisms to
eliminate or mitigate latent fault
Yes
N
° Plausible dual point failure?
eet occurrence target and diagnostic No
coverage of safety mechanisms with regard to
multiple point fault (table 6)
Yes
v

End

Figure 4 — Evaluation procedure for dual point failures

9.4.42 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3. An
individual evaluation of each single point fault, residual fault and dual point failure violating the considered
safety goal shall be performed at the hardware part level. This evaluation shall show that each single point
fault, residual fault and dual point failure violating the considered safety goal is acceptable in accordance with
requirements 9.4.4.3t0 9.4.4.12.

NOTE This analysis can be viewed as review of cut sets where imperfect coverage is treated as a fault

NOTE 2 Multiple point failures of higher order than two are considered if shown relevant in the safety concept.

9.4.43 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3. The
failure rate class ranking for a hardware part failure rate shall be determined as follows:

a) The failure rate corresponding to failure rate class 1 shall be less than the target for ASIL D divided by
100;
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NOTE 1 The target values given in Annex G can be used.

NOTE2  If it can be justified that the number of cut sets is lower than 100, the failure rate class ranking can be adapted
—the ASILD target not being divided by 100 anymore. In this case, it is hecessary to pay attention in order to keep proper
ranking considering the single point faults, residual faults and higher degree cutsets together.

b) The failure rate corresponding to failure rate class 2 shall be less than ten times the failure rate corre-
sponding to failure rate class 1;

¢) The failure rate corresponding to failure rate class 3 shall be less than a hundred times the failure rate
corresponding to failure rate class 1.

NOTE 3 Failure rate class 1, respectively 2 and 3 could be considered to be equivalent to occurrence level 1, respec-
tively 2 and 3 in a FMEA.

d) The failure rate corresponding to failure rate class /, i > 3 shall be less than 10*? times the failure rate cor-
responding to failure rate class 1.

NOTE 4 The failure rate class assignment is based upon the hardware part failure rate.

NOTE 5 For the case where a small number of components have failure rates slightly higher than failure rate class j, then
the failure rate for failure rate class / can be assigned higher so as to include these components in failure rate class / if the
resulting average failure rate corresponds to failure rate class /. A failure rate slightly higher than failure rate class / cannot
be equal to or higher than failure rate class i+17.

9.4.4.4 This requirement applies to ASIL D of the safety goal, in accordance with 4.3. A single point fault
oceurring in a hardware part shall only be considered as acceptable, if the corresponding hardware part failure
rate is ranked failure rate class 1 and dedicated measures are taken to ensure this occurrence level.

NOTE The note under 9.4.3.4 gives examples of dedicated measures.

8.4.4.5 This requirement applies to ASIL C of the safety goal, in accordance with 4.3: A single point fault
oceurring in a hardware part shall be considered as acceptable, if the corresponding hardware part failure rate
is either:

a) Ranked failure rate class 2 and dedicated measures shall be taken to ensure this failure rate; or
b) Ranked failure rate class 1.

NOTE The note under 9.4.3.4 gives examples of dedicated measures.

9.4.4.6 This requirement applies to ASIL (B) of the safety goal, in accordance with 4.3: A single point fault
oceurring in a hardware part shall be considered as acceptable, if the corresponding hardware part failure rate
is ranked failure rate class 2 or failure rate class 1.

9.4.4.7 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3: A residual
fault occurring in a hardware part shall be considered as acceptable if the failure rate class ranking and the
diagnostic coverage (with regard to residual faults) of the corresponding hardware part comply with the targets
given in Table 5. For failure rate classes i, i > 3, a residual fault shall be considered as acceptable if the
diagnostic coverage is equal to (100% - 10%7).

NOTE 1 Failure rate to be considered is the unmitigated occurrence of the hardware part failure. Therefore, it does not
consider effectiveness of safety mechanisms.

NOTE2  Table 5 specifies the maximum failure rate class allowed given the target ASIL level and the level of diagnostic
coverage achieved. Lower failure rate classes are acceptable but not required.
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Table 5 — Targets of failure rate class and coverage of hardware part regarding residual faults

Diagnostic Coverage wrt. residual faults
>= 99 % >=90 % <90 %
. . Failure rate class 1 +
Failure rate class 3 Failure rate class 2 .
D dedicated measures@
++ ++
++
Failure rate class 2 +
ASIL of Safety Failure rate class 3 . a
Goal C Fo) dedicated measures
++
++
B Failure rate class 3 Failure rate class 2
o)
+ +
2 The note in requirement 9.4.3.4 gives examples of dedicated measures

9.4.4.8 This requirement applies to ASIL D of the safety goal, in accordance with 4.3. A dual point failure
shall be considered plausible if:

a) One or both hardware parts involved has a diagnostic coverage (with regard to the latent multiple point
faults) of less than 90 %, or

b) One of the dual point faults causing the dual point failure remains latent for a time longer than the multiple
point fault detection interval as specified in requirement 6.4.8.

9.4.4.9 This requirement applies to ASIL C of the safety goal, in accordance with 4.3. A dual point failure
shall be considered plausible if:

a) One or both hardware parts involved has a diagnostic coverage (with regard to the latent multiple point
faults) of less than 60 %, or

b) One of the dual point faults causing the dual point failure remains latent for a time longer than the multiple
point fault detection interval as specified in requirement 6.4.8.

9.4.4.10 This requirement applies to ASIL C and D of the safety goal, in accordance with 4.3. A dual point
failure that is not plausible shall be considered acceptable.

9.4.411 This requirement applies to ASIL C and D, in accordance with 4.3. A dual point fault occurring in a
hardware part and contributing to a plausible dual point failure shall be considered as acceptable if
corresponding hardware part complies with the targets for failure rate class ranking and diagnostic coverage
(with regard to latent multiple point faults) given in Table 6.

NOTE 1 Failure rate to be considered is the unmitigated occurrence of the hardware part failure. Therefore, it does not
consider effectiveness of safety mechanisms.

NOTE 2  Table 6 specifies the maximum failure rate class allowed given the target ASIL level and the level of diagnostic
coverage achieved. Lower failure rate classes are acceptable but not required.
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Table 6 — Targets of failure rate class and coverage of hardware part regarding dual point faults

Diagnostic Coverage wrt. latent multiple point faults
>=99 % >=90 % <90 %
5 Failure rate class 3 Failure rate class 2
o)

ASIL of Safety t tr

Goal Failure rate class 3
C o) o)
++

9.4.412 This requirement applies to ASIL (B,) C, and D of the safety goal, in accordance with 4.3. The
failure rate class ranking of the hardware part failure rate used in the analyses shall be justified by using
sources of failure rates described in 9.4.3.6.

8.4.4.13 This requirement applies to ASIL (B,) C, and of the safety goal D, in accordance with 4.3. A review
of the results of the applied method shall be performed.

9.5 Work products
98.5.1 Evaluation of random hardware failures resulting from requirement 9.4.3 or requirement 9.4.4.

98.5.2 Specification of dedicated measures, if needed, resulting from requirements 9.4.3.4, 9.4.3.5,9.44.4
and 9.4.4.5.

9.5.3 Review report of evaluation of violation of the safety goal due to random HW failures resulting
from requirement 9.4.3 or 9.4.4.

10 Hardware integration and testing

10.1 Objectives

The objective of this clause is to ensure, by testing, the compliance of the developed hardware with the hard-
ware safety requirements.

The requirements in 10.4.1 to 10.4.7 apply to the hardware of an element.

10.2 General

The activities described in this clause aim at integrating hardware elements and testing the hardware design
to verify the compliance with hardware safety requirements in accordance with the appropriate ASIL.

Hardware integration and testing differ from the qualification of hardware components activity of ISO 26262-
8:—, Clause 13. 1ISO 26262-8.—, Clause 13 gives evidence of suitability of intermediate level hardware com-
ponents and parts for their use as parts of items, systems or elements developed in compliance with ISO
26262 concerning their functional behaviour and their operational limitations. 1ISO 26262-8:—, Clause 13 also
gives relevant information regarding their failure modes and their distribution, and their ability for diagnostic
with regard to the safety concept for the item.
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10.3 Inputs of this clause

10.3.1 Prerequisites

The following information shall be available:

— Overall project plan (refined) (see 5.5.1)

— Safety plan (refined) (see 5.5.2)

— Item integration and testing plan (refined) (see ISO 26262-4.—, 7.5.4)
— Hardware safety requirements specification (see 6.5.1)

10.3.2 Further supporting information

The following information may be considered:

— Hardware design specification (see 7.5.1)

— Hardware safety analysis report (see 7.5.2)
10.4 Requirements and recommendations

10.4.1 Hardware integration and testing shall be planned and specified in accordance with the safety plan
and with ISO 26262-8.—, Clause 9.

10.4.2 Hardware integration and testing activities shall be executed in accordance with the item integration
and testing plan.

10.4.3 In the case of change, an impact analysis on test strategy shall be carried out in accordance with ISO
26262-8:—, Clause 8.

10.4.4 Test equipment shall be calibrated in accordance with international standards (e.g. ISO 17025) or
company standards.

10.4.5 To demonstrate appropriate specification of test cases for the selected hardware integration test
methods, test cases shall be derived using an appropriate combination of methods listed in Table 7.
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Table 7 — Methods for deriving test cases for hardware integration testing

ASIL
Methods

A B (] D
1a | Analysis of requirements ++ ++ ++ ++
1b | Analysis of internal and external interfaces + ++ ++ ++
1c | Generation and analysis of equivalence classes? + + ++ ++
1d | Analysis of boundary valuesP + + ++ ++
1e | Knowledge or experience based error guessing® ++ ++ ++ ++
1f | Analysis of functional dependencies + + ++ ++
19 | Analysis of common limit conditions, sequences and sources of common cause + + ++ ++
Th | Analysis of environmental conditions and operational use cases + ++ ++ ++
1i | Standards if existingd + + + +
1j | Analysis of significant variants® ++ ++ ++ ++

2 |n order to efficiently derive the necessary test cases, analysis of similarities can be conducted.

b EXAMPLE values approaching and crossing the boundaries between specified values and out of range values

¢ “Error guessing tests” should be based on data collected through lesson learned process, or expert judgment, or both. It can be
supported by FMEA for example.

d Existing standards can be ISO 16750 and ISO 11452.

€ The analysis of significant variants includes worst case analysis.

Externe elektronische Auslegestelle-Beuth-SNV shop Schweizer.Nc

10.4.6 The hardware integration and testing activities shall verify the completeness and correctness of the
implementation of safety mechanisms with respect to hardware safety requirements.

To achieve these objectives, the methods listed in Table 8 shall be considered.

Table 8 — Hardware integration tests to verify completeness and correctness of safety mechanisms
implementation with respect to hardware safety requirements

ASIL
Methods
A B (o} D
1 Functional testing? ++ + + i+
2 Fault injection testing P + + + +
3 Electrical testing® + ++ ++ +

2 Functional testing aims at guaranteeing that specified characteristics of the item have been achieved. The item
is given input data, which adequately characterises the expected normal operation. The outputs are observed and
their response is compared with that given by the specification. Anomalies with regard to the specification and indica-
tions of an incomplete specification are analysed.

b Fault injection testing aims at introducing faults in the hardware product and analysing the response. This testing
is appropriate whenever a safety mechanism is defined.

¢ Electrical testing aims at verifying the compliance with hardware safety requirements within the specified (static
and dynamic) voltage range.
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10.4.7 The hardware integration and testing activities shall verify robustness of hardware against external

stresses.

To achieve these objectives, the methods listed in Table 9 shall be considered.

Table 9 — Hardware integration tests

Methods ASIL

A B C D
1 Functional testing under environmental conditions? ++ ++ | ++ ++
2a Expanded functional testing® o + + ++
2b | Statistical testing® o o + | ++
2¢ | Worst case testing’ o o o +
2d | Over limit testing © + + + +
3a | Mechanical testing +4+ ++ | ++ | ++
3b | Environmental testing' +4+ ++ | ++ | ++
3c | Accelerated life test® + + | ++ | ++
3d | Mechanical Endurance test" ++ ++ | ++ | ++
4 EMI test ++ ++ | ++ | o+
5 Chemical testing’ 4 ++ | 4+ | ++

2 During functional testing under environmental conditions the hardware is put under various environmental

conditions during which the hardware requirements are assessed.

b Expanded functional testing checks the functional behaviour of the item in response to input conditions that
are expected to occur only rarely (for instance major failure or extreme mission profile values), or that are outside
the specification of the hardware (for instance incorrect command). In these situations, the observed behaviour of
the hardware element is compared with the specified requirements.

¢ Statistical tests aim at testing the hardware element with input data selected in accordance with the expected

statistical distribution of the real mission profile. The acceptance criteria are defined so that the statistical distribu-
tion of the results confirms the required failure rate estimate.

d  Worst case testing aims at testing cases found during Worst Case analysis. In such a test, environmental
conditions are changed to their highest permissible marginal values. The related responses of the hardware are
inspected and compared with the specified requirements.

€ In over limit testing, the hardware elements are submitted to environmental or functional constraints in-

creased progressively to values much more severe than specified and up to functioning limit or hardware product
destruction. The purpose of this test is to determine the margin of robustness of the element under test with re-
gard to the required performance.

f For environmental test, ISO 16750-4 (Road vehicles -- Environmental conditions and testing for electrical and
electronic equipment -- Part 4: Climatic loads) can be applied.

9 Highly accelerated life test aims at predicting the behaviour evolution of a product in its normal operational
conditions by submitting it to constraints higher than constraints expected during its mission profile. In order to
achieve its goals, the accelerated testing is based on analytical model of failure modes acceleration.

h These tests are only applicable to electromechanical parts. The aim of these tests is to study the mean time
to failure or the limit number of cycles. Test can be performed up to failure or by damage evaluation.

i For EMI test, ISO 11452-2; ISO 11452-4; ISO 7637-2; 1SO 10605 and ISO 16750-2 can be applied.

i For chemical test, ISO 16750-5 can be applied.
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10.5 Work products

10.5.1 Hardwareintegration and verification report resulting from requirements 10.4.2 t0 10.4.8.
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Annex A
(informative)

Overview on and document flow of product development at the hardware
level

Table A.1 provides an overview of objectives, prerequisites and work products of the particular phases of
product development at the hardware level.

Table A.1 — Product development at the hardware level: Overview

Externe elektronische Auslegestelle-Beuth-SNV shop Schweizer.Nc
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Clause Title Objectives Prerequisites Work products
The objective of the initiation of Overall project plan (re-
the product development for the fined) (ISO 26262-4:—
hardware is to determine and plan work product 5.5.1)
the functional safety activities P " )
Initiation of |during the individual sub-phases Safety plan (refined) (IS0 | 2:9-1 Overall project
product de- |of hardware development. This 26262-4:— work product plan (refined)
5 velopment at |also includes the necessary sup- 55 5.5.2 Safety plan (re-
the hardware |porting processes described in 5.2) fined)
level ISO 26262-8:— "Supporting proc- Item integration and test-
esses. _ ing plan (refined) (ISO
This planr_nr_\_g of_hgrdware-s_pemﬂc 26262-4.— work product
safety activities is included in the
safety plan. 7.5.4)
The first objective of this clause is . 6.5.1 Hardware safet
to make available a consistent Overall project plan (re- requirements Speciﬂ_y
and complete hardware specifica- fined) (see 5.5.1) cation
tion that will be applied to the
hardware of the item or element Safety plan (refined) (see 6.5.2 Hardware archi-
under consideration. The re- 5.52) tectural metric re-
quirements of this specification Technical safety concept | Quirements
Specification |are hardware safety require- A
of hardware |ments. (see 1SO 26262-4.—, 653 R_andom hgrd—
6 safety re- 6.5.1) ware failure require-
B The second objective is to verify ments
quirements that the hardware safety require- System design specifica-
ments are consistent with the tion (see ISO 26262-4:—, | 6.5.4 Hardware-
technical safety concept. 7.5.2) software interface
e specification (refined)
A further objective of this phase is Hardware software inter-
to detail the hardware-software L 6.5.5 Hardware safety
interface (HSI) requirements initi- face specification (see ISO| requirements verifica-
ated in 1ISO 26262-4.—, Clause 7. 26262-4:—,7.5.6) tion report
Hardware safety require-
ments specification (see
6.5.1)
The ﬂr'st objective of this t_:lause is Hardware software inter- 7.5.1 Hardware design
to design the hardware with re- . . specification.
spect to the system design speci- face specification (refined) 7 &5 Hardware safet
fication and the hardware safety (see 6.5.5) aﬁa-lysis report Y
7 Hard\_lvare requirements. o . System design specifica- | 7.5 3 Hardware design
design The second objective of this . . ~ B
- f tion (ISO 26262-4.—, verification report.
clause is to verify the hardware .
design against the system design 7.5.2) 7.5.4 Requirements for
specification and the hardware Overall project plan (re- ?roductlon and opera-
; ion.
safety requirements. fined) (see 5.5.1)
Safety plan (refined) (see
5.5.2)
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represented by the hardware
architectural metrics.

Clause Title Objectives Prerequisites Work products
Hardware safety require-
ments specification (see | 8.5.1 Assessment of
65.1) the effectiveness of the
" . . o system architecture to
ZCaeIL?:tjeeiﬂ\éehgfrctjt\;\llz:elaaurf:iilzg Hardware architectural cope with the hardware
8 alrti?\??::/:tadfal ture of the item against the re- metrics requirements (see | random fa'llures
metrics |auirements for fault handling as 6.5.2) 8.5.2 Review report of

Hardware design specifi-
cation (see 7.5.1)

Hardware safety analysis
report (see 7.5.2)

assessment of the ef-
fectiveness of the sys-
tem architecture to
cope with the hardware
random failures

Evaluation of

The objective of the requirements in
this clause is to make available

Random hardware failure
requirements (see 6.5.3)

9.5.1 Evaluation of ran-
dom hardware failures

9.5.2 Specification of

The requirements in 10.4.1 to
10.4.7 apply to the hardware of
an element.

\;lr:)elaggfr;tgf criteria that can be usfed in a ration- Hardware design specifi- |dedicated measures
9 goal due fo |2le that the residual risk of safety cation (see 7.5.1) 9.5.3 Review report of
random Hw |goal violation, due to random hard-  |evaluation of violation of
failures | Ware failures of the item, is suffi- Hardware safety analysis\ o safety goal due to
ciently low. report (see 7.5.2) random hardware fail-
ures
Overall project plan (re-
fined) (see 5.5.1)
The objective qfthis clause i§ to Safety plan (refined) (see
oo of the develtped harduare | 552
" i:taergr‘gtai:; with the hardware safety re- ltem integration and test- ;?agc:n ';i?‘\’/":;g;g:gn
and testing quirements. ing plan (refined) (see I1SO | report.

26262-4.—,7.5.4)

Hardware safety require-
ments specification (see
6.5.1)
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Annex B
(informative)

Failure mode classification of a hardware element

Failure modes of a hardware element can be classified as shown in Figure B.1 and using the flow diagram
described in Figure B.2:

Failure modes of a HW element

Non-safety-related
HW element Safety-related HW element
Safe Safe Detected Perceived Latent multiple Residual fault
fault fault multiple multiple point Fault | single point
point fault point fault fault

Figure B.1 — Failure modes classification of a hardware element

Safe (not fo be

o Yes [ROTITTTY
Zﬁr;?;dszrsidmlhe Percewed? ; MPF, perceved
X e

No
ay lead to the violation
Yes of the safety goal only
?_“"\';ve‘yl velale‘ri safety goal in absence in combination with an Detected?
elemen & safety mech No dependent fault of another / Yes
HW element?

Yes
Yes ,’ s S
’ MPF , detected 1
AVaYaYa Al

Any safety mechanism

controlling other
faults of the same
HW element?

Is there a safety mechanism
to prevent the fault from
violating the safety goal?

111 Single Point Fault 1!

% 2] v, 7
MPF, perceived es No Yes T
: P g s the fault detected? ; MPF, detected

Is the fault percewved?
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Figure B.2 — Example of flow diagram for fault classification

NOTE 1 Multiple point faults of distance strictly higher than n=2 are considered as safe faults unless shown relevant in
the functional or technical safety concept.

NOTE2  The background pattern of the boxes is related to the pattern of correspondent classes in the faults classifica-
tion graphical representation of figure C.1 in Annex C.
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Annex C
(normative)

Hardware architectural metrics

C.1 Diagnostic coverage

Hardware architectural metrics are defined for the overall hardware architecture of an item and address only
safety-related elements.

Each fault occurring in a safety-related hardware element can be classified, as illustrated in Annex B, figure
B.1, as:

— Single point fault: fault in an element which is not covered by a safety mechanism and where the fault
leads directly to the violation of a safety goal

— Residual fault: portion of a fault which by itself leads to the violation of a safety goal, occurring in a hard-
ware element, where that portion of the fault is not covered by existing safety mechanisms

— Multiple point fault: one fault of several independent faults that in combination, leads to a multiple point
failure (either perceived, detected or latent)

— Safe fault: fault whose occurrence will not significantly increase the probability of violation of a safety goal

Figure C.1 gives a graphical representation of faults classification of safety-related hardware elements of an
item:

Safe faults

Latent Multiple Point faults

Single Point or < ;47 .
Residual faults 2 -

Detecte
Multiple
Point faults

Multiple

Faults Model

Graphical representation

Figure C.1 — Faults classification of safety-related hardware elements of an item

In this graphical representation:
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— The distance "n" represents the number of independent faults present at the same time that cause a vio-
lation of the safety goal (n = 1 for single point or residual faults, n = 2 for dual point faults, etc.);

— Faults with distance equal to n are located in the area between the circles n and n-1; and

— Multiple point faults of distance strictly higher than n=2 are to be considered as safe faults unless shown
relevant in the functional or technical safety concept.

NOTE 1 In case of a transient fault, for which a safety mechanism restores the item to a fault free state, such a fault
can be considered as a safe fault even if the driver is never informed about its existence.

The failure rate A of each safety-related hardware element can therefore be split up as follows:

a) Failure rate associated to hardware element single point faults: hgpy ;
b) Failure rate associated to hardware element residual faults: Agy;
¢) Failure rate associated to hardware element multiple point faults: Ay ;

1) Failure rate associated to hardware element perceived or detected multiple point faults: Aypr pp ;
2) Failure rate associated to hardware element latent multiple point faults: Aypp 1. ;
d) Failure rate associated to hardware element safe faults: A

withh = hgpp +App + Aypr +hg and Aypr =Aypr pp T Aypr 1

The failure rate assigned to residual faults can be determined using the diagnostic coverage of safety mecha-
nisms that avoid single point faults of the hardware element. The following equation gives therefore a conser-
vative estimation of the failure rate associated to residual fault:

DC : Diagnostic Coverage in percentage

A
DCwith regard to Residual Faults = ( - TRFJ x 100

with regard to residual faults

)b _ )\, 1 Dcwith regard to residual faults
= (1= )

100

The failure rate assigned to latent multiple point faults can be determined using the diagnhostic coverage of
safety mechanisms that avoid latent multiple point faults of the hardware element. The following equation
gives therefore a conservative estimation of the failure rate associated to latent multiple point faults:

DC : Diagnostic Coverage in percentage

with regard to Latent Multiple Point Faults

A
MPF L
Dcwith regard to Latent Multiple Point Faults ~— (1 - )\, X 1 00

)\, _ )\, (1 DCWlth regard to Latent Multiple Point Fanlts )
mpr L — MTUET

100

NOTE2  Annex D can be used to support evaluation of diagnostic coverage.
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NOTE If the above estimations are considered too conservative, then a detailed analysis of the failure modes of the
hardware element can classify each failure mode of the hardware element into one of the fault classes (single point faults,
residual faults, multiple point faults (latent, detected or perceived) or safe faults) with regard to the considered safety goal
and determine the failure rates apportioned to the failure modes. The flow diagram in annex B explains the flow that can
be used to make the faults classification.

C.2 Single point faults metric
This metric reflects the robustness of the item to single point faults either by coverage from safety mecha-

nisms or by design (primarily safe faults). A high single point faults metric implies that the proportion of single
point faults and residual faults in the hardware is low. The definition is given by the following equation:

Z O“SPF + )\‘RF) Z ()\‘MPF + )“s)
Single POint Fault metric — 1 _ Safety related HW elements — Safety related HW elements
20 2
Safety related HW elements Safety related HW elements
where Z I is the sum of A, of the safety-related hardware elements of the item.

safety related HW elements

NOTE 1 Only the safety-related hardware elements of the item are considered for this metric.

NOTE 2  The following Figure C.2 gives a graphical representation of the single point faults metric.

Single Point Fault Metric

Residual faults

-

Graphical representation

Figure C.2 — Graphical representation of the single point fault metric

C.3 Latent faults metric

This metric reflects the robustness of the item to latent faults either by coverage of faults in safety mecha-
nisms or by the driver recognizing that the fault exists before the violation of the safety goal, or by design (pri-
marily safe faults). A high latent faults metric implies that the proportion of latent faults in the hardware is low.

The definition is given by the following equation:
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Z ()\’MPF Latent ) Z ()\'MPF perceived or detected + )\'S )
Latent Fault metric _ 1 _ safety related HW elements _ safety related HW elements
z()\’_)\’SPF_)\’RF) ZO”_?"SPF_)"RF)
safety related HW elements safety related HW elements
where Z I is the sum of A, of the safety-related hardware elements of the item.

safety related HW elements

NOTE 1 Only the safety-related hardware elements of the item are considered for this metric.
NOTE2  The following Figure C.3 gives a graphical representation of the latent faults metric.

NOTE 3 An example of calculation of both metrics "single point faults metric" and "latent faults metric" is available in
Annex F.

el
Safe faul
S

Latent Fault metric

Single Point or
Residual fault

-

Detected Multiple Point faults or /%
Perceived Multiple Point faults
S .

Graphical representation

Figure C.3 — Graphical representation of the latent faults metric
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Annex D
(informative)

Evaluation of the diagnostic coverage

D.1 General

This Annex is intended to be used as:
a) An evaluation of the diagnhostic coverage to make available a rationale for:
1) The compliance with single point fault and latent fault metrics defined in Clause 8 of this part;

2) The compliance with the evaluation of violation of the safety goal due to random hardware failures as
defined in Clause 9.

b) A guideline in order to choose appropriate diagnostic techniques to be implemented in the E/E architec-
ture to detect failures of elements.

NOTE This Annex does not deal with the complete effectiveness of the techniques mentioned in the tables (capacity
to avoid the violation of the safety goals). This effectiveness is related both to diagnostic coverage, and to timing aspects
associated with the item and its use (e.g. periodicity of diagnostic).

Table D.1 gives the recommendations for faults or failures that shall be detected in order to achieve the rele-
vant level of diaghostic coverage. These recommendations are given considering the generic hardware of a
system of the following Figure D.1. Table D.1 only gives information to help defining the faults or failures
model, the model can depend on the application in which the component is used.

BICHlewsi| D-2 E/E System

D.3

Con -
nector

D.4 D.12
Processing Unit || P-7 Dig Col Actuator

D.8 Serialbus
interface

- D.2 E/E System

Figure D.1 — Generic hardware of a system
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NOTE Every "D.x" label refers to the tables in which the diagnostic coverage recommendations for the specific type
of component are given. Tables D.2 to D.12 support the information of Table D.1 by recommending techniques for diag-
nostic tests and indicate maximum levels of diagnostic coverage that can be claimed using them. The designations low,
medium and high diagnostic coverage are quantified as 60 %, 90 % and 99 % respectively. Tables D.1 to D.12 are not
exhaustive and other techniques can be used, provided evidence is produced to support the claimed diagnostic coverage.
If justified, higher diaghostic coverage can be estimated, up to 100% for simple or complex components.

Table D.1 — Faults or failures to be analysed in the derivation of diagnostic coverage

See Recommendations for diaghostic coverage
Component
P Tables Low (60 %) Medium (90 %) High (99 %)
No generic fault model )
EE Systems D.2 avail_able. ) aN\?aﬁzgleer-IB;?;illte?Odd No g_eneric fault_ model available
eD:st:IrlyEd analysis nec- analysis necessary Detailed analysis necessary
Electrical compo-
nents
Does not energize or Does not energize or Does not energize or de-
Relays de-energize de-energize energize
Welded contacts Individual contacts Individual contacts welded
welded
D.3 Open Circuit Open Circuit
Connectors Open Circuit $hort Circuit between Short Clrcw_t between pins
pins Contact Resistance
Open Circuit Open Circuit
. ) Open Circuit Short Circuit to Ground | Short Circuit to Ground
?ﬁ[g:sses including Short Circuit to Ground |Short Circuit to Vbat  |Short Circuit to Vbat
P Short Circuit to other Short Circuit to other wires
wires Resistive drift
Processing units
d.c. fault model for data and
addresses
Register, internal Stuck-at (see footnote) ?ogt La;g)r;:)?ddealt(asxd Dynamic cross-over for memory
RAM for data and addresses addresses cells
No, wrong or multiple address-
ing
. No generic fault model avail-
ﬁg,?'ﬂ%.ﬂg?neﬁfgu' D.4 Wrong coding or no Wrong coding or wrong |able. Detailed analysis neces-
redi g flag execution execution sary. Depends on CPU architec-
gister ture
No generic fault model avail-
Address calculation Stuck-at d.c. fault model able. Detailed analysis neces-
sary.
No or continuous inter- |V or continuous inter- [No or continuous interrupts
Interrupt handling rupts rupts Cross-over of interrupts
P Cross-over of interrupts
Invariable memory D.5 Stuck-at for data and d.c. fault model for data |All faults which affect data
range i addresses and addresses in the memory
d.c. fault model for data and
addresses
Variable memory d.c. fault model for data |Dynamic cross-over for memory
range D.6 gfﬁiggte?r data and and addresses cells
No, wrong or multiple address-
ing
Analog I/0 and
Digital VO | _
Digital 1/0 D.7  |Stuck-at d.c. fault model d.c. fault model
Clgtal vo : c drift and oscillation
d.c. fault model d.c. fault model
Analogue I/0 Stuck-at drift and oscillation drift and oscillation
Communication
bus (serial, paral- D.8 - - -
lel)
General ) dS:ggg'ea; ofthe ad- Time out Time out
Memory manage- - Stuck-at of data or ad- |Wrong address decod- )
ment unit dresses ing Wrong address decoding
All faults which affect data in
Direct memory ac- } No or continuous ac- g'r::d ‘faadudlf’en;ggzl for data the memory
cess cess \Wrong access time Wrong data or addresses
g Wrong access time
. ) Stuck-at of arbitration No or continuous arbi- [No or continuous or wrong arbi-
Bus-arbitration i signals tration tration
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See Recommendations for diagnostic coverage
Component | raples | Low(80%) | _ Medium (90 %) High (99 %)
Failure of communica-
e tion peer
Data transmission h -
(to be analysed with i mgzgggg gglr:;p“m E?sﬁé’ﬂinlmg Previous +
IASnOne2X6%§2-6:—, Message loss Insertion of message Masquerading
Unintended message
repetition
Power supply Con-
verter D.9 ) ) )
Program sequence
monitoring D.10 - - -
(Watchdog) / clock
] : No generic fault model |No generic fault model |No generic fault model avail-
fierr:sé?;sm;irt\g:\uedgng D.11 available. Detailed available. Detailed able. Detailed analysis neces-
g analysis hecessary. analysis hecessary. sary.
Final elements (ac- No generic fault model |No generic fault model |No generic fault model avail-
tuators, lamps, D.12 available. Detailed available. Detailed able. Detailed analysis neces-
buzzer, screen...) analysis necessary. analysis necessary. sary.
DEFINITIONS:
- "Stuck-at": is a fault category that can be described with continuous "0" or "1" or "on" at the pins of
a component.
- "d.c. fault model" (d.c. = direct current): includes the following failure modes: stuck-at faults, stuck-open,
open or high impedance outputs as well as short circuits between signal lines.

NOTE

Table D.2 — Systems

Diagnostic tech- See overview of | Maximum diagnhostic cover- N
. . . . otes
nigue/measure techniques age considered achievable
Failure detection by on-line Depends on diagnostic coverage
L D.2.11 Low : h
monitoring of failure detection
comparator D212 High Depend_s on the guality of the
comparison
Majority voter D.2.13 High Depends on the quality of the
voting
. L ) Depends on diagnostic coverage
Dynamic principles D.2.21 Medium of failure detection
Analogue signal monitoring
in preference to digital D.2.2.2 Low -
on/off states
Self-test by software cross .
exchange between two in- D.2.3.5 Medium tl:;espt)ends of the quality of the self
dependent units)

Table D.3 — Electrical components

Diagnostic tech-
nique/measure

See overview of
techniques

Maximum diagnostic cover-
age considered achievable

Notes

Failure detection by on-line

monitoring

D.21.1

High

Depends on diagnostic coverage
of failure detection

Table D.3 deals only with diagnhostic techniques dedicated to electrical components. General techniques like

“comparator” are also able to detect failures of electrical components but are not integrated in this Table (already included
in Table D.2).
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Table D.4 — Processing units

Externe elektronische Auslegestelle-Beuth-SNV shop Schweizer.Nc

Diagnostic technique/measure See overview |Maximum diagnostic coverage N
. . R otes
of techniques considered achievable

Self-test by software: limited num- D.2.31 Medium Depends on the guality of
ber of patterns (one channel) the self test
Self-test by software cross ex- .
change between two independent D.2.3.5 Medium Depends of the quality of

- the self test
units
Self-test by software: walking bit D232 Medium Depends on the quality of
(one-channel) the self test
Self-test supported by hardware D233 Medium Depends on the guality of
(one-channel) the self test
Coded processing D234 High B
(one-channel)
Software diversified redundancy D236 Medium Depe_nds <_)f_ the_ quality of
(one hardware channel) the diversification
Reciprocal comparison by software D.2.3.7 High Repends °f. the quality of

e comparison

Table D.5 — Invariable memory ranges

Diagnostic tech- See overview | Maximum diagnostic coverage
. . . . Notes
nique/measure of techniques considered achievable
Parity bit - Low
Detection of memory The effectiveness depends on the
data fe}llures W|th_ error- D.2.41 High number of redundant bits.
detection-correction
codes (EDC)
Modified checksum D.2.4.2 Low -
The effectiveness of the signature
Signature of one byte . depends on the polynomial in rela-
(8-bit) (CRC) D2.43 Medium tion to the block length of the infor-
mation to be protected.
The effectiveness of the signature
Signature of a double D244 Hiah depends on the polynomial in rela-
byte (16-bit) (CRC) e g tion to the block length of the infor-
mation to be protected.
Block replication D.2.4.5 High -

Table D.6 — Variable memory ranges

Diagnostic technique/measure See overview of Mammun} dlagnostl'c coverage Notes
techniques considered achievable
RAM test "checkerboard" or "march" D.2.5.1 Low -
One bit redundancy D.25.2 Low -
Detection of RAM data failures with error- .
detection-correction codes (EDC) D.2.4.1 High B
Block replication D.2.4.5 High -
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Table D.7 — Analogue and digital /O

. . . See overview | Maximum diagnostic cover-
Diagnostic technique/measure . . . Notes
of techniques | age considered achievable

Failure detection by D211 Low Depends on diagnostic cov-
on-line monitoring (Digital 1/0)2 T erage of failure detection
Test pattern D.2.6.1 High Depends on type of pattern
Code protection for digital 1/0 D.2.6.2 Medium Depends on type of coding
Multi-channel parallel output D.2.6.3 High -

) . Only if dataflow changes
Monitored outputs D2.6.4 High within diagnostic test interval
Input comparison/voting D265 Hiah Only if dataflow changes
(1002, 2003 or better redundancy) T g within diagnostic test interval
2 Digital I/O can be periodical.

Table D.8 — Communication bus (serial, parallel)

Diagnostic tech- See overview | Maximum diagnostic cover- Notes
niqgue/measure of techniques | age considered achievable
One-bit hardware redun- D.2.7.1 Low }
dancy
Multi-bit hardware redun- D272 Medium )
dancy
Complete hardware re- .
dundancy D.2.7.3 High -
Inspection using test pat- D274 High )
terns
Lo . Depends on type of redundancy.
Transmission redundancy D.2.7.5 Medium Effective only against transient faults
Information redundancy D.2.7.6 Medium Depends on type of redundancy.
Frame counter D.2.7.7 Medium -
Process counter D.2.7.8 Medium -
Combination of informa-
tion redundancy and - High -
“process or frame” counter

Table D.9 — Power supply

Diagnostic tech- See overview | Maximum diagnostic coverage N
. . . . otes

nigue/measure of techniques considered achievable
Voltage or current control Recommended always to be used
(primary) D.2.8.1 Low in addition to other techniques in

this table
Voltage or current control D282 High )
(secondary)
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Table D.10 — Programme sequence monitoring (Watchdog) / Clock

Diagnostic tech-
nique/measure

See overview
of techniques

Maximum diagnostic coverage
considered achievable

Notes

Watch-dog with separate

sequence

time base without D.2.91 Low -
time-window
Watch-dog with separate . _
time base and D.2.9.2 Medium Depends on time restriction
- ; for the time-window
time-window

) - Only effective against clock fail-
Logical monitoring of D.2.9.3 Medium ures if external temporal events
program sequence ) :

influence the logical program flow

Temporal and logical
monitoring of program D.2.9.4 High -

Table D.11 — Sensors

Diagnostic tech-
nigque/measure

See overview
of techniques

Maximum diagnostic coverage
considered achievable

Notes

Failure detection by

Depends on diagnostic coverage

on-line monitoring D211 Low of failure detection
Test pattern D.2.6.1 High -
Input comparison/voting ) -
(1002, 2003 or better re- D265 High Only if dataflow changes within
diagnostic test interval

dundancy)

. Depends on diagnostic coverage
Reference sensor D.2.10.1 High

of failure detection

Table D.12 — Final elements (actuators)

Diagnostic tech-
nigque/measure

See overview
of techniques

Maximum diagnostic coverage
considered achievable

Notes

Failure detection by

Depends on diagnostic coverage

control)

on-line monitoring D211 Low of failure detection
Test pattern D.2.6.1 High
Monitoring (i.e. coherence D.2.11 1 High Depends on diagnostic coverage

of failure detection

D.2 Overview of techniques for embedded diagnostic self-tests

D.2.1 Electrical

Global objective: To control failures in electromechanical components.

D.2.1.1

NOTE

Failure detection by on-line monitoring

This technique/measure is referenced in Tables D.2, D.3, D.7, D.11 and D.12.

Aim: To detect failures by monitoring the behaviour of the system in response to the normal (on-line) opera-

tion.
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Description: Under certain conditions, failures can be detected using information about (for example) the time
behaviour of the system. For example, if a switch is normally actuated and does not change state at the ex-
pected time, a failure will have been detected. It is not usually possible to localise the failure.

NOTE Generally, there is no specific hardware component for the realisation of the on-line monitoring diagram. On-
line monitoring detects an abnormal behaviour of the system with regard to certain conditions of activation. For example, if
such parameter is inverted when the vehicle speed is different from zero, then detection of incoherence between this pa-
rameter and vehicle speed leads to failure detection.

D.2.1.2 Comparator

NOTE This technique/measure is referenced in Table D.2.

Aim: To detect, as early as possible, (hon-simultaneous) failures in independent hardware or software.
Description: The output signals of independent hardware or output information of independent software are
compared cyclically or continuously by a comparator. Detected differences lead to a failure message. For in-
stance: two processing units exchange data (including results, intermediate results and test data) reciprocally.

A comparison of the data is carried out using software in each unit and detected differences lead to a failure
message.

D.2.1.3 Majority voter
NOTE This technique/measure is referenced in Table D.2.
Aim: To detect and mask failures in one of at least three channels.

Description: A voting unit using the majority principle (2 out of 3, 3 out of 3, or m out of n) is used to detect and
mask failures.

NOTE Unlike the comparator, the majority voter technique allows increasing the availability by insuring the functional-
ity of the redundant channel even after the loss of one channel.

D.2.2 Electronic

Global objective: To control failure in solid-state components.

D.2.2.1 Dynamic principles
NOTE This technique/measure is referenced in Table D.2.
Aim: To detect static failures by dynamic signal processing.

Description: A forced change of otherwise static signals (internally or externally generated) helps to detect
static failures in components. This technique is often associated with electromechanical components.

D.2.2.2 Analogue signhal monitoring in preference to digital on/off states

NOTE This technique/measure is referenced in Table D.2.

Aim: To improve confidence in measured signals.

Description: Wherever there is a choice, analogue signals are used in preference to digital on/off states. For
example, trip or safe states are represented by analogue signal levels, usually with signal level tolerance
monitoring. In case of digital signal, it is possible to monitor it with an analog input. The technique gives conti-

nuity monitoring and a higher level of confidence in the transmitter, reducing the required frequency of periodic
test performed to detect failures of the transmitter sensing function.
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D.2.3 Processing units

Global objective: To recognise failures which lead to incorrect results in processing units.

D.2.3.1 Self-test by software: limited number of patterns (one-channel)

NOTE This technique/measure is referenced in Table D.4.

Aim: To detect, as early as possible, failures in the processing unit.

Description: The hardware is built using standard techniques which do not consider any special safety re-

quirements. The failure detection is realised entirely by additional software functions which perform self-tests
using at least two complementary data patterns (for example 55hex and AAhex).

D.2.3.2 Self-test by software: walking bit (one-channel)
NOTE This technique/measure is referenced in Table D.4.

Aim: To detect, as early as possible, failures in the physical storage (for example registers) and instruction
decoder of the processing unit.

Description: The failure detection is realised entirely by additional software functions which perform self-tests

using a data pattern (for example walking-bit pattern) which tests the physical storage (data and address reg-
isters) and the instruction decoder. However, the diagnostic coverage is only 90 %.

D.2.3.3 Self-test supported by hardware (one-channel)
NOTE This technique/measure is referenced in Table D.4.

Aim: To detect, as early as possible, failures in the processing unit, using special hardware that increases the
speed and extends the scope of failure detection.

Description: Additional special hardware facilities support self-test functions to detect failure. For example, this

could be a hardware unit which cyclically monitors the output of a certain bit pattern in accordance with the
watch-dog principle.

D.2.3.4 Coded processing (one-channel)

NOTE This technique/measure is referenced in Table D.4.

Aim: To detect, as early as possible, failures in the processing unit.

Description: Processing units can be designed with special failure-recognising or failure-correcting circuit

techniques. So far, these techniques have been applied only to relatively simple circuits and are not wide-
spread; however, future developments are not excluded.

D.2.3.5 Self-test by software (BIST) cross exchanged between two independent units
NOTE This technique/measure is referenced in Tables D.2, D.4.

Aim: To detect, as early as possible, failures in the physical storage (for example registers) and instruction
decoder of the processing unit.

Description: The failure detection is realised entirely into two or more units by additional software functions

which perform self-tests using a BIST model (for example walking-bit pattern) which tests the physical storage
(data and address registers) and the instruction decoder. The processing units exchange the results.
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D.2.3.6 Software diversified redundancy (one hardware channel)

NOTE This technique/measure is referenced in Table D.4.

Aim: To detect, as early as possible, failures in the processing unit, by dynamic software comparison.
Description: Two redundant software implementations using different hardware resources (e.g. different RAM,

ROM memory ranges). A comparison of the output data of the two redundant software implementations is car-
ried out. Detected differences lead to a failure message. (see D.1.3)

D.2.3.7 Reciprocal comparison by software

NOTE This technique/measure is referenced in Table D.4

Aim: To detect, as early as possible, failures in the processing unit, by dynamic software comparison.
Description: Two processing units exchange data (including results, intermediate results and test data) recip-

rocally. A comparison of the data is carried out using software in each unit and detected differences lead to a
failure message.

D.2.4 Invariable memory ranges

Global objective: The detection of information corruptions in the invariable memory.

D.2.41 Memory monitoring with a modified Hamming code, or detection of data failures with error-
detection-correction codes (EDC)

NOTE This technique/measure is referenced in Tables D.5 and D.6.

Aim: To detect each single-bit failure, each two-bit failure, some three-bit failures, and some all-bit failures in a
16-bit word.

Description: Every word of memory is extended by several redundant bits to produce a modified Hamming
code with a Hamming distance of at least 4. Every time a word is read, checking of the redundant bits can de-
termine whether or not a corruption has taken place. If a difference is found, a failure message is produced.

The procedure can also be used to detect addressing failures, by calculating the redundant bits for the con-
catenation of the data word and its address.

D.2.4.2 Modified checksum

NOTE This technique/measure is referenced in Table D.5.

Aim: To detect each single bit failure.

Description: A checksum is created by a suitable algorithm which uses each of the words in a block of mem-
ory. The checksum can be stored as an additional word in ROM, or an additional word can be added to the
memory block to ensure that the checksum algorithm produces a predetermined value. In a later memory test,

a checksum is created again using the same algorithm, and the result is compared with the stored or defined
value. If a difference is found, a failure message is produced.

D.2.4.3 Signature of one byte (8-bit)
NOTE This technique/measure is referenced in Table D.5.
Aim: To detect each one-bit failure and each multi-bit failure within a byte.

Description: The contents of a memory block is compressed (using either hardware or software) using a cyclic
redundancy check (CRC) algorithm into one memory byte. A typical CRC algorithm treats the whole contents
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of the block as byte-serial or bit-serial data flow, on which a continuous polynomial division is carried out using
a polynomial generator. The remainder of the division represents the compressed memory contents — it is the
"signature" of the memory — and is stored. The signature is computed once again in later tests and compared
with one already stored. A failure message is produced if there is a difference.

D.2.4.4 Signature of a double byte (16-bit)

NOTE This technique/measure is referenced in Table D.5.

Aim: To detect each one-bit failure and each multi-bit failure within a byte.

Description: This procedure calculates a signature using a cyclic redundancy check (CRC) algorithm, but the
resulting value is at least two bytes in size. The extended signature is stored, recalculated and compared as in

the single-byte case. A failure message is produced if there is a difference between the stored and recalcu-
lated signatures.

D.2.4.5 Block replication (for example double memory with hardware or software comparison)

NOTE This technique/measure is referenced in Table D.5 and D.6.

Aim: To detect each bit failure.

Description: The address space is duplicated in two memories. The first memory is operated in the normal
manner. The second memory contains the same information and is accessed in parallel to the first. The out-
puts are compared and a failure message is produced if a difference is detected. In order to detect certain

kinds of bit errors, the data is to be stored inversely in one of the two memories and inverted once again when
read.

D.2.5 Variable memory ranges

Global objective: Detecting failures during addressing, writing, storing and reading.

D.2.5.1 RAM test "checkerboard” or "march”
NOTE This technique/measure is referenced in Table D.6.
Aim: To detect predominantly static bit failures.

Description: A checker-board type pattern of Os and 1s is written into the cells of memory. The cells are then
inspected in pairs to ensure that the contents are the same and correct. The address of the first cell of such a
pair is variable and the address of the second cell of the pair is formed by inverting bitwise the first address. In
the first run, the address range of the memory is run towards higher addresses from the variable address, and
in a second run towards lower addresses. Both runs are then repeated with an inverted pre-assignment. A
failure message is produced if any difference occurs.

In a RAM test "march" the cells of a bit-oriented memory are initialised by a uniform bit stream (i.e. all Os or all
1s). In the first run, the cells are inspected in ascending order: each cell is checked for the correct contents
and its contents are inverted. The background, which is created in the first run, is treated in a second run in

descending order and in the same manner. Both first and second runs are repeated with an inverted pre-
assignment in a third or fourth run. A failure message is produced if a difference occurs.

D.2.5.2 One-bit redundancy (for example RAM monitoring with a parity bit)
NOTE This technique/measure is referenced in Table D.6.

Aim: To detect 50 % of all possible bit failures in the memory range tested.
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Description: Every word of the memory is extended by one bit (the parity bit) which completes each word to an
even or odd number of logical 1s. The parity of the data word is checked each time it is read. If the wrong
number of 1s is found, a failure message is produced. The choice of even or odd parity ought to be made
such that, whichever of the zero word (hothing but 0s) and the one word (nothing but 1s) is the more unfa-
vourable in the event of a failure, then that word is not a valid code. Parity can also be used to detect address-
ing failures, when the parity is calculated for the concatenation of the data word and its address.

D.2.6 1/O-units and interfaces

Global objective: To detect failures in input and output units (digital, analogue) and to prevent the sending of
inadmissible outputs to the process.

D.2.6.1 Test pattern
NOTE This technique/measure is referenced in Tables D.7, D.11 and D.12.
Aim: To detect static failures (stuck-at failures) and cross-talk.

Description: This is a dataflow-independent cyclical test of input and output units. It uses a defined test pattern
to compare observations with the corresponding expected values. The test pattern information, the test pat-
tern reception, and test pattern evaluation are to be independent of each other. The functional behaviour of
the system is not to be unacceptably influenced by the test pattern.

D.2.6.2 Code protection
NOTE This technique/measure is referenced in Table D.7.
Aim: To detect random hardware and systematic failures in the input/output dataflow.

Description: This procedure protects the input and output information from both systematic and random hard-
ware failures. Code protection gives dataflow-dependent failure detection of the input and output units, based
on information redundancy, or time redundancy, or both. Typically, redundant information is superimposed on
input data, or output data, or both. This gives a means to monitor the correct operation of the input or output
circuits. Many techniques are possible, for example a carrier frequency signal can be superimposed on the
output signal of a sensor. The logic unit can then check for the presence of the carrier frequency or redundant
code bits can be added to an output channel to allow the monitoring of the validity of a signal passing between
the logic unit and final actuator.

D.2.6.3 Multi-channel parallel output
NOTE This technique/measure is referenced in Table D.7.

Aim: To detect random hardware failures (stuck-at failures), failures caused by external influences, timing fail-
ures, addressing failures, drift failures and transient failures.

Description: This is a dataflow-dependent multi-channel parallel output with independent outputs for the detec-
tion of random hardware failures. Failure detection is carried out via external comparators. If a failure ocours,

the system can possibly be switched off directly. This measure is only effective if the dataflow changes during
the diagnostic test interval.

D.2.6.4 Monitored outputs
NOTE This technique/measure is referenced in Table D.7.

Aim: To detect individual failures, failures caused by external influences, timing failures, addressing failures,
drift failures (for analogue signals) and transient failures.
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Description: This is a dataflow-dependent comparison of outputs with independent inputs to ensure compli-
ance with a defined tolerance range (time, value). A detected failure cannot always be related to the defective
output. This measure is only effective if the dataflow changes during the diagnostic test interval.

D.2.6.5 Input comparison/voting
NOTE This technique/measure is referenced in Tables D.7, D.11.

Aim: To detect individual failures, failures caused by external influences, timing failures, addressing failures,
drift failures (for analogue signals) and transient failures.

Description: This is a dataflow-dependent comparison of independent inputs to ensure compliance with a de-

fined tolerance range (time, value). There will be 1 out of 2, 2 out of 3 or better redundancy. This measure is
only effective if the dataflow changes during the diagnostic test interval.

D.2.7 Communication bus

Global objective: To detect failures caused by a defect in the information transfer.

D.2.7.1 One-bit hardware redundancy
NOTE This technique/measure is referenced in Table D.8.
Aim: To detect each odd-bit failure, i.e. 50 % of all the possible bit failures in the data stream.

Description: The bus is extended by one line (bit) and this additional line (bit) is used to detect failures by par-
ity checking.

D.2.7.2 Multi-bit hardware redundancy
NOTE This technique/measure is referenced in Table D.8.
Aim: To detect failures during the communication on the bus and in serial transmission links.

Description: The bus is extended by two or more lines (bits) and these additional lines (bits) are used in order
to detect failures by Hamming code techniques.

D.2.7.3 Complete hardware redundancy
NOTE This technique/measure is referenced in Table D.8.
Aim: To detect failures during the communication by comparing the signals on two buses.

Description: The bus is duplicated and the additional lines (bits) are used in order to detect failures.

D.2.7.4 Inspection using test patterns
NOTE This technique/measure is referenced in Table D.8.
Aim: To detect static failures (stuck-at failure) and cross-talk.

Description: This is a dataflow-independent cyclical test of data paths. It uses a defined test pattern to com-
pare observations with the corresponding expected values.

The test pattern information, the test pattern reception, and test pattern evaluation are to be independent of
each other. The functional behaviour of the system is nhot to be unacceptably influenced by the test pattern.
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D.2.7.5 Transmission redundancy
NOTE This technique/measure is referenced in Table D.8.
Aim: To detect transient failures in bus communication.

Description: The information is transferred several times in sequence. The repetition is effective only against
transient failures.

D.2.7.6 Information redundancy

NOTE This technique/measure is referenced in Table D.8.

Aim: To detect failures in bus communication.

Description: Data is transmitted in blocks, together with a calculated checksum for each block. The receiver

then re-calculates the checksum (and CRC eventually) of the received data and compares the result with the
received checksum.

D.2.7.7 Frame counter
NOTE This technique/measure is referenced in Table D.8.
Aim: To detect frame losses.

Description: Frames include a frame number, which is transmitted on the bus. The receiver is then able to de-
tect any frame loss.

D.2.7.8 Process counter
NOTE This technique/measure is referenced in Table D.8.
Aim: To detect loss of data between the sending node and the receiving node.

Description: Data (payload) is transmitted in a block which is labelled by an identifier. The identifier is sent on
the bus together with the data block. The receiver is then able to detect any loss of data.

D.2.8 Power supply

Global objective: To detect failures caused by a defect in the power supply.

D.2.8.1 Voltage or current control (primary)

NOTE This technique/measure is referenced in Table D.9.

Aim: To detect as soon as possible wrong behaviour of input current or voltage values.
Description: Monitoring of input voltage or current.

D.2.8.2 Voltage control (secondary)

NOTE This technique/measure is referenced in Table D.9.

Aim: To detect as soon as possible wrong behaviour of output current or voltage values.

Description: Monitoring of output voltage or current.
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D.2.9 Temporal and logical program sequence monitoring
NOTE This group of techniques and measures is referenced in Table D.10.
Global objective: To detect a defective program sequence. A defective program sequence exists if the individ-

ual elements of a program (for example software modules, subprograms or commands) are processed in the
wrong sequence or period of time, or if the clock of the processor is faulty.

D.2.9.1 Watch-dog with separate time base without time-window

NOTE This technique/measure is referenced in Table D.10.

Aim: To monitor the behaviour and the plausibility of the program sequence.

Description: External timing elements with a separate time base (for example watch-dog timers) are periodi-
cally triggered to monitor the computer’s behaviour and the plausibility of the program sequence. It is impor-

tant that the triggering points are correctly placed in the program. The watch-dog is not triggered at a fixed
period, but a maximum interval is specified.

D.2.9.2 Watch-dog with separate time base and time-window

NOTE This technique/measure is referenced in Table D.10.

Aim: To monitor the behaviour and the plausibility of the program sequence.

Description: External timing elements with a separate time base (for example watch-dog timers) are periodi-
cally triggered to monitor the computer’s behaviour and the plausibility of the program sequence. It is impor-
tant that the triggering points are correctly placed in the program. A lower and upper limit is given for the

watch-dog timer. If the program sequence takes a longer or shorter time than expected, emergency action is
taken.

D.2.9.3 Logical monitoring of program sequence

NOTE This technique/measure is referenced in Table D.10.

Aim: To monitor the correct sequence of the individual program sections.

Description: The correct sequence of the individual program sections is monitored using software (counting

procedure, key procedure) or using external monitoring facilities. It is important that the checking points are
placed in the program correctly.

D.2.9.4 Combination of temporal and logical monitoring of program sequences
NOTE This technique/measure is referenced in Table D.10.
Aim: To monitor the behaviour and the correct sequence of the individual program sections.

Description: A temporal facility (for example a watch-dog timer) monitoring the program sequence is retrig-
gered only if the sequence of the program sections is also executed correctly.

D.2.10 Sensors

Global objective: To control failures in the sensors of the system.

D.2.10.1 Reference sensor

NOTE This technique/measure is referenced in Table D.11.
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Aim: To detect the incorrect operation of a sensor.
Description: An independent reference sensor is used to monitor the operation of a process sensor. Each in-

put signal is checked at suitable time intervals by the reference sensor to detect failures of the process sen-
SOr.

D.2.11 Final elements (actuators)

Global objective: To control failures in the final elements in the system.

D.2.11.1 Monitoring

NOTE This technique/measure is referenced in Table D.12.
Aim: To detect the incorrect operation of an actuator.
Description: The operation of the actuator is monitored.

NOTE Monitoring could be done at actuator level by physical parameters measurement (which can have high cover-
age) but also at system level regarding the actuator failure effect.

Example For a cooling radiator fan, monitoring at system level uses a temperature sensor to detect failure of the
cooling radiator fan. Monitoring of physical parameters measures the voltage, or the current, or both, on the inputs of the
cooling radiator fan.
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Annex E
(informative)

Target values for hardware architectural metrics

Table E.1 — Single point faults metric and latent faults metric target values

Externe elektronische Auslegestelle-Beuth-SNV shop Schweizer.Nc

ASILB ASILC ASILD
Single point faults metric > 90 % > 97 % > 99 %
Latent faults metric > 60 % > 80 % > 90 %
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Annex F
(informative)

Example of calculation of the hardware architectural metrics: "single
point faults metric" and "latent faults metric"

The system for this example realises two functions implemented on a single ECU.

Function 1 has two inputs (wheel speed measured via sensors 11 and 12 generating pulses) and one output
(valve1 controlled by 161) and consists in opening valve1 when vehicle speed is higher than 100 km/h.

The associated safety goal 1 is “valve1 shall not close when speed is higher than 100 km/h”. It is ASIL C. Safe
state is: valve1 open.

Sensors |1 and |2 pulses are acquired by the microcontroller and compared. In case of inconsistency, Out.1 is
set to 0 (Safety Mechanism SM1 in the tables). This opens valve1 (0 voltage on transistor gate open it. O volt-
age on 161 opens valve1. Output stage controlling T61 is monitored by analogue input INADC2 (Safety
mechanism SM2 in the tables). Wheel speed is computed using the mean value given by the sensors.

Function 2 has 1 input (temperature measured via sensor R3) and one output (valve2 controlled by 171) and
consists in opening valve2 when temperature is higher than 100°C.

The associated safety goal 2 is “valve2 shall not close when temperature is higher than 100 °C”. It is ASIL B.
Safe state is: valve2 open.

Sensor R3 is acquired by the microcontroller ADC. R3 resistance decreases as temperature rises. There is no
monitoring on this input. Output stage controlling T71 is monitored by analogue input INADC1 (Safety mecha-
nism SM4 in the tables).

The microcontroller has no internal redundancy. In order to simplify the analysis, it is assumed that the micro-
controller shows 50% safe and 50% multiple point failures. A global coverage of 90%, through internal self
tests and the external watchdog (Safety Mechanism SM3 in the tables) is also assumed. Watchdog gets alive
signal via output O of the microcontroller. When watchdog is no more refreshed, its output goes low. This
switches both functions to safe state.

L1 is a LED on the dashboard, signalling to the driver a proportion of the multiple point failures as well as safe
state activation.

NOTE 1 The harness failures are not considered in this example.
NOTE 2 The fault model used for a given electronic part can differ depending on the application.

Example The fault model of a resistor depends if the hardware part is used in a digital (such as R11, R12 R13...)
or an analog input (such as R3). In the first case the fault model can be “open / closed” whereas in the second case it can
be “open / closed / drift.

NOTE 3 The first metric can use the failure mode coverage of only the safety mechanisms that aim at preventing the
violation of the safety goal. The second metric can use the failure mode coverage of only the safety mechanisms that aim
at preventing the failure mode from being latent.

Example The failure mode open of R21 has the potential to violate the safety goal 1 in absence of safety mecha-
nism. Safety mechanism 1 detects this failure mode with a failure mode coverage of 99% and switch the system into a
safe state. When detecting this failure mode, an alert is displayed; the failure mode coverage with regard to latent failures
is 100%.

54 © 1SO 2009 — All rights reserved



Externe elektronische Auslegestelle-Beuth-SNV shop Schweizer.Nc

© ISO 2009 — All rights reserved

ISO/DIS 26262-5

Out. WD Inp.
+o o
Enable Out. 0
Out. 1
In1 In ADC2
161

uC
In2 +
f Out.sﬂ—.—*

RET R71‘

InADC3 Out. 2 Rrz_ T

In ADC1

10 o

Figure F.1 — Example diagram
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Table F.1 — Safety goal 1
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R11 2 SR open 90% X SM1 99% 0,018 X SM1 100% 0
note1 closed 10% X 0% 0,2
R12 2 SR open 90% X SM1 99% 0,018 X SM1 100% 0
note1 closed 10% X 0% 0.2
R21 2 SR open 90% X SM1 99% 0,018 X SM1 100% 0
note2 closed 10% X 99% 0,002 X 100% 0
R22 2 SR open 90% X SM1 99% 0,018 X SM1 100% 0
note2 closed 10% X 99% 0,002 X 100% 0
c11 2 SR open 20% SM1 X SM1 0% 04
note1 closed 80% X 99% 0,016 X 100% 0
c12 2 SR open 20% SM1 X SM1 0% 0,4
note1 closed 80% X 99% 0,016 X 100% 0
c21 2 SR open 20% SM1 SM1
closed 80% X 99% 0,016 X 100% 0
c22 2 SR open 20% SM1 SM1
closed 80% X 99% 0,016 X 100% 0
11 4 SR open 70% X SM1 99% 0,028 X SM1 100% 0
closed 20% X 99% 0,008 X 100% 0
drift 0,5 5% X 99% 0,002 X 100% 0
drift 2 5%
12 4 SR open 70% X SM1 99% 0,028 X SM1 100% 0
closed 20% X 99% 0,008 X 100% 0
drift 0,5 5% X 99% 0,002 X 100% 0
drift 2 5%
WD 20 SR Out. Stuck at 1 50% X none 0% 10
Out. Stuck at 0 50%
T61 5 SR open gate 10% SM2 SM2
note3 closed gate 10% X 90% 0,05 X 100% 0
open drain source 20%
closed drain source | 20% X 90% 0,1 X 100% 0
drift 0,5 20% X 90% 0.1 X 100% 0
drift 2 20%
R61 2 SR open 90% none
noted closed 10% X 0% 0,2
R62 2 SR open 90% none
noted4 closed 10% X 0% 02
R63 2 SR open 90% none
closed 10% X 0% 0,2
Ré4 2 SR open 90% X none 0% 18
note1 closed 10% X 0% 02
161 5 SR open 70% SM2
closed 20%
drift 0.5 5% X 90% 0,025
drift 2 5%
C61 2 SR open 20% X none 0% 0.4
noteS closed 80%
R81 2 NSR open 90%
closed 10%
L1 10 NSR open 90%
closed 10%
uC 100 SR All 50% X SM3 90% 5 X SM3 100% 0
All 50%
£ 547 L 1423
Total fallwe mte 176 Singe Point Fauts Metric 96 7% Latent Fauits Metric 91 0%
TotalSafety Related 164
TotalN ot Safety Related 12

NOTE 1 The purpose of this part is electrical protection. One failure mode is the loss of electrical protection. The other
mode has the potential to violate the safety goal in absence of safety mechanisms. Both failure modes are multiple point
faults.

NOTE 2 Both failure modes have the potential to violate the safety goal in absence of safety mechanisms as in both
cases, no speed pulses are transmitted. This leads to wrong speed acquisition. The sensor is an open-collector sensor.

56 © 1SO 2009 — All rights reserved



Externe elektronische Auslegestelle-Beuth-SNV shop Schweizer.Nc

NOTE 3

NOTE 4

ISO/DIS 26262-5

A drift of 0.5 can cause unwanted command.

The purpose of this part is electrical protection. The close failure mode means loss of protection, which is a

multiple point fault.

NOTE 5

The purpose of this part is ESD protection. The open failure mode means loss of protection, which is a multi-

ple point fault.
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Table F.2 — Safety goal 2
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R3 3 SR open 30% X none 0% 0,9
closed 10%
drift 0,5 30%
drift 2 30% X 0% 0,9
R13 2 SR open 90% X none 0% 1,8 none
note closed 10% X 0% 0,2
R23 2 SR open 90% none
closed 10% X 0% 0,2
Cc13 2 SR open 20% X 0% 0,4
note2 closed 80%
Cc23 2 NSR | lopen 20%
closed 80%
WD 20 SR Out. Stuck at 1 50% X none 0% 10
Out. Stuck at 0 50%
T71 5 SR open gate 10% SM4 SM4
note 3 closed gate 10% X 90% 0,05 X 100% 0
open drain source 20%
closed drain source | 20% X 90% 0,1 X 100% 0
drift 0,5 20% X 90% 0,1 X 100% 0
drift 2 20%
R71 2 SR open 90% none
note closed 10% X 0% 0,2
R72 2 SR open 90% none
notel closed 10% X 0% 0,2
R73 SR open 90% none
closed 10% X 0% 0,2
R74 2 SR open 90% X none 0% 1,8
note4 closed 10% X 0% 0,2
171 5 SR open 70% Sv4
closed 20%
drift 0,5 5% X 90% | 0,025
drift 2 5%
c71 2 SR open 20% X none 0,4
note2 closed 80%
R81 2 NSR | Jopen 90%
closed 10%
L1 10 NSR | lopen 90%
closed 10% _
uc 100 SR | |All 50% X SM3 90% 5 X SM3 100% 0
All 50%
X 9p5 X 13625
Totalfaiure mte 161 Singe Point Faults Metric 93 8% Latent Faults Metric 90 1%
Totals afety Rehted 147
TotalNot Safety Rehted 14

NOTE 1 The purpose of this part is electrical protection. The closed failure mode means loss of protection which is a
multiple point fault.

NOTE 2  The purpose of this part is ESD protection. The open failure mode means loss of protection which is a multiple
point fault.

NOTE 3 A drift of 0.5 can cause unwanted command.
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NOTE 4  The purpose of this part is electrical protection. One failure mode is the loss of electrical protection. The other
mode has the potential to violate the safety goal in absence of safety mechanisms. Both failure modes are multiple point
faults.
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Annex G
(informative)

Target values for violation of a safety goal due to random hardware fail-

ures

Table G.1 — Random hardware failure target values

ASIL Level Random hardware failure target values
D <10°h’
C <107 h’
B <107 n’
A <10°h’
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