Universita Politecnica delle Marche
Scuol a di Dottorato di Ri cerca
Curriculum in Architettura Costruzioni e Strutture

Applying the Internet of Things and
Internet of People paradigms to the
urban context

Ph.D. Dissertation of:

Alexandru Serbanati
Advisor:
Prof. Gianluigi Mondaini
Prof. Stefano Panunzi

Curriculum supervisor:
Prof. Stefano Lenci

X| edition- new series

i n

Scienz



Universita Politecnica delle Marche
Dipartimento di Architettura, Costruzioni e Strutture
Via BrecceBianched 60131- Ancona, Italy



Acknowledgements

This work involved yees of research and is the result of a long process with many actors
and many factors. Through this long process, which is a piece of my life, there have been
some actors that influenced very positively the process.

First of all a big thank you to my turprof. Stefano Panunzi and prof. Gianluigi
Mondaini, who believed in me even when |
Carl o Medaglia, who gave me the chance t
without whom | would have never beenald aim so high in many aspects of my
academic life.

A warm thank you also goes to the partners of theAgdroject, from whom | borrowed a
large part of my current knowledge in the field of Internet of Thihg&uld also like to

thank to all thos¢hat volunteered to answer the survey and generally provide constructive
input for this thess.

Last but not least a big thank you to myeyas. Getting to the finish line is not only an
academic issue. Thank you for always being there when the need arose.

(o]



Abstract

Urban systems hba large amount of processes that are relevant to the everydayitife of
citizens, to the economy to the industry or to the city administration. Albeit the importance
of these processes, currently we are not able to have enough information about them or
even to monitor them at all.

This work proposes the use of the IntéroieThing and People (I0TP) as the paradigm for
the information systems controlling the different domains and stgtems of urban

systems which would allow to monitor the physical and social part of urban processes. The
adoption of IoTP will improve auknowledge and allow to increase the efficiency of
processes, identify social issues and improve the effectiveness of urban planning.

In this work, the design of urban systems is analysed and linked to the benefits of using
loTP-based information systemBhen, key elements of the loT&ference mchitecture

such as the domain model, the interaction model, the resource model and the functional
model, are provided.
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Chapter 1. Introduction

1.1. Concept and motivation

1.1.1The context

The pace obur evolution has been accelerating in the last century. Cities are not immune
to these trends and evolve under the pressusewvaraldrivers that might or mightat be
evident.

As confirmed by the United Nations Population Fund reports from since[2DG%ich

drivers can be, either directly or indirecttiie global population increasecreasing lack

of resourcesshift of populaion from rural to urban areas and consequent population
density increasel he latter in particular threatens to bring the urban infrastructure (energy
distribution, transportation, waste managenast supply distributionto a collapse.

Climate chang§?], on the other hand, demands to take into account sustainability of urban
processes. In order to address this issue, many municipalities are reviewing their approach
to governance, focusing in first place on the opportunityiges by ICT to increase the
efficiency and #ectiveness of urban procesgas.

In this rushing pace, all the actors of the urban scenario, from municipalities to private
companies, need to introduce constructive driverscidmaiorientate the evolution of cities

in directions that improve the sustainability of urban systems and processes.

Currently, ICT in its many declinations is one of the most effective tools for what concerns
improving the quality and efficiency of seces, and of processes in general. It can provide
automatiorand almost instantaneous transfer of information, regardless of the distance
between the physical location of the source and of the consumer of the information.

1.1.2The motivaton

IN[4]Al exander Christopher introduces, with regarc
whol ed with these words:

iwhen we say that something grows as a whole, w
birthplace, the origin, andiie continuous creator of its ongoing growth. Thatiew

growth emerges from specific, peculiar structural nature of its past. That is an autonomous

whol e, whose internal | aws, and whose emergence

There is a background idea afusality and consequentiality in this paragraph: the
evolution is influenced by the past. The knowledge of previous conditions is essential to
understand a system and its evolution. This is also the basic assumption for making
forecasts.

Until now, it seens that arefficient andintegrated approach to urbaronitoringi let alone
control or forecasting is missing.The processes that exist and occur in cities cannot be
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monitored in a suitable way dtethe lack of procedurebjgh coss, scale of phenomen

and so on.

The monitoring of urbamelated variables is generally made by public personnel that carry
out direct or indirect measurements. This
the everincreasing size of urban entities. As a consegegthe data collected is few and
hasalow quality. Moreover, it has a verlpw time- andspatiatdensitycompared both to
other fields of measurement and to the needs of urban management

With this data, the visibility of urbavariablesis incomplete, Isallow, vagueand delayed.

This means that the processes taking place in the urban context, which affect and are
affected by these variables, are difficult to understand, easy to misunderstand or, even
worse maybe, completely invisible.

This situation musthangef we wantto understand the mechanisms of our urban systems.
And understanding the processes behind the (urban) curtains is nedessamant that
thecitiesof the futureto be sustainable from an environmental, social and economic point
of view.

This PhD work starts from the realization tmabre data is needed in order to understand
the urban processes

The initial idea was taddresshe issue thorough the application of theernet of Things

an ICT paradigm thavas the topic of my previes researchnd thapreacheshe pervasive
distribution of communicating embedded devices in the environment. This could indeed
solve the need of high resolution data for the monitoring of the physical part of urban
processes.

But then a huge and relevardrt of the drivers and impacts of urban processes was still
missing: the social ondt. was straightforward then that the huge amount of data published
or exchanged through the different types of social networks (portals, blogs and microblog
messagingtould be a valuable aitHence it was decided to includethe scope of this
researctihe Internet of People

This paradigm proposesd supportaewways ofinteractionamong social entitiesvhich,

in theurban context, means thatban actors are moravare of the social aspects in their
environment and the processes of urban systems can be monitored also from their social
point of view

1.1.3The concept

There are though many local, vertical solutions based o#tinealSensor and Actuation
Networks(SAN) which improve the efficiency of specific systems. At the same time, social
networks collect and transfer a huge amount of information about people. These two tools
can be used to identify, analyze and even influence the drivers that affect the processes and
the evolution of a city.
While the previous statement is valid in many application fields, the most relevant is
probably the urban one. In this context, the potential that could be leveyagstill
unusedis huge.Until now, automatic data collectiohand even less conteatvareness
and actuatiofi has aly been used in limited contexts, generadiiated tovertical and
closed applications. With the wider and more pervasive adoption eifnt@msive
solutions the scientific community began to coneeia world of pervasiveetworks of
people and devicahat could monitor or even contrdifferent aspects of the physical

2
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world. This is the beginning of thedoption of the aforementioné@T paradigm called
Internet of Things and PeoplTP).
The mos suited environment for thidourishing of theloTP areurbanareasecause they
provide some key elements tlwainfavour the advent of this new paradigm:
1 an existing, pervasive communication infrastructure based on wired (xDSL and
optical fibre) as welbs wireless solutions (WiMax, HSPDA/LTE.)[5],
1 aset ofvertical, alreadexistingandworking applications which though are
isolated andhot interoperatingand which ar¢hus not leveraging the possible
synergiedbetweerdifferent datacollection systems
1 aset of existing data collection processes that could but are not yet (or not fully)
managed by ICT solutions
As stated in th@revious section, there is alaalear need for more efficient data collection
processei order tamproveour knowledge regarding processes in urban areas to a global
perspective
So why arendt we already I|living in the | oTP wor
One of the reasons lies in the fact ttie best practicda thesystem architecture design
demand taaptureandthenmaximize the reuse of existirkmowledgebase shared best
practicesand experience, possibly integrating it in syse@smodular components.
Currently, the design and development of ICT systems reliashmge base of existing
assetsvhich albwsarchitectgo reuse them andesignfrom scratch aly a very small part
of the systemin other words, designers leverage the existensewarakeference
architecturs.
In literature the concept of reference architecture captures the invariat¢etralal aspects
of a given set of architectures that were conceived for systems operating in a common
context. Mastering the reference architecture, cost and time for discussing about the design
of basic functions or components is saved, thus reducirggttirmarket, allowing focus on
more important aspects and generally increasing the competitiveness of the design process
[6].
This is not possible for IoTP systemghich are based on an innovative paradigm
This work aims aproviding someessential building blocksf a SoftwareReference
Architecture(SRA) for supporting the process désigningloTP-basedurbansystemsthus
improving its efficiency as well akebasic interoperability featuref resulting systems
Moreove, the reference architecture can also be viewed as a knowledge base for
understanding basic principles and conceptglbdnsystems andiscussingabout them
Until now, ICT systemananagednternallyalmost the whole data chain: from data
collection, toaggregation, filtering, managemeinterpretation and usén this process,
stakeholders were users, acquirers, developers or maintafrteessystenihe reference
architecture was a key tool foaving a common understanding of basic principles and
conceptof the systeramongsystem architectglevelopment teanand stakeholders.
In addition to this, withhe advent of the loT mainly, but alebthe IoP the reference
architecture will be needed by system architects as a common knowledge base to
understand the other systemsithmvn oneshave to cooperate and integrate with. the
I0TP reference architecture for urban systems will provide the guidelines for information
systemgsee sectio2.1.3 to interoperatelt is not so different from what happens today
when a big enterprisge. the stakeholdegsks a specialized software house to develop and
integratetheir specific component in a larger application, with the noteworthy exception
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that instead of one stakeber there are several, too many to even hope to interact with
Thus, it isnecessary that all tHET systems operating in the same conteetbased upon
common concepts and principles and system designers are well aware.of them

1.2.Interdisciplinary apprazh

This PhD thesis was born from the experience 16
the loTdomainworking in projectsat national andeuropean level and from the intuition of

prof. Stefano Panunaboutwhat he defined ddrbanWeb-Aided DesignUWAD). This

work integrates two very different approachssftwareEngineering and Urban

Engineeringto which 0T and loPparadigms are applied

Software engineering is the branch of computer science that creates practieeffectise

solutions to conputing and information processing problems, preferentially by applying

scientific knowledge, developing software systems in the service of mdfkind

In [8] Urban Engineering isedf i n ehé arteoEconieivingndertaking, managing and

coordinating the technical aspects of urban systems. Theédterm b an t echni cal syste
t wo meanings: the first coannveryass ttrhuec touprhayl s idcsaul pdp C
network, whilethe second can be construed as a suppaditisge r vi ce sA@ net wor k" .
importantphasein the life cycle ofurbanEngineering products i&Jrban DesignUWAD

is an advanced metharf planning andlesigningthe evolution otities, towns and villages

using wel technologiesto support thelesign activity UWAD is a peculiar branch of

Urban Design whicldelivers innovative solutions to this branch of enginegmiging to

improve the functionality, attractiveness and sustainability of urban areas though tife us
InternetbasedechnologiesDue to the innovation it deliverd is closely related to what is

called Urban RézngineeringAs it will be detailed inChapter 2 Urban Design relates to a

large number of domains and inves many branches of Engineering, and thus it is

managed with the typical tools of Systems Engineering.

In this work though, focus will be placed only &@oftware Engineering, and specifically

Software Architecture Design principleshich will be appliecand extended from an I0oTP

perspective.

1.3. Structure of the Document

This work is structured as follows. In the following part of this section, the need for this
work will be discussednd the main concepts will be explainedChapter2 an
introduction to he design of urban systems is provid€be analysis of the state of the art

* The only efficient way to manage this kind of interaction is through standardisatebut the
processes behind standardisation are far too slow and expensive for the average companies.
2 In the frame of this work, the term Web is given a diffénmeaning from Internet. Indeed Web is
generallyreferred to as the whole set of technologies and solutions that use or are complimentary to
HTTP based communication. While the term Web could be correct for many loP applications, it
would not fit the largst part of IoT communication solutions, which often use different protocols.
The term Web is used though in this context because of histmasins
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for the Internet ofrhings and the Internet of People is then provided in Chapter 3 with
particular attention to architectural and design aspects.

In Chapterd adiscourse on themartness of future cities along witlletailed analysis of

the benefits of applyinthe loTP paradigm to urban systems to improve their efficiency is
provided This accessory knowledge base is completed by a discontbe benefits of
interoperabilityand the need for information quality

Chapters is specifically aimed to those stakeholders involved in the process of designing
urban systems and in particular, in the design-@ngineering of the information systems
supporting urban (sujsystems

Finally, Chapter 6 provides an outlook on the challenges for adopting IoTP in urban
scenario and describes the future steps that are needed for a practical and wide adoption of
this paradigm.



Chapter 2. Modelling the city system

2.1.Engineering usan systems

To better understand how I0TP can help iengineering Urban Systems, a look at the
larger picture can help. A brief reminder of how the design process is approached at a
higher level, in Systems Engineering, is thus provided in the follawing

2.1.1Complex systems

Systens Engineering is an interdisciplinary field of engineering which investigates how the
design, development and management of complex syisterur case urban systers
projects should be approached and organized.
A complex systenis asystemcomposed of several interconnected parts that as a whole
exhibit propertie®r behavious not obvious from the properties of the individual parts.
That is the whole is greater thve sum of its parts. There are two categories of complex
systems:
I Complex organized systemesystemdhat, though complex, can be analyzed,
synthesized, and investigated using engineering techniques.
1 Complex unorganizefbr disorganize§l systemsrethose that are so complex that
they can only be studied by averages, aggregates, and statistical methods.

Any complex systens composed of components, themselves systems. This is why any
complex system has a hierarchidaconposition where each level the hierarchy is aet
of interrelatedsystemsin Figure 1 our approach to the decomposition of Urban Systems is
shown.
According to Systems Engineering, a complex system is composed of matter? anergy
information.
For instance, a social organisation such as an enterprise processes:

1 matter: transformation of raw materials into finished produgsods and services,

1 energy: fuel and electricity are needed to operate machines and heat buildings,

1 information: ¢rategies, plans, budgets, personnel records, customer orders,

advertising messages, and financial records are all information).

Systems that are functionally related or simply use to interact in order to accomplish
common tasks and/or share common resesican also be treated as a complex system.
This is the case of Urban Systems which, depending on the resolution with which they are
analysed, can be the container of thousands to billions of processes.
In analysing as well as in designing such systenase layers of classification must be
used. Generally different domains are identified in complex systems and each Domain

% In many systemmatter and energy as® closely related that they are often treated as one entity.
6
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contains a still large set of systems called Domain Elements. In the case of Urban Systems,
domains could be for example Transportatidlealth, Culture, Economy, City
Administration, Utilities, Social Care, Public Safety, Education,[é{c.

Global Urban System
View

Domain Transportation Safet i nfrastructur
Views ) ] | ] Security

Domain Information Sys cal Sy roce .
Elements L

Technical ICT System Hu
View

Figure 1: Hierarchical decomposition ofa complex systensuch as a gened Urban
System

Cities as generdy all artificial systems with a higtlegree of omplesity, involve many

domains, each domain, in turn, involvidiferentcontainingelementgi.e. systems)

belonging to differenbranches of engineeringhis is one oftie possible intermediate

views introduced between the complex system and the atomic composing systems in order
to allow a better modelling of the system itself.

For instanceTransportation is an imprtant urban domaithat providedor the safe and

efficient movement of people and goods in an environmentally responsible manner.
includes several subsystearscording to the perspective we study transportation in the

city: rail, wateror road transportystemspassenger or freight transpeystemselectical-

or fuelbased transpogystemspublic orprivatetransporisystemsetc

Such a subsystemiis turncomposedy elementgha canthemselvede more or less

complex systemgoad or railvay network,stations, transportation users as cars, buses,
trucks, pedestrians, tramways or trains, dispatchers, ioatiah centres, etc. Moreover,

such a system is so complex that information systems are needed to monitor and coordinate
transport processes in each subsystem.



2.1.2Conceptual Modelling in Systems @ineering

In order to manage the complexi§ystemsEngineerings based on a modglg process:

in order to analyse or design a complex system a nfodskt of modelsdf the system is
needed.

In our approaclkamodelis an abstraction highlighting ongome aspects of realorld
systems in order to depict those aspects more clésrbtract models reduce the
complexity of the real world to digestible chunks that are simpler to underdtéodkls

are representations of a system, either an existerdgrame to be implementedn the first
casewe havemodelsto better understand or analyse the system, in the second case we

have models for system design.
REALWORLD
SYSTEM

ABSTRACTION VERIFICATION

MODELS OF .
THE SYSTEM I

Figure 2 Real world and its models

Usually amodel hasanobjective(the question we want it to answer) andewpoint(the

point of viewwith whichone or more stakeholdeo§ the systeni e.g.usersdevelopers,

etc.i approach the systerrSome systems are better perceived as physical (matter/energy)

models: a car, aalectric engine or transformer. Others are better understood as information

models: the human hormonal system or hereditary mechanism, a computer system, a

controller incorporated in a microwave or the decision system in an enterprise.

The advantagef using modelscan be resumed in the followitgo aspects

1 Models albwto reason on key features of a real syséeah from specific points of
view which can reduce the complexity of a systé@imey increase our understanding of
the problem and help identigdutions.

1 Models are the vehicles for communication between the various parties interested in
the system (stakeholders, mainly users and developers).

2.1.3Modelling systems in the Information Era

In particular, emphasizing information aspects in nowadayscaatifystems is particularly
interesting in order to develop information systems that support the information flows in

the systems.

Currently, Information Systems are very important because they are an efficient and
effective tool for (at least partiallgrganizing, coordinating and managing complex

systems. Generally speaking, all domains belonging to a complex system that should be
organized should have an information system able to support internal information flows and
exchange information with the imfmation systems of other domains.



When developing information systems, the first and ortheiostimportant steps is
represented by the Information Model (IM) development, a documentation that models
reality through information, capturing from a systemnthe real world all the relevant
information about how information is measured/collected, transferred, stored, processed,
and finally used in the system to be analysed or desidiedonsists ot (partial)

description of the reality in which aspectscerning substance (mass, size, aglo

position) and energy (energy loads and flows, light intensity, mechanical, magnetic, or
electric forces) are transformed in informatemmd representeahly if they are relevant for
thestudy of the reality.

2.1.4Information systenanalysis andlesign

IMs are used as a blueprint for information systems, essential components to almost all
complexorganized artificial systems. Nowadays, considering a generic complex system,
many Domain Views include information systemjch is also the way by which many
composing systems interadte developmenof an information systernegins with the
capture of user requirements from interviews with the system stakeh&éergrements
Engineering provides the appropri&i@owledgeand conceptual toofer understanding

what the customer wants, analyzing need, assessing feasibility, negotiating a reasonable
solution, specifying the solution unambiguously, validating the specification, and managing
the requirements as they are transfed into an operational system.

The analysis of these requirements has as redugh level model of the syste model

of a nontrivial system is usually composed of more sanbdels closely related and
interdependent. Each smbodel emphasizes a cdntaspect of the system: for example
model should emphasitke system structure, other modils system interactions with the
environment or the system dynamig¢fieIM is usedin the system desigio first define an
architecture for the future system.this architecture the system components and their
interfaces are emphasized.

The IM isalsoused to define specific requiremefds the systentomponents. Each
component, if complexshouldhave subcomponents which must be also speaifitd

their requirementsThis process of component refinement ends when the component is
itself a system that belongs to specializeghnical domaingfor instancea mechanical,
electronic or software componenthisrecursiveapproach can besedfor the projectio

of requirement®n each domain element which, in turn, can be viewed as a system itself or,
even at a lower level, dts sulsystemauntil the systems ahe technical view. It also

works with or, better, it best suits tdevelopment ofnformationSysems

An Information System isnainly composed byCT systems and human agents that execute
manual procedures and accessI@E systemdby HumanMachine interfacesAn ICT
systenmcan bemainly divided in Software and Hardware systems.

The IM is a good tol for the design and analysisalf Information systencomponentsin
particular the ICT systems can be very well described Bilapecause they do not involve
humans in their procesdas, in other words, they are deterministic systems.

4 While humans generally interact with ICT systems (providing input or collecting output) they are
not considered aspart of ICT systems
9



The IM of InformationSystemsncludes &least aDomain Model a Context Modeand an
Interaction Model.

The domain model introduces all the concepts related to the specific problem the
information system should resolve. It classifies various entitieteteta the poblem in
conceptawith their attributes, roles, and relationships, plus the constraints that govern the
problem domain. The domain model is used to provide us the vocabulary and key concepts
of the problem domain. In the objeatiented approach to systeranalysis the domain

model is introduced with class diagrams.

The context model gives the system boundaries by delimiting the system of all external
entities interacting witlit. It also provides basic assumptions of how the system interacts
with other sgtemsof the same or of different domain elengnt

The interaction model describes the collaboration between the system components in order
to respond to external stimuli (events).The model is composed of interaction scenarios that
arechronological sequees of interactions which involve components of the system and
external entities.

The IM of software systemsill contain the same components.

2.2.Conceptuamodelling ofurban processes

Urban systemaredynamic and opercomplexartificial ecosystemfs3]. They host a large
number ofurban processely which life in urban areas is operated and manageitg

open and dynamic also means that urban systems interact with their close environment and
that their evolutiorand the pocesses carried out within d@rdgluenced byurban

phenomenai.e. internal and external events or conditions, whanh beviewed as stimuli

for the urbarsystem from itenvironmental contexEor instance weathenational or
regionaleconomicand sociaconditions(external stimulus)as well asirban growth or

traffic congestior(internal stimuil) are urban phenometiaat can affect some urban

processes

On the other handirban phenomenavhich caninvolve differenttime, geographical and

social scads can be produceidas direct or sideeffecti by urban processeBor instance
changes inthe morphologic configuration, industrialization or tertiaionin urban areas

are urban phenomena resulting from specific urban processiyg psnning and

management.

For the purpose of this work, the urban system is defined as an open system which includes
all the physical features, functional infrastructures, living beings, the society as well as the
administratiorof the city itself. Physically, the badaries of the system overlap with those

of the city although external factors and actors can influence the urban system. The term

fi a ¢ Piusal for identifying entities that hold a role in the scefiarim in the urban
environment.

*For clarityés sake, no terminology distinction is
called agerttin software engineering, and external actors.
® Sometimes an entity can have different roles in different processes, i.e. different aims and the
capability to operate to pursue them. When modelling such scenarios, these are modelled as different
use cases, eh with its ownprimary actor (the actor triggering the use cask) some cases though
10
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Factors

Figure 3: Generic simplified model of a process

Urbanprocessesan be influenced by many factors (e.g. weather conditions, social habits,
welfare, etc.) and actors (citizens, private companies, municipalities, etc.). Generally
speakingurbanactorsare active entities which can start proceskagin turn, might

influence (directly or indirectly, intentionally or unintentionallypan processesvhile

urban fctors are prexistent or uncontrollable factors that constrain by their simple
existence the occurrence or evolutionuoban processeslongside urban factors, urban
phenomena can also influence urban processes as boundary constraints.

While it is very difficult to control all these actors and factors, it is paramount to monitor all
sources that can affect urban processes: gathering correct and relevant data is fundamental
for making right decisions and eventually influencing the same urban processesh in

the short and in the long term.

different kinds of actorgsecondary actorgjan participate and some entities can have more than one
relevant role in the a use case.

11
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Figure 4: A generic modelof urban process Main categories ofurban actors and

urban factors are represented. Urban penomena carpotentially impact all processes
that and thus, indirectly, all urban actors andurban factors, as well asother urban

phenomena

We have i@éntified 6categories oéntities of the urban system which mainly affexdian
processes
Environmentaldctors they represent the environment and its evolution. The

1.

environment here is not only the urban environment but also that of the region
around he city. They can range from climate and current weather conditions to the

fertility of the soil and the susceptibility to extremeatleer events or disasters.

Theyimpact on urban processes only in the short term, but some of these factors
(e.g. the avadlbility of prime resources such as water, food and energy) should

be taken into account in lortgrm urban planning. Urban processes also influence
environmentaphenomena ozonditions such as water, soil and air pollution or

even weathef54].

Social factorsthey account for education, social trends and relevantiomee
events. Currently, this kind of factors is really difficult to model due to the lack of

structured data that could be used as input. A good example cfduial events

coul d

mpact

city

processe

s is BS.nally

Built base along withinfrastructure and gemorphology these factors are

modelled as constraints in the shrm and can be generally defined in a static

12

descr



way. Urban processes usually dondét affect t
might be relevant in some cases. For the modelling purposes we consider this
factor to be only a constraint to urban processesearetse impact is not taken

into account. Whé it might seem similar to theveironmental facta, this

component is different because a) it only takes into account static (or very slowly
varying) factors and b) it includes the buildings and other physiaaiges that are

due to urbanization and are already affecting an area.

Administration it should be able to monitor and control the urban processes in the
most efficient and effective way. For example, urban planning interacts with urban
processes atladcales: it is very important for designing a good development plan

to understand which zones of the city are movement sources and which are peaks,
which city services are used systematically and which are used asystematically
well as which is the caeity of urban infrastructures, when related to their current
use.

Citizens they are influenced and influence urban processes unintentionally.
Individuals (the inhabitants of the city as well tourists) as well as groups want to
know what is happening imé city, or what other people think about a monument,

a place, an event or a service. The goals of single citizen actors range from the
avoidance/mitigation of negative impacts to the planning and optimization or
activities, while groups of citizens caneul®P to get together and coordinate their
activities or even their interaction with the public in the management of the city. In
the last years though, citizens are moving from the role of passive users of the
cityds services t obeincdntrovoéwhdtis papperngint hat want
their environment. This urban actor group involves citizens both as individuals and
as groups.

Generic actorsthese urban actors represent systems whose processes coexist with
urban processes. For example, whiléustry and education are considered

relevant domains of the urban system actors, we are currently unable to monitor,
and thus model them in an abstract and satisfactory way. We acknowledge the
importance of these actors, but in the frame of this work wikkye disregarded
because the focus is on the use of 10T and IoP in a generic urban context. Also, in
the future, IoT will allow to monitor cityvide industrial processes, such as the
supply chain and even international logistics.

Urban processedinally, because the subsystems of the urban system are
interconnectedjrban processasftenaffect othemurban processed his can

happen either directly or indirectly through the urban phenomena. Private
transportation (aubsystem iithe transportation domgiis a typical example: it

can crate traffic congestions (urbamg@nomena) which in turn can affect again

public and private transportation processes but also, other processes (e.g. resource
distribution) or factors (e.g. local climate or houses valubérarea

The model proposed in this section is intended generic model that could be used to
understand the potential of IoT and loP for urbaemgineering purposes. It is not metmt
model all interactioni urban systemsor it is claimed thathe interaction between entities
is always direct. This model shows only the most relevant interactions for the gebearic
processand its elements are chosen for the aforementipngabses

13
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As a usage example, one could think about the case in #igahunicipality decides to

close an area of the city to traffic because of too high levels of air pollution. This external
event stimulates the urban system to react with an appropriate, previously planned, urban
process in order to mitigate threatenirighe excessive level of air pollution. For this
Administration (an agent in the urban system) decides to trigger a urban function (denying
access to a specific area), which generates a urban phenomenon (i.e. the lack of private
circulation in the givenraa) which then has consequences on citizens (who have to change
their daily transportation processes) and on urban phenomenon (i.e., hopefully, on the air
pollution). The urban process triggered by the excessive level of air pollution ends when
the polluton level diminishes at acceptable levels. It is important to stress that the actual
mechanism though sees the Administration starting a urban regulation process that interacts
with the privateand publietransportation related urban processes which stprolduce

less pollution (urban phenomenon) in the given area.

Many of these interactions cannot be controlled and some are even difficult to monitor.
Currently the monitoring of the environment and of the physical pantbafn processes
provides data thdtas a low spatial resolution.

For what concerns the social factors, their monitoring has never been performed in an
automatic way to the best of our knowledge. Information about social factors and the social
dimension of urban processes is gathered tyrealy through surveys. Such information
though has a very low resolution (both in time and in space) and its quality is affected by
subjectivity issues.

This paper only focuses on the environmental axibtfactors as well as on the social and
physica part of existingurban processdsecause these can be monitored thanks to 10T and
IoP. In theChapter 4anexplaration abouhow IoT and loP can become relevant tools for
efficientadministrations provided
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Chapter 3.10TP State of he Art

In this chapter a detailed view of the current state of the art regarding the IoT and loP
paradigms individually is provided. Because this work is mainly focused on architectural
aspects, the discussion will also adopt this point of view.

3.1.Internet & Things

While a shared definition of the Internet of Things is still missing in the scientific
community, it is clear that this concept is relatethtotrend oembedding communicating
devicesin andprovidingdigitally-mediated interactiowith physicdly objectsand
environmentsThe introduction of communication capabilities and the moving of
processing capabilities to the peripheral part of the networks will also slowly move the use
of Internet from humaioriented toscenaris where the main users Wbe machines (i.e.
computing devices).

Due to its pervasiveness in the everyday environment and the impact on all fields of human
activity, the advent of 10T will unavoidably also raise so@alministration privacy and
security issuedn order to uderstand the potential of 0T the current state of the art in this
domain will be discussed good, general overview can be foundid].

3.1.1History of the Internet of Things

This futuristic vision of pervasive, embedded devicas its bases in thestablishedRFID
technology which for the first time allowed reabrld objects to be represented in the
digital world. During the lastenyears, many definitions of IoT have been givextending
the original visior{12], which dates back to 2004, of

AiGiving everyday objects the ability to connect

In the final report of the Coordination and Support Action for Global Rielated

Activities and Standardisation projd&B] the reader can find a compiled list of definitions
which capture different aspects of and meanings giveretodhcept of Internet of Things.

In the document, a first technical, consolidated definition of Internet of Things is provided
by prof. Anthony Furness from the European Centre of Excellence for AIDC

ifA gl obal network infrastructure, linking physi
exploitation of data capture and communication capabilities. This infrastructure includes
existing anl evolving Internet and network developments. It will offer specific ebject
identification, sensor and connection capability as the basis for the development of
independent cooperative services and applications. These will be characterised by a high
degreeof autonomous data capture, event transfer, network connectivity and
interoperabilityd
15



The CASAGRAS definition was given in the first part of year 2009, and was then
confirmed in the final report of the projdént2011. This definition gives to tHeT term the
meaning of aetwork infrastructure. This is coherent with the semantic meaning of the
phrase which assumes that the 10T builds upon the existing Internet communication
infrastructure. Theest of the work though is less focused on Intebaested conmunication
of devices and the technical relevance of the project itself lays in the-iRFEi@d
standardisation activities.

In the same document another definitiater formalized if14], is provided by an (at that
time) SAP system architec§tephan Haller

AA world where physical objects are seamlessly
and where the physical objects can become active participants in business processes.

Services are available to interact with thesmart objects' over the Internet, query and

change their state and any information associated with them, taking into account security

and privacy issues. 0

It is worth noting that in this definitiotihe focuss on the physical objectsalso called

it gs o el svecareintheentreof the attention as main participants of the IoT.
These thingare described as active participants in the business procebses for the

first time, would point towards the support of MachiteMachine(M2M) communication

in loT. Besides, the I oT here is more a vision than
would suggest. Also the idea of using services as communication interfaces for 10T is
introduced for the first timand will be later investigated as a mea&m provide application
level interoperabilitySecurity and privacy, though not related to the definition of 10T, are
alsorecalledas critical issuedn time hese issuewere given more and more importance
by governance, research and industry actdall approaches to 10T currently involve
privacy and security aspects.

In 2009 theEuropean Commson also supported a workshop on the 10T, which provided
other interesting definitiond 5][16], such as the following:

fi a w-widelnetwork of interconnected objects uniquely addressable, based on standard
communication protocols. o

AiThings having identities and virtual personal.i
intelligent interfaces to conneand communicate within social, environmental, and user
contexts. o

The Future Internet Assembly also provided a definitibloT in its Real World Internet
position papefl7]. It encompasses many aspects of the previousanEmphasizethe
dual aspect of loTthe communicating devices and thision about integrating the real
world into the Internet

AThe 1 oT concept was initially based around ena
Frequency ldentification (RFID) dMrelessSensor andActuator Networks (WSAN), but
nowadays spawns a wide variety of devices with different computing and communication

capabilitesigenerically termed networked embedded devi
ideas have driven the loT towards an all enpassing vision to integrate the real world
into the Internet [é].0
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AThe I nternet of Things is a technological revo
and communicationso which aims at fimaking the p
togefl8ler o

In conclusion, we can thus identify two different megsifand thus definitions) of Internet
of Things loT asa network (of networksandIoT as a ICT paradigmin which physical

and digital entities inter in an augmented world, as describeé#igure5. Taking from

the literal meaningthe Internet of Things is a global network, an extension of the current
Internet to new types @mbeddedleviceshat will enable the identifi¢an or interaction
with physical objectdoT alsorefers to the visiomherethe digital and the physical world
overlap pervasivelin a new augmented continuum wheserscould choose whether to
interact physically or digitally with physical objectstethingscould have goals to achieve
and can interact with othéningsin order to realize them.

Physical World | Digital World Physical World | Digital World Augmented World
| Input | | Input | | Input | | Input | [ Iput |
| Output | [ Output | | Output | | Output | [ Output |

a) b) <)

Figure 5: visual representation of the I0T paradigm: the evolution from the current
context, where the digital and the physical erivonment are uncoupled (a), to one
where they can interact (b) and, finally, to one where an augmented world seamlessly
merges the physical and digital environments (c).

It is clear that the two definitions are very tightly related, with the first onerfsixtn of the
Internet) defining a tool for the realization of the second (the vision).

3.1.2Technological background

So the 10T can be viewed as a pervasive extension of the Internet to everyday lobjects.

the frame of this work the 10T is mainly related3ensor and Actuator Networks (SAN)

more than to RFID because, when it comes to data collection or command execution,
networks provide greater capabilities and more flexible solutions for communication.

In time Wireless Sensor and Actuator Networks (WSAd)ved to be a good solution
because thegt o n 6 t  plydicyl infoastruciurand t hus dondt require a pl
requiring, in turnan easiedeploymentompared to their wired counterp§tf].

Bidirectional communiation is also useful for reprogramming devices directly from remote
[20].

On the other hand, using a shared medium for communication brings along a large number
of securityissuesas shown if21].

WSANSs are made of a number of network notleg also host sensors and actuators and

can communicate among thersing wireless physical layer (PHYlhedatatransmitted
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throughout the network can be either used by other nodes in a Macttechine

appoach or routed through a (router) gatewag server running a central business logic

on ahigher level network oonthe Internettself. A goodoverview reference for
understanding the basics on W8bkign and architectusan be found ifi22] or, in much
greater detail if23].

WSNs are the technological base for many data collection systems in many applications
fields in industry, agriculture or services domain. The wide public also camecim woth
these technologies in home automation applicatiGasently though these are closed
applications, which are specialized for a very specific context and use specific, generally
different, protocols. Using a metaphor coined by Alessandro Bassg, épplicationsra
closed silo§24], meaning that they candét wuse the
not exchange information, i.e. they are not interoperable.

Many researches on the 0T topic nowadays focus on laedand software issues such as
energy harvesting, efficient cryptography, interoperability, communication protocols and
semantics.

3.1.3A look into IoT protocols

Yet, the synergy among systenfthe same domainsed in different deployments (e.g.
deployed bydifferent organizations) asf theapplicationsbelonging tadifferent domains
would produce a great added val@me of the goalof 10T was to break the walls between
the different deployment silos and to make all these systems communicate.

It was obvias then tahink of the existing Internet as a means to connect theteoiks of
devices, but WSNs generally didnét rely
(NWK) protocol.

As the IP protocol is the cornerstone of the Internet communicatiovidprg

identification and routing, the 10T, as an extension of the current Internet, had to be based
on it too. In a domain characterized by heterogeneity at all the different layers, a common
NWK layer represented a narremaist to the complete set oflecapable protocol stacks
[25]. In particular, the industrial and scientific community identified in Internet Protocol
version 6 (IPv6) this common NWK layer prototacause it was capable of supporting a
very large number aéndpoints Indeed, the perspective of having 50 to 100 billidernet
-capabledevices by 202(26] can be even viewed as one of the drivers of the adoption of
the IPv6.

But not all these devices are natively capable ofguaifull-fledged Internet stack.
Embedded devices actually are generally very constrained computatiahal
communicatioAwise. In this context, the work of the 6LoWPANyroup[27] in providing

an adaptation layer between IPNBVK layer and the MAC layer ofidely usedEEE
802.15.4[28] is worth mentioning. The adaptation was needed because of the different
purposes of the IPv6 and of the IEEE 802.15.4 standard for Low Rate WPANs (LR

" 6LoOWPAN means IPwbased LoWPANwhere LoWPAN (an acronym for Low power Wireless
Personal Area Networks) is a simple low cost communication network that allows wireless
connectivity in applications with limited power and relaxed throughput requirements. It typically
includes deviceshiit work together to connect the physical environment to mainly wireless sensor
applications.
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WPANS). The fomer was based on the existing features of IPv4, and was designed for the
Internet while, at design time, R/PANs were required to optimize energy consumption.
Thus the work had to deal with the typical limitations of constrained devices.

One of the graast issues was that the MRPAN PHY layer packet length of 127 bytes.

This forced the workgroup to rely on the compression for the 40 bytes IPv6 header in order
to achieve larger applicatidavel payloads and thus greater efficiency in communication,
which lead to RFC494R9]. The reasons behind this choice can be understood considering
that the MAC header has a maximum length 6b2tes, that the possible overhead due to
the MAC layer security can take up to 21 bytes aatl ftagmentation support in upper

layers can reduce even more the actual application payload.

The potential of having smallthough constrained devicégo the Internet has been

readily perceived by the actors of the embedded devices market. For exalomgiside the
interest focused from the academic environment, it is relevant that all embedded platforms
previously cited already provide support to 6LoOWPAN. Conifikiy OSand RTOS, three

of the major operating systems for embedded devices, also penftdvaremodules for
6LOWPAN.

Above the NWK layer as a Transport (TRA) layer protocol T&R is generally used on
unconstrained devices and U] on constrained ones. Relatisecurity extensions,

TLS [32] and DTLS[33] respectively, are employed for securing the communication
channel.

Above the TRA layer HTTP is used as REST protocol on unconstrained déheeseed

to use a REST architecture is related to the fact that this is an established use in the current
web-based design. Indeed this approach led many to identify the 10T with the Web of
Things, identifying the concept oésourcewith the oneused in web applidepns[34].

On the other hand, a specific REST protocol for the use on constrained devices has been
designed. This lightweight protocol, called Constrained Application Protocol (JBBR)

is underdevelopment in the Internet Engineering Task Force (IETF) can easily be
interfaced with HTTP an$ tailored for theequirements of constrained networks, i.e. with
low datarate, high latency.

3.1.4The IoT-A ArchitecturalReferenceModelfor the 10T

In Section 3.1.1the Internet of Things was defined with a dual meaning of paradigm and
global network A reference architecture for the Internet of Things is still missing at the
moment. The task of developing such an architecturecthdtl embrace all the different
architectural designs of systems that are involved in the 10T, which, by definition, is made
of heterogeneous systems, is a difficult feat

As we pointed out in Sectidh1.3 the concept ofaferencearchitecture- as itis

consolidatd in Software- is a framework that captures the invariant architectural aspects of
a given set of architectures that were conceived for systems operating in a common context,
usually a particular domain. It acs template that is composed from some invariable parts
and a set of slots where variable solutions can be adapted to the problem particular context
However, because I0T is a paradigm which crosses many application domains, it is too
generic to be descid byonereferencearchitecture.
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Thelnternet of Things Architectuf¢loT-A) projecttried to extend this concept which

became part of Ergerdesign framework called Architectural Reference Mda&tM)

[36]. The l0T-A ARM provides a common cognitive ground (concepts, terminology,

abstract models), for system architects and software designers working in the IoT domain,
regardless of the application domain (eHealth, smart cities, retail, defence, etc.). The ARM
is ahigh leveldesign tool mainly composed by a Reference Model (RM) a Reference
Architecture Guidelines, and Best Practices. The RM contains very abstract concepts about
the 1oT domain, communication, functional and information aspects. The Reference
Architecture Guidknes providetheoretical support for the design of Reference

Architecturesn specific domainsit is important to note that currentlyere are no loT

RAs for any domain.
Reference
Model

guides

Reference Reference
Guidelines ) )
Architecture Architecture
wmat on
System System
. — :
Requirements constraints Architecture

Figure 6: The process of derivinga specific system echitecture from the
Architectural Reference Model (n red background). Multiple, domain-specific RAs
can be derived from the RM. Multiple systemarchitectures can then be derived from
oneRA thanks to the ARM guidelinesand specific system equirements

In the 10T-A view, based orthe OASIS reference model definitif@8], the RM povides

the highest abstractiopromotes a common understanding of the 10T doraadtollects
the highlevel functionalities of 10T systemBased orthe RM, 10T (reference)
architectures can be desigrfed specific domains

TheloT-A RM includes

a general discourse on the loT domain,

an loT Domain Model as a tdpvel description of entities and relationships,

an Information Model explaining holeT knowledge is going to be modelled and
an loT Communication Model in order to provide the basis for understanding how
to achieve communication interoperability between many heterogeneous loT
devices.

A RA is the reference for buildingT compliant achitecturedor a specific domainThe
I0T-A RA provides views and perspectivas architectural aspects that are of concern to

Too I To Do

8
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the stakeholders of the given domain in accordan{&9fo Thedevelopmenbf anloT RA

for a given application domaifocuses on abstract sets of mechanisms rather than concrete
application architecture#t.is driven by a set of requirements that are shared by all the
applicationsbelonging to a given domain

Multiple Reference Architectures could 8erived from the same Reference Model

following the guidance provided in the 168 ArchitecturalReferenceModel

For a complete and deeper understanding it is advisable to read the latest version of the
I0T-A Architectural Reference Modg36] and the other diwerables of the 107A project

3.1.4.1The IoT-A Domain Model

As introduced in Chapte&t.1.3 the DMis an important model used for developing
information systemarchitecturesit describes the keconcepts and relatiord an area of
interest(domair) that the specific architecture addresses and howréiate andnteract

The DM is not meant as a description of the components of the system we want to design,
but as a description of the conté@xtwhich the system wilbe part oflt specifies the
knowledge the system must have about all external entities the system interadts tivéh.
following only the features of the DM which are central to this work will be discussed. A
complete analysjslong with exampless provided in11].

For describing the l1oT DMwe haveproposed théirst approachn [40]. The same

approach has also been used in the frame of thélpfojectthathas also improved and
consolidatedt in the 10T-A Domain Mode] which has received positive feedback from the
scientific and industrial community and is currently the state of the art.

In Sectior3.1.], the loTwas defined as a means to méke digital and th@hysical world
overlap pervasively in a new augmented continuum where users could choose whether to
interact physically or digitally with physical objects.

Figure 7 presents the IoA Domain Model as a UML class diagram.
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Figure 7: The IoT-A Domain Model as depicted in[36]

The basic assumption of the 10T is that all the objerftthe physical world calleBhysical
Entitieshave adigital (i.e. software, oDigital Artefad) counterpart calle¥irtual Entity
which represents them in the digital worltheVirtual Entity mustshow and provide all
therelevant features of thehysical Entityin the digital world afkesourcesResources
must be tightly linked to the physicadtures so that changesResourcesre reflected in
state changes of the physical object and vice versa.

For this reasonhe physicalobjects will need to have attached or embeddedcesthat
could allow ICT systems to identify them. These deviceshmasimple (passive or active)
RFID or more compleXW)SAN devices that couldrovide rel-time information about (or
actation on) thePhysical Entiies

Resources are conceived in the [oT DM as-level software components, generally

® For correctness sake, it has to be pointed that only physical objects that can be useful to include in
digital processes are considefedysical Entitiesand will have an associat&rtual Entity because

only these objects will have an attached or embe@dite
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developed for thepecific hardware platform they are hosted upon. This platform can be
either theDevice(in case ofOn-Board Resourcgor some server ithe Internet cloud (as
in the case oNetwork Resourcesuch as database entries).

Due to the great heterogeneity béDevicesand thus of th&®esourcesa Service
component was introduced in order to provide a standardized interface for accessing
Resources

Figure 7 explains how the semantic associations betwddsest® and aPhysical Entityare
motivated by not only physical interaction, but also interactions in the digital world, i.e.
leveraging the potential of the loT.

At this point, we can easily explain hpimstead of resorting to physical interaction
(observation, moving, rotating, et¢he Usercan leverag¢he alternate, lo-based,
associatiorto interact withthe Physical Entity TheUserinvokes aService which accesses
aResourceln case it is &letwork Resourgehis stores and can provide-tgpdate
information about th@hysial Entity. In the case o®Dn-Board Resourceshis will use the
device it is hosted on in order to actuate on or measure relevant status parameters of the
Physical Entity

One last comment about the 10T domain model is that it supports Machine to Machine
(M2M) interaction.Indeed, theVirtual Entity can be either Rassive Digital Artefacti.e
passive software elements such as REi@ed, datdase entries or other digital
representations of tHehysical Entity or Active Digital Artefactgi.e. agents oother
running software thdtas a businedsgic, governs the behaviour of theigmented Entity
and can access othBervicesn order to achieve its gogal

3.2.Internet of People

In the age of information, social interaction is carried out ever more thdigghl means
and specifically, Internetbasedcommunication This phenomenon has its roots back in the
90s withBulletin BoardSystems (BBS)Multiple User Dungeons (MUD9g%1]. It has then
evolved in online chat roommstant messaging programf@rums Social Network Sites
(SNS)[42][43] and finallywhat has been defined as Social Web

Interaction can either be synchronous as in the case of instant messagingaasvoiek

and video communication or asynchronougabe case ofontent generation on social
networks.

3.2.1History of the Internet of People

The first use oh conceptsimilar to the IoRas defined in this work can be traced back to the
filnternet hley Pearogl fear pil |l ar of [44hlethiFut ur e
document, a group of experts identified the key pillars of the Future Internet alorthevith

12 From here onitalics will be used to identify Domain Model components. In this chapter ne
IoT Domain model components while elsewhere they will be IoTP Domain Model components. For
example Service is referred to the common meaning of the word in Software Engineering, while
Services the Somain model component that provides accesRésoarceetc.
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key technological challenges and milestones for obtainingtaisable Future Networked
Society

Future
Networked Society
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Figure 8: Future Internet overview, taken from [44]

The fact that the content creation and publication no more requires a professional expertise

is acknowledged aha specificbj ect i ve for the Future Internet
produce

barriers/ boundaries between information
of (what here is called) IoP is set.

The loP term was also used[#b] in the frame of a larger concept defined as Internet of
People, Things and Service.

The term loRalso used in close relation and sometimes as a declination of the [d®],In
the authors define the

filnternet of edhasavwwtldevherepeopleequipped gith human
implantable RFID tags will become part of the ubiquitous network of networks facilitated
by the popularity of social net wor ks. 0

The first part of this definition seems to refer to humarBtgsical Entitiegrom an loT
point of view, which is already well covered by the |oT paradigm. Reading through the
paperone understands that the | oP concept
interaction of people, which is instead, the main focus of 0P in thik.Wore recently, in
[47], Robert Van Kranenburg defines the l1oP as a practical version of the 0T, actually
useful in the very short term to the citizenship.

In the scope of this work, Internet of People is defined as amatien paradigm which
envisageshe Internethased social interactiasf people IoP can be also viewed as the
digital projection and extension of reabrld social relations: both existing relations can be
projected on the loP and new relations can bre bdich not necessarily have a rgairld
correspondence.

as

It is clear that,n order to use the IoP for interaction, human users need a computing device

(with a humarcomputer interface) as an adapgtewards the digital worldThese devices
must in turnprovide the needed hardware and software environmeuahtspecific

software, which will be called IoP application, that enables the user to connect to the virtual

community of the user and interact with it.
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3.2.210P Application classes

In the frame of this wdk the term IoPApplication includes a wide array of applications that
can be classified by their communication mode and source authentication requirdmgents.
important to note that this classificatioreiposteriorj as these application classifiatiis
based on the analysis of current solutions, which, generally, are, emulate, extend or
improve the features of few successful and really innovative solutions.

loP Application Class | Unicast | Broadcast Publlsher e Authentic.
subscriber | Control

Sodal Network Sites st X s X X

(SNSs)

Web-based Forums X X

Blogs X X X

RSS Feeds X

Instant Messaging (IM) X S

applications

Micro Blogging X X

Platforms (MBPs)

Ad-hoc applications S S S S S

Table 2: Supported conmunication modes in IoP applications related to the number
of peers and source authentication requirements. x = supported/required; s =
sometimes, i.e. some implementations provide this mode or require authentication;
[blank] = generally not supported/requred or not applicable.

The following communication modes have been identified:

9 Unicast: is a term borrowed from network communication which describes
communication where a piece of information is sent from one point to only one
other point. Unicast trandasion is also referred to as eteeone nodes and
involves two nodes only.

1 Broadcast: this term also has its roots in network communication and describes a
communication from one node to all (or any) other nodes in a given cohext.
use this term alsmtidentify content that is published to all the audience, without
restriction.

1 Publisher/subscriber: is a messaging pattern where the senders of the messages,
called publishers, do not manage nor are aware of the distribution of the messages
to the usersalled subscribers (if any). The messages are only classified upon
publication, based on either their origin, the content type or context, and sent
directly to the subscribers that registered thelzatlk for one of the classes of the
message. Subscribeegister for message classes without knowing when and even
if messages for that given class will be published.

The following features are relevant for what concénesuse of IoP applications in the
urban context:

1 Many SNSs nowadays include IM features
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1 Access Control: the content, algmvided asresources later on, is only available
to users pertaining to a given category. This can be verified either by
authenticating the user and verifying that the access policies allow the given user
to access the resource (Authentication Based AccesscCoRBAC) or by
verifying that the usemwhich could not be authenticatéds the right to use the
given resource because of his role in the system (Role Based Access Control,
RBAC). This check is performed generally by the user by demonstrating the
possasion of a certificate. In this context, it is assumed that the access policies are
decided by the owner of the content, as this is the most relevant case in IoP, but we
acknowledge that this is not the only case.

Access control is relevabecause, in d@rst moment, the takeoff of loP in urban
context is bound to the use @frrenty existing loP applications for urban
purposes. In order to do s6thout raising privacy issues, resource providers must
be able to set and manage the access policies obtivent provided.

1 Authentication: this is a fundamental feature for making loP resources trustable.
Without it, the content provided could not be traced back to the creator by the
managers of the lIoP or of the IoP application. This, in turn, would meamshaot
users that provide low quality data could not be followed (and the associated data
excluded from processing) and that, in case of malicious actgepodiability
could not be guaranteed.

Among these different types, the omiyeresting ones arbdse loP Aplicationclasses

that carpublish or otherwis@rovide public content because the aim is to use that content
for public purposes without raising privacy issues.

SNSs are probably the most interesting IoP applications for two reasons: fikghefa
provide the most meaningful content to our aims and, second, they already have access
policy management features that are essential could be extended for ou{48a Iset of
common functionalities provided by thep 16 social networks is provided.

3.2.3Architecting the Internet of People

Currently there is no work or ongoing project for what concerns the definition of a common
architectural reference model for the Internet of People nor, more specifically, SNSs,
bloggng, microblogging platforms. The reasons behind this situation are multiple.

1. The prominence of few IoP Applications per loP application class, each of them
generally dominating in only one specific niche domain. There is a wide range of
domains includinghopping, business and jobs, dating, participatory citizenship.

2. The lack of interest in interoperability. Actually, one could argue that the different
|l oP applications are 6fightingd over the set
exist.

3. The specializéion of social networks on specific topics (business, dating, citizens
participation, ...) comes with specific impacts on the functional components of the
architecture
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The cases in which some degree of interoperability is provided are generally rethtd to
use of third party applications such as aggregafaggregators can be botlsersideor
centralized.

Userside aggregators are loP applications that can manage multiple loP application
accounts andhultiplex the user commands toward differsath plicationswhile

integraing the content provided kthe different accounts

Centralized aggregators filter specific conteatessed through accounts of various loP
applications and aggregate it according to specific rules. These operations canrnecplerfo
by human editors or by software agents.

3.2.4Adding Intelligence to the Context

It is well known that any information entered by a user 8f\&can be empowered fifie SNS
knows the context of the enterinthis context can includaformation on the usérbehaviouy
habits, beliefs, and interests using the user inputs not only from connected home devices like
sett op boxes and media gat e wtBNs. Linking thausageof f r o m
home devices and the preferred conter8NSs with the inserted information can put in
evidence new aspects of the communication content. This extended context awareness, if
managed in a right way, is a key element in giving intelligence to the environment, city, or
house. It represents more than the simplec at i on det ecti on of a mobi
discovers and reacts to changes in the enwient they are situated [#9].
The social behaviour of the users can be a key driver of content generation and consumption
patterns of loTFbased applications.
How canthe SN architecturgetusthis type of information? There are mainly two application
categories that enabilee context awareness extensiand put together human personality and
presence of some things in thevironment Social Enabler and Social Watchd&g]. Such
applications can be active in home-&gi boxes and media gateways, as well as in the network.
Social Enabler is an intermediary between the SN and the user int@etesure the correct
representation of the user across the different devices. It handles the user authentication from the
SN and provides the user credentials to crawling applications to retrieve a requested content.
Social Watchdogs handle request$ass as possible by maintaining in a cache memory already
authenticated requests and devices for a given period. In this way all requests sent from the same
device within this period will be handled faster than those sent by other devices.
Until now, loPcontent was only considered as usable by human users. However enabling
machines to understand this content would be
the need of human personnel checking all the content (which in some cases might even be
impossible) and, second, the monitoring of the social dimension would finally be available to the
efficiency improvement related to the use of digital technologies for the processing of
information.
Unfortunately, the loP conteig produced for human userThere are two ways &mdress this
issue:

1 Asking content providers to provide the content in a machine readable way, i.e. adding

context tags to the content itself and
1 (only for what concerns textual content) using natural language semantic analysis to
infer automatically the meaning of the contf5i]

Moreovertechnical methods for retrieving approximate location information from the
network layer protocols can be leveraged to position 10TP r{6@gs

27

he u

e us

extr e



Chapter 4. Relevance of Future Internet

The concept of living in a smart city is obviously attractive. But are the current cities smart?
This chapter introduces a new concept of smartness for cities and explains why 10T and IoP
are key enablers of Smart @isi.

41.Bringing the fismarto to fASmar:t

In the reallife, smartness is all about making (right) decisions in a given cotetkie

urban context, regardless of the definition one
right choices for what concesrraffic management or urban planning is fundameAtad,

as it happens in real life, correct and good quality information is key to making the right
decisions.

Until now, all decision making was responsibility of persons in charge of specific roles,
which usually held responsibility for their decisions. Even simple tasks, such as opening a
gate, were assigned to persons whose task was as simple as pushing a bugeerashen
carwith a specific tickeentered or left a parking/et, computers have dengirated their
computation and decision making capabilities since the latd9[E9] there is a very nice

and interesting analysis of the evolution of artificial intelligence applied to a specific
complex topic: the chess gam

Doubtless, computers h#ige potential to make right decisions even in complex situations
since (at least) year 200But what is the difference between playing chess and opening a
gate? The difference lies in the (lack of) context awareness. In theftealsess, the game

was played in the virtual world, on a virtual chessboard that the computer could control and
monitor. Actually, in the first challenges, Mr. Kasparov was moving wooden pieces on a
wooden chessboard whil e ascomm@dlinsimpettoithapci st ocopi
In the case of the gatthe input from thehysical worldwas missig and, regardless of the
intelligence of the machines that theoretically could be leveragedantamation system,

the gatecould not be monitored ooatrolled from the digital world.

At least not until the automatic identification (autolD) technologies began to be widely
adoptedRFID, WSANs andptical recognition provided the means to include the physical
objecsinside processes that are controliigitally. As previously discussed, thanks to the

10T, it will be possible to have a stateful representatiotie physical reality.

IoP on the other hand can provide access to data related to the social dimension of the urban
processes, factors and pherena related to the city.

In current days, one of the first goals of a city is to provide a satisfactory environment for
the life of its inhabitants. Whether this is achieved or not mainly depends on the population
and their opinion. The perception of theality of life in a urban area is related to many
aspectgcommunity,job opportunities, quality of public services, climate, mentality of

other people, availability of green areas, population density, and sofomnation about
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the perception of thegand other) parameters would be a very useful feedback for
adjusting the intervention of public administration.
In this work, the concept of smartness is closely coupled with the concept of eontext
awareness. The use of I0oTP for urban purposes servasdimogoals:
i to give urban actors the capability to make decisions based on a good (extensive,
precise and timely) knowledge of the context,
1 to gather large amounts of data that will enable planners to design-tengeand
more precise models of the urb@ub)systems.

4.2.Thelnternet of(urban)Things

One of the greatest benefits of the 10T lies in the interoperability features it aims to provide.
As previously stated, information systems are part of many (if not all) domain views of the
urban system. loTan provide automation to all those domains where information about
physical objects (i.e?hysical Entitiesn 10T-A terminology) is needed.

Moreover, applying the loT paradigm to a large number of domains would enable-a cross
domain data exchang@ne ould also view it as an opportunistic synergy from which
different applicationsperating in different domairan benefifrom eachotherif they are
deployed pervasively in the same location or, more generically, in the same context.

4.2.1Application fields

The main features that I0T can grant are presence/localization, sensor data collection and
control through the use of actuators. Many information systems can benefit from these
features. Generally, 10T can ease the management and increase the efficeystgros
where the collection of data related to physical objects or their control is needed. As these
generally features are provided thanks to RFID tags or embedded devices with short range
connectivity and low performances, designers must be aware sd¢héty, and reliability
limits of such systems.
Nevertheless, the 10T paradigm has been successfully applied (at least at prototype level) to
information systems supporting complex systems in the following fields

1 Intelligent Transportation System (1T 0]

o traffic monitoring and activeransportmanagement

0 public transportation monitoring

0 smart and integrated transportation

o parking (loading/unloading places, places reserved for people with

reduced mobility, bus stops)

Logisticsand generic transportation of goods
Waste management
Emergency Relief
Environmental monitoring (meteorological, pollution, safety)

0 Meteorological

0 Precise rainfall measurement

0 Urban Heat Islands

E ]
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o Pollution(air, water, acoustic, etc.)

1 Safety
0 environnental hazardé1]
o floods

o earthquakes
o avalanches
o wildfires[62]
1 Physical Infrastructure monitorirj§3]
0 transportation

o0 gas and water distribution (dams, pi
0 energydistribution
0 sewer system
0 street light monitoring and control
1 Built base monitoring
o Structural Health Monitoring (public

o Energy consumption and efficiency
0 Building automation
o Construction site monitoring
1 Urban WebAided Deggn
0 Introducing digital features as requirements in urban planning
o Providing realtime view of urban developmeahd quality of services to
citizens andadministration
o Design of objective and effective Quality @fban)Service indexes

The Internet of Thigs paradigm promises to provide a common framework for the
integration of these vertical applications. Moreover, by leveraging M2M communication
and reatime availability of data, new decentralized, contewtare systems could be
designed and developegrfa more efficient, autonomous and ultimately smart control of
the environment.

4.3.Urban IoP: se throughthectie n 6 s ey es

The loP transfers a great amount of information relevant to the human users that produce
the content. But this information is alscefid for understanding some processes of the
urban context or, at least, how people participate in and how they view urban phenomena
and processetndeed, from a very abstract point of view, people could be viewed as social
sensos [64].

There arawo different approaches to loP systems which can all be contextualized for the
urban setting.

4.3.1Participatory Sensing

In current days, one of the first goals of a city is to provide a satisfactory environment for
the life of its inhaliants. Whether this is achieved or not mainly depends on the population
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and their opinion. The perception of the quality of life in a urban area is related to many
dimensions (community, job opportunities, quality of public services, climate, mentality of
other people, availability of green areas, population density, and so on). Information about
the perception of these (and other) parameters would be a very useful feedback for
adjusting the intervention of public administration.

In this approach, urban s participate actively and voluntarily in the process of data
collection. This is a spontaneous process in which urban actors use loP applications to
share content that they deem relevant (either for themselves or for the users of loP
applications) aslmservations.

Participation is expressed through IoP applications that have specific-anibated)
themeshbusiness, criminality, entertainmdf6], inclusion, local commurids,

participation in the transformation of thiégyc[66], citizen-administration communication

[67] and tourism suppof68].

Here information on events, advices, requests or opinions are published for the benefit of
other users who range from citizens to the city administration (i.e. urban actors!).
Nowadays, all these users are or are represented in the system by human persons. Machine
users, i.e. software agents are not used yet apparently. The reason behict dhis e

found in the fact that the information provided by conaetitors addresses humans and is
humanreadable only. However, if content creators provided a semamtiched content,

this could be made accessible to software agents too. A foreminther process of adding

a semantic structure can be found in all those social networks that provide support to
geotaggind69]. By asking the user to pinpoint a place on the map, the system can actually
derive the meaning anaglue of the position to which content is related to.

4.3.2Datamining

The second heavily leverages semantic analysis for analysing huge amounts of raw content
generated on loP applications for generating relevant content. Despite loP apparently
targets humangers, the advances in semantic technologies and their application to social
networks demonstrate that the information submitted to social networks can be interpreted
automatically to a certain extent. On the other hand, cenidxinformation has a great

value in urban process analysis as it can be a valid source of maehifadble data.

Context can be for example the identity of the user, a location, the timing. In this way,
content originally created for human users can become part of automated ggotass
information can then be aggregated and used to understand or even predict processes
evolution

Due to the kind of process itself, the resulting content is semanteralighed from the

origin.

4.3.3Application fields

While 10T can provide a quantitaéd measurement of physical parameters, 0P can provide
information about how citizens perceive the physical reality, what their needs and
expectations are, in other words it can sense the social dimension of urban processes and
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urban phenomena. This canumeful both to replace and integrate the data collected
through the 10T and to evaluate the mood of the citizens.
The Web is becoming the digital shadow of our society, so it is the ideal tool to monitor
social factors.
A Quality of life
0 Changes in the emanment
o0 Evidence of decadence and environmental degrade
o Pollution evidence
0 Criminality
0 Availability of public services
A Early warning[64]
A ldentify citizensdé habits (both as individues
A Identify events that mightave an impact in the given social scope.
Theseapplication fieldsare only generic and each of them can be further contextualized.
Actually, almost every field of human life could be monitored through loP.

4.4.Bringing the Internet of Things and People fe |i

4.4.1Crossdomain synergieand business opportunities

One of the most interesting features of I0TP is the fact that once data is collected for one
application, it can be reused in the same domain or, sometimes in completely different
ones.
For example,
1 pollution forecasting can befiefrom meteorological sensors
1 resource distribution management might benefit fromtiea data about resource
consumption
1 energy distribution management will benefit fréime monitoring of home
automation appliances
9 urban panning can benefit from the statistic analysis of the archives of
transportation system energy consumptiodata as well as from the assessment
of the citizenbds perception of the new areas:s
i transportation system planning can leverite implicit information about the
position of citizens during the day provided by IoP in order to better understand
movements and flows
System designers should be aware of this possibility and invest in achieving interoperability
with other systems loause the precision, reliability or robustness of their IocTP applications
could benefit from the data provided by other I0TP systems.
On the other hand, this approach really emphasizes the value of information as a valuable
asset. This is an asset thatiicbbe easily converted into value. One of the most interesting
things that wedl |l probably assist to in the nex
currently all present and foreseeable 10TP applications still have a vertical approach, the
deploymat of 10T sensors or collection of loP data will probably become a standalone
service thatompanies working in the data analysis sector could purchase. Finally, after
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filtering, integrating and analysing this raw data, these companies could sell thretacces
the resulting informatioas a servicéo the final users, generally social actors. A possible
scenario of the information market is presenteBigure9.

A Distributed
End Users Environment

Information analysis and Centralized
Environment
mashup

Carrier service

Distributed
Deployment service v Environment
h v

Figure 9: Possible new business segmentati and the relative location in the I0TP
network.

The carrier service provider market segment already exists and is well developed for what
concerns mobile communication. However a significant change might occur with the
advent of 10T Specific communicadn solutions might be adopteahd become relevant to

the extent thagven the current aspect of this specific markigtht change or new specific
markets could rise

4.4.2Interoperability is the key

In the Information Era, accurate and timely informationvslaable asset in many aspects

of nowadays society: we have discussed how it enables users (machines or humans) to take
the right choices and act with good timing.

It has also been emphasized how application from different owners but pertaining to the
sane vertical domain can support each other. Also edassain synergies can develop

among systems operating in the same context.

The base quality needed for these systems is interoperability, i.e. the capability of different,
generally diverse or heterogenss, systems to work together. In the case of information
systems, this means that such systems must be able to exchange information in such ways
so that they are able to use it after the exchange has occurred.

In the frame of 10TP, the interest is maibbyvards M2M communication which is needed

for process automation. In this framieetapproach to interoperability is quite different in

the 10T and in the loP. Generally speaking, in M2M communication interoperability is
related to three different aspects
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1. Routing, transmission and presentation: how data is divided into packets, how
packets are sent and routed through the network and how they are rearranged into
coherent messages

2. Syntax: which is related to how the message is structured, i.e. how thegsendi
peer serializes structured data and how the receiving peer rebuilds the structure of
the message from a serialized message

3. Semantics: whichn turn, is related to how a peer understands the meaning of the
message. Generally, communicating peers neadddhe same ontology or to
reference it at the beginning of the message in order to understand the content of a
message.

The first aspect is the least relevant: both 10T and loP use IP as network layer and above
UDP and TCP protocols are widely usedrmplementations of both paradigms. The
presentation layer is generally HTTP based for loP while CoAP is used for what concerns
IoT. However COAPHTTP translations feasible, and as proposed], this could lead

to the use bSOAP in IoT environment.

Syntax and semantics issues are in turn more difficult to address because of many
application specific solutions which answer particular requirements of the given application
field.

Moreover, I0P applications currently use hunrgwut and target human users, which

means that any content should be translated/converted before being usable by lIoTP
softwareagent users.

4.5.Information quality

In the Information Era, quality information is a valuable asset in many aspects of nowadays
sodety: we have discussed how it enables users (machines or humans) to take the right
choices and act with good timing. Due to the relevance of the topic, research in the
information quality field have progressed very much in the last years, to the poiat tha
complete analysis of the state of the art would probably exceed the effort invested in this
work itself. For this reason only a brief introduction to the topic will be provided.

By definition, information is the basis of knowledge and hence it isatetlen order to

enable the understandingioin our case urbah processes and phenomena. The quality of
information is linked to the use that can be made of it and, thus, the need to understand is
always related to a given context. This context candseribed as a multidimensional
domain[57], containing space, time and other dimensibredated to the information

content but also information quality dimensions which describe the information itself.
Beyond the content dimeions, data collected by a given source has an associated
information quality domain for each of the information dimensions.

The following dimensions of information quality are fundamental for a solid monitoring of
the urban processes and urban phenoniémese dimensions are selected mainly f{68]

and customized for the specific purposes of this work:

12 Sometimes information dimensions in the context space can even be charatigrigeditative
(alsokmwn as <categorical) wvariables, i.e. factors that
being relevant to a specific entity or group
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1 Contentrelated dimensions: accuracy, completeness, relevancy, precision of the
dimensions of the content of the informati@pace, time, etc.)
1 Technical dimensions: reliability, latency, price, confidentiality-regudiability,
sampling/timeliness
1 Intellectual dimensions: believability, reputation/trust, objectivity
So, the concept of information quality is tightly relatedhe intersection of the
information domain with the information quality domain.
While this work is not going to delve deep in the topic of information quality, it is
important to understand the potential impact of ld¥Red information quality on the
monitoring of urban processes as well as the availability of 1tz about information
quality itself.
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Chapter 5. Building blocks of the Urban
loTP Reference Architecture

By definition, a reference architecture must include all the important and recurrent features
of the existing architectures of that given type and be able to accommodate all common
requirements for systems of that domain.

In this chapter, after briefly describing the methodology that was used, the fundamental
components of the urban 10TP RA areciébed. For information systems, such as the
loTP-based ones this work focuses on, these components are the domain model, the
interaction model and the functional model.

5.1.A generic architecture of urbanTPB applications

5.1.1Methodobgy

By definition, a referecearchitecturenust include all the important and recurrent features

of the existing architectures and be able to accommodate all common requirements for
systems of that domain. Thukeg first step was to check the existing architectures of 0T

and loPsystems. These two system types have been analysed separately because currently
no loTP system exists.

For what concerns 10T, the deliverables of the-FgTwhich already dealt with the issue of
designing a reference architecture, have been used. Whiles Idontributed myself to that
project,in this worksome changes have been made in order to correct existing issues and to
accommodatéor the loP architecture features.

From a practical point of view, existing IoT and IoP architectures have been analyzed
Alongside with the knowledge gathered on I0oT requirements in thélpfoject, aset of
interviews has been conducted with possible stakeholders of thdRIATBmMIing not only

from Italy but from different countries around Europe.

Two main categoriesfstakeholderS have been considered: experts of the ICT domain,

who would leverage this work to design future applications and Smart Cities experts who
could leverage it to understand the potential of loTP. All the ICT experts involved had at
least a basitechnical knowledge about loT and IoP. Smart Cities experts had a basic
knowledge of 10T and IoP too, albeit not of technical type. Experts involved were mainly
from Italy but also other European experts have been involved. It is theoretically possible

13 While writing this document, the hope is that, when it will be ready, also the communication
between these two groups during the design process will be benefit from this work, as a common
knowledge and terminolggbackground.
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though that this choice limits the validity of some of the following considerations when
applied to different scenarios.

Moreover surveygsee Appendix 1yvere submitted to some of the abawentioned
experts for what concerns the identification of use céseloRsupportedCT systems.

Figure 10 The process of creating a Reference Architecturélhe system architecture
and requirements drawn here represent both loT and lIoP ones.

5.2.A comprehensive Domain Model

The Internet of Thing has a very generic approach to data collection and actuation.
Moreover it is closely related to the loP because both mediate some kinds of interactions of
entities of the physical world through the digital one.

We is a higHevel conceptual model, defirg physical and abstract objects in an area of
interest to the Projecin this Section, the same approactoptedn [36] will be followed,

paying attention to extend the content provided therein by abstracting the corigept on
enough to support both IoP and loT paradigms. A higher degree of abstraction might prove
harmful to the understanding of the whole system.
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User Entity of Interest
interacts with

Figure 11: fundamental abstraction of the realworld interaction that loTP -based
inform ation systems must carry out in the digital world. Brown arrows are used to
show realworld interactions.

In principle, the I0TP is meant to support the interaction between Users and what we call
Entity of Interest{Eol)**. An Eol is a physical or conceptuentity in which the user is
interested. Such interest can manifest as a need to know the statEofdhéo change the
state of theeol. This representation is the first modelling step for IloTP systems, which aim
to enhance this interaction betwebe tJser and the Eol by carrying it out through the

digital world instead of leaving in the real world.

This means that, for what concerns I0TP systems, and Eol can only be an entity foa which
digital representation is available. Such digital representatn already exist or can be
created at the moment in whiclRasourceelated to thaEol is createdThe Resource is a
software entity that is assigned to a process/activity or workflow activity and is accessed at
runtime to interact with the physicat social world in order to fulfil the aim of the process/
activity.

In an 1oTP urban system, &wol can thus be eitherRhysical Entityin 0T termsi such as

a place, a person (from a physical perspective) or any other dlgeetSocial Entityi

such as a concert, a community, a strikeor what concerns the IoP point of view.

1 The term was originally used in the SENSEI proji&f] and was only related to loT. Then
Physical Entityreplaced the term in the le& project, again only affecting the 10T domain. As the
domain to which thisvork refers is broader, than the physical one, the original terminology was
adopted, albeit with a different meaning.
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contains

=

Entity of Interest

Physiscal Entity Social Entity

Figure 12: An Eol can be a Physical Entity, a Social Entity or a composition of both.

Also anEol can be an aggregation of mdgels

On the othehand, aResources defined as software that provideke capability to

interact with arEol. Such interaction can be of two kinds: sensing and actuation. Sensing
refers to the capability to have quantitative or qualitative information abdtlgfeither a
Physical Entityor aSocial Entity. Actuation instead refers to the capability to change the
status of thé=ol.

Resource Entity of Interest
providesinteraction with

Figure 13: Resources Provide the capability of interacting with (i.e. sensing or
actuating on)an Eol

As theResources a software entityni order to provide interaction with an Bwehich is

not a softwarentity, theResourceneeds an adapter who can transport the information to or
from the digital domain. In the IoT DM this function was carried out byDééce

component, which was generally identified as a hardware component.
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Actuator
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Digital Domain

Social Domain

Social

sensor
| —

Figure 14: Adapters translate and tranfer information from one domain to another

In the 1oTP DM, we definddaptera component that lies on the border betwdee digital
domain and another domain, iaad the physical dhesocial domaifr. Currently the
adapter can be of two logical typ&ensorandActuators Sensorsnonitor the social
and/or physical dimensions Bbls i.e. theytransform characterists of other domains in
digital information On the other handctuatorstransform digital commands into changes
of statef the Eol they act onFor obvious reasons there cannoSoeial Actuators

The term domain here is used as arelmedt@thespeci fic s
meaning of domain as whmncit e syemaimni i ewyiidedo.
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Figure 15: Adapter class ar its specializations

EachAdaptercan be associated to one or mbs. For example a mobile temperature

sensor will be associated to different places during its movement, but, as long as it is active,
it will always be associated to at least &.

From another perspective, it is worth mentioning that |6 TP systemd;olsare relevant if
theyhave a unique digital (i.e. software) representation calledal Entity (VE). In order

to qualify as a/E, the representation of the Eol must be meaning#ulthe relevant state

of the Eol, must be correctly represented and updated if it changes. For what concerns
Social Entitiesthe challenge is to identify at the momemResourcas created the time

span for which it can be considered a relevant upldatetheVirtual Entityit is associated

to.
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Virtual Entity A Virtual Entity 2 Entity of Interest 2 Entity of Interest 1
represents

represents

Figure 16: The structure of a complex Eol can be reproduceéh a complex VE

Moreover, aboth 10T and loFEolscan have an internal structyfer example as a
community can have meraks or a building can have roomsp carVEs In this case, each
component of th&ol can have an associaté& and theEol resulting from the aggregation

of composingzolswill have an associatedE that results from the aggregation of the
composingVEs Any VE mustbe aseciated to at least oriResource, and thus there must

be at least onAdaptercapable of realising the interaction with the associktdt any

given time In this way, the requirement of having in ¥E a meningful representation of
theEol is satisfied This is a requirement for supporting any system with 10TP.

The association betweéfEsandResourcess stored in an infrastructural component of the
I0TP called Lookup Service (see Chaptgrs), accordig to its functional definition

IoTP Resourceare by definition heterogeneous. This heterogeneity depends on the
software environment where they are deployed, the specific procedures used to interface
with theUser, and the different capabilities theyopide. The last element that must be
introduced in order to close the loop and enable the executldsesfEol interaction

through the digital world is a communication interface that will provide abstraction from
the heterogeneity d®ResourcesThis compaent is calledservicebecause, indeed, from the
user point of view, disregarding its background behaviour, this entity provides a service to
theUser.

Finally, in Figure17, we can draw a complete view of the IebBRsed ICT systas.
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Figure 17: The high-level picture of the IoTP domain model. Brown arrows are used
to show realworld interactions, which are mediated through the digital world (black
arrows).

5.3. Interactionmodel oftheloTP

10TP inherits thenteraction patterns from both 10T and loP. After analysing these patterns
three main types of interaction have been

1

Synchronous request: thiserrequests the use of tiResourcen reaktime and
waits for the-reestponplalthisean be)th® ccquest to

read the sensor data in that specific moment or to use an actuator upon receiving a
command. In loP generally this kind of interaction is not available because Social
Sensors are not available all the time.

Asynchronous requeghe Userrequests the use ofStorageResourcevith

archive capabilities or requests the activation Beaourcevithout waiting for
responseThe Userwill wait for the response to be sent lateor example, in 10T,
aUsercan lookup and request semsdata which was previously collected and

stored in an archive or request an actuation in the future. In loP a User could look
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up a Resource according to specific criteria (geofencing, identity or semantic tags,
or other kinds of context) that was prevsbucreated.

1 Eventdriven interaction: th&sersubscribes alerts for a given contekhy event
(external or internal, of the physic#éihe sociabr the digital world)related to that
context will launcha caltback from theServiceto theUser.

5.4.ResourceModel

Albeit invisible to theUser, Resourceare one of the most important components when
designing I0TP systems. They represent an abstraction of the information class that is
envisioned in the IM of an loTBased information system. THResources a supeiclass
of the I0T-A Resouce which can also be specialized as an R#3ourcgFigure 7).
In the following a rather extended structure of an I&IRourceas provided. This structure
hosts many parameters, most of which optional, that help in providéngptitext and
addedvalue to the raw information transported witfBome of these aeated at
collection timeby Sensorswhile others must be filled out by the Service or the-weald
owner of theResource
1 Resourcelype this field describethe type of theResource The descriptiomas
an internal structureelated to the capabilities it provides
0 Sensoridentifies the resource as a senResourceand describe its
characteistics as a sensor
A isPhysical this Resourcaises aoT Sensor
A isSocial this Resource uses &P Sensor
A hasQuantitativeDatathis field identifies theSensolas one
providing quantitative data and specifies the metadata needed to
use it:

1 Measurablethe physical quality that is measured by the
sensor
1 Presenceindicates thathe Adapteronly senses the
presence of ¥irtual Entity. This is generally
associated to autolDbasedAdapters
1 Unit: indicates the measurement unit in which the value
is expressed
I Time indicates if the availability of thResourcdor
what concerns tim
0 RealTime theseResourcesan be accessed
any time in the future and provide a value
measured in the specific momeRor what
concerns loP this option can be found only on
Resourceslerived from datamining and from
crowd-sourcing. Participatory seing cannot
provide reatime data
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0 Archive if the Resourcestorespast values
sensed by th8ensolassociated to this
Resource
o Delayed if the Adapter is not always
connected and only provides data once, at
given (or unpredictable) times
f Technical Information Quality® precision, reliability,
latency, are all relevant parameters to be taken into
account
A hasQualitativeData:
1 Type Qualitative data can have a structure and contain
more than one type of data
o Text
Picture
Video
Audio
Structured data
0 Annotatiors/tags
0 Actuator. only available for the physical environment, i.e. in an loT-sub
system
A Type identifies the type of actuator (mechanical, lighting,
temperature, etc.)
A Range describes th range of commands that can be
A Syntaxidentifies the syntax that ratibe used to command the
A

O O 0o

actuator.
Time: indicates if the availability of the Resource for what
concerns time
1 RealTime:these Resources can be accessed at any time
in the future and provide a value measured in the
specific moment. For what concerns Id#stoption can
be found only on Resources derived from datamining
and from crowesourcing. Participatory sensing cannot
provide realtime data
1 Archive if the past values sensed by the Adapter
associated to this Resource have been recorded and can
be accesed
9 Delayed if the Actuatoris not always connected and
accept commands to be executed in the future at its first
connection or at scheduled times
1 AssociatedAdapter identifies theinstance of thédapterassociated to the
ResourceThiscan beused fo reputation evaluation drtrust metering.
1 Associated/Es: identifies theVirtual Entity or Entitiesassociated to thResource
For each of these entities the indication if the association is persistent or not

6 See Chaptet.5
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should be available. For example an loP Res®is created by a citizen providing
content
1 Associated Servicéncludes all the information needed for contacting3bevice
providingaccess to thResource
0 AccesdMethods describes how to access Bervice i.e. what
communication protocol, whatuthentication method, what security
features are supported or required for accessin§ehace
0 ServicelLocator. it is assumed that the network uses the IP protacol
the locator of the service could be an IP address. However if an
ID/locator split appoach is applied, the ID of the service could be enough
1 Location the geographic location of tedapteror of theVirtual Entityit is
associated to. The location can bgoét, an area or a volume and can be
expressed either in coordinates or as a nasiipg to a geographic locatiqrioO]
o Coordinates
A Point
A Area
A Volume
o Names
While the concept oResourcethat needs to be looked up can vary between the two
paradigms, both 1oT and IoP provide their users the ability to s&esburces. As it was
shown in the previous sectioRgsourceshould have an associated description in order to
enable their identification among the complete set of available Resources and enable
syntactic and semantic interoperability. Indeed, almosfigliis of the aforementioned
description are mandatory when using an M2M approach because the basic assumption of
I0TP is that these paradigms connect heterogeneous systems, which are not aware of how
other systems communicate.
From a practical point ofigw, this information could be described in RDF, or better
RDFS, in order to be managed by the infrastructural services that provide lookup
functionalities. However, other descriptive languages even specific ontologigscould
theoretically be used agell.

5.5.The Functional Model

The functional model of a system or re@rld area is a structured specification of the
functions within the modelled system or area. The main concept in this modelling
perspective is the process; this could be a function ledien, transformation, activity,
action, task etc. A functional modelling perspective is a presgesated view on the
system or area. Other possible perspectives in system modelling are: behavioural,
informational, and eventually organisational (foriness systems).

System functional model representation promotes functional decomposition, that is the
process of partitioning a function in its constituent parts in such a way that the original
function can be reconstructed from those parts by functemraposition.

To represent functional models UML introduces use cases and activity diagrams, and the
structured analysis and design methods introduce data flow diadratihe.following a set
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of reference use cases will be provided. These have beeadi&wm interviews with
experts in the field of 10T and of urban planning as well as from the surveys .on loP

5.5.1Use Cases

The simplest scenario that can be conceived is when a user needs to SeeERifhas
alreadyidentified as providing access tdR@sourcéhe needs.

Distributed Environment

Invoke Service f—————————— Access Resource

!
!
|
!
!
!
|
!
User |
|

Figure 18 Service invocation. The resource access is transparent to the User.

For example, a citizen could need to know the temperatinenag or ahis working place

(an 10T Resourcéhe already knows and afhich he knows th&erviceneeded to access it)

or a comment thread he previously accegaadoPResourcef which he knows the

Service needed to access We will use this use case as a basis and gradually add different
degrees of complexity to it.

5.5.2Resource Lookup

In the previous case it was supposed thaBémwwiceneeded to access tResourcavas

already known. But this is a rather unlikely cause in an environment that will include a

huge amount oResourcesln this case, thResourcéhas to bedentifiedaccording to some
criteria provided by théJser. Such criteria can be based on association to a gwéfi.e.

VE in the digital world) position, time, type of data, efthe process is very similar to what
happens today when a human user oo for a given content on a search enghseits
counterpart in the example, the function will return a set of ranked results according a
criterion.However, as the result of the lookup cannot be processed by a human but, instead
is subject to choicedm aUserthat can be either a human or a machihis, result must be
machinereadable, i.e. semantically described.
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Infrastructure Environment

Lookup Resource
Information Quality

Look-up Resource

Distributed Environment

User

Access Resource

Invoke Service

Figure 19: Resource lookup use case: once the right Resource is found as the result of
the look-up process andhe quality of the Resource is satisfactory, the USer will
invoke the Service accessing the Resource

In future such criteria could probably be set by Wserhimselfduring the query,

however, in this use case we suppose thatdeswill autonomouslyerify the relevance

of the results querying looking up details about the information quality of the single results.
In the 10T-A project, such description is provided as a result of the initial lookup query,
however, we advice against such practice dubddarge overhead concerning both server
side processing and clieside communication, especially in the case of embedded (I0T)
devices acting adsers

5.5.3Interest Subscription

Another,slightly come complex casetisat ofa Userthatmight want to substbe a caH
back fora specific event. Examples of such events can be: pollution above a given
threshold, local administratidmkes decisions concerning a gi\aea, citizenseport
crime activity or dissatisfactiowhen aResourceesponding to a givecriterionis
available.

The subscription can be performed with a spe@#cviceproviding such a feature or with
an infrastructural component called Watchdog. The difference is that in the first case a
Resourcéas already been identified, while in thezend, only a generic criterion will be
provided to the Watchdog, which will sendall-backwhen aResourcesatisfying that
criterion will become availabl@ he caltback will include the description of tt&ervice
providing theResource
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User )
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Figure 20: Interest subscription usecase

5.5.4Access Asynclonous Resource use case

Most of thecurrent, vertical loTscenarios and most IoP ortiallyimplement a
centralized archécture where data is mandatorily stored by a centralized component
(called data sinkand then provided tdsers In some caseshis centralized componeist
used to provide a loTike behaviour, byemuating theexistenceof real alwaysconnected
Resourcesln this cae the service invocation behaves in the same way as in the previous
use cases but, instead of accessing directlRdsurcethe Serviceaccesses the data sink
to which theResourcereviowsly updated the value.

Distributed Environment

Resource updates
value

Invoke Service f—————— Access Data Sink

|
|
|
|
|
|
|
User |
I

Figure 21: The access to asynchronous Resources use case

5.5.5Security

The security and privacy of IoT and IoP are also similar and both, although with different
meanings, employ functionalities such as authentication, authorization and reputation
metering.A goodknowledge base including terminology amuther informatioraboutthe
setup of security and privacy in the IoT environment can be foupfd]nDue to the

similar abstractions, security principles and architecture adoptedjeapart of those
architectural considerations can be applied to IoP as well.

One big difference concerns the creatiofResourcesvhich, for 10T, is delegated to
machines which, generally, have preset access policies that associateesdheceshey
provide. On the other hand, the content of IoP is created by humans and regards social
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entities and they might have privacy or safety concerns and they might want to actively set
and manage the access policies to the content they create in orderits hmilability to

specific groups.

5.6.10TP functional architecture

While we have introduced loP and IoT as paradigms for global, pervasive, distributed data

collection, it is clear that due to the very large numbd&efourcedJserswill never be
able tomanage locally information about all the availaBkrviceslIf we take as given that

machines will baJsersin the 10TP paradigm, we will have what the 1&project
suggested since its beginning: e@evice(or Adapterin IoTP terminology) can also lze

User. For a completely distributed paradigm that would mean, if there only were globally

n=10"20 Users each of them should needtostord e scr i pti ons.
Infrastructure serviceaddress exactly this issue: they provide the fonetiity of storing,
organizing and managing the auxiliary information related to:
1 the identification and authentication ®érviceandUsers
the location ofi.e. routing to)Serviceon the network,

f
f

f
f

the creation and managementSefvicedescriptionsand their association to

ServiceandVEs as well as the creation of the latter.

billing and access policies f@ervices

guaranteeing security and privacy of the data collected

In Figure22 a layout of some basic functionalraponents is shown.

Distributed
Environment

InfrastructureEnvironment

Figure 22 Example of the functional components the I0TP Infrastructure will need to

support
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In detail, the proposed functional componeas#s be divided in User Services, which are
accessible ttJsersand Core Registries which are internamponentsccessible ttJser
Services only and store information about the Services.

The Core Rgistries stoe critical datausedand managedolelyby theUser Serviceand
specifically:

il

f
f
f

User Registrysecurelystores thédentifier andthe security materialsed for
authentication purposes

Access List Registrystores access policiésr Services

Billing: storesinformationabout the use of User Servides billing purposes.

Data RegistryAs this functionality is very clo$grelated and linkedb the
business process, at least in a first stdtgecomponent will probably be detached
from the rest of the infrastcture

ServiceRegistry: stores information aboBervicesincluding the description of
the Resourcegssociated to th8ervice.

On the other hand, tHdser Serviceprovidethe following functionalities:

f

Watchdogthis componenis in charge of fiing a caltback to theJserwhen the
event for which théJsersubscribed an interest occurred. The Watchdog
component can poll the Resource Registry in order to identify new, relevant
Resourceslt must also monitor the Data Registriewhere these are aWablei

to check the values collected by Sensors. However, in a completely distributed
environmentData Registriesaln 6 t e cali-back furectiomllitymust be
implementediirectly by the Servicesin case of a@mpletely distributed approach
This component leveragdse Dataand ServicdRegistiescomponerd.

Service Managelit allows the registration of ne@erviceslt provides an
interface forthe registration andpdatingof the auxiliary information related to
ServiceqIP addressfescription ofassociatedResourcessupported protocols
etc). According to the factionality requested, the Service Manager can read or
write data to the Servideegistryand can remove policies from the Access List
Registries.

Service Resolutiont providesUserswith informationabout thenetwork location
of the ServicesThisfunctionis similar to that of current DNS servicesisiusel
for retrieving thenetwork address (i.e. locator) of a Service, giveidientifier.
Thefunctionality is manly aimed tosupportmobile Servicesvhich change
addressin case mottity is not directly supportethy theNWK layer protocolof
the stacKe.g.mobildP [72]) or a specifidD layer, implementing the ID/locator
split, is used(see HIF73]). This conponent uses mainly the ServiRegistry
Service Lookip: this componergearchesn the ServiceRegistryfor Servicesthat
comply with a set of given criterjgrovided by théJserin the frame oflookup
query Specifications should begrided for what concerns thetofogy and
semantics ugkin the queries for interoperability purpos®ghile generally, the
lookup process involves tligescription oResourcesthe functionality and the
component iselated to thé&ervice because, from a use case point of view,
Resourcesare invisible tdJsers

Security and Privacy Services: provides authenticaifdgsersandServices
autorizationaccess featuresupport to privacy protection through
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pseudonimizatiorand the managementrfthe security features theselves (i.e.
registration of newJsers Servicescreation and modification @fccess policies,

etc) and so arAgain, forfurther reading the initiathapters of71] are sugested.

The component also is manages the interaction between different functional
components for what concerns security. For exardgkrsthat arenot entitled to
access &erviceare also denied access to their description and will not receive that
Serviceas a result in queriefn this sense, this component filters the interaction
betweenall User Services andore Services

Note thaf even at infrastructure leveResourceslo not appear explicitly because they are
meant to implement capabilitiisatcan only be accessed Begrvicesand which are

provided to the 1oTP domain only through tBerviceghemselves.

It is important to understand that the infrastructure services are not meartetatiadized.
The scalability issues that were the reason for their adoption would make them unusable
too. It is out of the scope of this work to investigate the best wggdgraphically

distribute and deploy thestances of the 10TP infrastructure.

However it is relevant to note that the adoption of the IoTP probablyaiilbe a global,
uniformly distributed process. It will probably start in the background, from key, business
driven domains. In this stage, due to the huge potential in increasiaffithency of
processes, the optimal technological environment, urban-baEBd systems will probably
be the pioneers of the 10TP advent.

This might well mean that the infrastructure services might initially be themed on urban
processes and might needatddress scalability issues typical to urban distributed ICT
systems.
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Chapter 6. Concluding Remarks

6.1.Conclusions

During this PhD work | have gradually sedto understand the depth of the potential of
applying 10T and loP paradigm to human life processes. In plntiziconspicuous number
of applicationd i.e. processes of theban systeni could benefit from applying the 1oTP
paradigm for two main reasorextending and improvinthe automation cfameprocesses
(and thus their efficiencyandhaving a more contpteand systemtic view of the urban
processes in both their physical and social dimensioosler to allowtheir optimization
innovationor re-structuring
Thesechangesre very important for the sustainability of the same processes from the
envirormental, cost and social impact point of vidw order to enable the efficient
adoption of I0TP as the main paradigm for information systems in urban environment, a
reference architecture for these systems is needed.
In this work an abstract model of wah processes is for the first time provided and used in
a holistic approach to urban desitpat views the city as a complex systérhis model
was developed because such systematic approach to systems engineering in a urban context
was missing and stillfielt thatwas needed to provide the logical glue between the high
level systems design and the specific design of information systems.
Finally, | have extended the 10T reference architecture as developed in the frame of the
I0T-A project to the loP domairin this thesisthe basis forsuchloTP reference
architecture habeen setThe hope is thahe different stakeholders of urban systdrage
been provided with the conceptual tools neeaeghderstand the problem and participate
effectivelyintheddsgn process by fAtalking the same | angua
The intended audience, who would most benefit from this reading, is made of software
engineers, urban planners, and administration personnel. Here they could find:
1 A generalapproach to the analysis and desifarban systems
1 An analysis of the current 10T and IoP architectures
1 An explanation of the benefits of adopting the 10TP paradigm for information
systems in the urban contextd
I The basic models for the 10TP reference architecture (the Domain Model, the
Interaction Model, the Resource Model and the Functional Model) along with
some methodology background

6.2.Challenges

While the benefits provided by 10T and loP are clear, their true potential has yet to be
explored. Aswith all innovative paradigms, there averal challenges.
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One of the key concepts of IoTP is that applications that until now were closed and vertical
can use resources provided by different applications. This raises a host of interoperability
issues, which have different declinations in leihere the constraints of device processing
and communication is the main limit, and loP, where the lack of interoperability is related
to a lack of unsupportive business models. Solutions to these issues range from power
efficiency increase in 10T nodes tising opersource semantic frameworks for the

description of services, resources and processes.

Yet interoperability is a key concept thatistbe addressed in the frame of the 10TP
reference architecture and guidelines for achieving this essentialyquabt be provided.

6.3. Future Work

While this work starts the process of defining the I0TP reference architecture, it is clear that
this is subject to improvement and expansion. The reference architecture, in its current
status, is only a knowledge base. Hwer a reference architecture should also include tools
for developing and implementing architectures, such as design guidelines and tarethitec
patterns and styles, etc.

The reference architecture moreover, although is based on high level abstraadiens a
used for creating new impinented architectures, is stlibject toevolution due to the
evolution of the underlying and generic ICT technologies. built from the abstraction of
existing architecture

Moreover, insecondstancethereferencerchitedure for the 10TP in urban context could

be used as one of theference architectusérom which to abstract the domain

independent Reference Model of the [0TP

| 4

Figure 23: Description of the process ofleriving a reference modebf loTP
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From another point of view the generalization of the IoT paradigm isatagctive

Currently thethingsare physical object3.here are parts of the scientific community

thought hat woul d | i ke to interpr eftondeptualyt er m Athing
attractive, | personally fail to understand the benefit of generaliritigjs extenthe 10T

concept However there are some othvery interesting interpretations of Internet of *

conceptlin the years when | attended universltwas aleadyastonished by the

similarities between living and ICT systems. Now | could say (joking) thatdystiems

have an information system. From Agenods defini
DNA has error correction features, or to that that calemunicate through molecules

dispersed in blood, there are many analogies. The last one is particularly interesting from

my point of view.

It is c¢clear that cells have a communication pro
semanti cs of tdnddaywk might dndesstdna jt. Inthat moment M2M

communication will hold a completely new meaniifigere are already ideas of using

injected nanomachines for medical reasons. Well, supposing that these hanomachines could

sense the communication of eglthey would become the slhest, yet more revolutionary,

Adapterof all Internet of *. Gateways could be developed and new layers of network

miniaturization would be developed.

1D XD I XD T 1) T

Wide Area Network Metropolitan AN Local Area Network Personal AN Body Area Network Nano Area Network

Maybe we will besoonworking onaninternet of Plant§74] reference architecture sqaor
maybeloTP-basedsystemswill evolve to digital ecosystems similar to living ecosystems
Who knows?
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