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Objective:  Building  federated  data  sharing  architectures  requires  supporting  a range  of data  owners,
effective  and  validated  semantic  alignment  between  data  resources,  and  consistent  focus  on  end-users.
Establishing  these  resources  requires  development  methodologies  that  support  internal  validation  of
data extraction  and  translation  processes,  sustaining  meaningful  partnerships,  and  delivering  clear  and
measurable  system  utility.  We describe  findings  from  two  federated  data  sharing  case  examples  that
detail critical  factors,  shared  outcomes,  and  production  environment  results.
Methods:  Two  federated  data  sharing  pilot  architectures  developed  to support  network-based  research
associated  with  the University  of  Washington’s  Institute  of  Translational  Health  Sciences  provided  the
basis  for  the  findings.  A  spiral  model  for implementation  and  evaluation  was  used  to  structure  iterations
of development  and support  knowledge  share  between  the  two  network  development  teams,  which
cross  collaborated  to  support  and  manage  common  stages.
Results:  We  found  that  using  a  spiral  model  of software  development  and  multiple  cycles  of  iteration  was
effective  in  achieving  early  network  design  goals.  Both  networks  required  time  and  resource  intensive

efforts  to establish  a trusted  environment  to  create  the  data  sharing  architectures.  Both  networks  were
challenged  by  the  need  for adaptive  use cases  to define  and  test  utility.
Conclusion:  An iterative  cyclical  model  of  development  provided  a process  for developing  trust  with
data  partners  and  refining  the  design,  and  supported  measureable  success  in  the  development  of  new
federated  data  sharing  architectures.

©  2016 Elsevier  Ireland  Ltd.  All  rights  reserved.
. Introduction

The broad adoption of electronic health record systems (EHRs)
nd efforts to align data across disparate EHRs have led to advance-
ents in research to improve public health. But barriers to establish

ffective data sharing systems range across technical, motivational,
conomic, legal, political, and ethical issues [1]. Data sharing has
n integral role in reducing the lag between research and clini-
al knowledge, products, and procedures that can improve human

ealth [2]. Bi-directional data sharing between clinical care and
esearch environments is crucial to advance improvements in
atient care and overall population health and essential to a Learn-

∗ Corresponding author at: Psychiatry & Behavioral Sciences, University of Wash-
ngton, Box 356560 Seattle, WA 98195, United States.

E-mail address: kstephen@uw.edu (K.A. Stephens).
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ing Healthcare System [3]. But creating data sharing systems is
complex and difficult.

Technical and methodological frameworks and guidelines for
providing and integrating data sharing infrastructures across mul-
tiple distinct and disparate clinical environments can advance the
ability for translational and comparative effectiveness research,
and lead to meaningful use and sharing of medical data [4]. How-
ever, there are no systematic efforts to develop processes for
creating data sharing architectures in public health environments
[1]. Published accounts addressing builds of data sharing infrastruc-
tures lack any systematic application of well-established software
development models. At present, implementation of data shar-
ing systems are often supported by grant funding and require the

development of broad engagement strategies between disparate
environments. Sustainability of these systems often becomes a
challenge after initial investments support creation [5]. Software

dx.doi.org/10.1016/j.ijmedinf.2016.05.008
http://www.sciencedirect.com/science/journal/13865056
http://www.ijmijournal.com
http://crossmark.crossref.org/dialog/?doi=10.1016/j.ijmedinf.2016.05.008&domain=pdf
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odel applications to architecture builds may  lead to better sus-
ainability.

.1. Background and significance

Previous efforts in developing methods and tools to support
linical data sharing for research lack access to high quality data
ources [6–8]. Centralized approaches to data sharing are limited
y the scope of the data that network partners typically autho-
ize for sharing and the difficulty with keeping these data up to
ate [4]. Historically, limitations have also included uneven com-
on  terminology expertise, challenges of trust and feasibility, and

oncerns for privacy and security [4,9–17]. Storing data locally at
artner sites and using federated approaches to support data shar-

ng is attractive because they simplify privacy and security issues
nd clarify trust relationships [18]. However, no standard use of
erminologies and other semantic alignment issues remain a chal-
enge, regardless of a centralized versus federated model [19]. To
ate, large scale federated data sharing networks remain relatively
carce, though successes have been increasing in domain-specific
etworks such as Regional Health Information Organizations and
ohort discovery pilots [19–22]. Growing concerns of enhanced
IPAA privacy laws may  further limit data sharing efforts [23].

The expanding use of heath information technology, driven
hrough efforts such as the 2009 HITECH act and the meaning-
ul use requirement of health information exchanges, has created
he need for effective data sharing methods across organizations to
arget evaluation and implementation of evidence based, patient-
entered clinical practices [24–26]. Methodological approaches to
eveloping federated data sharing networks need to be testable
nd generalizable to multiple domains, users, and stakeholders. The
CATS Clinical Translational Science Award (CTSA) consortium has
rovided a fertile environment for building federated data sharing
etworks across a range of heterogeneous institutional and com-
unity based clinical environments with a focus on translational

cience.

.2. Objective

We  partnered across two network teams to implement and
valuate a software development model for building federated
lectronic health record clinical data sharing architectures. We
escribe the use of a common spiral model and the experience of
eveloping two distinct architectures. Implementation of the spiral
odel centrally incorporated partnership building across differ-

nt clinical data environments and addressed the crucial role of
artnerships and disparate electronic medical record platforms and
orkflows.

. Methods

.1. Network development pilot projects

The common goal of our network pilot projects was to imple-
ent architectures for federated networks that could support

esearch queries through a common set of terminologies and
usiness processes. The Data QUery, Extraction, Standardization,
ranslation (Data QUEST) project focused on data sharing across
rimary care based electronic health record (EHR) data domains
i.e., demographics, visits, problem lists, medications, labs, diag-
oses, tests, various medical metrics and findings, etc.) across six

rimary care organizations in Washington and Idaho [27]. Data
UEST is aimed to provide tools for sharing both de-identified
nd identified data in aggregate form and at the patient level. The
ross-Institutional Clinical Translational Research (CICTR) project
 Medical Informatics 93 (2016) 26–33 27

targeted sharing five broad data domains (i.e., demographics, med-
ications, labs, diagnoses, and disposition data), with a common
domain of diabetes across acute care settings at three academic
institutions (University of Washington, University of California,
San Francisco, and University of California, Davis) with a focus
of sharing de-identified aggregated data [28]. Both projects used
HIPAA guidance to define privacy handling of data prior to allow-
ing research querying. Both projects supported approaches that
describe and document the data provenance.

2.2. Procedure

Three primary categories of software models have been iden-
tified (free/open source software (FOSS), plan-driven, and agile)
with little progress made at creating comprehensive reconciliation
across these models [29]. However, recommendations for select-
ing an appropriate model include achieving a balance between
agility and discipline [30]. The strength of FOSS lies in allowing
stakeholders to address and refine a system based on individual
priorities and resources. This model did not provide a feasible
approach, given our partner sites must share resources and techni-
cal solutions to remain scalable in a diverse health data sharing
architecture environment. Plan-driven or waterfall models lack
iterative processes for achieving stakeholder engagement across
cycles of development that provide flexibility, buy in, and adapt-
ability. Agile methods are iterative but rely on quick “sprints’
through the phases of development to produce working systems
for evaluation, which require intensive development resources and
evaluation resources (clinical and technical) from our partners that
they did not have.

To balance agility and discipline, we chose Boehm’s spiral model,
used across many commercial and defense projects, which included
a focus on using a cyclic approach to grow a system’s degree
of definition and implementation while laying out anchor point
milestones to ensure stakeholder commitment to the defined solu-
tions [31,32]. The spiral model was  used to provide clear process
to guide our architecture development and included cycles for
iteration, incremental development, and the right level of risk
management and cultural compatibility for our environment. We
analyzed project activities, milestones, stakeholder priorities, and
project documents using themes from Boehm’s spiral model of
development, which included four main phases in the software
development lifecycle, to define additional emerging themes. Each
team, in partnership with project stakeholders, then reviewed and
iterated on the emerging themes and charted the history of the
project across the theme areas to develop initial project specific
content for a draft spiral model. The resulting model was adopted
within the Data QUEST and CICTR project teams, guiding biomed-
ical informatics work within the projects. The model provided a
frame to report and assess both individual project and cross project
successes and challenges.

3. Results

3.1. The partnership-driven clinical federated (PCF) model

3.1.1. PCF model description
A generic spiral model for partnership-driven clinical federated

(PCF) data sharing, based on Boehm’s spiral model for software
development [31,32], emerged from our iterative and qualitative

based methods (Fig. 1). This model identified four themes to anchor
the iterative process of development: (1) developing partnerships,
(2) defining system requirements, (3) determining technical archi-
tecture, and (4) conducting effective promotion and evaluation.
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Fig. 1. The Partnership-Driven Clinical Federated (PCF) data sharing model illu

The starting point was anchored in developing functional part-
erships (Partnerships) that define boundaries and drive system
efinition. As the data sharing system was defined (System Require-
ents), implementation could occur (Technical Architecture), and

nally impact was assessed (Promotion and Evaluation) to ensure
he utility and impact of the data sharing network.

.1.2. Cross-project model validity
As each theme progressed through a single iteration of the

odel, they informed the subsequent iterations and matured.
aturity of the model within each network occurred through iter-

tions as well as across themes. Partnerships began internally with
ore project teams and progressed to recruitment and expansion
o additional community partners, with final governance being
ddressed as maturity was reached. System requirements were
nitially drafted and subsequently refined as partnerships and tech-
ical architectures were developed. Use cases were initiated with
he development of initial partnerships and evolved over time into
eaningful use cases that addressed overall utility of the architec-
ure. In tandem, pilot users were identified and training, support,
elease, and marketing efforts were developed and implemented
o ensure system utility and sustainability. In general, the model
s four quadrants of themes used to define each iteration cycle of development.

provided a useful framework for teams across projects to collab-
orate, report progress to each other, and share and iterate lessons
learned.

3.2. Data query, extraction, standardization, translation (Data
QUEST) project

3.2.1. Individual PCF model cycle iterations
The Data QUEST project conformed to the PCF model cycles (see

Fig. 2 for a project specific model), iterating through four cycles.
Anchor point milestones were developed and adjusted as needed,
based on technical discoveries and partner requirements. The first
cycle began with the team initiating partnerships within our CTSA
partners, then moved into drafts of technical requirements, sys-
tem testing of initially pre-defined technical architecture solutions,
which subsequently failed, and initial definitions of use cases. We
formed internal partnerships between all CTSA partners and con-
vened regular meetings to discuss and evaluate adoption of the

HMORN Virtual Data Warehouse (VDW) model [33], while the com-
munity engagement and biomedical informatics subgroups began
developing feasibility study methods to determine selection of
community based partners for the pilot. Development of feasibility
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ig. 2. PCF model applied to data QUEST detailing four cycles of iteration to matu
ighlighted in red.(For interpretation of the references to colour in this figure legen

ethods resulted in the rejection of the VDW as a technical solu-
ion, due to the technical requirement for programming expertise
mong the community practice partners needed to work with the
AS based architecture. Our community practice partners reported
hat they did not have resources to support this level of on-site
rogramming.

In the second cycle, we identified and approached initial com-
unity partnerships using the feasibility study methods (i.e., a

emi-structured interview involving research readiness and tech-
ical capacity assessment), allowing for community partner input
n technical requirements. A search was conducted to identify a
eplacement solution for the VDW, which led to e-PCRN [34,35]. The
iomedical informatics team downloaded the e-PCRN software for
ilot test and the test was unsuccessful, with the software deemed
on-functional. Furthermore, the governance requirements dic-
ated from the feasibility studies required on-site validation of all
ueries, which e-PCRN did not support and co-development of the
oftware to add this feature was untenable. Use cases across the

TSA team and the community partners were iterated, cataloging
ommunity priorities for research and achieving buy in from part-
ers for the utility and need for use case definition. This also led
o redefining technical requirements to scale back functionality by
 initial launch of the data sharing architecture. Technical architecture failures are
 reader is referred to the web version of this article.)

excluding a tool requirement to conduct self service queries against
the federated data system.

In the third cycle, we  solidified community partnerships and
finalized selection of pilot partners for installation of the tech-
nical architecture and updated partners with the changes to the
technical requirements to maintain continued buy in. National
partnerships, most notably with the DARTNet Institute, were
engaged and promoted selection of a for-profit vendor solution
for extraction/translation/loading (ETL) tasks. Several vendors were
evaluated and a final vendor was  selected, based on their extensive
expertise with multiple primary care based EHR vendor systems,
ability to offer clinical decision support tools, success with work-
ing in Practice Based Research Network settings with small rural
based primary care practices, and their existing relationship and
good performance history with the DARTNet Institute [27]. Evalua-
tion groups were formed to refine pilot use cases based on research
priorities from the community partners.

In the fourth cycle, we introduced partners to the vendor and

iterated and established contracts and governance (i.e., Memoran-
dums of Understanding, Data Use Agreements, Business Associate
Agreements, purchasing contracts) to allow initial installation of
the technical architecture. System requirements were adjusted to
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nclude vendor and partner requirements, and dictionary archi-
ectures were begun, with dictionary efforts designed to support

arketing and dissemination of data sharing across the new
etwork. After completion of the fourth cycle, the technical
rchitecture was deemed operational and initial use case based
xtractions were performed.

Costs and resources used for the initial pilot build of Data QUEST
ncluded: (1) biomedical informatics personnel (i.e., faculty lead
nd dedicated research assistant), (2) community outreach CTSA
aculty and staff (i.e., faculty lead and program manager), (3) CTSA
ubsidized staff resources (i.e., system architects and analysts for
onsultation), and (4) infrastructure contracts paid out to our ven-
or to conduct contracting and programming to establish servers
nd the nightly ETL process. Our partner sites also subsidized: (1)
taff time to participate in working meets and establish permis-
ions with our vendor to establish a server within their firewalls
nd (2) infrastructure support to house the server. The Data QUEST
ilot project was designed and implemented within the CTSA 5 year
ycle.

In the current state and subsequent CTSA cycle, the Data QUEST
rchitecture is fully functional with daily refreshes of a federated
et of clinical data repositories (CDR) across pilot sites, housed
hysically behind firewalls within the partner practices in SQL
erver environments. In addition, data within the CDRs are stored
n formats that semantically align with national partner networks

ithin the DARTNet Institute, allowing for cross collaborations.
he vendor and the DARTNet Institute have physical access to the
DRs and provide manual data extractions as needed, governed by
greements designed and executed within the development cycles.
everal research projects to date, including local university and
ational collaboration based projects have been successfully con-
ucted using the Data QUEST architecture. All data extractions are
onducted using Business Associate Agreements and governance
hat provides honest brokerage, including compliance with Heath
nsurance Portability and Accountability Act (HIPAA) regulations,
ata Use Agreements, and Data Transfer Agreements. Data remain
wned by the local partners and data owners approve each extrac-
ion as they are requested, with the ability to opt out at any time. A
ool (FindIT—Federated Information Dictionary Tool) [36] to cata-
ogue data depth and breadth is under development targeting data
isualization of the Data QUEST network to the research commu-
ity, with an aim towards bridging researchers and community
ased practices and increasing use of the EHR data to facilitate
ranslational research among the Data QUEST network partners.

e have developed the architecture to support a centralized de-
dentified warehouse adopting the Observation Medical Outcomes
artnership (OMOP) ontology, harmonizing with other national
ata sharing architectures and plans to continue partner expansion
f Data QUEST.

.2.2. Cross-cycle observations
The Data QUEST project initiatives and priorities were

ccounted for across the four themes. Two technical architecture
ailures occurred, and rather than having progress stifled, the itera-
ive nature of the model strengthened partnerships and supported
efinement of feasible system requirements. The PCF model pro-
ided natural feedback loops between themes to coordinate and
roblem solve issues across themes. Initial partnership input was
ritical to the development of use cases and development of the
nal technical architecture. The team engaged in micro iterations
hen barriers occurred in testing the technical architecture solu-

ion, resulting in higher utilization of time resources needed to

ngage and mature partnerships.

The team identified several barriers requiring mediation within
hemes that required further micro iterations within cycles result-
ng in time delays, but ultimately did not compromise project
 Medical Informatics 93 (2016) 26–33

success. Limited partner expertise or knowledge in informatics, for
both institutional and community partners and limited experience
in being part of a multi-disciplinary institutional and commu-
nity team were barriers to initially developing effective use cases.
Partners struggled with limited resources due to overly burdened
clinical environments and had limited experience with research
practices. A primary outcome of the application of the PCF model
was the critical role of early engagement in partnerships to mediate
identified barriers through iteration. Despite real-world challenges
to aligning partners and resources in a collaborative effort, iter-
ations continued across cycles, allowing individual themes to
mature.

3.3. Cross-Institutional clinical translational research (CICTR)
project

3.3.1. Individual PCF model cycle iterations
The CICTR project conformed to the PCF model cycles (see

Fig. 3 for a project specific model), iterating through three cycles
with predefined anchor point milestones to move the project
towards the first version release within a 20 month timeline dic-
tated by the pilot funding requirements. The first cycle focused on
defining stakeholder roles at the three partner sites, deploying com-
mon  Informatics for Integrating Biology & the Bedside (i2b2) [37]
based technical architectures and gaining appropriate regulatory
approval. At the time, each of these sites had existing familiarity
with i2b2, but not in developing environments that could pro-
vide appropriate hosting for large scale extracts from the local EHR
systems. This first coordinated effort resulted in each of the sites
establishing the i2b2 environments as common virtualized envi-
ronments located within local server resources, and allowed for
cross-site network and server configuration. Each site then imple-
mented their local i2b2 server stack against an industry grade
database system, either IBM DB2, Microsoft SQL Server, or Oracle
11. Each of these database systems were unique to local sites, and
due to licensing restrictions and costs, requirements were defined
that maintained these systems as local resources.

The second cycle built upon on the common deployed i2b2
architecture and partners iterated the access, common definition,
and testing development for the four target data sources of demo-
graphics, diagnoses, medications and laboratory tests. In parallel,
the SHRINE [38] network interfaces were installed and tests were
defined to measure pilot ‘connectivity’ across the network. Use
cases were collectively developed to test both within system and
across system validity for the first two  data sources. As the sys-
tems were being launched, each site devoted considerable effort
to recruiting new domain stakeholders in the testing and demon-
stration of the functionality. An early challenge was in determining
how to define and refine the use cases as to allow for review and
measurement across sites by the stakeholders who were local to
an individual site, in a way  that would inform better processes for
designing and testing the remaining data sources. By the end of
the second phase, the network had completed basic validation of
the first two  data sources with common tests at each site while
maintaining and growing partner engagement.

The third and final planned cycle sought to complete map-
ping of medication and laboratory data across the three sites,
and through this requirement identified significant challenges for
defining scope of the much larger mapping efforts involved in
these data sources. As there were limited resources at each site,
semi-automated tools were tested, which revealed challenges in
cross-site evaluation of resulting mappings. A key project contribu-

tion was  a tool developed at University of California, San Francisco
for terminology mapping, which provided programmatic access to
a standard medication coding system (RxNorm API). Through this,
each site sought to map  a common reference medication formu-
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ig. 3. PCF model applied to CICTR detailing three initial cycles and a fourth rapid sp
wed  to the funders are highlighted in red.(For interpretation of the references to c

ary list of ordered medications to a navigable (RxNorm-based)
erminology tree. This was successful with a very restricted set of

edications, but stakeholders had difficulty navigating the results.
urther refinement of the use cases resulting from this led to a very
estricted set of laboratory tests associated specifically with dia-
etes diagnosis related groups, which in turn required manual data
xtraction and mapping at each site. Both these data sources tested
he design/build/test partnerships across all sites. Throughout the
xperience of using the PCF model with CICTR, stakeholder engage-
ent grew critically and was crucial to the design process as the

roject moved towards launch.
Costs and resources used for the initial pilot build of CICTR

ncluded: (1) biomedical informatics personnel at each university
ite (i.e., faculty lead and programming staff), (2) CTSA subsidized
taff resources (i.e., system architects, programmers, and analysts
or consultation), and (3) infrastructure costs related to establish-
ng the computing environment at each site and the data loads.
he CICTR pilot project was designed and implemented within a 20
onth timeframe to comply with funder requirements.
Through partnership in the fourth cycle, the project was  adopted
s a University of California (UC) wide network, with an additional
hree sites added and additional support for five years to bridge
he five UC health campuses under the UC-Research Exchange (UC-
eX) project. As a direct extension of CICTR, the PCF model of
ycle to mature the initial launch of the data sharing architecture. Project milestones
in this figure legend, the reader is referred to the web version of this article.)

organization development and management now drives the UC-
ReX project through a semantic harmonization lifecycle, and is
now capable of providing query access to a population in excess
of 14 million patients. CICTR has also been adopted at the Univer-
sity of Washington as a self-service tool (De-Identified Clinical Data
Repository, DCDR) broadly offered to researchers engaged with the
CTSA who  want access to cohort counts of patients.

3.3.2. Cross-cycle observations
By the beginning of the fourth “sustainability” cycle of the

project and after completion of project funding, the CICTR project
had developed a mature architecture representing four unique data
sources on a collective total of over 5 million patient lives seen in
three institutions. Throughout the project, the team used regular
iteration and feedback with stakeholders and identified and met
challenges across themes. Early expectations were set in the project
that helped keep partners focused on use cases that would be
needed within the promotion and evaluation phases of the project.

But as the resolution of the required data from each site
increased, so did the difficulty in developing broad measureable

test cases. The cycle process revealed that the project lacked
engagement with actual users who sought data and across insti-
tutions. Towards the third cycle, the project used the PCF model
and themes to assess expansion to additional sites, and as a result
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ngaged with a new set of comparative effectiveness researchers
ho explicitly sought multi-site data discovery capabilities. This

equired developing a strategy to engage the new stakeholders,
sing reflection on phases and outcomes to date, as well as build
ommon expectations for rapid development and evaluation. This
rocess was captured in documents and expectations for each of the
our themes in the spiral, and translated into a two month iterative
evelopment sprint that culminated in successful stakeholder-
riven use cases across the network.

The application of this iterative approach to growing a net-
ork was considered a success due to successful development of

 functional data sharing architecture, positive feedback, and con-
inued user engagement. The PCF model also helped accommodate

 tightly defined, short timeline driven project scope. The itera-
ive process served to support timely information feedback for all
arts of the process, and in turn maintained the project group on
ommon and clear goals.

.4. Cross-team pilot collaboration

Collaborative meetings were held between Data QUEST and
ICTR biomedical informatics team members, sharing progress,
echnical failures and solutions, ethical considerations, governance
ocuments, and trust building activities. The PCF spiral model
as jointly developed by the biomedical informatics teams and

dopted to organize and help direct work within the pilot projects,
hile providing a framework to cross share development activi-

ies. In addition to the adoption of the spiral model itself, team
embers shared governance and ethics work, including specifics

or approaches to development of governance infrastructure and
upporting documents. Teams also shared technology findings
ncluding software, ontology, and data quality experiences. In addi-
ion to the process the PCF model offered each project, it also
rovided a structure for cross team collaboration.

Cross collaboration observations led to the discovery of com-
on challenges and lessons learned across both pilot projects.

oth projects were centered in infrastructure based grant proposals
ith no specific use case driven directive, which created ambigu-

ty for the scope of work. Use cases proved crucial for determining
verall data requirements, as well as offering initial test cases to
valuate the system during launch. In hindsight, use cases could
ave been initially defined in early cycles given both pilot projects
equired multiple cycles of iteration to define functional use case
ests towards the end of the project lifespan. Early definition of use
ases may  have increased efficiency overall. Both projects also suf-
ered from a lack of users standing in the ready to use the clinical
ata sharing architectures, creating a need for expanding efforts to
romote dissemination of use. Finally, both pilot projects required
esource and time intensive effort to create trust between part-
ers, without which the technical architectures could not have
ucceeded.

. Discussion

The spiral model offered a practical and flexible process for cre-
ting two new electronic health record driven data sharing pilot
rchitectures federated across multiple health care organizations.
reating these complex clinical data sharing networks for research
equires a communications-driven process that prioritizes partner
ngagement throughout all aspects of the project. The cycling sup-

orted by the PCF model across these projects ensured technical
equirements were iterated closely with partners and facilitated
artner engagement in the process. The two CTSA supported pilot
roject teams also benefited from cross collaboration using the
 Medical Informatics 93 (2016) 26–33

PCF model, particularly given the similarities in scope of work and
complexity of the socio-technical environments.

Both pilot projects were a success in creating functioning data
sharing architectures across federated systems, using multiple iter-
ations within a spiral based PCF model of development. The PCF
model accounted for key project missions and provided structure,
context, and concrete direction for addressing barriers that were
often associated with limiting or preventing project success. Suc-
cess of the PCF model is also evidenced by both project teams opting
to add additional cycle iterations to further mature their technical
architectures and both projects resulting in successful expansions
of the initial projects.

4.1. Lessons learned

Unexpectedly, both projects required additional cycles before
sharing actual data across partner data sites. The PCF model allowed
for a heuristic evaluation that helped the teams identify inefficient
processes and a critical missing component, namely definition of
key use cases, which led to the need for additional cycles. Data
sharing architectures require clearly defined research or clinical
questions and engaged end-users, which are vital for defining sys-
tem requirements. Both projects were funded specifically to pilot
informatics infrastructures with no anchoring specific clinical topic
to guide specifications, use cases, and ultimately a user base. As a
lesson learned, we  identified the crucial need to focus more directly
on developing research questions in earlier cycles to frame and pro-
vide context for the project. For future architecture builds, creating
use cases at the outset of project initiation may  limit the need for
extra cycles.

Developing data sharing governance with partners impacted
system design significantly and should be considered as early as
possible. Governance development should include involvement
from partners, experienced legal experts, and data extraction
stakeholders, and should be revisited during each incremental
cycle. Governance stakeholders played a crucial role in system
requirement definition from the design, content, and the techni-
cal mechanics of how data would be shared, and the methods used
to access the resulting data.

Lessons learned highlight the importance of flexibility in imple-
mentation management, the on-going complexity of aligning data
across each data site, challenges in engaging users, the impact of
governance issues on design, and the need to focus on system utility
in the early stages of development to sustain development across
multi-disciplinary teams. Developing trusted environments is com-
plex and critical for project success and in the cases of these pilot
projects, achievable with appropriate resources.

4.2. Limitations

Limitations include the inability to compare the number of
cycles and the overall resources and costs needed for these pilot
architectures to other similar efforts, given clear baseline data on
these metrics with other existing architectures have not been pub-
lished consistently. However, we were able to use a reasonable
number of cycles for each of these pilot projects and stay within
resource constraints. We  report on only a single approach for devel-
oping these architectures, which did not allow for comparisons

or testing of different software development models. Future stud-
ies could address testing multiple software development models,
particularly given convergence and definition of aspects of these
models remains an active area of discovery.
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Summary points

• Building federated data-sharing architectures requires sup-
porting a range of data owners, effective and validated
semantic alignment between data resources, and consistent
focus on end-users.

• Establishing these resources requires recognition of devel-
opment methodologies that support internal validation of
data extraction and translation processes, sustaining mean-
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ingful partnerships, and delivering clear and measurable
system utility.

. Conclusion

We  found that our spiral based PCF model was crucial for
reating collaboration between our two pilot projects building
unctional federated data sharing architectures and provided great
tility for promoting success and evaluating challenges within each
ilot project. Multiple national efforts have and continue to invest

n the development of novel network-based data sharing infras-
ructure development for research and cross collaborations would
trengthen this work and likely increase success. The PCF model
ay  help identify and establish necessary relationships and early

etection of barriers within and between teams. Finding cohesive
ethods that focus on building appropriate early use cases, bring-

ng in users, and systematically building trust among partners are
eeded to increase implementation success of data sharing archi-
ecture development projects.

Future work would benefit from cross collaborations between
imilar data architecture building projects, definition of use cases
arly in the process, and proper resources to support work in build-
ng trust between partners. Use of software development models
an support this future work and help create standard processes
or building these complex architectures.
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