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Abstract. We consider the effect of combining the key computation
step in particular key agreement protocols, such as ECMQV and static-
DH, with verifying particular elliptic curve equations, such as those re-
lated to ECDSA signature verification. In particular, we show that one
can securely combine ECDSA signature verification and ECMQV and
static-ECDH key computations, resulting in significant performance im-
provements, due to saving on doubling operations and exploiting multiple
point multiplication strategies. Rough estimates (for non-Koblitz curves)
suggest that the incremental cost of ECDSA signature verification, when
combined with ECDH key agreement, improves by a factor 2.3× com-
pared to performing the ECDSA signature verification separately and by
a factor 1.7×, when the latter is computed using the accelerated ECDSA
signature verification technique described in [3]. Moreover, the total cost
of combined ECDSA signature verification and ECDH key agreement
improves by 1.4×, when compared to performing these computations
separately (and by 1.2×, if accelerated ECDSA signature verification
techniques are used). This challenges the conventional wisdom that with
ECC-based signature schemes, signature verification is always consider-
ably slower than signature generation and slower than RSA signature
verification. These results suggest that the efficiency advantage one once
enjoyed using RSA-based certificates with ECC-based key agreement
schemes may be no more: one might as well use an ECC-only scheme
using ECDSA-based certificates. Results apply to all prime curves stan-
dardized by NIST, the NSA ‘Suite B’ curves, and the so-called Brainpool
curves.

Keywords: elliptic curve, authenticated key agreement, key
computation, certificate verification, ECDSA, efficient computations.

1 Introduction

Discrete logarithm based authenticated public-key key agreement protocols typ-
ically include the following steps:

– Key contributions. Each party randomly generates a short-term (ephemeral)
public key pair and communicates the ephemeral public key to the other
party (but not the private key). In addition, it may communicate its long-
term static public key.
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– Key establishment. Each party computes the shared key based on the static
and ephemeral public keys it obtained from the other party and based on the
static and ephemeral private keys it generated itself. The key computation
is such that either party indeed arrives at the same shared key.

– Key authentication. Each party verifies the authenticity of the long-term
static key of the other party, to obtain evidence that the only party that
may have been capable of computing the shared key is, indeed, its perceived
communicating party.

– Key confirmation. Each party evidences possession of the shared key to the
other party, usually by communicating a message authentication check value
over the strings corresponding to the key contributions communicated by ei-
ther party using a key derived from the shared key. This confirms to each
party the true identity of the other party and proves that that party suc-
cessfully computed the shared key.

The key authentication step is typically carried out separately from the other
protocol steps described above and usually involves checking the validity of a
certificate that vouches for the authenticity of the binding between a party and
its private key (by means of the corresponding public key). While separating the
key authentication step from the remaining protocol steps allows more flexibility
(e.g., in use of certificates), it may present a significant computational burden,
since the online computational cost of the key agreement protocol – and thereby
its running time – is dominated by the cost of the key authentication step and
that of the key computation performed during the key establishment step. Here,
we assume key authentication has to be performed at each instantiation of the
protocol.

In this paper, we consider a method for securely combining the key authenti-
cation and the key computation steps, rather than carrying these out separately,
thus realizing a significant reduction of the online computational cost of the
resulting protocol and, thereby, of its running time. While this approach leads
to some loss of flexibility (since one has to carry out computations on similar
mathematical objects), quite remarkable efficiency gains seem possible.

The remainder of the paper is organized as follows. In §2, we provide some
preliminaries that facilitate the main exposition of the paper, while §3 gives
applications that illustrate the performance advantages that can be reaped when
applying joint computations in the context of some well-known authenticated key
agreement schemes. Summary conclusions appear in §4.

2 Preliminaries

In this section, we introduce some simple notions that facilitate the exposition
in the remainder of the paper. §2.1 introduces some probability results, which
we apply in §2.2 to key establishment schemes. §2.3 summarizes some properties
of ECDSA and the related signature scheme ECDSA∗.

The exposition below is relative to a group IE with (cyclic) subgroup G of
prime order n generated by some point G and with identity element O.
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2.1 Probabilities

Let f be a function defined on IE. For each z ∈ Im(f), define f−1(z) := {X ∈
IE | f(X) = z} and define d∞(f−1) := max{|f−1(z)| | z ∈ Im(f)}.
Lemma 1. Let KA ∈ IE, let Δ ∈ G, and let λ ∈R Ω, where Ω ⊂ Zn

∗. Let
K ′

A := KA + λ · Δ. Then

max
K∈IE

Pr{K ′
A = K} =

{
1 if Δ = O;
|Ω|−1 otherwise.

Proof. Trivial. ��
Lemma 2. Let KA ∈ IE, let Δ ∈ G, and let λ ∈R Ω, where Ω ⊂ Zn

∗. Let
K ′

A := KA + λ · Δ. Then

max
τ∈Im(f)

Pr{f(K ′
A) = τ} =

{
1 if Δ = O;
≤ d∞(f−1) · |Ω|−1 otherwise.

Proof. This follows from Lemma 1 and the observation that for Δ �= O and for
any z ∈ Im(f), the maximum in Lemma 1 may not be realized for all K ∈ f−1(z)
simultaneously (hence, the inequality for Δ �= O). ��
Note 3. Lemma 2 reduces to Lemma 1 if one takes f to be the identity function.

2.2 Key Establishment Schemes

In this section, we apply the results of the previous subsection (§2.1) towards
scenarios where a party executes a key agreement scheme resulting in a key in
group IE and where it also may verify a set of equations in G (such as those
arising from checking ECDSA∗certificate verification equations – to be discussed
in §2.3). We also consider the scenario where the shared key is mapped from IE
towards another group (such as is the case when mapping a computed ellip-
tic curve point to its x-coordinate, which then forms the real shared key (cf.,
e.g., [2,15])).

Lemma 4. Consider a key agreement scheme C between two parties A and B
resulting in the establishment of a shared key in group IE. Let KA be the shared
key computed by A by executing this key agreement scheme. Let Δ1, . . . , Δt ∈ G.
Let Ω1, . . . , Ωt be non-empty subsets of Zn

∗, each with cardinality M . Consider
the modified key agreement scheme C′ that differs from C solely in that A gen-
erates random secret values λi ∈R Ωi for all 1 ≤ i ≤ t and uses the value
K ′

A := KA + λ1Δ1 + · · · + λtΔt (rather than KA) as the shared key in protocol
C instead. We assume these random values are kept secret and are not reused.
Then the following holds:

1. If Δ1 = · · · = Δt = O, then protocols C and C′ have the same outcome.
2. Otherwise, the probability that A and B establish a shared key K is at most

1/M .
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Proof. This follows directly from Lemma 1. ��
Lemma 5. Consider a key agreement scheme C between two parties A and B
resulting in the establishment of a shared key in group IE, which is mapped to
a derived key using a fixed function f defined on IE. Let KA be the shared key
computed by A by executing this key agreement scheme. Let Δ1, . . . , Δt ∈ G. Let
Ω1, . . . , Ωt be non-empty subsets of Zn

∗, each with cardinality M . Consider the
modified key agreement scheme C′ that differs from C solely in that A generates
random secret values λi ∈R Ωi for all 1 ≤ i ≤ t and uses the value K ′

A :=
KA +λ1Δ1 + · · ·+λtΔt (rather than KA) as the shared key in protocol C instead.
We assume these random values are kept secret and are not reused. Then the
following holds:

1. If Δ1 = · · · = Δt = O, then protocols C and C′ have the same outcome.
2. Otherwise, the probability that A and B establish the same derived key k is

at most d∞(f−1)/M .

Proof. This follows directly from Lemma 4, using Lemma 2. ��

2.3 ECDSA and the Modified Signature Scheme ECDSA∗

In this section, we briefly summarize those properties of the signature scheme
ECDSA [1,9,11] and the modified signature scheme ECDSA∗presented in [3] that
are relevant to the remainder of the exposition of this paper. For all other details,
we refer to the referenced papers themselves.

The ECDSA and ECDSA∗signature schemes
With the ECDSA signature scheme, the signature is a pair (r, s) of integers
in Zn

∗, where the value r is derived from an ephemeral public key R gener-
ated by the signer during signature generation via a fixed public function. The
ECDSA∗signature scheme is the same as ECDSA, except that it outputs the
signature (R, s), rather than (r, s).

With the ECDSA∗signature scheme, the signature (R, s) over some message m
produced by some entity with signature verification key Q may only be valid if
R ∈ G and if Δ := O, where

Δ := s−1(eG + rQ) − R, (1)

and where e and r are derived from message m and from elliptic curve point R,
respectively, via some fixed public functions. For future reference, we mention
that the mapping from R to r is such that both R and −R map to the same
value. Valid signatures also require the check that r, s ∈ Zn

∗.
One can show that a valid ECDSA∗signature (R, s) gives rise to a valid

ECDSA signature (r, s) and that, conversely, any valid ECDSA signature (r, s)
corresponds to some ECDSA∗signature (R, s) with the property that the elliptic
curve point R ∈ G maps to r via the fixed public function referred to above.
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Conversion between ECDSA and ECDSA∗signatures
ECDSA has the well-known property that (r, s) is a valid ECDSA signature only
if (r,−s) is, i.e., the validity of some ECDSA signature (r, s) does not depend on
the ‘sign’ of signature component s. Similarly, (R, s) is a valid ECDSA∗signature
only if (−R,−s) is. Both results follow from the observation that the elliptic
curve point R and its inverse −R map to the same integer r. Another consequence
of this observation is that, while an ECDSA∗signature corresponds to a unique
ECDSA signature, the converse process generally yields two candidate solutions,
viz. (R, s) and (−R, s), and uniqueness can only be established by ruling out
one of these candidate solutions based on some side information available to the
verifier. For a detailed discussion of explicit and implicit side information that
realizes this 1-1 mapping, we refer to §4.2 of [3].

3 Accelerated Authenticated Key Agreement

In this section, we introduce a method for securely combining the key authenti-
cation step and the key computation step of particular public-key key agreement
schemes, rather than carrying these out separately, as is heretofore typically the
case. Since the online computational cost of a key agreement protocol - and
thereby its running time - are dominated by the computational burden of these
two steps, one may anticipate that carrying out these steps in one single com-
putation, rather than carrying these out separately, would result in significant
efficiency gains. We show that this is indeed the case. Although the main idea
applies more broadly, we are mainly interested in scenarios involving elliptic
curves.

In what follows, the exposition is relative to a fixed elliptic curve IE, with
(cyclic) subgroup G of prime order n generated by some base point G and with
identity element O. In particular, we assume that key computations involve
operations on this elliptic curve.

We consider a scenario where two parties execute an elliptic curve key agree-
ment scheme that involves computing a shared key K ∈ IE and mapping this to
a derived key k. Depending on the details of the scheme in question, this derived
key is further processed (e.g., passed through a key derivation function) or used
in a subsequent key confirmation step. Examples of such protocols include the
elliptic curve variant of the original Diffie-Hellman scheme [8], ECMQV [14], and
all elliptic curve key agreement schemes specified by NIST [15] and ANSI [2].
With all these schemes, the mapping f from a shared key K ∈ IE to a derived
key k is the projective map, which maps an elliptic curve point that is repre-
sented in affine coordinates to its x-coordinate. So, in the notation of §2.1, one
has d∞(f−1) = 2 (since an elliptic curve point and its inverse have the same
x-coordinate).

Execution of an authenticated key agreement protocol typically involves
checking a public key certificate, to vouch for the binding between the long-
term key of the communicating party and its private key (via the corresponding
public key). In our exposition, we restrict ourselves to ECDSA∗certificates (al-
though our techniques may also be used with, e.g., ephemeral Diffie-Hellman with
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signed exponents). Verification of such an ECDSA∗certificate involves checking
the equation Δ = O, where the signature verification expression Δ is defined by
Equation (1) in §2.3. Notice that Δ ∈ G (since one checks that R ∈ G).

It now follows from Lemma 4 that one can securely combine the computation
of a shared key KA with verifying a number of ECDSA∗signature verification
equations Δ1 = O, . . . , Δt = O (e.g., those arising from checking a certificate
chain) by computing

K ′
A := KA + λ1Δ1 + · · · + λtΔt,

since any non-verifying equation would result in a very small probability that a
shared key is indeed established (with proper setting of the size M of the ran-
domness source for integers λ1, . . . , λt). The same result holds if the shared key
is subsequently mapped to a derived key (cf. Lemma 5), where the probability
increases by at most a factor d∞(f−1) = 2, and if the derived key k is subse-
quently used in a key confirmation step between both communicating parties.
(The latter relies on scheme-specific cryptographic details regarding the public
functions gA : k → gA(k), resp. gB : k → gB(k) that implement the key con-
firmation mechanisms – generally, second-preimage resistance of these functions
should suffice to carry forward the properties of Lemma 5.)

3.1 Static-ECDH with ECDSA∗Signatures

In this section, we illustrate how combining the key computation step in the el-
liptic curve authenticated public-key key agreement protocol Static-ECDH with
the ECDSA∗signature verification step may result in significant overall efficiency
improvements.

Static-ECDH is an authenticated elliptic curve version of the basic Diffie-
Hellman protocol [8], where two parties A and B exchange certified long-term
public keys and verify these upon receipt prior to computing a shared Diffie-
Hellman key. We assume that the public keys are certified by a CA via an
ECDSA∗certificate and that these public keys and the CA’s public signature
verification key are on the same elliptic curve.

In what follows, we analyze the cost of carrying out the ECDH key compu-
tation step and the ECDSA∗certificate verification step separately and compare
this with the cost of combining both steps in one single computation.

A precise analysis is difficult to give, due to the large number of methods avail-
able and implementation-specific trade-offs that favor one method over another.
We use multiple-point multiplication and use the Non-Adjacent Form (NAF)
and Joint Sparse Form (JSF) representations; for details, see [18], [10, Chapter
3, §3.3.3].

We adopt the following notation: By A and D, we denote the cost of a single
point addition and point doubling operation, respectively. By m, we denote the
bit-length of finite field elements in Fq, i.e., m := 	log2 q
. We assume the elliptic
curve IE := E(Fq) to have a small co-factor h, so that m ≈ 	log2 n
.
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With static-DH, the key computation for A involves computing the shared key

KA := aQB, (2)

where QB is B’s long-term public key extracted from its public key certificate
(and checked to be on the curve IE) and where a is A’s private key. Key authen-
tication for A involves verifying B’s ECDSA∗certificate with signature (R, s) and
includes checking that R ∈ G, evaluating the expression

Δ := s−1(eG + rQ) − R, (3)

where e is derived from the to-be-signed certificate information (including B’s
public key QB and B’s unique name), where r is derived from signature com-
ponent R via some fixed public function, and where Q is CA’s public key, and
checking that Δ = O (and that r, s ∈ Zn

∗).
With static-DH, A can combine the key computation (2) and the evaluation

of expression (3) and instead compute the expression

K ′
A := KA + λΔ = (aQB − λR) + ((λes−1)G + (λrs−1)Q), (4)

where λ is a suitably chosen random element of Zn
∗, after first having checked

that R ∈ G and QB ∈ IE.
We now compare the cost of computing expressions (2) and (3) and compare

this with the cost of computing expression (4) instead.
When representing scalar a in (2) in NAF format, the expected running time

of computing the key KA is approximately (m/3)A+ mD operations. Similarly,
when representing the scalars es−1 and rs−1 in (3) in JSF, the expected running
time of evaluating the ECDSA∗signature verification equation is approximately
(m/2+2)A+mD operations. (Here, 2 point additions account for pre-computing
G±Q, which is necessary for using JSF.) As a result, computing the key KA and
checking the signature verification equation Δ = O separately has total running
time of approximately (5m/6 + 2)A + 2 · mD operations.

When computing the key K ′
A in Equation (4) via multiple-point multiplica-

tion and representing both the rightmost two scalars λ · es−1 and λ · rs−1 and
the leftmost two scalars a and −λ in JSF, one obtains a total running time of
approximately 2 · (m/2 + 2)A + mD = (m + 4)A + mD operations. Thus, com-
bining the key computation step and the signature verification step in one single
computation results in a reduction of half of the point doubling operations (at
the expense of a small increase of approximately m/6 + 2 point addition oper-
ations). In fact, one can show that one can do even better and avoid this small
increase of point additions altogether, by computing aQB − λR differently, by
choosing λ suitably, as follows. Recall that λ should be picked at random from a
set Ω ⊂ Zn

∗ of size |Ω| ≈ √
n. Let I be the set of non-zero coordinates of scalar

a, when represented in NAF format. Now, let Ω be the set of all integers in Zn
∗

with a representation in NAF format that is zero outside this set I. Since all
integers in NAF format are unique and since one can expect the NAF weight of a
to be approximately m/3 ([10, Theorem 3.29]), one has |Ω| = 3|I| ≈ 3m/3 >

√
n.

As a result, for λ ∈R Ω, one might write
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aQB − λR = (a − λ+ + λ−)QB − λ+(R − QB) − λ−(R + QB), (5)

where λ = λ+ + λ− and where λ+ and λ− denote those components of λ with
the same, respectively different, sign as the corresponding components of a. Since
for any coordinate, at most one of the scalars in NAF format on the right-hand
side of Equation (5) is nonzero, one can compute this expression using the same
number of point additions involved in computing just aQB with a in NAF format
(after pre-computing R± QB). With this modification, the total running time of
computing K ′

A becomes (m/2 + 2)A + (m/3 + 2)A + mD = (5m/6 + 4)A + mD
operations, i.e., using only half of the point doubling operations required with the
separate computations (and just 2 additional point additions).

This result could be interpreted as reducing the incremental running time of
ECDSA∗signature verification to approximately (m/2+4)A operations, from the
approximately (m/2 + 2)A + mD operations that would have been required if
ECDSA∗signature verification would have been carried out separately using the
traditional approach (or roughly (m/2+4)A+(m/2)D operations using the accel-
erated verification technique of [3]). In other words: the new method effectively re-
moves all point doubling operations from the incremental cost of ECDSA∗signature
verification compared to previously known techniques (in all contexts where this
can be combined with key computations).

Rough analysis for P-384 curve
We provide a rough analysis of the relative efficiency of combining the key compu-
tation step of the elliptic curve based authenticated key agreement schemes static-
DH and ECMQV with the verification of ECDSA∗signatures, as proposed in this
paper, compared to the traditional method of carrying out both steps separately.
Our analysis is based on the elliptic curve curve P-384 defined over a 384-bit prime
field, as specified by NIST [9]. All NIST prime curves have co-factor h = 1, so by
Hasse’s theorem, the bit-size of the order of the cyclic group G is approximately
m = 384. We consider the cost of public-key operations only (and ignore, e.g.,
hash function evaluations). Moreover, we ignore the cost of converting the com-
puted shared key to a representation using affine coordinates, as required by most
standards (cf., eg., [2,15]).

We assume points to be represented using Jacobian coordinates and that the
cost S of a squaring in Zq is slightly less than the cost M of a multiplication (we
take S ≈ 0.8M). With Jacobian coordinates, one has A ≈ 8M + 3S and D ≈
4M + 4S (see [10, Table 3.3]). Substitution of S ≈ 0.8M now yields A ≈ 10.4M
and D ≈ 7.2M and, hence, D/A ≈ 0.69.

With Static-ECDH, the running time of the key computation is roughly 128A+
384D ≈ 393A operations. With ECDSA∗signature verification, the running time
using the traditional method is roughly 194A + 384D ≈ 459A operations and
roughly 196A + 192D ≈ 328A operations with the accelerated method described
in [3]. However, if the key computation step of Static-ECDH and the step of check-
ing the ECDSA∗signature verification equation are combined, the incremental
running time of signature verification becomes roughly only 196A operations. As
a result, the new method yields a speed-up of the incremental cost of signature
verification of roughly 2.3× compared to the separate method (and roughly 1.7×
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P-384 curve ECDSA∗(incremental cost)
ECDH Separately Combined

ECC operations key Ordinary Fast with ECDH

– Add 128 194 196 196

– Double 384 384 192 –

– Total (normalized) 393 459 328 196

Fig. 1. Comparison of incremental signature verification cost of ECDSA∗, when carried
out separately from, resp. combined with, the key computation step of Static-ECDH.
Total cost is normalized, using Double/Add cost ratio D/A = 0.69.

when compared with the accelerated method of [3]). These results are summarized
in Figure 1.

One can perform a similar analysis for the authenticated key agreement scheme
ECMQV. With ECMQV, the running time of the key computation is roughly
194A+384D ≈ 459A operations. If the key computation step of ECMQV and the
step of checking the ECDSA∗signature verification equation are combined, the
incremental running time of signature verification becomes roughly only 196A
operations, as was also the case with Static-ECDH. As a result, the new method
again yields a speed-up of the incremental cost of signature verification of roughly
2.3× compared to the separate method (and roughly 1.7× when compared with
the accelerated method of [3]). These results are summarized in Figure 2.

P-384 curve ECDSA∗(incremental cost)
ECMQV Separately Combined

ECC operations key Ordinary Fast with ECMQV

– Add 194 194 196 196

– Double 384 384 192 –

– Total (normalized) 459 459 328 196

Fig. 2. Comparison of incremental signature verification cost of ECDSA∗, when carried
out separately from, resp. combined with, the key computation step of ECMQV. Total
cost is normalized, using Double/Add cost ratio D/A = 0.69.

A summary of the total normalized cost of various methods is shown in
Figure 3.

P-384 curve Key computation + ECDSA∗(total cost)
Total ECC Key ECDSA∗separately ECDSA∗

operations computation Ordinary Fast combined

ECDH 393 852 721 588

ECMQV 459 918 787 655

Fig. 3. Comparison of total normalized combined cost of the key computation step
of Static-ECDH and ECMQV and that of ECDSA∗signature verification. Normalized
cost uses Double/Add cost ratio D/A = 0.69.
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Experimental results on HP iPAQ 3950 platform
The rough analysis above suggests a significant improvement of the incremental
cost of ECDSA∗signature verification, when combined with the key computa-
tion step of elliptic curve based key agreements schemes over the same curve.
This begs the question as to whether the perceived efficiency advantage of using
RSA certificates with elliptic curve based key agreement schemes still holds, or
whether one might as well use elliptic curve based certificates instead, using our
new method. To test this hypothesis, we implemented the various incremental
methods of verifying ECDSA∗signatures discussed in this paper on an HP iPAQ
3950, Intel PXA250 processor running at a 400MHz clock rate and compared the
computational cost hereof with that of RSA signature verification. We compared
implementation cost for various cryptographic bit strengths, using the guidance
for cryptographic algorithm and key size selection provided by NIST [16]. Our
analysis was based on the elliptic curves defined over a prime field for these bit
strengths, as specified by NIST [9]. Since these NIST curves all have co-factor
h = 1, the bit-size of the order of the cyclic group G and that of the elliptic
curve IE are the same. The obtained data is shown in Figure 4.

Crypto Certificate size1 Ratio Verify – incremental cost (ms) Ratio
strength (bytes) ECC/RSA RSA2 ECDSA∗ ECDSA∗verify
(bits) ECDSA∗ RSA certificates ordinary2 combined3 vs. RSA verify

80 72 256 4x smaller 1.4 4.0 1.7 0.8x faster

112 84 512 6x smaller 5.2 7.7 3.2 1.6x faster

128 96 768 8x smaller 11.0 11.8 4.9 2.2x faster

192 144 1920 13x smaller 65.8 32.9 13.7 4.8x faster

256 198 3840 19x smaller 285.0 73.2 30.5 9.3x faster

Fig. 4. Comparison of (incremental) cost of verifying ECDSA∗and RSA certificates,
when carried out during the execution of an elliptic curve based authenticated key
agreement scheme, for various cryptographic bit strengths and using NIST curves over a
prime field. Computational cost considers public-key operations only (and ignores, e.g.,
hash function evaluation). 1Excludes non-cryptographic overhead (e.g., identification
data) 2Benchmark Certicom Security BuilderTM 3Estimate.

The implementation benchmarks of Figure 4 suggest a shift of the cross-
over point where verification of ECDSA∗certificates becomes more efficient than
that of RSA certificates, from 128-bit cryptographic bit strength (without the
new method) towards roughly 80-bit cryptographic bit-strength (with the new
method). Thus, the efficiency advantage one once enjoyed using RSA-based cer-
tificates with discrete logarithm based key agreement schemes is no more: one
might as well use an ‘elliptic curve only’ scheme using ECDSA-based certificates
instead.

While we did not conduct experiments with ordinary discrete logarithm based
key agreement schemes and DSA-based certificates, we speculate one can draw
similar conclusions here.
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3.2 Extension of Results to ECDSA

The acceleration techniques in this paper depend on signature schemes for which
verification can be described as verifying an algebraic equation. An example
hereof is ECDSA∗, for which verification requires checking Equation (1). The
results do not directly apply to ECDSA – a much more widely used signature
scheme. To make our efficiency improvements applicable to ECDSA as well,
one could map an ECDSA signature (r, s) to an ECDSA∗signature (R, s). As
explained in §2.3, this mapping is generally a 2-to-1 mapping (since R and −R
map to the same integer r). However, there are techniques to eliminate all but
one candidate points R that map to the integer r, thus realizing the required 1-1
mapping. Below, we describe various techniques for doing so.

This side information may be appended explicitly to the communicated sig-
nature or may be established implicitly, e.g., by generating ECDSA signatures
so as to allow unique recovery of the ephemeral point R corresponding to signa-
ture component r and used during signing (in particular, it may be realized by
changing the sign of signature component s based on inspection of the ephemeral
point R used during signing). Since any party can change the sign of signature
component s of the ECDSA signature without impacting the validity hereof, this
procedure can be implemented as post-processing operation by any party and
does not necessarily have to be part of the signing process (in particular, this can
be done to all legacy ECDSA signatures, to ensure unique conversion hereof into
ECDSA∗signatures, so as to make the efficiency improvements discussed in this
paper and in [3] directly applicable). More specifically, any party who wishes to
engage in an authenticated key agreement protocol can bring his public-key cer-
tificate into the required format first (as a one-time pre-processing step). While
explicitly added side information changes the format of ECDSA, use of implicit
side information does not and, therefore, can be used without requiring changes
to standardized specifications of ECDSA.

4 Conclusions

We presented a simple technique for combining the key computation step of el-
liptic curve based key agreement schemes, such as static-ECDH, with the step
of verifying particular digital signatures, such as ECDSA∗. We demonstrated
that the technique easily extends to most standardized elliptic curve based
schemes [2,15] using ECDSA, a much more widely used scheme. We demon-
strated that this extremely simple technique may result in spectacular compu-
tational improvements of overall protocols in which both key computations and,
e.g., signature verifications play a role.

We illustrated that the combined key computation and key authentication
technique, while exemplified in terms of a single elliptic curve key computation
and a single ECDSA signature verification, can be easily generalized towards
combined key computations and batch verifications: rather than computing a key
K and verifying each of a set of t elliptic curve equations Δ1 = O, . . . , Δt = O
separately, simply compute the quantity K ′ := K + λ1Δ1 + · · ·λtΔt instead,
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where each of λ1, . . . , λt is drawn at random from a suitably chosen subset of
Zn

∗ of size roughly M ≈ √
n. This generalizes the batch verification technique

discussed in, e.g., [4,6,7] and covers, e.g., scenarios where one wishes to verify
multiple ECDSA signatures (as with certificate chains) or, more generally, any
set of elliptic curve equations (batch verification). Moreover, the technique obvi-
ously generalizes to settings where one wishes to combine verifications with the
computation of a non-secret value (rather than a key), as long as the correctness
hereof can be checked.

The approach is not restricted to combining key authentication and key es-
tablishment steps during the execution of a key agreement protocol; it can be
applied to any setting where one has to compute some keys and verify some ellip-
tic curve equations (provided computations take place on the same curve). This
being said, the approach is most useful in settings where one can verify whether
the computed key is correct (since this would yield a verdict on whether the
homogeneous elliptic curve equation Δ = O holds). Thus, the approach works
effectively in all settings where one indeed evidences knowledge of the computed
key.

As a final note, we would like to emphasize that the presented efficiency
improvements do depend on the Double/Add cost ratio D/A of the underlying
curve in question. Our analysis in §3.1 used NIST curves defined over a prime
field and Jacobian coordinates. Careful analysis is needed before one were to
apply results directly to, e.g., binary non-Koblitz curves, curves using different
coordinate systems, or, e.g, (twisted) Edwards curves [5]. As an example, for
twisted curves, Table 1 of [13] suggests one has A ≈ 7M and D ≈ 4M + 3S.
Substitution of S ≈ 0.8M now yields A ≈ 7M and D ≈ 6.4M and, hence, D/A ≈
0.91. If so, the new method of this paper become more pronounced and would
yield a 2.85× efficiency improvement of the incremental ECDSA∗verification cost
compared to the traditional ECDSA signature verification approach, whereas the
acceleration technique in [3] yields a 1.75× efficiency improvement hereto. Since,
to our knowledge, this is still very much a nascent research area, this seems to
be a promising area of future research.
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