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Introduction

About AV-Comparatives

We are an independent test lab, providing rigorous testing of security software products. We were

founded in 2004 and are based in Innsbruck, Austria.

" AV-Comparatives is an ISO 9001:2015 certified organisation (renewed
' u and upgraded in 2016). We received the TOV Austria certificate for our
AUSTRIA management system for the scope: “Independent Tests of Anti-Virus

ZERTIFIZIERT Software”.
EN 150 #0001
TERTIFIHAT MR 20 100 141308414

TUV AUSTRIA GERT GMBH http://www.av-comparatives.org/iso-certification/

eicar
frusted
IT-SecuriTy http://www.av-comparatives.org/eicar-trusted-lab/

AV-Comparatives is the first certified EICAR Trusted IT-Security Lab

At the end of every year, AV-Comparatives releases a summary report to comment on the various anti-
virus products tested over the year, and to highlight the high-scoring products of the various tests
that took place over the course of the year. Please bear in mind that this report considers all the
main-series tests of 2017, i.e. not just the latest ones. Comments and conclusions are based on the
results shown in the various comparative test reports, as well as from observations made during the

tests (http://www.av-comparatives.org/comparatives-reviews/).
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Participating Vendors

The following vendors participated in AV-Comparatives’ Public Main Test-Series of 2017 and agreed to
have the effectiveness of their products independently evaluated. We are happy that this year's tests
helped several vendors to find critical and other bugs in their software, and that this has contributed

to improving the products.

A G XL avast *_AVG. Avira

_/ BullGuard py . CROWDSTRIKE EMSISOFT

Bitdefender

F-Bemm? Fi::RTINET

KAJPER§KYS U McAfee B vicrosoft &g panda

PCMGR-GLOBAL.COM

SEGQITE JSymantec_ Tencent ./ LT

FING Toul Jeurney 0o the Clows

VJPRE'

Approved Security Product Award

The products of all the 21 vendors above are AV-Comparatives 2017 Approved Windows Security
Products.

APPROVED

SECURITY
PRODUCT
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Management Summary

Tests

In 2017, AV-Comparatives subjected 21 security products for Windows to rigorous investigation. All
the programs were tested for their ability to protect against real-world Internet threats, identify
thousands of recent malicious programs, provide protection without slowing down the PC, and remove

malware that had already infected a PC.
Results and Awards

Whilst all of the programs in our test reached an acceptable level overall, some programs outperformed
others. For details, please see “Overview of levels reached during 2017” on page 6. In order to
recognise those products that achieve outstanding scores in our tests, we have given a number of
end-of-year awards that highlight the best results in each test and overall. The Product of the Year,
Outstanding Product and Top Rated awards are based on overall performance in the Public Main Test
Series; there are also Gold, Silver and Bronze awards for each individual test type. Please see the
Award Winners section for more details of the awards. The 2017 Product of the Year Award goes to
Bitdefender; the Outstanding Product Award goes to Kaspersky Lab; Top Rated Products are
(alphabetically) Avast, AVG, AVIRA, eScan, Tencent and VIPRE.
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Overview of tested products

Here we provide a summary for each of the programs tested, with a note of each one’s successes during
the year. Although the user interface does not affect any awards, we have noted some of the best UI

features as well.

Adaware receives a joint Bronze Award for the False Positives Test. The program interface stands out

for its clear, well-thought-out design.

Avast is a Top Rated Product for 2017, and received five Advanced+ awards in this year's tests. It

won a joint Bronze Award for the Real-World Protection Test. We liked its clear, informative alerts.

AVG scored Advanced+ in five of this year's tests, and is a Top Rated Product. It receives the joint

Bronze Award for the Real-World Protection Test.

Avira is a Top Rated Product this year, having received five Advanced+ Awards. It takes the joint
Silver Award for the Real-World Protection Test. We liked the all-new program interface, which is as

easy to use with a touchscreen as with keyboard and mouse.

Bitdefender wins this year's Product of the Year Award, scoring Advanced+ in all 7 tests. It
additionally receives the Gold Award for the Real-World Protection Test (jointly), Silver for the Malware
Protection Test and Removal Test, and Bronze for the Performance Test. We liked the guided tour of

the program, which is displayed when you first start the software after installation.

BullGuard takes a joint Gold Award for the Malware Protection Test. Its tiled interface provides a clear

overview of the various components.

CrowdStrike received 4 Advanced awards in this year’s tests. Its web interface allows administrators

to analyse threats in a company network.

Emsisoft reached Advanced or Advanced+ levels in six of this year’s tests. Its neat tiled user interface

makes a wealth of functionality available from the program’s home page.

eScan is a Top Rated Product this year, with 5 Advanced+ scores in the tests. It also receives the
Silver Award for the False Positives Test, and joint Bronze for the Malware Protection Test. Its tiled

interface makes it easy to find and configure individual components.

ESET takes the Gold Award for both Performance and False Positive Tests. We found it very easy to

use, thanks to an excellent user interface and a self-configuring firewall.

Fortinet took four Advanced awards in this year’s tests, and has a very straightforward user interface.
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F-Secure scored at least Advanced in all seven tests this year. The setup wizard makes it easy for

parents to configure a device for their children’s use.

Kaspersky Lab receives the Qutstanding Product of 2017 Award, having reached Advanced+ level in
all 7 tests. Awards for individual test types are joint Gold for the Malware Protection Test, joint Silver
for the Real-World Protection Test, and Bronze for the Malware Removal Test. The “live” tiles of the
program interface, which show real-time progress of scans and updates, struck us as very useful and

innovative.

McAfee obtained four Advanced+ ratings in this year's tests. Its tiled interface provides a good

overview of the features in the program.

Microsoft's product is integrated into Windows 10. It receives a joint Bronze Award for the False

Positives Test.

Panda takes the joint Gold Award for the Real-World Protection Test. We found it very simple to install

and use.

Segrite takes the Silver Award for the Performance Test. It has clearly been designed to be easy to
use with a touchscreen as well as mouse and keyboard, and makes a wide variety of diagnostic and

maintenance tools easily accessible.

Symantec took three Advanced+ ratings in tests this year. It has a very modern, touchscreen-friendly

interface.

Tencent (Global English Version) is a Top Rated Product in 2017, having obtained five Advanced+
awards in this year’s tests. Awards for individual test types are Gold for the Malware Removal Test,
and joint Silver for the Real-World Protection Test. We liked the clean graphical design of its user

interface.

Trend Micro reached Advanced+ in the second Real-World Protection Test this year, and has a very

neat interface with excellent alerts.

VIPRE is a Top Rated Product in 2017, having achieved six Advanced+ awards in this year’s tests. It
receives joint Bronze awards for the Real-World Protection Test and Malware Protection Test. Its clean,

well-laid-out interface impressed us.
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Advice on Choosing Computer Security Software

There is no such thing as the perfect security program, or the best one for all needs and every user.
Being recognized as “Product of the Year” does not mean that a program is the “best” in all cases and
for everyone: it only means that its overall performance in our tests throughout the year was consistent

and unbeaten.

Before selecting a security product, please visit the vendor's website and evaluate their software by
downloading a trial version. Our awards are based on test results only and do not consider other
factors, as there are some important factors (such as available interface languages, price, and support

options), which you should evaluate for yourself.
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Overview of levels reached during 2017

AV-Comparatives provides a wide range of tests and reviews in comprehensive reports (http://www.av-

comparatives.org/comparatives-reviews/). Annual awards for 2017 are based on the Public Main Test-

Series: Real-World Protection Test, Performance Test, Malware Protection Test, False-Alarm Test

and Malware Removal Test.

All the programs tested are from the reputable and reliable manufacturers. Please note that even the
STANDARD level/award requires a program to reach a good standard, although it indicates areas which
need further improvement compared to other products. ADVANCED indicates areas which may need
some improvement, but are already very competent. Below is an overview of awards reached by the

various anti-virus products in AV-Comparatives’ consumer main test-series of 2017.

Malware Protection Performance Real-World Protection  Malware Removal  Malware Protection Performance Real-World Protection

March 2017 May 2017 February-June 2017 February-October 2017  September 2017  October 2017  July-November 2017
Bitdefender EEE EEE EEE EEE ER EEE EEE
Kaspersk\[ Lab R R R R R R R
VIPRE R ik R R EEE R R
AVira R R R E E R R
AVaSt ik R R ik EEE R R
AVG b B ) B ) b - B ) B )
Tencent R R R R ik ik R
escan R R E R R R *
ESET * R ik ik EEE R R
F_Secure R E E E E R E
EmSiSO'Ft ik R * ik EEE ik R
BU"GUard R * E E R R E
Panda R ik R ik R R
MCAfee * R * R R R
Trend Micro ik * ik ik * ik R
Seqrite E R tested * R R *
Symantec tested Fax Fax tested Fax =
Adaware = * = = aE * tested
Fortinet tested = = = = =* =*
CrowdStrike tested = = tested = =
Microsoft = = == = tested = == A
Key: * = Standard, ** = Advanced, *** = Advanced+
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Annual Awards

Awards for individual tests

For each of the test types' in the Public Main Test Series (Real-World Protection, File Detection,
Performance, Malware Removal, and False Positives?), we give Gold, Silver and Bronze awards, for the

first, second and third highest-scoring products, respectively.

Awards for all combined scores of all tests

As in previous years, in 2017 we are giving our Product of the Year Award to the product with the
highest overall scores across all of the tests in the Public Main Test Series. This depends on the number
of Advanced+ awards received in all the tests. As all products receiving an Advanced+ award are
considered (statistically speaking) to be as good as each other, a product can receive the Product of

the Year award without necessarily reaching the highest score in any individual test.

As in previous years, where there has been a tie for Product of the Year, we are using the following
tiebreaker: the product that has not won the award before, or the product that won it less/least
recently, is given the award. However, there is very close competition between two different products
this year, both of which received the Advanced+ Award in all of the qualifying tests. Consequently,
we are again giving the Outstanding Product Award to the other product that also achieved top

scores.

As in previous years, we will also be giving Top Rated Awards to a select group of participating
products which reached a very high standard in the Public Main Series tests. We have used the results
over the year to designate products as “Top Rated”. Results from all the tests are assigned points as
follows: Tested = 0, Standard = 5, Advanced = 10, Advanced+ = 15. Products with 90 points or more
are given the Top Rated award, with two conditions. Firstly, any products that failed to win any award
(i.e. got 0 points) in either of the Real-World Protection tests have not been considered. Secondly,
good results in the Performance Tests cannot make up for weak results in the detection/protection

tests.

To get the Approved Windows Security Product Award (see page 4), at least 35 points must be

reached.

! For some test types, there may be two actual tests conducted in a year; the awards are based on the combined
score of both tests.
2 The False Positives Test is not an independent test, but part of the Malware Protection Test.

-10-
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Product of the Year 2017

AV-Comparatives’ 2017 Product of the Year award goes to Bitdefender.

Bitdefender

PRODUCT
OF THE

Outstanding Product 2017

AV-Comparatives’ 2017 Outstanding Product Award goes to:

Kaspersky Lab

OUTSTANDING |

SECURITY
PRODUCT

-11-
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Top-Rated Products 2017

AV-Comparatives’ Top-Rated Award for 2017 goes to, in alphabetical order:

Avast, AVG, AVIRA, eScan, Tencent, VIPRE

Please see our summary and awards pages - links below:

http://chart.av-comparatives.org/awardslist.php?vear=2017

-12 -
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Real-World Protection Test winners

Security products include various different features to protect systems against malware. Such
protection features are taken into account in the Real-World Protection Test, which test products
under realistic Internet usage conditions. Products must provide a high level of protection without
producing too many false alarms, and without requiring the user to make a decision as to whether

something is harmful or not.

The programs with the best overall results over the course of the year were from: Bitdefender, Panda,

Tencent, Kaspersky Lab, Avast, AVG, AVIRA and VIPRE.

AWARDS

REAI. WORLD
V rnoncno
| zo17 .
N\ Bitdefender, Panda

W

S
VV REAL-WORLD Q

PROTECTIONV
Q o V4|  Tencent, AVIRA, Kaspersky Lab

oy
‘/V REAL-WORLD \)

&“m:::;m Y

Avast, AVG, VIPRE

For details and full results of the 2017 Real-World Protection tests, please click the link below:

http://www.av-comparatives.org/dynamic-tests/

-13-
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Malware Protection winners

The Malware Protection Test evaluates an AV product’s ability to protect against malware coming from
removable devices or network shares. Products must provide a high level of protection without
producing too many false alarms. In the Malware Protection Test, all samples not detected on-demand

or on-access are executed.
Bitdefender, BullGuard, eScan, Kaspersky Lab and VIPRE earned ADVANCED+ in both tests.

AWARDS

MALWARE »;;@
wpko;rgglong
N 4 BullGuard, Kaspersky Lab

Av mwm“\)
PROTECTIO v
z .
017 Bitdefender

eScan, VIPRE

For details and full results of the 2017 Malware Protection tests, please click the link below:

https://www.av-comparatives.org/malware-protection-test/

-14 -
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False Positives winners

False positives can cause as much trouble as a real infection. Due to this, it is important that anti-
virus products undergo stringent quality assurance testing before release to the public, in order to
avoid false positives. AV-Comparatives carry out extensive false-positive testing as part of the Malware
Protection Tests. In future, false alarms from the Real-World Protection Test may also be counted for

this category.

The products with the lowest rates of false positives during 2017 were ESET (0), eScan (5) and
Adaware, Microsoft (6). These figures represent the SUM of the false positives from both FP Tests.

AWARDS

/ LOWEST Q

FALSE }3;
rosmves }/

\& 2017 Z/ ESET
VV/ LOWEST \)
AV )
POSITIVES V

2017 eScan

\
LOWEST \’
FALSE

POSI‘I‘IVES )\I/
2017 l/

Adaware, Microsoft

For details and full results of the 2017 False Positive tests, please click the link below:

http://www.av-comparatives.org/false-alarm-tests/

-15-
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Overall Performance (Low System-Impact) winners

Security products must remain turned on under all circumstances, while users are performing their
usual computing tasks. Some products may have a higher impact than others on system performance

while performing some tasks.

ESET, Seqrite and Bitdefender demonstrated a lower impact on system performance than other

products.

AWARDS

ESET
4 AN
{ it N
\iﬁ 52'2’51570 /y Segrite
~E
Bitdefender

For details and full results of the 2017 Performance tests, please click the link below:

http://www.av-comparatives.org/performance-tests/

-16 -
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Malware Removal winners

A very useful ability for an anti-virus program is the ability to remove malware which has already

infected a system.

In this year’s test, three products received the Advanced+ award and scored over 90 points in the

Malware Removal Test, these being Tencent, Bitdefender and Kaspersky Lab:

AWARDS

7 MALWARE \

REMOVAL |\
2017
Tencent
Bitdefender

Kaspersky Lab

For details and full results of the 2017 Malware Removal test, please click the link below:

http://www.av-comparatives.org/removal-tests/

-17 -
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User Experience Review

Review Format
For each of the tested products, we have looked at the following points (where applicable).

Which versions of Windows does it work with?

We list the versions of Windows - e.g. Windows Vista, Windows 7, Windows 8, Windows 10 - that the
manufacturer supports, i.e. guarantees that the product will work with.

What features does the program have?

Some of the programs we review have additional features, such as parental controls or a replacement
firewall, which we list here. Please note that none of these are relevant to our malware-protection or
performance tests, and we have not included any details of them in this review.

Where can I find more information about the product?

We provide a link to the product page on the manufacturer’s website, so you can find out more about
it.

What we liked about the program

Here we list the design and functionality elements that we thought were particularly good in the
product.

Tips for users

Having tried the product out, we list any useful hints that we think might help readers to use the
program.

Installing the product

Here we list any decisions that you have to make when installing the program, e.g. whether you want
it to detect potentially unwanted programs.

Finding essential features

In this section we tell you how to find the most important functions of the program. These are:

»  Security status: whether the program is up-to-date and all protection features are enabled

e Scans: how to run a full scan, scan an individual drive, folder or file, and how to set up a scheduled
scan

* Update: how to run a manual update of the malware definitions

» Subscription information: where you can see the expiry date of your licence (does not apply to
free programs)

* Help: where to go to get assistance on using the program

-18 -
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How does the program warn you about problems and threats?

In this section we note how the program warns you if real-time protection is disabled, and how to
reactivate it.

We show an example malware alert. Please note that many antivirus programs display a variety of
malware alerts, depending on the type of threat and the way it is encountered (download, USB stick
etc.). The alert shown in the review is thus just one example, and other alerts might be displayed in
different circumstances.

We also tell you how the program will alert you if it detects a potentially unwanted program.

To provoke the malware detection alert, we used a common malware sample (malicious program) that
we know the antivirus program will recognise. To provoke warnings for potentially unwanted programs,
we used a Potentially Unwanted Application Test File.

-19 -
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Adaware AntiVirus Pro

Adaware
Antivirus Pro

Protection Summary

Last Scan: one doy ago
Number of signotures: 10673357

Definitiens release: one doy age - Check for updates

®«
C]
&

Real-Time Protection ON
Advanced protection ogoinst suspicious system octivity.

B @

Inspects network activity and eliminotes online threots before they
reach your PC.

1)

Email Protection ON

Protects against email borne threats and potentiolly malicious
content.

Metwork Protection ON

Filters network troffic, prevents malicious behavior and protects
running processes,

Which versions of Windows does it work with?
Windows 7, 8, 8.1, 10

[ o
Web Protection ON m
[ o
'

» O

What features does the program have?
Adaware AntiVirus Pro is a fully-featured antivirus program with email and web protection, plus a spam
filter and firewall.

Where can I find more information about the product?
https://www.adaware.com/antivirus-pro

0. AV

comparatives
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What we liked about the program

We found the design of the program to be very clear, enabling easy access to all important features
and information from the single menu column. Moving the mouse pointer over a symbol in the menu
bar displays the name of the item, thus providing a neat and clean interface but making it easy to
find what the symbols mean:

= Adaware Antivirus Pro

VERSION: 12.2. 87611542

= LICENSE KEY:
EXPIRATION: 11/05/1815:02:47

b App Monogement
Both the Scan Computer and Help Center pages make a variety of functions available with single click.

Installing the product

The program can be installed very simply, by running the setup program and clicking Start Install.
Advanced users can change the location of the installation folder; there is also an option to install
the free version of the program as a secondary line of defence, without real-time protection. The
computer has to be restarted after installation. The program will show a protection alert until malware
definitions have been updated and a scan has been run.

Finding essential features

Security status: This is shown in the top right-hand corner of the program window, and uses text, a
graphic, and a coloured background.

Scans®: A full scan can be run from the prominent Full Scan button in the top right quadrant of the
window. Clicking the Scan Options link just below lets the user choose from full, quick, custom and
scheduled scans:

Scan Computer

Scan your computer, view reports or edit scan options and settings.

Quick QuICK

FULL
u o an I
Custom CUSTOM
Performs o custom scan bosed on your own chosen settings. Scan
mes will vary
Automated Scan ON

Allows you to set your own sched|

Schedule

3 Please note that Adaware AntiVirus Pro includes some protection components supplied by Bitdefender.

-21-
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A specific drive, folder or file can be scanned by right-clicking it in Windows Explorer and clicking

Scan with Adaware Antivirus:

W @I E E} Uninstall or change a program

(B System properties
e Access Map network Add a network COpen =

media=  drive~ lacation Settings ﬁr\ﬂanage
[
ik Open
This PC » Open in new window

Pin to Quick access

~ Folders (7)

Turn BitLocker on

&

-=' Give access to >

Restaore previous versions

;! Pin to Start

Format...

-

| Create shortcut
» Devices ang Reiaiie

Music

L

= T7T GBfrec of 199 6B | o

| (8 Scan with Adaware Antivirus Jesktop

Properties VD Drive (Dv)

Update: Malware definitions update automatically, but a manual update can be run by clicking the

Check for Updates link in the Protection Summary section of the main window.

Subscription information: This can be shown by clicking App Management in the menu panel.
Help: Clicking Help Center at the bottom of the menu panel displays a variety of help resources:

Software Manual
Having issues with installing, activoting or running o scan.
Download the PDF manual with screenshots.

Frequently Asked Questions
Looking for o quick answer to your issue, check the FAQ before
downlooding the manual.

Identity Protection
Received o message about your credit, please click the VIEW button
to contoct IDWatchDog. US residents only.

Adaware forums
Meed help with removing o virus or reporting o false positive, visit
our Forums to have assistance.

The same page also allows the user to submit a support request directly.

-22-
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How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show a warning:

Protection Inactive ®

The protection can be reactivated by moving the slider switch for Real-Time Protection (below the

status display) to On.

If you inadvertently download a malicious program, the download is blocked, and a warning shown in

the browser window:

. adayvgre
antivirus

adaware keep on connecting

The web page you are trying to view has been blocked

Sorry, but http://www.eicar.org/download/eicar.com is blocked on this networlk
adaware has deemed this page as "Dangerous" and has blocked your access to it
.

vWhat you can do;

1. To access this page please turn off the adaware web protection feature.
2. After you turned off the web protection feature from adaware, click Refresh to view the page

You do not have to take any action. A similar alert is shown if you should accidentally download a
potentially unwanted program or access a phishing page.

-23-
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Avast Free Antivirus

a Avast Free Antivirus

Protection

A one-click, allHinclusive . Sca L or all kinds of security,

Performance

Thgnks for joir'_ling Avast . . UNHRABTF
Here's a welcome giit fo boost your computer’s security.

Settings

Note regarding Avast and AVG

Avast and AVG security products are made by the same company, and the AVG and Avast products
covered in this review both use the same protection technologies. However, each has its own graphical
user interface, allowing users to choose whichever one they prefer. For the purposes of this review,
which only covers the GUI, we have treated them as separate products. Users may like to compare the
respective GUIs of the two products to decide whether one suits them better than the other

Which versions of Windows does it work with?
Windows XP SP3, Vista, 7, 8, 8.1, 10.

What features does the program have?
Avast Free Antivirus is a fully featured antivirus program with email and web protection, plus
protection against phishing sites.

Where can I find more information about the product?
https://www.avast.com

What we liked about the program

Avast Free Antivirus is very easy to install and has a very clean, modern interface. The persistent
malware alerts ensure you have time to read the message.

_24-



Summary Report 2017 www.av-comparatives.org

Tips for users

We would strongly advise users not to click the Ignore button displayed when a protection component
is disabled. In our test, we permanently deactivated the File Shield, Behavior Shield and Mail Shield,
and then clicked Ignore in the status display for each alert. After this, the program continued to
display You're Protected in green text, giving the impression that all was well despite most of the
protection features being disabled. Appropriate warnings can be reactivated by clicking Settings,
Troubleshooting, Reset now in the Restore factory defaults section.

Installing the product

Avast Free Antivirus can be installed by running the setup program and clicking Install. Advanced
users can select the Customize option, which provides a choice of components to be installed, and the
location of the installation folder. Once installation has started, progress is shown in the bottom
right-hand corner of the screen:

Ja avast

Your Avast Free Antivirus installation
is in progress

Do not turn off your computer

Uk 08/1172017

32 71 Q) ENG 14:25 E|

Finding essential features
Security status: This is shown as text, graphic and colour in the centre of the program window.

Scans: A default Smart Scan can be run from the big button in the middle of the window. Full or
custom scans can be found by clicking Protection, Antivirus. Clicking Other scans, Custom scans here
allows a scheduled scan to be set. You can scan an individual file, folder or drive by right-clicking it
in Windows Explorer, and clicking Scan...

Metwork Open
ThisPC » . Open in new window

Pin to Quick access

w Fol 1 :
Folders (7) ®) Turn BitLocker on
EN Objects? Give access to >
- . Restore previous versions
I Scan G\
Downloads| Piito Start
Forrnat...

E Videos Copy

Create shortcut

v Devices and drives (2) Renarmne
Local Disk ( Properties
Ty 181 GE free of 139 GB "y

-25-
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Update: Malware definitions are updated automatically, but a manual update can be run by clicking
Settings in the bottom left-hand corner of the main window, then Update.

Subscription information: this is not strictly applicable as the program is free. However, the
Subscription page under Settings displays activation status and allows you to upgrade to a paid Avast
product by entering a subscription key.

Help: clicking the ? symbol in the top right-hand corner of the window opens the local help feature:

J8  Avast Free Antivirus

= HELP

Getting started

Click Run Smart Scan to begin an of your PC. Smart Scan merges Avast scan tools to detect malware and other issues

such as outdated software and poorly r add-ons Read more...

General

> How do | keep my PC secure?

> How do | scan my PC for potential threats?

» Where can | specify what to do with detected threats?

Upgrade to paid version Visit Support Center

How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show an alert:

File Shield is now off

Your files are not protected against possible attacks.

TURN ON

The protection can be reactivated by clicking Turn On. We note that if the user clicks Ignore, the status
display will then state You're Protected in green text, even if real-time protection has been permanently

disabled in the settings.
av
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If you inadvertently download a malicious program, Avast Free Antivirus will block the download and
display the following warning:

M avast

V4

Threat secured

We've safely aborted connection on www.eicar.org because it was infected
with EICAR Test-NOT virus!t.

More threats may be lurking!

See details ~

You do not have to take any action. The alert persists until you close it. If you accidentally access a
phishing page, Avast will block the page and display a pop-up warning similar to the malware alert
shown above.

_27_ m



Summary Report 2017 www.av-comparatives.org

AVG AntiVirus Free

AVG AntiVirus Free

Basic protection

| O (0D e B o

Computer Web & Email Hacker Attacks Privacy Payments

Not Protected Not Protected Not Protected

Last computer scan: Never ;.'- ; h Virus definition: 2 hours ago

Stay safer online with Internet Security.

Bl ers. Hide private p > fely. And morel

Note regarding AVG and Avast

AVG and Avast security products are made by the same company, and the AVG and Avast products
covered in this review both use the same protection technologies. However, each has its own graphical
user interface, allowing users to choose whichever one they prefer. For the purposes of this review,
which only covers the GUI, we have treated them as separate products. Users may like to compare the
respective GUIs of the two products to decide whether one suits them better than the other

Which versions of Windows does it work with?
Windows XP SP3, Vista, 7, 8, 8.1, 10

What features does the program have?
AVG AntiVirus Free is a fully featured antivirus program with web and email protection, plus protection
against phishing sites.

Where can I find more information about the product?
https://www.avg.com/en-gb/free-antivirus-download

What we liked about the program
AVG AntiVirus Free is simple to install, and makes important features easy to find.
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Installing the product

AVG Free Antivirus can be installed by running the setup program and clicking Continue. There is a
custom installation available, which lets you choose which components to install, and select a
different folder for installation. Both setup variants offer a 30-day trial version of the paid AVG
Internet Security as an alternative to the free program.

Finding essential features
Security status: This is shown using text, graphic and colour, at the top of the main program window.

Scans: A default scan can be run from the big Scan Computer button in the middle of the program
window. A range of other options, including custom, full and scheduled scans, can be displayed by
clicking the cogwheel icon to the right of the scan button:

¥ L AVG AntiVirus Free

Other Scans

Deep Scan USB / DVD Scan

more inter cvable media

File or Folder Scan Performance Scan

851 Scan fo

Schedule scans for when you're sleeping or away from your PC.

It is also possible to scan a file, folder or drive by right-clicking it in Windows Explorer and clicking
Scan...

Metwork | Open
ThisPC » Open in new window
Pin to Quick access

~ Folders (7) '®

Turn BitLocker on

3D Obj Give access to > fop
-z. Restore previous versions
Scan C:\

Downl| :
| Pin to Start

Format...

ﬁ Vid eos Gy

Create shortcut

~ Devices and drive; Rename

- Local E- Properties Drive (D)
L}

- L —
bl 179 GB free of 190 GB Ly
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Update: Malware definitions are updated automatically, but you can run a manual update by clicking
the circular arrow symbol on the Virus definition line on the home page of the program.

Subscription information: This is not applicable, as the program is free. Clicking About, Subscription
in the Menu (top right-hand corner of the window) allows the product to be upgraded by entering a
licence key.

Help: Clicking Menu, Help lets you open the program’s local help feature:

-

AVG AntiVirus Free

= HELP

Getting Started

The main screen also displays icons that indicate the status of

* Basic Protection
o Computer. Re
suspicious behav

o Web and Email: Online Shielc

from malicious content such as viruses

er monitars programs installed on your PC for

Email Protection ensures your emails are free

e Full Protection (availab

o Hacker Attacks: Fire

e only in AVG Internet Security)

o Private Data: Ds e restricts access to your private data.

o Payments: Ant 1 keeps your inbox clean from junk emails. Secure DNS helps you avoid fake websites

How does the program warn you about problems and threats?
If real-time protection is disabled, the main status display and Antivirus tile change to show an alert:

FIX NOW

Basic protection

| 51 =
Computer Web & Email Hacker Attacks Privacy Payments

Not d Not Prc ed Not Protected

The protection can be reactivated by clicking Fix Now.
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If you inadvertently download a malicious program, AVG Free Antivirus will block the download and
show the alert below:

Threat secured

We've safely aborted connection on www.eicar.org because it was infected
with EICAR Test-NOT virus!!!.

See details -

You do not have to take any action. The alert persists until you close it. If you accidentally access a
phishing page, the page will be blocked, and a pop-up alert shown (similar to the malware alert shown
above).
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Avira Antivirus Pro

< J Avira Antivirus Pro

v o Your computer iIs secure

Everything is up-to-date {Check for upgates)

Status
A |
p— 7T
£ M e
I .
- s on) S
Firewall Web Protection Other medules: 1
G'
[ ]

Maodules

Run a quick scan

Which versions of Windows does it work with?
Windows 7 SP1 or later (8, 8.1, 10)

What features does the program have?

Avira Antivirus Pro is a fully featured antivirus program with web and email protection, plus phishing
protection. Additional programs which can be installed separately include a software updater,
password manager, VPN, system optimisation, safe search and safe shopping.

Where can I find more information about the product?
https://www.avira.com/en/avira-antivirus-pro

What we liked about the program

Avira’s new program interface is obviously designed for use with a touchscreen, and the main controls
are as well-suited to use with a finger as with a mouse. The clear layout makes important features and
information very easy to find. For example, a full range of scan options can be displayed by clicking
or tapping the Scan button. The “parent” window makes it easy to access any other Avira products
you may have.
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To install Avira Antivirus Pro, you just run the installer and click Accept and Install. The installer offers
other programs, such as Avira System Speedup, for installation, although these can be ignored. When
first started, the program displays the “parent” window, which shows other Avira products that can
be installed and managed from the same window. To access the antivirus features, you just need to
click Antivirus Pro and the antivirus page shown above will be displayed.

Avira

0 [_[]

This Computer

Protected

8 Register AT

0 Antivirus Pro Open Quick Scan v
11:32 - New files have been installed i
@\ Browser Safety Open
V' tnabled for Google Chrome
Software Updater Details Install
Easily keep all your software up to date .
Password Manager Details install
Remembers all passwords for you .
Ph&ﬂtom VPN De—;:; c |rl-3[;:||
Connect securely and anonymousty to the web
-33-
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Finding essential features
Security status: This is shown using text, graphic and colour in the panel at the top of the window.

Scans: A quick scan can be run from the button in the middle of the window. Clicking Scan in the left-
hand menu column opens options for full, custom and scheduled scans as well:

( U Avira Antivirus Pro

er s secure
v ate {Check for updates)

e
G o8

Scan o -
Firewall Web Protection Other modules: 1

i

Scheduler

SCchedule 3 5Ca

You can also scan a drive, folder or file by right-clicking it in Windows Explorer and clicking Scan
selected files with Avira:

media~ drive ~
Netwark Open

Open in new window

ThisPC »
Pin to Quick access

~ Folders (7) G Turn BitLocker on

30 OB Give access to >
Restore previous versions
Pin to Start

Down Scan selected files with Avira

; Format...

; Video Copy
Create shortcut
« Devices and drive Rerame
Loeal Properties
N - y !
Wy 179 GB free of 199 GB

Update: Malware definitions are updated automatically, but you can run a manual update at any time
by clicking Check for updates in the status panel at the top of the window.
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Subscription information: This can be found by clicking the help menu (? Symbol), then About.
Help: Clicking ?, Help in the top-right corner of the window opens the program’s online help service:

How can we help you?

Avira Support offers you a wealth of resources to search from.
Your answer is likely Just a question away.

Example: Where can | download my Avira product

| In case your Avira Connect doesn't work, after a Windows update, please click here.

Most Other Users Searched For

Download & install
How do | download and install my Avira product?

How do | reinstall my Avira Antivirus product?

How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show an alert:

A Your computer is not secure

e Fix now
Real-Time Protection is in snooze mode

The protection can be reactivated by clicking Fix now.
If you inadvertently download a malicious program, the download will be blocked, and the following
alert displayed in the browser window:

/\\ Warning

A suspicious file/pattern was found on this website. Access
to the website was blocked.

5?&995‘“ http://www.eicar.org/download/eicar.com
. Contains code of the Eicar-Test-Signature
Information:

virus

Want to know more about this threat? Ask the community or
get live help on Avira Answers.

You do not need to take any action. Similar alerts are shown for potentially unwanted programs and
phishing sites.
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Bitdefender Internet Security

v PROTECTED

UP TO DATE

Web Protection

\fe

Quick Scan

©)

Vulnerability Scan

Which versions of Windows does it work with?
Windows 7, 8, 8.1, 10

What features does the program have?

As well as malware protection features, Bitdefender Internet Security includes a firewall, antispam
component, webcam protection and multi-layer ransomware protection (which aims to detect and
prevent encryption of personal documents and other data by ransomware programs).

Where can I find more information about the product?
https://www.bitdefender.co.uk/solutions/internet-security.html
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What we liked about the program

Bitdefender Internet Security is very straightforward to install and use. Two thoughtful additions help
you to find your way around the program. Firstly, when the program is first run, there is a short
“guided tour” to explain the features to you:

A new way to navigate

You now have easy access to product features
from the menu placed on the left side of the
main Bitdefender window.

Skip four | NEXT

The menu column on the left can be expanded by clicking the “hamburger” icon at the top, thus
displaying the names of the items:

Installing the product

To install Bitdefender Internet Security, you just download and run the installer. There is the option
to change the language of the user interface.

Finding essential features
Security status: This is shown at the top of the program window, using text, colour and graphic.

Scans: A quick scan can be run from the button of the same name on the home page. If you click View
Features, you will see a full range of scan options; custom and scheduled scans can be run by clicking
Manage Scans.

-37-



Summary Report 2017 www.av-comparatives.org

You can scan a file, folder or drive by right-clicking it in Windows Explorer and selecting Scan with
Bitdefender from the Bitdefender submenu:

MNetwork Open

Open in new window

— - Pin to Quick access
Folders (7) ©

Turn BitLocker on

3D Obyjects Documents

Give accessto iy 4:1
==

' Restore previous versions

Fin to Start
Downloads

,‘, [ Bitdefender > File Shredder
Scan with Bitdefender
Bitdefender File Vault 5

Format...

ﬁ Videos Coipy

Create shortcut

r 1 ()
Devices and drives (2) Paname

Local Disk (C p i g
il roperties :

|79 GB free of T90 GO —

i

Update: Malware definitions are updated automatically, but you can run a manual update by clicking
Update Now in the status section of the home page.

Subscription information: This is shown on the Account page.

Help: The Support page includes a link to Bitdefender's online support feature:

Bitdefender Internet Security 2018 Help

Getling startec

Contact us

Glossary

Copyright ® 2017 Bitdefender
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How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show an alert:

UP TO DATE

The protection can be reactivated by clicking anywhere on the alert, then Fix in the dialog box that
opens; alternatively, you can set Autopilot to On.

If you inadvertently download a malicious program, Bitdefender blocks the download and displays the
warning below in the browser window:

Bitdefender blocked this page

s contains EICAR-Tesi-File

Take me back o safety

| understand the risks. take me there anyway

You do not need to take any action. Similar warnings are shown for potentially unwanted programs
and phishing sites.
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BullGuard Internet Security

BullGuard qm Internet Security > update %} settings T e
Antivirus © Firewall €  Vulnerabilities €& Backup e
Realtime Protection is on. BullGuard Firewall is on: Secanning for vulnerabifities No profile configured

( see |
\ on |
; s |
Quick scan v Manage Rules v Status - Create Profile v
Game Booster & PCTuneUp €  Parental Control &
Game optimizations are-enabled Background optimizations are on. Mo profile configured
My Games - Optimize v Add Profile -

Shop Support

Which versions of Windows does it work with?
Windows Vista, 7, 8, 8.1, 10

What features does the program have?
In addition to malware protection, BullGuard Internet Security includes a firewall, vulnerability
scanner, parental controls, encrypted backup, PC tune-up utilities and a game booster module.

Where can I find more information about the product?
https://www.bullguard.com/products/bullguard-internet-security

What we liked about the program
The tiled interface of the program provides a good overview of the available components and features.
Malware alerts are informative and persistent.

Installing the product
To set up BullGuard Internet Security, you just need to download and run the installer, and click
Install.
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Finding essential features
Security status: When the program is first started, the overall status is displayed for a few seconds,
before the tiled interface above is shown:

Your computer is fully protected.

The status of individual components is shown as a coloured graphic in the corner of their respective
tiles.

Scans*: The drop-down menu in the antivirus tile lets you run quick, full and custom scans:

£°2

Settings - Manage Rules L 4
Quick scan

I Parental Control (]
| MNo profile configured.

Guarantine
L L ‘

Optimize b 4 Add Profile v

You can scan a file, folder or drive by right-clicking it in Windows Explorer, and clicking Scan with
BullGuard:

[=l Manage Open

System Open in new window
Pin to Quick access

G Turn BitLocker on

Give access to >
Desktop Restore previous versions ts
m Scan with BullGuard

m Backup with BullGuard >

) Music Pin to Start

Format...

Copy

Create shortcut

Rename

Local Disk

Properties = (D:)

|
Mg 130 GE free of 193 GB (S

* Please note that BullGuard Internet Security includes some protection components supplied by Bitdefender.
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You can also schedule a scan by modifying an existing antivirus profile or by creating a custom one
in the Settings = Antivirus = Manage profiles section of the application:

BullGuard ©  Antivirus: Profiles - % X
Full scan What How Wheon
Quick scan Never. Il start it myself
o | want to select 3 schedule
Add Profile Daily ¢

Noxt Automatic Scan

Monday , December 18,2017  ~ 12203 .

Shop Support

Update: Malware definitions are updated automatically, but you can run a manual update from the
Update button at the top of the window.

Subscription information: This is shown on the General tab of the settings dialog.

Help: The Support button in the bottom right-hand corner of the window opens the program’s online
support pages:

How can we help you?

BullGuard provides a deep wealth of knowledge. Your answer is just momenis away.

Frequently Asked Questions Need Immediate
How can | find my account details/information? Hel p?

How do | install on an additional computer? We're here 24/7 to help you.
How do | install? Chat Online now

| renewed but BullGuard still shows as expired. Why?
How do | manage my installations?
How do | check my subscription status?

How do | installfuse my subscription on ancther computer? Contact support
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If real-time protection is disabled, the overall status display changes to display a warning:

There are severe issues affecting your computer.

Yiew report Dismiss

The protection can be reactivated by clicking View Report, and clicking Enable in the Messaging Centre
or by navigating to Settings—> Antivirus and clicking on the ON/OFF switch:

k .
BullGuard g ®  Messaging Centre
All 1 In progress Activity Recommendations
Weekly Reporis i Antivirus is off
General
Anfivirus 1]
BullGuard (C] Settings
General v Antivirus Protection is Off
Secunty lovel
Actions
Optimal protection recommended for most users.
Tuning
Misc Scan files ( Stopped )

Safe browsing
Scan behawoural ( Stopped )

Firewall v
Vulnerabilities Scan wob traffic
Backup ]

Scan o-maodl
Game Booster
PC Tune Up Antrrus Profdes

Parental Control

Home Network Scanner
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If you inadvertently download a malicious program, BullGuard blocks the download and displays the
following alert:

BullGuard -

BullGuard has just stopped an infected download:
www.eicar.org/download eicar.com

The download has been stopped before the infected file could
do any harm. Your computer is safe. Mare details

Close

You do not need to take any action. The alert persists until you close it. A similar alert is shown if a
potentially unwanted program is downloaded. If you accidentally access a phishing page, the page
will be blocked, and a BullGuard warning shown in the browser window:

This website has been blocked by BullGuard py

hitp: /M. amtso. org/check-deskiop-phishing-page/

For your security BullGuard has blocked access to this page

The site is listed as a malicious site that may be stealing identity information, plant viruses on your
machine or do other harmful things.
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Crowdstrike Falcon Endpoint Protection

Malware prevented by Host (Last 7 days) Newest Detections

Detections by Scenario (Last 30 days) atest Product News

3 G2

Malware prevented by User (Last 7 days) Top Hashas in Preventions

CrowdStrike Release Nates - Intel - 08-29-2017

Falcon Host Release Notes - Intel - 08-15-2017

-II -...l-.ll il Tech Alert Update: CrowdStrike Alert for Self-Propagating Ransomware Outbreak

About the program

CrowdStrike Falcon Endpoint Protection is a security product for business. It uses a cloud-based
console to manage protection on client PCs in the network. There is no visible interface to the client
software (aside from the option to enable malware alerts), so all monitoring and management tasks
are carried out from the central console. This means that there is no sense in trying to use the review
criteria we have applied to all the other programs in our 2017 Main Test Series. As the product took
partin our 2017 Business Review and Test, we have included the report on CrowdStrike Falcon Endpoint
Protection used in that report. CrowdStrike Falcon uses a cloud-based console to manage protection
for all clients. Please note that the prevention features need to be turned on for the product to
automatically block threats.

Which versions of Windows does it work with?

Clients: Windows 7, 8/8.1, 10, all 32 and 64-bit)

Servers: Windows Server 2008 R2, 2012/R2, 2016

CrowdStrike Falcon also supports Mac and Linux operating systems.

Where can I find more information about the product?
https://www.CrowdStrike.com/products/

What we liked about the program
The management console is well designed and easy to navigate, allowing administrators to explore
the functionality with ease. A wealth of detailed information on threats etc. is provided.

Installing the management console
The console is cloud-based and so no installation is necessary.
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Finding essential features

The console is navigated by means of a left-hand menu bar, with the main items Activity, Investigate,
Hosts, Configuration, Dashboards, Intelligence and Support. This can be expanded by clicking the red
Falcon graphic in the top left-hand corner, thus displaying the names and sub-pages for each of the
items:

3, 1S

Malware prevented by User (Last 7

days)

The Activity Dashboard (home) page of the console shows a variety of detection statistics, including
New Detections, Malware prevented by Host, Newest Detections and Detections by Scenario.

The Investigations page allows the admin to search for any item collected by the Falcon agent,
including hosts, hashes, users and source IP.

The Hosts Dashboard displays statistics relating to clients:

0 @131

Platform Windows Mac Linux

Applied policy (Last 80 days) Deployment Group Agent Version Machine Domain
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Hosts Management lists clients on the network:

Platform Version

Deployment Group

Hostname < Last Seen First Seen Deployment Group = OS Version ou Applied Policy

Default Windows 10

Aug. 2, 2017 20:4..  Aug. 2, 2017 20:8...

'WINDOWS POLICIES

www.av-comparatives.org

5067 Hosts

Status

Status Agent Version

Normal 2.4.8506.0

Default Policy

Precedence Paolicy Name Created Last Modified

Default Dec. 7. 2016 02:43:45 Aug. 2, 2017 10:15:45 5046

0 Custom Policies

Precedence Status Policy Name Created Last Modified Assignment Meth...

Assigned Hosts

Assigned Hosts

Pending Hosts

Pending Hosts Actions

Under Dashboards, Executive Summary the admin can display a detailed breakdown of detections by

scenario, severity, host or user:

406 406 0

Tatal Sensors Mac Sensors Li

0

Domain Controliers

406

Workstations

Windows Sensors

0 0

Sensors with dupficate AID Sensors w/ Reduced Functionality
Detections by Scenario Detections by Severity
6500 500
W scrivity Prev
400 o= 400
200 200

0

Servers

1,231

Sensors inactive more than 14 days

M Critical
High
Lo
Medium
— Average

[ ] [T ] - [ E
Tue Aug 8§ Tue Aug 15 Tue Aug 22 Tue Aug 29 Tue Aug 8
2017 207

Top 10 Users with most Detections (last 30 days)

Top 10 Hosts with most Detections (last 30 days)

1,000

1,500 2,000 (]
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Other Dashboards pages include Detection Resolutions and Detection Activity (shown below):

Detection Activity

Detections mightbe up to 15 min delayed

Scenario. Severity: Company. Time range
All % All % All (<] Last3 days v | HideFiters
Detection Count by Scenario Device Count by Scenario Detection Count by Severity Device Count by Severity

uspicio_cti Gritical Critical
it evented Medium Medim
sacial g High
High
process...inated
ted 5 bt Low Low
Detections by Country
o T o g = Country count
Austria 1661

The Intelligence Dashboard provides information on the latest threats:

Latest Intelligence by Target Country Latest Intelligence Reports

Latast Alerts Latest Actor Updates Latest Intelligence Detections

Deployment methods for endpoint protection software

* Download the installer from console

* Use deployment and management tools like Microsoft SCCM to deploy the sensor

* Various command line parameter options allow for customized installation

* Once deployed, the product updates directly from the cloud and can be controlled via sensor
groups

- 48 -




Summary Report 2017 www.av-comparatives.org

Windows client endpoint protection software
The client protection software registers in Windows Security Center as antivirus and antispyware. The
sensor can be configured from the Falcon Management Console to enable end user notifications, such
as the malware alert shown below:

CrowdStrike Falcon Sensor

Malicious behavior was detected.

A process was prevented from executing.
9/8/2017 3:22 PM
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Emsisoft Anti-Malware
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EMSISOFT

Overview Protection

Scan Quarantine Logs Settings

Anti-Malware

Protection

Your computer is protected!

Quarantine

Logs

0 MALICIOUS ITEMS
IN QUARANTINE

0 MALWARE OBJECTS
DETECTED 50 FAR

Updates License Support Follow us
LAST UPDATE 15 MIN AGO 90 DAYS LEFT NEED ASSISTANCE?
Software is up-to-date Renew for free! Ask our experts!
SECURITY NEWS: New in 2017.10: MSI setups, faster updates, improved Windows integration P o6 days ago

Which versions of Windows does it work with?
Windows 7, 8.1, 10, Server 2008 R2, 2012, 2012 R2

What features does the program have?
Emsisoft Anti-Malware is a fully featured antivirus program with anti-ransomware features.

Where can I find more information about the product?
https://www.emsisoft.com/en/software/antimalware/

What we liked about the program

Emsisoft’s neat tiled interface is very well designed, and makes a great deal of functionality accessible
directly from the home page. We liked the illustration of PUAs in the setup process, and the text in
the smaller panels that changes on mouseover; the Support tile changes its text to ‘We're glad to help’
when you move the mouse pointer over it, a nice touch.
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Installing the product

Emsisoft’s installation wizard lets you choose whether to join the Emsisoft Anti-Malware Network
(data-sharing scheme), and whether to detect potentially unwanted programs. Details of both are
provided, to help you make the right decision for yourself:

Toolbars, adware, search providers, ...

GG' [—— ] FJI [r— ne.- & N )
Bl @ F D o o wi PUPs are applications that are usually bundled with
6 Congle v e v B e | B s B W ik 0 Trwnsee o sl and installed alongside other useful programs, which
= s Waes | et . = Mlviin | fisteine causes many users to install them accidentally.
P = “"“""’— Qooens [ (G ETE—- Although they are not a security risk, they can affect
Sng & BB B Bl ®ofa o P48 rour computer's performance and speed, and in some
W C0 | mamuebimeparcam et prebrrtied | ) Sk, =1 G S8 10l | W63 ) | B | #0 ovomstimbinporsoniippprsblama ot y P pero) : BEER;
AMAZON - G 10575 @) eannoters (D) WS g e pepee 8- cases cause a change in behavior.
a! RO S L E2E A s
MIMICLIP - v |1+ - [ ik vere b0 g [ P —— -8 = 2
ESe O v - g aee e AU H T5%F

B by = i

Finding essential features

Security status: The overall security status is shown as coloured text in the top right-hand corner of
the window, while the status of individual components is displayed in the Protection tile.

Scans®: The Scan tile lets you run quick, full and custom scans directly from the program’s home page.
By clicking the Scan tab at the top of the window, and then Scheduled Scans, you can schedule a scan
to run in the future. You can also scan a file, folder or drive by right-clicking it in Windows Explorer
and clicking Scan with Emsisoft Anti-Malware:

Metwork
=PC »
-« Folders (7)
30 Objects
Downloads

ﬂ Videos

Ea

Open

Cpen in new window
Pin to Quick access
Turn BitLocker on

Scan with Emsisoft Anti-Malware

Give access to
Restore previous versions

Pin to Start

Format...

Copy

Create shortcut

~ Devices and drives {2) Rename
i Local Disk (Cé Properties
. = i =
] 180 GB free of 199 GE By

Update: Malware definitions are updated automatically. However, if you move your mouse pointer over
the Updates panel in the bottom left-hand corner of the window, the text changes to ‘Update now’,
and clicking it runs a manual update. The text changes again during the update, to show you the
progress of the operation.

Subscription information: This is shown in the License panel on the home page.

5 Please note that Emsisoft Anti-Malware includes some protection components supplied by Bitdefender.
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Help: You can run the local help service by clicking the ? symbol in the top right-hand corner of the
window:

H = & O

Hide Hack Prnt Options

Contents Ijﬂm |

= I3 Program Overview
Program Description E M S I S 0 FT H@ln

2] 5etup Fies
@ Instalztion
@ wain Application
Q Other Information
{3 Custorner Support

These instructions relate to version 2017.x and provide an easy to understand explanation of
how to configure and use the software.

1. Program Description

We at Emsisoft see it as our responsibility to keep you safe from all kinds of malware.
Emsisoft Anti-Malware monitors all active programs in real-time for dangerous behavior
(Behavior Blocking) and can detect new Ransomware, unknown Viruses, Trojans, Spyware,
Waorms and other dangerous programs (Zerao-Day threats) without daily updates. The
signature-based security (dual engine) ensures a very high detection rate of Malware that
has already been identified including Ransomare, Viruses, Trojans, Spyware and Worms,

2. Setup Files

The small EmsisoftAntiMalwareWeb5Setup.exe (bootstrapper) installer program could be
downloaded from the Emsisoft website,

This program will download and run the correct (x86 or x64) MSI installer on your
computer to install Emsisoft Anti-Malware.

B EmsisoftAntiMalwareSetup32.msi (32-bit Windows versions)

B EmsisoftAntiMalwareSetupb4.msi (64-bit Windows versions)

How does the program warn you about problems and threats?
If real-time protection is disabled, the overall status text and the relevant tile change to display a
warning:

Your computer is partially protected!

Partial Protection!

v SURF PROTECTION
€ TILC CUARD

»* BEFAVIOR BELOCKER
" ANTI-RANSOMWARE

The protection can be reactivated by clicking the File Guard link, and then Activate File Guard in the
settings.

5 AV
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If you inadvertently download a malicious program, Emsisoft will block the download and display the
following alert:

EMSISOFT X

EICAR-Test-File (not a virus) (B)
chusersy, \downloads\eicar.com
was detected and quarantined.

Settings

You do not need to take any action. The alert closes after a few seconds. If you have enabled detection
of potentially unwanted applications, a similar alert will be shown if you inadvertantly download a
PUA.
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eScan Corporate 360

el

escan corporate - 360 ¢

+  system is secured

file anti-virus web protection privacy control
Started Started Y Manual

Dangerous Objects Detected 0 Total Sites Scanned 0
Total Files Scanned 59 Total Sites Blocked ©

mail anti-virus firewall
Stopped gy e Stopped

Total Mails Scanned 0 Inbound Packets Blocked O

Total Infected Objects @ Outbound Packets Blocked ©

anti-spam endpoint security

) Stopped /‘5 Started

Total Quarantined Mails 0 Total Applications Allowed 0
Total Clear Mails 0 Total Applications Blocked 0

Crrnt N T U %
IO >can ‘ l—'} p(-late Rescue Mode | eScan Remote Support | Password | License Information | Tools | Reporls .

About the program

As the name suggests, eScan Corporate 360 is designed for use in business networks. Readers should
note that the product may thus differ from typical consumer-oriented security programs. The product
installer installs not only the antivirus software, but also a management console which can be used
to manage the software on all the computers in a company network.

Which versions of Windows does it work with?
Windows 2000, XP, Vista, 7, 8, 8.1, 10.

What features does the program have?
In addition to antimalware features, eScan Corporate 360 includes a replacement firewall.

Where can I find more information about the product?
https://www.escanav.com/en/windows-antivirus/corporate-edition-with-hybrid.asp
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What we liked about the program
eScan’s tiled interface makes it easy to find status and settings of individual components.

Installing the product

To install eScan Corporate 360, download and run the installer and choose a language. At the end of
the setup process, you will be asked to create an administration account for the management console.
A computer restart is needed at the end of the setup wizard.

Finding essential features

Security status: Overall status is shown in the blue strip along the top of the window; the status of
individual components is shown by their respective tiles.

Scans®: The Scan button in the bottom left-hand corner of the window opens a range of scan options:

L scan

Scan memory, registry and services

ﬁ Scan computer
f:.\ Scan USB Drives

@g Scan CD-ROM

°’§? Custom Scan

Options | Scheduler | Logs

You can scan a drive, folder or file by right-clicking it in Windows Explorer, and clicking Scan for
viruses using eScan:

~ Devices and drives (2)

Local Disk (C:) il DVD Drive (D) ESD-I150
i . S EENC):
T, 21.1 GB free o Open

Open in new window
Pin to Cuick access
E;' Turn BitLocker on

¥ Scan for Viruses using eScan

Update: Malware signatures are updated automatically, but you can run a manual update by clicking
the Update button at the bottom of the window.

® Please note that eScan Corporate 360 includes some protection components supplied by Bitdefender.
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Subscription information: this can be seen by clicking License Information at the bottom of the
window.

Help: clicking the ? icon in the top right-hand corner of the window opens a range of help options:

Live Chat

Live Chat provides you the option of chatting with our 24x7 online support team to solve your technical
queries and problems when using e5can,

}) eScan Online Help

The eScan Online Help has comprehensive information on e5can. The wiki has the help file, knowledge base
and general FAQs of e5can,

e5can Forum

On the eScan Ferurm, you can create or join discussion groups on e5can. it contains varicus tweaks to
maximize the capabilities of eScan.

@ e5can Remote Support

e5can is equipped with remote support tool, using this option cur technical suppert representative will
resolve your issue by taking your system on remote.

ﬁ Feedback

You can always send your feedback to us for improvement, Click on the Feedback link,you will be redirected
to our online feedback form. Please fill and submit.

How does the program warn you about problems and threats?
If real-time protection is disabled, the overall status display and file anti-virus tile both change to
show an alert:

-

m s hot se

file anti-virus

y Stopped

Dangerous Objects Deteded 0
Total Files Scanned 67

The protection can be reactivated by clicking the file anti-virus tile and then Start.
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If you inadvertently download a malicious program, eScan will quarantine the file and show the alert
below:

eScan Virus Alert

File:
"CAlzersh WD ownloadzUnconfirmed 408736, crdownload"
[&PFid: 8620]

Infected by Yirus:
EICAR-Test-File (DE)

Action Taken:
File Quarantined

I Don't show this meszage |ater

Clozing i 2 X Scan Sy

The alert closes after 20 seconds. You do not need to take any action. A similar alert is shown if you
should download a potentially unwanted program.
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ESET Internet Security

INTERNET SECURITY

Home

Computer scan

Q o =

Update
v’ You are protected

Tools

Setup

@ = B

Help and support

Scan your computer Banking & Payment Connected Home

Check your computer for protection Monitor

malware now Protect your personal data Check the security of your

when using online banking network

2 4 minutes ago
lidity: 09/02/2018

r-
5w

fQ
5

EMIOY SAFER TECHMOLOGY™

Which versions of Windows does it work with?
Windows Vista, 7, 8, 8.1, 10, Home Server 2011 64-bit

What features does the program have?

In addition to malware protection, ESET Internet Security includes a replacement firewall, parental
control and theft-protection features. There is also a UEFI scanner, to protect against attacks before
Windows boots up, and a Connected Home Monitor, which tests all connected devices for
vulnerabilities.

Where can I find more information about the product?
https://www.eset.com/int/home/internet-security/

What we liked about the program

ESET's program interface makes it easy to access important information and functions from the home
page. The firewall configures itself automatically, and the user is provided with useful options for the
detection of potentially unwanted programs.

Tips for users
Immediately after installation, ESET Internet Security runs an initial system scan. It is advisable to
let this complete, as it provides a one-time opportunity to optimize future scans.

s AV
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Installing the product

ESET's setup wizard can be completed with a few clicks. There is one question to be answered: whether
to enable detection of potentially unwanted programs (PUAs). The wizard provides information to help
you decide, and also the opportunity to opt out of ESET’s data-sharing scheme:

(€sIER) INTERNET SECURITY 7 &

There is power in numbers. Get the maximum level of protection.

The ESET LiveGrid® feedback system allows us te collect information about suspicious objects, which we process automatically to create
detection mechanisms in our cloud system. We then immediately apply these to ensure that our customers have the maximum level of
protection.

+ | Enable ESET LiveGrid ® feedback system (recommended)

Detection of Potentially Unwanted Applications

ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially unwanted applications might not
pose security risk but they can affect computer's perfermance, speed and reliability, or cause changes in behavior. They usually require user's
consent before installation.

Enable detection of potentially unwanted applications

Disable detection of potentially unwanted applications

Change installation folder

Immediately after installation, ESET Internet Security runs an initial system scan which allows
subsequent scans to run more efficiently.
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Finding essential features
Security status: This is shown using text, colour and graphic in the main panel of the program window.

Scans: You can run a default scan from the Scan your computer button on the home page. Clicking
Computer Scan in the left-hand menu panel provides options for custom and removable media scans:

Scan your computer Advanced scans
%, >can all local disks and clean threats Custom and removable media scans

() Custom scan
o % Select the scan targets, cleaning level and

other parameters

' Repeat last scan
Threats found: 0 O‘D wpredt e o
Detection Engine used: 16375 (20171108) C’
| ==
Show log

You can also schedule a scan by clicking Tools in the left-hand menu panel, then More tools, Scheduler.
A drive, folder or file can be scanned from Windows Explorer by right-clicking it, then clicking Scan
with ESET Internet Security:

| ® Turn BitLocker on

~ Folders (7) | (8) Scan with ESET Internet Security
D Ohjects: Advanced options >
3 ' Give access to >
| Restore previous versions
l Download, Pin ta Start
Format..,

E Videos Copy

Create shortcut
+ Devices and drives (2 Rename
Local Disk| -
sl oca ISkf Properties
ot = : DL
Ty, 180 GB free of 192 GB Py

Update: Malware definitions are updated automatically, but you can run a manual update by clicking
Update, Check for updates.

Subscription information: This is shown at the bottom of the program window.
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Help: The Help and support page provides a number of support and help options; clicking Open help
displays the product’s online help pages:

> C | @ help.eset.com/eis/11/en-US/idh_home.htm| ‘Cr|
ESET Online help & English
INTERNET SECURITY Change
How can we help? ‘
Help pages
ESET Internet Securit ~ 4
v Welcome to the ESET Internet Security user guide. The information provided here will familiarize you
Installation ~ with your product and help you make your computer more secure.
Beginner's guide v Getting started
Working with ESET Internet Before using ESET Internet Security, we recommend that you familiarize yourself with the various
Securitf ~ types of infiltrations and attacks you might encounter when using your computer.
Ad d We've also compiled a list of new features introduced in ESET Internet Security, and a guide to help
vanced user you configure basic settings.
Glossary e
Common Questions — How to use ESET Internet Security Help pages

Help topics are divided into several chapters and sub-chapters. Press F1 to view information about the
window you are currently in.

The program allows you to search for a help topic by keyword(s), or search content by typing words or
How does the program warn you about problems and threats?

If real-time protection is disabled, the status section of the program window changes to show an
alert:

-

A Security alert

A Real-time file system protection is paused

This functionality is paused and your computer is not protected against some types of threats,
This is very dangerous and protection should be re-enabled immediately.

Enable Real-time file system protection

o1 AV
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The protection can be reactivated by clicking Enable real-time file system protection. If you accidentally
download a malicious program, ESET will block the download and display an alert:

(e=[L) INTERMET SECURITY wooX

A Threat removed

A threat (Eicar) was found when G Google Chrome
tried to access a website (www.eicar.org).

The access has been blocked.

Learn more about this message

The alert closes after about 10 seconds. You do not need to take any action. If you have enabled PUA
detection and accidentally download a potentially unwanted program, ESET will prompt you to block
or allow the download:

INTERNET SECURITY

Potentially unwanted application found

A potentially unwanted application (Win32/PUAtest.B) was found when @ Google Chrome
tried to access a website (amtse.security-f... ).

This is a program that might not pose a security risk but could affect the computer's
performance and reliability, or cause changes in system behavior. More information...

Block access?

Learn more about this message ~ Details v Adwvanced options

The alert is displayed until you click one of the options. If you accidentally access a phishing page,
ESET Internet Security blocks the page and shows a warning in the browser window:

ESET INTERMET SECURITY

A Potential phishing attempt

This web page tries to trick visitors to submit sensitive personal information such
as login data or credit card numbers.
Go back to the previous page?

Open ESET Knowledgebase | www.eset.com

Report an incorrectly blocked page

A pop-up warning, similar to the one for malware detection, is also displayed.
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Fortinet FortiClient

FortiClient
File Help

FortiClient Console

Compliance "
Nct Participating -@g// Realtime Protection Enabled i}

w# File-Dased malware scanning

@ AntiVirus
Realtime Frotection Enabled

@, Vulnerability Scan

Vulnesability Scan Enabled

(|*) status

 Database is Up To Date
« Last Update: 08112017

« [} Threats Detected

« Scan onthe 1st day of each month at 19:30

o Q Last Scan: Mever Scanned Scan Now ™

About the program

Fortinet FortiClient is designed for use in business networks, in conjunction with a Fortinet FortiGate
security appliance. The setup program allows business-specific features such as a VPN to be installed.
However, the program can be used as a simple, free antivirus program by home users. Please note that
when we test FortiClient in our Main Series Tests, it is connected to a FortiGate security appliance,
which increases the overall protection capability of the product.

Which versions of Windows does it work with?
Windows 7, 8, 8.1 and 10
Windows Server 2008 R2, 2012/R2, 2016

What features does the program have?
In itself, FortiClient is a fully-featured antivirus program. However, web-filtering and firewall
components can be installed from the same package.

Where can I find more information about the product?
http://forticlient.com/
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What we liked about the program
Fortinet FortiClient is a simple, straightforward antivirus program that is free to home users.

Tips for users
Remember to select Additional Security Features, AntiVirus in the setup wizard.

Installing the product

When you have downloaded and run the installer file, a malware scan is run automatically before the
installation process begins. The second page of the wizard lets you choose the components to be
installed:

Choose Setup Type
Choose the setup type that best suits your needs

Security Fabric Agent

Endpoint telemetry, host vulnerability scanning and remediation

[ ] secure Remote Access
S5L and IPsec VPN

[ ] Advanced Persistent Threat (APT) Components

FortiSandbox detection and quarantine features

[_] Additional Security Features

To use the antimalware features of FortiClient, you need to select Additional Security Features; this
displays a choice of components that can be installed. You need to select AntiVirus (and optionally
Web Filtering) from the list of components:

Additional Security Features
[Jantvirus [ ]web Filtering [1single Sign On
[ ] Application Firewall

Finding essential features
Security status: this is shown in the centre of the program window.

Scans: The Scan Now menu in the bottom right-hand corner of the window lets you run quick, full,
custom and removeable media scans:
Custom Scan
Full Scan
Quick Scan

Removable media Scan
Scan Now ™
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We could not find a means of scheduling a scan. You can scan a drive, folder or file by right-clicking
it in Windows Explorer and clicking Scan with FortiClient AntiVirus:

~ Folders (7)

G Turn BitLocker on

Pin to Quick access

3D Obje

N
&

Dewnla [Z Scan with FortiClient AntiVirus

Give access to ¥

Restore previous versions

Pin to Start

Format...

E Videos

Copy

~ Devices and drives|

Create shortcut

Rename

= Local DEI
& | .
T 178 GB {.

)

Properties

Update: Malware definitions are updated automatically; we could not find a means of running a manual

update.

Subscription information: This is not applicable to home users, who can use the product for free.

Help: Clicking Help, Fortinet Knowledge Base opens the program’s online support pages:

€ C | ® kbifortinet.com/kb/micro

ERTINET.

Ll

Knowledge Base g\

Knowledge Home ~ SupportLogin  Technical Forum  Technical Documentation  Other Fortinet Links ~ RSS Feeds

FortiClient EMS v1.0
Forticlient Lite
FortiClient v3.0
FortiClient v4.0
FortiClient v4.0 MR1
FortiClient v4.0 MR2 Search Results: 1-1001300
FortiClient v4.0 MR3

Knowledge Home > FortiClient

FortiClient v5.6 s
> Setting Up FTP
> Sign Up for Paperiess Biling
> Web-Based Training (WBT)
Fortinet Video Library > Benchmarking
Short demos which illustrate some basic | | > Web Conferencing

FortiGate cenfigurations.
more

Objects

@R RSSTecH > SPAM Filters
Site Feedback > Pop-up Blockers

> Optin E-mails

KB'Site Help > Webmail
KB Article Index > Senvice Availability

more.
Symptoms

> Mac O X Compatibility

> RedX

> Error Copying Scan Dat

> Large Files Not Scanned

> Gennot Attach a Workstation

more

BT [ v
=

Asuanced Seaich

<prev | next 10> Sort By- [MostRelevant ¥
Ssarch Within )

nical 51 [}
This article explains how to use PuTTY to create a log fle of a session. 1) Double click the* FuTTY* icon to launch the application Now let's Start how to create a log file.
Technical Note: Uninstall of FortiClient software KB
This article provides information regarding the uninstall of FortiClient software. Uninstall of FortiClient software should match with deployment method. Installed Manually If FortiClient.
Rating: # # # # & | Published: 3/30/17 | Last Modified Date: 330117
Technical Note: Reaistering the FortiClient license using the CLI on & FortiGate unit or KA cluster [

In a FortiGate HA cluster. each unit must have an individual FortiClient license packs installed. 7 any individual FortiGate unit of all..
aling: % % # # & | Published: 42/14 | Lasi Modified Date: 473114

EortiCiient v5.2.3 Guide (Windows)

FortiClient 5.2.3 Administration Guide FortiClient 5.2.3 Administration Guide January 29, 2015 04-523-225910-20150129 Copyrighte 2015 Fortinet, Inc. All rights reserved. Fortinet®, FortiGated, FortiCare®
and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc.. in the U.S. and other.

Raling: # # % % & | Published: 2/515 | Last Modified Dae: 2/5/15

FortiClient License Caveats
Your FortiGate firewall has a 5.0 license and is upgraded to 5.2 X version of FortiOS Forfi0S 5.0.x ForfiOS 5.2 X 5.0 FortiClient License Supports all functions available on Endpoint Profile Licensed for 5.0.
Rating: # % % % & | Published: 4/6/15 | Last Modified Date: 4/6/15

&l

EortiClient Administration Guide, v5.6.0

mw

How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show an alert:

w Realtime Protection Disabled L

File-based malware scanning

The protection can be reactivated by clicking the cogwheel icon, then Scan files as they are downloaded

or copied to my system.
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If you accidentally download a malicious program, FortiClient will block the download and display an
alert:

Wirus Alert

-@I Process: C:%Program Files [#861hGoogleh\ChrometApplication.chrame. exe

[term: C:hUzerss .W184a7361 -Nacy-45e3-39930-880e 7 87 3259 tp
Wi EICAR_TEST_FILE
Status: [uarantined

[ ] Do not show me this alert for 1 hour

T Yiew recentl) detected wirus(es]

In our test, we were able to download and run the a PUA test file without FortiClient taking any
action. However, when we ran an on-demand scan of the Downloads folder, the PUA test file was
detected and quarantined.
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F-Secure SAFE

%" F-Secure SAFE

F-Secure;

(/} Subscription is valid until: 08/11/2018 " Protecting
< -

N G
& \Z)
Antivirus
29

=0

Your computer is protected

fa

Family Rules
— (&) Virus protection is activated
D t
O B ; taetion i act]
—o— \/ (v) Browsing protection is active

'@E} All security features are up to date

Virus scan % Settings
My F-Secure

Which versions of Windows does it work with?
Windows 7, 8.1, 10

What features does the program have?
F-Secure Safe is a fully featured antivirus program, with parental controls in addition.

Where can I find more information about the product?
https://www.f-secure.com/en/web/home global/safe

What we liked about the program

F-Secure make sure that its parental controls feature is correctly applied, by ensuring that parents set
it up on the right device and using the right user account. The program interface is clean, modern
and uncluttered, and the browser-based malware alerts are clear and simple.

Tips for users

F-Secure Safe may take some time to perform an initial update; however, users should not worry about
this, as subsequent updates are performed very quickly.
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Installing the product
To install F-Secure Safe, you need to create an F-Secure account and log in; clicking Add Device in the
web interface lets you choose whether to set up your own device or somebody else’s:

Add device X

Whose device do you want to protect?

PN

My device My child's device
I want to pratect my own device | want to set up protection for my
} child ;

Selecting My device and clicking Continue lets you download the installer.

Finding essential features
Security status: This is shown using text, colour and graphic in the centre of the program window.

Scans’: A default scan can be run from the Virus Scan button. Clicking the Settings link next to it
allows you to schedule a scan. You can also scan a file, folder or drive by right-clicking it in Windows
Explorer and clicking Scan for viruses:

~ Folders (7) ¥ Tum BitLocker on
Do Give access to b -
j Restore previous versions

@ Scan for viruzes

' Dowr Pin to Start ic

Format...
E Video Cup:'f
Create shortcut
~ Devices and driv Renarne
S e Properties ) Drive (D)
=Ry - = — =
My 120 GB free of 199 GB e

Update: Malware definitions are updated automatically, but you can run a manual update at any time
by clicking Tools in the left-hand menu column, then Check for updates.

Subscription information: this is shown in a strip along the top of the program window.

7 Please note that F-Secure SAFE includes some protection components supplied by Bitdefender.
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Help: Clicking the ? symbol in the top right-hand corner of the window opens the program’s local help
feature:

& F-Secure SAFE

Back | Home Show content tree | | Search

¥ Getig stted ||Protecting the computer against
I Scanning the computer for harmful files
harmful content

¥ Limiting access to web content | The product protects the computer from programs that may steal personal
information, damage the computer, or use it for illegal purposes.

I* Protecting your web browsing

| By default, the virus protection handles all harmful files immediately when it
finds them so that they can cause no harm.

| The product automatically scans your local hard drives, any removable media
{such as portable drives or DVDs), and any content that you download.

You can set the product to scan your e-mails automatically, as well.

| The product also watches your computer for any changes that may indicate
that you have harmful files on your computer. When the product detects any
dangerous system changes, for example changes in system settings or
attempts to change important system processes, its DeepGuard component
stops the application from running as it can be harmful.

* What is harmful content
Harmful applications and files can try to damage your data or gain
unauthorized access to your computer system to steal your private
information.

* How to scan my computer
When Virus protection is turned on, it scans your computer for harmful
files automatically.

* What is DeepGuard -

Close

How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show a warning:

Your computer Is hot protected

&) Turn on real-time scanning
X () Browsing protection is active
'I}:/'_'I All security features are up to date

To reactivate the protection, you need to click on Settings and move the Virus Protection slider to On.
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If you inadvertently download a malicious program, F-Secure will block the download and display the
alert below in the browser window:

)

Harmful web site blocked

http://eicar.org/download/eicar.com

This web site has been reported as harmful.
We recommend that you do not visit this web site.

% Allow web site

Similar alerts are shown for phishing pages and potentially unwanted programs.
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Kaspersky Internet Security

P. Kaspersky Internet Security KASPERSKY £ ? = X

Your computer is protected

J 1 recommendation
)
[P——

Ql
IT R~/
Scan Database Update Safe Money
-
-
Privacy Protection Parental Control Protection for all
devices
= {?} Q Cther products My Kaspersky  License: 30 days remaining

Which versions of Windows does it work with?
Windows 7, 8, 8.1, 10

What features does the program have?
As well as malware protection, Kaspersky Internet Security includes a firewall and parental controls.

Where can I find more information about the product?
https://www.kaspersky.com/internet-security

What we liked about the program

Kaspersky Internet Security’s neat, modern interface makes all important functions and information
easily available from the home page. We particularly liked the “live” tiles that show the progress of
scans and updates:

il S

Scan Database Update
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Installing the product

Once you have downloaded and run the installer file, setup can be completed in a couple of clicks.
Two options are provided at the end:

Recommended
Accept recommended settings for a comfortable start with the application.

+| Turn on protection against ads to install only desired software and block additional
installations

+| Take a tour through the application features

Finding essential features
Security status: This is shown in the horizontal panel at the top of the window.

Scans: Clicking Scan on the home page opens a page with scan options, including full, quick, scheduled
and external device scans:

Full Scan Full Scan

Scans your entire computer. We recommend that you run a Full Scan immediately after installing
Quick Scan the application. Note that this may take some time.
Selective Scan | P Runscan

External Device Scan

Task Manager
No running scan tasks,

Scan schedule v

You can also scan a drive, folder or file by right-clicking it in Windows Explorer, and clicking Scan for
viruses:

| Fo Scan for viruses

v Folders (7) Pa Check reputation in KSN
. Wa Kaspersky Application &dvisor
3DOhpees| L 5
2 ' Give access to 2
Restore previous versions
' Downloads] Pin to Start
Format...

m Videos Cnp}r

Create shortcut

“ Devices and drives {Z}i Rename
Local Disk { Properties
([ ] 1
- - - VL]
] 179 GB free of 199 GB b T
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Update: Malware definitions are updated automatically, but you can run a manual update at any time
by clicking Database Update on the home page.

Subscription information: This is shown in the bottom right-hand corner of the program window.

Help: The ? button in the top right-hand corner of the window opens the program’s online help pages:

(&) | 8 Secure | https//help.kaspersky.com/KIS/2018/en-US/B7342. htm ‘ﬁ| 3

Kaspersky Lab

Online help

Language: | English =

Kaspersky Internet Security 2018

Home = Contents B print ¢ support ) Feedback

Search Q £ Kaspersky Internet Security @

Kaspersky Internet Security This section describes the functions, components, and distribution kit of Kaspersky Internet

About Kaspersky Internet Security, and provides a list of hardware and software requirements of Kaspersky Internet
Security Security.
What's new

Distribu kit - -
e In this Help section

Hardware and software

requirements About Kaspersky Internet Security
+ How to install the application What's new
Installing the applicaticn from Distribution kit

the command prompt )
Hardware and software requirements

Getting started

+ How to upgrade a previcus
version of the application

How does the program warn you about problems and threats?
If real-time protection is disabled, the status display at the top of the window shows an alert:

#. Kaspersky Internet Security KASFERSKYﬁ

Protection disabled

1 issue. 1 recommendation

The protection can be reactivated by clicking anywhere on the alert to open the settings, then clicking
Enable.
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If you inadvertently download a malicious program, Kaspersky Internet Security will block the
download and display a warning in the browser window (screenshot below); a pop-up alert is also
shown for a few seconds.

Kaspersky Internet Security

Access denied
The requested URL cannot be provided

Object URL:
http://www.eicar.org/download/eicar.com

Reason: the object is infected by EICAR-Test-File

Message generated on: 09/11/2017 09:50:08

yy Malicious web page in Google Chrome
threatens the security of your computer

Web page: http:/fwww.eicar.org/download/
eicar.com
We recommend that you close the web page.

Details

You do not need to take any action. If you enable detection of potentially unwanted programs, a
similar alert will be shown if you should download a PUA.
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McAfee Internet Security

= N
WJ McAfee  |nternet Security =
#n Intel Company
# Home
« Your computer issecure =
@ Navigation
@ Help
‘ Virus and Spyware L Web and Email ) Duta i atecuos
Protection Protection
+ Real-Time Scanning: On + Firewall: On
)
Schedule and run scans View firewall and anti-spam settings ) PC and Home
Network Tools
L Updates L Your Subscription -omem
e .  viruses, spyware, and
" Updates: Current & Subscription: Active | ‘other threats regularly:
5 | Schedule automatic
g Parental Controls | R
Check for updates and view settings Visw details

Copyright @ 2017 McAfee, Inc.

Threat Map | About

Which versions of Windows does it work with?
7,8,8.1, 10

What features does the program have?
As well as malware protection, McAfee Internet Security includes a replacement firewall, parental
controls, a spam filter and vulnerability scanner.

Where can I find more information about the product?
https://www.mcafee.com/consumer/en-us/store/m0/catalog/mis 516/mcafee-internet-
security.htm(?pkgid=516

What we liked about the program
The setup program gives you complete control over the components to be installed. The tiled interface
of the program window makes it easy to access important information and functions.

s AV

“:coinparatives



Summary Report 2017 www.av-comparatives.org

Tips for users

Users should be aware that McAfee Internet Security does not perform on-access scanning of files.
That is to say, you can copy malicious files to your computer from a network share or USB device
without McAfee detecting them in the process. Whilst the malware would be detected if executed,
users of McAfee Internet Security might like to run an on-demand scan of any files acquired from a
network file share or USB stick, to avoid passing malware on to anyone else. It is possible that the
lack of on-access scanning may reduce the product's impact on performance, i.e. it may allow the
system to run faster.

Installing the product
To install McAfee Internet Security, you just need to run the setup file and click Install. There is also
a custom installation option, which lets you choose which components to install.

Finding essential features
Security status: this is shown using text, graphic and colour in the strip along the top of the window.

Scans: Clicking Virus and Spyware Protection tab lets you run quick, full or custom scans, or schedule
a scan:

Scan Your PC
Run a quick, full, or custom scan to eliminate viruses, spyware, and other threats on your PC.

Real-Time Scanning: On
Real-Time Scanning protects your PC continuously against viruses, spyware, and other threats by instantly
checking files any time you or your PC uses them.

Scheduled Scans: Off
Let McAfee regularly check your PC for viruses, spyware, and other threats by scheduling automatic scans.

You can also scan a file, folder or drive from Windows Explorer, by right-clicking it and clicking Scan:

“ Folders (7) Give access to b .
Restore previous versions
- 3D Object, @ scin
: 7 Shred
Downloag Pin to Start
i Format...
m Videos Copy
Create shortcut
~ Devices and drives (§ _ Rename N
- Local Disk Properties le 09
A | '
Ty 177 GB free of 199 GB Py
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Update: Malware definitions are updated automatically, but you can run a manual update from the
Updates tile on the home page.

Subscription information: This can be seen by clicking Navigation in the top right-hand corner, then
Subscription.

Help: The Help button in the top right-hand corner lets you open the program’s online help pages:
U HCAfee MecAfee Help

Enter search terms Q
Together is power,
Contents ( > = =
s Home = McAfeeHalp
McAfee Help o ; -
McAfee Help
i i McAfee Help
How McAfee keeps vou safe
When you use MeAfee protection software, you can feel sure that your PC is safe from viruses, spyware, and other threats,
online or off
Manage your PC's secunty
Contents
= How McAfee keeps you safe

Your protection features o

You can easily avoid many online security concerns with McAfee security software
= Manage
] ;
Understanding your protection Check if
status

your PC's security
vour PC is protected, and fix security issues related to your McAfee software

=+ Your protection features
Protection features are the McAfee programs like Persenal Firewall or Anti-Virus and Anti-Spyware that protect your PC

Tdets ;
Understanding the alert types and files.

e ) o = Understanding vouor protection status

: = 3 kS g X

SXCUEEESS ECCULIY LSStcs The protection status indicates whether your PC is protected and changes according to events that occur on your PC.

= Understanding the alert types

Index Protection alerts provide immediate notification of critical and non-critical security events; such as possible virus
infections or hacker intrusions. as soon as they occur en vour device.

=+ Addressing security 1s5ues

Search Results ; o
As soon as vour McAfee software detects a security issue that threatens your PC, like a virus or hacker threat, it displaysa

How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show an alert:

Your computer is at risk

Virus and Spyware Web and Email Data Protection
Protection Protection

! Real-Time Scanning: Off + Firewall: On

5
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If (and only if) the real-time protection is permanently disabled in the settings, and the computer is
restarted, an overlay is shown, which lets you reactivate the protection at the click of a button:

Your computer is at risk

Real-Time Scanning is Off

Continuously protects your PC against viruses, spyware, and other threats by instantly checking files any time you or
your PC uses them.

Under any other circumstances, you have to click Virus and Spyware Protection, Real-Time Scanning,
Turn On.

In our test, the EICAR test file was not detected on download (only in an on-demand scan).

If you should download a potentially unwanted program, McAfee will display an alert in the browser
window, allowing you to choose whether to keep the program or not:

That download is dangerous! » ! Security Alert!

Woah, that download is dangerous!
nted

We found that there might be viruses, spyware, or other
potentially unwanted programs in the file you are trying
to download.

Filename:PotentiallyUnwanted.exe
mpt to dowr] Domain:amise.security-features-check.com

Y wide agre

FOE VI Block download [ Accept the risk

1= are ~onfid

If you accidentally access a phishing page, McAfee will block the page and show a warning in the
browser window:

! Warning: Trouble ahead

Whoa!

Are you sure you want to go there?
https://www.amtso.org/feature-setti... may try to steal your information.

Why were you redirected to this page?
When we visited this site, we found it may be designed to trick you into submitting your financial or personal information

to online scammers. This is a serious security threat which could lead to identity theft, financial losses or unauthorized
use of your personal information.

SR “

View Site Report
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Microsoft Windows Defender

Windows Defender Security Centre - O X
'"“ Your device is being protected
@,
,&} Last threat scan: 05/11/2017
Last threat definition update: 05/11/2017
Last health scan: Not available
e
3
- (3 < 8 L o o5
Virus & threat Device performance & Firewall & network App & browser control Family options
protection health protection Mo action neaded Manage how your family
Mo action needed Mo action neaded Mo action needed uses their devices.
ey

Which versions of Windows does it work with?
The full antivirus version of Windows Defender is built into Windows 8, 8.1 and 10.

What features does the program have?
Windows Defender provides antimalware protection together with other Microsoft security features
built into Windows, like Microsoft SmartScreen (file reputation) and Windows Firewall.

Where can I find more information about the product?
https://www.microsoft.com/en-us/windows/windows-defender

What we liked about the program
Windows Defender is a simple, easy-to-use antivirus program that includes all essential features.

Installing the product
This is not applicable, as the program is built into Windows 10.
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Finding essential features
Security status: This is shown using text, graphic and colour on the program homepage.

Scans: If you click Virus and threat protection, Advanced scan, you will find a range of scan options:

Advanced scans

Run a full, custom or Windows Defender Offline scan.

@ Full scan

Checks all files and running programs on your hard disk. This scan
could take longer than one hour.

o Custom scan

Choose which files and locations you want to check.

O Windows Defender Offline scan

Some malicious software can be particularly difficult to remove from
your device. Windows Defender Offline can help to find and remove
them using up-to-date threat definitions. This will restart your device
and will take about 15 minutes.

Scan now

A scan can be scheduled using the Windows Task Scheduler; please see screenshot of the Help article
further below.

You can scan a file, folder or drive by right-clicking it in Windows Explorer, and clicking Scan with
Windows Defender:

~ Folders (7) ) Tumn BitLocker on
1D Gl;}jecf Ea Scan with Windows Defender...

q..' Give access to >
Restore previous versions
' Umeiiogs Pin to Start

Format...

H Videos Copy

Create shortcut

~ Devices and drives { Renanie
Local D-IS[! -
| Properties
= oom | i ’
oy 181 GB free of 193 GB )

Update: Malware definitions are updated automatically. However, you can run a manual update at any
time by clicking Virus and threat protection, Protection updates, Check for updates.
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Subscription information: This is not applicable, as the program is free.

Help: There is no means of accessing help built into the program window. However, searching the
Windows 10 help feature for “Windows Defender schedule scan” found the following article:

Schedule a scan in Windows Defender Antivirus

Windows Defender Antivirus regularly scans your device to help keep it safe. We try to do this while you're not using your device
so it doesn't interfere with your work. You can also schedule Windows Defender Antivirus to scan at a time and frequency that
you choose.

1. Search for and open Schedule tasks.

2. In the left pane, expand Task Scheduler Library > Microsoft > Windows, and then scroll down and double-click (or
press) the Windows Defender folder.
3. In the top center pane, double-click (or press twice) Windows Defender Scheduled Scan.

3 Tesk Schedder

File Action View Help

= | 2 m| B i
. * | e s Tiggers | e Ruin Time Lt
A Task Schaduer Librsey
¢ I Mok 5 Windows Defender Coche Mamtenance  Ready 2
Configuestion Manager Windewss Defender Cleatip Ready 23l
UpdateGrehestetos 3 Wi e lrtarvies Senedled San “fead #
UenP 2 Windows Defender Verdication Ready P2 1)
taer Dute Semice
Uses Srefie Senice
wen " x
ol < I—
Windows ivatson Techooioy || Gemecal Taggen Aetioni Condilions. Setings Histery
Tisione Dol Haine: Wandiws Defender Scheduled Scan z
Weindows Seres Reparting
Windows Fitesing Platioem Lacation; \MicsosoftWindose Windows Detender
incows Madka Sharing i
WindewiBack
i3 _:n‘lc:‘;ﬂm Deseription: | Periodic scan task.
WindowiUpdate
Wininet
WOF

4. In the Windows Defender Scheduled Scan Properties (Local Computer) window, select the Triggers tab, go to the bottom of
the window, and then tap or click New.

5. Specify how often you want scans to run and when you'd like them to start.

How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show a warning:

@

Virus & threat Device performance &
protection health
Real-time protection is off, No action needed.
leaving your device
vulnerable.

Turn on

The protection can be reactivated by clicking Turn on.

If you inadvertently download a malicious program, Windows Defender will block the download, and
display a pop-up alert:

W Virus & threat protection

Threats found

The alert closes after a few seconds. You do not need to take any action.
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Panda Free Antivirus

= =

f’) Support

Your PC is Protected

Enjoy your day =)

/1,791

Files scanned

UPGRADE NOW and enjoy

peace of mind knowing that you M y p O teCU Ons N

are completely protected

Which versions of Windows does it work with?
Windows XP (32-bit only); Windows Vista, 7, 8, 8.1, 10 (all 32 and 64-bit).

What features does the program have?
Panda Free Antivirus is a straightforward antimalware program with phishing protection.

Where can I find more information about the product?
https://www.pandasecurity.com/uk/homeusers/solutions/free-antivirus/

What we liked about the program
Panda Free Antivirus is very simple to install and use.

Tips for users

Clicking the Antivirus button on the program’s home page provides access to scan logs, quarantine
and scheduled scans, which we did not feel was a very obvious way to access these features. Panda
tell us that they are considering adding a direct link to scheduled scans.

Installing the product

When you have downloaded and run the setup file, the installation wizard can be completed with a
couple of clicks. There are no decisions to make, but you can change the interface language and
installation folder if you want.
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Finding essential features
Security status: This is shown on the home page, as text and graphic.

Scans: clicking the Scan button in the middle of the window opens the scan options dialog:

Scan — X
[Recommended)
Critical areas Full scan Custom scan
Scans the memaory, currently Carries out an in-depth scan Select the folders to scan.
running processses, cookiss, of your FC. It may take saveral
etc., searching for active hours to complete.
viruses on the PC. It only takes
a few minutes to complete,

You can schedule a scan by clicking the Antivirus button on the home page, then Add scheduled scan:

Antivirus ﬂ[ E}’

Last scan Quarantine View details
Custom 25M/2017 16:59
0 detections 12 file(s) in guarantine

Scan now

Scheduled scans Events View full report
You have not scheduled any scans. Today Week Maonth Total
2 2 2 32

Add scheduled scan

32
1 ] 0
Wiruses and PUPs Other Suspicious
Spyware items
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You can also scan a file, folder or drive by right-clicking it in Windows Explorer and clicking Scan with
Panda Protection:

Pinto Quick access
~ Folders {7} | ]
® Turn BitLocker on
3 Give access to > esktop
“‘" Restore previous versions
Pin to Start .
o = usic
‘ | %F Scan with Panda Protection
Format...
\
o
) Create shortcut
~ Devices and ¢ B
| ename
L .
g l Properties VD Drive (D:)
My 1ETGETECor 100G -

Subscription information: Not applicable, as the product is free.

Help: Clicking the “hamburger” menu in the top-left corner, then Help, opens the program’s online
help pages:

= C | & Panda Security S.L. [ES] | https://www.pandasecurity.com/homeusers/downloads/docs/product/help/pp/en/index.htm % &

Home > Welcome

Welcome
?| Installation requirements
Right-dick menu We I com e !
‘a Help and Technical Suppart

Q Premium services
- @ Protection technelogies
Q Activation
- @ Main program window
- Q Antivirus protection status

This Help includes all the information you need to get the most out of your Panda product.

- Protections Find the subject you need help with in the Contents list or by running a search.

@ Features

@Taols

=)@ Scanning your computer If you are still not clear after consulting this Help, we advise you to visit our Technical Support

- PC Tuneup Center. There you will find continuously updated information about your Panda product:
- @ Report and statistics

@ Quarantine

[ @ Uninstall
Your Panda Account: This is your control center. A place from which you can manage your

services, get updates and documentation, and contact our technicians.

Protection for other types of devices. If the product you have purchased provides protection for
various types of devices, you'll be able to download the antivirus for Android or i0S by accessing
your Panda Account.

Do you have any queries? Visit our Technical Support Center.

How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show an alert:

Q@

Your PC is Not Protected

The antivirus I1s

The protection can be reactivated by clicking the Antivirus button and setting the slider to On.
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If you accidentally download a malicious program, Panda will display the alert below:

1 virus deleted

A similar alert is shown for potentially unwanted programs. If you accidentally access a phishing page,
Panda will block the download and show an alert in the browser window:

A

https://wwwamtso.org/check-desktop-phishing-page/

Contains malware and exploits!

Panda Security Technology protected you this time.

We have detected that the page you are trying to access contains malware and
exploits that could infect your computer.

0)

We advise you not to proceed with visiting

https://www.amtso.org/check-desktop-phishing-page/
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Seqrite Endpoint Security

Seqﬂte Settings Tools Reports  Help - s
\ End pOint Security virus database 21 November 2017

System is secure

System is being actively protected
Mo action reguired

B

Files & Internet External
Folders & Network Drives & Devices

About the program

Seqrite Endpoint Security is designed for use in business networks, in which it can be remotely
controlled from a central console. Consequently, it may not be identical to typical consumer security
programs in terms of visible features and user interface.

Which versions of Windows does it work with?
Windows 2000, XP, Vista, 7, 8, 8.1, 10

Windows Server 2000, 2003/R2, 2008/R2, 2012/R2
Windows Small Business Server 2011

What features does the program have?

In addition to antimalware features, Seqrite Endpoint Security includes a replacement firewall, Data
Leak Prevention, Device Control, Patch Management, Backup feature against Ransomware, Browser
Sandbox, Safe Banking, File Activity Monitor, and Asset Management. Some of these features can only
be configured from Seqrite Endpoint Security web console.

Where can I find more information about the product?
https://www.seqrite.com/seqrite-endpoint-security/
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What we liked about the program

Seqrite Endpoint Security has a very clean, modern interface that is well suited to touchscreen use,
and makes essential features easy to access. We particularly liked the Tools page, which displays links
to a variety of diagnostic and maintenance items:

Cleaning & Restore Tools
Tools to clean & restore your system to its original configuration

Hijack Restore Restores important Internet Explorer settings modified by malwares

Track Cleaner Cleans application and Internet activity traces

Create Emergency Disk Create emergency disk which helps to clean badly infected PC
Launch AntiMalware Cleans rogueware and malicious programs from PC

View Quarantine Files Helps to safely isolate the infected and suspicious files

Preventive Tools
Tools used to secure your system
USB Drive Protection Prevents LISE drives against autorun malware infection

Diagnostic Tools
Seqgrite support needs these support tools to diagnose your system

System Explorer Diagnose system for running processes
Windows Spy Find=s detailed information about an application or process
Exclude File Extensions Exclude file extensions from Virus Protection

Installing the product
Installing Seqgrite Endpoint Security involves running the installer file, which initially downloads the
binaries:

< Seqrite Setup Downloader

Seqrite Setup Downloader

Select the directory to download setup:
| C:\Usersh \Desktop | I I

Download Information

Status Download cancelled. Pause
Product name: Seqrite Endpoint Security 64-bit

Download path: Ci\Usersy \Desktop\SEQRITEG.EXE

Statistics:

Transfer Rate:
Time Remaining:

Progress:

Launch setup when download completes
[ open folder location when download completes

Options Download Close

When the download is complete, the installer proper starts. There are no decisions to be made, and
the setup process can be completed in a couple of clicks.
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Finding essential features
Security status: This is shown using text, graphic and colour in the main program window.

Scans®: Clicking the Scan button on the program’s home page displays a menu of on-demand scan
options, including full, custom and memory scans:

.

Full 5ystem Scan

: Custom 5can
Internet

& MNetwork Memaory Scan

Boot Time Scan

Wulnerability 5can

Scan

A scheduled scan can be set by clicking Files and Folders, Scan Schedule.

You can also scan any file, folder or drive by right-clicking it in Windows Explorer and clicking Segrite
Endpoint Security Scan:

“ Folders {7} E; Turn BitLocker on

in ﬂbjeci' Give access to %

___' Restore previous versions
Pin to Start
Format...

m Videos Copy

Create shortcut

Browniong X Seqrite Endpoint Security Scan

~ Devices and drives (| Rename
Local Di:ﬂE .
i Properties
B omm | i ir——J]
o 172 GB free of 199 GB

& Please note that Seqrite Endpoint Security includes the Bitdefender scanning engine along with its own engine.
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Update: Malware definitions are updated automatically, but you can run a manual update using the
Quick Update link in the Windows Start Menu:

l Segrite Endpoint Secunty

Quick Update
a F

A Segrite AntiMalware
\ .?iuz..;.fite Endpoint Secunty
Q Settings
] | | =

Subscription information: This is not shown in the client software (as it would be managed centrally
by the network administrator in a business environment).

Help: Clicking the Help menu in the top right-hand corner, then Help, opens the local help feature:
E? Segrite 7.2 Windows Client

H e & O

fide: Sk  Fmd  Dpteos

Contents 1 lndex  Search ] Home > Getting started with Segrite Endpoint Security > Segrite Protection
Type i the keyword to find: Center » Updating Seqrite Endpoint Security
1update

Updating Seqrite Endpoint Security

List Topics

Updates for Segrite Endpoint Security are released regularly on the website of

Select Topicto display: Segrite. The updates include information pertaining to the detection and

About Seqrite Endpoint Security Dashb. & removal of newly discovered viruses. To prevent your system from new
Advance DNAScan viruses, Seqgrite Endpoint Security must be updated regularly.

Automatic Update ) 3 i o ]

Cleaning Yins The default setting of Segrite Endpoint Security is configured to take the
Cleaning vinuses encountered during sc... updates automatically from the Internet, without the intervention of the user.
Cleaning viuses encountered in memory However, your system must be connected to the Internet to get the updates
Configuring Seqrite Settings lar!

Downloading latest definttion Feguiariy.

Help Mamii. The updates can also be taken from a local or a network path, but that path
Intemet Settings [ . !

Locate definttion file should have the latest set of definitions. This is helpful if your computer on
Right-click Menu Cptions which Segrite Endpoint Security is installed is not connected to the Internet.
Segrite Menus

Segn'te Quick Update Some important facts about the Seqrite Endpoint Security updates:
Hﬁiiifﬂiﬁdﬂnﬂegﬂﬁﬂw‘?xFﬁTimn"' ¢ All the Segrite Endpoint Security updates are complete updates including

= Definition File Update and Engine Updates.
3
=1 # All the Segrite Endpoint Security Security updates also upgrade your (V)

version whenever required, thus making the new features and technology
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How does the program warn you about problems and threats?
If real-time protection is disabled, the status area displays an alert:

System is not secure
Virus Protection is turned off

Click Resolve Mow to fix the problem

The protection can be reactivated by clicking Resolve Now. If you inadvertently download a malicious
program, Seqrite will quarantine the threat and display a pop-up alert:
' R

Seqgrite Endpoint Security

| Virus Protection

Detected: EICAR. TestFile
File: C. \99dfe8c1-b570-47e2-3ef6-83a5d8f606 15.tmp

File successfully quarantined

The alert closes after a few seconds. You do not need to take any action. A similar alert is shown if
you should download a potentially unwanted program.
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Symantec Norton Security

v Norton Security - X
£ Settings | @ Help | Q

You Are Protected

¢ Protection Updates: 28/09/2017

Last Scan: 4 minutes ago | Quick Scan
-w
&

Security Identity Performance More Norton

, O=

ml B v

=

Protected Protected Protected More Protection

SUBSCRIPTION STATUS: 30 Days Remaining | Subscribe

Which versions of Windows does it work with?
Windows XP (32-bit only); Windows Vista, 7, 8, 8.1, 10

What features does the program have?
In addition to malware protection features, Norton Security also includes a replacement firewall.

Where can I find more information about the product?
https://uk.norton.com/norton-security-for-one-device?inid=nortoncom nav_norton-security-for-
one-device products-services:home

What we liked about the program

Norton Security is very easy to install and use. The user interface has a very clean, modern design,
which makes important information and features very easy to find. We particularly liked the pop-up
alerts shown if protection is disabled.

Installing the product
To install Norton Security, you just need to download and run the installer and click Agree & Install.
You have to sign in with a Norton Account to activate the program.
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Security status: This is shown using text, colour and graphic in the top half of the program window.

Scans: You can open the scan options page, shown below, by clicking Security, Scans on the home

page.
[J8 Scans and Tasks @® Quick Scan
roY Check for threats and Examine key areas of your computer

run tasks () Full System Scan
Examine your entire computer

—
() Custom Scan
Run and create custom scans

() Custom Task

Run LiveUpdate and performance tasks

You can create a scheduled scan by creating a Custom Scan and configuring scheduling options. It is
also possible to scan a drive, folder or file by right-clicking it in Windows Explorer and clicking Norton

Security:
v Folders (7} | G Turn BitLocker on
' 3D.0bj Give access to > -
] ¥ Norton Security 5
. Restore previous versions
Downl Pinto Start
-‘ Format...
y Videos Copy
Create shortcut
~ Devices and drivesi Rename
Local IL'! Properties ive (D)
il rive (D0
I=moom [ovo]
My 180 GB free of 199 GB Ty

Update: Malware definitions are updated automatically, but you can run a manual update by clicking

Security, LiveUpdate on the home page.

Subscription information: This is shown in the bottom left-hand corner of the program window.

Help: Clicking the Help button top-right opens a range of help and support options:

HELP USING THIS PRODUCT

| need help using this product
Opens online help that describes your options on the main window.

E Video Tutorials
Shows you how to start using some key Norton Security features,

Arz

Iy Get Support
L

Runs a diagnostic tool to check for issues with your product and provides links
to the Support website.

R

(' MNew Version Check
.) Checks to see if the version installed is the |atest available.

Q Search
Find any Morton Security feature you need. You can also press Ctrl + F.

TOOLS

Morton Rescue Tools

Fix even the most severely infected computers with Norton Power Eraser or Norton
Bootable Recovery Tool
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GENERAL INFORMATION

Install on Another Device

Extend your protection by installing Norton
on additional devices.

Norton Community

Share your security issues and software
experiences on Morton forums,
Feedback

Provide your feedback about the service,
About

Provides specific information about the
version of the service installed.

ACCOUNT INFORMATION

My Norton

Opens your account, where you can
manage your subscription and services,
Subscription Status

Enter Product Key
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How does the program warn you about problems and threats?
If real-time protection is disabled, the status display in the main window changes to show an alert:

You Are At Risk

Your computer protection is at risk.
Fix Now

The protection can be reactivated by clicking Fix Now. A pop-up alert is also shown, which also includes
a Fix Now button:

" Norten p4

You have turned off Auto-Protect. Your PC will
be vulnerable to viruses and other threats.

Fixx Now

If you inadvertently download a malicious program, Norton will block the download and display the
alert shown below:

W Norton b4

Norton blocked an attack by: Diagnostic: EICAR
Standard Anti-Virus Test File.

s s Dhcd =
view Letalls

The alert closes after a few seconds. You do not need to take any action.

If you should download a potentially unwanted program, Norton will check and delete it:

" Norten p4

PotentiallyUnwanted.exe
is not safe and has been removed.

Ve ey Dok =
view Letdlls

No action is needed, and the alert closes itself after a few seconds.
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Tencent PC Manager [Global English Version]

Tencent PC Manager

e
o5 ",

Quick Scan

Antivirus Engines

o AT, ey =0
© @ & B

e -

——

Protection Status

1 Days O Times O Files

Protecting your computer Identifying suspicious action Scanned today

Quarantine  Whitelist  Scan logs

Which versions of Windows does it work with?
This is not stated on the vendor’s website, but Tencent tell us that PC Manager works with all personal
computer versions from Windows XP to Windows 10.

What features does the program have?
Tencent PC Manager is a straightforward antivirus program.

Where can I find more information about the product?
http://www.pcmgr-global.com/

What we liked about the program
Tencent PC Manager has a very clean, modern interface, plus clear and persistent malware alerts.
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Tips for users

Users should be aware that by default, Tencent PC Manager does not perform on-access scanning of
files. That is to say, you can copy malicious files to your computer from a network share or USB device
without Tencent detecting them in the process (although the malware would be detected if executed).
Users can enable on-access scanning by opening Realtime protection settings and selecting High under
File System Protection:

@Tencent PC Manager - Settings

General Settings
Realtime protection settings

Antivirus Settings
Realtime protection mode:

Realtime Protection ) )
Expert Mode Prompt upon detecting suspect actions

Download Protection #® Cormmon Mode (Recommended) Promptupon detecting threats

File system protection
Manitor file operations in real ime to avoid virus infection:
#®) High Maonitor 2l file operations - it may affect PC performance
Medium  Monitor mare type of file execution - it rarely affect PC performance
Low Monitor some type of file execution - it will not affect PC performance

Turn off file system protection

As noted in the settings dialog, enabling on-access protection may have an impact on performance
(speed of the PC).

We would recommend users to check the Active Defense window reqularly, to check that protection is
enabled. Note that the tool tip that appears when you mouse over the System Tray icon is accurate,
whereas the message that appears at the top of the menu may not be; the two may contradict each
other, as shown in the screenshot below:

-

Open Panel Settings

® @

N

Quick Scan Quarantine

Download Shield Active Defense

Finally, users should be aware that there is some non-standard English in the program interface, such
as clicking “I know” to close a malware warning; we feel this is an area that Tencent could easily
improve.
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Installing the product
To install Tencent PC Manager, you just need to download and run the installer, then click Install Now.

Finding essential features

Security status: Although there is an area of the program window entitled Protection Status, this refers
to what has happened in the past rather than what's happening in the present. To check that
protection components are active, right-click the Tencent System Tray icon and click Active Defense:

@ Your PC is fully protected

K

Open Panel settings

e,

Quick Scan Quarantine

Yo E

Download Shield Active Defenze

£+ Check forupdate  [=  Ewit

- ENG 13:27
" ? 3 ? b} : E
Var ) - E] -_I UK ‘j_-llll.-l -IIIIrE{:I-I-Ilr 1

We note that the message at the top of the menu, Your PC is fully protected, is always shown, even if
every single protection feature is disabled. Clicking Active Defense opens the Realtime Shield status
window, which shows the status of all the protection components:

&7 Tencent PC Manager - Realtime Shield

All realtime Shield are active now
Protecting your computer for 1 days

Internet Shield System Shield Application Shield

Q Online Payment Shield v File System Shield Q Desktop Icon Shield
) Link Scanner Registry Shield ) Camera Shield
Q Search Protection Process Shield Q Download Shield @

Drive Shield

993949

Hacking Detection

Whitelist center
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Scans’: The Quick Scan button on the main program window does precisely that; if you click on the
arrow to the right of the button, you can also run a full or custom scan:

Full Scan

Custom Scan

We could not find a means of scheduling a scan. You can scan any drive, folder or file by right-clicking
it in Windows Explorer, and clicking Scan (PC Manager):

Give access to 3
3D Objects Restore previous versions
Pin to Start
e o Format...
“ Scan(PC Manager)
i
Videos i
E Create shortcut
B i Rename
~ Devices and drives (2}
R p rti
Local Disk (C] S
- =L ——
i) I B ﬂ
By 171 GB free of 199 GB .

Update: Malware definitions are updated automatically, but you can run a manual update by clicking
the “hamburger” menu in the top right-hand corner of the program window, then clicking Check for
update.

Subscription information: This is not applicable, as the program is free.

Help: We could not find a help feature in the program.

° Tencent PC Manager includes some protection components supplied by Bitdefender.
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How does the program warn you about problems and threats?

As noted above, current protection status can only be seen by opening the Realtime Shield window
from the System Tray menu. If real-time protection is disabled, this window will change to show an
alert:

&7 Tencent PC Manager - Realtime Shield

Not all Shield are active _
Your computer may be attacked by trojans!

—\ . . - . -
C@) Internet Shield @:I System Shield ) Application Shield
o
Q Online Payment Shield 0 File System Shield G Desktop Icon Shield
W LinkScamner ¥ Redistry Shield &  Camera Shield
Q Search Protection Q Process Shield v Download Shield @
0 Drive Shield
v Hacking Detection

Whitelist center

The protection can be reactivated by clicking Activate all.
If you inadvertently download a malicious program, Tencent PC Manager will block the download and
display the alert below:

9 Tencent PC Manager - Download Shield

The downloaded file contains threat!

Malware:Win32.Trojan, Thraat ubyr

You do not need to take any action. The alert persists until you close it.

If you should download a potentially unwanted program, Tencent will block the download and display
a warning in the browser window:

Tencent PC Manager Warning

This is a malicious website.

You are visiting: hitpr//amtso.security-features-check.com/Potential...

Go on visiting at my own risks
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Trend Micro Internet Security

TREND MICRO . 7 (e (Bhe: | =
@InternetSecumtv [4) eedback, D~ @ ®
=
)
Device Privacy Data Family

) Protected

You have access to the latest protection.

o)

@ Protect Another Device Expires on 05/05/2018

Which versions of Windows does it work with?
Windows 7, 8, 10

What features does the program have?

In addition to malware protection, the program includes a parental control feature and ransomware
protection (which aims to detect and prevent encryption of personal documents and other data by
ransomware programs).

Where can I find more information about the product?
https://www.trendmicro.com/en gb/forHome/products/internet-security.html

What we liked about the program

Trend Micro Internet Security has a very neat, modern interface that makes essential features and
information easy to find. We liked the malware alerts, which make very clear that no action is required
of the user, and persist until you close them.
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Installing the product
To install Trend Micro Internet Security, you just need to download and run the installer file, and click
Accept and install.

Finding essential features
Security status: This is shown using text, graphic and colour in the centre of the program window.

Scans: The big Scan button in the middle of the program window runs a quick scan, while clicking the
arrow to the right of it opens a menu of scan options:

Quick Scan

Full Scan
@ Custom Scan
Protecren

A scheduled scan can be configured by clicking the cogwheel icon next to the Scan button, then
clicking Scheduled Scans.

You can scan a folder, file or drive by right-clicking it in Windows Explorer and clicking Scan for
Security Threats:

- Folders (7) ® Turn BitLocker on
Give access to b
30 Objects 2 !
' Rectore previous versions
. Pin to Start
l Downloads @ Scan for Security Threats
Format...
m Videos Copy
Create shortcut
~ Devices and drives (2) Rename
Local Disk (C:) Properties
[T ] |
el i B
Wy 167 GE free of 192 GB Wy

Subscription information: This is shown in the bottom right-hand corner of the window.

-100-



Summary Report 2017 www.av-comparatives.org

Help: Clicking the ? symbol, Product Support opens the program’s online help pages:

Internet Security console organizes its features into convenient categories:

) & ey

Hievion Privacy Data Family
TREND MICRO P @ | —
@lnternetSecurity @~ @ X

¢ | Device

u Security Settings >

="

@ PC Health Checkup >

How does the program warn you about problems and threats?
If real-time protection is disabled, the status display changes to show an alert:

e
{

) Protection At Risk

Your protection will switch back on automatically after 30 minutes. Rather not
wait? Click Enable Mow.

The protection can be reactivated by clicking Enable Now. If you inadvertently download a malicious
program, Trend Micro will delete the program and show an alert:

InternetSecurity ORES

® File Removed

This file contained malicious software, so it has been
deleted for your protection, You do not need te do
anything else, so feel free to close this message.

File name: eicar (1).com

More details...

Ay TREND “

The alert itself makes clear that you do not need to take any action. The message box is displayed
until you close it. A similar alert is shown for potentially unwanted programs.
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VIPRE Advanced Security

IPRE =

AdvancedSecurity* MWIPRE% Account  Manage

See what we're up to with VIPRE
Yﬂ‘u r Cﬂmputer is Click here to check outourblog

Safe & Protected

Antivirus
Last Scan was 4 minutes ago.
Mext Scan is in 22 heurs,

Updates

Threat Definitions are current:

Firewall
Firewall Protection is.on.

Click here to see the Timeline

Which versions of Windows does it work with?
Windows Vista, 7, 8.1, 10

What features does the program have?
As well as malware protection, VIPRE Advanced Security includes a replacement firewall.

Where can I find more information about the product?
https://www.vipre.com/products/home-protection/

What we liked about the program

VIPRE Advance Security has a very uncluttered modern interface. There is easy access to scanning
options, and the Windows context-menu lets you either scan a file or folder, or exclude it from scans.
There is a search box for the online support service built into the program interface.

Tips for users

We found the “protection disabled” warning rather subtle, and suggest users make themselves familiar
with it, so as to recognise it when it appears.

-102-

AV

comparatives



Summary Report 2017 www.av-comparatives.org

Installing the product
To install VIPRE Advanced Security, you just need to download and run the installer file, then click
Agree and Continue.

Finding essential features
Security status: This is shown at the top of the main blue panel in the program window.

Scans™: If you mouse over the Scan button in the program window, a menu of scan options is
displayed:

Schedule Scan

Full Scan
Quick Scan
Custom Scan...

The adjacent button lets you schedule scans. A drive, folder or file can be scanned by right-clicking it
in Windows Explorer, and clicking Scan with VIPRE:

v Folders (7) ¥ Scan with VIPRE...
% FExclude from VIPRE scans
30 Chjects
.-’ Give access to %
Restore previous versions
Download Pin to Start
l Format...
Videos Copy
i Create shortcut
i . R
« Devices and drives (2 i
L Lol Disk ~ Properties | s
am i oV )
My 175 GB free of 109 GB LT

We note that the context menu also allows you to exclude a folder from scans, a very convenient
option if needed.

Update: Malware definitions are updated automatically, but you can run a manual update by clicking
Updates in the main window, then Check Now.

Subscription information: This can be seen by clicking the Account tab at the top of the window.

10 Please note that VIPRE Advanced Security includes some protection components supplied by Bitdefender.
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Help: The Account page lets you open the local help feature by clicking VIPRE Help:

E? VIPRE Help

& b 5
Contents | index | Search |
Welcome to VIPRE Help Welcome to VIPRE HElp VIPRE

& Getting Started

VIPRE Advanced Security for Home offers personal computer (PC) users security against

& Updat o R i : > T
,__" Aufﬂ":;mted.mn DA et Prote complex and malicious threats with its powerful anti-mabware protection, while eliminating
=Y Edge Protection the performance and resource problems of many older, traditional antivirus products.
w WEb_ H“e"”gl VIPRE combines antivirus, anti-spyware, anti-rootkit, and other technologies into a
@ Email Protection seamless, tightly-integrated product.
> Scanning
@ Managing VIPRE The VIPRE Firewall provides bi-directional protection, protecting you from threats in both
@ Firewall incoming and outgoing traffic.
e Tools
Glossary See Also:
Copyright and Legal Netices
Contacting VIPRE Support * System Reguirements
e About the VIPRE Interface
+ Getting Started
o Glossary
& Copyright and Legal Notices
< >

A link to the online support pages, and a search box, are also provided.

How does the program warn you about problems and threats?

If real-time protection is disabled, the status display changes (subtly) to show an alert, please see
screenshot below. The main status text shown when all is well, Your computer is safe & protected, is
hidden, but not replaced by any additional text.

Antivirus

Active Protection is off. Turn On

The protection can be reactivated by clicking Turn On.

In our test, the EICAR test file and a Potentially Unwanted test file were both blocked silently, i.e.
without showing an alert.
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[Featurelist Windows (as of January 2018) COMMERCIAL FREE FREE COMMERCIAL COMMERCIAL COMMERCIAL COMMERCIAL COMMERCIAL COMMERCIAL COMMERCIAL COMMERCIAL COMMERCIAL COMMERCIAL COMMERCIAL FREE FREE COMMERCIAL COMMERCIAL FREE COMMERCIAL COMMERCIAL
Bitdefender Internet | _ BullGuard Internet Crowdstrike Fal Fortinet FortiClient (with| _ Kaspersky Internet Microsoft Wind Symantec Nort Trend Micro Internet
Product name Adaware AntiVirus Pro | Avast Free Antivirus AVG AntiVirus Free Avira Antivirus Pro itcefender Interne ufiGuard Internef rowdstrike Falcon | g sisoft Anti-Malware | eScan Corporate 360 | ESET Internet Security F-Secure SAFE ortinet FortiClient (wi aspersky Internet ) afee Internet Security| oSOt indows Panda Free Antivirus | Seqrite Endpoint Security| ~ ~/ o e horton Tencent PC Manager rend Micro Intemet — {,,ope Advanced Security
Security Security Prevent FortiGate) Security Defender Security Deluxe Security
Target market Home Users Home Users Home Users Home Users Home Users Home Users Business Users Home Users Business Users Home Users Home Users Business Users Home Users Home Users Home Users Home Users Business Users Home Users Home Users Home Users Home Users
English, Arabic, English, Arabic, French,
Bulgarian, Czech, Danish, Bulgarian, Czech, Danish,
) German, Greek, Spanish, | English, Bulgarian, Czech, Dutch, Estonian, Farsi,
English, Dutch, French, English, French, German,
h English, Czech, Danish, English, German, French, Estonian, Finnish, French, | Danish, Dutch, Estonian, Finnish, German, Greek, ) English, Bulgarian, )
Georgian, German, ) ) " " : e ) ’ | English, French, Dutch, " e Japanese, Spanish, English, German, French,
i d German, Spanish, French,| i English, French, German, | English, French, Danish, Russian, Italian, Spanish, | English, German, French, |  Hebrew, Croatian, | Finnish, French, German, Hungarian, Indonesian, | English, Chinese, Danish, Danish, Dutch, Finnish, § " ! 8
Hungarian, Italian, Polish, : English, German, Italian, ) ! ) " ) Portuguese, Czech, Italian, Dutch, Swedish, Italian, Spanish,
Hungarian, Indonesian, Dutch, Spanish, Italian, | Swedish, Dutch, Arabic, Catalan, Persian, Dutch, Italian, Hungarian, Chinese,  |Greek, Hungarian, Italian, Italian, Japanese, Korean, | Dutch, Finnish, French, French, German, Greek,
Portuguese, Russian, ’ French, Spanish, ) ’ ran, 1 English, Chinese, Japanese, " panish, German, Spanish, ° Finnish, Norwegian, Portuguese, Japanese,
. * Italian, Japanese, Korean, ! Romanian, Portuguese, | Portuguese, German, Finnish, Greek, Portuguese, Spanish,  |Italian, Japanese, Kazakh,| Japanese, Lithuanian, Latvian, Lituanian, | German, Greek, Italian, " P Hungarian, Italian, ) ! ° Japanes
Chinese, Spanish, Portugese, Russian, German, Japanese, Italian, Norwegian, English, Italian, Polish, | Danish, Portuguese, Chinese, Russian, Polish,
Supported Program languages " ; Al Malaysian, Dutch, Polish, Greek, Spanish, Portuguese, English Hungarian, Japanese, | Turkish, Chinese, Greek, | ~ Korean, Lithuanian, Norwegian, Polish, Norwegian, Polish, Japanese, Korean, ‘ ° " Norwegian, Polish, ) " English English
Turkish, Ukrainian, an o Dutch, Turkish, Japanese,| ) ) ) ! " Korean, Portugese, " " Polish, Russian, Finnish, : Japanese Czech, Polish, Hungarian, Dutch, Danish,
" Norwegian, Polish, Vietnamese, Turkish, Norwegian, Italian, Korean, Dutch, Polish, Korean, Norwegian, Dutch, Norwegian, | Portuguese, Romanian, ! Portuguese, Romanian, | Norwegian, Portuguese, . " Portuguese, Russian, . i
Croatian, Serbian, Chinese, Polish, ) ' ° . j ° Spanish : 4 Swedish, Turkish, ) Romanian, Slovak, Norwegian, Swedish,
, o Portuguese, Russian, e Korean , Czech, Japanese,|  Chinese, Arabic, Portuguese, Slovenian, | Russian, Polish, Czech, |  Polish, Portuguese, Russian, Slovenian, Russian, Serbian, Russian, Spanish, Pt Chinese, Slovak, . e . A
lapanese, Indonesian, N Indonesian N N - - " N . N N . . " . inese, Japanese, o N ussian, Greek, Turkish, Indonesian, Korean, Thai,
panes ! Slovak, Serbian, Turkish, Hungarian, Thai Vietnamese Swedish, Thai, Turkish, Slovak Romanian, Russian, Spanish, Swedish, Chinese, Spanish, Swedish, Turkish P Slovenian, Spanish, :
Armenian, Belarusian, Korean, Arabic, Hebrew Chinese, Korean, Arabic, Turkish, Vietnamese
T Chinese Vietnamese, Chinese Slovak, Slovenian, | Turkish, Vietnamese, Swedish, Thai, Swedish, Turkish e
Serbian, Swedish, Thai, Chinese Turkish, Ukrainian,
Turkish, Ukrainian, Vietnamese
Vietnamese
Third-party scan engine included Bitdefender proprietary Avast proprietary proprietary Bitdefender proprietary Bitdefender Bitdefender proprietary Bitdefender proprietary proprietary proprietary proprietary proprietary Bitdefender proprietary Bitdefender proprietary Bitdefender
Protection
Scans file on execution ° ° ° ° ° . . ° ° . . ° ° . . ° ° . . ° °
Scans files on demand ° ° ° ° ° . ° ° . . ° ° . . ° ° . . ° °
On-access file scan after Internet download (by DEFAULT) ° ° ° ° . . . . . ° . . ° ° . ° °
On-access file scan while copying/moving files (by DEFAULT) ° . . ° . . . ° ° . . . . ° .
Prevents access to phishing and other malicious websites [ ° ° ° ° . ° ° . . ° ° . . ° ° . . ° °
Has capabilities to clean-up an infected system ° ° ° ° ° . . ° . . . ° . . . ° ° . . ° °
Detects also threats for e.g. Android, Mac, Linux ° . . . ° . . . ° . . . ° ° . . °
Detection of potentially unwanted applications (PUA) turned ON by DEFAULT ° . . ° ° . . . ° ° ° . ° °
s the online malware detection the same as offline ° ° ° . °
[Additional features
Rescue disk ° ° ° ° ° ° ° ° ° . . ° . . °
Firewall Ld o ° o ° ° o ° ° ° ° ° °
parental Control ° . ° ° . . . . . . . . °
Anti-Spam ° . ° ° ° . . ° . . °
Vulnerability scan/protection ° . . . ° ° . ° ° . ° ° °
Software Updater ° . ° . ° ° . . ° °
Multi-device protection / Multi-platform licensing ° ° ° ° ° ° ° ° ° ° ° °
Secure Browser / banking protection ° . . . ° . . . ° . .
Browser cleanup / Privacy cleaner / File Eraser ° ° . ° . ° . . ° .
WiFi protection / Home Network Protection ° . . . ° . ° . °
Removable media blocking ° . . . . ° . ° °
Scans HTTPS traffic . . . ° . . . °
Backup, Remote
) Monitoring and Default Deny, Webcam
Enterprise Console, Several of the above
¢ Management, . protection, Private Biometric Password .
Commandiine Scanner, Webcam protection, central management ection, ? features are part of the Identity Safe
File Encryption, Password privacy conscious | oS0 re Protection. | g pased Attack with FortiGate/ens, | PTOWSIng Antrbanner, | - (Truekey), Backup, Microsoft operating password/data Social Watch, Malware
Other features Password manager g PC Tune Up, Backup £DR Terminal Service . Software Cleaner, Malware Removal Removal support
manager operation, Malware Protection, Ransomware network access control canen system (e.g. Firewall, protection; Management
Protection Module, ° Browser Configuration, | support guarantee guarantee (money-back)
Removal support Shield, UEFI Scanner with FortiGate, VPN Software Updater, portal
Mobile Device Secure Keyboard, App (money-back)
guarantee (money-back) P SmartScreen, etc.)
Containerization, Lock, Privacy Protection
Geofencing
Support
Online Help o L] o o o L] L] o o o o o o o o o o o o o
Support forum o L] o o o L] L] o o o o o o o o o o o o o
Phone Support o L] o o o o o o o o o o o o o o o
Email support o o o L] L] o ° o o o o o o o o o
User manual o o o L] L] o o o o o o o o o o o
Online Chat o L] o o o L] o o o o o o o o
English, Arabic,
Bulgarian, Chinese,
Croatian, Czech, Danish, A
Dutch, Estonian, Finnish, English, Chinese,
English, German, English, German, French, English, Russian, Spanish, | English, Chinese, Danish, | 0+ £2.07 =" PO German, French,
rench, German, Greek, "
English, German, | Spanish, French, Italian, enlish. French Dutch, Italian, English, Danish, Dutch, Portuguese, German, | Dutch, Finnish, French, [ "o BeTen e Portuguese, Spanish,
3 . g an,
Chinese, Spanish, French,|  Portuguese, Dutch, | English,German, French, 8 " English, Danish, German, ) Portuguese, Spanish, Finnish, French, German, | Dutch, French, Italian, German, Italian, " . o Turkish, Polish, Danish, )
) ] guese, | ! Portuguese, Spanish, " English, German, French, g English, French, German, ‘ Italian, Japanese, Korean, ) English, Hindi, Japanese, Polis , English, Japanese,
Supported languages (of support) English, German, French | Italian, Korean, Russian, Chinese, Italian, Portuguese, Dutch, French, Swedish, English Turkish, Chinese,Greek, Al Italian, Japanese, Greek, Polish, Turkish, |  Japanese, Korean, English, Spanish Dutch, Finnish, Greek, English, Chinese English
. ) ) Italian, Dutch, German, Russian, Italian, Spanish ; N Japanese 3 ) ) Latvian, Lithuanian, Indian regional languages ) Chinese
Portuguese, Polish, Turkish, Japanese, Spanish : Romanian Korean, Norwegian, Norwegian, Polish, Chinese, Hindi, Japanese, | Norwegian, Portuguese, Lithuan! Italian, Norwegian,
v y Romanian, Japanese ! " " Norwegian, Polish, : "
Czech, Turkish Korean, Polish, Thai, Russian, Polish, Czech, Swedish Korean Russian, Spanish, " Romanian, Russian,
Portuguese, Romanian,
Slovenian, Czech Slovak Swedish, Turkish ) ) Swedish, Slovenian,
Russian, Serbian, Slovak,
Hungarian
Slovenian, Spanish,
Swedish, Thai, Turkish,
Ukrainian
| Approximate Prices (may vary)
Price 1PC /1 year (USD/EUR) 35USD /35 EUR FREE FREE | 4susossseur | eousp/soeur | 60UsD/60EUR over 100USD/EUR | 40USD/40EUR | over100USD/EUR |  35USD/35EUR | 60USD/60EUR | over100USD/EUR | 40USD/40EUR | 60USD/GOEUR | FREE FREE | 125usp/a2seur [ oouso/soeur | FREE | sousp/a0eur | e0usD/60EUR
Price 3 PCs / 2 years (USD/EUR) 75 USD / 75 EUR FREE FREE | souso/7oeur | 160usp/130eUR | 95uUsD/95 EUR over300USD/EUR | 105USD/10SEUR | over300USD/EUR |  75USD/75EUR | 100USD/100EUR | over300USD/EUR | 8OUSD/10SEUR | 180USD/160EUR | FREE FREE | 2sousp/2soeur | 1sousp/ieoeur | FREE | souso/soeur | 110usp/110euR
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Copyright and Disclaimer

This publication is Copyright © 2017 by AV-Comparatives ®. Any use of the results, etc. in whole or in
part, is ONLY permitted with the explicit written agreement of the management board of AV-
Comparatives, prior to any publication. AV-Comparatives and its testers cannot be held liable for any
damage or loss, which might occur as a result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but
liability for the correctness of the test results cannot be taken by any representative of AV-
Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any given time. No one else involved
in creating, producing or delivering test results shall be liable for any indirect, special or consequential
damage, or loss of profits, arising out of, or related to, the use (or inability to use), the services
provided by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our website.

AV-Comparatives (February 2017)
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