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A little DFIR with a touch of motivation

What is #DFIRFIT?

• Blame High Five @4n6woman 

Health Data 

• Acquisition

• Analysis

• Scenarios

Motivate!



A bit about us and our goals!



Acquisition Options
Encrypted iOS Backups

• Includes tool backup/file system dumps

• Not in unencrypted backups

Health App Export

• XML Files

iCloud Backups



XML Output – Big and Messy

● Compressed Zip File (ex: ~52Mb)
○ export.xml (ex: ~940Mb)
○ export_cda.xml (ex: ~240Mb)



Health App Integration & Sources

Native

•Health.app – All Heath Data

•Activity.app – Workout/Challenge Specific

3rd Party Apps

•Diet  (MyFitnessPal)

•Sleep Monitoring (Sleep++, Pillow)

•Hardware (Scale, Blood Pressure Monitor, Fitbits, etc)

•Workout (Runkeeper, Couch25k)

Integration with Apple Watch

•May come from other devices too!

• ..or just tracking from iPhone (Steps, Manual workout 
input)



Native Applications – Health & Activity



Primary Health Databases

healthdb.sqlite

healthdb_secure.sqlite

Workout & Non-workout Monitoring

Historical Database Contents

Database Path: [/private/var]/mobile/Library/Health/

• healthdb.sqlite & healthdb_secure.sqlite

Unknown: heathdb_secure.hfd

• Not SQLite, Appears Encrypted

• Potentially Sensitive Health Data



Database Contents – healthdb.sqlite

Sources (Apps and Devices)

• Other apps may provide health data too!

Key Values

• Activity Sharing Account, Settings and More

iOS Versions Used

Dates of Interest

• Cloud Sync

• Pairing Date



Database Contents – healthdb_secure.sqlite

Achievements

Historical Health Contents

Workouts

Friend Achievements and Workouts

Records

• Medical

• Vaccination

• Allergy



Data Types – What are you looking for?

3 = Weight
5 = Heart 
Rate

7 = Steps
8 = Distance 

in Meters
9 = Resting 

Energy

10 = Active 
Energy

12 = Flights 
Climbed

20’s ~ 30’s = 
Nutrition

67 = Weekly 
Calorie Goal

70= Watch 
On

75 = Stand 
(Stood)

76 = Activity
79 = 

Workout
83 = Some 
Workouts



Forensic Scenarios – Pattern of Life

Workouts

• Locations & Frequency

Steps & Distance

Calories Burned

Heart Rate

• User has watch on or off



Pattern of Life – Workout Metadata

● Location, Temperature, Humidity, Weather Conditions

● “Workout” data_id from Workouts Table



Pattern of Life – Location & Frequency



Pattern of Life – Steps/Distance Per Day

● Potential Issues: Crossing Time Zones, 
Workouts, Multiple Devices 

● Context Required for Interpretation



Forensic Scenarios - Pattern of Life

● Lets Graph it!
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Forensic Scenarios - Pattern of Life
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Forensic Scenarios – Heart Rate - Dragging a Body

Dragging Down a Hill and 
Walking Back Up

• Changes in Heart Rate Pattern

• Flights Climbed

• Testing by Investigators



Forensic Scenarios – Heart Rate - Dragging a Body



And Now My Lawn is Dead

● What This Looked Like

And Now My Lawn is Dead

● What This Looked Like

And Now My Lawn is Dead

● What This Looked Like
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Body Movin' Dragging
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too!



Death 

• Drop in Heart Rate

• Correlate with iOS Application Usage

• CurrentPowerlog.PLSQL

• No Longer backed up in iOS 11

• Physical/Jailbroken Access

• Really difficult to test

• Volunteers?

Alive

• Active time during day

• Assumes user always wears Apple Watch

• Periods of activity versus rest

• Correlate with iOS Activity

• Assumes same user on iOS device (via passcode)

Forensic Scenarios – Heart Rate – Dead or Alive?
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Day in the Life

Apple Watch On 
@ ~6 AM
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Day in the Life

Apple Watch On 
@ ~6 AM

Apple Watch Off 
@ ~10 PM
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Day in the Life

Apple Watch On 
@ ~6 AM

Apple Watch Off 
@ ~10 PM

OTF Workout 

4:40pm – 5:35pm

Beware Heartrate Sampling!



Narc on your Homies

● Friends Workout Stats & Activities
● [/private/var]/mobile/Library/Health

/ActivitySharing/contacts.dat
● Ugly BLOB data with embedded 

binary plists.



Some Tools May Parse Bits of Health Data

● Oxygen Parses
● Verify Time Zone



Validate Tool Findings

● Verify Accuracy



#DFIRFIT or BUST! 
We Assume Cloud Pulls are on the 
Horizon

We Need to Test Medical Records

Tool Support is Lacking

So much tracking we couldn't cover. Got 
a theory? Do some active research!

Get MOTIVATED and Get ACTIVE 
People!



Want to See More of Us?

We LOVE RESEARCH! Look out for more talks & come to our classes!

585 - Advanced Smartphone Forensics - FOR585.com

• DC (Jul), NYC (Aug), Vegas (Sept), Denver (Oct) , Prague, CZ (Oct), Miami 
(Nov)

518 – Mac & iOS Forensic Analysis and Incident Response -
FOR518.com

• Vegas (Sep), Prague, CZ (Oct), Sydney (Nov)

Both available On Demand




